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NetDisturb Foreword

The content of this User Guide is provided for informational use only. It is subject to change without
notice and must not be used as a commitment by ZTI Communications.

ZTlI Communications could not be liable for any direct or indirect damages caused by the software
or User guide imperfection.

The elaboration of this guide has been made to be as accurate as possible. We hope that you will
find all the information required to use our software in a convenient way. Failing to do so, do not
hesitate to contact us at support@zti-communications.com.

Except when allowed by license agreement between ZTI Communications and User, no part of this
guide or the software may be reproduced, transmitted in any form or by any means.

To contact us:
ZTl Communications
4 rue Ampere
BP 30255
22300 Lannion
France

Phone: +33 25104 8984

Web: www.zti-communications.com

Email: contact@zti-communications.com (marketing & sales)
support@zti-communications.com (technical support)

Copyrights

Copyright ©2014-2022 ZTI Communications The software described in this manual is furnished under a License
All rights reserved. Agreement and may only be used in accordance with the terms of this
Orange licensed product. agreement.

No part of this manual may be copied, reproduced, translated or recorded by any mean without prior written consent from
ZTI Communications. All products and company names mentioned in this document are trademarks or registered
trademarks of their respective owners.

Copyright © 2014-2022 ZTI Communications. All rights reserved. Page 2/222
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Software License Agreement
This is an agreement between you (legal entity or physical person) and ZTI Communications.

COPYRIGHT

The enclosed Software and documentation (here after called the Products) remains the property of ZTlI
Communications.

French copyright laws and international treaties protect this product.

ZTI Communications grants you the right to use the products according to the following:

USE OF THE SOFTWARE

You may:
e Install the software on the hard disk of your system in accordance with the software protection
described in the next paragraph.
e Make one backup copy of the software provided that this copy is not used or installed on any
computer.
e Use the Products correctly.
In accordance with copyright and patent laws, the Licensee undertakes:
e To use the Products only for its own use
Not to modify the Products
Not to make illegal copy of the Products
Not to give, rent, sublicense or sale the Products
To protect and respect ZTI Communications and its Products reputation.

SOFTWARE PROTECTION

NetDisturb software is licensed on a workstation basis. You will need to purchase a separate license for
each machine that you install it on. Each licensed copy of the software installed on a workstation has:

o aunique Site Code that requires the corresponding unique Site Key to be entered

o oraunique USB Software Protection key, to be plugged before

to run the software.

LIMITED WARRANTY

The Software is supplied without any express or implied warranty regarding the performances or results
obtained by the use of the Products.

ZTI Communications warrants that the software media (i.e. CD-ROM) will be free of material defects for a
ninety (90) days period following your purchase. The limited warranty applies to the media and not to the
information contained on it. If the media does not comply with this limited warranty, the only remedy is the
replacement of the media software

In no event, ZTI Communications will be liable for any kind of direct or indirect damages caused by the
Products.

COURT OF LAW

French laws will govern this agreement.
The court of Saint-Brieuc (France) shall finally settle all disputes arising out of or in connection with this
Agreement.

For further information, please contact: ZTI Communications customer support department.

ZTI Communications
4 rue Ampere

BP 30255

22300 Lannion
France

Phone: +33 25104 8984
Email:  support@zti-communications.com
Web: http://www.zti-communications.com

Copyright © 2014-2022 ZTI Communications. All rights reserved. Page 3/222
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Part 0 Preface

0.1 Organization of this manual

This user guide is aimed at helping you to discover and use NetDisturb. This manual is organized
as follows:

e Part 1: Product Overview
Briefly describes the key features of the NetDisturb software.

e Part 2: What's new in NetDisturb version 7

Is a general overview of new features, main improvements provided with NetDisturb version 7.

e Part 3: Install NetDisturb

Presents the product requirements, how to install the software downloaded from the Internet or
from the CD-ROM, provides important information to upgrade from previous versions and explains
how to choose the most suitable NetDisturb package.

e Part 4: How to handle your license?

Describes how to proceed for the license transfer

e Part 5: Uninstall NetDisturb
Describes how to uninstall the software.

e Part 6: Run NetDisturb
Describes how to run the NetDisturb Server and NetDisturb Client.

e Part 7: Using the NetDisturb Client
Describes how to use the NetDisturb Client.

e Part 8: Using the NetDisturb Command Line Interface

Describes how to use the NetDisturb Command Line Interface (CLI), including the commands and
their parameters.

e Part 9: Using the NetDisturb Server

Describes how to use the NetDisturb Server.

e Part 10: Appendices

Describes additional information about the mathematical laws used by NetDisturb, the default
context value and the parameters saved in the Registry database.

In this document, you will find the following symbols: They mean:

A Warning ﬂ Zoom or Advice .E\ Note or Remark
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0.2 Minimum System Requirements

To appropriately operate NetDisturb you need the following minimum system requirements:

e 64-bit version of Windows Seven, 8, 10, 11 or Server 2008R2 and upper

e 3 GB memory at least

e Two identical Ethernet NICs are recommended: Ethernet, Fast Ethernet, or Gigabit Ethernet
network interface card.

e 1024 x 768 display, DPI setting = Normal size (96 DPI) / 100% and Font size = Normal

e 75 MB free hard disk space

Acrobat Reader is needed to display the NetDisturb Help. If Acrobat reader hasn’t been
installed, a warning message is displayed to inform that the help file can't be opened.

0.3 Technical Support

ZTlI Communications Technical Support can assist you with all your technical problems from
installation to troubleshooting.

Before contacting our Technical Support, please read the relevant sections of the product
documentation and the “Read Me First” file.

Before contacting our technical support, make sure you record the following information:

Product name and version.

Trial License or unlimited licensed product.

System configuration.

Problem details: settings, error messages...

If the problem is persistent, give the details of how to create the problem.

You can contact Technical Support by:

Email Send as many details as possible to support@zti-communications.com

Telephone | Telephone support is available from 09:00 am to 05:00 pm (Central European Time),
Monday to Friday. Call on +33 2 5104 8984
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Part 1 NetDisturb Overview

NetDisturb is an IP network emulator software that can generate impairments over IP networks
(IPv4 and IPv6) such as: latency, delay, jitter, bandwidth limitation, loss, duplication and
modification of the packets.

NetDisturb allows you to disturb flows over an IP network helping to study the behavior of

applications, devices, or services in a disturbed network environment.

NetDisturb is inserted between two Ethernet segments acting as a bridge and operates bi-

directional packet transfer on Ethernet, Fast Ethernet, and Gigabit network interface cards.

/’P\\.
Lan, Wan... )"**=seuus 2

Ethernet HIC
1011001000 Mbps /

NetDisturb

Local control

Ethernet HIC
10/100/1000 Mbps

Microsoft:

1.1  Product Requirements l’U Windows

*  Platform: 64-bit version of Windows Seven, 8, 10, 11 or Server 2008R2 and upper with at least 3
GB Ram. 75 MB free hard disk space.

* Hyper-threading, multi core and PC multiprocessors are also supported.

* Two ldentical Network Interfaces Cards (NIC) are recommended: Ethernet, Fast Ethernet, or
Gigabit Ethernet.

* Display resolution: at least 1024 x 768 (more readable: 1152 x 768 and sup.), DPI setting =
Normal size (96 DPI) / 100% and Font size = Normal.
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1.2 Typical Applications

No need to buy expensive hardware, use NetDisturb software as hundreds of customers around
the world!

e Development assistance and debug of automatons for IP equipment: particularly on Set-Top
Boxes operating in cable or telecom environments.

e Performance & Acceptance Tests: Qualify and evaluate the behavior of IP equipment (phone,
fax, gateway, set-top box, IMS core, call server, application server, residential gateway, ADSL
wireless router, and more...) and applications (audio and video streaming) on IP networks.

e Configuration and control of IP Equipment for product verification and test: Define different
QoS levels in an Intranet or Internet environment to configure terminals, gateways and routers.

o Test Laboratories: NetDisturb provides repeatable QoS on different flows using configuration
mode and values (loss, duplicate, delay, packet content impairment) defined by the user, and
so re-create real world problems in the lab.

e Applications test: NetDisturb allows you to test applications such as Voice over IP, Fax over
IP, streaming audio and video, IPTV, VoD, real time applications and services, and other
distributed applications.

o Emulation of symmetric or asymmetric network conditions found on the Internet and enterprise
networks (LAN, MAN, WAN): latency, jitter, packet loss, bandwidth limitations, and more... to
test IP applications (VolP, streaming audio & video, etc.), services and products sensitive to
various real conditions.

1.3 Key Features

Two software editions are available: Standard and Enhanced. What are the major features of
NetDisturb version 77

Common Key features for Standard and Enhanced Editions

e 64-bit Windows operating systems —Seven, 8, 10, 11 or Server 2008R2 and upper.

e Simultaneous support of IPv4 and IPv6

e Client-Server Architecture based on the SOAP mechanism which uses the HTTP protocol and
the XML format for the exchanges between the client and the server.

e NetDisturb is an Ethernet Bridge to avoid any network configuration.

e NetDisturb is an IP Router for Wi-Fi NICs

e Use of standard Ethernet Network Interface Cards up to 1 Gbps or Wi-Fi card to make
impairment.

e Automatic start mode for new users with a set of predefined contexts (PING, TCP, UDP,

HTTP, Video, etc.)

Automatic discovery and configuration the NICs to use with NetDisturb.

Symmetric or Asymmetric Bandwidth limitation with Throughput Limitation laws.

Very easy to use and intuitive Graphical User Interface

16 configurable flows per direction

Aggregates of flows can be defined (set of flows sharing the same Delay & Jitter Law)

User-defined rules for disturbances: pattern trigger, starting time after delay or number of

packets received, stop impairments after number of received packets or elapsed time, loops,

and more...

e Predefined filter parameters based on the main protocol header fields (MAC, MPLS, VLAN, IP,
TCP and UDP headers) and user-defined pattern filter

e Ethernet-type filter

e Enhanced RTP detection for Audio and Video SDP flows
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PTPv1 and PTPv2 (IEEE 1588) impairment at UDP and MAC layers

Unidirectional or bi-directional packet impairments

Impairments: Latency, Loss, Duplication, bandwidth limitation, Delay and Jitter, Content
Impairment (mathematical laws and user-defined files)

Change the impairment law on-the-fly for a flow

Change of law parameters on the fly for a given flow (Percentage laws, Uniform Law
parameters, etc.).

Ability to impair the remaining network traffic that could be either only the IP packets or all
the Ethernet frames.

Connections per flow: impairments are applied to the flow or to each connection of the flow
Ethernet / Internet modes (Out-of-Sequence packets)

Command Line Interface (CLI) to use NetDisturb in test beds

Ability to handle Ethernet Jumbo frames (payload up to 17976 bytes)

Statistics display and export detailed statistics into a file

Accuracy = 1 millisecond resolution

Specific Key features for the Enhanced Edition

Impairments based on protocol primitives:

- ARP (ARP Operation Code)

- PTPvl and PTPv2 (PTP Message Type)

- DHCP (DHCP Message Type)

- DNS (DNS Message Type, DNS message Operation)

- FTP (FTP Command, FTP Returned Status)

- FTP-DATA

- HTTP (HTTP Method, HTTP Returned Status)

- NTP

- RTP (Audio Payload Type, Video Payload Type, DTMF)
- SIP (SIP Method, SIP From, SIP To, SIP Returned status)
RTP and FTP data flow automatic discovery.

MOS impairment laws

Detailed event log window per flow viewing the events and application of the impairments
according to the user-defined rules.
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1.4 Comparison between Standard and Enhanced Editions

The table below summarizes the main differences between NetDisturb Standard edition and

NetDisturb Enhanced edition.

Features NetDisturb NetDisturb
Standard Enhanced
S— S——
Impairment of IPv4 and IPv6 packets, ARP and Ethernet frames Yes Yes
Automatic NIC configuration and Automatic Sample start mode Yes Yes
Filter parameters to define a flow:
o Activity rules:
- Start/Stop after a time limit or a packet counter or a pattern trigger
- Loop to reapply the rule with delay between each iteration Yes Yes
o Packet filters: Ethernet-type, Ethernet length, source address,
destination address, source port, destination port, protocol, DSCP
DiffServ (ToS), MPLS, VLAN, MAC address...
o User-defined pattern filter based on Ethernet packet content
16 user-defined flows to impair using filters and ‘Unfiltered Flows,
e - T Yes Yes
Frames, Packets, etc.’ to impair without using filters
Dynamically modify impairments on-the-fly per flow in each direction
. Yes Yes
when running
Aggregates of flows (set of flows sharing the same delay and/or jitter
Yes Yes
laws)
View Per-Flow statistics and NICs statistics Yes Yes
Accuracy = 1 millisecond Yes Yes
Standard impairments: drop/loss, duplicate, delay (latency), jitter,
bandwidth limiting, congestion, packet error, bit error, reorder, burst
errors Yes Vi
Delay from 1 millisecond up to 100 seconds in each direction
Emulate bandwidth up to 1Gbps
Impairments by using the IP protocol field Yes Yes
Definition of flows to disturb based on protocol primitives:
¢ ARP (ARP Operation Code) No Yes
e PTPv1 and PTPv2 (PTP Message Type) No Yes
e DHCP (DHCP Message Type) No Yes
e DNS (DNS Message Type, DNS Message Operation) No Yes
e FTP (FTP Command, FTP Returned Status) No Yes
o FTP-DATA No Yes
e HTTP (HTTP Method, HTTP Returned Status,) No Yes
o NTP No Yes
e RTP (Audio Payload Type, Video Payload Type, DTMF) No Yes
e SIP (SIP Method, SIP From, SIP To, SIP Returned Status) No Yes
e MOS Impairment No Yes
Detailed events log per flow No Yes
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1.5 Examples of Use

The following examples illustrate a subset of use cases implemented in various projects.

Simulation of packet loss rate for a corporate network

The modeling of packet loss rate of a banking network has generated
a loss rate file with 1.3 million values. Before the deployment of new
applications on the network, NetDisturb Standard Edition simulates the
network to test these applications by using this external file containing
loss rates to recreate the actual conditions of exploitation.

Simulation of a satellite link (with a 2 Mbps downlink and a 512
Kbps uplink throughput) for workstations of a branch office that
generate TCP and UDP flows.

NetDisturb Standard Edition simulates the satellite link with limited
uplink and downlink bandwidth. An aggregate is defined to submit
all TCP and UDP flows to a function of delay - to reflect the delay of
several hundreds of milliseconds introduced with the satellite link.

Application of disturbances on VLANs encapsulated over MPLS frames.

NetDisturb Standard Edition generates losses and delays of packets for
specific VLANs implemented in a very large MPLS core network.

Tests of robustness for application protocols used in Triple Play
Set-Top Box over DSL with NetDisturb Enhanced Edition

VolIP use case: for example, verify that the SIP REGISTER or the
pan— SIP INVITE message is retransmitted in case of no answer and
e then apply a loss and delay for RTP packets of the SIP session.
DHCP use case: for example, check that the OFFER message is
lost following a transmitted DISCOVER message to validate
automatic DHCP retransmission.

Test Video over IP using RTP with NetDisturb Enhanced
Edition

NetDisturb  generates impairments (loss, delay,
duplication, modification of packets...) for the testing of
codecs integrated in gateways, servers, STB and more...
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1.6 NetDisturb handles and impairs flows

NetDisturb is based on the notion of flows.

A flow is a set of packets with a set of common packets properties, and can be unidirectional or bi-
directional.

Flows are part of sessions (successions of flows and "think times") related to some homogeneous
user activity (e-commerce, mail, MP3 file, web, etc.).
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A Flow is described by using an n-tuple.

In the typical case, the following 5-tuple is used: IP addresses (source and destination), protocol
and port numbers (source and destination).

A Flow is composed of connections (such as TCP connections to make FTP transfer by example).

To define the n-tuple for a flow, NetDisturb uses the notion of filter. A filter is the combination of the
following optional parameters:

Ethernet header

. Destination MAC address
. Source MAC address

. Ethernet Packet Length

. Ethernet Packet type

. IP Version (IPv4 or IPv6)
. Other protocols (ARP)

List of VLAN-ID (Ethernet frames 802.1Q)
List of MPLS-ID

IP Header

. Destination IP address (IPv4 or IPv6)

. Destination IP Mask (bit mask for IPv6)

. Source IP address (IPv4 or IPv6)

. Source IP Mask (bit mask for IPv6)

. Protocol (ICMP, TCP, UDP...)

. Differentiated Services Code Point (DSCP) / ToS Byte

List of Ports (for TCP or UDP packets)
. Destination port list
. Source port list

Protocol primitives (only for Enhanced version): ARP, PTP, DHCP, DNS, FTP, FTP-DATA,
HTTP, NTP, RTP and SIP.

User-defined Pattern Parameter (search for a defined pattern with an offset in the Ethernet
frame content)
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|

the impairments.

User-defined rules can be associated with the filter to condition the applying of

With NetDisturb you can define up to 16 filters, i.e. 16 flows. An additional item named 'Unfiltered
Flows, Frames, Packets, etc.' is in charge to handle all flows (IP or not) that have not been user
defined. For this item no filter can be defined, but impairments can be applied.

NetDisturb manages up to 10,000 connections — all flows included.
The client window below illustrates the management of flows by NetDisturb.

r —
— NetDisturb Client - Impairment Tool for IP Netwarks - v6.0.vvSx W cn e

—Flows to impair using fiters

el Vnwlm I- L iog
O view[vian  [@stop#0z] [ wilog
o+ VBWIF I- L Ws|
el ViewlS\P— I_ Lo
(el Viewlﬂ?i |— wiLog
ol V»ewlr I- il og
(el Viewlm |— wiLog
el Viewlm |— gy
el V»ewl— I- wilog
Coview| [ Run#i0 [T wileg
e V»ewl I' wilog
el Viewl— I_ wilog
(el Viewli |— wilog
el V»ewl— I- wilog
(el Viewli |— wilog
el Viewli |— wilog

File Edit Actions Working Medes Statistics Help

—Unfitered - Flows, Frames & Packets

¥ Automatically Start with fitered Flow(s)

€ view [l | @ stop | wion

" Wiew Per-Flow Statistics

Show Aggregates »»

Flow #03: HTTP

ENHANCED EDITION

Impairments to apply on packets going fromAto B

Loss & Duplication Delay & Jitter

Content Impairment

Percentage of Loss. j ICDnsiant Delay

Change |

Loss: Percentage Constant Delay

j I(Nnna] j
Change |

(Mone)

Define |

Inceming on A

Application Rules
Packets

5912 ’7 Applying impairments

Packets/s I 316 pis
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Outgoing on B

Packets 8420

Packets/s 267 pl=
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=

Delayed Pids | 5424 [B5%]

Modified Pkts 0 [0.0%]

HTTP Doc 'I

Configure Fiter | RUNNING Configure Filter | '_ OBlnterfaDe
[ ]

Application Rules:
’7 Applying impairments

=
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Outgoing on A
Packets
Packets/s Opls

l—
Throughput lm

~ Impairments on B to A
LostiDuplic. Pkts 60 [58%]

Delayed Pits lm

Modified Pits [ 0 10.0%)

S

<+

[wTTP DoC |

Incoming on B
Packeis 104
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Throughput lm

<=

A

—
Impairments to apply on packets going from B to A

Loss & Duplication Delay & Jitter

Content Impairment

Burst Uniform Loss j IUnifDrmJil‘ter

Loss: Burst Uniform Law Change |

d I(Nuna]
Constant Delay & Uniform Change |
Jitter

{None)

=l
Define |

CPU Usage: 10 %

Run Al | Stop All |
Dashboard c i
Alarms: View Alarms ...

Statistics of the Interfaces (based on Network Interface Cards level)
Throughput Reception Received Pkts  Fittered Pkis Sent Pkts Throughput Transmissicn
FromAtoB [ 119mbis [ 1saspis [ 3s7e7ep [  3s7erep [ 3sateep [ M7Mbs [ 1s40ps
FrothnAI SBBMNSI ﬁzpfs| 120734p| 120734p| 120724p| smuws| 451 pis
e e — —

The graphical user interface represents the two NIC cards used by NetDisturb as "A Interface" and
"B Interface" as illustrated below.

[ NetDisturb |

A—=B

=
L

| IP Network )

i B Interface ‘ IP Network b

Ethernet NIC ]

Alnterface i

Ethernet NIC
101100/1000 Mbps

A+—B
[ 10/100/1000 Mbps

For each direction A 2 B or B > A, 16 flows can be defined by the user. And for each flow, loss or
duplication, delay and jitter, and content impairment laws can be applied as shown in the figure
below.
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A—B [v] Loss law & [ | Delay & Jitter law & [ |content Impairment law
[ |Noloss No delay No content impairment
| Flow #01: filier defined i
Flma ot gt | |[] Loss law /| Delay & Jitter law Content Impairment law || !
Flow #03: filter defined [7|No loss [ INo delay [] No content impairment ||
.F.i.lier#’IS: not defined
Filter #16: not defined ||| Loss law [ | Delay & Jitter law & [] content Impairment law
' other flows —— | [¥/No loss v|No delay No content impairment
/6 user defined Flows \
= S8 Alnterface | | Blinterface g | L
e | 10,100,7000 Mbps | | 10,700,7000 Mbps i D o

\ 16 uger defined FIowy

A<B
Filter #11: not defined

Filter #02: defined
Filter #03: not defined i

: Losslaw | | |pelay & Jitter law & [ |content Impairment law
[ INo loss [v|No delay No content impairment

[ |Loss law
No loss

Content Impairment law

[ ] No contentimpairment ||+ Filter #15: defined

- Filter #16: not defined
Other flows

] f

[ | Delay & Jitter law

No delay &

D Content Impairment law
No content impairment

[ |Loss law Delay & Jitter law
No loss [ |No delay

&

In the above example, NetDisturb has been configured with the following parameters:

Direction A 2> B

The Filter #01 defines the "Flow #01", and a loss law is applied to the packets of this
flow,

The Filter #03 defines the "Flow #03", a Jitter law and a content impairment law are
applied to the packets of this flow,

As no loss, no delay and no content impairment laws are applied to the 'Unfiltered
Flows, Frames, Packets, etc.', all non-matching packets with the Filters #01 and #03 are
relayed directly from A to B.

Direction B 2 A

The Filter #02 defines the "Flow #02", and a loss law is applied to the packets of this
flow,

The Filter #15 defines the "Flow #15", a content impairment law is applied to the
packets of this flow,

As a delay law is applied to the 'Unfiltered Flows, Frames, Packets, etc.’, all non-
matching packets with the filters #02 and #15 are delayed from B to A.
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1.7 How does it work?

We illustrate how NetDisturb handles incoming packets with the following figure from the A to B
interface.

i
5
: Does the No
] packet match Delay ?
: the fiter?
. Yes Yes
1 (delayed) (content impaired)
Incoming < Outgoing
—e < > —
packet v packet(s)
el B Interface
A Interface Ves
Other Flows
¢ -
No No No No
Packet : Content
‘ Impairment?
Yes Yes Yes
Yes (cluplicated) (delayed) (content impaired)

\

Depending on the active user-defined flows, NetDisturb checks the incoming packet against the
filter of the flow before applying loss, delay or content impairment treatments.

When this packet matches the filter of a flow (Flow #xx for example), then NetDisturb identifies
whether this packet must be lost/duplicated and/or delayed, and/or its content must be impaired.

If this packet does not match any filter, NetDisturb applies the treatments for the 'Unfiltered Flows,
Frames, Packets, etc.'" and based on the laws defined i.e. lost/duplicated, delayed and content
impairment.

For each packet received on an interface, NetDisturb analyzes in order the filters from 1 to 16
before considering this packet belongs to the 'Unfiltered Flows, Frames, Packets, etc.'.

So NetDisturb can apply impairments on the flows defined by the user either unidirectional (A > B
or B = A) or bi-directional (the same or different impairments are being applied for both directions:
A=>BandB =2 A).
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1.8 Filter characteristics and user-defined impairment rules for the flow

Two types of parameters can be used to define the filter for a flow:

e Predefined Parameters with the following options:
- ARP
- Ethernet type and length
- VLAN
- MPLS
- IP (TCP/UDP)
- Protocol primitives (only for Enhanced version): ARP, PTP, DHCP, DNS, FTP, FTP-DATA,
HTTP, NTP, RTP and SIP.
e And/Or User-defined Pattern Parameter (search for a defined pattern with an offset in the
Ethernet frame content)

One of the features of NetDisturb is the definition of optional rules to link the launch of the
impairments for a flow with an event or not.

Definition of the optional rules to apply impairments for the flow:
- Start when finding a pattern (with an optional offset) in the packet [Trigger]
- Delay before applying impairments (number of packets or elapsed time)
- Stop impairments after several received packets or elapsed time
- Reapply n times (n=0 means infinite) the previous conditions with a delay (elapsed time or
number of received packets) between each cycle

Thus, the flow can be impaired continuously or impaired following user-defined rules with activity
cycles.

If selected, notice that the Trigger is an intermediate step after the frame has been classified in a
flow and before the frame is impaired.

For example, when NetDisturb is running a flow with user-defined rules including a trigger, several
states are possible:

= Waiting for the Trigger: the impairments do not apply. This state is the initial state of the
Trigger.

= Delay before applying impairments: the impairments still do not apply because a delay is
defined before applying the impairments. This state changes to the state "Applying
impairments” when the activation condition is reached. All packets or frames are relayed
without treatment.

= Applying impairments: the impairments are applying.

= Delay before next cycle running: the impairments still do not apply because a delay is defined
before reapplying the impairments. All packets or frames are relayed without treatment. This is
available only when cycles are defined.

= No more impairment: the impairments don’t apply anymore. All packets or frames are relayed
without treatment.

A Trigger can remain active permanently when no duration limit is defined.
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1.9

Apply Impairments to Applicative Protocols with NetDisturb Enhanced Edition

Two editions of NetDisturb software are available: Standard Edition and Enhanced Edition.

The Enhanced Edition facilitates defining filters including protocol primitives whose list is detailed

below. So, you can define precisely the exact primitive of the protocol to disturb if needed.

ARP

ARP request
ARP reply
RARP request
RARP reply
DRARP request
DRARP reply
DRARP error
INARP request
INARP reply

DHCP

DHCPDISCOVER
DHCPOFFER
DHCPREQUEST
DHCPACK
DHCPNACK
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

DNS
DNS Message Type

Query
Response

DNS Message Operation

QUERY
IQUERY
NOTIFY

STATUS
UPDATE

FTP
FTP Returned STATUS

OK (200)

Not Found (404)
1xx Series

2xx Series

3xx Series

4xx Series

5xx Series

FTP Command

ABOR
ACCT
ALLO
APPE
CDUP
CWD
DELE
EPRT
EPSV
FEAT
HELP
LIST
MKD
MODE
NLST
NOOP
OPTS

(BOOTP request)
(BOOTP reply)
(BOOTP request)
(BOOTP reply)
(BOOTP reply)
(BOOTP request)
(BOOTP request)
(BOOTP request)

FTP Command (cont.)
PASS
PASV
PORT
PWD
QUIT
REIN
REST
RETR
RMD
RNFR
RNTO
SITE
SMNT
STAT
STOR
STOU
STRU
SYST
TYPE
USER

FTP DATA

HTTP
HTTP Returned STATUS
o OK (200)
Not Found (404)
Moved (301)
1xx Codes
2xx Codes
3xx Codes
4xx Codes
5xx Codes
TTP Method
OPTIONS
GET
HEAD
POST
PUT
DELETE
TRACE
CONNECT

e o o o o o o o I. e o o o o o

NTP

PTP
SYNC
DELAY_REQ
PDELAY REQ
PDELAY_RESP
ANNOUNCE
FOLLOW_UP
DELAY_RESP

PDELAY_RESP_FOLLOW_UP
« MANAGEMENT
« SIGNALLING

RTP

Audio Payload Type
« 0PCMU

3 GSM

4 G723

5DVI4

6 DVI4

7 LPC

8 PCMA

9 G722

10L16

11L16

12 QCELP

13 CN

14 MPA

15 G728

16 DVI4 (11,025 Hz)
17 DVI4 (22,050 Hz)
18 G729

Video Payload Type
25 CelB

26 JPEG

28 nv

31 H261

32 MPV

33 MP2T

e 34 H263
User-defined audio or Video
DTMF

RTP (SIP From)
RTP (SIP To)

SIP

SIP From

SIP To

SIP Returned STATUS

« OK (200)
Trying (100)
Ringing (180)
Moved (301)
1xx Codes
2xx Codes
3xx Codes
4xx Codes
5xx Codes
6xx Codes

IP Request
INVITE
ACK
BYE
CANCEL
OPTIONS
REGISTER
PRACK
SUBSCRIBE
NOTIFY
PUBLISH
INFO
REFER
MESSAGE
UPDATE

® O o o o o o o o o o o o o o w. e o o o o o o o
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The following screenshot illustrates for example the parameters of a user-defined filter ("My New
SIP Filter") for a SIP message ("REGISTER") that we want to disturb. This filter can be used for
example to study the retransmission mechanism when a SIP REGISTER is lost by using
NetDisturb with a Set-Top Box.

New Fiherl Copy | Delete | Renamel Up |Down|

— ——
NetDisturb Client - Configure Filter "My New SIP Filter” - From A tDB-

- .

i

Filters List

Printer Fitter .
Telnet Fitter

‘GRE Fitter

FTP Filter

BGP Fitter
MS-SQL-S Fiter
WLAN Fitter
PQF3 Filter

NTP Filter

RSVP Fiter

SCTP Fitter

SIP Filter

RTP Audio Fitter
RTP Video Fiter
My New SIP Filter

Add a Set of
Predifined
Parameters

Delete the
Current Set of

Configuration of "My New SIP Filter"
Predefined Parameters Pattern Parameter

Step 1: Choose a Parameter (Set #1)

- Destination |PvE Address Mask -
- Protocol

#- TCP/UDP parts
H- DHCP

7- DNS

o FTF

H-HTTP

+-RTP

B-5IP

B
B
B
B
b
B

IF From

IPTo

IF Retuned STATUS

IP Aequest -

i

[T Association with:

Parameters

Association with another Flow (Enhanced Edition)

The Association will be available as soon as a compatible flow will be
defined &.g. containing RTP when this filter is SIP, or containing FTP-DATA
when the fiter is FTP.

Description of "My New SIP Filter”

[=- Fitter Parameters. -
\ - Fiter Predifined Parameters Set#1
! - [P Frame Version: [EQUALS TO] IPv4
- [AND] Protocol: [EQUALS TO] 17 UDP oK
- [AND] Destination Port: [EQUALS TO] 5060
- [AND] SIP Returned STATUS: [EQUALS TO] OK (2
; [AND] SIP Request: [EQUALS TO] REGISTER
E| Rules applying to Impairments
. Start Impairments after: 10 Packet(s)
i Start Impairments when finding the trigger hereafter:
.- Stop Impairments after: 500 Milisecond(s)

Cancel

P

3

| Rules applying to Impairments I
Step 2: Define the parameter "SIP Request"

IEquaIs to - l

€ User-defined value or list: I

Operator;

' Predefined value:

REGISTER

Delete this parameter ‘

Add this parameter i
Help

Select one or more values from the predefined list.

1.10 List of impairments

Pre-defined Loss and Duplication laws:

Loss: Constant Law
Parameter: number of packets

Loss: Uniform Law
Parameters: alpha, beta, threshold

Loss: Burst Uniform Law

Parameters: alpha, beta, threshold (n), threshold (n + x), depth

Loss: File (Loss Values)
Parameters: file name, threshold

Loss: Percentage
Parameter: percentage

Loss: 1 Packet out of N
Parameter: range (N)

Loss: Percentage & Duration (time-limited losses percentage)

Parameter: percentage, duration
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Loss: File (Percentage & Duration)
Parameter: file name

Duplication: Percentage (send n times the received packet)
Parameters: percentage, Min < n < Max

Duplication: 1 Packet out of M (duplicate 1 packet n times every M received packets).

Parameters: range (M), Min < n < Max

Duplication: Uniform Law
Parameters: alpha, beta, threshold

Loss (1 out of N) then Duplication (1 out of M): the loss law (1 Packet out of N) is used

first before the duplication law (1 Packet out of M)

Loss: based on MOS (VolP)
Parameters: MOS to reach

Pre-defined Delay & Jitter laws:

Constant Delay
Parameter = constant delay

Constant Delay & Exponential Jitter
Parameters: constant delay, A

Constant Delay & Uniform Jitter
Parameters: constant delay, alpha, beta

Constant Delay & File (Jitter)
Parameters: constant delay, user file

File (Packet Sending Minimum Cadences)
Parameter: user file

Throughput Limit & Constant Delay
Parameters: IP throughput, max memory, constant delay

Throughput Limit & File (Packet Sending Minimum Cadences)
Parameters: IP throughput, max memory, user file

Constant Delay & File (Throughput & Duration)
Parameters: constant delay, user file

Uniform Jitter & Duration
Parameter: Max Jitter, duration

Throughput & Delay & Duration
Parameter: user file

Pre-defined Content impairment laws:

1 Packet out of N
Parameter: range (N)

Percentage
Parameter: percentage, minimum burst, maximum burst

Normal Law (Laplace-Gauss)
Parameters: average, standard deviation, threshold
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¢ Uniform Law
Parameters: alpha, beta, threshold

1.11 Working modes and flow aggregation

Two important features of NetDisturb allow you to define how disturbances will apply to the flow of
packets:

- The working mode

- The aggregation of flows

1.11.1 Two Working Modes

NetDisturb offers two working modes by applying impairments:

- Enable/Disable out-of-sequence packets in a flow,

- Impairment laws apply to the Flow or to each TCP/UDP connection of the IP Flow.
These modes are used together.

For example, NetDisturb set with the following modes simulates the Internet network with disturbed
flows:

- Enable out-of-sequence packets in a flow

- Impairment laws apply to the Flow

Another example: to disturb VolP communications in the same way on an Ethernet network, use
NetDisturb with the following modes:

- Disable out-of-sequence packets in a Flow

- Impairment laws apply to each TCP/UDP connection of the IP Flow

Enable/Disable out-of-sequence Packets

Impairment may introduce changes in the packet sequence — for example by introducing different
delays for the packets of a flow.

One of the Ethernet characteristics is to keep packets received in order. Internet hasn’t got this
constraint regarding the packet order: some packets can use one route while others use another
one, with the consequence the receiver may get packets unordered.

NetDisturb can simulate the Internet network (enable out-of-sequence packets) or to react as
Ethernet does (disable out-of-sequence packets).

Impairment laws apply to the Flow or to each TCP/UDP connection of the IP Flow

NetDisturb can dispatch IP packets into the TCP or UDP connection they belong to. This mode
makes possible to apply the same impairment values to each packet of each connection.

Assuming the impairment has been defined with a loss law: lose the third packet for 10 packets
received, the results depends on the way this law handles the packets:

e Impairment laws to be applied to the Flow

When this option is selected, every received packet matching the filter for this flow is considered to
belong to the same flow. Processing is carried out in “continue”. With the previous example of loss
law (lose the 3" packet on 10 received), NetDisturb will lose the 3" packet for ten received packets
whatever the TCP/UDP connection belongs to.

e Impairment laws to be applied to each TCP/UDP connection of the IP Flow

When this option is selected, NetDisturb analyses each received packet in order to associate this
packet to a TCP or UDP connection already existing by using these parameters: protocol, IP
addresses and port numbers. If the connection doesn’t exist, a new one is created. With the
previous example of loss law (lose the 3™ packet on 10 received), NetDisturb will lose the 3™
packet for ten received packets of each TCP or UDP connection. Up to 10,000 connections can be
handled simultaneously by NetDisturb.
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The option “Impairment laws to be applied to each TCP/UDP connection of the
IP flow” is not available for the flows using a filter based on applicative protocol
primitives.

1.11.2 Flow Aggregation

An aggregate is a consecutive set of flows sharing the same Delay & Jitter Laws. All flows of an
aggregate share only one aggregate's Delay & Jitter law (with one law per direction).

This feature is particularly useful for the following cases: satellite simulation, VPN, routing,
bandwidth limitation...
Up to 8 aggregates for all 16 flows can be defined.
The flow order in the aggregate defines the priority of packets to delay. While the packets
belonging to the top flow get the highest priority, the packets of the other flows are queued until
there are no higher priority packets.
In the example illustrated below, two aggregates have been defined:

- The light blue colored aggregate collects two flows (#01 and #02)

- The dark blue colored aggregate collects the flows #05, #06 and #07.

— _ -
" NetDisturb Client - Impairment Tool for IP Networks - v6.0WSX w@ﬂg

File Edit Actions Working Modes Statistics  Help

— Flows to impair using fiters

 View PTP (EEE1588) I wiog i

«« Hide Aggregates
—Aggregates Panel

[—

Unfitered - Flows, Frames & Packets (All) | ENHANCED EDITION

Impairments to apply on packets going fromAto B

Loss & Duplication Delay & Jitter Content Impairment
Covew[Voan | -#z [owios 1 | e = Y =l = c O [
(Mone} | |(None} v | [(None) hd
 vew[Fw— @sma)r o . = —— o Tl
_ Y Define Y Define Y Define
i View | SP §dStop#04 | [~ wilog (Hone) vl #04
S— B
S e vl #05
€ View | FTP I= wiLag l Incoming on A tpplication Rules Outgoing on B :l
#06
© view [ 1cHP <we [ wion | Packets 331650 “—M,lmpaimnts e Packets 331650 (I 'I
Packets/! 20885 I - I 20885 #07
" View | Pattern detect. +#07 [ wilog l acketss ES Impairments on Ato B Packets/s I pis I:l vl
& view [Fvom Osmpm . Throughput | 253 Mb/s Lost/Duplic. Pk‘tsl 0 [0.0%] Throughput I 253 Mbis ’W‘ v”ﬁ
Dela: Phts. 010.0%]
e ved s (T
© View ™ wiLog Modified Pits | 010.0%]
 View Run #10 | [T wiLog —
__(Ngne} vl #11
O " wnog W o e
{None} - || #12
i View Run#12 | [T wilog .
Application Rules -l #13
i Wiew Run #13 wiLo Mo Impairments Law Selected
e ' e
—Impairments on B to A
C Ve[ [AnEe)r win | [Ovsmena . i o T
- - Packsts 16574 Ll T S Packets 16574
View Run #15 w/lLog = — Iﬁ
Packetsis [ MizEps | e Delayed Phis OI00%L | Packetsis [ 1125 pis |l #18
i View Run#16 | [ wilog Throughput | 553 Mble Modified Pml 0[0.0%] Throughput | 553 Mbiz I (None) j|other
— Unfitered - Flows, Frames & Packets e

Configure Aggregates

_
Impairments to apply on packets going frem B to A

@ Aiewd| 21 - l_ wilog

¥ Automatically Start with fitered Flow(s) Loss & Duplication Delay & Jitter Content Impairment T:em -
& aggregate is a
(Mone) - | [(Honey «| [(Noney - -
~ View Per-Flow Statistics J I J I J cunsecutwg set of
fLrrs) Define | (None) Define | (None} Define EIUIWSEE;{IHQ‘ e S:II-IE
Fun Al Stop All elay Er iBwWs.
Flows of an aggregate
n - share only one
Dashboard C Statistics of the Interfaces (based on Network Interface Cards level aggregate’s Delay &
Alarms: I View Alarms | Throughput Reception Received Pkis  Filtered Pkis. Sent Pkis Throughput Tr Jitter law. There is one
FromatoB [ oe5Mbis [ 22483pis [ sa7et2p | ee7e13p [ #60791p [ 285Mbis [ 22435 s agaregate Delay & Jitter
cPUsage: [ 2% FromBtoa [ @14Mbis [ 1574pis [ 1ee784p [ 186784p | 1eeE13p [ sd3Mbis [ 1573pis law per direction
e ——— =—— — —— =
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1.12 Traces and logs (Enhanced Edition only)

Once a filter is defined for a flow, it's possible to trace the events and packets to impair with

NetDisturb Enhanced Edition.

The following screenshot shows the log window displayed after running the flow when the option
Elw/lLeg has been checked for the flow.

 NetDisturb Client - Flc [

Major Events (both sides] I Major Events [4 to B] I Major Events [B to &) I

File Edit Actions Working Modes  Statistics |
— Flows to impair using fitters

= Wiew I FTRMHTTP (@ Run#01 | wileg 2011/A11/2315:3317.703  AtoB  Applicative Info Feceive 23 pkis/sec Transmit 21 pks/s
2011M142315:3317.709 BioaA  Applicative Info Receive 1 pkis/sec Transmit 1 pkisds

= 2001 A142318:35:18.723  AtwB  Applicative Info Receive 77 pkiz/zec Transmit B9 phkieds

[©Run#02 | I wiLog 2011/11/23153979737  AtwB  Applicative Info Rieceive 23 pis/sec Transmit 21 pkis/s

€ View | suup

= 20011M142315:33:20751 A B Applicative Info Receive 79 pkts/sec Transmit 71 pkls/s
 View I P & Run#03 | [~ wilog 201111723 15:3%:21.765  AtoB  Applicative Info Receive 20 pkts/sec Transmit 18 pkis/s
_ 2001A1/2315:33:21.768 Bioa  Applicative Info Receive 1 pkis/sec Tranzmit 1 pktads

= View I ICMP BRun#{H I~ wilog 2011M142318:33:22779 A B Applicative Info Receive B0 pkts/sec Transmit 72 pkls/s
2001A142318:39:23.793 AtwB  Applicative Info Receive 19 pkts/zec Tranznit 18 pkieds

o Viewl UDP [estnp#ﬂS ] ~ m 2001A1/2315:35:24.808  AtwbB Applicative Irfo Hece!\re 17 pktz/zec Transmit 15 pkieds

Blod  Applicative Info Receive 1 pkis/sec Transmit 0 pkis/s

= 3 A tive [nfo ve 1 it 1
€ View [VLAN ) Run #06 | [~ wiLog — .

m

) \.-’lewl siP (DRun#07 | wilog Save Logs Clear &ll Logs

 View I || Run#08 | " wiLog — Display the capture of incoming packets on interface A and B (capture made before applping impairments)

r Y " - Filename: incoming_packets flowi05, poap
Vi I 9 |~ Click to view captured packets ) A y - .
L= (9 Run #019 ] et B 2 I Click, left to view all fikered packets using your default network. analyzer.

[ \-’iewl [ Run#10 |7 wileg — Incoming Packets Impairments Details

) . The detailz on the impairments applied onto the incoming packets can be found in the list or in the file below. The
= View I Run#11 | [T wilog packet number [firzt column] is the zame az the packet number in the capture of incomings packet [see abave).

i § Filenarie: incaning_packets flowH05 bt (140 kB] Click here to open the text file
[ \.-’iewl Run#12 [T wilog ‘ﬂl‘

Refrezh ta view the latest updated infarmation.
 View I— ™ Run#3 | [l waiog Mumber | Date/Time | Side | Detaily
C ) 2011-11-23 15:38:40.505 AtoB The packet haz been delayed by 20 ms
. i | 2011-11-23 15:38:40.525  AtoB The packet hagz been delayed by 20 mz
e view| [@runats |[wac 20111123 153540545 AtoB  The packet has been delayed by 20 ms
 View I— ™ Run#s | Ol waiog 2M1-11-23 15:38:40565 AwbB The packet haz been delayed by 20 mz
L = 2011-11-23 15:38:40.585 At B The packet has been delayed by 20 ms
) r — 2011-11-23 15:38:40608  AtoB The packet haz been delayed by 20 ms
e view| (@En 6] Iwio 20111123 153840626 AtoE  The packet has been delayed by 20 ms
2M1-11-23 15:38:40645  AwB The packet haz been delayed by 20 mz
2M1-11-23 15:38:40665 AtwB The packet haz been delayed by 20 mz
© view |2l = Sty il 2011-11-23 15:38:40.688 At B The packet haz been lost
I J Mr N 2011-11-23 15:38:40.697  AtoB The packet haz been delayed by 20 ms
v Automatically Start with fitered Flow(s) 20111123 15:38:40701  BtoA  Selection of the Loss/Duplication Law 'Percentage of La
2M1-11-23 15:38:40717  AwbB The packet hasz been delayed by 20 mz
¢ View Per-Flow Statistics 2M1-11-23 15:38:40736 AwbB The packet has been delayed by 20 s
2011-11-23 15:38:40.757 At B The packet haz been delayed by 20 mz
Run Al | Stop Al | 2011-11-23 15:38:40.777  AtoB The packet haz been delayed by 20 ms
2M1-11-23 15:38:40798  AwB The packet hagz been delayed by 20 mz
Dashboard 2011-11-23 15:38:40.818  AtoB The packet has been delayed by 20 mz

[rer=s l— View Alarms | 2011-11-23 15:38:40.842  AtoB - The packet has been delayed by 20 ms
CPU Uzage: 12 % Close |

— Unfittered - Flows, Frames & Packets

For each flow with the checked log option, all incoming packets for the two interfaces A and B are
saved into a capture file.

By using the opened log window when the flow is started by pressing the corresponding Run #xx
button, you can:

- Display the major events for both directions (A > B and B 2 A).

- View the captured packets of the flow (for both directions) before applying impairments by
using your default network analyzer launched automatically (for example:
Wireshark/Ethereal).

- View the impairment applied for each packet of the flow (for both directions):

(no impairment) or (lost) or (delayed) or (modified)...

NetDisturb generates two files per flow when the w/Log option is checked:
- incoming_packets_flow#xx.pcap for the flow No. xx (this capture file contains all incoming
packets for the two interfaces and can be viewed with a network analyzer such as
Wireshark).
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- incoming_packets_flow#xx.txt for the flow No. xx (this text file contains the description of
the impairment applied for each incoming packet for the two interfaces that is humbered,
and time stamped by NetDisturb).

You can then examine very precisely by using these two files what incoming packet is concerned
and the nature of the applied impairment.

1.13 Statistics & Alarms

Different statistics are calculated and displayed by NetDisturb:
- Detailed Statistics for each Flow (and for both directions)
- Summary table of Per-flow statistics

- Interfaces Statistics (based on Network Interface Card level) and Alarms
These statistics can be saved into a file for a later use.

Detailed statistics for each Flow

For each direction (A - B or B & A) NetDisturb displays:

e @ For the incoming interface: the number of received packets matching the filter, the number
of received packets per second and the throughput

e @ For the impairments:
- The number and percentage of lost or duplicated packets
- The number and percentage of delayed packets
- The number and percentage of modified packets

o ® For the outgoing interface: the number of sent packets, the number of sent packets per
second and the throughput

Impairments te apply on packets going from A to B

Loss & Duplication Delay & Jitter Law Content Impairment
Percentage of Loss hd | |Expunential Jitter A | |N|:rrn1al Law Impairment A |
Loss: Percentage Constant Delf!y & Expunentiﬂl Mormal Law (Lﬂplﬂca—Gﬂuss
Jitter
e e
—_— ——
Inceming on A pplication Rules CQutgoing cn B
Packets | | Packets
Packetsiz I Impairments on A to B I Packetziz
Throughput LostiDuplic. Pkts Throughpt
f Delayed Pkis
| o 3 ‘ Modified Pkis

L}
A Interface 0 '- Configure Fitter Configure Fiter ‘- 0 B Interface

—
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Summary table of Per-Flow statistics

The View Per-Flow statistics displays for each flow and for each direction:
- The incoming throughput and number of received packets per second
- The number of packets matching the filter
- The number of lost/duplicated packets
- The number of delayed packets
- The number of modified packets
- The outgoing throughput and the number of sent packets per second

File Edit Actions Working Modes Statistics  Help Show Aggregates »»
—Flows to impair using fiters Per-Flow Statistics. | ENHANCED EDITION
 View | PTP (EEE1588) [@Stop#01 | wilog [% | THROUGHFUT(N) | FACKETS(IN) | LOSTPKIS | DELAVEDFKIS |  MCDIFIEDFKTS |

 View | VLAN @stop #02 | [ wilon #01
 View | HTTP @ stop #03 | [~ wilog -
 View | SIP @ stop #04 | [~ Loy .
 View | FTP @ stop #05 | [~ wilag
" View | IC1P @stop #06 | [ wwilog
 View | Pattern detect. [ Stop #07 | [~ wilog

AtoB 18 381 kbis 281 pis 30483 0[0.0%] 0[0.0%] 0 [0.0%]
BioA 14 175kbis 74 pis 7957 0[0.0%] 0[0.0%] 0 [0.0%)]
AtoB 18 231 Mbis 277 pis 30047 0[0.0%] 0[0.0%] 0 [0.0%]
BioA 325 1.55 Mbis 186 pis 20307 0[0.0%] 0[0.0%] 0 [0.0%]
AtoB O 348 kbis  1pis 0[0.0%] 0[0.0%] 0 [0.0%]
BioA 0.00bis Opis 0[0.0%] 0[0.0%] 0 [0.0%]
AtoB 0.00bis Opis 7 [23%] 0[0.0%] 0 [0.0%]
#4) Btoa 0.00bis Opis 0[0.0%] 0[0.0%] 0 [0.0%]
AtoB 7.92 Mbis 887 pis 0[0.0%] 0[0.0%] 0 [0.0%]
BioA 17.4kbis  5pis 0[0.0%] 0[0.0%] 0 [0.0%]
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Fun &l | Stop All |

Dashboard Cumulative Statistics of the Interfaces (based on Network Interface Cards level)

Alarms: I View Alarms . | Throughput Reception Received Pkiz  Filtered Pkis Sent Pkts Throughput Transmissicn

FromAto B 10.8 Mbis 1273 pis 168415 p 168415 p 168406 p 10.8 Mbis 1273 pis
CPU Usage: 16 % FromB to A 371 Mbis 447 pis 58118 p 58118 p 58118 p 3.71 Mbis 447 pis

View Per-Flow Statistics

Interfaces Statistics
At the bottom of the Client window, the Interface Statistics displays the following parameters for
both NICs (A > B or B 2 A):

- Throughput and number of received packets per second

- Number of received packets

- Number of filtered packets

- Number of sent packets

- Throughput and number of sent packets per second

Cumulative Statistics of the Interfaces (bazed on Network Interface Cards level)

Throughput Reception Received Pkiz=  Filtered Pkis Sent Pki= Throughput Transmission
From&to B 3.95 Mb'= 355 pi= 18285 p 18295 p 17187 p 3.55 Mbi= 332 pil=
From B to A 8.96 Mb'= 5945 pls 316668 p J16667 p 285742 p 7.79 Mbi= 3072 pis
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Alarms

The alarms encountered by the NetDisturb driver can be displayed by the user and are classified
per direction for both interfaces:

Incoming direction Outgoing direction
e Number of lost packets e  Total number of lost packets
e Number of lost bytes e Number of lost packets due to the unplugged
e Number of errors returned by the Network Network Interface Card
Interface Card driver e Number of lost bytes
e Number of missing buffers to keep packets e  Number of errors returned by the Network

e Number of lost TCP/UDP connections due to the Interface Card driver

upper limit of connections handled by NetDisturb

- ~

=+ NetDisturb Client - Impairment Toal for IP Networks - v6.0.WSX | = & |

File Edit Actions Waorking Modes  Statistics  Help Show Aggregates =»
—Flows to impair using filtters: Unfitered - Flows, Frames & Packets (All) | ENHANCED EDITION

 View I PTP (IEEE1588) OStDp #04 [T wilog Impairments to apply on packets going fromAte B

— Loss & Duplication Delay & Jitter Content Impairment
e ViewIVLAN [ stop #02 | [~ wiloy
(Mone) j I(Nune} j I(Nnne} j
" View | HTTP } _
— — nej i
- NetDisturb Client - Alarms Summary = J [ pefine |
View I SIP
X —Alarms Linked to the Direction from & Interface to B Interface
 View I FTP taoi 5
— Incoming from A — Outgoing to B utgoing on

o ViEW| ICHP #Lost PECkEtE*3| # Total of Lost Packets: IBS?? Packsts | 2

0
) # Lost By‘tes:l 0 AtoB Packets/s | Oplis
 View I Pattern detect. # Lost Packets because the NIC I 8545
# Driver Errurs:l ] =) reughput I 0.00 bis

was unplugged:

o VBWI RTP Video I # Mizsing Buffer Errors: I 0 # Lost Bytes: I 3135226
e Viewl # Lost TCP/UDP Cunnediuns:l 0 | Detais ||

£ View I— # Flow Log Errurs:l 0

= View |

# Driver Errors: | 193

—Alarms Linked to the Direction from B Interface to A Interface

[ \..riewl — Outgoing to & —Incoming from B
. # Total of Lost Packets: I i} # Lost Packets:
 View I— o

s # Lozt Bytes:

y I— # Lost Packets because the NICI *
" View o # Driver Errors:

was unplugged:

 View I # Lost Bytes: I 0 # Missing Buffer Errors:
) Details | # Lost TCP/UDP Connections:
 View I ) .
# Driver Errors: I i} —

# Flow Log Errors:

—
" 0 B Interface
h

0
0
lﬂ— comingoen B———
Packets 19
I 0
Packets/s 0 pis
0
0

roughput Im

— Unfitered - Flows, Frames Sj§f

 View | Al 3 |
0K | Clear Counters | Update Alarms Summary | "
v Automatically Start with filf) (Bt Impairment

-

el Define | el Define | el Define |
Sto el

" View Per-Flow Statistics

Fun Al

—_— Cumulative Statistics of the Interfaces (based on Network Interface Cards level)
View Alarme | Throughput Reception Received Pktz  Filtered Pkts Sent Pkts Throughput Transmission
FromAto B 11.8 Mbis 1587 pi= | 1164109 p 164110p [ 1141790 p 1.7 Mbls 1540 pls
A0E | 7% From B to & 353 Mbiz 432 pls 240001 p 240001 p 249705 p 3.53 Mbiz 432 pis
= ———— — — -
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1.14 Configurations

Based on Client-Server architecture, NetDisturb software is made of two parts: NetDisturb Server
and NetDisturb Client. NetDisturb Server handles the impairment characteristics and the Client
manages the Server using a simple graphical interface.

There are two possible configurations where the Server and the Client parts may be installed on
the same PC (local control), or the Server is located on one PC and the Client is located on a
second PC (remote control). In this second configuration, the Client dialogs with the Server by
using a Wan (for example: PSTN or ISDN) or a LAN link.

Note: Itis recommended for better performances to use two identical Ethernet Cards for
NetDisturb Server.

Configuration No 1 Configuration No 2

PC Windows Seven, 8, 10
Server 2008R2 and upper

PC Windows Seven, 8,10, _ NetDisturb Client
Server 2008R2 and upper Client application and GUI

NetDisturb Client

ﬁ WAN / LAN

| Client application and GUI |

PC Windows XP, Vista, Seven,
Server 2003 or Server 2008

NetDisturb Server

| Server application and GUI | NetDisturb Server

NetDisturb Driver Server application & GUI
(64bit)" NetDisturb Driver
(64bit)"

| Ethernet NDIS driver |

| Ethernet NDIS driver|

| Ethernet NIC (A) | | Ethernet NIC (B) |

| Ethernet NIC (A)| | Ethernet NIC (B)|
A

A
LAN (A) LAN (B)
—— TR LAN (A) LAN (B)
Ethernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps < >
Ethernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps
Client and Server on the same PC Client and Server on two different PCs

The NetDisturb driver is in the kernel of the operating system and is installed above the NIC
drivers. This driver is used by NetDisturb to handle the exchanges with the NICs.
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1.15 Performances

To illustrate the key performances of NetDisturb, 2 examples are presented hereafter (by using an
Intel Xeon 5140 2.33 GHz with windows Seven).

Example 1: use of 2 Fast Ethernet NICs

' NetDisturb I

Alnterface A—B B Interface
> ‘ Measured Throughput =957.0 Mbps
A<+—B
Ethernet NIC Ethernet NIC
100 Mbps 100 Mbps

Bi-processor PC 2.4 Ghz & Windows XP

NetDisturb is configured with 16 Flows (no loss and no delay for each flow).
With Fast Ethernet NICs, the throughput measured is 97 Mbps in one direction.

Example 2: use of 2 Gigabit Ethernet NICs

e .
NetDisturb e m——=", P - humber of IP packets per second
(direction & > B)

<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<

AlInterface A—"B B Interface

A<«—B
[ Ethernet NIC ] = [ Ethernet NIC

"
-

1000 Mbps 1000 Mbps

Bi-processor PC 2.4 Ghz & Windows XP

Measured incoming and outgoing throughput up to 980 Mbps

By using 2 Gigabit NICs, NetDisturb can handle up to 200,000 packets per second with 16 Flows
defined (for both directions).

Please refer for more detailed information to the "NetDisturb Performance Characteristics on

Gigabits Networks" document.

These two examples show some performances of NetDisturb. This will avoid heavy investments in
expensive hardware solutions.
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Part 2 What's new in NetDisturb version 7?

This part is a general overview of new features and improvements provided with NetDisturb
version 7 and important information to upgrade from previous versions.

More details regarding features and improvements included in the different versions of NetDisturb
can be found in the version.txt file located in the installation directory (default settings: C:\Program
Files\NetDisturbv7.0).

The new features and improvements provided with NetDisturb v7 are listed below:
= Support Windows Driver

= Remove 32bit support
= Setup procedure allows testing NetDisturb v7 without removing a previous installed version.

The contexts created with versions 4.x, 5.0 and 6.x are reused automatically. When
saved, they get the new NetDisturb version 7 file format.
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Part 3 Install NetDisturb

NetDisturb installation procedure is a standard installation program for Windows.

* To run NetDisturb your computer’s screen resolution must be at least 1024x768 (more
readable: 1152 x 768 and sup.), the DPI setting should be set up with the “Normal size (96
A DPI)” value and the Font size should be set up with the "Normal" value.

* To install NetDisturb, you must log on with Administrator rights.

3.1 Forewords before upgrading from versions 4, 5 and 6 to version 7

When upgrading from a previous version of NetDisturb and if you don't have the USB
license dongle, do not uninstall the previous version to keep your existing license.

When upgrading from NetDisturb version 4.9 to version 6.0, the installation procedure of NetDisturb
version 7 keeps the previous version to allow you to use NetDisturb 7 or the previous version installed.

3.2 Forewords before upgrading from versions 4.2 up to version 4.8

When upgrading from a previous version of NetDisturb and if you don't have the USB
license dongle, do not uninstall the previous version to keep your existing license.

When upgrading from an older NetDisturb version, the installation procedure of NetDisturb moves the
user’s files and the context files, located in the previous default NetDisturb Server directory, into
NetDisturb Client directory. All files related to a context (defined using the extension .txt and .wsx) are
copied, but the files installed with NetDisturb version 7 will overwrite those files.

3.3 Forewords before upgrading from versions 4.1 and under

You don’t need to uninstall the previous version of NetDisturb to keep your license scheme. However,
this license will not enable you to use NetDisturb version 7, because the license date of version 4.1
and under is too old. You should contact ZTI Communications (contact@zti-communications.com) to
get back a new unlimited license when upgrading to version 7.

3.4 How to install the software downloaded from the Internet
The installation procedure is a standard installation program.

e If you have downloaded the NetDisturb_Standard.zip or NetDisturb_Enhanced.zip file from the
website, you must first unzip this file in a temporary directory. It contains the setup file
“Setup_NetDisturb_Standard_Edition-v7.0.exe” or “Setup_NetDisturb_Enhanced_Edition-v7.0.exe”
file and the related documentation.

e Then run the setup file from the temporary directory to launch the setup procedure.

p NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.

3.5 How to install the software from the CD-ROM

The installation procedure is a standard installation program. On the CD-ROM, you will find the
“Setup_NetDisturb_Standard_Edition-v7.0.exe” or “Setup_NetDisturb_Enhanced_Edition-v7.0.exe” file.
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p NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.

3.6 How to install the NetDisturb Client only (from the CD-ROM)

On the CD-ROM, a second setup allows you to install the NetDisturb Client on a machine. This is
useful when you need to install the NetDisturb Server and the NetDisturb Client on two different
machines.

To install the NetDisturb Client, run the setup file and follow the setup instructions to proceed with the
installation.

3.7 During the installation
Follow the instructions until reaching the NetDisturb package selection window.

NetDisturb Standard Edition NetDisturb Enhanced Edition
&) Setup NetDisturb Standard Edition v7.0 * &, Setup NetDisturb Enhanced Edition v7.0 *
Please select the NetDisturb package to install . / Please mled the Net[i#u’h package to im.ﬂdl_ _/
The MetDisturb package to install depends on the license you own. The NetDisturb package to install depends on the license you own.
Package Mo.1- NetDisturb | The NetDisturb Trial package is a fully functional version that is Package No.1 - NetDisturb | The NetDisturb Trial package is a fully functional version that is
Trial limited to 15 days use. Trial limited to 15 days use.
Package Mo.2 - NetDisturb | The NetDisturb USB Software Protection Key package provides you Package No .2 - NetDisturb | The NetDisturb USB Software Protection Key package provides you
with a USB Software an unlimited license requiing a USB Key and is available from the with a USB Software an unlimited license requiing a USB Key and is available from the
Protection Key version 4.6 of NetDisturb. HIEEET rEEE AR
Select one of the packages to continue. Select one of the packages to continue.

3.7.1 NetDisturb packages in a few words

To use the NetDisturb software, there are 3 license schemes:

Package No.1 - NetDisturb Trial: the Trial package allows you to use NetDisturb during 15 days after
the first run. When the trial period has expired, the license should be purchased.

Package No.2 - NetDisturb with a USB Software Protection Key: this package requires a USB
dongle containing the NetDisturb license. The USB Software Protection Key is provided with
NetDisturb from version 4.6. This package allows you to install NetDisturb on several PCs but the only
PC able to run NetDisturb is the one having the USB dongle plugged in.

As previous user, you may be interested to move to a USB Software Protection Key: please contact your
ﬁ distributor or ZTI Communications to get more details about the license migration program (see
paragraph 4.2 NetDisturb & USB Software Protection Key for more details).

This software is licensed on a per workstation basis. This means that you will need to get a separate
license for each machine you will run it on. The license may be a software license key or the USB
Software Protection key.
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ﬁ The USB  Software Protection key contains only the license information.
The NetDisturb software is available on a separate CD-ROM.

3.7.2 Which package should I install?
Depending on your needs, please find here below the package most suitable for you.

3.7.2.1 | want to evaluate NetDisturb
In that case, choose the Package No.1 “NetDisturb Trial".

You will be able to use NetDisturb for 15 days only.

3.7.2.2 I already use NetDisturb...

This paragraph is dedicated to the users owning a previous version of NetDisturb.

... and | want to upgrade and use the USB Software Protection Key | bought

In that case, choose the Package No.2 “NetDisturb with a USB Software Protection Key”. Plug the
USB dongle before launching NetDisturb.

3.7.2.3 I just bought NetDisturb...

This paragraph is related to the users purchasing NetDisturb version 7

... and | received the CD-ROM & USB Software Protection Key

In that case, choose the Package No.2 “NetDisturb with a USB Software Protection Key”. Plug the
USB dongle before running NetDisturb.

... and | will receive CD-ROM & USB Software Protection Key in a few days

In that case, choose the Package No.1 “NetDisturb Trial”. You will get a fully functional but time-
limited Software Protection Key.

3.8 What has been installed on my computer?

The default settings install NetDisturb software components in the following directory:

C:\Program Files\NetDisturbv7.0 with the following subdirectories:
C:\Program Files\NetDisturbv7.0\Client
C:\Program Files\NetDisturbv7.0\Driver
C:\Program Files\NetDisturbv7.0\Server

And the following Shortcuts are created:
Start » All Programs » NetDisturb v7.0

NetDisturb (start both Server and Client)

NetDisturb Client Only

NetDisturb Server Only

Read Me First

Uninstall NetDisturb

User Guide

USB Key Viewer (USB Software Protection Key version only)
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3.9 How to reinstall another package?

If you already have installed one of the NetDisturb V7 packages, click
Setup_NetDisturb_Standard_Edition-v7.0.exe or Setup_NetDisturb_Enhanced_Edition-v7.0.exe and
select, in the window below, the new package you want to install.

-g'_'_.';. Setup MetDisturb Enhanced Edition v7.0

*
o]
Please select the NetDisturb package to install.
The MNetDisturh package to install depends on the license you own. Z I

Communications

Package Mo.1 - NetDisturh | The MetDisturb Tral package is a fully functional version that is
Trial limited to 15 days use.

Package MNo.2 - NetDisturb | The NetDisturb USB Software Protection Key package provides you
with a USB Software an unlimited license requiring a USB Key and is available from the
Protection Key version 4.6 of MetDisturb.

Select one of the packages to continue.

o

(Example NetDisturb Enhanced edition)

3.10 How to transfer the software to another computer?

For the users having the NetDisturb USB dongle, install the software on the target machine by using the
Package No.2 ("NetDisturb with a USB Software Protection Key"), and then plug the USB dongle before
running the software on this machine.
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Part 4 How to handle your license?

4.1 NetDisturb Trial

You don’t need any license to install the NetDisturb Trial package. After the first run of NetDisturb
Server, the NetDisturb Trial package can be used for 15 days.

4.1.1 NetDisturb Server License Information window

When you run NetDisturb Server, the information about your trial license is displayed, as shown below.

NetDisturb - License Information E

=7tI

Communications

NetDisturb - Trial Yersion

|| “You are using a trial version of NetDisturb expiring in 15 days._

| To get mare details about MetDisturb or ta get an unlimited license:

- Send a email with pour details at contact@zti-commuinic ations. com
| - Or zall an +33 2 9513 4003 (G T+01:00).

You are now able to use NetDisturb during the next 15 days.

4.1.2 End of the fifteen-day trial period
Once the trial period is over, you can’t use NetDisturb anymore, see below:

NetDisturb - License Expired =

=7ti

Communications

Your trial license has expired.

Thank you for using our software!

To get mare details about MetDizturb or to get an unlimited license:

- Send a email with your detailz at contacti@izti-communications. com
- Or call on +33 2 9613 4003 [GMT+07:00]).

When you press the OK button, NetDisturb will stop running.
To continue to use NetDisturb please contact your local distributor or ZTI Communications to get
an unlimited license.
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4.2 NetDisturb & USB Software Protection Key

The USB Software Protection Key is the most flexible way to transfer your license to any other PC. Plug
it in the computer you want to use NetDisturb on.

If you are a user of a previous version of NetDisturb (version 4.5 and under) and if you are interested
with the USB Software Protection Key, please contact ZTI Communications Sales Offices (Email:
sales@zti-communications.com).

Part 5 Uninstall NetDisturb

To uninstall NetDisturb, please select “Uninstall NetDisturb v7.0” by using the shortcut:
Start » All Programs » NetDisturb v7.0

All installed components of NetDisturb will be removed including the NetDisturb driver.
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Part 6 Run NetDisturb

6.1 NetDisturb and NIC cards

With NetDisturb version 7, the NIC configuration is done transparently. NetDisturb configures the
two selected NICs to handle the Ethernet traffic without the noise of the other installed protocols.
When NetDisturb stops, the previous protocols are reselected.

6.2 NetDisturb and Wi-Fi NIC

The Wi-Fi NICs change the way NetDisturb version 7 handles the frames. When a Wi-Fi NIC is
selected as an Interface to be used by NetDisturb version 7, NetDisturb runs like an IP router to
exchange the frames from the Wi-Fi. From your devices expecting to use the NetDisturb Wi-Fi
Interface, you should route your IP flows to this Wi-Fi NIC manually i.e. you create a route that
uses the NetDisturb Wi-Fi NIC as the gateway for the flow.

Example: when the IP address of Wi-Fi NIC used by NetDisturb is 192.168.0.156, the route
command for traffic to the target 192.168.0.26 through the NetDisturb Wi-Fi NIC is:
route add 192.168.0.26 mask 255.255.255.255 192.168.0.156

The list of routes can be checked via the route print command. Here is an example of the resulting
routes:

C:\NetDisturb vé\>route print

Interface List

0L it e e MS TCP Loopback interface

0x2 ...00 11 43 4c 62 90 ... Intel(R) PRO/100 VE Network Connection - Packet Scheduler Miniport

0x3 ...00 12 f£0 19 5d 60 .. Intel(R) PRO/Wireless 2200BG Network Connection - Packet Scheduler
Miniport

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.0.1 192.168.0.177 25

0.0.0.0 0.0.0.0 192.168.0.1 192.168.0.147 20

127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
192.168.0.0 255.255.255.0 192.168.0.147 192.168.0.147 20
R O 2000 ToZ. 100 0.1 e - 25

& 192.168.0.26 255.255.255.255 192.168.0.156  192.168.0.147 1>

1O T oo S 2 T T 20
192.168.0.177 255.255.255.255 127.0.0.1 127.0.0.1 25
192.168.0.255 255.255.255.255 192.168.0.147 192.168.0.147 20
192.168.0.255 255.255.255.255 192.168.0.177 192.168.0.177 25
192.168.1.0 255.255.255.0 192.168.1.147 192.168.0.147 20
192.168.1.147 255.255.255.255 127.0.0.1 127.0.0.1 20
192.168.1.255 255.255.255.255 192.168.1.147 192.168.0.147 20
224.0.0.0 240.0.0.0 192.168.0.147 192.168.0.147 20
224.0.0.0 240.0.0.0 192.168.0.177 192.168.0.177 25
255.255.255.255 255.255.255.255 192.168.0.147 192.168.0.147 1
255.255.255.255 255.255.255.255 192.168.0.177 192.168.0.177 1

Default Gateway: 192.168.0.1

Persistent Routes:
None

When you don’t need NetDisturb, you may delete the route as following:
route delete192.168.0.26
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6.3 Launch NetDisturb

As NetDisturb is made of 2 parts (NetDisturb Server and NetDisturb Client), you need to run
these two programs in the following order:

1. NetDisturb Server
2. NetDisturb Client

To run the software in this order, click on:

Start » All Programs » NetDisturb v7.0 » NetDisturb (start both Server and Client)

6.4 First Run

6.4.1 The NetDisturb Server startup

NetDisturb Server is started automatically when using the NetDisturb shortcut (start both Server
and Client).

You may also start the server independently, for instance when you are using a remote
/O configuration where NetDisturb Server doesn’t run on the same PC as NetDisturb

Client.

To start the NetDisturb Server alone, use the Windows start menu:

Start » All Programs » NetDisturb v7.0 » NetDisturb Server

After a few seconds and depending on your license, you will get one of the following license
windows:

15-day trial version license USB Software Protection key

NetDisturb - License Information @

When you use a USB Software Protection

MDD = Tl Wereio key, there is no window displayed!

You are using a trial version of NetDisturb expiring in 15 days.

To get more details about MetDisturb or to get an unlimited license:

- Send a email with your details at contact@zti-commuinications. corm
- Orcallon +33 2 9613 4003 [GMT+01:00).
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The next window displayed is NetDisturb Server

— MetDisturb Server - Version 7.0 - Enhanced Edition (Trial) — X

— Impairrment Interface Configuration and Statistics

& Interface: not selected

Mo packet handled from a o B

B Interface: not selected

Mo packet handled from B to &

Handled Packets: |

Lozt Packets:

Out-of-Sequence:

|
Delayed Packets: |
|
|

Fragmented packets:

We recommend closing NetDisturb Server and then to configure the NICs usable by NetDisturb

Handled Packets: | |
Lozt Packets: | |
Delayed Packets: | |
| |
| |

Out-of-S equence;
Fragmented packets:

|ncoming on A Outgoing on B Inzoming on B Outgoing on &
| Packets per Second | | Packetz per Second |
| Packets | | Packets |
| Throughput | | Throughput |
Reset Counters |
r Current Parameters
Refresh Period (in second): | : |
[ ] s Application of Laws:l

Sampling to Compute Throughputs: | Out-of-Sequence: |

r Current Client Connection
Clignt: |

Mo client connected .

Show Current Context | Reset Logs I

as described in paragraph 6.1 if you didn't configure the NICs before.

6.4.2 NetDisturb Client startup
NetDisturb Client is started automatically when using the NetDisturb shortcut.

There are 2 modes to start NetDisturb Client:

e NetDisturb Client Automatic Sample mode (default installation):

The NetDisturb Client Automatic Sample mode is the new starting mode introduced in
NetDisturb version 7. It is designed for simplify the NetDisturb usage for new users.
NetDisturb Client Automatic Sample mode presents a list of predefined context files. The user
selects one of these files, selects the 2 NICs to use and NetDisturb Client automatically starts
the impairments based on the laws defined in the samples. The user should generate the traffic
to see the impairments from NetDisturb.

NetDisturb Client Manual mode:

The NetDisturb Client manual mode is designed for users with knowledge of NetDisturb. At
startup, NetDisturb Client loads the most recent context file. The user may be required to
select the 2 NICs. Then he can start the impairments, to handle context files, filters and laws,
aggregate, etc. The Manual mode was the only mode available in previous versions of
NetDisturb.

To switch from Automatic Mode to Manual Mode at startup, the user presses the button ‘Cancel’
from the Automatic Mode dialog box: more details are shown in next 2 paragraphs.
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6.4.2.1 NetDisturb Client startup in Automatic Mode

The default connection parameters used to exchange between NetDisturb Client and NetDisturb
Server are:

e NetDisturb Server IP address or Host Name = 127.0.0.1

(127.0.0.1 = default local IP address if the NetDisturb Server and the NetDisturb Client are
installed on the same machine).
e HTTP Port Number = 8080

You may also start the NetDisturb Client’s part alone, to connect to a remote
NetDisturb Server.
To start the NetDisturb Client alone, use the Windows start menu:

,O Start » All Programs » NetDisturbv7.0 » NetDisturb Client
When NetDisturb Client starts, it will ask you to enter the parameters to connect to the
NetDisturb Server machine:

— MetDisturb Server Information

The dialog with the NetDisturb Server is based on SOAP which is using HTTP protocol. To
connect to the NetDisturk Server proceed as follows:

- First, specify the IP address or Host Hame of the MetDisturb Server.
- Then, ensure that the HTTP port entered is correct (the default port number is S080).

IP addre=s or host name: I 127.0.0.1

HTTP piort number: 80820

Cancel |
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Click “OK” and the NetDisturb Client Automatic Sample mode main window will appear:

File Edit Actions Working Modes Statistics  Help Show Aggregates »»
— Flows to impair using fiters Flow #01 ENHANCED EDITION
o Viewl __‘ Run #01 ‘l_ wilog —Impairments to apply on packets going fromAto B
i I,
‘s V,gwl Samples Context File Selection — — g i
vl
) Wiew I —How to use the NetDisturb Samples Context Files
The Samples Context Files Selection helps you to apply predefined Impairments located in files installed with NetDisturb, Each Define
i Wiew I Context File contents a Set of predefined Filters and Impairment Laws. When moving the mouse over a Sample Context
File Name, you get an help that sums up the Sample Context File content. How to proceed? u I
 Wiew I B
First Step: Please check you have connected the 2 NICs to use, g on
 View I Second Step: You should select one of the Sample Context Files in the file list below. et o
) Third Step: You diick the OK Button to start with the Sample Context File selected. The NetDisturb Interface Selection Dialog L 0pis
 View I Box may be presented. After you selected the 2 Interfaces, NetDisturb applies automatically the impairment laws defined by the r
Sample Context. Then, you should start your traffic to see the impairment results! hipLt 0.00 bis
£ View I
Expert Users: When you don't want to see this dialog box anymore, please check the box below the Sample Context
= View I Files List. You may click the Cancel button to abort the Auto Sample mode and to start the manual mode.
|
© View I i
Samge Context Files | Summary | I
i Wiew | ADSL#1_samples. wsx The AD5L#1 sample limits throughput in both directions (4 Mbps / 1 Mbps) with a short delay. B Interface
ADSL#2_samples. wsx The AD5L#2 sample limits throughput in bath directions (15 Mbps / 2Mbps) with a shart delay.
™ View I HTTP_samples.wsx The HTTF sample impairs the Upload direction (B to A). I
Ping_samples.wsx The PING sample loses 1 packet each 10 in one direction. I
= View I SateliteAccess_samples.wsx The Satelite Access sample limits throughput in both directions.
TCP_samples.wsx The TCP sample loses 1% of packet. I
' View I UDP_samples.wsx The UDP sample loses 2% of packets & adds jitter. [
Video 1-5Mbps_samples. wsx The 'Video 1.5 Mbps' sample limits the throughput and impairs the UDP flow without delay.
£ View I Video2Mbps_samples. wsx The 'Video 2 Mbps' sample limits the throughput and impairs the UDP flow without delay. o
Video512Kbps_samples. wsx The 'Video 512 Kbps' sample limits the throughput and impairs the UDP flow without delay. 0 pls
o vi Wan11Mbps_samples. wsx The "Wan 11 Mbps' sample simulates a 11 Mbps one-direction access, with loss and delay.
e I Wan21Mbps_samples. wsx The "Wan 21 Mbps' sample simulates a 21 Mbps one-direction access, with loss and delay. 0.00 bis
“Unfitered - Flows, Frd Wan42Mbps_samples. wsx The "Wan 42 Mbps' sample simulates a 42 Mbps one-direction access, with loss and delay.
B . Wan5Mbps_samples. wsx The "Wan 5 Mbps' sample simulates & 5 Mbps one-direction access, with loss and delay. m —
© Wiew IAII
[V Automatically Start{) [~ Don't show anymore this Window at starting Time. airment
vl
" Wiew Per-Flow Staff) Stark with a Sample
Cantext Context ﬂl
Fun A1
Dashboard Ci lati tatistics of the Interfaces (based on Network Interface Cards level)
Alarms: I View Alarms | Throughput Reception Received Pkts  Filtered Pkts Sent Pkis Throughput Transmission
FromAto B [ 0.00 bis | 0pis | 0p | op | ap [ 0.00 bis | 0 pis
CPU Usage: | 3% FrcthcAI 0.00 bis | 0 pis | 0p | 0p | 0p | 0.00 bis | 0pls

For NetDisturb Expert Users: to avoid the Automatic Sample mode dialog at startup, select the
box on the bottom of the window and click ‘Cancel’.

-

Samples Context File Selection

S5

< !V Don't show anymore this Window at starting Time.;

—How to use the NetDisturb Samples Context Files

The Samples Context Files Selection helps you to apply predefined Impairments located in files installed with NetDisturb. Each
Context File contents a Set of predefined Filters and Impairment Laws. When ing over a le Context
File Name, you get an help that sums up the Sample Context File content. How to proceed?

First Step: Please check you have connected the 2 NICs to use.
Second Step: You should select one of the Sample Context Files in the file list below,

Third Step: You dick the OK Button to start with the Sample Context File selected. The NetDisturb Interface Selection Dialog
Box may be presented. After you selected the 2 Interfaces, NetDisturb applies automatically the impairment laws defined by the
Sample Context. Then, you should start your traffic to see the impairment results!

Expert Users: When you don't want to see this dialog box anymore, please check the box below the Sample Context
Files List. You may click the Cancel button to abort the Auto Sample mode and to start the manual mode.

| Summary

Sample Context Files

ADSL#1_Samples.WsX
ADSL#2_Samples.WSX
HTTP_Samples.WsX
Ping_Samples.\WS5X
SateliteAccess_Samples, WSk
TCP_Samples. WS¥
UDP_Samples.\W5X
Video1-5Mbps_Samples, WSX
Video2Mbps_Samples, WSX
Video512Kbps_Samples, WSX
Wan1iMbps_Samples. WSX
Wan21Mbps_Samples, WX
Wan42Mbps_Samples, WSX
Wan5Mbps_Samples. WSX

The ADSL#1 sample limits throughput in both directions (4 Mbps / 1 Mbps) with a short delay.
The ADSL#2 sample limits throughput in both directions (15 Mbps [/ 2Mbps) with a short delay.
The HTTP sample impairs the Upload direction (B to A).

The PING sample loses 1 packet each 10 in one direction,

The Satellite Access sample limits throughput in both directions.

The TCP sample loses 1% of packet.

The UDP sample loses 2% of packets & adds jitter.

The 'Video 1.5 Mbps' sample limits the throughput and impairs the UDP flow without delay.
The "Video 2 Mbps' sample limits the throughput and impairs the UDP flow without delay.

The "Video 512 Kbps' sample limits the throughput and impairs the UDP flow without delay.
The "Wan 11 Mbps' sample simulates a 11 Mbps one-direction access, with loss and delay.
The "Wan 21 Mbps' sample simulates a 21 Mbps one-direction access, with loss and delay.
The "Wan 42 Mbps' sample simulates a 42 Mbps one-direction access, with loss and delay.
The "Wan 5 Mbps' sample simulates a 5 Mbps one-direction access, with loss and delay.

rt with a Sample
Context

Start without any Sample
Context
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Select the sample context file that fulfills your traffic. For first time users, it is recommended to

select the Ping

Samples.

Samples Context File Selection E— - - g

—How to use the NetDisturb Samples Context Files
The Samples Context Files Selection helps you to apply predefined Impairments located in files installed with NetDisturb. Each

Context File contents a Set of predefined Filters and Impairment Laws. When ng the over a Context
File Name, you get an help that sums up the Sample Context File content. How to proceed?

First Step: Please check you have connected the 2 NICs to use.
Second Step: You should select one of the Sample Context Files in the file list below,

Third Step: You dick the OK Button to start with the Sample Context File selected. The NetDisturb Interface Selection Dialog
Box may be presented. After you selected the 2 Interfaces, NetDisturb applies automatically the impairment laws defined by the
Sample Context. Then, you should start your traffic to see the impairment results!

Expert Users: When you don't want to see this dialog box anymore, please check the box below the Sample Context
Files List. You may click the Cancel button to abort the Auto Sample mode and to start the manual mode.

Samge Context Files | Summary |
ADSL#1_Samples.WsX The ADSL#1 sample limits throughput in both directions (4 Mbps / 1 Mbps) with a short delay.
ADSL#2_Samples.WSX The ADSL#2 sample limits throughput in both directions (15 Mbps [/ 2Mbps) with a short delay.
HTTP_Samples. WX The HTTP sample impairs the Upload direction (B to A).

Ping_Samples.W5X The PING sample loses 1 packet each 10 in one direction.

SateliteAccess_Samples, WSk The Satellite Access sample limits throughput in both directions.

TCP_Samples, WSX The TCP sample loses 1% of packet.

UDP_Samples.\W5X The UDP sample loses 2% of packets & adds jitter.

Viden1-5Mbps_Samples. WSX The "Video 1.5 Mbps' sample limits the throughput and impairs the UDP flow without delay.
Video2Mbps_Samples, WSX The "Video 2 Mbps' sample limits the throughput and impairs the UDP flow without delay.
Video512Kbps_Samples. WSX The 'Video 512 Kbps' sample limits the throughput and impairs the UDP flow without delay.
Wan11Mbps_Samples, WX The "Wan 11 Mbps' sample simulates a 11 Mbps one-direction access, with loss and delay.
Wan21Mbps_Samples, WX The "Wan 21 Mbps' sample simulates a 21 Mbps one-direction access, with loss and delay.
Wan42Mbps_Samples, WSX The "Wan 42 Mbps' sample simulates a 42 Mbps one-direction access, with loss and delay.
Wan5Mbps_Samples. WSX The "Wan 5 Mbps' sample simulates a 5 Mbps one-direction access, with loss and delay.

 g—

[ Don't show anymare this Window at starting Time.,

Start with a Sample Start without any Sample
Context Context

e —

Click ‘Start with a Sample Context’ to access the NIC selection:

NetDisturb Client - Parameters Configuration . g

— Interface Selection (NIC)

Antertace: [ - |
B Interface: I j

— Digplay Configuration

Refresh Period of Statistics: I 1 (from 1s to 50 s)
(" Instant Throughput % Average Throughput using Sampling Mechanism

Sampling Period for the Throuhgput Calculation: I 2 (from 0s to 60 =)

— MetDisturb Measurement Units
Choose one of the unit below (defined by [EEE Std 250.1-2004) to use with the throughput statistics.

* Use kiobyte (kB) and kilobit per second (kb/s) where 1kb/s:= 1,000 bits/s
" Use kibibyte (KiB) and kibibit per second (Kib/s) where 1Kib/s:= 1,024 bits/s

— Parameter about the "Laws to be applied to each TCR/UDP Connectien of the Flow® Menu Selection ——
Number of Buffers containing the Laws Values: | 2 (from 2 to 100}

When the Working Mode "Laws Apply to each TCP/UDP Connection of the Flow” is selected, each
TCP/UDP connection found in the Flow should impaired in the same way. To reach this aim, the
values generated by the laws are stored in internal buffers.

There is the same number of buffers for Loss & Duplication laws as for Delay & Jitter laws. Each |
buffer located in the Kernel memory -a resource to use sparingly- is able to contain 20420 values.
For example, when 2 is the "Mumber of Buffers containing the Laws Value' value, 4 buffers of
204380 values are allocated, consuming 320 KBytes of Kernel memory per Flow, that is 5 440
Kbytes due to the 17 Flows.

This is why the "Number of Buffers containing the Laws Values® value should be configured

oK I Cancel

Copyright © 2014-2022 ZTI Communications. All rights reserved.

Page 45/222



NetDisturb Part 6 Run NetDisturb

Select the 2 NICs to use:
MNetDisturb Client - Parameters Cnnﬁguraiio:-

e ===

— Interface Selection (NIC})

Alnterface: |MetGear 6B-0C (100 Mb/s) E0-81-F5-3F-6B-0C j

R gf: 1A NetGear 74-20 (100 Mb/s) E0-91-F5-9F-74-20

— Digplay Configuration
Refresh Period of Statistics: I 1 (from 1s to 60 s)
" Instant Throughput {* Average Throughput using Sampling Mechanism

Sampling Period for the Throuhgput Calculation: I 2 (from Os to 50 s)

— MetDisturk Measurement Units
Choose one of the unit below (defined by IEEE Std 260.1-2004) to use with the throughput statistics.

{+ Use kiobyte (kB) and kilobit per second (kb/s) where 1kb/s:= 1,000 bits/s
" Use kibibyte (KiB) and kibibit per second (Kib/s) where 1Kib/s:= 1,024 bitz/s

— Parameter about the "Laws to be applied to each TCR/UDP Connection of the Flow® Menu Selection ——
Number of Buffers containing the Laws Values: I 2 (from 2 to 100}

When the Working Mode ‘Laws Apply to each TCR/UDP Connection of the Flow” is selected, each
TCPR/UDP connection found in the Flow should impaired in the same way. To reach this aim, the
values generated by the laws are stored in internal buffers.

There is the same number of buffers for Loss & Duplication laws as for Delay & Jitter laws. Each ||
buffer located in the Kernel memory -a resource to use sparingly- is able to contain 20430 values.
For example, when 2 is the "Mumber of Buffers containing the Laws Value' value, 4 buffers of
20430 values are allocated, consuming 320 KBytes of Kernel memory per Flow, that is 5,440
Kbytes due to the 17 Flows.

This is why the "Number of Buffers containing the Laws Values® value should be configured

oK I Cancel

Click OK to start the impairment:

File Edit Actions Working Modes  Statistics  Help Show Aggregates »»
r Flows to impair using fiters ————————————  Flow #01: ICMP | ENHANCED EDITION

o Vewl ICHP @stop#01 |~ wilon Impairments to apply on packets going fromA to B

-~ Viewli w (W] ity Loss & Duplication Delay & Jitter Content Impairment

Loose 1 Packet out of 10 | Jerione) | [imone) ~|
ol Viewl Run #03 |7 wilog

Loss: 1 Packet out of N (None) it (None) it
ol VEWI Run #04 |~ wilog

—_ —

o Viewl ‘M I~ wiLeg Incoming on A Qutgeing on B

Application Rules
o Viewl Run #06 |7 wilog Packets 5 “—pr"g‘mpﬂ,rmm Packets. 5
© View| Run #07 | [~ wiLog pectetsis [ 1o - Impairments on Ato B ———— . Packets/s 1 pis
Throughput I 584 bis. LostDuplic. Pmslm Throughput lm

Vi I Run #0& L
e ‘LI LI Delayed Pkis. 0[0.0%]
‘ol V»ewl Run #08 | [~ wilog \CHP Fifter - Modified Pkis. 0 [0.0%]
S ]
ol v»ew| Run #10 |~ wilog I .
(ol Viewl Run#11 | wilog Alnterface Configure Fitter Carifigure Filter | ‘i @ Binterface
el V»ewl Run#12 |[~ wilog e X
~ - [icp Fiter B
'@ Viewl Run#13 |~ wilog Applying impairments
e Viewl Run #14 | wilog Outgoing on A AT R T E e ———y Incoming on B
Pactets [T Lost/Duplic. Pits 0[0.0%] Peckets T8
el Viewl Run #15 |[7 wilog NI
Packets/s 1pls <= Delayed Pkis [100%] o= Packets/s 1 pis
'8 Viewl Run#16 |~ wilog Throughput c3abis Modified Pkts. 0 [0.0%] Throughput lm

r Unfittered - Fl Fi & Packets — ———
nfitered - Flows, Frames & Packets — —
= View I,m| vI 9 Stop | wilog Impairments to apply on packets going from B o A
¥ Automatically Start with fitered Flow(s) Lren s e teinn Delay & Jitter e
(None) j IDaIay 10ms to 50ms (Uniform) d I(Nnna) j

" View Per-Flow Statistics

(None) Define | Constant Delay & Uniform Change {None) it
Run Al Stop All Jitter

Dashboard C lative Statistice of the Interfaces (based on Network Interface Cards level)

Alarms: I View Alarms ... | Throughput Reception Received Pkis  Fitered Pkis Sent Pkis. Throughput Tr
FrnmAmBl 584b1'5| 1pfs| 5p| epl Bpl 584N5| 1piz

CPU Usage: | 8% FromB to [ saabis | 2pss | 7e | 7p | 7p | sa4bis | =
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6.4.2.2 NetDisturb Client startup in Manual Mode

The default connection parameters used to exchange between NetDisturb Client and NetDisturb
Server are:

e NetDisturb Server IP address or Host Name = 127.0.0.1

(127.0.0.1 = default local IP address if the NetDisturb Server and the NetDisturb Client are
installed on the same machine).

e HTTP Port Number = 8080

You may also start the NetDisturb Client’s part alone, to connect to a remote
NetDisturb Server.
To start the NetDisturb Client alone, use the Windows start menu:

,O Start » All Programs » NetDisturbv7.0 » NetDisturb Client
When NetDisturb Client starts, it will ask you to enter the parameters to connect to
the NetDisturb Server machine:

— Methisturb Server Information

The dialog with the NetDisturb Server is based on S0AP which is using HTTP protocol. To
connect to the NetDisturb Server proceed as follows:

- First, gpecify the IP address or Host Name of the MetDisturb Server.
- Then, ensure that the HTTP port entered is correct (the default port number iz 8020}

IP addrezs or host name: I 127.0.01

HTTP port number: I alal
Cancel |

On the first run, there is no Interface defined. NetDisturb Client will tell you how to
,O configure those 2 interfaces.

F B
NetDisturb Client |

'“-I MetDisturb requires two network interfaces (MIC — Metwork Interface
¥ Card) to operate.

"~ Toselect the NICs to use (Ethernet, wireless...), you can:

- Either click on the "Configure Interfaces” button in the middle of
the NetDisturb Client window

- Or use the menu "Actions" and then select the item "Configuration”
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Click “OK” and the NetDisturb Client main window will appear:

File Working Modes  Statistics  Help

— Flows to impair using fiters

g \.ﬁewl

Edit Actions Show Aggregates ==

Flow #01 |
Run #01 | [~ wilog

Loss & Duplication
Run #02 -

Impairments to apply on packets going fromAto B

ENHANCED EDITION

Delay & Jitter

Content Impairment

el \.I'iewl
el Viewl

I~ wilog
) I(Nune}

Run #03 | [~ wilog

(Mone)

Run #04

j I(Nune}

Define |

j I(Nun&}

el Viewl

I wiLog
: “"-‘—-—

el Viewl
el Viewl
e Viewl

P 1 I™ wileg Incaming on & ——
Packets I

Run #05 |~ wilog

Packetsis 0 pls

Throughput I 0.00 bis

Run #07 |~ wilog

Run #08

— ———
—&pplication Rules

— Impairments on Ato B

LostiDuplic:. Pkt= I 0 [0.0%]

—outgaing on B ——
Packets I
l—

Packetz/s 0pis

Throughiput 0.00 bis.

coview[ |
coview[ |
coview[ |
coview[ |
coview[ |
coview[ |
coview[ |
coview[ |
coview[ |

— Unfiltered - Flows, Frames & Packets

 View IAII vIJ I wiLog

¥ Automaticalty Start with fitered Flow(s)

I wiLog

Delayed Ptz I 0 [0.0%)
‘ (No Fiter Selected) = ( Moclified Pktsl 0 [0.0%]
| |

Configure Fiter LriEoe Configure Fitter "
Interfaces

A Interface '-
_— | |
—&pplication Rules
T | - Woeriter setecea) ~|
Outgoing on A — Impairments on B to A

Packet= I 0 LogtDuplic. Pkts I 0 [0.0%]
Packetsfs 0pis Delayed Pktsl 0 [0.0%]
0.00 bis Modified Pktsl 0 [0.0%]

_._-IA--___

Run #08 |~ wilog

Run#10 |~ wilog

q

B Interface

Run#11 | [~ wilog

Run#12 | [~ wilog

Run#13 | [~ wilog

Inc:oming on B

Packets I 0

Packets/s 0pl=s
0.00 bis

Run #14 | wilog

Run#15 | [~ wilog

< <

Run #16 | [T wilog Throughput Thraughput

Run Impairments to apphy on packets going from B to A

Loss & Duplication Delay & Jitter Content Impairment

j I(Nune} j I(Nune}
Define | Define |

Cumulative Statistics of the Interfaces (based on Network Interface Cards level)
Throughput Reception Received Pktz  Filtered Pktz

0.00 bis 0p's Op Op
0.00 bis 0 pis Op op

(Mone)
" View Per-Flow Statistics

(None) Define

Fun A&l | Stop Al |

Dashboard
Alarms:

Sent Pkts
0p
op

Throughput Transmission
0.00 bis

0.00 bis

FromAte B
From B to A

CPU Usage:

I View Alarms ... |
I 5%

Then, you need to select the NICs (interface A and interface B) that the NetDisturb Server is going
to use.

| NetDisturb |

A—B

.
-

i B Interface ‘ IP Network I

Ethernet NIC
10/100/1000 Mbps

Alnterface i

Ethernet NIC
10/100/1000 Mbps

| IP Network ‘;

A+«—PB
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Select “Configuration” in the Actions menu:

Configuration
Reset Counters Ctrl+F

Reset Server

or click on the "Configure Interfaces" button located in the main window:

Packetziz I 0 pis Impairments on A to B —— Packetzis I 0pis
Throughgt I 0.00 bis LDS‘t.lDuplil:.F'HSI 0 [0.0%] Throughput I 0.00 bis
f Delayed Phts I 0 [0.0%]
‘IEND Fiter Selected) j ( Moddifiecd F'k'tsl 0 [0.0%]

[

ﬁ'
-

q

i B Interface
application Rul R
“ '| (No Fitter Selected) v | (

Configure

Configure Filter Interfaces

A Interface

_

Configure Filter

Impairments on A

Ctgoing on L |' Imeoming on B
[ Parkats | 0 LostiDuplic. F'k'tsl 0 [0.0%] |V Packets | 0

Then the parameters configuration window is displayed:

S
NetDisturb Client - Parameters Configurati
i ien 'ara nfiguration —

— Digplay Configuration

Refresh Period of Statistics: I 1 (from 1s to 60 s)

" Instant Throughput {* Average Throughput using Sampling Mechanism

Sampling Period for the Throuhgput Calculation: I 2 (from Os to 50 s)

— MetDisturk Measurement Units
Choose one of the unit below (defined by IEEE Std 260.1-2004) to use with the throughput statistics.

{+ Use kiobyte (kB) and kilobit per second (kb/s) where 1kb/s:= 1,000 bits/s
" se kibibyte (KiB) and kibibit per second (Kib/s) where 1Kib/s:= 1,024 bits/s

— Parameter about the "Laws to be applied to each TCR/UDP Connection of the Flow® Menu Selection ——
Number of Buffers containing the Laws Values: I 2 (from 2 to 100}

When the Working Mode ‘Laws Apply to each TCR/UDP Connection of the Flow” is selected, each
TCPR/UDP connection found in the Flow should impaired in the same way. To reach this aim, the
values generated by the laws are stored in internal buffers.

There is the same number of buffers for Loss & Duplication laws as for Delay & Jitter laws. Each ||
buffer located in the Kernel memory -a resource to use sparingly- is able to contain 20420 values.
For example, when 2 is the "Number of Buffers containing the Laws Value® value, 4 buffers of
20430 values are allocated, consuming 320 KBytes of Kernel memory per Flow, that is 5,440
Kbytes due to the 17 Flows.

This is why the "Number of Buffers containing the Laws Values® value should be configured

oK I Cancel
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At the bottom of this window in the "Interface Selection" part, select one NIC for Interface A and
another NIC for the Interface B, and then confirm with “OK”.

You should see in the combo-box (Interface A or Interface B) all available and operational
NICs. If you don’t see any NICs, please follow the steps below:
- Verify that your NICs are installed and operational.
== - Enable the needed NICs.
.g« - Stop the NetDisturb Client.
- Stop the NetDisturb Server.
- Reboot your system if necessary.
- Start the NetDisturb Server.
- Start the NetDisturb Client.

Then you should see your installed NICs in the Interface A and B combo-boxes (see the example
below):

MetDisturk Client - Parameters Configuration >

Interface Selection (NIC)

Alnterface: |Ethernet 2 (4284 Mbis) 00-15-50-02-1E-2F [
B Interface. | Ethernet 3 (4294 Mb/s) 00-15-50-02-1E-2E ~
Display Configuration

Refresh Period of Statistics: (from 15 to 60 5)

(:) Instant Throughput @ Average Throughput using Sampling Mechanism

Sampling Period for the Throuhgput Calculation: (from 0= to 60 g}

NetDisturk Measurement Units

Choose one of the unit below (defined by IEEE Std 260.1-2004) to use with the throughput statistics.
@ Uze kilobyte (kB} and kilobit per second (kb/s) where 1kbiz:= 1,000 bitz/s

ID Uze kibibyte (KiB) and kibibit per second (Kib/s) where 1Kib/s:= 1,024 bits/s

Parameter about the ‘Laws to be applied to each TCR/UDP Connection of the Flow® Menu Selection
Number of Buffers containing the Laws Values: (from 2 to 100}

When the Working Mode "Laws Apply to each TCR/UDP Connection of the Flow” is selected, each
TCPR/UDP connection found in the Flow should impaired in the same way. To reach this aim, the
values generated by the laws are stored in internal buffers.

There is the same number of buffers for Loss & Duplication laws as for Delay & Jitter laws. Each
buffer located in the Kernel memory -a resource to use sparingly- is able to contain 20430 values.
For example, when 2 is the "Number of Buffers containing the Laws Value® value, 4 buffers of
20430 values are allocated, consuming 320 KBytes of Kernel memory per Flow, that is 5,440
Kbytes due to the 17 Flows.

This iz why the ‘"Mumber of Buffers containing the Laws Values' value should be configured

Default Directory for the Context and User-defined Files

Directory : Browse...

(This directory is used for User context and data files. Leave it empty
to use the MetDisturb Client installation directory)

As soon as the configuration is done, the NetDisturb Server recognizes “Interface A” and
“Interface B” as shown below.
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| FPackets | | FPackets
| Throughput | | Throughput

Fezet Counters |

= MetDisturb Server - Version 7.0 - Enhanced Edition (Trial) - >
— Impairment Interface Configuration and Statistics (/\\

| & nterfase MAC addr 00-15-60-02-1E-2F | Wiw

Mo packet handle Mo packet handied from B to A

Handled Packets: | | Handled Packets: | |

Lost Packets: | | Lozt Packets: | |

Delayed Packets: | | Delayed Packets: | |

Qut-of-5 equence: | | Out-of-Sequence:; | |

Fragmented packets: | | Fragmented packets: | |

|nzoming on A Cutgoing on B Inzoming on B Cutgoing on &

| Packets per Second | | FPackets per Second |
I—

— Current Parameters

Refrezh Period [in second); |‘| T # Buffers: |2

Sampling to Compute Throughputs: |2 2 Out-of-Sequence: |Disa|:||eu:|

Application of Laws: [Flow Lewvel

— Current Client Cannection

Clignt: | _ Client connected Show Current I:Dnte:-:tl

Feszet Logs

T4h20mn3ds ------- MHetDizturb Client connected - - - - - - -

NetDisturb Server configured with two Ethernet NICs (A and B)
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The MAC Addresses of the selected interfaces are also displayed in the NetDisturb Client window
by clicking on the o symbol of each interface:

~ MetDisturb Client - Impairment Tool for [P Metworks - Defaultwsx - *
File Edit Actions Working Modes Statistics  Help Show Aggregates »»

Flows to impair using fiters Flow #01 ENHANCED EDITION
(@) View l:l Fun #01  []wiLog Impairments to apply on packets going from&to B
Loss & Duplication Delay & Jitter Content Impairment
Owview|[  |[iRun#62 | [Jwnog
(Mone) ~ | | (None) ~ | | (None) s

Oview| || Aun#3 [Jwieg
| oene | | oene |
(O View |:| Run #04 | [ ] wilLog
S

] -_—
Oview|[ | [un# | Clwnog - -
Incoming on A Application Rules Outgoing on B

v || | e | | | rets [ 1]
Oview[ || Ruin#7 [Jwiog Facketsis 0pis Impairments on Ato B Packetsis 0pis

Throughput | 0.00 bis LostDuplic. Prs 0 [0.0%] Throughput 0.00 bis

v [ s -
O view un [ wiLog Delayed Phis 0 [0.0%]
) View |:| Rl #08' [ wiLog '[ Alnterface Madiified Pkt
00 155D 1E 2F
Owview[  |[Run#i0 | (Jwnog —
—-
O View l:l Aun#11 | [JwiLog Alnterface i Configure Filter Cenfigure Fitter ‘_ o‘B Interface
'_ ——
O\-"iew |:| Run #12 I:‘ wilog Application Rules B Interface :|‘
00155D021E2E 1~
Ovew[ | [ea#E] Clwioo | |

O Wiew l:l Run #14 | [ wiLog Outgoing on A TRETIETBITEDA Incoming on B
Packets | 0] LostiDuplic: Pkts 0[0.0%] Packets [ 0]

Ovew[  |[[Rn#5 [wiLog Delayed Pt 0 [0.0%]

Packetsiz 0 pis o= elayed Fids : o= Packetz/z 0pls
Oview[ || Run#i6 [Jwiog Throughput | 0.00 bis Modifiekis DT Throughput [ 0.00 bis
Unfitered - Flows, Frames & Packets — e —_
O Wiew | All ~ 9 Run |:| wilog Impairments to apply on packets going from B to A

icati i Content | i t

Automatically Start with fitered Flow(s) L@ =i TEnyediiEr e ——

(Mone) ~ | | (None) ~ | | (None) s

(O Wiew Per-Flow Statistics

Run All Stop Al

Dashboard Cumulative Statistics of the Interfaces (based on Network Interface Cards level)

Alarme: | | | e e Throughput Reception Received Pkis  Fittered Pkis Sent Pkts Throughput Transmission
From Ate B 0.00 bis 0 pis (] Op Op 0.00 b's 0pls

CPU Usage: 1% From B to A 0.00 bis 0 pis 0p 0p 0p 0.00 bz 0pls

NetDisturb Client with two Ethernet NICs configured
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6.5 Detailed Description of the Server and Client Startup

6.5.1 The NetDisturb Server Startup Modes

The level of provided functionalities depends on the availability or not of the NetDisturb driver. If
the NetDisturb driver is lacking, a message warns the user. In that case it is possible to continue in
the “restricted mode” where only a few functions are available.

 NetDisturb Server ==

The MetDisturb Server can't dialog with the Driver 'NetDisturbVe_0",

Please check the Driver's installation as described in the MetDisturb User Guide,
You may also email this message to suppert@zti-telecom.com to get more
details,

For the mement, you can only use MetDisturb in ‘restricted mode',
The restricted mede allows you te configure, create or maedify filters and

laws using MetDisturb Client but you will not be able to run any IP Flow.
Select "Yes' to continue in the restricted mode or 'Me' to stop the software,

Would you like te continue in the restricted mode?

6.5.2 The NetDisturb Client Startup Options
When starting the NetDisturb Client, the Connection to Server parameters window is displayed.

— MetDisturb Server Information

The dialog with the MetDisturb Server is based on SOAP which iz uging HTTP protocol. To
connect to the NetDisturb Server proceed as follows:

- First, specify the IP address or Host Mame of the NetDisturb Server.
- Then, ensure that the HTTP port entered is correct (the default port number is 8080).

IP addrezs or host name: I 127.0.01

HTTP port number: I 2080

This parameters window is made of two sections:
The NetDisturb Client needs the following information in order to connect to the NetDisturb
Server:

« The NetDisturb Server IP address

« The NetDisturb Server HTTP port number

In case of a connection failure (if one of the parameters is invalid), an error window pops up. To go
back to the identification window, just click on the OK button.

F ™y
NetDisturb Client =5

. The connection with NetDisturb Server can't be established.
Jﬁ. Please make sure that:

1) The IP Address or the Host Mame is correct.

2) The HTTP port number is valid and the firewall is allowing this pert.
3) The NetDisturb Server is running.

4) No other MetDisturb Client is already connected to the NetDisturb
Server machine.
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Part 7 Using the NetDisturb Client

The NetDisturb Client is the main NetDisturb User Interface.
With NetDisturb Client you can:

= Select packet stream to process and configure impairments to apply,
= Run / Stop traffic following the configured impairments,

= Open, save... contexts,
=

Configure the NetDisturb Server and NetDisturb driver.

All parameters entered in the NetDisturb Client are automatically transmitted to the NetDisturb
Server.

To use NetDisturb:
/O = First run NetDisturb Server
= Then run NetDisturb Client

7.1 The NetDisturb Client Main Window

The NetDisturb Client main window is displayed after client identification. Traffic and impairment
representation on the Client main window is based on the following scheme:

Does the
packet match
the fitter?

Yes Mo Mo ho No
Packet icate? Cortert
lost? DUplicele? Delay ? Impairment?
Yes T Yes T Yes

Yes (duplicated) (delayed) (content impaired)
e Incoming = Outgoing
acket . B ==
P T packet(s)
Mo XX =18 B Interface
A Interface Yes
Other Flows 3
- -
No No No No
Packet y Content
Impairment?
Yes Yes Yes
Yes (duplicated) (delayed) (content impaired)

Treatments synoptic for selected packets in a flow from A to B

(B to A direction may be configured from the same manner, but isn’t shown on this scheme)
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The NetDisturb Client main window is composed of five areas:

([ | NetDisturb Client -
File Edit Actions Working Modes  Statistics  H

Flows to impair using fitters Unfitered - Flows, Frames & Packets (All) | ENHANCED EDITION

 View I TCP 5000 £ Run#01 | [~ wilog I_ Impairments to apply on packets going fromAto B
Loss & Duplication Delay & Jitter Content Impairment
[ VIEWITCF‘ 5001 + ®0Z [~ wilog I_
IPercentage of Loss j IThrDughput Limit with Delay j INDrmaI Law Impairment
[ ViewITCP 5002 _' Run#03 |[~ wilog
“ Loss: Percentage Define | _I'lcrougthpTDLill'n'rt& Define |NormaILa'.'.' (Laplace-Gauss) Define
e wewlmp 5003 +#04 [V wilog SEERILELY

 View | TCP 5004 & Run#05 [~ wilog FEEiE Cutgoing an B -

Application Rules ’W
© View | TCP 5005 ™ wilog Packets | 0 “ -> Packets | 0 Igj'
[ ViewITCP 5008 + #07 [ wilog I I

Packets/s 0 pis Impairments on A to B Packetsiz 0pis I_l vl #07
& o T I Throughpt I 0.00 bis LostDuplic Pk‘lsl 0 [0.0%] Throughpt I 0.00 bis |’—|(Ncne} '_”_#DB
Delayed Pk‘lsl 0 [0.0%] ,W
= (Nonej A

 View [TcP 008 [~ wiLog Modified Phis 0[0.0%]

" Wiew | TCP 5009 & Run#10 |~ wilog I_ | J|
—— - #1

s ViewITCP 5010 +#1 [ wilog |_ Alnterface ) .

= View I TCP 5011 @ Run#12 |~ wilog

Application Rules I -l #13
! [— ]

'
o ViewITCP & Run#13 |~ wilog T |
" — Impairments on B to A
= View -9 Run#14 | [~ wilog Outgoing on A
— | l #15
LostDuplic. Pkts 0[0.0%] g T

Packets 0

= View | TCP 5014 +#15 [ wilog — — - -
Packets/z 0pls * Delayed Prts 010.0%] FPacketsis = || 8
e ViewITCP 5015 @) Run#16 | ™ wilog Throughput [ 0.00 ofs | Macified P'ds‘l 010.0%] Throughput |__mone) j|0ther

Unfitered - Flows, Frames & Packets e
—
= Configure Aggregates
o \a'iewlAll v || Run | wilog Impairments to apply on packets going from B to A

|V Automatically Start with fitered Flow(s) Lozs & Duplication Delay & Jitter o -
p , " e aggregate is a
Y — Burst Uniform Loss j IJrHer& Duration j IPercentage consecutive et of

Loss: Burst Uniform Law Define | Uniform Jitter & Duration Define | Percentage E':I‘:S 5“?”“9 th Sff_""e
Run All Stop &) v q

All
I A; h Q 3
SR S . LEPEETLSY - aggregy 3
iew ARMms ... Throughput Recep eived Pkis  Filtered Pkis Sent Pkis Throughput Transmission Jitter law. THere is one

FromAto B I 0.00 bis | ( ) 0p I Op | Op I 0.00 bis I 0 pis aggregate Delay & Jitter
CPU Usage: I 3% From B to A I 0.00 bis I & 0p I 0p I 0p I 0.00 bis I 0 pis law per direction

Content Impairment Help

- (1) The menu is a standard application menu.
The items of the menu are detailed in paragraph 7.2 Menu Description.

- (2) This area contains several objects:

* ‘Flows to impair using filters’ area with for each flow from 01 to 16:

* View button: to display the characteristics of the selected flow in (3)
* Text box: to enter the name of the flow
*"Run #xx / Stop #xx" button: to start and stop the flow
* "w/Log" checkbox: to trace the packets and events per flow
(Enhanced Edition only)
* Colored plot: to indicate if the flow belongs to an aggregate

= The 'Unfiltered Flows, Frames, Packets, etc.' object allows you to apply specific loss, delay laws
and content impairment laws to non-previously filtered packets

* The "View-Per-Flow Statistics" magnify summarizes the flows #01 to #16 and the ‘Unfiltered
Flows, Frames, Packets’ impaired without using the filters.

= "Run All" and "Stop All" buttons: to start and stop all flows at the same time.

= = "Dashboard": It includes ‘Alarms’ returned by the NIC drivers or by the NetDisturb driver
when memory errors occur. The CPU usage value is provided for information.

These areas are explained in paragraph 7.3.

Copyright © 2014-2022 ZTI Communications. All rights reserved. Page 55/222



NetDisturb Part 7 Using the NetDisturb Client

- (3) This central-part shows traffic statistics for each Flow #01 to #16 or the 'Unfiltered Flows,
Frames, Packets, etc.'. It is used to create, delete and modify loss/duplication laws, delay/jitter
laws, content impairment laws or IP filters.

- (4) The 'Aggregates' area allows you to define up to 8 aggregates (an aggregate is a consecutive
set of Flows sharing the same Delay & Jitter law). An aggregate is defined with a color and a
Delay & Jitter law can be defined for each direction (A - B and/or B> A).

- (5) The total synthesis area is a reference area where statistics information is presented.

7.2 Menu Description

7.2.1 File Menu

File
Empty Context (no predefined filters and laws)
Open the Default Context

Open a Sample Context...
Open a Context...
Save

Save As...
1 default.owsx

Exit

In order to keep the parameters configuration for further tests sessions, the NetDisturb Client and
Server use context files. The context files are saved with the .wsx extension. They are usually saved
in the NetDisturb Client directory.

A context file contains:
- The impairment parameters (selected filter & laws),
- The configuration values.

The default context is opened at each run of the NetDisturb Client. The most recent files list is kept
from sessions to sessions.

7.2.1.1 File/Empty Context (no predefined filter and laws)

This command opens an empty context (no impairment parameters i.e. no laws, no filter). Only the
default values are set (see paragraph 10.1), but the NIC selection is kept.

7.2.1.2 File/Open the Default Context

This command opens the default context installed with NetDisturb (default.wsx) from the NetDisturb
Client directory.

7.2.1.3 File/lOpen a Sample Context...

This command allows you to open one of the sample contexts presented at launch time. These
contexts should be left in the NetDisturb Client directory.
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7.2.1.4 File/lOpen a Context...

This command allows you to open an existing context file (WSX files). The older version contexts
are imported silently.

7.2.1.5 File/Save

This command allows you to save the parameters and laws in a context file ((WSX file). The contexts
saved by this version can’t be used by an older version of NetDisturb.

7.2.1.6 File/Save as...

This command allows you to save parameters and laws in a context file, which name is requested in
a standard dialog box. The contexts saved by this version can’t be used by an older version of
NetDisturb.

7.2.1.7 File/Recent Files
The 8 most recent files used are displayed at this place.

7.2.1.8 File/Exit

This command stops the NetDisturb Client. If changes were made, you get the opportunity to save
them in a context file.

7.2.2 Edit Menu

Copy

Maove Flow #02; 5IP UP
Move Flow #02: SIP DOWMN

Insert before Flow #02; SIF
Delete Flow #02: SIP
Reset Flow £02: SIP

The edit menu helps to handle the Flows.

7.2.2.1 Edit/Copy

The Copy item makes a copy of the current Flow into memory for further use. Copy includes the
current selected filter, Loss & Duplication Law, Delay & Jitter Law and Content Impairment Law for
the both directions. The Flow mnemonic is also concerned.

7.2.2.2 Edit/Paste

The Paste item changes the current Flow parameters by the previously memorized Flow parameters
(use of the previous Copy command). It applies to the Filter, the Loss & Duplication Law, the Delay &
Jitter Law and Content Impairment Law for the both directions, and to the Flow mnemonic name.

7.2.2.3 Edit/Move xxx Up

The Move Up item moves the selected flow to one position up. The Move Up item includes the item’s
mnemonic on which the operation applies. For example, ‘Move Flow #03 Up’ switches Flow #03 with
Flow #02, where the content of Flow #03 is moved into the second item, while the content of Flow
#02 is moved into the third position. The Flow mnemonic is also concerned.
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7.2.2.4 Edit/Move xxx Down

The Move Down item moves the flow location to one position down. The Move Down item includes
the item’s mnemonic on which the operation applies. For example, ‘Move Flow #04 Down’ switches
Flow #04 with Flow #05, where the content of Flow #04 is moved into the fifth position, while the
content of Flow #05 is moved into the fourth position. The Flow mnemonic is also concerned.

7.2.2.5 Edit/Insert before xxx

The ‘Insert before ..." item makes a room available at current item location, whose mnemonic is
added. The items located after the current item move one position down; this includes the current
item. The current item becomes empty. The 16" item is lost. If the current item is the 16", no change
appends to the 15™ previous but the current — the 16" - is reset.

7.2.2.6 Edit/Delete xxx

The ‘Delete before ..."” item deletes the current item and moves the lower items to one position up.
The 16" item becomes empty.

7.2.2.7 Edit/Reset xxx

The ‘Reset before ...
mnemonic is empty.

item set the content of the current item with default values. The Flow

7.2.2.8 Edit menu and the Aggregates

p The aggregate configuration of a Flow is not changed by an action from the Edit menu.
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7.2.3 Actions Menu

! Actions

Configuration

Reset Counters & Statistics Ctrl+R

Reset Server

7.2.3.1 Actions/Configuration
Select the "Configuration" item in the Actions menu to display the Parameters Configuration window:

MetDisturb Client - Parameters Configuration : M

— Interface Selection (MIC)

antertace: [ - |
B Interface: I j

— Display Configuration

Refresh Period of Statistics: I 1 (from 15 to 60 =)

" Instant Throughput (¥ Awverage Throughput using Sampling Mechanism

Sampling Period for the Throuhgput Calculation: I 2 (from 0= to 60 &)

— NetDisturk Measurement Units.
Choose one of the unit below (defined by IEEE Std 280.1-2004) to use with the throughput statistics.

% Use kilobyte (kB) and kilobit per second (kbis) where 1kbiz:= 1,000 bits/s
™ Use kibibyte (KiB) and kibibit per second (Kib/s) where 1Kibis:= 1,024 bits/s

— Parameter about the "Laws to be applied to each TCP/UDP Connection of the Flow” Menu Selection ——
Number of Buffers containing the Laws Values: | 2 (from 2 to 100)

When the Working Mode "Laws Apply to each TCP/UDP Connection of the Flow” is selected, each
TCP/UDP connection found in the Flow should impaired in the same way. To reach this aim, the
values generated by the laws are stored in internal buffers.

There is the same number of buffers for Loss & Duplication laws as for Delay & Jitter laws. Each |
buffer located in the Kernel memory -a resource to use sparingly- is able to contain 20480 values.
For example, when 2 is the "Number of Buffers containing the Laws Value' value, 4 buffers of
20430 values are allocated, consuming 320 KBytes of Kernel memory per Flow, that is 5 440
Kbytes due to the 17 Flows.

This iz why the "Number of Buffers containing the Laws Values® value should be configured

oK | Cancel

This window is divided in four parts: Display configuration, Measurement Units, Parameter about the
‘Laws apply to each TCP/UDP connection of the Flow' selection and Interface Selection.

= Interface selection

This section allows you to select the Ethernet NICs to use as A Interface and B Interface.

= Display configuration
From this section you can:

o Define the refresh period for the display of GUI’s counters
Define the sampling period for the throughput calculation

e Define the way the throughput will be processed (instant or average). The average throughput
is based on the Ilatest x seconds statistics (x is the sampling period).
Instant computing means computing with value of the latest second.

Define an average throughput with a sampling period of 0 allows you to obtain an average
throughput on the whole period of the NetDisturb use (since the last Reset).
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= Parameters applying to measurement units
e Use kilobit: in this case a kilobit/s (kb/s) is equal to 1,000 bits/s.

Display Meaning

10 b/s 10 bits per second

1 kb/s 1 Kilobits per second (1,000 b/s)

1 Mb/s 1 Megabits per second (1,000,000 b/s)

1 Gb/s 1 Giga bits per second (1,000,000,000 b/s)

1 Th/s 1 Tera bits per second (1,000,000,000,000 b/s)
1.23765 1.23 x 10”65 bits per second

e Use kibibit: in this case a kibibit/s (Kib/s) is equal to 1,024 bits/s.

Display Meaning
10 b/s 10 bits per second
1 Kib/s 1 Kibibits per second (1,024 b/s)
1 Mib/s 1 Mibibits per second (1,048,576 b/s)
1 Gib/s 1 Gibibits per second (1,073,741,824 b/s)
1 Tib/s 1 Tibibits per second (1,099,511,627,776 b/s)
1.23"65 1.23 x 10765 bits per second

= Parameter about the 'Laws apply to each TCP/UDP connection of the Flow' selection

This parameter (number of buffers containing the law values) is used when the following working
mode is selected: "Laws apply to each TCP/UDP connection of the Flow" (see paragraph
7.2.4.2), i.e. each TCP/UDP connection found in the Flow should be impaired in the same way.
To reach this goal, the values generated by the laws are stored in internal buffers. There is the
same number of buffers for the Loss & Duplication laws as for the Delay & Jitter laws. Each
buffer located in the kernel memory of the NetDisturb Server machine — a resource to use
sparingly, is able to contain 20,480 values.

The number of buffers defines the number of values (delay or loss) kept by the NetDisturb
driver and used for each Connection of a Flow.
One buffer contains 20,480 values and the minimum number of buffers is 2.

,Q With this working mode, the NetDisturb Server generates delay and loss values as much as
the NetDisturb driver can keep.
When the NetDisturb driver detects a new flow, it gets its own pointer to lose and delay
values exclusive of the other flows. This pointer starts at the beginning of the set of values. In
case of connection with many packets, the pointer increases fast; when connections have few
packets, their pointer increases slowly. When the pointer reached the latest value, it restarts
at the beginning in a circular way.

p Content Impairment Laws are not concerned by the working modes.
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7.2.3.2 Actions/Reset Counter & Statistics

The Reset Counter & Statistics impacts both the local Client and Server counters. All statistical
counters and percentages are set to 0.

7.2.3.3 Actions/Reset Server

The Reset Server item stops the Server Part. When the Server stops, the NetDisturb driver is
stopped too. Then the Client is closed, and you should restart the NetDisturb Server and Client
manually.

,Q To stop and free pending packets, you should reset the server.
When you stop the Flow, pending packets remain in the output queue.

7.2.4 Working Modes Menu

Working Modes

Enable Out-of-Sequence Packets (Internet-like)

¥ Disable Qut-of-Sequence Packets (Ethernet-like)

v Lawsto be applied to the Flow
Laws to be applied to each TCP/UDP Connection of the Flow

v Enable Automatic Samples mode at Startup
Disable Automatic Samples mode at Startup

The impairments may introduce changes in the packet sequence. It is an option to keep the packet
sequence or not.

The NetDisturb driver analyzes the IP packets to split them into the connection they belong to. This
mode makes possible to apply the same impairment values to each packet of each connection, e.g.
to lose the third packet of each connection for example.

7.2.4.1 Working Modes:: Enable & Disable Out-of-Sequence Packets

One of the Ethernet characteristics is to keep packets received in order. Internet hasn’t’ this
constraint regarding the packet ordering: some packets can use one way while others another one,
with the consequence the receiver may get packets unordered.

The NetDisturb Driver can simulate an Internet network or can react as Ethernet does.

How NetDisturb creates an out-of-sequence case?
It may append a delay applied to one packet makes this packet to be sent before previous
ones, because the delay to apply to the latest packet is smaller than the inter-packet delay
and the delay applied to older packets are reduced to be sent before the new packet.

In such case, what’s happening when the Disable Out-of-Sequence Packets is selected?
When a packet should be sent before previous ones and the Out-of-Sequence option is
disabled, the packets remain in order. The delay of the older packets is changed to consider
the delay of this new packet i.e. all older packets in the queue get the same time-to-send
value that the new packet. When the time-to-send is reached, all packets are sent in order,
creating a burst of packets when the queue is big.
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7.2.4.2 Working Modes:: Laws apply to the Flow or to each TCP/UDP Connection
of the Flow

e Laws to be applied to the Flow

When the ‘Laws Apply to the Flow’ option is selected, every packet matching the Filter
requirements is considered belonging to the same flow. Processing is carried out in “continue”.
When you define to lose 1 packet on 3, the third received packet is lost, whatever the TCP/UDP
connection it belongs to.

e Laws to be applied to each TCP/UDP connection of the Flow

When this option is selected, the NetDisturb driver analyses each IP packet trying to put the IP
packet into a TCP or UDP connection by using the following parameters: protocol, IP addresses
and port numbers. If the connection doesn’t exist, a new one is created.

Let’s take the same example as above: lose 1 packet on 3.
In that case, the third packet of each TCP or UDP connection will be lost.
Up to 10,000 connections can be handled simultaneously.

A flow disappears automatically when the TCP connection is closed and after a configurable
timer for the UDP connections.
This timer is configurable in the Registry parameters of the NetDisturb driver.

7.2.4.3 Working Modes:: Enable & Disable Automatic Samples Mode at Startup

For new Users of NetDisturb the Automatic Samples Mode give a list a context file with predefined
characteristics. It automates the NIC selection and starts the selected context file automatically. This
helps the first users of NetDisturb to make basic tests such as Ping, TCP, UDP, etc.

o Enable Automatic Sample mode at Startup

When the Automatic Mode is selected, NetDisturb Client starts by listing of predefined contexts.
After the user selected the context to use, NetDisturb Client offers to define the NIC to use. The
filters and the impairment laws apply as soon as the NICs are defined. The user should generate
the traffic in accordance to the selected sample file to get the impairment results. When the user
stops the context, NetDisturb Client comes back in normal mode. The Samples context files are
read-only files.

Each Samples context files is designed to help the new users by given the most useful laws:

Sample context file name Description

The PING sample loses 1 packet each 10 in A to B direction and adds a
jitter between 10ms to 50 ms in the B to A direction.

The TCP sample loses 1% of packets in the A to B direction without adding

Ping

TCP any delay. There is no impairment in the B to A direction.

The UDP sample loses 2 % of packets and it adds a jitter between 100ms
UDP to 150ms in the A to B direction. There is no impairment in the B to A

direction.

The HTTP sample assumes the requests use the A to B direction i.e. the
HTTP browser is connected to A Interface, and Server data use the B to A

direction. It loses 1 % of packets in the B to A direction adding a delay
between 50ms to 150ms.

The Satellite Access sample simulates a standard satellite offer. It assumes
a 2Mbps Download / 512 Kbps Upload throughput limit, with the 250 ms
constant delay in both directions. A Interface is the Download direction and
B Interface is the Upload one.

SatelliteAccess
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The ADSL#1 sample assumes a 4Mbps Download / 1Mbps Upload
ADSL#1 throughput limit, a 25 ms delay in both directions. A Interface is the
Download direction and B Interface is the Upload one.

The ADSL#2 sample assumes a 15Mbps Download / 2Mbps Upload
ADSL#2 throughput limit, with a 25 ms delay in both directions. A Interface is the
Download direction and B Interface is the Upload one.

The Video 512 Kbps sample assumes a one-direction UDP Video flow of
Video512Kbps 512 Kbps. The video packets are uniformly lost but no delay is inserted. A
Interface is assumed to get the Video stream. B Interface is not impaired.
The Video 1.5Mbps sample assumes a one-direction UDP Video flow of 1.5
Videol-5Mbps Mbps. The video packets are uniformly lost but no delay is inserted. A
Interface is assumed to get the Video stream. B Interface is not impaired.
The Video 2Mbps sample assumes a one-direction UDP Video flow of 2
Video2Mbps Mbps. The video packets are uniformly lost but no delay is inserted. A
Interface is assumed to get the Video stream. B Interface is not impaired.
The Wan 5 Mbps sample assumes a one-direction 5 Mbps access. There
are 3 sets of laws that should be used per pair to reflect the real traffic.
The Wan 11 Mbps sample assumes a one-direction 11 Mbps access.
Wan11Mbps There are 3 sets of laws that should be used per pair to reflect the real
traffic.

The Wan 21 Mbps sample assumes a one-direction 21 Mbps access.
Wan21Mbps There are 3 sets of laws that should be used per pair to reflect the real
traffic.

The Wan 42 Mbps sample assumes a one-direction 42 Mbps access.
Wan42Mbps There are 3 sets of laws that should be used per pair to reflect the real
traffic.

Wan5Mbps

o Disable Automatic Sample mode at Startup
When the Automatic Mode is disables, NetDisturb Client starts by loading the latest context file

extracted for the Most Recent Used file (MRU). The 2 NICs to use are extracted from the registry.
The user may change laws, starts Flows one per one, change NICs, handles aggregates, etc.

7.2.5 Statistics Menu

Skatiskics

Skart

Configuration

The NetDisturb Client statistics can be saved in a text file. The values saved are shown in the ‘View
Per-Flow Statistics’ (see 7.3 for more details). They are saved at the same rate they are visually
refreshed.

You can select the configuration dialog box to save the statistics of each Flow in the statistics file.

7.2.5.1 Statistics/Start

Start to save statistics into the file. An abstract of each selected connection (Filter name, Lost, Delay
and Content Impairment law) is saved at the beginning of the file, followed by the list of statistics, one
column per statistics.

Each following record gets the format:

Column separated by a tab Comment
MM/DD/YYYY hh:mm:ss.mmm Month/Day/Year Hour:Minute:Second.millisecond
#XX Connection number
Statistic value One value per selected statistic
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When the statistics are saved, the file can be opened for reading but it can’t be changed.

The throughput values are expressed in Kbps or Kibibit per second (more information is available in

paragraph 7.2.3.1 Actions/Configuration).

7.2.5.2 Statistics/Stop
Stop to save statistics into the file. The file can be renamed or copied.

7.2.5.3 Statistics/Configuration
This option allows you to define various configuration parameters.

-

MetDisturb Client - Export Statistics

S

77 N\

Filename I

— Tick the Flow to Export

N\

— Tick the related Statistics to export

— Flowe (s}
1 CsC e [ 413
Mz I 10 [ 14
3 @11 [T 15
T4 CslC 12T 16

r Unfitered Flows, Frames
& Packetz

All | MNone |

—
3 ’I_ Including Total Synthesis

Browse |

[~ Percentage

[~ Incoming Throughput

[~ Incoming Packets

[~ Lost Packets @
[ Delayved Packets

[~ Modified Packets

[~ Outgoing Packets

[ Outgoing Throughput

I

Statistics can start if at least the filename, one flow and one Statistics item are selected.

- (1) Filename: The filename edit box contains the target file name where statistics will be written. If

the file still exists, it will be overwritten.

- (2) Tick the Flow(s) to Export: This section is used to select Flows to include into the statistics file.
Flow #01 to Flow #16, plus the ‘Unfiltered Flows, Frames, Packets, etc.’ can be selected. The
Total Synthesis (3) refers to the bottom part of the Client Windows (Part 7 in the detailed

description 7.1).

- (3) Include the Total Synthesis: This option is used to add the total synthesis items into the data

saved.

- (4) Tick the related Statistics to export: This section is used to select the statistic items to save.

Copyright © 2014-2022 ZTI Communications. All rights reserved.

Page 64/222



NetDisturb Part 7 Using the NetDisturb Client

7.2.6 Help Menu

I Help

Open the User Guide
About...

7.2.6.1 Help/Open the User Guide

This command opens the NetDisturb User Guide as a PDF file. So you need a PDF reader to view
the contents.

7.2.6.2 Help/About
This command displays the version number and copyright of the software.

7.2.7 Hide or Show Aggregates Menu
This menu has two states:

File Edit Actions Working Modes Statistics Help - Show Aggregates »»

Or
File Edit Actions Working Modes Statistics Help - =« Hide Aggregates

By clicking on the 'Show Aggregates' menu, the NetDisturb Client window is enlarged on the right
and shows the aggregates area:

NetDisturb Client - |

File Edit Actions WorkingModes Statistics Help  «= Hide Aggregates
Flows to impair using fiters ———————————————————  Fiow #01 |

 View [ Run#01 || witog — Impairments to apply on packets going from Ato B
. ¥ Loss & Duplication
 View Run#02 |[7] wiLog -oup
. . [tione) =] [mioney
 View Run#03 |~ wilog
) N Define Define
T View Run#04 |[~ wilog (Hone) | = || %04
f = (nonej | =|| #05
© View [T Run#05 ][ wiLog N . P— | J|
pplication Rules - —
© View [ Run#06 | wilog Packets 0 — Packets | ) toner -]l

ENHANCED EDITION

1=
= =
L=

Delay & Jitter ntent Impairment

. | p = - tone) | || #07
s V\ewl— S Packetsis 0 pis O Packetsis [ 0pis | ) J|

; Thraughput 0.00 bis LostDuplic. PHs 0 [0.0%] Throughput 0.00 bis ,—Mme; > ,_#D&
" View Run #08 | [T wiLog —— S0 =

‘ : i

. N (Mone) | =|| %08
T View | Run#09 |7 wiLog ‘ (N0 Fiter Selected)  + ( Wociified Pits 010.0%)

 View Run#10 | [~ wiLog o o

. . > K= = [toney T =] 0
© View Run #11 | [ wilog Alnterface @ ' ' 0‘5 Interface

) N < L ione) | v|| #12

Covew[ | 2z | - A
Ve L L] (e pilcsion) 'I(NDF\NE[ s.:lemed) j‘ o|==
 View [ Run#13 'l' wilog * IW
impairments on B to A

 View [T Run#14 |~ wilog Outoing o & Incoming on B —
b N 0 LostDuplic. Pits 0 [0.0%] Packets [0 [_tone) MEE

. " Pachets
© View Run#15 | [ wilog — —— ——

¢ ) Fackets/s 0 pis o= Dtz Hik IoTx] - Fackets/s 0pis || #8
© view [ Run#16 |7 wiLng Throughput, [ 000 b WModified! PHs: 0[0.0%] Throughput [ 0.00 bis ctiene) [ -] |other

Unfitered - Flows, Frames & Packels————
= Configure Aggregates
"{_ View [All -] [@ Run ] wiog - Impairments to apply on packels going from B to A LR

¥ Automaticaly Start with fitered Flow(s) Loss & Duplication Delay & Jitter Content Impairment T:Em )
(None) j |[Nune: j |(Nune> j © aaregate s 8

consecutive set of

Configure Fiter I Configure Fiter

" View Per-Flow Statistics
- 7= Dot Flows sharing the same._
efine efine efine ¥ e n
Run All Stop Al Delay & Jitter laws. Al
Flows of an aggregate

share only one
aggregate’s Delay &

Cumulative Statistics of the Interfaces (based on Network nterface Cards

s [ e Throughput Reception _ Received PHis _Fitered Pits__ Sent Pits Throughput Transmission Jiter lawe, There is one
FromAto B 0.00 bis 0pis [ 0p 0p 0.00 bis Upis || aggregate Delay & Jitter

CPUUsage: [ 10%

FromB oA [ 0.00 bis. | opis | op |

op | 0.00bis | O pis law per direction
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By clicking on the 'Hide Aggregates
aggregates area:

File Edit Actions Working Modes Statistic

Flows to impair using fiters

& Vewl— [~ wiog
el v»ewl— I~ wiog
Covew[ ™ wilLog
e V»ewl— ™ wiLog
Covew[ I~ witog
el v»ewl— I~ whog
el v»ewl— ™ wiLog
Covew[
Covew[ I~ wiog
Covew[ I™ wiLog
fal V»ewl— I~ wiog
Fa V»ewl— ™ wilog
Covew[ ™ wilLog
fal v.ewl— ™ wilog
e V»ewl— ™ wiLog
Fal V»ewl— ™ wilog

™ wiog

menu, the NetDisturb Client window is reduced by hiding the

Help  Show Aggregates »»

ENHANCED EDITION

Impairments to apply on packets going from A to B

Loss & Duplication Delay & Jitter

Content Impairment

(None)

=] [tone)
Define

(None)

=] [tvone
Define

=]
Define

Incaming on & ————— Application Rules:
0

l—
Packets/s Opls

Throughput 0.00bls

Packets
Imparments on Ato 8

LostiDuplc. Phts 00.0%)]

Outgoing on B ————
0

—
—

Opis

Packets

-

Packets/s

Thrcughpt [~ 0,00 bis|

010.0%]
0 0.0%]

Delayed Prts
Modified Phts

‘ (N Fitter SE.\ECIBEI) hd '

a
>

Alnterface ) Configure Fiter

-

Configure Fiter

}

«

i @ Binterface
o
<

Imparments on B oA
LostDuplic. Pits

Qutgising on &
Packets

Packetsis Delayed Pkts

0[0.0%]
010.0%]

Thraughput Modlfied Pits 0 [0.0%]

Flows & Packets unfitered

© View [Only P Packets ~| [ Run_||~ wilog

¥ Automatically Start with fitered Flow(s)

Rule i

Iricerming on B
Fackets

Packets/s
Throughput

- Impairments to apply on packets going from B to A

Loss & Duplication Delay & Jitter

Content Impairment

" View Per-Flow Statistics

Run All Stop Al

(None}

-1 I(Nnne}
Define

(None)

-1 |(Mune;
Define

View Alarms
CRUUsage: [ sEW

Alarms:

Cumulative Statistics of the Interfaces (based on Network Inferface Cards level)
Throughput Reception _ Received Phis _Filtered Phis

Sent Pids Throughput Transmission

0p 0.00bis

FromBtoA [ 000 bss [

op [ 000bs [
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7.3 The Flows

This section describes the left part area of NetDisturb Client user interface.
7.3.1 General Description

— Flows to impair uging fiters

I Viewl REVP

i Run#01 |~ wilog

 View | ICMP

i Run #02 | [~ wilog

 View | POP3

i Run #03 | [~ wilog

 View | WVLAN-103

i Run #04 |~ wiLog

 View | MS-5aL

i Run #05 | [~ wilog

 View | PostgreSQL

) Run #06 |~ wilog

 View | DSCPAF3

i Run #07 |~ wiLog

r View| DSCP EF

i Run #03 | [~ wilog

 View | HTTP

i Run#09 |~ wilog

r ‘-.-'iewIFI'F‘

i Run#10 |~ wilog

 View | SIP

i Run#11 | wilog

 View | Video PT 64

i Run#12 |~ wilog

T View | IMAP

i Run#13 | [T wilog

 View | Telnet

i Run #14 | [~ wilog

 View | Netbios

i Run#15 |~ wilog

T View | RTP

) Run#16 | [~ wilog

— Unfitered - Flows, Frames & Packets

i
 View IAII

j & Run [T wilog

v Automatically Start with fitered Flow(s)

" View Per-Flow Statistics

Run All | Stop Al |
Dashboard
Alarms: View Alarms ... |
I CPU Usage: 19 %

Flows to impair using filters

This button is used to access the details configuration and
statistics of a specific Flow.

RSP

This edit area is used to name the flow with a mnemonic
that helps to remember impairment parameters or filter
used. Up to 16 flows with filters can be defined.

[Orunzot | [B5tp#0i]

Each Flow can be started or stopped individually.

The button ‘Run/Stop #XX' indicates the status of the
Flow will get if the button is pressed. This button is
grayed when Interfaces A and B aren’t defined.

[JwiLog (Enhanced Edition only)
Once a filter is defined for a flow, it's possible to trace the
events and packets to impair when the flow is running if
this option is checked.

Unfiltered Flows, Frames & Packets
Unfittered - Flows, Frames & Packets

j & Run [T wiLog

v Automatically Start with fitered Flow(s)

" View |A||

The "All "/"Only IP Packets" object is in charge to handle
the remaining traffic that wasn't filtered by the previous
Flows. It can’t be renamed: its specific characteristics
are described in paragraph 7.3.2.

The “Automatically Start with filtered Flow(s)” option
allows the unfiltered frames to go through NetDisturb
with the first running flow.

View Per-Flow Statistics
() View Per-Flow Statistics

When selecting this button, you can get an abstract of
the activity of all flows. Details can be found in paragraph
7.3.3

Bottom buttons

The ‘Run All' button starts all Flows, except the Flows
that don’t have a filter defined.
The ‘Stop All’ button stops all running Flows.

Dashboard
Alarms: | |

CPU Usage:

Alarms: this error counter is the number of alarms
returned by the NIC driver indicating that some errors
(CRC errors, NIC or driver buffer overrun) have occurred
from the started time of the NIC. When pressed, the
"View Alarms..." button displays a pop-up window with
alarm details.

CPU Usage: indicates the level of processor activities.

[\.-"iew Alarms ... l
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7.3.2 Unfiltered Flows, Frames & Packets

This object is in charge to handle the remaining traffic. This is why there is no need to have a filter for
this object. The remaining traffic (not filtered by the Flows from #01 to #16) could be one of the
following:

Unfitered - Flows, Frames & Packetz h . q q h ‘ hat h b
_ - The traffic considered is the IP frames that haven’t been
" View [only IP Packets ¥ | [€) Run |I™ wilog filtered by Flows #01 to #16. Only the IP Frames are
[V Automatically Start with fitered Flow(s) eligible when this option is selected.
Unfiltered - Flows, Frames & Packets The traffic considered consists in all Ethernet frames
i = that haven’t been filtered by Flows #01 to #16. The IP
€ View IA" j [‘EMF wiLog frames as well as all the other Ethernet frames (such as
v Automatically Start with fitered Flow(s) ARP or MPLS frames) will be considered when this
option is selected.

This object can be used to filter other IP packets not defined by previous Flows.

The same operations apply to this ‘17" Flow as on the other Flows (Run/Stop, Run All / Stop All,
etc.)
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7.3.3 View Per-Flow Statistics
To get this view you have to press the View Per-Flow Statistics button.

File Edit Actions Working Modes  Statistics  Help Show Aggregates ==
— Flows to impair using fiters Per-_Flow Statistics | ENHANCED EDITION
& View| FTRHTTP & Stop #01 | [T wilog % |  THROUGHFUT(M) | FACKETS(IN) | LOSTFKTS | DELAYED FKTS | MODIFIED PKTS |

) = 0.00b5s Opis 0[0.0%] 0[0.0%] 0[0.0%]
£ View | SNMP Stop #02 wiflo
I [U—D] = g 0006 Opis 0[0.0%] 0[0.0%] 0[0.0%)]
" View | TCP GStDD #03 |_ welog D00b's Dpis 0 [0.0%)] 0 [0.0%)] 0 [D.0%]
I 000b5s Opis 0 0[0.0%] 0[0.0%] 0[0.0%]
[ View| ICHP & Stop #04 | [~ wilog 197kbis 41 pis 0[0.0%] 1083 [100%] 0[0.0%]
_ 1.26 Mb/s 105 pis 0[0.0%] 2097 [100%] 0[0.0%]
& Vier uop (L )Stop #05 | [ wilog 824 bis 1 pis 0 [0.0%] 28 [100%] 0[0.0%]
) _ 584bis  1pis 0[0.0%] 0[0.0%] 0[0.0%)
£ View [ VLAN i stop #06 | [~ wilog 4.08 Mbis 340 pis 10808 1080 [10.0%] 9726 [90%) 0 [0.0%]
 View I 3P [Gstup 7 ] Elwioy 7.97 Mbis 5863 pis 2.0e5 25938 [15%] 1.7e5 [85%] 0[0.0%]
0.00b5s Opis 0 0[0.0%] 0[0.0%] 0[0.0%]
el Viewl [ Run#08 |7 wilog 0.00bis 0pis 0[0.0%] 0[0.0%] 0[0.0%]
: 000is Opis 0[0.0%] 0[0.0%] 0[0.0%)
[ Viewl Run #09 |[~ wilog 000s Opis 0[0.0%] 0[0.0%] 0[0.0%)
. . 000bis ©Opls 0[0.0%] 0[0.0%] 0[0.0%]
o Viewl Run #10 | wilog
el Viewl [ Run#11 |7 wiLog
[ Viewl [ Run#12 |7 wiLog
[ Viewl [ Run#13 | wiLog
el \.r'iew| [ Run#14 |
el Viewl [ Run#15 |
el Viewl [ Run#16 |

000bis Dpis 0[0.0%] 0[0.0%] 0[0.0%])
— Unfitered - Flows, Frames & Packets

000bis Opls 0[0.0%] 0[0.0%] 0[0.0%]
 View IAII vl

000bis Dpis 0[0.0%] 0[0.0%] 0[0.0%])
¥ Automatically Start with fittere

000bis Opis 0 [0.0%] 0 [0.0%] 0[0.0%]
000bis Opis 0 [0.0%] 0 [0.0%] 0[0.0%]
0.00bis Opis 0 [0.0%] 0 [0.0%] 0[0.0%]
000bis Opis 0 [0.0%] 0 [0.0%] 0[0.0%]
000bis Opls 0[0.0%] 0[0.0%] 0[0.0%]
000bis Opls 0 [0.0%] 0 [0.0%] 0[0.0%]
000bis Opls 0 [0.0%] 0 [0.0%] 0[0.0%]
0.00bis Opis 0 [0.0%] 0 [0.0%] 0[0.0%]
000bis Opls 0[0.0%] 0[0.0%] 0[0.0%]
000bis Opis 0 [0.0%] 0 [0.0%] 0[0.0%]
000bis Opis 0 [0.0%] 0 [0.0%] 0[0.0%]
000bis Opis 0 [0.0%] 0 [0.0%] 0[0.0%]
000bis Opis 0 [0.0%] 0 [0.0%] 0[0.0%]
000bis Opls 0[0.0%] 0[0.0%] 0[0.0%]

P =T = = T T T O e T T T T T T = T~ = M= T

0
0 [0.0%] 0 [0.0%] 0[0.0%]

0[0.0%] 0[0.0%] 0[0.0%]

= o ccccccoccccoccccccncnogguc_-qﬂcno

000bis Opis
000bis Opis

=]
=

Fun Al | Stop All |

Dashboard Cumulative Statistics of the Interfaces (based on Network Interface Cards level)

Alarms: I View Alarms ... | Throughput Reception Received Pkis  Filtered Pkis Sent Pkis Throughput Transmission

FromAte B 3.95 Mb/s 365 pis 18295 p 18295 p 17187 p 3.56 Mbl= 332 pis
CPU Usage: 42 % From B to & 8.96 Mb's 5945 pis 316668 p 316667 p 285742 p 7.79 Mz 5072 pis

On this screenshot no Flow is running.

Detailed Description:

> | | % | THROUGHFUTON) | FACEETS(M) | LOSTFKTS | DELAYEDFETS |  MODIFIEDFTS |
AteB 0 000bs Ops g 0 [0.0%] 0 [0.0%] 0 [0.0%]
*lBwa o 000bs Ophs 0 0 [D.0%)] 0 [0.0%) 0 [0.0%]

(>2) The two arrows allow you to scroll the statistics synthesis window in order to view the
hidden statistics. In order to change the order of the columns, simply drag and drop them. These
columns can be also resized.

There is one line per direction of the exchange. The upper line refers to the A Interface to B Interface
direction. The second line is the opposite direction.

%: This column shows the percentage of packets from A to B or from B to A which correspond to the
selected filter criteria regarding the total number of packets treated by NetDisturb (respectively from
Ato B or from B to A).
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THROUGHPUT(IN) or Incoming Throughput: This column shows the instant or average
throughput, depending on the Display Configuration chosen (more details are available in paragraph
7.2.3.1 Actions/Configuration).

The Incoming Throughput shown in the upper line refers to data received by the ‘A Interface’
applying the IP Filter (or ‘B Interface’ for the second line respectively).

PACKETS(IN) or Incoming Packets: This column presents the number of packets received. It is a
cumulated value.

LOST PKTS or Lost Packets: This column presents the number of packets lost, and the percentage
of those packets regarding the global number of packets filtered, for the relevant direction. In case of
duplication, this counter shows the number of generated packets by the duplication process.

DELAYED PKTS or Delayed Packets: This column presents the number of delayed packets, and
the percentage of those packets regarding the global number of packets filtered (Incoming Packets
column), for the relevant direction.

MODIFIED PKTS or Modified Packets: This column presents the number of packets of which the
content has been impaired, and the percentage of those packets regarding the global number of
packets filtered (Incoming Packets column), for the relevant direction.

PACKETS(OUT) or Outgoing Packets: This column presents the number of packets sent from one
interface to the other. It is the number of packets filtered (column Incoming Packets) minus the
number of packets lost (Lost Packets column), for the relevant direction.

THROUGHPUT(OUT) or Outgoing Throughput: This column shows the instant or average
throughput, depending on the Display Configuration chosen (more details are available in paragraph
7.2.3.1 Actions/Configuration). The Outgoing Throughput column shown in the upper line refers to
data sent to the B Interface (or A Interface for the second line respectively).
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By default, all of the statistical columns are displayed. The NetDisturb Client offers the possibility to
hide the non-mandatory columns. To access to the configuration window showed below, right click
on the statistical area to open it. When a column is selected, this one is inserted at the end of the tab.

Per-Flow Statistics |

{ == || % | THROUGHPUT(IN) | PACKETS(IN) |  LOSTFKTS | DELAYED PKTS
{Atn B 0 0.00b's  0Opis 0 000t 000
M letos o 0.00 b/ Opis a] 0 [0.0%] 0 [0.0%
{Atn B 1] 0.00bis  Opfs 0 0 [0.0%] 0[o.o%
e lgtos o 0.00bfs  Opis a] 0 [0.0%] 0 [0.0%
AtoB 1] 0.00bfs  Opis o F 0 [0.0%)] 0[o.o%
03 - -
Btos O 0.00 bz O pis R th click 'moos 0 [0.0%
Ato B 0 0.00 bfz O pi= u U [0.0%] 000w
#04 Htn n n nnn his nnlz / mnom N nmnx
7 | MetDisturb Client - C%e Statistics @
Select the statistics columns to display
[ Percentage of Packets fitered (%)
[w Incoming Throughgput
[v Outgoing Throuhgpt
[w Incoming Packets
[w Cwtgoing Packets
[v Delayed Packetz
[ Lost Packets
[v Modified Packets
Ay Cancel
p The display preferences (order, size and visibility) of the statistical columns are saved into
the context file
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When some Flows are active, corresponding lines are colored as shown below:
- The green color is related to the A=»B direction
- The gray color is related to the B=»A direction

File Edit Actions

Working Modes  Statistics  Help

— Flows to impair using fiters

€ View | UDP Port 2009

& stop #01 | [T wilog

€ View | UDP Port 2010

@stop 02 | [ wilog

€ View | UDP Port 2011

69 Run #03 |~ wilog

€ View | UDP Port 2012

& Stop #04 | [T wilo

€ View | UDP Port 2013

& Stop #05 | [T wilon

€ View | UDP Port 2014

§dstop #06 | [ wiloy

€ View | UDP Port 2015

& Stop #07 | [T wilon

€ View | UDP Port 2016

69 Run #08 |~ wilog

€ View | UDP Port 2017

& Stop #09 | [T wilog

€ View | UDP Port 2018

& Run #10 |~ wilog

€ View | UDP Port 2013

@ stop#11 | [ wilog

€ View | UDP Port 2020

& stop #12 | [T wilon

€ View | UDP Port 2021

& Run #13 |~ wiLog

€ View | UDP Port 2022

& Run #14 |~ wilog

€ View | UDP Port 2023

@ stop #15 | [T wilog

€ View | UDP Port 2024

& stop #16 | [~ wilon

— Flows & Packets unfitered

 View IAII Packets

j @ stop [T wilog

¥ Automatically Start with fitered Flowi(s)

& View Per-Flow Statistics

Run All |

Stop All |

Dashboard

Show Aggregates ==

Per-Flow Statistics

ENHANCED EDITION

THROUGHFUTIN) | FACKETS(IN) | LOSTFKTS |

DELAYED PKTS

[ MCOCIFIED PKTS |

ra

522 kbfs 43 pis 2834
B79kbis 57 pis
828 kb's 210 pis
63.7kbis 47 pis
0.00bs Opis
000bis Opis
0 pis
Opis
000s Opis
12.9 Mb/s 1074 pis
0.00bs Opis
11.3 Mbis 944 pis
000is Opis
12.9 Mb's 1073 pis
000is Opis
000bis Opis
2.88 Mbis 1853 pis
10.7 Mbis 882 pis
000is Opis
000s Opis
0.00bs Opis
000bis Opis
000bis Opis
11.3 Mbis 941 pis
000is Opis
0.00bs Opis
000bis Opis
000bis Opis
4.02 Mbis 1488 p's
11.2 Mb/s 931 pis
000s Opis
12.7 Mbis 1058 pis
264 bis  1pis
13.1 Mbis 1087 pis

0[0.0%]
0[0.0%]
0 [0.0%]
0 [0.0%]
0 [0.0%]
0[0.0%]
0[0.0%]
0 [0.0%]
0[0.0%]
0 [0.0%]
0 [0.0%]
0[0.0%]
0 [0.0%]
0 [0.0%]
0 [0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0 [0.0%]
0 [0.0%]
0 [0.0%]
0[0.0%]
0[0.0%]
0 [0.0%]
0 [0.0%]
0 [0.0%]
0[0.0%]
0 [0.0%]
0 [0.0%]
0 [0.0%]
0 [0.0%]
0[0.0%]

0.00 bis
0.00 bis

e = = = = T =T =T ]

0 [0.0%]
0[0.0%]

0[0.0%]
0[0.0%]
0 [0.0%]
0 [0.0%]
0 [0.0%]
0[0.0%]
0[0.0%]
0 [0.0%]
0[0.0%]
0 [0.0%]
0 [0.0%]
0[0.0%]
0 [0.0%]
0 [0.0%]
0 [0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0 [0.0%]
0 [0.0%]
0 [0.0%]
0[0.0%]
0[0.0%]
0 [0.0%]
0 [0.0%]
0 [0.0%]
0[0.0%]
0 [0.0%]
0 [0.0%]
0 [0.0%]
0 [0.0%]
0[0.0%]
0 [0.0%]
0[0.0%]

0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]
0[0.0%]

Alarms: I

CPU Usage: I 32%

Cumulative Statistics of the Interfaces (based on Network Interface Cards level)
Throughput Reception Received Pkts  Fitered Pkis

Sent Pkis

Throughput Transmission

FromAto B 8.12 Mbi's 3674 pis 149973 p 149973 p

149973 p

8.12 Mb/s 3674 pis

From B to A 96.8 Mb/'s 8099 pis 670083 p 670083 p

670071 p

96.6 Mbis 8055 pis
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7.4 The Impairment Parameters and associated Commands

The impairment parameters are defined by using a Loss & Duplication law and/or a Delay & Jitter
law and/or a Content Impairment law. These parameters can be modified from the top (for A to B
direction) and bottom part (for B to A direction) of the NetDisturb Client main window.

Flow #08: TCP-Test | STANDARD EDITION  §

Impairments to apply on packets going from A to B

Loss & Duplication Delay & Jitter Law Content Impairment
Percentage of Loss V| | Router Simulation with Delay hd | |N|:|rma| Law Impairment V|
Loss: Percentage Router Simulation & Constant Normal Law (Laplace-Gauss)
Delay
e
Incoming on A Qutgeing cn B

Application Rules

Packets

N |
Packets/s Impairments on A to B Packetsiz
Throughput | 0.00 bis LostiDuplic. Pkts 0 [0.0%] Throughgput 0.00 bis

f Delayed Ptz 0 [0.0% 1

|TE'.F' Fitter 3 | Modified Pkis 0 [0.0%]

| |
Alnterface '- Configure Fitter Configure Fitter '-

The "Configure Filter" button allows you to specify the parameters for the incoming packets of the
Flow, and there is one button per direction:

il

Ef
:

- Direction A ®» B: use the left "Configure Filter" button to configure the parameters of the filter to
use over the A interface

- Direction B ® A: use the right "Configure Filter" button to configure the parameters of the filter
to use over the B interface

Selected filter for incoming packets over the A Interface

Configure the filter for the A Interface

° — 1
T y
|TCP — 3 | Mgl Prts 0 [0.0%]
| |
Alnterface r- h @ B Interface
Application Rules - n
| / | , (No Fiter Selected) | % (

Configure the filter for the B Interface

Selected filter for incoming packets over the B Interface

The Filter allows you to select packets to process and eventually the rules to apply the impairments.
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Once a filter is defined for a direction (A % B or B ® A), the impairments can be defined by using the
objects presented below:

Impairments te apply on packets going frem A to B
Loss & Duplication Delay & Jitter Law Content Impairment

|Peroentage of Lozs ( ; ‘Ruuter Sirnulation with Dela( s |Nnrmal Law Impairment ( s

@s Percentage @wulﬂtlun & Constant W Mormal Law (Lﬂpl@ss;
Delay e

"'"\—|_
B
~ T
Impairments to apply on packetz going from B to A
Loss & Duplication Delay & Jitter Law Content Impairment
Duplicate 1 Packst out of 20 V| |Cunstant Delay V| |(Nnne} V|

Duplication: Constant Delay {Mone)
1 Packet out of M Define Define Define

Each section for the impairment law is composed of 3 objects:

- (1) The combo-box allows you to select the defined law
- (2) The resume of the law selected in the combo-box
- (3) The Define button allows to define and modifying the impairment law.

The center part (shown below) displays statistical counters for the two interfaces:

Incoming on A CQutgoing cn B

Application Rules

vases [ 0] | | N
Packets/s Impairments on A to B Packetziz
Throughput | 0.00 bis LostDuplic. Pkts 0 [0.0%] Throughput 0.00 bis
* Delayed Phis 0 [0.0%]
|TC.F‘ Fiter - | Madified Pkts 0 [0.0%]
| |
A Interface o l_ Configure Fiter Cunfgure Fitter ‘i o B Interface
Application Rules
| | | TCP Fiter " |

Impairmentz on B to A

Qutgeing on A Incoming cn B

LostiDuplic. Pkt 0 [0.0%] Packets

.

Packetz
Packetzrs 0 III-"S * DE|E':.-'EL'1 Pki= 0 [U.l:l".-ﬁ] * Packetziz 0 ﬂ-‘ls
Throughput 0.00 biz Modified Pkts 0 [0.0%] Thraughgt 0.00 bi=

D

e Incoming on A (or Incoming on B)

In the upper left for the A interface (bottom right corner for the B interface), the "Incoming on A" (or "
Incoming on B") object displays:

- number of incoming Packets matching the Filter for the interface

- number of incoming Packets/s matching the Filter for the interface

- the incoming Throughput
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e Application Rules and Statistics for the Impairments

Application Rules Application Rules

Impairments en A to B Impairments on B to A

0 [0.0%] 0 [0.0%]

0 [0.0%] 0 [0.0%]

0 [0.0% 0 [0.0%]

Direction A=» B Direction B » A

When the Flow is running, the following information is displayed and refreshed:

- Application Rules: The possible status are the following:
= Waiting for trigger
= Delay before impairments
= Applying impairments
= Delay before next cycle
= No more impairment
= No impairments law selected

- Impairments on A to B (or B to A):

e Lost/Duplic. Pkts counter (Lost / Duplicated Packets)

With a loss law, this counter displays the number of lost packets and the ratio of packets lost on
the number of filtered packets for the current Flow.

With a duplication law, this counter displays the number of generated packets by the
duplication process and the ratio of generated packets on the number of filtered packets for the
current Flow.

In the case of the "Loss (1 out of N) then Duplicate (1 out of M)" law, it displays the number of
lost packets added to the number of generated packets by the duplication process.

¢ Delayed Pkts counter (Delayed Packets)
The number of delayed packets and the percentage of delayed packets on number of filtered &
no lost packets are displayed with this counter.

e Modified Pkts counter (Modified Packets)
The number of modified packets and the percentage of modified packets on number of filtered
& no lost packets are displayed.

p Once created a new Filter or a new Law, it will be available to be applied to both
directions (A ®*Bor B =2 A).

7.4.1 Selection of a Filter or Impairment Law

To change the selection of the filter or the law, select the requested filter or law from the list
displayed in the related combo-box. The filter or the law is automatically selected.
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7.4.2 The Filter Configuration
To configure a filter for a flow, press the Configure Filter button as shown below.

Configure the filter for the A Interface

) —
T »
(e Fiter v| Modigd Fhts 0 [0.0%]
W
Alnterface @ - - © B interface

T Application Rules ,| {No Fiter Selected) |(
| yas x

Configure the filter for the B Interface

Filter set to the A interface —-

\ Configure Fiter '- D B Interface
i i l

|TC.F' Fitter v | il

l
A Interface ) '- Configurs Fitter

n
— '| {No Fiter S:E;Ieu:ted} ” |(

Filter not set to the B interface

Red stripes near the combo-box are displayed
when there is no filter set for the interface

A Filter is a set of parameters to select the packets that would be impaired for the flow.

With NetDisturb you can define up to 16 filters, i.e. 16 flows. An additional item named ‘Unfiltered
Flows, Frames, Packets, etc.’ is in charge to handle all flows (IP or not) that have not been user

defined. For this item no filter can be defined, but impairments can be applied.

A Filter is composed of a combination of several items — Predefined Parameters, where each one of
them is optional (except the Frame Type), and it's possible to add a user-defined Pattern Parameter

and Rules to apply the impairments.
Predefined Parameters
Ethernet header
. Source MAC address
. Destination MAC address
. Ethernet Packet Length

- IP Frame Version (IPv4 or IPv6)
- ARP Frame

ARP Operation (Enhanced Edition only)
List of VLAN-ID (Ethernet frames 802.1Q)

List of MPLS-ID
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IP Header

. Source IPv4 address
Source IPv4 address mask
Destination IPv4 address
Destination IPv4 address mask
Source IPv6 address
Source IPv6 address mask
Destination IPv6 address
Destination IPv6 address mask
Protocol (ICMP, TCP, UDP, GRE, ...)
Differentiated Services Code Point (DSCP) / ToS Byte

List of Ports (for TCP or UDP packets)
Source port list
Destination port list

Protocol primitives (only for Enhanced version): ARP, DHCP, DNS, FTP, FTP-DATA, HTTP,
NTP, RTP and SIP.

Pattern Parameter

The Pattern Parameter is a user-defined filter based on the Ethernet packet content (search for
a defined pattern with an offset in the Ethernet frame content).

The pattern parameter is composed of:

- Offset (decimal value)

- Pattern (hexadecimal string)

- Result (hexadecimal string)

The analysis starts at the Offset position of the Ethernet frame, where the content ANDed with
the Pattern (up to the pattern length) should be equal to the Result.

The Pattern Parameter can be used alone or in addition to predefined parameters.
Rules applying to Impairments

User-defined rules may be associated with the filter to condition the applying of the
impairments:

- Start when finding a Trigger (a trigger is defined with 3 parameters: Offset, Pattern, Result)
and impair or not the frame that has triggered

- Delay before applying impairments: number of packets or elapsed time expressed in
milliseconds or seconds or minutes or hours

- Stop impairments after: number of packets or elapsed time expressed in milliseconds or
seconds or minutes or hours

- Define a loop for the rules above with 2 parameters:
= Create aloop and apply it n times
= Pause between each loop (expressed in number of packets or elapsed time in
milliseconds or seconds or minutes or hours)
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By default, the following Filters are included with the default context named Default.wsx:

Name of the Filter | Description

(None) This filter disables the Flow because no packet can match a Filter without selection
criteria.

TCP Filter This filter considers only IP packets with a protocol set to TCP.

UDP Filter This filter considers only IP packets with the UDP protocol.

HTTP Filter This filter considers IP packets with the TCP protocol and the destination ports 80 or
8080.

HTTPS Filter This filter considers IP packets with the TCP protocol and the destination port 443.

ICMP Filter This filter considers only IP packets with ICMP (01) protocol.

SMTP Filter This filter considers IP packets with the TCP protocol and the destination port 25.

NETBIOS Filter This filter considers IP packets with the TCP protocol and destination ports 137, 138
or 139.

VolP Filter This filter considers IP packets with the UDP protocol and the destination port 1250.

TFTP Filter This filter considers IP packets with the UDP protocol and the destination port 69.

VNC Filter This filter considers IP packets with the TCP protocol and destination port 5900.

Printer Filter This filter considers IP packets with the TCP protocol and destination port 9100.

TELNET Filter This filter considers IP packets with the TCP protocol and the destination port 23.

GRE Filter This filter considers IP packets with the GRE (x2F) protocol.

FTP Filter This filter considers IP packets with the TCP protocol and the destination ports 20 or
21.

BGP Filter This filter considers IP packets with the TCP protocol and destination port 179.

MS-SQL-S Filter This filter considers IP packets with the destination port 1433.

VLAN Filter This filter considers IP packets when the VLAN ID is included between 1 and 5.

POP3 Filter This filter considers IP packets with the TCP protocol and the destination port 110.

NTP Filter This filter considers IP packets with the UDP protocol and the destination port 123.

RSVP Filter This filter considers IP packets with the RSVP (x2E) protocol.

SCTP Filter This filter considers IP packets with the SCTP (x84) protocol.

SIP Filter This filter considers IP packets with the following parameters: UDP protocol,
destination port = 5060, SIP returned status = OK, SIP Request = INVITE.

RTP Audio filter This filter considers IP packets with the following parameters: UDP protocol, payload
type = 9 (G.722)

RTP Video filter This filter considers IP packets with the following parameters: UDP protocol, payload
type = 31 (H.261)

m Supplementary filters may be added depending of the product release.

To define or edit an existing Filter, press the Configure Filter button as indicated below:

Copyright © 2014-2022 ZTI Communications. All rights reserved. Page 78/222



NetDisturb Part 7 Using the NetDisturb Client
Configure the filter for the A Interface
T —— 1

Configure Fitter

q )
Alnterface ) "
—

Configure Fitter

T Application Rules

/

q

) B Interface

l
'| {No Fiter Selected) |‘
.

Configure the filter for the B Interface

Then the following window will appear:

M
NetDisturb Client - Configure Filter - From A to B = - - M

Filters List

News Fitter I Copy | Delete | Rename | L | annl
(Mo Fitter Selected)

Filter Configuration

Predefined Parameters Pattern Parameter
I Step 1: Choose a Parameter (Set #-842150451)

Association with another Flow (Enhanced Edition)

I~ Azsocistion with:

Filter Description

Add a Set of
Predifined

Parameters

Delete the
Current Set of
Farameters

[l =]+ Ethemet Header

- Source MAC Address
l - Destination MALC Address
- Ethernet Packet Length
L - WLANAD
- MPLS-D
| - BAP Frame
i - 4AP Operation Code
- |P Frame Wersion
I = IP Header
Il Source [Pyvd Address

i Source |Pyvd Addiess Mask

i Destination IPv4 Addiess

- Destination |Pyv4 Adddress Mashk
- Source |PvE Address

i Gaurce IPYE Address Mask,

The Association is available in 2 cases:
1} SIP (Primitive or Return code) == Azsociation == RTP paylead
2) FTP (Cemmand or Return code) == Association == FTP DATA.

I Rules applying to Impairments. |
Step 2: (Mo Parameter Selected)

Operator;

£ User-defined value or ligt: I

' Predefined value:

Add thiz parameter a

LCancel

I :,'

=l |
|
Delete this parameter a

I Mo walue selected]

This window allows you to create a new Filter or modifying an existing one.

If "(None)" is selected, only the New Filter button is enabled and the tabs to define the parameters

are disabled.
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If you select a preexisting Filter in the current list-box, then the parameters of this Filter can be
viewed and the first "Predefined Parameters" tab is set as in the example below:

T ——
NetDisturb Client - Configure Filter "UDP 2009" - From At B E

Filters List Association with another Flow (Enhanced Edition) @

New Fitter I Copy T Delete | Renamel up | Duwnl [T sssocigtion with; 1€ /Association is available in 2 cases: ™.
1} SIP (Primitive or Return code) == Azsociation == RTP paylead

2) FTP (Command or Return code) == Association == FTP DATA.

WNC Filter -
Printer Fitter
Telnet Fiter o
GRE Fitter Description of "UDP 2009"
FTP Fitter = E| F@rter Parameters
BGP Fitter i [l Fitter Predifined Parameters Set #1
MS-SQL-3 Filter = Add a Set of IP Frame Version: [EQUALS TO] IPv4
| |VLAN Fitter Predifined i~ [AND] Protocal: [EQUALS TO] 17 oK
POP3 Filter Paramet H i [AND] Source Port: [EQUALS TO] 2009
| |NTP Fitter i Rules applying to Impairments: none
RSWP Filter Delete
" |=CTP Fitter Current Set of @ Cancel
i SIP Fiter Parameters |
RTP Audio Fitter
I RTP \ideo Fitter
UDP 2009 - I
I &l
Configuration of "UDP 2009" I
B
Predefined Parameters | Pattern Parameter I I Rules applying to Impairments |
|| Step 1: Choose a Parameter (Set #1) Step 2: Define the parameter "IP Frame Version"
Il [=- Ethemet Header -
- Source MAC Address | Uperator IEC'“E'IS ta j'
| - Destination MALC Address r ) .
I zer-defimed wal list:
- Ethermet Packet Length SErHEnER EE B I
I - WLAN-ID = ' Predefined value: I IPd LI
- MPLS-D
-~ ARP Frame Add this parameter Delete thi met
. A
t - ARP Operation Code E g A LS
i - |P Frame Wersion Help . .
B- ”? Header Select one or more values from the predefined list,

- Bource 1Pwd Address

L Source IPvd Addiess Mask

Destination 1Pv4 Address

Destingtion [Pvd Address Mask

i Source [PYE Address

i Source |PvE Addess Mask -

This window is composed of several areas:

e (1) Filters List: List of the defined Filters: a list-box displays the defined Filters and five buttons
allow you to manage the Filters: New Filter, Copy, Delete, Rename, Up and Down.

e (2) Filter Description: the list-box displays the detailed characteristics of the Filter and the
specific impairment rules if specified, as shown in the example below:

Description of "Test Filter"

[=)- Fitter Parameters
i i IPFrame Version: [EQUALS TO] IPv4 [OR] IPv6

- [AND] Protocol: [EQUALS TO] 06 TCP [OR] 17 UDP [OR] 41 SIP (IPv4} / IPv6

B [AND] DSCP: [EQUALS TO] 08 Class 1 [OR] 16 Class 2 [OR] 24 Class 3 [OR]
- [AMND] Pattern Parameter: Offzet 30 / Pattern ED / Result 21

EI Rules applying to Impairments

- Start Impairments after: 10 Second(g)

- Stop Impairments after; 1000 Packet(s)

-- Reapply these rules: 5 times

[
|
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e (3) Filter Configuration: three tabs facilitate defining the parameters of the selected Filter.
- Predefined Parameters (to specify one or several parameters)

- Pattern Parameter (optionally: to specify if a pattern must be defined)

- Rules applying to Impairments (optionally: to specify if impairment rules must be defined)

e (4) Association with another Flow (Enhanced Edition only): available in 2 cases (SIP and FTP)
to correlate control and data flows by example.

e (5) Predefined Parameters sets: to add more parameters to create complex filters.

7.4.2.1 Filters List

Filters List

INew Filter ” Copy ” Delete ”Rename]

The list-box displays the names of the filters defined in the

current context.

(No Fitter Selected)
TCP Filter
HTTP Fitter
HTTPS Filter
ICKP Fitter
SMTP Fitter
NETBIOS Filter
VolP Fitter
TFTP Fitter
WNC Filter
Printer Filter
Telnet Fitter
GRE Filter
FTP Fitter
BGP Filter

~
buttons are available:

- New Filter
- Copy

- Delete

- Rename

- Up

- Down

v

New Filter: this button should be used to add a new Filter in the list.

After pressing this button, a new

displayed to enter a filter name. Then

press OK to validate.

The new entry is added at the end of the

list-box.

To manage the list, add or modify or delete a filter, six

window iS | MetDisturb Client - Mews Filter

Mame of the new Filter:

]

Cancel |

Copy: this button copies the current selected Filter at the end of the list with a new name. The

following example shows the new list-box after copying the existing UDP Filter:

Filters List
INew Filter” Copy ” Delete ][Rename” Up ]Z: 1

TFTP Fittsr ~
VNC Fiter |
Printer Fitter

Telnet Filter

GRE Filter

FTP Fitter

BGP Fitter

MS-SQL-S Fitter

VLAN Filter

POP3 Filter

NTP Filter

RSWP Filter

SCTP Fitter

SIP Fitter

Copy of UDP Filter L3

£
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Delete: this button should be used to remove a Filter from the current list.
First select in the list-box the Filter to delete and then press the Delete button. A confirmation window
is then displayed:

MetDisturb Client 3

Rename: this button should be used to change the Filter name.
Up: to move up the selected Filter of the list one position to the top.

Down: to move down the selected Filter of the list one position to the bottom.

7.4.2.2 Three tabs to define and configure the parameters of the Filter

Once a Filter has been created, you can define or modify the parameters of the Filter and the related
rules by using the following tabs:

- (Tab 1: Predefined Parameters) Optional: Simplest way to define the filter.
- (Tab 2: Pattern Parameter) Optional: Filter based on the Ethernet packet content
- (Tab 3: Rules applying to Impairments) Optionally: to apply specific impairment rules

A Filter is defined by the combination of four types of parameters: Frame Type, MAC header, IP
header and Ports. In the Enhanced Edition, application protocol parameters may be added.

Each parameter of a Filter is optional, but at least one predefined parameter or the Pattern parameter
should be set. When a parameter is set then the parameter has to be present in the frame to match
the Filter.

Each Filter is defined in reference to a direction in order to identify which interface the source and
destination addresses belongs to. If the processes are also applied to the other direction, the
NetDisturb driver reverses automatically the source and destination addresses and ports.
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7.4.2.2.1 Filter: the "Predefined Parameters" tab
This tab allows you to define the needed parameters for the Filter with the following structure:

Configuration of "TCP Filter" » Source MAC Address
Predefined Parameters | Pattern Parameter = Destination MAC Address
Step 1: Choose a Parameter » Ethernet Packet Length
=RF thernet Header ~ * VLAN-ID
Source MAC Address 1 * MPLS-ID
Destination MAC Address = ARP Frame
Ethermet Packet Length = ARP Operation Code (Enhanced Edition only)
ﬂ';‘i’;"lg = |IP Frame Version
ARP Frame = |P Header:
ARP Dperation Cade - Source IPv4 Address
IP Frame Yersion | - Source IPv4 Address Mask
=) IP Headsr - Destination IPv4 Address
Source [Pvd Address _ Destination IPv4 Address Mask
Source IPwd Addreszs Mask
Destination 1Pvd Address - Source IPv6 Address
Destination 1Pvd Address Mask - Source IPv6 Address Mask
Source |PvE Address - Destination IPv6 Address
Source IPvE Address Mask v - Destination IPv6 Address Mask
- Protocol
- DSCP
- TCP/UDP Ports
- FTP DATA (Enhanced Edition only)
- NTP (Enhanced Edition only)
- DHCP (Enhanced Edition only)
- DNS (Enhanced Edition only)
- FTP (Enhanced Edition only)
- HTTP (Enhanced Edition only)
- RTP (Enhanced Edition only)
- SIP (Enhanced Edition only)

(Enhanced Edition only) means that the parameter can't be used with NetDisturb Standard Edition.

7.4.2.2.1.1 List of Values

Some parameters in the Filter can be a list of values. To match the Filter, the packet should include
one value from the list. The syntax of the list allows you to set individual values or ranges of values.
Both individual values and ranges can be mixed. Values are expressed in decimal.

The separator between individual values or range of values is the (;) semicolon character. The syntax
used is very near the syntax of the printer for a set of pages.

Individual Value
An individual value is one and only one value. Example: 135

List of Individual Values
A list of values is multiple individual values, each value separated by a semi-coma.
Example: 25;80;110;435

Range of Values

A range of values is a set of values indicated by the first and the last of the range (first and last
included). The first value is separated from the last value by a dash.

Example: 2009-2020;3000-3100

Complex List
Here is an example including individual values and range of values.

List: 12; 13; 25-30; 50-100; 120
Values matching: 12, 13, 25 to 30 included, 50 to 100 included, and 120
Values not matching: <12,141to024,31to49,101t0119,>121
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7.4.2.2.1.2 Description of the parameters

Source Mac Address

Operator: Equals to

Doesn't equal to

User-defined value or list: enter the MAC address with the following format:
XXXXXXKXXK XX XX

(12 hexadecimal digits grouped by 2 and separated by the colon
character).

Example: Source Mac Address doesn't equal to 00:80:C8:81:37:66
The IP packets having a MAC source address different of 00:80:C8:81:37:66 will belong to this
Flow.

Destination Mac Address

Operator: Equals to

Doesn't equal to

User-defined value or list: Enter the MAC address with the following format:

XX XX XX XX XX XX

(12 hexadecimal digits grouped by 2 and separated by the colon
character).

Example: Destination Mac Address equals to 00:0B:DB:95:3D:BF
The IP packets having a MAC destination address equals to 00:80:C8:81:37:66 will belong to
this Flow.

The reference for the Source and Destination MAC addresses depends on the original
Interface selection. In case the Configure Filter button from the A Interface was

p pressed, the direction from A Interface to B Interface is the reference direction. If the
Filter is re-edited from the B Interface, then the Source and Destination MAC
addresses are inverted automatically by the NetDisturb Client to match the new
direction.

Ethernet Packet Length

Operator: Equals to
Doesn't equal to
Specify the Ethernet packet length from 64 bytes up to 1,514 bytes.
The length may be:
. arange of values (i.e. 64-128 means a length from 64 to 128
bytes)
Individual values separated by a semicolon (i.e. 62;160;364)
A mix of the two previous cases (i.e. 64;128-1294,1514)

User-defined value or list:
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VLAN-ID

Operator: Equals to

Doesn't equal to

User-defined value or list: Specify values from 0 up to 4,095.

As ID List, you can enter:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e. 500;600)
A mix of the two previous cases (i.e. 500;550-560;599)

The VLAN-ID can be used only with Ethernet type 8100 frames. In that case, the IEEE
802.1Q format is assumed.

Dest. | Src. TPID | TCI Standard Ethernet Frame

TPID means Tag Protocol Identifier. It is equal to 8100.
TCI means Tag Control Information. It includes the VLAN-ID as shown:

TCI —- Priority CFlI VLAN ID
16 bits 3 bits 1 bit 12 bits
MPLS-ID
Operator: Equals to

Doesn't equal to

User-defined value or list: Specify values from 0 up to 1,048,575.

As ID List, you can enter:
a range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e. 500;600)
A mix of the two previous cases (i.e. 500;550-560;599)
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ARP Frame

Operator: None
Predefined value: ARP Frame. If the ARP frame type is selected, only the following
parameters can be defined:

Source MAC Address

Destination MAC Address

Ethernet Packet Length

ARP Operation Code (Enhanced Edition only)

ARP Operation Code (Enhanced Edition only)

Operator: Equals to
Doesn't equal to
Predefined value: 9 predefined values can be used such as:
. 01 ARP Request
02 ARP Reply
03 RARP Request
04 RARP Reply
05 DRARP Request
06 DRARP Reply
07 DRARP Error
08 INARP Request
. 09 InARP Reply
Note: several values can be used.

IP Frame Version

Operator: None

Predefined value: Specify the IP version to consider. The version may be:
IPv4
IPv6
IPv4 or IPv6

Important note for IPv4 addresses and masks:

The reference for the Source and Destination IP addresses and masks depends on the
/Q original Interface selection. In case the Configure Filter button from the A Interface was

pressed, the direction from A Interface to B Interface is the reference direction.

When the Filter is re-edited from the B Interface, the Source and Destination IP addresses

and masks are inverted automatically by the NetDisturb Client to match the new direction.
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Source IPv4 Address

Operator: Equals to
Doesn't equal to
User-defined value or list: Specify the IPv4 source address respecting this format:

ddd.ddd.ddd.ddd
where d is a value from 0 to 9.
Example: 192.168.0.1

Source IPv4 Address Mask

Operator: None

User-defined value or list: Specify the IPv4 mask respecting this format:
ddd.ddd.ddd.ddd

where d is a value from O to 9.

Example: 255.255.255.0

This mask is used in conjunction with the IPv4 source

address you defined and with the IP address of the

received packet.

Destination IPv4 Address

Operator: Equals to
Doesn't equal to

User-defined value or list: Specify the IPv4 destination address respecting this
format:

ddd.ddd.ddd.ddd
where d is a value from 0 to 9.
Example: 192.168.0.25

Destination IPv4 Address Mask

Operator: None

User-defined value or list: Specify the IPv4 mask respecting this format:
ddd.ddd.ddd.ddd

where d is a value from O to 9.

Example: 255.255.255.0

This mask is used in conjunction with the IPv4 destination

address you defined and with the IP address of the

received packet.

Important note for IPv6 addresses and masks:

The reference for the Source and Destination IP addresses and masks depends on the
,O original Interface selection. In case the Configure Filter button from the A Interface was

pressed, the direction from A Interface to B Interface is the reference direction.

When the Filter is re-edited from the B Interface, the Source and Destination IP addresses

and masks are inverted automatically by the NetDisturb Client to match the new direction.
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Source IPv6 Address

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify the IPv6 source address respecting this format:
dddd::ddd:dddd

where d is a hexadecimal value from O to F.

For example: FE80::211:43FF:FE03:1959

Source IPv6 Address Mask

Operator:

None

User-defined value or list;

Specify the IPv6 mask respecting this format:

nn (bit mask)
where n is a decimal value from 0 to 9.
The bit mask refers to the high bits of the address used for
comparison with the IP address of the received packet.
For example: 48

Destination IPv6 Address

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify the IPv6 destination address respecting this
format:
dddd::ddd:dddd
where d is a hexadecimal value from O to F.
For example: FE80::211:43FF:FE03:1959

Destination IPv6 Address Mask

Operator:

None

User-defined value or list;

Specify the IPv6 mask respecting this format:

nn (bit mask)
where n is a decimal value from 0 to 9.
The bit mask refers to the high bits of the address used for
comparison with the IP address of the received packet.
For example: 48

Protocol

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a protocol value from 0 to 255

You may define a set of protocols with:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e. 6;17)
A mix of the two previous cases (i.e. 6-15;17;21)

Predefined value:

You can select one or more predefined values among 38
of the combo-box such as:

- 01 ICMP (IPv4)

- 02 IGMP (IPv4)

- 04 IPinIP

-06 TCP

- 08 EGP

- and more...
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DSCP

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a DSCP value from 0 to 63

You may define a list with:
A range of values (i.e. 12-25 means from 12 to 25)
Individual values separated by a semicolon (i.e. 50;60)
A mix of the two previous cases (i.e. 10;25-36;49)

Predefined value:

You can select one or more predefined values among 21
of the combo-box such as:

- 00 DEFAULT PHB (Per-Hop Behavior)

-08 Class 1

- 10 Class 1 Gold (AF11)

- 12 Class 1 Silver (AF12)

- 14 Class 1 Bronze (AF13)

- and more...

TCP/UDP ports :: Source Port

Operator:

Equals to
Doesn't equal to

User-defined value or list;

Specify a port number value from 1 to 65,535 or a port list.
A list of ports may be:
A range of values (i.e. 20-25 means from port 20 to 25)
Individual values separated by a semicolon (i.e. 7;9;80)
Denied individual values if the symbol != is used before
the value (i.e. 1=21)
A range of values and individual values (i.e. 7;9;20-
25;80;435)
A range of values with denied individual values (i.e. 10-
50;!=20;!21 which means ports from 10 to 50 without 20
or 21)

The reference for the Source and Destination ports depends on the original Interface selection. In
case the Configure Filter button from the A Interface was pressed, the direction from A Interface
to B Interface is the reference direction. If the Filter is re-edited from the B Interface, then the
Source and Destination ports are inverted automatically by the NetDisturb Client to match the new

direction.
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TCP/UDP ports :: Destination Port

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a port number value from 1 to 65,535 or a port list.
A list of ports may be:
A range of values (i.e. 20-25 means from port 20 to 25)
Individual values separated by a semicolon (i.e. 7;9;80)
Denied individual values if the symbol != is used before
the value (i.e. 1=21)
A range of values and individual values (i.e. 7;9;20-
25;80;435)
A range of values with denied individual values (i.e. 10-
50;!=20;!21 which means ports from 10 to 50 without 20
or 21)

The reference for the Source and Destination port depends on the original Interface selection.
In case the "Configure Filter" button from the A Interface was pressed, the direction from A

0

Interface to B Interface is the reference direction. If the Filter is re-edited from the B Interface, then

the Source and Destination ports are inverted automatically by the NetDisturb Client to match the

new direction.

DHCP Message Type

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values among 8 of
the combo-box such as:

DHCPDISCOVER (BOOTP request)

» DHCPOFFER (BOOTP reply)
o DHCPREQUEST (BOOTP request)
 DHCPACK (BOOTP reply)
« DHCPNACK (BOOTP reply)
« DHCPDECLINE (BOOTP request)
o DHCPRELEASE (BOOTP request)
o DHCPINFORM (BOOTP request)

DNS Message Type

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

e Query
* Response

DNS Message Operation

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

QUERY
IQUERY
NOTIFY
STATUS
UPDATE
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FTP Returned Status (Enhanced Edition only)
Operator: Equals to
Doesn't equal to
User-defined value or list: Specify a status value from 0 to 65,535 or select one or

more predefined values with the combo-box.
A list of status values may be:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e.
500;600)
A mix of the two previous cases (i.e. 500;550-560;599)
Predefined value: You can select one or more predefined values of the
combo-box such as:

OK (200)

Not Found (404)
1xx Series

2Xx Series

3xx Series

4xx Series

5xx Series

FTP Command (Enhanced Edition only)

Operator: Equals to

Doesn't equal to

Predefined value: You can select one or more predefined values of the
combo-box such as:

« ABOR « MODE « RNFR
« ACCT o NLST « RNTO
« ALLO « NOOP « SITE
« APPE « OPTS o SMNT
« CDUP o PASS o STAT
« CWD o PASV + STOR
« DELE o PORT « STOU
o EPRT « PWD « STRU
o EPSV o QUIT o SYST
o FEAT « REIN « TYPE
o HELP o REST « USER
o LIST . RETR
« MKD « RMD

FTP Data (Enhanced Edition only)

Operator: There is no operator

Predefined value: There is no predefined value.

This parameter indicates the filter creates the list of
Dynamic FTP data connections and impairs the packets
belonging to a connection of this list.
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HTTP Returned Status

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a status value from 0 to 65,535 or select one or
more predefined values with the combo-box.
A list of status value may be:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e.
500;600)
A mix of the two previous cases (i.e. 500;550-560;599)

Predefined value:

You can select one or more predefined values of the
combo-box such as:

OK (200)

Not Found (404)
Moved (301)
1xx Codes

2xx Codes

3xx Codes

4xx Codes

5xx Codes

HTTP Method

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

OPTIONS
GET
HEAD
POST

PUT
DELETE
TRACE
CONNECT

NTP

(Enhanced Edition only)

Operator:

There is no operator

Predefined value:

There is no predefined value.
This parameter indicates the filter will match with the port
123 in either source or destination port
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RTP Audio Payload Type (Enhanced Edition only)
Operator: Equals to
Doesn't equal to
Predefined value: You can select one or more predefined values of the
combo-box such as:
. 0PCMU « 8 PCMA o 14 MPA
. 3GSM . 9G722 . 15G728
. 4G723 . 10L16 « 16 DVI4 (11,025 Hz)
. 5DVI4 o 11116 « 17 DVI4 (22,050 Hz)
. 6DVI4 o 12 QCELP . 18 G729
o« 7LPC « 13CN
RTP Video Payload Type (Enhanced Edition only)
Operator: Equals to
Doesn't equal to
Predefined value: You can select one or more predefined values of the
combo-box such as:
« 25CelB
« 26 JPEG
o 28nv
« 31 H261
. 32 MPV
« 33 MP2T
o 34 H263
RTP DTMF (Enhanced Edition only)
Operator: Equals to
Doesn't equal to
User-defined value or list: Specify a value included in [0,9] or in [A,D] or # or *.
As DTMF list, you can enter:
A range of values (i.e. 0-5 means from 0 to 5)
Individual values separated by a semicolon (i.e. 1;A;#)
A mix of the two previous cases (i.e. 0-9;A-D;#;*)
Lists such as 0-D or 1-# or A-* are not allowed.

RTP (SIP From) (Enhanced Edition only)
Operator: Equals to
Doesn't equal to
Contain
Doesn’t contain
User-defined value or list: Specify an alphanumeric value identifying the SIP From

field. Example: 172.13.25.4@SIPDev

Please note that comparison between the value defined

and the SIP From field received depends on the Operator:

- The defined value and the SIP From field are strictly
compared when the operator is 'Equal to’ or ‘Doesn’t
equal to’ i.e. size and content should be the same.

- The defined value is a substring searched in SIP
From field when the operator is 'Contain’ or ‘Doesn’t
contain’.
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RTP (SIP To)

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify an alphanumeric value identifying the SIP To field.

Example: 172.13.25.4@SIPDev

Please note that comparison between the value defined

and the SIP To field received depends on the Operator:

- The defined value and the SIP To field are strictly
compared when the operator is 'Equal to’ or ‘Doesn’t
equal to’ i.e. size and content should be the same.

- The defined value is a substring searched in SIP To
field when the operator is 'Contain’ or ‘Doesn’t
contain’.

SIP From

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify an alphanumeric value identifying the SIP From

field. Example: 172.13.25.4@SIPDev

Please note that comparison between the value defined

and the SIP From field received depends on the Operator:

- The defined value and the SIP From field are strictly
compared when the operator is 'Equal to’ or ‘Doesn’t
equal to’ i.e. size and content should be the same.

- The defined value is a substring searched in SIP
From field when the operator is 'Contain’ or ‘Doesn’t
contain’.

SIP To

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify an alphanumeric value identifying the SIP To field.

Example: 172.13.25.4@SIPDev

Please note that comparison between the value defined

and the SIP To field received depends on the Operator:

- The defined value and the SIP To field are strictly
compared when the operator is 'Equal to’ or ‘Doesn’t
equal to’ i.e. size and content should be the same.

- The defined value is a substring searched in SIP To
field when the operator is 'Contain’ or ‘Doesn’t
contain’.
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SIP Returned Status

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a status value from 0 to 65,535 or select one or
more predefined values with the combo-box.
A list of status value may be:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e.
500;600)
A mix of the two previous cases (i.e. 500;550-560;599)

Predefined value:

You can select one or more predefined values of the
combo-box such as:

OK (200)
Trying (100)
Ringing (180)
Moved (301)
1xx Codes
2xx Codes
3xx Codes
4xx Codes
5xx Codes
6xx Codes

SIP Request

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a status value from 0 to 65,535 or select one or
more predefined values with the combo-box.
A list of status value may be:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e.
500;600)
A mix of the two previous cases (i.e. 500;550-560;599)

Predefined value:

You can select one or more predefined values of the
combo-box such as:

INVITE
ACK

BYE
CANCEL
OPTIONS
REGISTER
PRACK
SUBSCRIBE
NOTIFY
PUBLISH
INFO
REFER
MESSAGE
UPDATE
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7.4.2.2.2 Filter: the "Pattern Parameter" tab

| Predefined Parameters | Pattern Parameter | || Rules applying to Impairments
Define a User-defined Pattern Parameter
Difset: Help
et 13 The Pattern Parameter can be uzed alone or in addition of Predefined Parameters. It iz recommended when the
Patterr: |01 result expected can't be found in the Predefined Parameters list,
' - The Pattern Parameter iz a uzer-defined filter bazed on the Ethernet packet content.
Result og - The analyzis starts at the Qffzet position of the packet, where the content ANDed with the Pattern up to the

Fattern length, should be equal to the Besult.

- The Offzet range iz 0 to 1,513 Pattern and Besult must be defined uzing heradecimal values. When the Besult iz
found, the packet matches this parameter; othenwize the packet dogsn't match the Filker, where it is alzo the caze
when the packet length is too small compared to the Offset and the length of Pattern,

Example: The fiter should include IP packets that have an even IP [dentification. Azzuming the IP 1dentification
field is located at offzet 18-19 of the Ethernet frame, the first byte of the [P 1dertification is enough to check when
ever or odd. To ckeck for even Identification, the parameters are the following:

Offzet =13 / Pattern = 07 / Result = 00,

Warning The content of the User-defined Fattern Parameter may mean the filter incompatible with every packets
when the Uzer-defined Pattern Parameter and the Predefined Parameter look for the same Ethernet frame area but
results are not equal e.q. predefined [P Source addiess expected iz 192168 0.1 but the Uszer-defined Fattern
Paramneter rezult, at the offzet 24, looks for 07 00 04 OA

Add the Pattern Parameter

This tab allows you to define a Filter for the flow based on the Ethernet packet content.
The Pattern Parameter can be used alone or in addition with predefined parameters.

We recommend using the Pattern Parameter when you can't use a predefined parameter (defined in
the Predefined Parameter tab).

Warning: if you have already defined Predefined Parameters and you want using also a pattern
parameter, please note that the Filter will consider for the flow the incoming packets matching the
Predefined Parameters AND the pattern parameter.

Three user-defined values are used: Offset, Pattern and Result.

The analysis starts at the Offset position in the packet — where the content ANDED with the Pattern
up to the pattern length, should be equal to the Result.

The Offset range is 0 to 1,513. Pattern and Result must be defined using hexadecimal values.
When the Result is found, the packet matches the Pattern Parameter condition.

When the Result is not found, the packet doesn't match the pattern Parameter condition — that’s also
the case when the packet length is too small compared to the Offset and the length of the Pattern.

Example: Define a filter including IP packets with an even IP identification.
Assuming the IP identification field is located at offset 18-19 of the Ethernet frame, the
second byte of the IP identification field is sufficient to check if the even or odd
condition is encountered.
To check for an even identification, the parameters are:

Offset =19
Pattern =01
Result =00
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7.4.2.2.3 Filter: the "Rules applying to Impairments" tab

| Predefined Parameters || Pattern Parameter " | Rules applying to Impairments
Define the Rules applying to Impairments
Start when finding this tigger: Help
Oiffzet: 5 "rou may define rules to start/stop the impaiments when the corezponding flow is
unning. 'ou may alzo defing a deadline for the impaiments application,
Pattern: OF then selecting Start when finding thiz tigger, the Offset range iz from 0 to 1,513
Result 02 Pattern and Besult must alzo be defined, in hexadecimal values. When the Besult iz

faund, the impairment could start,
Impair also the tiggered packet When selecting Delay before applying impaiment:, you should define a value and select
the coresponding unit [packets, milizeconds, seconds, minutes, hours].

Delay before applying impaiments: |1 Mirute(s) ™ | hefhen selecting Stop impairments after, you must define a value and select the
Stop impaimments after: 30 Seconds] o | [Forrezponding unit [packets. milizeconds, seconds, ...]

Define a loop for the impairment rules above =
elp

Create a loop and apply it: time(z) Mou may define a loop to apply the previous rules. The number of loops is from 0o 1,000

where 0 means an infinite loop, *When no loop iz created, the impairment rules apply once.
[#]Fause betwesn each loop: |5 ” Mirute(s) w |W'hen zelecting Pause between each loop, you should define a value and select the

Add the Rule(s) |

This tab is composed of two areas:
. Define the Rules applying to Impairments
. Define a loop for the impairment rules defined above

Define the Rules applying to Impairments

Two conditions can be defined and combined to start the impairments, and one condition to stop:
. Start when finding a Trigger

- Delay before applying impairments (period of time of number of packets)

. Stop impairments after (period of time or number of packets)

Start when finding a Trigger

The Trigger is designed to associate the beginning of the impairment to the content of the
Ethernet frames.

Three user-defined values are used: Offset, Pattern and Result.

The Trigger is activated when the content of the Ethernet frame matches a given result. To check
if the content of the Ethernet frame matches the expected Result, a logical AND operation is
made between the content of the Ethernet frame and the Pattern. The Ethernet frame analysis
starts at the given Offset value of the frame up to the length of the given Pattern. The result of
the logical AND operation is compared to the Result: The Trigger is activated when both are
equal.

When the Trigger is activated, the beginning of the impairment refers to both Interfaces (A to B, B
to A).

When a Trigger is set in the Filter of each direction, the activated Trigger starts impairment(s) on
both directions.
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Impair also the triggered packet

This option allows you to include or not the Ethernet frame that matches the Result in the list of
frames to impair. When this option is checked, the frame that has activated the Trigger is
included in the set of frames to impair.

Define the Rules applying to Impairments By default, the frame isn’t included.
Start when finding this tigger:

Offzet: o]

-

As example, it is useful to let the first frame
Pattem: oF . . . .

_ = without impairment when this frame starts
Fesult — i the connection to impair i.e. a TCP frame
@‘3“ also the tiggered packet 23 \yith the SYN flag for any TCP connection.
In this case, if the TCP SYN frame had been
lost, the connection would not have been able to start so there wouldn’t be any frame to impair
for this TCP connection.

=M=

p NetDisturb doesn’t check if the Trigger is relevant to the parameters of the Filter.

An example and more explanations on how the Trigger works are given in paragraph 7.4.2.2.4

Delay before applying impairments (period of time or number of packets)

An additional delay or number of packets can be added before NetDisturb starts the impairment
(with a defined trigger or not).

This delay is expressed in milliseconds, seconds, minutes, hours or number of packets. By
default, this delay value is 0, which means that NetDisturb starts the impairment immediately.
When this delay is higher than zero, the impairment will start after the given delay. In the
meantime, the frames are relayed without being impaired.

A delay greater than zero is needed with some application protocols (i.e. video) — for example:
when there is some information to exchange before starting the exchange of the most important
frames.

Stop impairments after (period of time or number of packets)
This parameter limits the impairments in the time (expressed in milliseconds, seconds, minutes or
hours) or after several received packets.

When the impairment stops, the next frames matching the Filter are transferred from the
incoming Interface to the outgoing Interface immediately without treatment.

Define a loop for the impairment rules defined above

Two additional conditions can be added to define impairment cycles:

Create a loop and apply it

Pause between each loop

Create a loop and apply it

When a Number of loops (value from 0 to 1,000) is specified, the impairment cycle restarts at
the beginning of the frame analysis process until the number of loops is reached.
Note: 0 means an infinite loop.

When the Number of loops is reached, the impairment(s) stops: the next frames matching the
Filter are transferred from the incoming Interface to the outgoing Interface immediately.
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Pause between each loop: this parameter introduces a delay between each iteration of the
loop. The delay is expressed in number of received packets or a period of time — milliseconds,
seconds, minutes or hours.

7.4.2.2.4 Example of using a Trigger

Define the Rules applying to Impairments
Start when finding this trigger:

Offzet: 23

Pattern: 000000 0000 00 00 00 00 00 FF
Result: 000000 0000000000000015
[ ] Impair alzo the tiggered packet

[ D elay before applying impairments:

[ ] 5top impairments after;

The following example assumes that the impairment should start when a FTP connection is
requested. The definition of the pattern is:

e The protocol should be TCP
e The port number should be 21 (FTP)

To define a Trigger that fulfills this requirement, the Pattern analysis starts at the protocol field of the
IP Header that is located at the 23™ byte of the Ethernet frame. The port number is located at the 35"
byte of the frame. The bytes between the protocol and the port number are not significant.

The definition of this trigger is:
Offset (decimal value) = 23

Pattern (hexadecimal value) = FF 00 00 00 00 00 00 00 00 00 00 00 FF 00 00 00 00 00 00
00 00 00 00 00 OF

Result (hexadecimal value) = 06 00 00 00 00 00 00 00 00 00 00 00 15 00 00 00 00 00 00
00 00 00 00 00 01

The Pattern and the Result parameters should be entered in hexadecimal.

,O In this example, a VLAN can’t be used with these values because it adds 2 bytes before the IP
Header. When a VLAN is used the protocol field is the 25™ byte of the Ethernet frame.

With this simple Trigger, let's see what’s happening with two common Ethernet frames.

The analysis of the Ethernet frames made by NetDisturb is described below. In this example, the first
frame is FTP Response frame, the second frame is TCP FIN frame. The part of the frame under
analysis is highlighted.
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Frame #1 = FTP Response: 221 Good Bye!

Offset Content

0000 00 11 43 03 a2 18 00 02 55 54 ce 6f 08 00 45 00
0010 00 36 c8 d6 40 00 80 06 af ff cO0 a8 00 78 cO a8
0020 00 23 00 15 09 02 b8 85 7b 14 19 70 dc bf 50 18
0030 fb d2 10 54 00 00 32 32 31 20 47 6f 6f 64 62 79
0040 65 21 0d Oa

The analysis process is the following:

Frame part to analyze: 06 af ff cO a8 00 78 cO0 a8 00 23 00 15 09 02 b8 85 7b 14
19 70 dc bf 50 18

Logical AND with the Pattern

Pattern: FF 00 00 00 00 00O 00 0O 00 00 00 OO0 FF 00 00 0O 00 00 00
00 00 00 00 00 OF

Frame after the AND: 06 00 00 00 0O 00 00 0O OO OO OO 0O 15 00 00 00 00 00 0O
00 00 00 00 00 08

Result expected: 06 00 00 00 00O 0O 0O 0O 0O 0O OO OO 15 00 0O 00 00 00 OO
00 00 00 00 00 01

The Result is not equal to the frame after the AND operation. The Trigger isn’t activated.

Frame #2 = TCP FIN ACK

Offset Content

0000 00 11 43 03 a2 18 00 02 55 54 ce 6f 08 00 45 00
0010 00 28 c8 d7 40 00 80 06 bO Oc cO a8 00 78 cO0 a8
0020 00 23 00 15 09 02 b8 85 7b 22 19 70 dc bf 50 11
0030 fb d2 ££ 25 00 00 00 00O 0O 00 00 00

The analysis process is the following:

Frame part to analyze: 06 b0 Oc cO a8 00 78 cO a8 00 23 00 15 09 02 b8 85 7b 22
19 70 dc bf 50 11

Logical AND with the Pattern

Pattern: FF 00 00 00 00 00 00 0O 00 0O 00 00O FF 00 OO 00 0O 00 0O
00 00 00 00 00 OF

Frame after the AND: 06 00 00 00 0O 0O 00 0O OO OO OO OO 15 00 00 00 00 00 0O
00 00 00 00 00 01

Result expected: 06 00 00 00 00O 0O 0O 0O 0O 0O 0O OO 15 00 0O 00 00 00 OO
00 00 00 00 00 01

The Result is equal to the frame after the AND operation. The Trigger is activated!
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7.4.2.2.5 The Trigger Dynamics

This paragraph gives some examples for the use of Trigger parameters to explain the 5 states of a
Trigger:

1. Waiting for the trigger. The Application of Rules gets this
state before the trigger has been found. There are 2
cases when a Trigger gets this state: either the Flow has
just been started or, the end of the pause between each
loop has been reached and the Number of Cycles hasn'’t
been reached. In this state, Ethernet frames matching the
filter are relayed without impairment.

2. Delay before applying impairments. The Application of
Rules gets this state when the Delay before Impairment
has not yet expired. When a trigger has been defined, Apphcation Rules
this state means that an Ethernet frame matching the Delay befors imparmerts
trigger has been found. In this state, Ethernet frames
matching the filter are relayed without impairment.

3. Applying impairments. The Application of Rules gets this
state when the Impairment applies, for one of the
following reasons:

- There was no trigger and no Delay before Impairment
defined.

- A Trigger was defined and the Ethernet frame
matching it has been found |

- A Delay before Impairment was defined and this delay
has expired

- Both of the 2 previous reasons (Trigger & Delay
before Impairment) have been reached.

In these cases, Ethernet frames matching the filter are

impaired.

4. Delay before next cycle running. The impairments still do
not apply because the Stop Impairment condition (delay
or number of packets) has been reached and a pause
between 2 loops has been defined. This state is available
only when cycles are defined. In this state, Ethernet
frames matching the filter are relayed without impairment.

5. No more impairment. The Application of Rules gets this
state when the maximum number loops have been
reached. This is a permanent state until the Flow is
stopped. In this state, Ethernet frames matching the filter
are relayed without impairment.

Application Fules
Walting for trigger

Application Rules

Apphying imparments

Application Rules
| Dielay before nest cyche .

| Mo more imperments

Application Rules ‘
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The Figure 1 illustrates the configuration with only the Trigger defined i.e. Duration of Impairment nor
Stop. When the Trigger has been reached, the Impairment remains active until the Flow is stopped.

Impairment State

Applying Impairments

_.._Waiting for the

) T trigger T
| = Time

Mo Impairment

Run the Flow Trigger found Stop the Flow

Figure 1 - Impairment Rules with just a Trigger defined (no Delay for applying Impairment nor Stop)

The Figure 2 illustrates the configuration where the Trigger and the Delay before applying
Impairments have been defined. The Stop condition is not defined. When the Trigger has been
reached, the Impairment(s) starts after the Delay and remains active until the Flow is stopped.

Impairment State
A

Applying Impairments

No Impairment |foceeea--. it Detay before mmm————
T the trigger T apply 1

| | Impairments > Time

Run the Flow  Trigger found Delay expired Stop the Flow

Figure 2 - Impairment Rules with a Trigger and a Delay before applying Impairment

The Figure 3 illustrates the configuration of the Impairment Rules with a Trigger without the Delay
before applying Impairments but and a Stop condition set: the Stop condition is the duration of the
impairment. There is an unlimited number of Loops.

Impairment State
A

Applying Applying
Impairments Impairments

| No Impairment I.........Waiting for _ Waiting for .
Tthe trigger | the trigger ]
-Time
Run the Trigger Duration Trigger Duration
Flow found expired found expired

Figure 3 - Impairment Rules with a Trigger, a Stop Impairment Duration and an unlimited number of
loops
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The Figure 4 illustrates the configuration of Impairment Rules without any trigger but the Stop
impairment condition and a number of loops limited to 1.

Impairment State
A
Applying
Impairments
No Impairment ..--._____| ] No more \
' impairment
| & Time
Duration
Run the
Flow reached Stop the Flow

Figure 4 — Impairment Rules with the Impairment Duration and 1 Cycle

The Figure 5 illustrates the configuration of Rules to apply to Impairments with a Delay Applying
before the Impairment not zero, the Duration of the Impairment not zero and a Number of Cycles set
to 2.

Impairment State
l |r< I GDP #1 e i DDP #2 I
! Applying | Applying !
i_ Impairments | Impairments |
) i Delay before Delay bFfore
No Impairment |fo--q |—2pplyin | No_more
mpanrmentsT Fimpairment
‘ o
Run the Delay Duration Delay Duration
Flow expired Reached expired Reached

Figure 5 — Impairment Rules with a Delay, Impairment Duration and a limited number of Cycles

7.4.2.3 Association with another Flow (Enhanced Edition only)

The association of a filter with another Flow is used with SIP or FTP filters: these filters contain the
required information describing the data flows. The data flows are using RTP or FTP-Data
(respectively). The Association with another Flow helps to keep the information included in the SIP or
FTP flows to create the list of dynamic connections that will convey the data. The Association with
another flow is available with the NetDisturb Enhanced Edition because it requires the application
protocol filters that are only available with the NetDisturb Enhanced Edition.

7.4.2.3.1 How NetDisturb handles the frames

The general algorithm used by NetDisturb to handle the Ethernet frames consist in finding the filter a
frame is matching. When a filter has been found, NetDisturb stops the search process of a filter and it

applies the impairment laws defined for this flow (Loss & Duplication, Delay & Jitter, packet content
change) to the packet.

7.4.2.3.2 How NetDisturb discovers the dynamic RTP or FTP-Data connections

The RTP and FTP-Data connection don’t use a fix port number and the IP address may be different
than the one use with the server. NetDisturb needs to analyze the content of the SIP and FTP (port
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21) connections to discover which IP address and port is going to contain RTP and FTP data. When
such couple (port and IP address) has been found, it is added in the list connection of the RTP (or
FTP data). For RTP filter, additional parameters (payload type, SIP From or To fields) could be
required before the couple is added in this list.

However, the handler of frames described in 7.4.2.3.1 prevents a RTP or FTP-Data flow to get the
information from packets matching previous flows. Therefore the Association with another flow is
needed.

7.4.2.3.3 When to use Association with another Flow

The Association with another Flow is required when the packets of the SIP (or FTP) belongs to a
Flow located above the relevant RTP (or FTP-Data respectively) because NetDisturb stops to
analyze the frame content as described in paragraph 7.4.2.3.1.

When using SIP, if you are intended to impair both the SIP and the RTP flows that could linked
together i.e. the SIP filter contains the information about the RTP flows to impair too, you need to
activate the Association with another Flow for the SIP flow to indicate to NetDisturb that such RTP
flow could get the content SIP packets. The RTP engine processes the packet before it is lost or
changed using the SIP impairment laws defined for that SIP flow.

7.4.2.3.4 When the Association with another Flow is available

The Association with another Flow availability is activated when the filter under definition is SIP or
FTP, if RTP or FTP-Data flows respectively still exist. When the filter doesn’t belong to SIP or FTP
the area is grayed, as shown below.

Association with another Flow (Enhanced Edition)

The Azzociation is avsilable in 2 case
1) SP (Primitive or Return code) == A
2) FTP (Command or Return code) == A

cigtion =» RTP payioad
wcition == FTP DATA

When SIP is going to be defined, the flows that have been created using the RTP parameters are
presented in the available flow.

Association with another Flow (Enhanced Edition)

[¥] As=ociation with: v
Flow #03 (RTP Audio 9)
In the way, when FTP is going to be defined, the flows that have been created using the FTP-Data
parameter are presented in the available flow.

The flow number and the name (if defined) are displayed in the list.
You may associate only one flow to the SIP or FTP data filter.

Association with another Flow (Enhanced Edition)

Association wih: | HEE TG L) v

7.4.2.3.5 Additional Predefined Parameters sets

A set of predefined parameters includes all parameters as described in the paragraph 7.4.2.2.1.2.
The Additional Set of parameters allows you to add another set of predefined parameters that works
as an OR with the previous ones. To match such filter, a frame should match one of the predefined
parameters sets defined (and the Pattern Parameters if defined). An example of use of the multiple
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sets of parameters is to impair IP packets from various protocols with the same port number, as
shown below.
S

-
NetDisturb Client - Configure Filter "UDP 2009" -

FromAtoB

Filters List Association with another Flow (Enhanced Edition)
New Fiter I Copy | Delete | Renamel Up | annl I~ Aszsociation with: T“E"'*“C?‘ﬂ_‘?c" iz available in 2 cases: o
13 SIP (Primitive or Return code) == Association == RTP payload
" 2) FTP (Command or Return code) == Association == FTP DATA.
WNC Fitter -
Printer Fitter
Telnet Fitter
GRE Filter Description of "UDP 2009"
FTP Fiter i EI Filter Predifined Paramsters Set #1 -
BGP Fitter i - IP Frame Wersion: [EQUALS TO] IPv4 e
M5-SQL-5 Fitter = Add a Set of - [AND] Protocol: [EQUALS TOJ 17
M| |WLAN Fitter Predifined i - |AND] Source Port: [EQUALS TO] 2008 oK
POP3 Fitter Parameters [UR] Fiter Predifined Parameters Set #2
| |NTP Fitter T i - IP Frame Wersion: [EQUALS TO] IPv4 =
RSP Fitter Delete the - [AND] Protocol: [EQUALS TO] 06 TCP
| |SCTP Fiter Current Set of i - [AND] Source Port: [EQUALS TO] 2008 Cance]
SIP Fiter HEEREER =8 [OR] Fite Prediined Parameters Set #3
RTP Audio Fitter - IP Frame Version: [EQUALS TO] IPvE TN
RTP Video Fiter - [AND] Protocol: [EQUALS TO] 17 UDP
UDP 2009 4 - [AND] Source Port: [EQUALS TO] 5002 %
f 4|
Configuration of "UDP 2009" i

Predefined Parameters Pattern Parameter | Rules applying to Impairment&l

|| Step 1: Choose a Parameter (Set #3) Step 2: Define the parameter “Source Port"
H - Source |PvE Address Mask -
- Destination IPvE Addrezs Operator: IEquaIs ta vI
I -~ Destination IPvE Address Mask @ User-defined value or list IBDD2
- Protocol
I - D3CP " Predefined value: I ane hd
- FTP-DATA [ B
CNTP d this t | Delete thi et |
Ll El- TCRAUDP ports A Add this paramzic S elete this parameter
I Sourpe F'ort Help
- Destination Part Specify a port number value from 1 to 65,535, 4 list of ports may be:
i [+~ DHCP 1] & range of values [ie 20-25 means from port 20 o port 25).
- DMS = 2] Individual walues separated by a semicolon [i.e. ¥;9;80).
H-FTP 3] Denied individual walues if the symbol 1= iz befare [ie. 1=21). W
4] & range of values and individual values [ie 7:9:20-25.80:435),
E-HTTP B) & range of values with denied individual values [ie. 10-601=204=21 which
#-RTP i meang from 10 to 50 without 20 or 21]
- 51 =

In the picture above, 3 sets have been defined:
= Set#l: IP version = IPv4
o Protocol = UDP
o Source port = 2009
= Set#2: IP version = IPv4
o Protocol=TCP
o Source port = 2009
= Set#3: IP version = IPv6
o Protocol = UDP
o Source port = 9002

Some examples of frames show how this kind of filter matches.

IP Frame description Matches Reason

IPv4 UDP Source port 2009 Yes Matches the Set#1

IPv4 TCP Source port 2009 Yes Matches the Set#2
Set#1: IP version differs

IPv6 UDP Source port 2009 No Set#2: IP version and protocol differ
Set#3: Source port differs

IPv6 UDP Source port 9002 Yes Matches the Set#3
Set#l: IP version differs

IPv6 TCP Source port 9002 No Set#2: IP version and Source port differ
Set#3: Protocol differs
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7.4.2.4 How to Create a New Filter with its parameters in a few steps
1) Click on the Configure Filter button as shown below:

Selected Filter for incoming packets over the A Interface

@Configure the Filter for the A Interface

Configure Fitter Configure Fitter " 0 B Interface
T Application Rules ‘ (

@ Configure the Filter for the B Interface

(Mo Fitter Selected) »

Selected Filter for incoming packets over the B Interface

2) Then the Configure Filter window is displayed. The title of the window indicates the considered
direction (From A to B or From B to A).

Selected Filter for incoming packets over the A Interface
If a Filter was already selected in the

combo-box related to the Interface, for (e > 9 ) | voeore[ owe] l

example TCP Filter on the A interface >
as shown below, the Configure Filter mmeﬂau?t') i [ Configure Fiter Configure Fiter i @ sinterface

4 h
Application Rules "
already selected. | | (Ho Fiter )

window opens with the TCP Filter

, _
NetDisturb Client - Configure Filter "TCP Filter” - From AtoB [

Filters List Association with another Flow (Enhanced Edition)

New Filter I Copy | Delete | Renamel Up | Duwnl [T As=socistion with The Association is available in 2 cases:
1) SIP (Primitive or Return code) == Association == RTP payload

|[ND Fiter Selected) i 2) FTP (Command or Return code) == Association == FTP DATA.

UDP Fitter
HTTP Fitter = Description of “TCP Filter"
HTTPS Fitter [=I- Fiter Parameters
ICHP Fiter | - Fiter Predifined Parameters Set #1
SMTP Fiter Addasetot || | - IP Frame Version: [EQUALS TO] IPv4
" |METBIOS Fitter Predifined i JAND] Protocol: [EQUALS TO] 6 oK
VolP Fitter Parameters L. Rules applying to Impairments: none
M| |TFTP Fiter -
WNC Fitter Delete the
I'| |Printer Fitter Current Set of Cancel
|| [Temet Fiter _ Parameters | @ I
GRE Fitter
|\ |FTP Fiter
BGP Fiter 2 N
I b
Configuration of “TCP Filter" W
||
Predefined Parameters Pattern Parameter I Rules applying to Impairmentsl
i Step 1: Choose a Parameter (Set #1) Step 2: Define the parameter "IP Frame Version"
i i IP Frame “ersion -
- IP Header Operatar: IEquaIs ta x
- Source [Pvd Addiess . .
i S |Pvd Addioss Mask £ User-defined value o list I
I - Destination |Pva Address | @ Predefined value: I Pvd LI
- Destination |Pv4 Address Mask
- Sourss [Puf Addiess Add this parameter _J Delete th met J
i - Source [PvE Addiess Mask o : i bt
! - Destination |PvE Address E Help
- Destination PvE Address Mask Select one or more values from the predefined list.
f - Protocol
~DSCP |
-~ FTP-DATA
NTF
=I- TCP/UDF ports
i e Source Port o
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below,

If no Filter was already selected in the
combo-box related to the Interface, for
example on the B interface as shown
the Configure Filter window
opens with No Filter Selected.

TCP Fitter v

[E—
Wodified Plts 0[0.0%] l

Alnterface " l Cenfigure Fiter J
o

- >
" @ B Interface
<

[ Configure Fiter

w

t

Application Rules

(Ho Filter Selected) v ()

Selected Filter for incoming packets over the B Interface

-
NetDisturb Client - Configure Filter - From A to B

— —

[

Filters List

New F\Iterl Copy | Delete |Ranama| Up |ann|

(Mo Fiter Selected) -
TCP Fitter

UDP Fitter

HTTP Fitter

HTTPS Fitter

ICKP Fitter

SMTP Fiter

M| |METBIOS Filter

VoI Fitter

I |TFTP Fiter

VNC Fiter

Printer Fitter

Telnet Fitter

GRE Filter

FTP Fitter

BGP Filter i

Filter Configuration
Predefined Parameters | Pattern Parameter

b Step 1: Choose a Parameter (Set #1)

Parameters

Parameters

Association with another Flow (Enhanced Edition)

[T Association with

Filter Description

The Association is available in 2 cases:

1) SIP (Primitive or Return code) => Association == ATP payload
2) FTP (Command or Return code) == Association == FTP DATA.

Add a Set of
Predifined

Delete the
Current Set of

Step 2: Define the parameter "IP Frame Version"

f - IP* Frame Yersion
(= IP Header
| -~ Source [Pvd Address
- Source [Pvd Address Mask
L -- Destination P4 Address
- Destination [Pvd Address Mask
- Source [PvE Address
b - Source [PvE Address Mask
- Destination [PvG Address
- Destination |Pv6 Address Mask
- Protocol
--DSCP
- FTP-DATA
—NTP
=+ TCPAJDP ports
- Source Paort

Operator,
' Userdefined valus or st |

€ Predefined value:

m

®

Cancel

I Rules applying to Impairments |

:[v

| IPvs | i

Add this parameter I Delete this parameter: I

3)

Then click on the New Filter button and enter the name of the new Filter.

Filters List

oy | [elete |Rename| L |Down|

To create a new filter

Flow (Enhanced Edition)

(Mo Fitter Selected)
TCP Filter

UDP Fitter
HTTP Fitter
HTTPS Fitter
ICHP Fitter
SMTP Filtter
NETBIOS Fitter
olP Fiter
TFTP Fitter
NC Filter
Printer Filter
Telnet Fiter
GRE Fitter

FTP Fitter

BGP Fitter

Filter Configuration
Predefined Parameters

Step 1: Choose a Parameter (

»

m

Delete the
Current Set of
Parameters

Add a Set of
Predifined
Parameters

[T Associstion with:

Filter Description

The Association is available in 2 cases:

1} SIP (Primitive or Return code) == Agsociation == RTP payload

2) FTP (Command or Return code) == Association == FTP DATA.

NetDisturb Client - New Filter

Patte

Cancel
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Filters List
I New Filter” Copy “ Delete ”Rename” Up ] Do

TFTP Filter . . .
VNG Fiter The new Filter is added at the end of the list.

Printer Fiter
Telnet Filter By using the buttons located at the top of the list, you

gf::i::r can copy, delete, rename, and move up or down a

BGP Fitter filter in the list.
M5-SQL-S Fiter
WLAN Fitter
POP3 Filter

NTP Fiter

RSVP Filter
SCTP Fitter
Wy New Filter )

|

(=]

4) Once a Filter is defined or selected, then you can enter or modify the parameters by using the
tabs:
- Tab 1: Predefined Parameters
- Tab 2: Pattern Parameter
- Tab 3: Rules applying to Impairments

‘ SIP Fitter
Wy New Fitter / \ %
Cclnfigur'u‘riun%h’ly New Fil’r% \

Predefined Parameters | Pattern Parameter || || Rules applying to Imuairment3|

Step 1: Choose a Parameter Step 2: Define the parameter "Source MAC Address"
= Ethemet Header A~
Source MAC Address ~ | Operatar:
Destination MAC Address . .
Etherriet Packet Lenath () User-defined value or list; || |
YLANAD Predefined valus:
MPLS-D
ARP Frame ‘ ‘
ARP Operation Code
IP Frame Version L4 Help
(= IP Header Specify a MAC Address respecting the farmat illustrated in this example:
Source [Pwd Address 01:23:45:67:89.48

Source [Pwd Address Mask
Destination |Pv4 Address
Destination [Pv4 dddress Mask
Source |PvE Address

Source |PvE Address Mazk

lIE2
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. -
NetDisturb Client - Configure Filter "TCP Filter” - From AtoB ===
Filters List Assaciation with another Flow (Enhanced Edition)
New Finarl Copy | Delste | Renamal Up |ann| [~ Association with  1NeAssociation is available in 2 cases:
1) SIP (Primitive or Return code) =» Association => RTP payload
|(Nn Fifer Selected) m 2) FTP (Command or Return code) == Association == FTP DATA.
UDP Fitter
HTTP Fiter = Description of "TCP Filter"
HTTPS Fiter El Fiter Parameters
ICHP Fiter | E-Fiter Predifined Parameters Set #1
Wh en a.t |eaSt one SNTP Fiter Addasetor || - IP Frame Version: [EQUALS TO] IPv4
. . | |NETBIOS Fiter Pradifined -~ [AND] Protocol: [EQUALS TO] &
parameter is defined for a \olP Fiter Parameters | | - Rules applying to Impeirments: none
. I |TFTPFiter
Filter, then you can save || |mecre T
1 M |printer Fiter Current Set of Cancel
the Filter and quit the | [z e |
GRE Filter
window by pressing OK 1 i !
. BGP Fiter -
| ]
Configuration of "TCP Filter" "
i
Predefined Parameters Pattern Parameter | Rutes appiying to Impairments |
I Step 1: Choose a Parameter (Set #1) Step 2: Define the parameter "IP Frame Version"
| 1P Frame Version -
Dperator: [Eaueste <]
= IP Header P 5
I Source IPvA Addiess  Usors
courc |Pvd Addioss Mack User-defined value or list; [
I Destination IPv4 Addiess & Fredsfined value [Fva =]
Destination [Pv4 Address Mask
Source IPvB Addiess T . .J J
! ouree IPYE Addiess Mask Add this parameter Delete this parameter
! Destination IPv6 Addiess 2| mep
Destination [PvE Address Mask Select one or more values from the predefined list.
| Piotocal
DsCP |
FTP-DATA
NTF
(= TCP/UDP ports
Source Port -

5) Return at step 2 if you want continues to edit or create a new Filter.

6) Press "OK" or "Cancel" to quit the Configure Filter window.
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7.4.3 Use of Laws to create Impairments

Once a Filter is selected for a direction (A to B or B to A), then the area to access the laws to define
impairments is enabled as shown below.

Impairments to apphy cn packets going frem A to B

Loss & Duplication Delay & Jitter Law Content Impairment

(Mone) V||(N|:Ine} v| |(N|:Ine} v|

Incoming on A

Cutgeing on B

Application Rules

Packetz I:l * | | * Packets Ijl
Packetzis Impairments on A to B Packetziz m
Throughput LostiDuplic. Pkts Throughput

Delayed Pkis 0 [0.0%]
Modified Ptz 0 [0.0%]

A Interface o '- Configure Filter Configure Fitter o B Interface

—

Application Rules

Impairments on B to A

| BtoA_Fiter

Outgeing on A Inceming on B

Packets Ijl LostiCuplic. Pkts 0 [0.0%] Packetz Ijl
Packetsfz 0 pis = Delayed Plts L = Packetsz 0 pis
Throughpt 0.00 bi= Macified Phis Throughput 0.00 bi=
-
Impairments te apply en packetz going from B to A
Loss & Duplication Delay & Jitter Law Content Impairment
(Mong) b | | (None) V| |(N|:Ine}

For each direction, 3 types of laws can be defined and used simultaneously:
- Loss & Duplication
- Delay & Jitter
- Content Impairment

The following paragraphs describe each type of law.

Impairments to apply on packets geing fr Impairments to apply on packets going fri Impairments to apply on packets going fro
Loss & Duplication Loss & Duplication Loss & Duplication
| (Mone) | Uniform Losg | Constant Los=s

None
Q_)m SrER T [ Defne TD Lozse 12 Packets)[ Defne

Note: the text area Iocated under the combo-box of a Iaw indicates
a comment or can contain an action button.
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7.4.4 The Loss & Duplication Law Configuration

NetDisturb is able to loose and/or duplicate packets. Three modes are available:

o NetDisturb losses the selected IP packets following either the mathematical law configured

or a percentage or a 1 out of N law or discrete values extracted from a user file.

e NetDisturb is able to duplicate IP packets following either the Uniform mathematical law

configured by User or a percentage or a 1 out of M law.

o NetDisturb is able to loose packets following a 1 out of N law and then duplicate the non-lost

packets following a 1 out of M law.

Up to 100 Loss & Duplication laws can be created.

By default the following laws are defined in the

Default.wsx context file.

Los= & Duplication

||:N|:|nej ﬂ

[Mone)
Constant Loss
Jnifarm Loss
Burst Unifaorm Loss

File (Lozs Values)
Percertage of Lozs

Loosze 1 Packet out of 10

% of Loss & Time

File (Percentage & Time)
Petcertage of Duplication
Duplicate 1 Packet out of 20
Uniform Duplication
Duplication if naot lost

MOS ValP
The description of each law is given below.
Combo-box (Law identifier) (None) Description
(None) (None) With this option, no duplication and no loss

law apply to the Flow.

Loss Law

Constant Loss

Loss: Constant Law
with the button “To
Lose 12 packets”

12 packets are lost each time the user
activates this button.

Uniform Loss

Loss: Uniform Law

Domain values [1 to 100] Threshold = 30

Burst Uniform Loss

Loss: Burst Uniform
Law

Domain values [10 to 1000]
Threshold (n) = 350 Threshold (n+x) = 380
Depth =2

File (Loss Values)

Loss: File (Loss
Values)

Sample file: OnePer100.txt
Loss of 1 packet per 100 packets

Percentage of Loss

Loss: Percentage

Percentage: 15 — Minimal & Maximal Burst =
li.e. no burst

Loose 1 Packet out of 10

Loss: 1 Packet out of
N

Range (N): 10

% of Loss & Time

Loss: Percentage &
Duration

Period of 30 seconds of loss (up to 10 %)
alternating with period of 2 minutes without
loss.

File (Percentage & Time)

Loss: File (Percentage
& Duration)

Sample file: PercentageLossAndDurationSample.txt
Loss up to 50 % with steps of 5% each 10
seconds.

MOS VolP

Loss: based on MOS
(VolP)

MOS Value = 3.50
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Duplication Law

Percentage of
Duplication

Duplication: Percentage

Percentage = 10 %
Minimal Duplication = 1
Maximal Duplication = 3

Duplicate 1 Packet out
of 20

Duplication: 1 Packet out
of M

Range (N): 20
Minimal Duplication = 1
Maximal Duplication = 3

Uniform Duplication

Duplication: Uniform Law

Alpha: 1 — Beta: 50

Threshold: 10
Minimal Duplication = 1
Maximal Duplication = 1

Duplication if not lost Loss (1 out of N) then

Duplication (1 out of M)

Loss Range (N): 100
Duplication Range (M): 50
Minimal Duplication = 1
Maximal Duplication = 3

7.4.4.1 Loss & Duplication Law and the Working Mode

Working Mode: Laws apply to the Flow

When a Loss & Duplication law is selected on a given Flow, the law applies to all packets
matching the Filter. For each new packet, a new value is extracted from the law or from the
file, depending on the type of law selected. These values are stored in a global table by
NetDisturb. When the table is empty, NetDisturb Server provides a new table to the
NetDisturb driver with new values depending on the law.

This value is compared to the Threshold: if the value is greater or equal than the Threshold,
the packet is lost. Otherwise, the packet may be delayed.

Working Mode: Laws apply to each TCP/UDP connection of the IP Flow

When a Loss & Duplication law is selected for a given Flow, the law applies to all packets
matching the Filter.

These values are stored in a table maintained by NetDisturb.

The NetDisturb Server provides once a table to the NetDisturb driver with values depending
on the law. NetDisturb loops on values from this table: when the end of the table is reached,
the NetDisturb driver restarts at the beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is used to classify
the packet. Else the IP addresses and protocol are only used.

For each packet, a loss value is extracted from the loss value buffer, at the current index of
the packet of the given connection. When the end of the table is reached, values extracted
restart at the beginning.

This value is compared to the Threshold: if the value is greater or equal than the Threshold,
the packet is lost. Otherwise, the packet continues to be handled and may be delayed.
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7.4.4.2 How to create or edit the Loss & Duplication Law

To create or configure a Loss & Duplication Law click on the “Edit” button at the top or bottom part of
the main window.

Impairments to apply on packets going from & to B

Loss & Duplication Delay & Jitter Content Impairment

|Unif|:|rm Loss | | (MONE) v| |(Nune} v|
Loss: Uniform Law (None) (Mone)

—_
Impairments to apphy on packets going from B to A

Loss & Duplication Delay & Jitter Content Impairment

(Mone) | | (None) V||(Nune} V|

MetDisturb Client - Loss & Duplication Laws

— List of the defined Loss & Duplication Law

The following window is then displayed:

I Lavw Matme Law Type Range |:
This window allows you to create a new law or | | |canstant Loss Loss: Gontart Law
HY f i Lnif L Loss: Unif L. 110100

mOdIfyIng an eXIStlng one. El.:lrsotrsnifoosrrsn Lozz ngz; El.:lrsotmujnifao\;vm Lawy 1Dt2 fooo
If (None) is selected, only the New Law button < o .
|S enabled and the tabS tO deflne the Mewy Lawe | Modify Law Mame Copry Lawe Delete Law: |
pal’ameters are disabled — Select a Type of Law and define itz Parameters

) Select a Type of Lawe: I j

If you select a preexisting law in the current
list-box, then the parameters and the details
about this law can be viewed and the first
"General" tab is enabled.

General | Lavw Parameters

Select a law in the defined law list or add a new law

cancel_|
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MetDisturb Client - Loss & Duplication Laws

r— List of the defined Loss & Duplication Law

Lawy Mame | Law Type Range | -

(Mone) |_|

Conztant Lozs Lo = i,

Unifarm Loss Loss: Unifarm Law 1to100

Burst Unifarm Loss Loz Burst Unifarm Law 10to000

T-I Ao dabn e e ,."F.. Y hiza B
ey Latwy | Moddify Latwy Marme Copy Lawe Delate Law |

— Select a Type of Law and define itz Parameters

Select a Type of Law: ILDSSZ Constant Lavwy j

General  Low Parameters
—Howy does it wark?

The number of packets to lose [N] i= defined by the user.
A button with the label "To lose M packets" iz displayed that the user can activate.

Each time thiz button iz pressed, the next N packets of the Flow are lost.

When pressed, thiz button remains disabled a2 long as the number of packets to be lost is
not reached.

Ok I Cancel

This window is composed of two areas:

o List of the defined Loss & Duplication Law: a list-box displays the defined laws and four
buttons facilitate managing the laws: New Law, Modify Law Name, Copy Law, Delete Law.

o Select a Law and define its parameters: a list-box displays the loss and duplication laws

authorized by the software. Then there are 2 tabs to define and set up the parameters of the
selected law.

- (Tab 1) General (explaining how does the impairment law work)
- (Tab 2) Law Parameters
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7.4.4.2.1 List of the Loss & Duplication Laws defined

The list-box displays for each defined law the summary of the characteristics, except for (None)
corresponding to 'No Loss & Duplication Law' selected:

- Law Name: name of the law

- Law Type: the type of Loss & Duplication law chosen amongst the pre-defined list (more
details available in paragraph 7.4.4.2.2 Select a law and define its parameters)

- Range: range of values generated by the specified laws.

To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with ‘New Law' as
name of the law:

Lizt af the defined Lozs & Duplication Law

Laww Matne Laww Type Fange -

niform Duplication Duplication: Uniform Law 110 50

Duplication if not lost Loss (1 out of M) then Duplication (1 out ... 1100 & 14

MO WolP Lozs: based on MOS (WalP) 35 [l

Mleny Ly Loss: Constant Law A, i

1| 1] r
ey Lawy Madify Lasw Mame Copy Law | Delete Lawy

Then click on 'New Law' label to rename this entry or press the Modify Law Name button:

Lizt af the defined Lass & Duplication Law

Lawy Mame Lawy Type Range -
Unifarm Duplication Duplication: Uniform Lavy 1t s0
Duplication if nat lost Loss (1 out of M) then Duplication (1 owt ... 100 &1/
MOZ alP Losz: based on MOS (WaolP) 35 |
Loss: Constart Las P i
1] F
Meswy Lawy Modify Law Mame Copy Lawy Delete Laws

Modify Law Name: to rename the Law. This button should be used to change the Law name.

Copy Law: this button copies the current selected law at the end of the list with a new name. The
following example shows the new list-box after copying the existing Uniform Loss law:

Lizt of the defined Lozs & Duplication Lave

Layy MName Lawy Type Range -

Uniform Duplication Duplication: Unifarm Las 1150

Duplication if not lost Lozs (1 aut of M) then Duplication (1 out ... 1A00 &1/,

MO ol Lozs: based on MOS (WalP) 35 |

Copy of Unifarm Loss Loss: Uniform Lavw 110100

1 | 1] b
ey Lawy Modify Lawe Mame Copy Lawy Delete Lawy
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Delete Law: this button should be used to remove a Law from the current list.
First select in the list-box the law to delete and then press the Delete button. A confirmation window
is then displayed:

-

MetDisturb Client E3

@ Do you confirm that you want to delete the law "Copy of Uniform
Y Los:"t

Ees Mo

7.4.4.2.2 Select alaw and define its parameters

Once a law has been created, then you can define or modify the parameters of the law:

The first step is to choose the law type amongst the list of the pre-defined laws.

Then there are 2 tabs to define and to help the user to set up the parameters of the selected law.
- (Tab 1) General (explaining how does the impairment law work)
- (Tab 2) Law Parameters
= Select a type of law

A combo box allows you to select a law among the following pre-defined laws:

e Loss: Constant law
Parameter: number of packets

e Loss: Uniform law
Parameters: alpha, beta, threshold

e Loss: Burst Uniform law
Parameters: alpha, beta, threshold(n), threshold(n + x), depth

e Loss: File (Loss Values)
Parameters: filename, threshold

e Loss: Percentage
Parameter: percentage, Minimum Burst, Maximum Burst

e Loss: 1 Packet out of N
Parameter: range(N)

e Loss: Percentage & Duration (time-limited loss percentage)
Parameters: percentage, duration

e Loss: File (Percentage & Duration)
Parameters: filename

e Duplication: Percentage
Parameters: percentage, Min < n < Max
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e Duplication: 1 Packet out of M
Parameters: range(M), Min < n < Max

e Duplication: Uniform Law
Parameters: alpha, beta, Min < n < Max, threshold

e Loss (1 out of N) then Duplication (1 out of M): the loss law (1 out of N) is
used first before the duplication law (1 out of M)

e Loss: based on MOS (VoIP)
Parameters: MOS value

= The “General” tab (tab 1)
Details on the law type chosen and on the way to choose the parameters are provided on this tab
as shown on the figure below:

General | Law Parameters
Horew does it weark?
The duplication of packets enables to transmit the same received packet several times. The
duplicated packets are just inserted after the original packet to be transmited.
The decision to duplicate a received packet iz made by using the uniform law.
Distribution of Uniform Law is:
FIX) = 1/(Beta-Ailpha) for Alpha<X<Beta
fix) =0 for X<Alpha or X=Beta
where Alpha is the inferior parameter and Beta the superior one.

1
Beta-alpha

Y
L 2
!

I
i

|

1 1]
& &
Alohs Values Bets
Values between Alpha and Beta have the same probability to be

drawn = 1/{Beto-Alpha)

Density

Three parameters must be defined by the user:

- Alpha: min value

- Beta: M value

- Threshold: if the number calculsted by the lavw iz equal or grester than the Threshold
walue, then the packet is duplicated.

* The original packet iz duplicated the number of times defined by a random selection in the
"Winimum Duplication' and "WMaximum Duplication' range parameters.

*Yuhen "Minimum Duplication' is equal to Maximum Duplication', all eligible packets for the
process of duplication are copied the same number of times.

*Wuhen this law iz used, a uniform distribution of numbers contained between Alpha and
Beta iz computed and stored in a table.

* NetDisturb picks & number in thiz table for each selected packet. If this number is greater
ot equal than the threshold, then the packet iz duplicated.

= The “Law Parameters” tab (tab 2)
This tab is described for each law type here after.

= Action buttons

The "Loss & Duplication Laws" window handles a temporary list of laws until the user press the
OK or Cancel button.

Button Action
Restore Defaults ... Reset all parameters of the current law.
OK Save all modifications made if you didn't save them before.

Moreover, the selected law in the list of the defined laws
becomes the selected law in the combo-box of the Flow
window.
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Cancel Ignore all modifications made if you didn't click on the Save
button before. In that case, the last law selected in the
combo-box of the Flow window is kept.

How to create a new Loss & Duplication Law:

1. Click on the "New Law" button,

Then click on the “Modify Law Name” button to modify the name of the law.
Choose one of the pre-defined law in the combo box

Select the "Law Parameters" tab,

Enter law parameter(s). The "General" tab contains information that can be useful to define
the parameters.

6. Press “OK” to quit the “Loss & Duplication Laws” window, to save to select this new law as
the law to be applied on the corresponding Flow.

aprwn

7.4.4.3 Loss: Constant Law

When this law is selected, the NetDisturb driver will lose the number of packets defined.

MetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Law Mame Lawy Type Range

(Mane) - -
Lar 1 Loss: Constant Law A,

Mewy Law | Modify Lawy Mame | Copy Lasw Delete Law |

Select a Type of Law and define it Parameters

Select & Type of Law: |Loss: Constant Latw j

General | Law Parameters
Law Parameters

# packets: 12|
Mot Applicable,

Restore Defaults ...

O | Cancel |

For this law, only one parameter must be defined: number of packets
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Impairments to apphy on packets going fre
A button with the label "To lose N packets" is displayed that Loss & Duplication
the user can activate. Each time this button is pressed, the
next N packets of the flow are lost. When pressed, this button

remains disabled as long as the number of packets to be lost "

is not reached.  ————
“-‘_‘—|_

|C.|:|n3tant Losz V|
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7.4.4.4 Loss: Uniform Law

When this law is selected, a uniform distribution of numbers contained between the Alpha and Beta
values is computed and stored in a table. This table and the threshold (also supplied by the user) are
then transmitted to the NetDisturb driver.

MetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Law Mame Law Type Range

(Mone) - -

Lanw 1 Lo=s: Uniform Lawr 1to10
Mlewy Law Moclify Law Mame Copy Law Delete Law

Select a Type of Law and define it Parameters

Select a Type of Law: 0 Linifarim Law

General | Law Parameters
Law Parameters

Alphs; 1
Beta: 10 must be = Alpha
Threshold: a

Calculated Range: From 1 to 10

Information on mathematical lavw values generated

The minifmum value is 1.

The maximum value iz 10

The probakility of each value between Alpha and Beta iz around: 11.4111%.
If not between Alpha and Beta, the probakility of a value is null

Restore Defaults ...

O | Cancel |

The NetDisturb driver picks a number in the table (see also 7.4.4.1) for each selected packet. If this
number is greater or equal than the threshold, then the packet is lost.

The mathematical function used is (see the Uniform Law in Part 10 for more information):

Uniform law on (e, ) range
f(X)=1/(f-«a) ifa<x<p
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range

Beta: max value of the range

Threshold: if the number calculated by the law is greater or equal than the Threshold
value, the packet is lost.
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An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also shown.

Information an mathematical lav values generated

The minimurn walue iz 1

The masimum value iz 10

The probability of each value between Alpha and Beta iz around: 11.1111%.
I not between Alpha and Beta, the probability of a value iz null

7.4.45 Loss: Burst Uniform Law

MetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Lawy Mame Lawe Type Range

Lo=zs: Burst Uniform Lawe 1to10

Mewy Law | Modify Lawy Mame Copy Lasw Delete Law |

Select a Type of Law and define it Parameters

Select a Type of Law: |LDSS: Burst Uniform Lasw ﬂ

General | Law Parameters

Law Parameters

Alphs; 1
Beta: 10 must be = Alpha

Threshold (n): E]
Threshold (n+x); 2
Depth: 5

Calculated Range: From 1 to 10

Information on mathematical lavw values generated

The minimum value iz 1.

The maximum value iz 10

The probakility of each value between Alpha and Beta is around: 11.1111%.
If not between Alpha and Beta, the probakility of a value is null

Restore Defaults ...
(921 | Cancel |

When this law is selected, the loss of packets is uniformly distributed with burst of loss enabled. The
burst is limited by the Depth parameter: this is a set of consecutive packets.

When the law generates a value equal or greater than the Threshold(n) parameter, the first packet
of the set of packets is lost.
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For the next packets of the set, the value of the law is compared to the Threshold(n+x) parameter
until the law generates the no loss value, or when the number of lost packets equals the Depth
value.

As for the Uniform Law, the Burst Uniform Law calculates a table of numbers uniformly distributed
between Alpha and Beta. This table is transmitted to the NetDisturb driver with two thresholds T1
(Threshold (n)) and T2 (Threshold (n+x)) and the Depth value (D).

The T1 threshold is the first loss factor. The T2 threshold is the second loss factor, used in
correlation with T1 and for a maximum number of packets defined by the D parameter. T2 may be
greater or lower than T1. This law allows you to generate burst losses. Processing is applied as
follows:

= The NetDisturb driver picks a number from the table for each packet (see also 7.4.4.1)
= For the packet n, the NetDisturb driver picks one number from the table (current number) and
loses this packet if this number is greater or equal than T1.
= If the packet n is lost, the following packets (up to n+D) will be lost if the picked up number is
superior to T2. This threshold (T2) is used to process the following D (depth) packets with the
following rules:
e |If the packet n+i (with i < D) is not lost, the threshold comes back to T1 (the burst loss is
stopped).
e If the packets (from n+1 up to n+D) are all lost, the threshold comes back to T1 (the burst loss
is stopped).

The mathematical function used is (click on the “Mathematical Theory” tab or see the Uniform Law in
Part 10 for more information):

Uniform law on (&, ) range
f(X)=1/(f-«) if a<x<pf
f(x)=0 else

For this law, five parameters are defined:

- Alpha: min value of the range
- Beta: max value of the range
- Threshold(n): first loss factor

- Threshold(n+x): second loss factor

- Depth: burst limit

An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also shown.

Information on mathematical law values generated
The minimunn walue iz 1
The maximum value is 10
The probahbility of each value between Alpha and Beta is around: 1111112
If not between dlpha and Beta, the probability of a value is null
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7.4.4.6 Loss: User-defined File

MetDisturb Client - Loss & Duplication Laws
Lizt of the defined Loss & Duplication Law
Lawy Mame Law Type Range
(Mone)
Lawe 1 Lozs: File (Loss Yalues) i,
ey Latwy ‘ Moddify Latwy Marme Copy Lawe Delate Law ‘
Select a Type of Law and define itz Parameters
Select a Type of Law: |LDSSZ File (Loss Values) j
General | Law Parameters
Lawy Parameters
Filename: | OnePerTen txd
Threshold: 1
Mot Applicable.
O Cancel |

When this law is selected, the loss values are extracted from the user-defined file. This file must be a
text file.

Losses are expressed in integer positive number. Separators used for decoding are End of Line (CR
or CR-LF), semicolon, coma, and tab or space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of Line (CR
or CR-LF).

To assure performance, the file is read in one shot and stored in memory at law selection time. The
values of the file are used to load the table transmitted to the NetDisturb driver. In order to not
overload the memory resources, maximum read number of loss values is limited to 40,960.

If the file size exceeds the table size, only the part that can be memorized will be read. The rest of
the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning to complete the
table.
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The NetDisturb driver picks a number in the table (see also 7.4.4.1) for each selected packet. If this
number is greater or equal than the threshold, then the packet is lost. When the end of the file is
reached, the NetDisturb driver restarts with the beginning of the file in a circular way.

The file sample (OnePerTen.txt) illustrates a loss of 1 packet for 10 packets sent when the Threshold
value Tis 0 < T < 100.

(Content of the OnePerTen.txtfileis:0 0 0 0 0 0 0 0 0 100)

- For any Threshold value greater than 1 and smaller or equal than 100, only the 10" packet is lost.

- If the Threshold value is greater than 100, no packet is lost.
- If the Threshold value is 0, all packets are lost.

Here is another example of the impact of the threshold value.

The content of the file is:

10 20 30 40 50 60 70 80 90 100

Packet # Value Lost result with Value Lost result with Value Lost result with
extracted | Threshold =95 | extracted | Threshold =50 | extracted | Threshold =15
1 10 Continue 10 Continue 10 Continue
2 20 Continue 20 Continue 20 LOST
3 30 Continue 30 Continue 30 LOST
4 40 Continue 40 Continue 40 LOST
5 50 Continue 50 LOST 50 LOST
6 60 Continue 60 LOST 60 LOST
7 70 Continue 70 LOST 70 LOST
8 80 Continue 80 LOST 80 LOST
9 90 Continue 90 LOST 90 LOST
10 100 LOST 100 LOST 100 LOST
11 10 Continue 10 Continue 10 Continue
12 20 Continue 20 Continue 20 LOST
13 30 Continue 30 Continue 30 LOST
14 40 Continue 40 Continue 40 LOST
15 50 Continue 50 LOST 50 LOST
16 60 Continue 60 LOST 60 LOST
17 70 Continue 70 LOST 70 LOST
18 80 Continue 80 LOST 80 LOST
19 90 Continue 90 LOST 90 LOST
20 100 LOST 100 LOST 100 LOST
21 10 Continue 10 Continue 10 Continue

)

Continue means the packet is not lost and may be handled by the Delay & Jitter Law if defined
and/or may be handled by the Content Impairment Law if also defined.
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7.4.4.7 Loss: Percentage

MetDisturb Client - Loss & Duplication Laws

— List of the defined Loss & Duplication Law

Percentage: 12
hefiriimum Burst: 1
hefsrcimum Burst: 2]

Calculsted Range; 12%

—Information on mathematical law values generated
Mot Applicable.

Lawy Mame | Lawe Type Range
(Mone) - -
Lawy 1 Lozs: Percentage 12%
Memwy Law | Modify Lawe Mame Delete Law |
— Select a Type of Law and define itz Parameters
Select a Type of Law: ILDSSZ Percentage j
General | Law Parameters
—Law Parameters
Filenarme: I Browyse |

Restore Defaults ... |

o |

When this law is selected, a percentage of packets are lost and the packets to lose are randomly

selected.

The percentage of lost packets is calculated based on 100 received packets or a multiple of 100. For
this reason, the percentage indicated must be 1 or 2 consecutive digits, i.e. 12% and 0.00056% are

allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified, then all the packets are lost.

The value of the percentage must be bounded between 0.00000001% and 100%, and the lost

packets are selected in a random way.

The Loss may create a random burst i.e. a number of consecutive packets that should be included
between the 'Minimum Burst' and 'Maximum Burst' range parameters.
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7.4.4.8 Loss: 1Packet out of N

MetDisturb Client - Loss & Duplication Laws

— List of the defined Logs & Duplication Law

Lawy Mame Lawe Type | Range |

(Mone) - -

Ly 1 Lozs: 1 Packet out of W 145 (20%)
Mlewy Law Moclify Law Mame Copy Law Delete Law

— Select a Type of Law and define itz Parameters

Select a Type of Law:

General | Law Parameters
—Law Parameters

Filenarme: Browyse |

Range (M a

Calculated Range: 155 (20%)

—Infarmation on mathematical law values generated
Mot Applicable.

Restore Defaults ... |

| O I Cancel |

This law allows you to lose 1 packet out of N received packets.

The lost packet is the Nth received packet, i.e. considering N is 5, then the 5", 10", 15" ... packets
and so on are lost.

The value of N must be between 2 and 1,000,000,000.
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7.4.4.9 Loss: Percentage & Duration

MetDisturb Client - Loss & Duplication Laws

List of the defined Lozs & Duplication Law

Law Mame

(Mone) -
Lawy 1 Lozs: Percentage & Duration

Lawe Type

Memwy Law | Modify Lawe Mame Copy Law

Range

Ri,

Delete Law |

Select a Type of Law and define its Parameters

Select a Type of Law: |Loss: Percentage & Duration

General | Law Parameters
Law Parameters

Packet Loss of Y during milliseconds

Packet Lozs of 10% during 1000 milizeconds to be followed by &
Packet Lozs of 50% during 3500 milizeconds to be followed by &
Packet Loss of 100% during 10000 miliseconds to be followed by

Packet Loss of 5% during 750 miliseconds

Mot Applicable.

Cancel

B Bk ),

When this law is used, a percentage of packets are lost and the packets to lose are randomly

selected. This loss is done for a defined duration.

You can define up to 50 successive doublets: <% Packet loss, Duration> that NetDisturb will

process.

The percentage of lost packets is calculated based on 100 received packets or a multiple of 100. For
this reason, the percentage indicated must be 1 or 2 consecutive digits, i.e. 12% and 0.00056% are

allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified, then all the packets are lost.
The value of the percentage must be bounded between 0.00000001% and 100%, and the lost

packets are selected in a random way.
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7.4.4.10 Loss: File (Percentage & Duration)

MetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Lawy Mame Lawe Type Range
(Mone) - -
Ly 1 Lozs: File (Percentage & Duration) [,
Mlewy Law | Moclify Law Mame Copy Law Delete Law |

Select a Type of Law and define it Parameters

Select a Type of Law: |LDSS: File (Percentage & Duration) ﬂ

General | Law Parameters
Law Parameters

Fileraime: | PercentagelossAndDurationSample txt

—
—
—
—
—

Mot Applicable.

==

O | Cancel |

When this law is used, the loss and duration values are extracted from the user-defined file. This file
must be a text file.

The percentage of lost packets is calculated based on 100 received packets or a multiple of 100. For
this reason, the percentage indicated must be 1 or 2 consecutive digits, i.e. 12% and 0.00056% are
allowed BUT NOT 10.2% or 0.00506%.

Duration is expressed with an integer positive number and in milliseconds. Separators used for
decoding are End of Line (CR or CR-LF), semicolon, coma, and tab or space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of Line (CR
or CR-LF).

To assure performance, the file is read in one shot and stored in memory at law selection time. The
values of the file are used to load the table transmitted to the NetDisturb driver. In order to not
overload the memory resources, maximum read number of loss and duration values is limited to 200
couples of values.

If the file size exceeds the table size, only the part that can be memorized will be read. The rest of
the file will be used for the next loading.
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If the file size is too small to fulfill the table, the file is read again from the beginning to complete the
table.

The file sample (PercentageLossAndDurationSample.txt) illustrates a gradual loss from 5% to 50%.
Each step is applied during 10 seconds, except for the maximal loss value (50%) and the minimal
one (0%), which are applied during 20 seconds.

Loss Value Corresponding Duration
extracted Value extracted
5 10000
10 10000
15 10000
20 10000
25 10000
30 10000
35 10000
40 10000
45 10000
50 20000
45 10000
40 10000
35 10000
30 10000
25 10000
20 10000
15 10000
10 10000
5 10000
0 20000
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7.4.4.11 General Rules concerning the Duplication of Packets
This paragraph details some general terms used to describe the Duplication of packets.

7.4.4.11.1What does Duplication mean with NetDisturb?

The duplication refers to the action to send more than once the same packet. If the packet N should
be duplicated, the packet N is sent at least twice consecutively.

7.4.4.11.2How many times is a packet duplicated?

The Minimal Duplication and Maximal Duplication parameters help to select the number of times the
packet should be duplicated. When those parameters have the same value, the number of
duplications is constant. Otherwise, the number of duplications is randomly selected, where the
smallest value is “Minimal Duplication” and the highest value is “Maximal Duplication”.

7.4.4.12 Duplication: Percentage

MetDisturb Client - Loss & Duplication Laws

— List of the defined Logs & Duplication Law

Law Mame Lawy Type Range

(Mane) - -

Lawee 1 Duplication: Percentsge 5%
Memwy Law Modify Lawe Mame Copy Law Delete Law

— Select a Type of Law and define itz Parameters

Select & Type of Law:  |{EEE] e i s

General | Law Parameters
—Law Parameters

Filename: Browse I

Percentage: 5

-

Minimuin Duplication:

L)

Mazimum Duplication:

Calculsted Range; 5%

—Information on mathematical law values generated
Mot Applicable.

Restore Defaults ... |

[o].4 I Cancel |

The duplication of packets enables to transmit the same received packet several times. The
duplicated packets are just inserted after the original packet to be transmitted.

The Percentage of duplicated packets is calculated based on 100 received packets or a multiple of
100.
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For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12% and 0.00056%
are allowed BUT NOT 10.2% or 0.00506%. If the value of 100% is specified, then all the packets are
duplicated.

The value of the percentage must be bounded between 0.00000001% and 100%, and the packets to
duplicate are selected in a random way.

The original packet can be duplicated for several times defined by a random selection in the
‘Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets during the
process of duplication are copied the same number of times.

Here are a few examples:

- If the Percentage is 10, 10 packets are duplicated each 100 received packets.

- If the Percentage is 5, 5 packets are duplicated each 100 received packets.

- Ifthe Percentage is 2.5, 25 packets are duplicated each 1,000 received packets.

- Ifthe Percentage is 0.012, 12 packets are duplicated each 100,000 received packets.

See also paragraph 7.4.4.11 for the general rules and terms relevant to the duplication of packets.
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7.4.4.13 Duplication: 1 Packet out of M

MetDisturb Client - Loss & Duplication Laws
List of the defined Loss & Duplication Law
Lawy Mame Lawy Type Range
(Mone) - -
Law 1 Duplication: 1 Packet out of RIE= I e
Mewy Law | Modify Law Mame Copy Law Delete Law |
Select a Type of Law and define its Parameters
Select a Type of Law: |Duplicati0n: 1 Packet out of M j
General | Law Parameters
Law Parameters
Range (M) k]
tdinimum Duplication: 1
Mazimum Duplication: 3
Calculsted Range; 149 (11.11%)
Mot Applicable.
Restore Defaults ..
[o]04 | Cancel |

This duplication of packets enables to transmit the same received packet several times. The
duplicated packets are just inserted after the original packet to be transmitted.
This law duplicates 1 packet out of M received packet and the packet to be duplicated is the Mth

received packet.

The Range (M) parameter indicates which packet is going to be duplicated i.e. considering M is 9,

then the 9", 18", 27" packet and so on are duplicated.
The value of M must be between 2 and 1,000,000,000.

The original packet can be copied the number of times defined by a random selection in the
‘Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets during the
process of duplication are copied the same number of times.

See also paragraph 7.4.4.11 for the general rules and terms relevant to the duplication of packets.
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7.4.4.14 Duplication: Uniform Law

MetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Lawy Mame Lawe Type Range

(Mone) - -

Ly 1 Duplication: Uniform Lasw 1to10
Mlewy Law Moclify Law Mame Copy Law Delete Law

Select a Type of Law and define it Parameters

Select a Type of Lavw: [[EIE]s= alge

General | Law Parameters
Law Parameters

Alphs; 1
Beta: 10 must be = Alpha

hdinimum Duplication: 1
hsimum Duplication: 3
Threshold: 5

Calculated Range: From 1 to 10

Information on mathematical lavw values generated

The minifmum value is 1.

The maximum value iz 10,

The probakility of each value between Alpha and Beta iz around: 11.4111%.
If not between Alpha and Beta, the probakility of & value is null

Restore Defaults ...

O | Cancel |

The duplication of packets enables to transmit the same received packet several times. The
duplicated packets are just inserted after the original packet to be transmitted.
The decision to duplicate a received packet is made by using the uniform law.

If the value calculated by the law is equal or greater than the Threshold parameter, then the packet
is duplicated.

The original packet is duplicated the number of times defined by a random selection in the 'Minimum
Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets during the
process of duplication are copied the same number of times.

When this law is selected, a uniform distribution of numbers between the Alpha and Beta values is
computed and stored in a table. This table and the Threshold value are then transmitted to the
NetDisturb driver.

The NetDisturb driver picks a number in the table for each selected packet. If this number is greater
or equal than the Threshold, then the packet is duplicated.
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The mathematical function used is (click on the “Mathematical Theory” tab or see the Uniform Law in
Part 10 for more information):

Uniform law on («, ) range
f(X)=1/(f - ) ifa<x<pf
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range

Beta: max value of the range

Threshold: if the number calculated by the law is equal or greater than the Threshold
value, the packet is duplicated.

See also paragraph 7.4.4.11 for the general rules and terms relevant to the duplication of packets.

An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters.

Moreover, the probability of each value that can be generated is also available.

Information on mathematical law values generated
The minimum value iz 1
The masimurm value iz 10
The probability of each value between Alpha and Beta iz around: 11.1111%.
If ot between Alpha and Eeta, the probability of a value is null
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7.4.4.15 Loss (1 out of N) then Duplication (1 out of M)
The Loss law (1 out of N) is used before the Duplication law (1 out of M).

Loss (1 out of N): this law allows you to lose 1 packet for N received packets. The lost packet is
the Nth received packet. The value of N must be between 2 and 100,000,000.
For this law, 1 parameter is used: Loss Range (N).

Please refer to paragraph 7.4.4.8 Loss: 1 Packet out of N for more details.

Duplication (1 out of M): the duplication of packets enables to transmit the same received packet
several times. The duplicated packets are just inserted after the original packet to be transmitted.
The value of M must be between 2 and 100,000,000.

The original packet is duplicated the number of times defined by a random selection in the 'Minimum
Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets for the
process of duplication are copied the same number of times.

For this law, 3 parameters are used: Duplication Range (M), Minimum Duplication and Maximum
Duplication.

Please refer to paragraph 7.4.4.13 Duplication: 1 Packet out of M for more details.

MetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Larwy Mame Lawy Type Range
I:Lr:?v:?lj _L;ss (1 out of M) then Duplication (1 out of b) 14‘10_;1120 Let,S_ take a.n example Of 100 paCketS
received with Loss Range (N) = 10
and Duplication Range (M) = 20.
Mew Law | Modlity Law Mame Copy Lawy Delete Law | The IOSt paCketS are the 10th, the 20th’
Select a Type of Law and define its Parameters the 30“’1’ the 4oth ... the 100th.
Select & Type of Law: |L033 (1 out of My then Duplicstion (1 out of M) j
General | Law Parameters The duplicated packets are the 22™
Law Parameters (because packet #10 and #20 have
| [ Browse | been lost), the 44" (because packet
LEESEREE (1 1 #30 and #40 have been lost and
pupletion Fange (M ,fmi because the first packet of the next set
:”'r_"“"’ D:":fa:”' — of 20 none lost packets is the 23'),
SXImLUm DUplicEtion: th
B the 66" (because packet #50 and #60

have been lost, and the first packet of
this set of 20 packets is the 45") and
the 88" (because packet #70 and #80
have been lost with a 20 packets set
starting at 671).

Calculated Range; 140 & 1,20

Mot Applicable.

Restore Defaults ..
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7.4.4.16 Loss: based on MOS (VoIP)

MetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Law Mame Laww Type Range

[Mone) - -

Lawy 1 Loss: based on MOS (YolP) 35
ey Lanne Modlify Law Name Copy Law Delete Lawe

Select a Type of Law and define itz Parameters

Select a Type of Law:  |{R:E

General | Law Parameters

Lawy Parameters
MOS Yalue: 33 MOS is defined between 1 and 5

Calculated Range: MOS=3.5

Mot Applicable.

Restare Defaults ..

Ok | Cancel |

The Loss: based on MOS (VolIP) is used to lose packets for RTP flow used with SIP connections: it is
only available with the NetDisturb Enhanced edition.

If the MOS calculated by the NetDisturb Driver; when the MOS exceeds the MOS Value parameter,
NetDisturb loses the packet. The MOS uses the RFactor value, based on G.107 IUT-T
recommendation. To calculate the RFactor depending on the Codec, the formula and following
internal parameter values are used:

RFactor = Ro - Is — Id — le-eff + A where Ro = 93.2 for narrowband codecs and Ro = 129 wideband codecs
Values of the IE and BPL parameters, used to to calculate le-eff, are given below.

Codec IE BPL
PCMU 0 4.3
GSM 5 16
G722 7 4.4
G723 15 16
G726 7 24
G729 10 19
PCMA 0 4.3

SPEEX8000 5.4 37.8
ILBC 10 34
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7.4.5 The Delay & Jitter Law Configuration

NetDisturb can delay the packets following a mathematical law configured by the user or using
values extracted from an input file. These values apply to the packets matching to the selected Filter,
if a loss law hasn’t previously lost the packets.

If the value is constant, it is a Delay. When values vary, that is the case with mathematical laws, it is

a Delay & Jitter value.

Up to 100 Delay & Jitter Laws can be created.
The Default.wsx context file copied by the NetDisturb installer contains the following laws:

Combo-box (Law identifier)

Comment area

Description

(None)

(None)

With this option, no delay or jitter is applied to the
Flow.

Constant delay

Constant Delay

A 20 ms delay is applied to IP packets

Exponential jitter

Constant Delay &
Exponential Jitter

Delay & Jitter to apply: from 20 to 21 ms. The delay
is 20 ms and the jitter varies from 0 to 1 ms.

Uniform jitter

Constant Delay &
Uniform Jitter

Delay & Jitter to apply: from 3 to 102 ms. The delay
is 2 ms and the jitter varies from 1 to 100 ms.

Constant Delay & File (Jitter)

Constant
File (Jitter)

Delay &

The file Random_delay.txt contains jitter values to
add to the constant 10 ms delay.

File (Minimum Cadences)

File (Packet Sending
Minimum Cadences)

The file RandomValues.txt contains values used as
Delay & Jitter.

Throughput Limit with Delay

Router Simulation &
Constant Delay

Constant delay = 20 ms
IP Throughput = 1000 Kb/s
Max memory = 500 KB

Throughput Limit & File

(Cadences)

Router Simulation &
File (Packet Sending
Minimum Cadences)

IP Throughput = 1000 Kb/s

Max memory = 250 KB

Delay & Jitter values are extracted from a user file
(RandomValues.txt).

Delay & File (Throughput,
Time)

Constant Delay &
File (Throughput,
Duration)

Constant delay = 250 ms

Throughput values and Duration of the Throughput
values are extracted from a user file
(ThroughputAndDurationSample.txt).

Jitter and Duration Uniform Jitter and | Maximum Jitter of 200ms during 5 seconds, followed
Duration by no jitter during 2 seconds, then Maximum Jitter
100 ms during 5 seconds followed by no jitter during
2 seconds.
Throughput Jitter Time File (Throughput | The file ThroughputPlusJitterPlusDurationSample.txt

Jitter Duration)

contains values to use i.e. Throughput Maximum
Jitter and Duration.
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7.4.5.1 Delay & Jitter Law and the Working Mode

Working Mode: Laws apply to the Flow

When a Delay & Jitter Law is selected for a given Flow, the law applies to all packets
matching the Filter that haven’t been lost. For each packet, a new Delay & Jitter value is
extracted from the law or from the file, depending on the type of law selected. These values
are stored in a global table by the NetDisturb driver. When the table is empty, the
NetDisturb Server provides a new table to the NetDisturb driver with new values provided by
the law or the file. The value is the number of milliseconds the packet is delayed.

Working Mode: Laws apply to each TCP/UDP connection of the IP Flow

When a Delay & Jitter Law is selected for a given IP Flow, the law applies to all packets
matching the Filter that haven’t been lost.

These values are stored in a table maintained by the NetDisturb driver.

The NetDisturb Server provides the table once to the NetDisturb driver with values provided
by the law or extracted from the file. The NetDisturb driver loops on values from this table:
when the end of the table is reached, NetDisturb driver restarts at the beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is used to classify
the packet. Else the IP addresses and protocol are only used.

For each packet, a Delay & Jitter value is extracted from the buffer at the current index of the
packet for the connection i.e. the n" packet received for the given connection is delayed by
the n™ value of the table. When n reaches the end of the table, the values extracted restart at
the beginning of the table.

7.4.5.2 Delay & Jitter Accuracy

The NetDisturb driver accuracy is +1 millisecond.

It means that a delay variation of one millisecond between two packets can be taken into account.

=1 The NetDisturb driver uses the OS timer accuracy to delay the packets. Because Windows is not a
.k« real-time OS, it may append Windows is not able to wake up the NetDisturb driver in the timely
manner. In such case, the delay and/or jitter value is increased unexpectedly.

Copyright © 2014-2022 ZTI Communications. All rights reserved. Page 138/222



NetDisturb Part 7 Using the NetDisturb Client

7.4.5.3 How to create or edit the Delay & Jitter Law

To create or configure a Delay & Jitter Law, click on the Define button at the top or bottom part of the
main window.

Impairments te apphy on packets geing frem A to B
Loss & Duplication

Delay & Jitter Content Impairment

v||(Nune} AJ(NDI‘IB} v|
Loss: Uniform Law (Mone) < ’ (None}

|Unifurm Loss

e I
—_— ——
B
—
Impairments te apply on packets geing from B to A
Loss & Duplication Delay & Jitter Content Impairment
(Mong)

v||(Nune} | | (Mone)y v|

The following window is then displayed:

MetDisturb Client - Delay & litter Lawes

— List of the defined Delay & Jitter Law
Law Mame
(Mone)
Constant Delay

| Lawy Type Rangs |

Constant Delay 20ms

Exponertisl Jitter Constant Delay & Exponential Jiter 20 msto ...
Unifarm Jitter Constant Delay & Uniform Jiter Imztot..
= |_ e nE e s L s
ey Lawn | adify Lawy Mame Copy Law Delete Lawe |
— Select a Type of Law and define itz Parameters

Select a Type of Law: IConStant Delay

General | Law Parameters

Select a law in the defined law list or add a new law

| O I Cancel |

This window allows you to create a new law or modifying an existing one.

If (None) is selected, only the New Law button is enabled and the tabs to define the parameters are
disabled.
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If you select a preexisting law in the current list-box, then the parameters and the details about this
law can be viewed and the first "General" tab is enabled as in the example below:

MetDisturb Client - Delay & Jitter Lawvs

— List of the defined Delay & Jitter Law

Lty Matme

| Lawy Type

Range

(Mone)
Constant Delay

Exponertisl Jitter
Unifarm Jitter

Constant D
Conzstant Delay & Exponential Jiter
Constant Delay & Uniform Jiter

Elay

(>

20msto .
Fmstol..

-

ar

L}

m|r

ey Lawn | Madity Lawy Mame

Copy Law

Delete Laww |

— Select a Type of Law and define itz Parameters

Select a Type of Law: IConStant Delay

=

General | Law Parameters
—Howe does it wark’?

One parameter must be defined by the user:
- Constant Delay

constant mannet without jiter.

A constart delay is applied to all packets relevant to the Flow not previously lost.

The Constant Delay iz expressed in milizeconds, and all packets will be delayved in a

Cancel

This window is composed of two areas:

o List of the defined Delay & Jitter Law: a list-box displays the defined laws and four buttons
facilitate managing the laws: New Law, Modify Law Name, Copy Law and Delete Law.

o Select a Law and define its parameters: a list-box displays the Delay & Jitter laws
authorized by the software. Then there are 2 tabs to define and set up the parameters of the

selected law.
- (Tabl)

- (Tab2) Law Parameters

7.45.3.1 List of the Delay Laws defined

General (explaining how does the impairment law work)

The list-box displays for each defined law the summary of the characteristics, except for (None)

corresponding to 'No Delay & Jitter Law' selected:
- Law Name: name of the law

- Law Type:

the type of Delay law chosen amongst the pre-defined list (more details

available in paragraph 7.4.5.3.2 Select a law and define its parameters)

- Range:

range of values generated by the specified laws.
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To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with ‘New Law' as
name of the law:

— Lizt af the defined Delay & Jitter Law

Lawy Mame | Lawy Type Range | -

Throughput Limit & File (Cade...  Throughput Limit & File (Packet Sending ... i,

Delay & File (Throughput, Time)  Constant Delay & File (Throughput Limit &... i,

dnifarm Jitter with Duration Jnifarm Jitter & Duration M, E

Memwy Lawy Caonstant Delay 20ms

4 | m | ¥
Mesw Lawy Modlify Law Mame Copy Lawy Delete Lawe |

Then click on 'New Law' label to rename this entry or press the Modify Law Name button:

— Ligt of the defined Delay & Jitter Law

Lawy Mame | Lawy Type | Range | -
Thraughput Limit & File (Cade...  Throughput Limit & File (Packet Sending ... I,
Delay & File (Throughput, Timel  Constant Delay & File (Throughput Limit &. .. ra,
Uniform Jitter with Duration Uniform Jitter & Durstion ra, |E
Constant Delay 20 ms
T | *
ey Lawy Madity Lasey Mame Copy Lawy Delete Lavw |

Modify Law Name: to rename the Law. This button should be used to change the Law name.

Copy Law: this button copies the current selected law at the end of the list with a new name. The
following example shows the new list-box after copying the existing Exponential Jitter law:

— Lizt af the defined Delay & Jitter Law

Lanne Mame | Lawe Type | Range | -
Throughput Limit & File (Cade...  Throughput Limit & File (Packet Sending ... M2,
Delay & File (Throughput, Time)  Constant Delay & File (Throughput Limit &... M,
driform Jitter with Duration Uniform Jitter & Duration i, |E

Copy of Exponential Jiter Constant Delay & Exponential Jitter 20mzto . |

Mesw Larwy Modify Law Mame Copy Lawy Delete Laws

Delete Law: this button should be used to remove a Law from the current list.
First select in the list-box the law to delete and then press the Delete button. A confirmation window

is then displayed:

MetDisturb Client |22 |

i 3
IQI Dovyou confirm that you want to delete the law "Exponential Jitter"?
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7.4.5.3.2 Select alaw and define its parameters

Once a law has been created, then you can define or modify the parameters of the law:
The first step is to choose the law type amongst the list of the pre-defined laws.

Then there are 2 tabs to define and to help the user to set up the parameters of the selected law.

- (Tab1l) General (explaining how does the impairment law work) This Tab gives some
details on the theory of the mathematical law used.

- (Tab 2) Law Parameters

= Select atype of law

A combo box allows you to select a law among the following pre-defined laws:

¢ Constant Delay
Parameter = constant delay

e Constant Delay & Exponential Jitter
Parameters: constant delay, A

e Constant Delay & Uniform Jitter
Parameters: constant delay, alpha, beta

e Constant Delay & File (Jitter)
Parameters: constant delay, filename

¢ File (Packet Sending Minimum Cadences)
Parameter: filename

e Throughput Limit & Constant Delay
Parameters: IP throughput, max memory, constant delay

e Throughput Limit & File (Packet Sending Minimum Cadences)
Parameters: IP throughput, max memory, filename

e Constant Delay & File (Throughput & Duration)
Parameters: constant delay, filename

e Uniform Jitter and Duration
Parameters: Maximum Jitter, Duration

e File (Throughput Jitter Duration)
Parameters: filename
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= The “General” tab (tab 1)

Details on the law type chosen and on the way to choose the parameters are provided on this tab
and it may provide the main explanations of the mathematical theory of the law as shown on the
figure below (Constant delay & Exponential Jitter law by example):

General  Law Parameters

Howw does it work?

YWhen this lavy is uzed, two parameters must be defined by the user:
- Lambds: parameter of the exponertial law (rate parameter)
- Constant Delay: expressed in milizeconds

The probahbilty densty function of the Exponerntisl lavw is:

15
1_:I
A —Az > if | = ]
fon-Pgmiezy v
[ - = 1af |
0, z<0. 27220
S oaatlh
O oaT |
a5 l\
a5 Y
0.4 ~ '\
2.3
0z \'\l:“--..
01 \_h_ -
° T 3 %
Values

The exponertial distribution of the jitter is computed from the Lambda parameter. The dravwn
value iz then added to the Constant Delay (expressed in ms) to provide the total jitter value.

When we use the exponentisl distribution to draye random numbers, most the dravwn values
are theoretically small and the probahility to drawe big numbers is smaller.

For the exponential lawe, the more Lambda is small the more the maximum genersted jitter is
hig. In conzeguence the range of values is vwide.

The cumulative frequency from a given value =010 a given value bi=g is the irtegral of f(x)
an thiz interval.

The range valug indicated iz the sum of the Constant Delay (ms) and the theoretical
maximum of the drawn values.

= The “Law Parameters” tab (tab 2)
This tab is described for each law type here after.

= Action buttons

The "Delay & Jitter Laws" window handles a temporary list of laws until the OK or Cancel button is
pressed.

Button

Action

Restore Defaults ...

Reset all parameters of the current law.

OK

Save all modifications made if you didn't save them

before. Moreover, the selected law in the list of the
defined laws becomes the selected law in the combo-box
of the Flow window.

Cancel Ignore all modifications made if you didn't click on the
Save button before. In that case, the last law selected in

the combo-box of the Flow window is kept.

How to create a new Delay & Jitter Law:

1. Click on the "New Law" button,

Then click on the “Modify Law Name” button to modify the name of the law.

Choose one of the pre-defined law in the combo box

Select the "Law Parameters" tab,

Enter law parameter(s). The "General" tab contains information that can be useful to define
the parameters.

6. Press “OK” to quit the “Delay & Jitter Laws” window, to save the laws with their parameters
and to select this new law as the law to be applied on the corresponding Flow.

a bk~ wn
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7.4.5.4 Constant Delay

A constant delay is applied to all packets relevant to the Flow not previously lost.

MetDisturb Client - Delay & Jitter Lawrs
— Ligt of the defined Delay & Jitter Law

Law Mame Law Type Range | -
(Mone) -
Conzstant Delay Constant Delay
Exponertial Jitter Constant Delay & Exponertial Jiter 20msto ..
Unifaorm Jitter cConstant Delay & Uniform Jiter Imztod..
4_|__ = smstecsoetes o 0
Mewy Lawy | Modify Lawy Mame Copy Law Delete Law |
— Select a Type of Law and define its Parameters
Select & Type of Lawy: IConstant Delay j

General | Law Parameters
—Law Parameters

Filename: I Browse |

Constant Delay (ms); 20

Calculated Range: 20 ms

—Infarmation on mathematical law values generated
Mot Applicable.

Restore Detfaults ... |

| Ok I Cancel |

The “Constant Delay (ms)” [from 1 to 100,000 ms] parameter must be defined, and all packets will be
delayed in a constant manner.
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7.4.5.,5 Constant Delay & Exponential Jitter

When this law is selected, an exponential distribution of the jitter is computed from the Lambda
parameter. This distribution is stored in a table. When defined, the Maximum Law Value filter is
activated. This table is then transmitted to the NetDisturb driver, finally coupled with a Constant
Delay (expressed in ms from 1 ms up to 100,000 ms) that will be added to the calculated jitter. A
maximum jitter value may be defined to limit the range of high exponential values.

MetDisturb Client - Delay & Jitter Lawws
List of the defined Delay & Jiter Law

Lawy Mame Lawy Type Range -
(Mone) - - |E|
Constant Delay Constant Delay 20ms
Exponertial Jiter Conatant Del: niential Jiter 20msto ...
Uniform Jitter Constant Delay & Uniform Jiter Imstol..  _
:.l_..._‘ P = TP TP Samrbans fmtes 8 Cle s nisn -
e L | Moddify Lavy Mame Copy Law Delete Lawy |

Select a Type of Law and define its Parameters

Select a Type of Law: |Constant Delay & Exponential Jiter j

General | Law Parameters

Lambda: 10 must be =0
hzncimum Law alue: i} 0 means no limit of &y values
Constant Delay (ms): 20

Calculated Range: From 20 m= to 21 ms

Laww Parameters

Information on mathematical law values generated
The minimum value is: 0.
The maximum value is: 1.

0005 % of generated values are sitted after the value: 1.

The probakility of the integer value | 1 (=0} is around: 7.4114%
Far & cumulative

from 1 lirteger = 00 equal to | 1 % you should chooze a

lambds equal to; 0.0100503,

fram | 1 (integer = 0 to infinity equal ta | 1 % you should chooze &

lambda egual to: 4.6051702,
Restore Defautts ..

O I Cancel |

The mathematical function used is (click on the “Mathematical Theory” tab or see the Exponential
Law in Part 10 for more information):

Exponential law (4 > 0)

f(x) = le ™dx if x>0
f(x)=0 if x<0
For this law, one parameter is defined:
Lambda Parameter of the law
Maximum Law Value Value that could not be exceeded by the law (0 means no maximum)
Constant Delay Constant delay added to each value generated by the law

An additional area, called “Information on mathematical law values generated” is available with this
law. Here is provided some information about the minimum and maximum values. The mathematical
law generates the values using the user-defined parameters. Moreover, the probability of each value
that can be generated is also available.
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In order to help the user to choose the lambda parameter, by giving domain of values and a
cumulative frequency, NetDisturb can give you an approximation of the lambda parameter.

Information on mathematical law values generated
The mininum value iz 0
The masimunn walue is: 104

0.005 % of generated values are sitted after the walue: 99

The probability of the integer value |1 [> Oliz around: 9.9574%
Far a curulative frequency:

fram 1 [integer » 0] equal to |1 % you should choose a

lambda equal to; 0.0100503

fram |1 [imteger > ) to infinity equal o |1 % you should choose a

larbda equal to: 46051702

7.4.5.6 Constant Delay & Uniform Jitter

When this law is used, a uniform distribution of jitter values is calculated from the Alpha and Beta
parameters.

This distribution is stored in a table. This table is then transmitted to the NetDisturb driver, finally
coupled with a Constant Delay (expressed in ms) that will be added to the calculated jitter.

MetDisturb Client - Delay & Jitter Lawys
List of the defined Delay & Jiter Law

Lawy Mame Lawy Type Range -
(Mane) =]
Constant Delay Constant Delay 20ms T

Exponertial Jiter Constant Delay & Exponential Jitter 20msto ...
Uniform Jitter Col Uniform Jitter 3msto

o

e L | Moddify Lavy Mame Copy Law Delete Lawy |

Select a Type of Law and define its Parameters

Select a Type of Law: |Constant Delay & Uniform Jitter j

General | Law Parameters

Law Parameters

Alpha: 1

Beta: 100 must be = Alpha
Constant Delay (ms): 2

Calculated Range: From 3 ms to 102 ms

Information on mathematical law values generated

The minimum value is 1.

The maximum value is 100,

The probakility of each value betvween Alpha and Beta is around: 1.0101%.
If not between Alpha and Beta, the probahilty of & value iz null

Restore Defaults ...
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The mathematical function used is (click on the “Mathematical Theory” tab or see the Uniform Law in
Part 10 for more information):

Uniform law on («, ) range
f(x)=1(f—-a) if a<x<p

f(x)=0 else
For this law, two parameters are defined:
Alpha min value of the range
Beta max value of the range

Constant Delay  constant delay added to each value generated by the law

An additional area, called “Information on mathematical law values generated” is available with this
law. Here is provided some information about the minimum and maximum values. The mathematical
law generates the values using the user-defined parameters. Moreover, the probability of each value
that can be generated is also available.

Information on mathematical law valles generated
The mirirnum walue is 1
The masimurm value iz 100
The probahility of each value between Alpha and Beta iz around: 100107 %,
|f not between Alpha and Beta, the probability of a walue iz null

7.4.5.7 Constant Delay & File (Jitter)

When this law is selected, the delay rate is obtained from a file.

Total delay applied to the packet = Constant Delay (expressed in ms) + delay (read from the file
for this packet).

The Jitter values file must be a text file.

Delays are expressed in integer positive numbers. The unit is the millisecond. The separators used
for decoding are: end of line (CR or CR-LF), semicolon, coma, and tab or space characters. If a line
starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of Line (CR or CR-
LF).

One Jitter value is picked for each packet handled. When the end of the file is reached, the
NetDisturb driver restarts with the first values of the file.
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MetDisturb Client - Delay & litter Lawes
— List of the defined Delay & Jitter Law

Lawy Mame | Lawy Type Range | -
Constant Delay Constant Delay 20ms |EJ
Exponertisl Jiter Constant Delay & Exponential Jitter 20msto ...
Unifarm Jitter Conzstant Delay & Uniform Jiter Imstod...
Constant Delay & File (Jitter) Constant Delay & File (Jiter) M i
:.._l P e L r
ey Lawn | Madity Lawy Mame Copy Law Delete Law |

— Select a Type of Law and define itz Parameters

Select a Type of Law: IConStant Delay & File (Jiter) j

General | Law Parameters
—Law Parameters

Filename: I Jitter-10ms fat Browsze I

Conztant Delay (ms): 10

—Imfarmation on mathematical s values genersted
Mot &pplicable.

: Restore Defautts .. :

For performance reasons the file is read in one shot, and stored in memory when the Flow is set in
the Run state. The values are used to load the table transmitted to the NetDisturb driver. In order to
not overload the memory resources, the maximum number of delays read is limited to 40,960.

If the file size exceeds the table size, only the part that can be memorized will be read.

The rest of the file will be used for the next loading. If the file size is too small to fulfill the table,
fulfillment is done by reading back the file from its beginning.

Copyright © 2014-2022 ZTI Communications. All rights reserved. Page 148/222



NetDisturb Part 7 Using the NetDisturb Client

7.4.5.8 File (Packet Sending Minimum Cadences)

When this law is used, NetDisturb defines the minimum cadence when the packets are to be sent
over the output interface. This is done without considering the moments where the packets were
received from the input interface.

This law is mainly used for incoming constant flow to add a variable jitter defined by the user.
The file containing the values must be a text file. Sending times are integer positive numbers (unit is
the millisecond).

The separators used for decoding are end of line (CR or CR-LF), semicolon, coma, and tab or space
characters. If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End
of Line (CR or CR-LF).

NetDisturb extracts the values from the file in a circular way and one value is picked for each packet
handled.

MetDisturb Client - Delay & Jitter Laws
List of the defined Delay & Jitter Law

Law Mame Lawy Type Range -
Unifarm Jitter Constant Delsy & Unifarm Jitter Fmstotl..
Conztant Delsy & File (Jitter) Constant Delsy & File (Jiter) I8, |E |
File (Minimum Cadences) File (Packet Sending Minimum Cadences) [diy B
Throughgput Limit with Delay Throughput Limit & Constart Delay A, il
:|4 fmd o ae o e Iy
ey L | Modlify Law Mame Copy Law Delete Law |

Select a Type of Law and define itz Parameters

Select a Type of Law: |File [Packet Sending Minimum Cadences) j

General | Law Parameters
Law Parameters

Filename: | Random'alues txd

—
—
—
—
—

Mat Applicable.

The first packet initializes the TR1 time (reception time for packet # 1).

Then the value TS2 is calculated as follows: TS2 = TR1 + D1, where TS2 corresponds to the time
when the second packet has to be sent over the output interface and D1 corresponds to the first
cadence value read from the file. The second packet is received at the TR2 time.
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If TR2 < TS2 then the second packet is queued with a delay defined as: TS2-TR2
If TR2 >= TS2 then the second packet is sent immediately over the output interface.

Then the new value TS3 is calculated: TS3 = TS2 + D2, where TS3 corresponds to the time when
the third packet has to be sent over the output interface and D2 corresponds to the second cadence
value read from the file.

When the end of the file is reached, the process continues and loops at the beginning of the file.

Example: the file contains the values 10, 20...

Let's suppose that the packets are received every 12 ms over the input interface. The first packet
received is sent without delay over the output interface.

The second packet received is sent without delay. Why? Because the receiving time is equals to 12
ms after the first packet has been received and that's the cadence is equals to 10 ms - first value of
the file.

The third packet is sent with a 6 ms delay after the second packet. Why? The receiving time is equal
to 24 ms after the first packet has been received and the cadence is equals to 10 + 20 - second
value of the file = 30 ms.

And so on...
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7.4.5.9 Throughput Limit & Constant Delay
This law is used to simulate a real network by offering:

o Alimited IP Throughput on the output interface in Kbps.
e A Constant Delay (to simulate a network transit delay)

e The loss of packets as soon as the virtual output queue is full (the Maximum Memory parameter
expressed in Kilobytes is the virtual output queue size). When the output queue is virtually full, all
new incoming packets are not transmitted to the output interface.

The example displayed below illustrates the 3 parameters used by the “Throughput Limit & Constant
Delay” law: IP Throughput, Maximum Memory and Constant Delay.

MetDisturb Client - Delay & Jitter Lawvs
— List of the defined Delay & Jitter Law

Lavwy Mame | Lawy Type | Range | -
Unifarm Jitter Constant Delay & Uniform Jiter Imstod..
Constant Delay & File (Jitter) Constant Delay & Fils (Jiter) i, |E

File (Minimutm Cadences)

ey Lawe | hodify Lawy Mame Copy Law Delete Law |

— Select a Type of Law and define itz Parameters

Select a Type of Law: IThroughput Limit & Constant Delay j

General | Law Parameters
—Law Parameters

Filename: I Browze I

IP Theaughput (Kkis): 1000
Constant Delay (ms): 20
Mscimum Memory (KB | 500

—Information on mathematical law values genersted
Mot &pplicable.

Restore Defautts .. |

| O I Cancel |

The output queue is a virtual queue because there isn’t any real queue associated to the Flow.

(continue)
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When the Flow is started i.e. when the ‘Run’ button is pressed, the internal remaining size is the Maximum
Memory parameter value.

Each time a packet is received, the internal remaining size parameter is decreased by the packet size. When
the remaining size parameter is 0, the queue is marked as full.

Any new packet is lost until the remaining size becomes positive. When the packet is sent, the relevant queue
size parameter is increased.

In the meantime, each packet to send is first moved in the output queue and if needed, the number of packets
delayed is increased.

This is why there may be packets not yet sent when the Flow is stopped. Those packets continue to be sent
until the output queue is free.

You shouldn’t be surprised if packets continue to be sent even if no packet has been received: it is in most
cases the output queue that is not yet empty.

7.4.5.10 Throughput Limit & File (Packet Sending Minimum Cadences)

This law is used to simulate a real network by offering:

e Alimited IP Throughput on the output interface in Kbps.

o A loss of packets as soon as the output queue is full (the Maximum Memory parameter
expressed in Kb/s is the output queue size). When the output queue is full, all new incoming
packets will not be transmitted to the output interface.

e The minimum cadences (values read from the text file) when the packets are sent over the output
interface whatever the moments when the packets were received from the input interface (to
simulate a real network transit delay). Please refer to the "File (Packet Sending Minimum
Cadences)" Law for more information. The values are expressed with an integer positive number.
The unit is the millisecond. The separators used for decoding are end of line (CR or CR-LF),
semicolon, coma, and tab or space characters. One Delay & Jitter value is picked for each packet
handled. When the end of the file is reached, the NetDisturb driver restarts with the first values
of the file. If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the
End of Line (CR or CR-LF)

The example displayed below illustrates the 3 parameters used by the “Throughput Limit & Constant
Delay” law: IP Throughput, Maximum Memory and the user defined file containing the Delay &
Jitter values.
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MetDisturb Client - Delay & litter Lawes
List of the defined Delay & Jitter Law

Lawy Mame Lawy Type Range -
Throughput Limit with Delay Throughput Limit & Constart Delay &,
Throughput Limit & File (Cade...  Throughput Limit & File (Packet Sending ... M2 N
Delay & File (Throughput, Time)  Constant Delay & File (Throughput & Dur... i, |E |
Uniform Jitter with Duration Uniform Jitter & Duration i, L
4 i | ¥
ey Lawn | Madity Lawy Mame Copy Law Delete Law |

Select a Type of Law and define itz Parameters

Select a Type of Law: |Thr0ughput Limit & File (Packet Sending Minimum Cadences) j

General | Law Parameters
Law Parameters

Filename: | Fandom'values txt Browese
IP Throughput (Khiz): 1000
Maximum Memary (KB |0

Mot &pplicable.

7.4.5.11 Constant Delay & File (Throughput & Duration)

This law is used to change the output throughput from time to time. It is a throughput simulation law
where the throughput varies.

The throughput and the duration of the throughput are positive and integer values. The values are
extracted from the user-defined file. This file must be a text file.

Separators used for decoding are End of Line (CR or CR-LF), semicolon, comma, tab or space
characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of Line (CR
or CR-LF)

There are a couple of values to read:
e The first value is the throughput. The unit of the throughput is the Kbps.
¢ The second value read is the duration of the throughput. The duration unit is the millisecond.

To assure performance, the file is read in one shot and stored in memory at law selection time. The
values extracted from the file fill a table transmitted to the NetDisturb driver. In order to not overload
the memory resources, the maximum read number of values is limited to 40,960 i.e. 20,480 couples.

If the file size exceeds the table size, only the part that can be memorized will be read. The rest of
the file will be used for the next loading.
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If the file size is too small to fulfill the table, the file is read again from the beginning to complete the
table.

The NetDisturb driver extracts a couple of values from the table to get the throughput to apply and
its duration. When the duration expires, the next couple of values is extracted from the table, and so
on.

A constant delay can be added to each packet, to simulate the network delay, for example the
satellite upload or download frame delay.

MetDisturb Client - Delay & Jitter Lawvs
List of the defined Delay & Jitter Law

Lawy Name Law Type Fange -
Throughput Limit with Delay Throughput Limit & Constart Delay M
Throughpot Limit & File (Cade...  Throughpot Limit & File (Packet Sending ... M N
Delay & File (Throughput, Time)  Constant Delay & File (Throughput & Dur... M |E |
Unifarm Jitter swith Duration Unifarm Jitter & Duration i, -
< i | ¥
ey Lawe | hodify Lawy Mame Copy Law Delete Law |

Select a Type of Law and define itz Parameters

Select a Type of Law: |C0nstant Delay & File (Throughput Limit & Durstion) j

General | Law Parameters
Law Parameters

Filerame: | ThroughputAndDurationSample txd Browse
Conztant Delay (ms): 20

Mot &pplicable.

The constant delay of 20ms is the minimum delay applying to each packet of the flow. The values
extracted from the file are added to the constant delay, helping to create a jitter.

If Vis the set of values extracted from the file, k the constant delay, the delay D for the
packet n is calculated as shown below:

D(n)=V(n) +k

D(n+1) = V(n+1) + k

The jitter or Inter Packet Delay Variation (IPDV) is calculated by the formula:
D(n+1) - D(n) => V(n+1) +k -V(n) -k = V(n+1)-V(n)

The jitter is generated by the values extracted from the file.
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7.4.5.12 Uniform Jitter & Duration

This law is used to add a jitter during a given time. The Jitter is randomly selected from 1 to the given
value. When the Jitter is 0, the packets are relayed as soon as received.

MetDisturb Client - Delay & Jitter Lawws
List of the defined Delay & Jitter Law

Lawy Name Law Type Fange -

Throughput Limit with Delay Throughput Limit & Constart Delay M

Throughpot Limit & File (Cade...  Throughpot Limit & File (Packet Sending ... M

Delay & File (Throughput, Time)  Constant Delay & File (Throughput & Dur ... M |,E |

Unifarm Jitter with Duration Unifarm Jitter & Duration Iia, -

4| mn r
ey Lawe | hodify Lawy Mame Copy Law Delete Law |

Select a Type of Law and define itz Parameters

Select a Type of Law: |Unif0rm Jitter & Duration

General | Law Parameters
Law Parameters

=
Packet Jitter of m3 during milliseconds l:l
Packet Jitter of 200 m= during 5000 milizeconds to be followed by a Delete

Packet Jitter of 0 ms during 2000 miliseconds to be follwed by &
Packet Jitter of 100 ms during 5000 milizeconds to be followed by a
Packet Jitter of 50 ms during 2000 miliseconds

Mot &pplicable.

NetDisturb calculates the Jitter value using the Uniform law, where Alpha = 1 (ms) and Beta is the
current Jitter value (see paragraph 7.4.5.6 or 10.3.1 for more details about the Uniform law) for a
period of time indicated by the Duration parameter.

When the Jitter value is O, there is no delay added to the received packets and they are sent
immediately.

There may be out-of-sequence operation if this option has been selected and when the Jitter value
added to previous packets is large enough.
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7.4.5.13 File (Throughput Jitter Duration)

This law is used to change the output throughput and to add a jitter from time to time. It is a
throughput simulation law where the throughput and the jitter vary. The parameter of the law is a file
name.

MetDisturb Client - Delay & litter Lawes

— List of the defined Delay & Jitter Law

Lawy Mame | Lawy Type Range | -
Throughput Limit & File (Cade... Router Simulation & File (Packet Sending ... [I7iY
Delay & File (Throughput, Time)  Constant Delay & File (Throughput & Dur. .. &,
Jitter & Curation Jitter & Curation i, |EJ

Throughput, Jitter, Time File (Throughput Jitter Duration)

4 T | »

e L | Moddify Lavy Mame Copy Law Delete Lawy |

— Select a Type of Law and define its Parameters

Select a Type of Law: IFiIe [ Throughgut Jitter Durstion) j

General | Law Parameters

—Law Parameters

Filerame: I ThroughputPlusJiterPlusDurstion Sample txt Browse |

—Information on methematical lsw values genersted
Mot Applicatble.

Restore Defautts .. |

| O I Cancel |

The throughput, the jitter and the duration of the throughput are positive and integer values. The
values are extracted from the user-defined file. This file must be a text file.

Separators used for decoding are End of Line (CR or CR-LF), semicolon, comma, tab or space
characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of Line (CR
or CR-LF)

There is a triple of values to read:

e The first value is the throughput. The unit of the throughput is the Kbps.

e The second value read is the maximum jitter. The maximum jitter unit is the millisecond.
e The third value read is the duration. The duration unit is the millisecond.

To assure performance, the file is read in one shot and stored in memory at law selection time. The
values extracted from the file fill a table transmitted to the NetDisturb driver. In order to not overload
the memory resources, the maximum read number of values is limited to 40,960 i.e. 20,480 couples.
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If the file size exceeds the table size, only the part that can be memorized will be read. The rest of
the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning to complete the
table.

The NetDisturb driver extracts a triple of values from the table to get the throughput and the max
jitter to apply for the given duration. When the duration expires, the next triple of values is extracted
from the table, and so on.

The NetDisturb driver calculates the jitter, from 0 to the current maximum jitter value. This
calculation follows a Uniform law variation. The jitter is calculated for each packet matching this law.

7.4.6 The Content Impairment Law Configuration

NetDisturb can change the packets content following a mathematical law configured by the user or
using values extracted from an input file. These values apply to the packets matching to the selected
Filter, if a loss law hasn’t previously lost the packets.

Up to 100 Content Impairment Laws can be created.
By default the following laws are defined in the Default.wsx context file:

Combo-box (Law identifier) Comment area Description

(None) (None) With this option, no impairment is applied to
the Flow.

1 out of 10 1 Packet out of N Range (N): 10

Percentage Percentage Percentage: 5, Minimum and maximum burst
=1 (i.e. no burst)

Normal Law Impairment Normal Law (Laplace- | The domain of values is [0..100]. Parameters

Gauss) of the law are :

= Average:30
= Standard deviation:10
= threshold: 40

Uniform Law Impairment Uniform Law Domain values [1 to 100] Threshold = 20

For each law coming from the Default.wsx context file, the default packet content impairment
parameters are used. See 7.4.6.7 Packet Content Impairment Type for more details.

7.4.6.1 Content Impairment Law and the Working Mode

Contrary to the other types of disturbance, the Content Impairment laws are not concerned by the
Working Mode. When a Content Impairment law is selected over a given Flow, the law applies to all
packets matching the Filter.

For each new packet, a new value is extracted from the law or from the file, depending on the type of
law selected. These values are stored in a global table by NetDisturb. When the table is empty,
NetDisturb Server provides a new table to the NetDisturb driver with new values depending on the
law.

This value is compared to the Threshold: if the value is greater or equal than the Threshold, the
packet content is impaired.
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7.4.6.2 How to create or edit the Content Impairment Law

To create or configure Packet Content Impairment Law click on the Define button at the top or
bottom part of the main window.

Impairments to apply on packets geing from A to B
Loss & Duplication

Delay & Jitter Content Impairment
Uniform Lo=s w | |(N|:|ne} v| |(N|:|ne}
Loss: Uniform Law {None) (None}
e I
—
e
—
Impairments to apply on packets going from B to &
Loss & Duplication Delay & Jitter Content Impairment
{None) Vl | {None)

ol [t J—

The following window is then displayed:

MetDisturb Client - Content Impairment Laws

— Ligt of the defined Content Irmpairment Law

Lawy hame | Law Type | Range |
[Mone) -

Packet out of 10

1 Packet out of R

Percentage Percertane 5%
Mormal Lavw Impairment Mormal Lavwe (Laplace-Gauss) Oto 100
Unifarm Lasw Impairment Unifarim Laww 1 to100
Menaw Ly | Madify Lavy Mame Copry Lanne Delete Law |
— Select a Type of Law and define its Parameters

Select a Type of Law: I

General | Law Parameters | Cortent lmpairment

Select a law in the defined law list or add a new law

This window allows you to create a new law or modifying an existing one.

If (None) is selected, only the New Law button is enabled and the tabs to define the parameters are
disabled.

Copyright © 2014-2022 ZTI Communications. All rights reserved. Page 158/222



NetDisturb Part 7 Using the NetDisturb Client

If you select a preexisting law in the current list-box, then the parameters and the details about this
law can be viewed and the first "General" tab is enabled as in the example below:

MetDisturb Client - Content Impairment Laws

List of the defined Content Irmpairment Law

Lawy Mame Lawy Type Range

ack 1 Packet out of R 10
Percentage Percertane 5%

Mormal Lavw Impairment Mormal Lavwe (Laplace-Gauss) Oto 100
Unifarm Lasw Impairment Unifarim Laww 1 to100
e L | Moddify Lavy Mame Copy Law Delete Lawy |

Select a Type of Law and define its Parameters

Select a Type of Law: |1 Packet out of M j

General | Lawe Parameters | Content Impairment
Howe does it wark?

This lawy impairs the content of 1 packet out of M received packets.
One parameter must be defined by the user:
- Range (M)

The impaired packet is the Mh received packet, i.e. considering M iz 12, then the 1 2th, 24th,
36th packet and 20 on are impaired.

The value of M must be between 2 and 100 000,000,
Go to the "Content Impairment' tab and click on the "Modify Parameters" button.

The dialog box opened allows defining the parameters on how the packet
content will be impaired.

(924 Cancel |

This window is composed of two areas:

e List of the defined Content Impairment Law: this list-box displays the defined laws and four
buttons facilitate managing the laws: New Law, Modify Law Name, Copy Law and Delete Law.

e Select a Law and define its parameters: a list-box displays the Content Impairment laws
authorized by the software. Then there are 3 tabs to define and to help the user to set up the
parameters of the selected law.

- (Tab 1) General (explaining how does the impairment law work)
- (Tab 2) Law Parameters
- (Tab 3) Content Impairment

7.4.6.2.1 List of the Content Impairment Laws defined

The list-box displays for each defined law the summary of the characteristics, except for (None)
corresponding to 'No Content Impairment Law' selected:

- Law Name: Name of the law

- Law Type: The type of Content Impairment law chosen amongst the pre-defined list (more
details available in 7.4.6.2.2 Select a law and define its parameters)

- Range: Range of values generated by the specified laws.
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To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with 'New Law' as
name of the law:

— Ligt of the defined Content Impairment Law
Laww MName Laww Type Fange | -
Percentage Percentage 2%
Marmal Lawy Impaivment Mormal Law (Laplace-Gauss) Ota 100 A
Unifarm Law Inpairment Unifarm Lawy 1ta100 3
ey Lawy 1 Packet out of N 1055 (205%:)
' m | »

ey Lawy Madify Lasw Mame Copy Law Delete Lawy

Then click on 'New Law' label to rename this entry or press the Modify Law Name button:

— List of the defined Content Impairment Laws

Lawy Mame | Lavw Type | Range | -
Percertage Percertage 2%
Marmal Lavw Iinpairment Marmal Law (Laplace-Gauzs) Ota100 ?
Uniform Lasy Impairment Uniform Lawy 1to100 5
1 Packet out of M 182 120%)
T | *

Mew Larwy Modify Law Mame Copy Lawy Delete Lawy |

Modify Law Name: to rename the Law. This button should be used to change the Law name.

Copy Law: this button copies the current selected law at the end of the list with a new name. The
following example shows the new list-box after copying the existing Percentage law:

— Lizt af the defined Cantent Impairment Law

Laww Mame | Law Type | Fange | -
Percentage Percentage 5%
Marmal Lavwy Inpsivmenit Marmal Law (Laplace-Gauss) Ota 100 A
Uniform Lasw Impairment Unifarm Law 1ta100 -
Copy of Percentage Percentage 5% il
a4 | 0 | ¥
Memwy Lawy hodify Law Mame Copy Law Delete Law |

Delete Law: this button should be used to remove a Law from the current list.
First select in the list-box the law to delete and then press the Delete Law button. A confirmation

window is then displayed:

=

MetDisturb Client

./.-_-.\.
|@I Do you confirm that you want to delete the lauw "Copy of Percentage"?
L * 4
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7.4.6.2.2 Select alaw and define its parameters
Once a law has been created, then you can define or modify the parameters of the law:

The first step is to choose the law type amongst the list of the pre-defined Content Impairment laws.
Then there are 3 tabs to define and to help the user to set up the parameters of the selected law.

- (Tab 1) General (explaining how does the impairment law work and giving some
details on the theory of the mathematical law when used)

- (Tab 2) Law Parameters

- (Tab 3) Content Impairment

= Select a type of law
A combo box allows you to select a law among the following pre-defined laws:

e 1 Packet out of N
Parameter: range (N)

e Percentage
Parameter: percentage, minimum burst and maximum burst

e Uniform law
Parameters: alpha, beta, threshold

¢ Normal law (Laplace-Gauss)
Parameters: average, standard deviation, threshold

= The “General” tab (tab 1)
Details on the law type chosen, and on the way to choose the parameters are provided on this tab as
shown on the figure below:

General | Law Parameters | Content Impairment
Howr does it work?

The number of packets to impair is defined by the Laplace-Gauss law.
Distribution of Laplace-Gauss Law iz

)
I 2
flx) = e 2
NJ2m o
689
o—)
1]
1S
-+ G !
A 9% A

Where p is the average and O is the Standard Devivation. Mote that 65% of values are
[p-C;p+0] and 99% of value are [p-30;p+30)
The more O is small and the more law values are near Y.

Three parameters must be defined by the user:

- Average () is a positive value

- Standard Deviation (2 is posttive walue such as (Standard Deviation == Averagei3)

- Threshold iz compared to a number calculated by the lawe . When the law value is equal or
greater than the threshold value, then the packet is impaired.

Go to the "Content Impairment” tab and click on the "Modify Parameters" button.
The dialog box opened allows defining the parameters on how the packet
content will be impaired.
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= The “Law Parameters” tab (tab 2)
This tab is described for each law type here after.

= The “Content Impairment” tab (tab 3)
This tab is described in paragraph 7.4.6.7 Packet Content Impairment Type.

= Action buttons
The "Content Impairment Laws" window handles a temporary list of laws until the OK or Cancel
button is pressed.

Button Action
Restore Defaults ... Reset all parameters of the current law.
OK Save all modifications made if you didn't save them

before. Moreover, the selected law in the list of the
defined laws becomes the selected law in the combo-box
of the Flow window.

Cancel Ignore all modifications made if you didn't click on the
Save button before. In that case, the last law selected in
the combo-box of the Flow window is kept.

How to create a new Content Impairment Law:

1. Click on the "New Law" button,

Then click on the “Modify Law Name” button to modify the name of the law.

Choose one of the pre-defined law in the combo box

Select the "Law Parameters" tab,

Enter law parameter(s). The "General" tab contains information that can be useful to define

the parameters.

Go to the "Content Impairment” tab and click on the "Modify Parameters" button to specify the

parameters on the content impairment type.

7. Press “OK” to quit the “Content Impairment Laws” window, to save the changes and to select
this new law as the law to be applied on the corresponding Flow.

a bk wn

o
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7.4.6.3 1 Packet out of

N

— List of the defined Content Impairment Law

MetDisturb Client - Content Impairment Laws

Lavwy Mame | Lawy Type | Range |
(Mone) - -
1 Packet out of 10 1 Packet out of M 145 720%)
Percentae Percertage 5%
Mormal Lavwe Impairment Mormal Lawe (Laplace-Gauss) Ota17
Unifarm Law Impairmert Unifarm Law 110100

ey Lawe | hodify Lawy Mame Copy Law Delete Law |

— Select a Type of Law and define itz Parameters

Select a Type of Law: |1 Packet out of M

=

General | Lew Parameters  Content Impairment
—Law Parameters

Filename: I
Rangz (M) 5
Calculzted Range: 1/5 (20%)

—Information on mathematical law values genersted

Browze I

Mot &pplicable.

This law allows you to impair the content of 1 packet out of N received packets. It affects a same

packet based on its order.

The impaired packet is the Nth received packet, i.e. considering N is 12, then the 12", 24" 36"

packet and so on are lost.

The value of N must be between 2 and 1,000,000,000.
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7.4.6.4 Percentage

MetDisturb Client - Content Impairment Laws

— List of the defined Content Impairment Law

Lawy Mame | Lawy Type Range |
(Mone) —
1 Packet out of 10 1 Packet out of M
Percentage 5%
Mormal Lavwe Impairment Mormal Lawe (Laplace-Gauss) Ota17
Unifarm Law Impairmert Unifarm Law 110100
ey Lawe | hodify Lawy Mame Copy Law Delete Law |

— Select a Type of Law and define itz Parameters

Select a Type of Law: IPercemage j

General | Lew Parameters  Content Impairment
—Law Parameters

Filename: I Browze I
Percentage: 5
Minitmuim Bzt 1
hzximum Burst: 1

Calculzted Range: 5%

—Information on mathematical law values genersted
Mot Applicable.

Restore Defautts .. |

| O I Cancel |

When this law is selected, a percentage of packets are impaired and the packets to impair are
randomly selected.

The percentage of impaired packets is calculated on the basis of 100 received packets or a multiple
of 100. For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12% and
0.00056% are allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified, then all the packets are impaired.

The value of the percentage must be bounded between 0.00000001% and 100%, and the impaired
packets are selected in a random way.

The Content impairment may create a random burst i.e. a number of consecutive packets that should
be included between the 'Minimum Burst' and 'Maximum Burst' range parameters.
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7.4.6.5 Uniform Law

When this law is selected, a uniform distribution of numbers contained between the Alpha and Beta
values is computed and stored in a table. This table and the threshold (also supplied by the user) are
then transmitted to the NetDisturb driver.

MetDisturb Client - Content Impairment Laws

List of the defined Content Irmpairment Law

Laww Mame Lawy Type Fanoe
(Mane) - -
1 Packet out of 10 1 Packet out of MW 103 (20%)
Percentage Percertane 5%
Mormal Lavw Impairment Mormal Lavwe (Laplace-Gauss) Oto17
Unifarim Lav Impairment Unifarim Laww 1to10

Menaw Ly | Modify Lavy Mame Copy Lavw Delete Law |

Select a Type of Law and define its Parameters

Select a Type of Law: |Unif0rm Lamv j

General | Laww Parameters  Cortent Impairment
Laww Parameters

Alpha: 1
Beta: 10
Threshald: 5

Calculated Range: From 1to 10

Information on mathematical law values generated

The minimum value is 1.

The maximum value is 10.

The probakility of each value betvween Alpha and Beta is around: 11.1111%.
If not between Alpha and Beta, the probahilty of & value iz null

(924 Cancel |

The NetDisturb driver picks a number in the table (see also 7.4.4.1) for each selected packet. If this
number is greater or equal than the threshold, then the packet is impaired.

The mathematical function used is (click on the “Mathematical Theory” tab or see the Uniform Law in
Part 10 for more information):

Uniform law on (&, ) range
f(X)=1/(f-«a) ifa<x<pf
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range
Beta: max value of the range
Threshold: if the number calculated by the law is greater or equal than the

Threshold value, the packet is impaired.
An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also shown.
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Infarmation an mathematical law values generated
The minimurm value iz 1
The maximum value iz 10
The probability of each walue between Alpha and Beta iz around: 1111113,
If nat between Alpha and Beta, the prabability af a value iz rull

7.4.6.6 Normal (Laplace-Gauss) Law

MetDisturb Client - Content Impairment Laws

List of the defined Content Irmpairment Law

Lawy Mame Lawy Type Range
(Mane) - —
1 Packet out of 10 1 Packet out of MW 103 (20%)

Percentage Percertane 5%

Mormal Las Impairment Morrmal Las Oto17
Unifarm Lasw Impairment Unifarim Laww 1to10

e L | Moddify Lavy Mame Copy Law Delete Lawy |

Select a Type of Law and define its Parameters

Select a Type of Law: |N0rmal Lawy (Laplace-Gauss) j

General | Laww Parameters  Content Impairment

Law Parameters
Average 10
Standard Devistion: 1
Threshald: 10

Calculated Range: From 0to 17

Information on mathematical law values generated
The minimum value is: 0.

The maximum value is: 17,

99 73% of the values are included in [ #13]

The probability of the integer value | 1 iz around: < 0.0001%

Restore Defaults ...

(924 I Cancel |

The NetDisturb driver picks a number in the table (see also 7.4.4.1) for each selected packet. If this
number is greater or equal than the threshold, then the packet is impaired.

The mathematical function used is (click on the “Mathematical Theory” tab or see the Normal Law in
Part 10 for more information):

Normal law on (a, ) range
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f(X)=1(f-«) if a<x<pf
f(x)=0 else

For this law, three parameters are defined:

Average: min value of the range
Standard Deviation: max value of the range
Threshold: if the number calculated by the law is greater or equal than the

Threshold value, the packet is impaired.

An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also shown.

Information an mathematical law values generated
The minirmurn value is; 0

The mawimumn walue iz 17F
99.73% of the walues are included in [ 7:13]

The probability of the integer value |1 iz around: € 00001 %
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7.4.6.7 Packet Content Impairment Type

First, go to the "Content Impairment" tab. A figure shows the correspondence between the
parameters to be specified and the Ethernet frame. This tab displays also a summary of the defined

parameters for the content impairment type.
The button "Modify Parameters" allows you to modify these parameters.

General | Law Parameters | Content Impairment

fram the Starting Point (S)

Upto 1514 Bytes
> >

(P) Bytes

othe % ............ {H} B}I‘tES ................ .,.,:
{%: Starting Point '

Defined Parameters
e
(M): Random Yalue between (171 and (1513-5)
(P} Random Yalue betvween (17 and (M)
Impairment summary. One bit randomly selected and modified far each of the (P Bytes
CRC recalculations after impairment. Yes

Modify Parameters

(P} Byte= impaired are randomly chozen by MetDisturk among (M) Bytes which are selected

The following window is then displayed when you click on the "Modify Parameters" button:
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MNetDisturb - Content Impairrment Type @

impaired are randomly chozen by MetDisturb among (H) Bytes which are
zelected from the Starting Point {(S)

Upto 1514 Bytes
() Bytes

F
h 4

[

(WASSSRSNRPSSIRE. AU M. SO ]
o

T< ............ M) Bytes ... ..i
{8 Starting Point '

]

Define the Starting Poirt (5 from where the impairments will start

Sy |0 (Walue from 0ta 1513)

Define the number of Bytes (M) to be selected from the Starting Point

[v Random “alue between (11 &and (1513 - 3)

Hy |0

Defing the number of Bytes (P1to be impaired
[v Random alue betvween (17 and (M)

0
Type of impairment to apply

™ Irvert bits | O (1 to 8) for each of the (F)
(" Invert bits per pair (1-2, 3-4, 5-6, 7-8) for each of the (P) Bytes

@ & @ 6 o6

™ Invert Bytes per pair
(¢ One bit randomly zelected and modified for each of the (P) Bytes
™ Use thiz pattern to replace the content of the (P Bytes that should be impairec

Option
- CRC recalculations [ IP & Protocal (TCP, UDP, IGWP, ICMPY] after applying the @
impairments

Cancel

This window is composed of 6 areas:

- (1) A figure showing the correspondence between the parameters (S), (N) and (P) and the
Ethernet frame.

- (2) The first area allows you to define the Starting Point (S) from where the impairment will start.

- (3) The second area offers two options to specify the number of Bytes (N) to be selected from the
Starting Point.
= either the number of Bytes (N) is randomly selected
= or the number of Bytes (N) is fixed. If the value is 0, that means up to the end of the
frame.
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- (4) The third area allows you to set the number of Bytes (P) to be impaired. Here two options are
available:
= either the number of Bytes (P) is randomly selected
= or the number of Bytes (P) is fixed. If the value is 0, that means all bytes are impaired.

- (5) This area of this section defines the type of impairment to apply on the selected bytes.
There are five type of impairment available:

= Invert a specified number of bits for each of the (P) Bytes (sequential inversion from
the least significant bit to the most significant bit)

Example: inversion of 7 bits for each of the (P) Bytes
The initial byte value is:

EA (Hex)

11101010 (Bin)

7 bits should be inverted:
10010101 (Bin)
95 (Hex)

= |nvert bits per pair for each of the N bytes
Example:
The initial byte value is:
39 (Hex)
00111001 (Bin)

Bits are inverted per pair:
00110110 (Bin)

36 (Hex)
= Invert Bytes per pair
Example:
The initial bytes sequence is: AO BF E4 C7

After the inversion, the sequence is: BF A0 C7 E4

= One bit randomly selected and modified for each of the (P) Bytes
Example:
The initial byte value is:
AF (Hex)
10101111 (Bin)

A bit randomly selected is inverted (here the third bit):
10101011 (Bin)
AB (Hex)

= Use aV pattern to replace the content of the (P) Bytes that should be impaired. If the V
pattern is bigger than (P) Bytes to replace, only the (P) first Bytes of the V pattern are
used. If the V pattern is smaller than (P) bytes, all or part of the V pattern is used several
times to replace the (P) bytes.

- (6) Finally, the possibility to recalculate the CRC is offered. The CRC recalculation can be
necessary for some protocols. NetDisturb recalculates the CRC for a restricted list of protocol (IP
and protocols TCP, UDP, ICMP, IGMP)
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How does it work?

a) The calculation of the CRC depends on the localization of the impairment and the type
of the modified frame. This is done automatically.

b) List of the headers generating a calculation of the CRC:
i. IP Header (16 bits CRC)
The checksum field is coded on 16 bits and allows you to check the packet
validity of the layer 3. Before doing the calculation, this field is set to 0 and only
the IP header is considered.

i. UDP Header (16 bits CRC, if the CRC is different from 0) and TCP Header (16
bits CRC)
The checksum field is coded on 16 bits and allows you to check the TCP/UDP
packet validity of the layer 4.
The checksum field is the 16 bit one's complement of the one's
complement sum of all 16-bit words in the header and text. If a segment
contains an odd number of header and text bytes, the last octet is
padded on the right with zeros to make a 16-bit word for checksum
purposes. The pad is not transmitted as part of the segment. While
computing the checksum, the checksum field itself is replaced with
zeros.
The checksum also covers a 96-bit pseudo header prefixed to the TCP
header. This pseudo header contains the Source Address, the
Destination Address, the Protocol, and the TCP length.

iii. ICMP Header (16 bits CRC) and IGMP Header (16 bits CRC)
The checksum field is coded on 16 bits and allows you to check the ICMP or
IGMP packet validity of the layer 3. Before doing the calculation, this field is set
to0
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7.4.7 Loss/Duplication, Delay/Jitter Dynamics
The next figure shows the impact of a Loss & Duplication law and a Delay & Jitter law on a set of
packets.

Incoming Packets

B [02] [03] [04] [o5] @8] [o7] (B8 [ |10
i

i I

[ I |
Tim e
. toted (i=40)

Loss law with parameter Threshold = 15

v

Loss Yalues
values |05 |12 |27 oo (18 |12 o2 |22 12| 12
#Packet 02 04 07 10

*_

Delay and jitter law

\ 4

Delay & Jitter Values
Values |20 |30 |50 |45 |25 |23
#Packet 02 [ 04 07 | 10
Resuft

v

Ciutgoing Packets
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7.4.8 Loss with Duplication and Delay/Jitter Dynamics
The next figure shows the impact of a Loss & Duplication law with a Delay & Jitter law on a set of

packets.

Incoming Packets
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7.5 Use of the Aggregates

7.5.1 What is an aggregate?

An aggregate is an association of several Flows (at least 2) sharing the same Delay & Jitter Laws.

To be defined, the aggregate must have a Delay & Jitter Law for at least one direction (A=»B and/or
B=>A).

The Flow order in the aggregate defines the priority of packets to delay. While the top Flow get the
highest priority, the other Flows are queuing until there are no higher priority packets.

All the Flows related to the aggregate must have their own Filter and possibly a Loss & Duplication
Law, but they lose their own Delay & Jitter Law for the benefit of the law defined in the aggregate.

For a given Flow belonging to an aggregate, the non-lost packets are subjected to the Delay & Jitter
Law of the aggregate.

A priority level applies to packets according to the Flow they belong to. The priority is decreasing
according to the Flow number, i.e. the packets of the Flow # X get a higher priority than the packets
of the Flow # X+1, etc.

All the packets of the Flow # X will be handled before the packets of the Flow # X+1 are considered.
By waiting to be handled, the packets of the Flow # X+1 are put into a queue. When the queue of a
Flow is full, the new packets of this Flow are lost.

All the Flows of an aggregate start and stop simultaneously. To start an aggregate, all the Flows
defined for this aggregate must have a defined Filter.

7.5.2 When do we need to use an aggregate?
We use an aggregate when we wish to have different priorities for the various Flows to be impaired
and when we wish to apply the same Delay & Jitter Law to these Flows.

Example of the simulation of a satellite access (IPv4 and IPv6) with a varying time bandwidth
and a priority rule for the IP packets

In this example, we define an aggregate with three Flows with the following properties that defines
the order of treatment for the received IP packets:

1) The first Flow is related to HTTP packets and we associate a Loss Law,

2) The second Flow is related to the TCP packets and we associate a Duplication Law,

3) The third Flow is related to the UDP packets without applying a Loss & Duplication Law.

So the HTTP packets are first processed with the Flow # 01, then the TCP packets are handled with
the Flow # 02 and the UDP packets are finally processed with the Flow # 03.
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To implement this example, the following steps must be considered:

e Step 1: define the Filter and the Loss & Duplication Law for the three Flows:
- Flow #01:
= Filter: Source Port List = 80
»= Loss & Duplication Law: select 1 predefined loss law
- Flow #02:
» Filter: Protocol = TCP
= Loss & Duplication Law: select 1 predefined duplication law
- Flow #03:
» Filter: Protocol = UDP
= No Loss & Duplication Law

e Step 2: create now an aggregate (blue color for example) with the following Delay & Jitter
Law: the ‘Constant Delay &File (Packet Sending Minimum Cadences)’ law allowing you to
simulate the bandwidth variation according to the time (a file containing a couple of integer
and positive values <Throughput (in Kbps) | Duration (in ms)> must already exist).

e Step 3: apply now the blue aggregate to the three Flows.
e Step 4: Run "Flow # 01" to start. When an IP packet is received, NetDisturb checks if this

packet can be associated to one of the Flows of the aggregate. If yes, it will apply the Loss &
Duplication Law before the Delay & Jitter Law of the aggregate.
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7.5.3 How to configure the aggregates
Click the Show Aggregates >> menu to display the aggregates section on the right of the window.

File Edit Actions Werking Modes Statistics Help «« Hide Aggregates

— Flows to impair using fiters ——————————————  Flow #01 I ENHANCED EDITION —Aggregates Panel
i View Fun #01 :|— wilog Impairments to apply on packets going from -I #01

. . Loss & Duplication
 View Run #02 |7 wilog | 5 J | | _|
) § (None) ~| |iNone) (None) -
View Run#03 | [ wilog -I #03
- i Define Define Define |
Wiew Run #04 |[T wilog (Mone) VI #04
p — . — | J‘ P
Wigw Run #05 | [T wilog (Nong) | =
L J Incoming on & —— spplication Rules Dutgoing on B 5
Wiew [ Run#08 | wiLog Packets 0 “— Packets I 0 "Md‘
e o ’ 3 ) #0T
View Run #07 | [ wilog fanketss VES Impairments on AtoB | g Packetsiz | Opis ||Mj\
- ) Throughout | 0.00 bis LostDuplic. Pits 0 [0.0%] Throughput | 0.00 bis 'W”W
Wigw Run #08 |7 wilog R 00
- . elayed Phis .
e o Tl e
I~ wilog ( Modified Pkis 0[0.0%]
(S (e

Wigw Run #10 |7 wilog b

. . " ™ I (None) j‘ #11
Wigw run#11 | [ wileg Alnterface {§ ’ Configure Fitter ’ @ BInterface

i i ! h vl #12

View Run #12 | [ wilog x

: ’ rpp"cmmnmes ‘ ,I(NDFiHerSEIEdBd} j' :I' EAE
View [ Run#13 |[7 wilo

(Bhm )0 whos v [EEEEEED

View [ Run#12 | wiLog Outgoing on & ———— e — Incoming on B o J‘ e
J one) b
@ . ‘|' Packets I 0 Lost/Duglic. Phts 0 [0.0%] Packets l—u I
View Run #15 wilog Y
- . Packets/s I 0pis - Delayed Phts 0 10.0%] - Packetsfs 0pis 'I LAl
C View [ Run#16 |7 wiLog Threughput [ 0.00 bis Modified Pl UL Threughaut [ 0.00 bis [ n Otner
r Unfiltered - Flows, Frames & Packets —
T View Al -
[V Automatically Start with fitered Flow () (e =it Delay & Jitter T T 0 -
5 o | e aggregate is a
© View Per-Flow Statistics Hiore) = [wone) =] Jovene) 1| || consecutve setof
Flews sharing the same_
Run All Stop Al Define w3 T Delay & Jitter laws. Al
Flows of an aggregate
share only one

Content Impairment

Run #0

‘ (No Fitter Selected)
»

i Configure Fitter ;

500 a0 0D A n 0 a0 s
5
=

. " Configure Aggregates
[~ wilog Impairments to apply on packets going from B to A

Dashboard [ lative Statistics of the Interfaces (based on Metwork Interface Cards level)

I i i L aggregate’s Delay &
Alarms: MI Throughput Reception Received Pkis  Filtered Pkis Sent Pkts Throughput Tr Jitter law. There is one

FomatoB [~ 00000 | 0pis | p | op [ op [ ooows | Dpis sggregate Delay & Jiter
P E I 0.00 bis I 0pis I op I op I 0p | 0.00 bis | law per direction

CPU Usage: 10 %

Then press the "Configure Aggregates" button, and the center part of the main window now displays
the section to configure the aggregates as shown below:

File Edit Actions Working Modes Statistics Help  «x Hide Aggregates

Th

€ Wiew [ Run#01 |7 wiog <[ =01
) ) How to Configure the Aggregates?
0 wiew Run #02 |7 wiLog LU= AE D DEIE T 1) Select one of the 8 colours below - || #02
O view [ Run#03 |7 wiLog O aggregate contains mutiple Flows, || #03
- ) sharing the same Delay & Jitter laws.
O Fint o are st about rqorenmein || [ oner ] <] 4
C View [ Run#05 |7 wiLog Ca 2) Edit or select the agoregate Delay & :I' #S
e | Jitter law for the A to B direction l—_[
i [ 05 | (Nong) | ~|| #06
€ iew [ Run#os | [T wilog 3) Edit or select the aggregate Delay &
I N Jitter law for the B to A direction. None) - || #07
€ View | Run#07 |7 wioy ~ Step 2 - Aggregate's Law Configuration A > B
. . " aggregate you are going to use. __Nnna‘ - || #08
© ha e )| O g = Note: Only configured aggregates will : : '—
. | (Hone} - § i (Nons) | ~|| #09
- VIEWl— Run #08 | wilog I J appear in the list of .
i Sl Defne ol =0
O Wiew b b
5 View [ Run#n | wilog A INTERFAGE B INTERFAGE
b g ) - | #2
. T e A — —Step 3 - Agaregate's Law Configuration B > A — < (None)
iew un #12 welLo
L <] 8 Delsy & Jitter -|[#3
. G — .
 Wiew || Run#14 ‘l' wilog (None) — l—_l - |7t15
€ Wiew [ Run#15 |7 wiLay
| ] (Nonz) | =|| #16
What is an Aggregate?

r~Flows to impair using fiters —————————————  configure Aggregates | EMHANCED EDITION [ Aggregates Panel
{one colour per aggregate). The
€ View [ Run#04 |7 wiLay
- g the right box What is &n Aggregate?
Repeat steps 1, 2 and 3 for each
Run #10 |7 wiLoy
J | (Hone) j| #11
© View [ Run#13 |7 wilog I(Nme) j - ,W
R T v - The sggregate is a consecutive set of Flows sharing the same Delay & Jitter laws - ||other

—Flows & Packets unfitered— - All F!u w3 of an aggregate share one Delay & Jitter law pere _directiun i.e. there may be one Delay & Jitter law in the A
- - to B direction and ancther Delay & Jitter law in the B o A direction. Configure Aggrenstes
(& Wi [ Al Packets 'I [ Run |"wilon - The Flow order in the aggregate defines the priority of packets to delay. While the top Flow packets get the highest
[¥ Automstically Start with fitered Flow(s) priority, the other Flows packets are gueued until there is ne packet of the higher priority. Help )
When the gueue is full, new packets are lost The aggregate is a
€ iew Per-Flovw Statistics - One color is related to one aggregate consecutive set of
Flows sharing the same_
Run &l Stop ANl oK | Delay & Jitter laws. All
Flows of an aggregate

- : e share only one
Dashboard Cumulative Statistics of the Interfaces (based on Network Interface Cards aggregate's Delay &

P l— T I Throughput Reception Received Pkts  Filtered Pkts Sent Pkts Throughput Transmission Jitter law. There is one
FromAto B I 0.00 bis 0pls op 0p 0p 0.00 bis. 0 pis aggregate Delay & Jitter
CPU Usage: 1% FromB toA | 0000 | opis | op | | o | 000 i | Opis law per direction
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You can define up to 8 aggregates and one aggregate is associated with one color.

Four steps are necessary to parameter an aggregate.
The step 2 and the step 3 are optional, but at least one Delay & Jitter Law should be defined.

e Step 1: Select first a color among 8 for the aggregate

Step 1 - Aggregate to Configure

i
111

o Step 2 (optional): Select or define a Delay & Jitter Law in the A = B direction

Step 2 - Aggregate’s Law Configuration A = B
Delay & Jitter

Exponential Jitter w

Conztant Delay & Exponential

Jitter L2i=

Once a law has been selected or defined, a tick mark is displayed on the right of the color box, as
shown below:

Configure Aggregates l STANDARD EDITION &

How to Configure the Aggregates?
Step 1 - Agoregate iguire: 1) Select one of the & colours below

FE {one colour per aggregate). The
aggregate containg multiple Flows,

W _ gharing the same Delay & Jitter laws.
Find out more detailz about Aggregate in

W _ the right box "What iz an Aggregate?.

2) Edit or =elect the aggregate Delay &

E _ Jitter law for the A to B direction.

3) Edit or =elect the aggregate Delay &
Jitter law for the B to A direction.

Step 2 - Aggregate's Law Configuration A = B Repeat steps 1, 2 and 3 for each
aggregate you are going to uze.
— MNote: Only configured aggregates will

| Exponential Jitter h appear in the ligt of aggregates.

Delay & Jitter

Constant Delay & Exponential [

Jitter
ﬁ q
A INTERFACE B INTERFACE
_ Step 3 - Aggregate's Law Cenfiguration B = A _
Delay & Jitter
(None) ¥ |
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e Step 3 (optional): Select or define a Delay & Jitter Law in the B =» A direction

Step 3 - Aggregate's Law Configuration B = A
Delay & Jitter

(Mone) V|

Once the law has been selected or defined, if the tick mark was not already present, it will be
displayed on the right of the color box.

e Step 4: Click OK to save the aggregate

7.5.4 How to associate a colored aggregate to a Flow

Click the combo-box as shown below - in this
example two aggregates have been defined:
Light Blue and Yellow.

Then select the colored aggregate.

Aggregates Pang

| —

oo v
oo v

#01

#02

#03

#04

#05

For the following example, the light blue aggregate is associated to the Flow # 01, and the yellow
aggregate is associated to the Flow # 02.

Aggregates Panel

i~
—
oo v
[t v
oo v

Once the aggregate is selected, a colored mark is displayed on the right of the Flow.

#01

#02

#03

#04

#05
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|| NetDisturb Clien

File Edit Actions Working Modes Statistics  Help

 Flows to impair using fitters.

covew[ |
& View[UDP_Testt  [)Run#02 | [ wilog [
covew[ |
coview[ |
“ Viewl—:
Coview[ |
“ Viewl—:
Coview[ |
cvew[ |
Coview] |
cvew[ |
Coview] |

Run #01 \I_ wilog E

Run #03 :I_ wilog
Run #04 I_ wilog
Run #05 :I_ wilog
Run #06 :I' wilog
Run #07 :I_ wilog
Run #08 I_ wilog
Run #09 I_ wilog
Run #10 :I' wiLog
Run #11 |7 wiLog

Run #12 | I~ wiLog

aw I"\‘iI Aggregates
Flow #02: UDP_Test1 | ENHANCED EDITION

Impairments to apply on packets going fromAto B

Loss & Duplication Delay & Jitter

j IExpunentiaI Jitter

Content Impairment

j I(Nnne) j

I(Nnne)

(None) Constant Delay &

Define |

IAggregatc

Define |

Exponential Jitter

— Aggregates Panel
]

— I

| (Mone) vl #04

Incorming o & Dutgoing on B

Packets 0

Packets

Application Rules
= “ =

I (Mone) j| #05
T

Packetziz 0pis

[ 0
| Packetsic | 0 pis

Throughput 0.00 bv's

Impairments onAte B

LostDuplic. Pkts I 0[0.0%]

I (None) j| #0T
| (Mone} '”W

Drelayed Phis I 0 [0.0%]
Modlified Pkts I 0 [0.0%]

UDP Fitter v

(e

q

Alnterface

f—

Configure Filter | Configure Fiter ‘- o B Interface

I (Mone) j| #11

covew[ |
cvew |
covew[ |
cvew |
— Unfittered - Flows, Frames & Packets

[ ViewIAII j @ Run [T wiLog

¥ Automatically Start with fittered Flow (s)

Run #13 | ™ wilog

.
Application Rules L
“ ‘ ,I(ND Fiter Selected) | ‘

Incaming on B

Packetz 0

Packets/z 0 pis
Throughpt

EEmE
| (None) j|#15
Tl e
[Criene |~ |[other

Configure Aggregates |

Content Impairment Help
Th te i
j IEprnentiaIJ'rﬂer j I(Ngne} € aggregate is a

consecutive set of
Define | IAggregatc

Flows sharing the same
Delay & Jitter laws. All
Flows of an aggregate
C tatistics of the Interfaces (based on Network Interface Cards level)
Throughput Reception Received Pkis  Filtered Pkis Sent Pkis
0.00 bis [ 0pis | 0p | [ op |

share only ong
0.00 is | opis | op | op | op |

Impairments on B to A

Cutgoing o o

Packets i}

Packetsis

Run #14 1 I_ wilog
: LostDuplic. Phts 0 [0.0%]

ZIOEATD | (W] iy Delayed Pits 0 [0.0%]

Madified Phts 0 [0.0%]

<

Run #16 | [~ wilog Throughput

—
Impairments to appfy on packets going from B to A

Loss & Duplication Delay & Jitter

(None)
" View Per-Flow Statistics
(Mone}

Run Al | Stop &l |

D d
Alarms: I View Alarms ... |

CPU Usage: 19 %

aggregate's Delay &
Jitter law. There is one
aggregate Delay & Jitter
law per direction.

Throughput Tr
0.00 bis |
0.00bis |

FromAto B I
From B to A |

For the following example, the light blue aggregate is associated to the Flow # 01,
and the yellow aggregate is related to the Flow # 02.

Flowe to impair uging fiters

| [© Run 202 |

The colored mark located on the right may have two states:

wilo g

1 ==

- full color, for example |_| meaning that a Filter is defined for this Flow

- or hatched color, for example E meaning that a Filter is not defined for this Flow and
can't be started.

You can associate the same colored aggregate to several Flows as in the example below where
three Flows are associated to the yellow aggregate:

Flows to impair uging fiters

o B i [
() View | UDP_Test1 | + #02 wilog I-
) View |03 wiLog I_
Oview|  |[ Run#04 |[Jwilog
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Note that the label of the buttons changes when an aggregate is associated to several Flows (except
for the first one): the label of the "Run #02" and "Run #03" buttons change to "+ #02" and "+ #03".

To start the aggregate, press the "Run #xx" button.

Flowe to impair uging fiterz

() View | i

) View | UDP_Test + #02

ove[ ]

To stop the aggregate, press the "Stop #xx" button related to the first flow of the aggregate.

7.5.5 How to disassociate a Flow belonging to a colored aggregate

Aggregates Panel

Example:
A yellow aggregate is associated with three Flows: #01, #02 et #03. [ ]
You can only dissociate a Flow belonging to an aggregate if this I:I 02
Flow is the first or the last of the aggregate. Click on the combo-box I:I #03
related to the Flow to select (None) in order to dissociate the Flow.
Aggrecstes Panel Angregates Panel Agoregstes Panel
— e [
v || #od v 204 (o) __{"ang
Wh lick on th b #s
o enf you hC|c F?n zoclom If_ The Flow #02 can't be
ox for the ow . e 1 gisassociated  because  the

(None) choice is available to
dissociate the Flow from this
blue aggregate.

previous Flow (#01) and the
next Flow (#03) are associated
to the aggregate.

When you click on the combo-
box for the Flow #02, the
(None) choice is not available.

With this configuration, you can
disassociate the Flow #03.
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7.6 The NetDisturb Client Statistics

The traffic on the two interfaces is displayed in the central part of the window when a Flow is
selected, with a section for each A and B Interface.

Each section includes one receiving area (incoming) and one sending area (outgoing).

The GUI displays the following statistics:

Incoming on A Application Rules Cutgeing on B
pocits 0] | | pociets 0]
Throughput 0.00 bi= LostDuplic. Pkts 0 [0.0%] Throughput 0.00 bis
f Delaved Pkis 0 [0.0%]

|TC'.F' Filter 3 | Moacdiifizd Pkt= 0 [0.0%]

| |
4 Interface o '- Configure Filter Configure Fiter '- o B Interface
| |

Application Rules

| | | TCP Fiter v
Outgeing on A Impairments on B to A Incoming on B
Packetsiz 0 pis * Delayed Phis 0 [0.0%] * Packetoiz 0 pis

Throughput | 0.00 bis ez Pt 0 [0.0%] Throughput | 0.00 bis

# Packets This field presents the instant number of packets received for the Flow.
# Packets/Second This field presents the instant number of packets per second for the Flow.
Throughput This field displays the instant throughput in bit/s, kb/s or Kib/s, Mb/s or

Mib/s, according to the sampling period defined in the NetDisturb Client
configuration.

For each direction (A to B or B to A), impairment statistics are given:

Application Rules Application Rules

Impairmentz on A to B Impairments on B to A

LozstDuplic. Pkts 0 [0.0%] LostiDuplic. Pkts 0 [0.0%]
Delayed Phis 0 [0.0%] Delayed Phs 0 [0.0%]
todified Pkts 0 [0.0%)] Modified Pkts 0 [0.0%]

Application Rules This field presents the state related to the application of impairments.
List of five possible states:

- Applying Impairments

- Waiting for the Trigger

- Delay before Impairments

- Delay before next cycle

- No more impairments

Lost/Duplic. Pkts This field presents the instant number of lost or duplicated packets per
second for the Flow.

Delayed Pkts This field presents the instant number of delayed packets per second for
the Flow.

Modified Pkts This field presents the instant number of modified packets per second for
the Flow.
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7.7 The Errors Detected by the NetDisturb Driver

If errors occur at the NetDisturb driver level, the ‘Alarms’ button located at the left bottom of the
client window is red colored.

File Edit Actions Working Modes  Statistics

— Flows to impair using fiters.

" View | FTRHTTP

Help Show Aggregates ==

Flows #05: UDP ENHANCED EDITION

Impairments to apply on packets going fromAto B

@stop #01 | [ wilog
Stop #02 [ wilog
[@stop 02 =] oo

Loy _ o

—
NetDisturb Client - Alarms Summary -—) : =

—Alarms Linked to the Direction from A Interface to B Interface

— Incoming from A
# Lost Packets:l 0

Loss & Duplication Delay & Jitter Content Impairment

£ View | SHMP

Loose 1 Packet out of 10

=
Define |

utgoingon B———
0

j I Exponential Jitter

" View | TCP

o oview[cwe
o \.ﬁewllmp—
Coview[vian

— Outgoing to B

# Total of Lost Packets: I 0

Packets

v # Lost By‘tes:l 0 AtoB Packets/s | 0pis
View I SIP — # Lost Packets because the NIC I 0
# Driver Errors:| 0 * was unplugged: roughput I 0.00 bis

coview[
coview[
coview[
" View |
coview
coview
coview

# Missing Buffer Errors:| 0

# Lost Bytes: I /]
# Driver Errors: I i}

# Lost TCR/UDP Connediuns:l 0

# Flow Log Errurs:l 75821

—Alarms Linked to the Direction from B Interface to A Interface
— Outgeing to A

# Total of Lost Packets: I 63
# Lost Packets because the NIC I 63
was unplugged:

— Incoming from B

# Lost Packetz: [ 0

BtoA

<

# Lost Bytes: |0

. comingon B———
# Driver Errors: -

[ \.r'iew|

# Lost Bytes: IW

# Missing Buffer Errors:

# Lost TCR/UDP Connections:

Packets I 5
Packets/s I 1 pis

—
—
—

# Flow Log Errors: I 75821

 View I— Details |

— Unfitered - Flows, Frames &j 5|

# Driver Errors: |4 roughput I 300 bis

 View [al = ||
oK Clear Counters Update Alarms Summary .
¥ Automatically Start with A—I —I —I Impairment
= = ==
-
" View Per-Flow Statistics J
Loss: Percentage Change | Constant Delay & Change | (Mone) Diefine
R &1 Stop Al | Exp tial Jitter |

Dashboard

Cumulative Statistics of the Interfaces (bazed on Metwork Interface Cards level)

Alarms: e | Throughput Reception Received Pkis  Filtered Pkis Sent Pkis Throughput Transmission
FromAto B 0.00 bis 0pls 453666 p 463666 p 448562 p 0.00 b's 0 pls
CPU Usage: I 64 % From B to A 300 bis 1pis 660 p 860 p 569 p 300 bis 1 pls

Click on the "View Alarms" button to get details about the errors and the following window is
displayed:
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—Alarms Linked to the Direction from A Interface to B Interface

Incoming from A
# Lost Packets:| 0

# Lost Bytes:| 0
# Driver Errors:| 0
# Miz=ing Buffer Errors:| 0

# Lost TCP/UDP Connections:| 0

T

Ato B

i

Detailz |

# Flow Log Errurs:l 0

— Outgoing to B

# Total of Lost Packets: |0

# Lost Packets because the NIC | g
was unplugged:

# Lost Bytes: |0

# Driver Errors: | 0

— Outgoing to A

—Alarms Linked to the Direction from B Interface to A Interface

# Total of Lost Packets: [

# Lost Packets because the NIC g
was unplugged:

# Lost Bytes: |0

il

# Driver Errors: |0

BtoA

<

Dretails |

— Incoming from B

# Lost Packets: | 0

# Lost Bytes: [0

# Driver Errors: |0

# Missing Buffer Errors: |0

# Lost TCRUDP Connections: |0

i 1

# Flow Log Errors: | @)

I B¢

Clear Counters

| Update Alarms Summary |

I

The alarms are classified per direction: A =» B and B =» A.
The Information displayed is different depending of the direction (incoming or outgoing).

—Inceming from A

For the incoming direction:

# Miz=ing Buffer Errors:| 0

# Lost TCF/UDP Connections:| 0

# Flow Log Errors:| 0 °

# Lost Packets:| 0
# Lost Bytes:| 0

# Driver Errors:| 0

T

¢ Number of lost packets

e Number of lost bytes

e Number of errors returned by the driver of the
Network Interface Card

Number of buffers that were missing to keep all
packets
Number of lost or ignored TCP/UDP connections

Number of frames that were not saved into the
Ethereal log file

— Outgoing to B

# Total of Lost Packets: |0 °

# Lost Packets because the NIC | g

Was unplugged:

# Lost Bytes: | O

11

# Driver Errors: | 0

For the outgoing direction:

Total number of lost packets

e Number of lost packets due to a NIC unplugged
e Number of lost bytes
[ ]

Number of errors returned by the driver of the
Network Interface Card
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7.7.1 Details for the Incoming Errors

—Incoming from A

# Lost Packets:| 0

# Lozt Bytes:| 0

# Driver Errors:| 0

# Missing Buffer Errors:| 0

# Lost TCP/UDP Connections: | 0

T

# Flow Log Errors:] 0

» # Lost Packets
Number of lost packets due to memory allocation errors or interface access errors.

» # Lost Bytes
Number of lost bytes (total packet size including the MAC header) due to memory allocation
errors or interface access errors.

» # Driver Errors
This error counter is the number of alarms returned by the NIC driver indicating that some errors
have occurred from the started time of the NIC. Errors can be due to one of the following
reasons:

e CRC error
e NIC or Driver Buffer overrun error

» # Missing Buffer Errors
When a packet is received and memory allocation done by the NetDisturb driver failed, this
counter is increased. You can increase the number of buffers allocated by the NetDisturb driver
by changing registry parameters (see paragraph 10.2 to increase the number of buffers)

» # Lost TCP/UDP Connections
This counter is handled only when the working mode "Laws apply to each Flow" is selected.
When a packet is received for a new connection but that new connection cannot be added
because the maximum number of connections configured has been reached or due to a memory
allocation error, this counter is increased for each packet received (see paragraph 10.2 to
increase the number of connections).

» # Flow Log Errors
This error counter may increase when a flow runs with activated option to save frames filtered
into a file. This option is located just near the Run/Stop button as shown below:

@ D

When the number of packets exceeds the file sub-system throughput, it may append that
NetDisturb can’t save some filtered packets. In this case, the error counter increases by one for
each packet NetDisturb doesn’t save.
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7.7.2 Details for the Outgoing Errors

— Outgoing to B

# Total of Lost Packets:

# Lost Packets because the NIC
was unplugged:

# Lost Bytes:

1111

# Driver Errors:

» # Total of Lost Packets
Number of lost packets due to memory allocation errors or interface access errors.

» # Lost Packets because the NIC was unplugged
Number of lost packets due to the unplugged Network Interface Card.

» # Lost Bytes
Number of lost bytes (total packet size including the MAC header) due to memory allocation
errors or interface access errors.

» # Driver Errors
This error counter is the number of alarms returned by the NIC driver indicating that some errors
have occurred from the started time of the NIC. Errors can be due to one of the following
reasons:

e CRC error
e NIC or Driver Buffer overrun error
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7.7.3 Alarm Management

Four buttons are used to manage these alarms.

» Details button

This button opens a window with details for the alarms:

e Timestamp

e Number of errors

e Errortype

» Clear Alarms button

~ NetDisturb Client - Details of Alarms - A to B = [[=[==]

030972010 11:35:50.921 Outgoing B:2 packets lost (170 bytes) -
030972010 11:35:50.921 Cutgoing Bof which 2 packets lost because the NI
030972010 11:35:51 952 Outgoing B:5 packets lost (3582 bytes)

030972010 11:35:51 982 Cutgoing Bof which 5 packets lost because the NI
030972010 11:35:52.949 Cutgoing B:4 packets lost (372 bytes) £
03/09/2010 11:35:52 949 Outgoing B:of which 4 packets lost because the M
030972010 11:35:53.963 Outgoing B:2 packets lost (202 bytes)

030972010 11:35:53 963 Cutgoing Bof which 2 packets lost because the NI
031092010 11:35:54 978 Outgoing B:2 packets lost (202 bytes)

030972010 11:35:54.978 Cutgoing Bof which 2 packets lost because the NI
030952010 11:35:55 992 Outgoing B:3 packets lost (312 bytes)

030972010 11:35:55.992 Cutgoing B:of which 3 packets lost because the NI
030972010 11:35:57 005 Outgoing B: 3 packets lost (312 bytes)

030972010 11:35:57.005 Outgoing Bof which 3 packets lost because the NI
030972010 11:35:55.022 Outgoing B:2 packets lost (220 bytes)

030972010 11:35:58.022 Cutgoing B:of which 2 packets lost because the NI
030972010 11:35:59.034 Outgoing B:4 packets lost (440 bytes)

030972010 11:35:59.034 Cutgoing Bof which 4 packets lost because the NI
030972010 11:36:00.045 Outgoing B: 2 packets lost (472 bytes)

030972010 11:36:00.048 Cwutgoing Bof which 2 packets lost because the NI
03092010 11:36:02.080 Outgoing B:1 packets lost (221 bytes)

030972010 11:36:02.080 Cwutgoing B:of which 1 packets lost because the NI
030972010 11:36:03.092 Outgoing B:1 packets lost (221 bytes)

030972010 11:36:03.092 Cutgoing Bof which 1 packets lost because the NI
N3MAUP N 13605 147 Cndenine B nackats lnst (27 bt T
4 | mn +

The ‘Clear Alarms’ button resets the alarms list and number for all direction and interfaces.

» Update Alarms Summary button
The ‘Update Alarms Summary’ button interrogates the NetDisturb driver to refresh the error list.

» OK button

The OK button closes the Alarms List window and reset the status of the "Alarms" button in the Client

Window.

The Alarm Button changes from red color to gray until new errors occur.

7.8 Flow Logs and Events (Enhanced Edition only)

NetDisturb Enhanced Edition offers a way to get a detailed view about the activity of each
individual flow when they are running. This activity is saved automatically into 2 files generated by
NetDisturb Enhanced Edition:

1. One file contains the raw capture of the both directions traffic that matches the flow before the
packets have been impaired, in an Ethereal compatible file format: the suffix for this file is

pcap.

2. The other file contains the impairments applied to each packet in a text file, and the major
events that have occurred to the flow e.g. law selection or dynamic connection identification

for FTP or RTP.

The window displays summary of events; it allows you to launch the relevant viewer for these files
and impairment details may be up to date in a list.
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7.8.1 How to get the Flow Log
For each Flow, there is a button w/Log. When this button is checked, this selects the generation of
the 2 files logs.

Flowes to impair using fiters

O view | sP

[ 9 Run o | [7]wiog

7.8.2 What is happening when the Flow runs

As soon as the Flow is running, the log Activity starts. The button w/Log becomes grayed.
Flowys to impair using fiters

) view | SP | TETT N

new window that details the current activity of the flow is displayed.
" NetDisturb Client - Flow #

File Edit Actions Working Modes Statistics § ; .
S Major Events (both sides) | Major Events [4 to B] I Major Events [B to A]I
— Flows to impair using fiters

 View I FTR/HTTP €9 Run #01 |~ wileg 2011A1/2315:3317.709 AtoB  Applicative Info Receive 23 pkts/sec Transmit 21 pkis/s
= 201141/2315:39317.709  Bioa  Applicative Info Receive 1 pktz/sec Transmit 1 pkls/s

. = L 2011A1/2315:3918.723  AwbB  Applicative Info Receive 77 pkis/sec Transmit B9 pkis's
£ View | NP [3Run#02 | I witos 2011111023 15:3319737  AtoE  Applicativelnfo  Rieceive 23 pkts/ses Transmit 21 pls/s
. = 20011/2315:33:20751 AtwbB  Applicative Infa Receive 73 pktz/sec Transmit 71 pkts's
£ View I TCP &) Run #03 |~ wilog 2011A142315:3% 21,765 AtoB  Applicative Info Receive 20 pkts/sec Transmit 13 pkts/s
20114142315:39.21.7658  Biod  Applicative Info Receive 1 pktz/sec Transmit 1 pkls/s
 View I ICMP & Run #04 |~ wilog 2011A1142319:33:22.779 AtwB  Applicative Info Receive 80 pkts/sec Transmit 72 pkis/s
201111/2315:33:23.793 AtbB Applicative Infa Receive 19 pkts/sec Transmit 18 pkts's

& View I uDP [estup #05 ] v m 2011411423 15:35:24 80 AtoB  Applicative Info Feceive 17 pkiz/sec Transmit 15 pkis/s

B tos  Applicative Info Receive 1 pkts/sec Transmit O pkz/s
[ ViewIVLAN &9 Run #06 |~ wilog =

o Viewl sP [M] I wiLog Save Logs | Clear &l Logs

 View I | Run#08 | " wilog — Display the capture of incoming packets o interface A and B [capture made before applying impairments]

P Y - p Filenarne: incoming_packets flowit05. poap
. I 5 ol Click to view captured packets " R ; N .
" View L Run #19 J I wiLog 2 e I Click left to view all filtered packets using your default network. analyzer.

= View I [ Run#10 | I~ wilog — Incoming Packets |mpairments D etail

) ) The detailz an the impaiments applied orta the incoming packets can be found in the lizt ar in the file belaw. The
 View I Run #11 | wilog packet number [first column] is the same as the packet number in the capture of incomings packet (see above).

Filenanne: incoming_packets flovi05 k(140 kB Click here to open the test file
Refresh g . .
Fiefresh ta view the latest updated infarmation.

[ Viewl [ Run#12 |7 wiLog

~ Viewl— T R #13 ‘I— irg Mumber | Date/Time | Side | Details
: : 2011-11-23 19:38:40505 AtbB

The packet haz been delayed by 20 mz
2001-11-23 15:38:40525  Atwb The packet haz been delaped by 20 mz
2011-11-23 15:32:40645  AtwB The packet haz been delaped by 20 mz
2011-11-23 15:38:40565  AtoB The packet haz been delayed by 20 ma
2011-11-23 15:38:40585  AwbB The packet haz been delayed by 20 mz
2011-11-23 15:38:40E06  AtoB The packet haz been delaped by 20 mz
20M11-11-23 15:38:406268  AtoB The packet haz been delayed by 20 ma
y 2011-11-23 15:32:40645  AwB The packet haz been delaped by 20 mz
e o, A G D 20111123 153340565 A10B  The packet has been delaped by 20 ms
= View | Al - Stol Lo 2011-11-23 15:383:40688 AwB The packet haz been lost

I J [e—li']l_ : 2011-11-23 15:38:4069F  AwB The packet haz been delaped by 20 mz

[V Automatically Start with fitered Flow(z) 2M1-11-23 15:32:40701  BtoA  Selection of the Loss/Duplication Law 'Percentage of Lo
20011123 15:3840717  Awb The packet haz been delaped by 20 mz
" View Per-Flow Statistics 2011-11-23 15:38:40736 AtwB The packet has been delaped by 20 ms
2011-11-23 15:38:40.757  AtoB The packet haz been delayed by 20 ma
Run All | Stop All | 2001-11-23 15:38:40.777  AtwbB The packet haz been delayed by 20 mz
2011-11-23 15:38:40793  AtwB The packet haz been delaped by 20 mz
Dashboard 2011-11-23 15:382:40818  AtoB  The packet has been delaped by 20 ms

ey l— View Alarms . | 2011-11-23 15:32:40.842  AtwB — The packet has been delayed by 20 ms
CPU Usage: 12 % Cloze |

o Viewl [ Run#14 |7 wilog
[ Viewl [ Run#1s | wiLog
[ Viewl [ Run#1s | wiLog

— L0 00 ) T T e 0 R

Details about the Flow log window can be found in paragraph 7.8.4.

7.8.3 When Does NetDisturb Enhanced Edition write into the individual flow log files

NetDisturb Enhanced Edition starts to generate flow logs into the 2 files as soon as the Flow is
started. The files are in the Server subdirectory where NetDisturb has been installed (e.g.
C:\Program Files\NetDisturb\Server). Previous content of the files is lost.
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A\

As soon as you start the Flow where the content of the files that got the

previous log activity for this flow is lost.

When you are intended to keep the content of a previous log activity,

you should make a copy of those files before to run the flow.

The files are created in a way that you may open them for reading while NetDisturb Enhanced
Edition continues to fill them.

7.8.4 Theindividual flow logs windows

The Flow log window is divided in 3 parts:

MetDisturb Client - Flow #01: Logs =N NoR|~=

Maijor Events (both sides) | Maijor Events & to B]] Maijor Eventz [B to .t’-‘-.]]

210/03/0910:59:02131  AtaB  Applicative Info Receive 1 pkts/zec Transmit 1 pkta/s -
2010/03/09 106905174 AtoB  Applicative Info Receive 4 pkiz/zec Tranzmit 3 pkleds
2010/03/0910:52:05.174  BtoA  Applicative Info Receive 1 pkts/zec Transmit 1 pkta/s
2010/03/09 106908216 AtoB  Applicative Info Receive 1 pkiz/zec Tranzmit 1 pkleds
2010/03/0910:59:08. 216 BtoA  Applicative Info Receive 1 pkts/zec Transmit 1 pkta/s
2010/03/09 108911286 AtoB  Applicative Info Receive 3 pkiz/zec Tranzmit 3 pkleds
2010/03/0910:59:11.266 BtoA  Applicative Info Receive 1 pkts/zec Tranzmit 1 pkte/s
2010/03/0910:59:21.398  AtB  Applicative Info Receive 1 pkts/zec Transmit 1 pkta/s
2010/03/09 106921398 BtoA  Applicative Info Receive 1 pkiz/zec Tranzmit 1 pkleds
2010/03/09 106323426 AtoB Applicative Info Receive 1 pktz/zec Tranzmit 1 pklsds
20 E bive Info i & Transmit 1 p

Save Logs Clear All Logz

Dizplay the capture of incoming packets on interfface A and B [capture made befare applying impairments)
Filename: incoming_packets_flow#01 . poap [8 kE)

Click to wiew captured packets ) ) ' .
£ £ Click left to view all filkered packetz uzing your default network, analyzer,

Inzaoming Packets Impairments Details
The detailz an the impairments applied onto the incoming packets can be found in the list or in the file below. The
packet number [firgt column) iz the same ag the packet number in the capture of incomings packet [zee abowe).
Filename: incoming_packetz_Hlow0T .t [1 kB Click here to open the test file
| Hefrezh to wigw the latezt gedated information

Mumber Date/Time Side Details -

2010:03-09 10:57:32013  AtaB The Flow has been stopped.

2010-02-09 106732013 BtoA The Flows has been stopped.

2010-03-09 10:57:36.444  AtoB Selection of the Filker "TCP Filter'

2010-03-09 10:57:36.445 Btoa  Selection of the Filker 'TCP Filter'

2010-03-09 106740023 Awd Selection of the Lozz/Duplication Law Percentage of Lo
2010-03-09 106740027 AwB Selection of the Packet Content Change Law 'Mormal La
2010-03-09 106740027 BtoaA  Selection of the Lozs/Duplication Law % of Lozs & Time'

m

1 2010-03-09 106301287 Awd The packet content has been changed from byte 1 to by

2 2010-03-09 106304264 AwB [no impairment)

3 2010-03-09 105304264 BtoA  [noimpaiment)

4 2010-03-09 106304264 AwB The packet haz been lozt

b 2010-03-09 106304279 Awd The packet content has been changed from byte 1 to by

B 2010:03-09 10:59:04.355  AtoB The packet content haz been changed from byte 1 ta by

7 2010:03-09 10:5%:07.2856 BtoA [ha impairment) .
a 2010:03-09 10:5%:07.286 AtoB [ha impairment)

9 2010:03-09 10:59:10.284 AtoB [ha impairment)

10 2010:03-09 10:5%:10.398 BtoA [ha impairment)

1 2010:03-09 10:5%:10.399  AtaB The packet content haz been changed from byte 1 ta by
12 2010-03-09 106310400 Atwf The packet content bhas been changed from byte 1 to by ™
i | T 3

Cloze |

4

1. The part 1 keeps track of the major events that applied to the flow, either both directions
mixed together or direction per direction. The tab allows you to select the direction.
2. The part 2 provides information about the capture activity. It shows the name of the files
generated and their current size. A button helps to launch he associated software viewer of
the Ethereal file formatted log. Another button refreshes the content of the part 3. An active
area launches the text viewer.
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3. The part 3 lists the detailed information related to the flow. Detailed information may be a
NetDisturb management event such as a change in the law selection, or the impairment to a
packet. The information gets a UTC timestamp.

4. The Close button hides definitively the Flow Logs windows for the selected flow.

Once the Flow log window has been closed, there is no way to reopen it without stopping

ﬁ then restarting the flow.
However, the log files continue to be updated with the packets captured and the impairment

details until the flow is stopped.

7.8.4.1 Major Events
The Major Event area may be split into 6 sub-areas, as shown in the figure below.

P )

ethshu Sl okl o | oo =

Major Events [both sides) I b ajor Events [T I:iJ] b ajor Events (B to .-“-‘-.]]

2003031053021 | AtoB | Applicative Info Receive 1 pktzfzec Transmit 1 pktzdz -
2010/03/0910:59:05174 | At B | Applicative Info Recerve 4 pkiz/zec Transmit 3 pklsds
2M0/03/09 105305174 | Btod | Applicative Info Receive 1 pktefzec Transmit 1 pkizds
200303105308 216 | AtoB | Applicative Info Receive 1 pktadzec Transmit 1 pktzds
2010/03/0910:59:08.216 | Btod | Applicative Info Recere 1 pkizdzec Transmit 1 pklsfs
200309108917 286 ate B ) Applicativs [nfo Receive 3 pkpeteac Tranzmit 3 pktzds
2010031 2 11,256 3 Ap 4 Info Receive 1 pk 5 ranzmit 1 pltzds
200034 21,398 Ap Infia Receive 1 pk ranzmit 1 pltzds
2003 Too2:21.398 fooe | Ap Infi Receive 1 pkersec ransmit 1 pltzdz
2010/03/0910:59:23 426 | At B | Applicative Info Recere 1 pkizdzec Transmit 1 pkls/s

Save Logs Clear All Logs

The area 1 is the tab that helps selecting the direction of events (Both directions, A -> B
or B-> A)

The first column indicates the date and the time of the event, where the time reference is
UTC. The events are ordered using the time they occurred.

The second column is the direction where the event occurred.

The Third column contains the origin of the event.
- Standard info means the message has been generated by the NetDisturb Driver
component.
- Applicative info means the message has been generated by the NetDisturb
Client component.
The fourth column is the event description, where the list of events is:
- Flow is running
- Impairments are applying
- Receive and Transmit statistics (in packets per second unit)
- RTP or RTCP flow detection with and detailed information
- FTP Data start and stop with and detailed information

The last sub-area contains 2 buttons, to :
- Save the content of the Major event area in a text file
- Clear the content of the Major event area

® OO OO0
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7.8.4.2 Capture activity

The capture activity area informs about the name and the size of the files where the logs are saved
in, and give access to the files content using to the relevant default viewer.

Dizplay the capture of incoming packetz on interface & and B [capture made before applying impairments]

Filenarme: incoming_packetz_flowi01 . poap (7 RE]
Click left ta view all filkered packets uzing vour default netwark, analyzer.

[Elick b wiew captured packets]

|nzoming Packets Impairments D etailz

The detailz on the impairmentz applied onto the incoming packets can be found in the lizt o in the file below, The
packet number [first column] iz the zame as the packet number in the capture of iIncomings packet [zee abowe].

Filename: incoming_packets_flowd01 bt [1 EB] Click here to open the test file
Refrezh to view the latest updated infarmation.

Refrezh

The files are located in the Client subdirectory e.g. C:\Program Files\NetDisturb\Server.

The radix for the name of the files is incoming_packets_flow#XX where XX is the number of the
flow i.e. 01 to 16 for the flow with filter, and 17 for the ‘Unfiltered Flows, Frames, Packets, etc.’ flow.

The suffix is pcap when the file contains the packets captured,; it is an Ethereal format file.
The suffix is txt when the file contains impairment details (see paragraph 7.8.4.4 for more information
about the structure of this file).

Example: incoming_packets_flow#04.pcap contains the both directions packets captured
that were matching the filters for the Flow #04.

The size of each file is indicated in kilobytes: you should take care to the file size when refreshing the
details list (see paragraph 7.8.4.4) or when opening the Ethereal format file because a high length
may be CPU consuming.

7.8.4.3 Capture activity buttons

There are 2 buttons and one active area in the capture activity that helps to get details about the
current impairment.

Button related to the pcap file

The Click to view captured packets button open the pcap file using

Click to wiew captured packets
your default network analyzer.

There should be a shell association between the pcap files and the viewer to display
the content of such files. The association is generally done at software installation:
ﬁ Wireshark does it automatically for example.

To check the association, open Windows Explorer, menu Tools/Folder options...
and look for the pcap Extension in the Files type tab.

Button related to the Impairment details file

The refresh button indicates that new information are available in the Impairment details file i.e.
incoming_packets_flow#XX.txt.

The Refresh button is active and the arrows are green when the list of

impairment details (see paragraph 7.8.4.4) needs an update to be in

line with the latest impairments and events that occurred.
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The Refresh button is grayed when the list of impairment details is up
to date.

Notice that the update of the list of Impairment details may take time because all the
A list is refreshed. We don’t recommend the refresh this list when the size of the file
exceeds 1 Mbytes.

Active area to open the Impairment details file
There is a way to open the Impairment details file using your default text editor software, by clicking
the active area in blue, at the right side to the file name.

Filename: incoming_packets_flowl04 bt (458 B yte@e b0 open the@

Refresh to wview the latest updated information.

There should be a shell association between the txt files and the text editor software
to display the content of this file. In general, the default association software is

A notepad.

To check the association, open Windows Explorer, menu Tools/Folder options...
and look for the txt Extension in the Files type tab.

7.8.4.4 Impairment Details List

The impairment details list contains the events related to the flow and the impairments that have
applied to each packet. Both directions are included in the list.

MHurnber Date/Time Side Dretailz

2009-04-07 123201914 AwB The Flow has been stopped.

2009-04-07 12:32:01.914  Btod  The Flow haz been stopped.

20090407 12:32:05041 AwB Selection of the Delaysitter Law 'Fouter Simulation with Del
20059-04-07 123205043 AtwbB Selection of the Loss/Duplication Law 'Percentage of Logs'
20030407 12:32:05043 AtB Selection of the Packet Content Change Law 'Percentage’
200930407 12:32:05.044 Btod  Selection of the Lozz/Duplication Law 'Percentage of Logs'
2003-04-07 12:32:05.048 Btod  Selection of the Packet Content Change Law Marmal Law I
2009-04-07 123205043 Btod  Selecton of the DelayAlitter Law 'Uniform Jitter!

1 20030407 12:32.15.280  AtB The packet has been delaped by 20 ms
2 200930407 12:32:15281 AwB The packet has been delayed by 46 mz
3 20030407 12:32:19648 AwB The packet has been delayed by 20 ms
4 2009-04-07 123219649 AB The packet haz been delayed by 45 ms
5 20090407 12:32:29302  AwB The packet has been delayed by 20 ms
G 200930407 12:32:29302  AwB The packet haz been delayed by 46 mz
7 2009-04-07 123233960 AtwbB The packet haz been delayed by 20 ms
g 2009-04-07 123233962 AwB The packet haz been delayed by 45 ms
9 20090407 12:32:38857 AwB The packet has been delayed by 20 ms
10 200930407 12:32:386853 AwB The packet haz been delayed by 45 ms
< >

The details are ordered in time. There are 4 columns in the list of Impairment details:

Number:  The Number column contains the packet number. The packet number is the same as
the packet number in the associated pcap file. When the packet number is missing, the
Details information doesn’t refer to a packet but to an event related to this flow (such as
change of a law or the dynamic connection start or stop).
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Date/Time: The Date/Time column contains the timestamp when Details happens, including the
millisecond (format is YYYY-MM-DD HH:MM:SS.ms). When the Date/Time is missing,
the Details refer to the previous packet and the previous Date/Time should be assumed
for this Details.

Side: The Side column contains the direction relevant to the Details (A -> B or B -> A). When
the Side is missing, the Details refer to the previous packet and the previous Side
should be assumed.

Details: The Details column contains the information. It couldn’t be empty. The information may
be one of the following:

Flow Stopped

Selection of the Loss/Duplication law followed with the law name
Selection of the Delay/Jitter law followed with the law name

Selection of the Packet content law followed with the law name
Packet has been delayed followed with the delay value (in millisecond)
Packet has been lost

Packet has been delayed followed with the delay value (in millisecond)
Packet content has been changed followed with the change details
Found RTP/RTCP Flow followed with the IP address and port

Found FTP Data Flow followed with the IP address and port

Release FTP Data Flow followed with the IP address and port

The Impairment details file format

The file incoming_packets_flow#XX.txt contains all the information presented in the list of
Impairment details. The format for each line of this text file is the following:

<Packet number> or empty <tab> <Date-time> or empty <tab> <direction> or empty <tab> <Detailed information> CR LF

Notes:
- The packet number is empty when the line refers to an event that occurs for this flow. This is
the only case when the packet number is only missing information i.e. the date-time is there.
- The packet number, the Date-time and the Direction are empty when the detailed information
refers to the previous packet. This information should be taken from the previous line.
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Flow log details with RTP flows

The next figure presents the Flow log windows when a RTP filter has been defined.

MetDisturb Client - Flow #02: | ogs

Majar Events [both sides] | Maijor Events (& to B] || Major Events [B to &)

2009/04/07 1223723609 AtB  Standard Info Found RTP CallD 'c31 770-ac1 40e0f-13c4-304196 A
2009/04/07 1223723609 AtaB  Standard Info Found RTP flaw 172.20.14.15/43548 0
2009;’04;’0? 1 23609 AtoB  Standard Info Found BTCP flow 172.20.14. 15;’48849

4 o Standard Info Found BTF floy 14
2009;’04;’0? 123723625  AtwB  Standard Info Found RTCP flow 172.2014.124 EIEIDS
2009/04/07 123727500 AtoB  Applicative Info Receive 36 pkts/sec Transmit 30 pkisds
2009/04/07 123729500 AwbB  Applicative Infa Receive 200 pkts/sec Transmit 167 pktsds
20090407 123731500 AtwB  Applicative Info Receive 130 pktzfzec Tranemit 110 pkts/s
2009/04/07 123733500 AwB  Applicative Infa Receive 176 pkts/sec Transmit 144 pktsds
2009/04/07 123736500 AtwB  Applicative Info Receive 144 pkiz/zec Tranemit 122 pkls/s B
2009/04/07 12:37:33.500  AtwB  Applicative Info Receive 156 pkts/sec Transmit 132 pktsds
2009/04/07 123740500 AwbB  Applicative Info Heu:ewe 130 pktsfzec Transmit 117 phtsds

O3 OA T 12740 B0 Abs D Armlimabinm befm D AT mlebndemm Trmmmrcak 110 mleba n

< |
[ Save Logs ] [ClearAII Logs]

| £

|~

Digplay the capture of incoming packets on interface & and B [capture made before applying impaimentz)
Filerame; incoming_packets_flowd02 poap (593 kB
Click left to view all fitered packets using your default network, analyzer.

Click ta wiew captured packels]

Incoming Packets Impairments Details

The detailz ot the impairments applied onto the incarming packets can be faund in the list or in the file below. The

packet number [firzt column] iz the zame az the packet number in the capture of incomings packet [zee abowe).
Filename: incoming_packets_flow#02 tat [206 kB) Click here to open the text file
Refresh to wiew the latest updated information.

MNurmber Date,/Time Side Details ~
2009-04-07 12:37235%5  AtwB  Found RTCP flow 172.20.14.15/49644 B
2009-04-07 123723616 AtwB  Found RTP flow 1722014120008
2009-04-07 123723616 AtwB  Found RTCP flow 172.20.14.12/10009

1 2009-04-07 123727035 Awb The packet haz been delayed by 20 ms
2 2009-04-07 123727035 Awb The packet haz been lost

3 2009-04-07 123727056 AtwB The packet haz been delayed by 20 ms
4 2009-04-07 123727005 AwB The packet has been delayed by 20 mz
5 2009-04-07 123727.075  Awb The packet haz been delayed by 20 ms
[ 2009-04-07 123727075 Awb The packet haz been delayed by 20 ms
7 2009-04-07 123727085 AwB The packet haz been delayed by 20 ms
8 2009-04-07 123727085 AwB The packet haz been delayed by 20 ms
9 2009-04-07 123727115 AwB The packet has been delayed by 20 mz
10 2009-04-07 123727115 Awb The packet haz been lost

11 2009-04-07 123727145 AtwB The packet haz been lost

12 2009-04-07 123727145 AtwB The packet haz been delayed by 20 ms
13 2009-04-07 123727155 AwB The packet has been delayed by 20 mz

The packet content has been changed from byte 1 to by

15 2DDS 04-07

AtoB The packet has bn delaved bu 20 m v
|

Cloze
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Flow log details with FTP Data flows

The next figure presents the Flow log windows when an FTP Data filter has been defined.

MetDisturb Client - Flow #03: Logs

Majar Events [both sides] | Maijor Events (& to B] || Major Events [B to &)

2009/04/07 12:40:27 578 AtoB  Standard Info The Flow is unning. Impairments will start when cor
2009/04/07 1240027578 AtoB  Standard Info The impairments are appiving.
2009/04/07 12:40:27 578 BtodA  Standard Info The Flow is unning. Impairments will start when cor
2009/04/07 12:40:27 578 BroA  Standard Info The impairments are appiving.
2009/04/07 12241:02 515 AwB  Standard Info Found FTP Data 192.168.0.26/2504
2009/04/07 12241:02515  AtaB  Standard Info Releazs FTP Data 192.168.0.26/2509
2009/04/07 12241:061258  AtB  Standard Info Found FTP Data 192 168.0.26/2510
2009/04/07 12:41:06.562  AtwbB  Applicative Infa Receive 9 pktsfsec Transmit 8 pktsds
141 Ao B Standard Info lease FTF Data 192.168.0.26/2510
ive Inf ive 1 pktzfzec Trar 1 /

[ Save Logs ] [ClearAII Logs]

Digplay the capture of incoming packets on interface & and B [capture made before applying impaimentz)
Filename: incoming_packets flowd03 poap (B kE]
Click left to view all fitered packets using your default network, analyzer.

Click to wiew captured packets

Incoming Packets Impairments Details

The detailz ot the impairments applied onto the incarming packets can be faund in the list or in the file below. The

packet number [first column] is the same az the packet number in the capture of incomings packet (zee abowe).
Filenarne: incoriing_packets_flawd03 bt [2 kB Click here to open the text file
Fiefresh to wiew the latest updated information.

MNumber Date,/Time Side Details e
2009-04-07 12:40:27.759  BtoA  Selection of the Delay/ditter Law 'Constant Delay'
2009-04-07 12:41:02507 AtwB  Found FTP Data 192.168.0.26/2509

1 2009-04-07 12:41:02526 AtwB The packet haz been delayed by B0 ms

2 2009-04-07 12:41:02527 AtwB The packet haz been delayed by 33 ms

3 2009-04-07 124102527  Awk The packet haz been delayed by B0 ms

4 2009-04-07 12:41:02529 AwB The packet has been delayed by 19 mz
2009-04-07 12:41:02514  AtwB  Release FTP Data 192.168.0.25/2509

5 2009-04-07 12:41:02529 Awb The packet haz been delayed by 80 ms
2009-04-07 12:41:06124  AtwB  Found FTF Data 192.168.0.26/2510

[ 2009-04-07 12:41:06.143  AtwB The packet haz been delayed by B4 ms

7 2009-04-07 12:41:06142 AB The packet has been delayed by 25 mz

g 2009-04-07 12:41:06144  Awb The packet haz been delayed by 28 ms

9 2009-04-07 12:41:06146 Awb The packet haz been delayed by 51 ms

10 2009-04-07 12:41:08148  AtwB The packet haz been delayed by 41 ms

11 2009-04-07 12:41:08143  AtwB The packet haz been delayed by 83 ms

12 2009-04-07 12:41:06151 AwB The packet has been lost

13 2009-04-07 12:41:06152 Awb The packet haz been delayed by 43 ms W

14 2009-04-07 12:41:06153 Awb The packet haz been delayed by 84 ms
2009-04-07 12:.41:07.977  AtwB  Release FTF Data 192 168.0.26/2510 v

< >

Cloze
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7.8.4.5 Inactive functions for Flow Logs with 2 PCs configuration

When NetDisturb Client and NetDisturb Server are located on 2 PCs, not all Flow log functionality
are available because the files are located on the NetDisturb Server PC, but the viewers are located
on the NetDisturb Client PC.

Even if the dynamic statistics and the Wireshark file can’t be displayed on the NetDisturb Client PC,
the files are still generated on the NetDisturb Server side where they may be displayed. The
following picture informs you about the functions that are not available.

NetDisturb Client - Flow #01: Logs =13

Major Events (bath sides] | Maior Events [4 to B) | Major Events (B to 4]

2009/04474 03:31:04740  AtoB  Standard Info The Flow is running, Impairments will start when cor
20090474 09:31:04.740 AtwB  Standard Info The impairments are applying.
2 : Bto&  Standard Info The Flow is running. Impairments will start when cor
201 21410 04140 Btod  Standard Info The impairments are applying.

<

|

Save Logs ] [Elear All Logs]

Dizplay the capture of incoming packets oninterface & and B [capture made before applying impairments)

Filename: incoming_packets flowl01 . pcap

Click ta wi tured packet ) A ; )
TEk3 U RHISKD) A [PEERES Click left to wiew all fitered packets uzing your default network analyzer.

Incoming Packets Impairments Details
The detailz ot the impairments applied onta the incoming packets can be found in the list or in the file belaw. The
packet number [first column) is the same as the packet number in the capture of incomings packet [zee above).

Filenare: incoming_packets fowH0l tet Click here to open the test file
Click left ta wiew detail: on impairments applied on the captured packets.

Wiew Irmpairments

The capture file and the impairments details can't be seen in real time.

Thiz iz due to the execution of MetDisturb Server on a remote machine, MetDisturb Client can't access to the
capture file and to the test file containing detailz on the impairments that occured on the incarming packets from
both zides (& to B and B to &)

How to view both files?

The filez containing the captured incoming packets and their impairments details are located on the remote
maching in the directory where MetDisturb Server haz been installed. The files's name i

F:\Pragram Files'MetDisturbS erversincoming_packetz_fowi0l . poap [Capture file]
F:AProgram FilessMetDisturbS erversincoming_packets_flowH00 bt [Impairments details file]

Cloze

Note that the path where the files are located depends on your configuration. In this example, the
installation directory of NetDisturb is F:\program Files\NetDisturb
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Part 8 Using the NetDisturb Command Line Interface

NetDisturb is offering a Command Line Interface (CLI) allowing you to integrate NetDisturb in test
beds that are controlled through batch processes. NetDisturbCLl.exe software, located in the
NetDisturb Client directory, provides the Command Line Interface feature.

With the Command Line Interface, you can load a context, start and/or stop the Flows, manage the
statistics and shutdown NetDisturb.

8.1 General rules

8.1.1 Command Line Interface’s Execution

The Command Line Interface can be run from any location, from Command Prompt or from a
batch file.

8.1.2 How to use the Command Line Interface
Each command line is made as follows: NetDisturbCLI /(Action) [Parameters]

Each command is prefixed using a /.

A Both — or / can be used as prefix.

One or more commands can be sent at a time as shown hereafter:
NetDisturbCLI /Start 10 /Stop 9
(see paragraph 8.3 for more details about the priority between commands)

8.1.3 Options

Some commands may require a parameter. For example, NetDisturbCLI /Start 10 will start the
Flow #10, where 10 is the mandatory parameter of the command Start.

When the parameter is a file, the file name path may be absolute or relative. You should take into
account that the relative path must refer to the NetDisturb Client directory.

If the file name or the path is including spaces, don’t forget to use quotes i.e.
“C:\Program Files\NetDisturbv7.0\Client\Default.wsx”

8.2 Commands and parameters

The commands with their parameters are displayed in priority order.
The result of the command is a text including a prefix word. It indicates the command execution
result and is followed by an additional text. The 3 prefixes are the following:

OK: means the command was executed successfully
Warning: means the command was executed but was not necessary
Error: means the command was not executed successfully

The prefixes are subjected to change and could be extended in the next
versions. These prefixes are referring to the version 1.0 of NetDisturbCLI.
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8.2.1 Display the usage (/?)

Command: NetDisturbCli /?
Display the list of commands and describes each command with its parameters.

Result:
B Ad ministralnn NetDisturb v6.0 Client =7 ﬂh!

IC:“Progran Files“NetDisturhv6. B\Cllent)NetDl..tthLI exe -7
MetDisturh Command Line Interface Uersion 3.8.1
ICopyright <(C> ZTI 28872813

NetDlr'tm hCLI Usage:
Command Parameter Explanation
-7 This help
#Context Load the context f}um the file *PATH’
#Start ALL Run all Flows i.e. ‘Start All’ button
sStart N Run Flow N vhere N is in the range [1..17]
sStop Stop all Flows i.e op Al1l* button
sBtop H Stop Flow N where 1n the range [1..171]
#Irace 3 Start to save Stat
sTrace Stop to save Sta
sTrace Set the target Sta [: file using the *PATH’ parameter
#Loss Intf N LawName Select the Loss&Du tion law_to Interface Intf A or B, Flow N [1..17]1 with law LauName
#De lay Intf N LawName Select the DelaykJitter law to Interface Intf A or B, Flow N [1..17]1 with law LauMName
sContent Intf N LawName Select the Content Impairment law to Interface Intf A or B. Flow N [1..17]1 with law LauMName
sParameter LawName ¥ Ual. Change the parameter ¥ of the law LawMame with the new Ualue (See parameter list depending on the law type
#Filter FilterName % Val. Change the parameter ¥ of the filter FilterMame with the new Value (8ee parameter list of the filters)
AQuit Quit (NetDisturh Client and MetDisturb Server?
AQuit GIllient] Quit C(NetDisturb Client only>

IC:“\Progran Files“NetDisturbv6.B@\Client>_

Figure 6 - Command Line Interface Help

Neither error message nor warning message can be displayed with this command.

8.2.2 Stop and shutdown NetDisturb Client and NetDisturb Server (/Quit)

Command: NetDisturbCli /Quit
Stop NetDisturb Server and NetDisturb Client then shutdown both applications.

Result:

BN Administrator: NetDisturb v6.0 Client E

C:“Program Files“HetDisturbut _ B5\Client*MetDisturbhCLI .exe Aquit
OK: command Quit sent sucessfully.

DK: HetDisturh Client and Server have heen stopped.

C:“Program Files“MetDisturbvt. B ~Client>

Figure 7 — Stop NetDisturb Server and NetDisturb Client, then shutdown both applications

Error message: None

Warning message: None
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8.2.3 Stop and shutdown NetDisturb Client only (/Quit Client)

Command: NetDisturbCli /Quit Client
Stop and shutdown NetDisturb Client.

Result:

( =% Administrator: hetil SRR O -&l"

C:“Program Files“HetDisturbuvt. B \Client>MetDisturbhCLI.exe Aqguit client
OK: command Quit sent sucessfully.

OK: HetDisturh Client has been stopped.
C:sProgram Files“MetDisturhub _B@~Client>

Figure 8 — Stop and shutdown NetDisturb Client

Error message: None

Warning message: None

8.2.4 Load the context file (/Context filename)

Command: NetDisturbCli /context filename
Load a NetDisturb context like in the menu File/Open of the NetDisturb Client GUI.

Result:

Bl Administrator: MetDisturb v6.0 Client |£|E|éj

C:“Program Files“HetDisturbut.B\Client>HetDisturbCLI .exe scontext "default.wsx"
0DK: command Open Context sent sucessfully.

C:sProgram Files“\MetDisturhub _B~Client>_

Figure 9 — Define the context file and load it

A Note that any changes in the previous context will be lost.

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: NetDisturb Client was unable to handle the context file ‘filename’.
This message indicates that NetDisturb Client was not able to handle the file. It may be due
to an error in the file name or in the path.

= Error: At least one Flow is still running. Please stop all running Flows to be able to change
the context.

Warning message: None
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8.2.5 Set the file name where to store the statistics (/Trace filename)

Command: NetDisturbCli /trace filename
Define the file that will store the statistics generated by NetDisturb Client To start or
stop the statistics saving process, please refer to paragraphs 8.2.6 and 8.2.7.

Result:

B Administrator: MetDisturb v6.0 Client |E|E|éj

C:“Program Files“HNetDisturbuvt. B \Client>MetDisturhCL]I .exe Atrace HDLog.txt
OK: command Set Capture Statistics File sent sucessfully.

C:“Program Files“HetDisturbuvt_B5Client>

Figure 10 — Define the statistics file name

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: NetDisturb Client is saving the statistics. The statistics file name can not be changed.
This message indicates that NetDisturb Client was not able to set the statistics file name
because the statistics saving process is still running. The saving process should be stopped
before changing the file name.

Warning message: None

8.2.6 Start saving the statistics (/Trace start)

Command: NetDisturbCli /trace start
Send a request to NetDisturb Client to start saving statistics into a file.

Result:
& Administrator; NetDisturb v6i0 Clicrt W —— | B

C:“Program Files“HetDisturbuvt. B \Client>MetDisturhCL] .exe Atrace Start
DK: command Start Capture Statistics sent sucessfully.

C:sProgram Files“MNetDisturhub _B~Client>

Figure 11 — Start saving the statistics into afile

Error messages:
= Error: No NetDisturb Client loaded. The command can'’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: NetDisturb Client was not able to open the target statistics file.
This message indicates that an error was encountered when opening the file that should
store the statistics. The two main causes are: a wrong path was specified or the file is write-
protected.

Warning message:
= Warning: NetDisturb Client is already saving the statistics.
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8.2.7 Stop saving the statistics (/Trace stop)

Command: NetDisturbCli /trace stop
Send a request to NetDisturb Client to stop saving statistics into a file.

Result:

B Administraton NetDisturb v6.0 Client |E|E|éj

C:“Program Files“HetDisturbuvt. B \Client>MetDisturbhCL].exe Atrace Stop
OK: command Stop Capture Statistics sent sucessfully.

C:sProgram Files“MetDisturhub _B~Client>_

Figure 12 — Stop saving the statistics into a file

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

Warning message:
= Warning: NetDisturb Client is not saving the statistics.

8.2.8 Set alLoss law (/Loss Intf X Lawname)

Command: NetDisturbCli /Loss Intf X LawName
Send a request to NetDisturb Client to change the Loss&Duplication law for the
interface Intf where Intf is A or B, for the Flow X, where X should be a number in the
range [1..17] (the value 17 corresponds to ‘Unfiltered Flows, Frames, Packets, etc.’)
and setting the law to LawName. The LawName should exist, and (none) is a valid
law name. Note that the LawName should be included between two double-quotes.

Result:

BN Administrater: NetDisturb v6.0 Client |£|E‘éj

C-“Program Files“NetDisturhuvb _ B~Client>*NetDisturhCLI .exe ~loss A 1 "Constant loss'
0K: command Change Loss Law sent sucessfully.

C-~Frogram Files“MetDisturbve_ B@~Client>

Figure 13 — Select the Loss&Duplication law ‘Constant Loss’ for the A Interface of the Flow #01

Error messages:
= Error: Invalid /Loss interface value ‘Intf’; Expecting A or B
This message indicates that the Intf parameter is not A or B.

= Error: Invalid /Loss Flow value ‘X’; Expecting [1..17]
This message indicates that the Flow parameter is not in the range [1..17].

= Error: Invalid /Loss Law name ‘L.
This message indicates that the Law name parameter is not a known law.
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8.2.9 Set a Delay law (/Delay Intf X Lawname)

Command: NetDisturbCli /Delay Intf X LawName
Send a request to NetDisturb Client to change the Delay&Jitter law for the interface
Intf where Intf is A or B, for the Flow X, where X should be a number in the range
[1..17] (the value 17 corresponds to ‘Unfiltered Flows, Frames, Packets, etc.’) and
setting the law to LawName. The LawName should exist, and (none) is a valid law
name. Note that the LawName should be included between two double-quotes.

Result:

BN Administrater: NetDisturb v6.0 Client |£|E‘éj

C:-“Program Files“NetDisturhuvb . B~Client>*NetDisturhCLI .exe ~delay A 1 “"Uniform Jitter'
0K: command Change Delay Law sent sucessfully.

C-“Frogram Files“MetDisturbuve _ B~Client>_

Figure 14 — Select the Delay&Jitter law ‘Uniform Jitter’ for the A Interface of the Flow #01

Error messages:
= Error: Invalid /Delay interface value ‘Intf’; Expecting A or B
This message indicates that the Intf parameter is not A or B.

= Error: Invalid /Delay Flow value ‘X’; Expecting [1..17]
This message indicates that the Flow parameter is not in the range [1..17].

= Error: Invalid /Delay Law name ‘L’.
This message indicates that the Law name parameter is not a known law.

Copyright © 2014-2022 ZTI Communications. All rights reserved. Page 201/222



NetDisturb Part 8 Using the NetDisturb Command Line Interface

8.2.10 Set a Content law (/Content Intf X Lawname)

Command: NetDisturbCli /Content Intf X LawName
Send a request to NetDisturb Client to change the Content Impairment law for the
interface Intf where Intf is A or B, for the Flow X, where X should be a number in the
range [1..17] (the value 17 corresponds to ‘Unfiltered Flows, Frames, Packets, etc.’)
and setting the law to LawName. The LawName should exist, and (none) is a valid
law name. Note that the LawName should be included between two double-quotes.

Result:
@ T ~N
EX Administrator: NetDisturb v6.0 Client mlﬂ—hj

C:\Program Files\NetDisturbvb.B\Client>NetDisturhCLI .exe /Content A 1 "Percentage"
OK: command Change Content Law sent sucessfully.

C:\Program Files\NetDisturhv6.8\Client>

Figure 15 — Select the Content impairment law ‘Percentage’ for the B Interface of the Flow #01

Error messages:
= Error: Invalid /Content interface value ‘Intf’; Expecting A or B
This message indicates that the Intf parameter is not A or B.

= Error: Invalid /Content Flow value ‘X’; Expecting [1..17]
This message indicates that the Flow parameter is not in the range [1..17].

= Error: Invalid /Content Law name ‘L’.
This message indicates that the Law name parameter is not a known law.
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8.2.11 Stop a Flow (/Stop X)

Command: NetDisturbCLi /stop X
Send a request to NetDisturb Client to stop the Flow X, where X should be a
number in the range [1...17] (the value 17 corresponds to ‘Unfiltered Flows, Frames,
Packets, etc.’).

Result:
F - —
@l Administrator: NetDisturb v6.0 Client =RRCE X

C:-“Program Files“MNetDisturbvb.B~Client>*NetDisturhCLI.exe Astop 1
OK: command Stop Flow sent sucessfully.

C:-“Program Files“MetDisturbvt._.B~Client>

Figure 16 — Stop the Flow #01

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before stopping a Flow.

= Error: The Flow X is out of range. Allowed range: from 1 to 17 included.
The Flow number must be in the range from 1 to 17.

= Error: NetDisturb Client was unable to stop the Flow X.
More details should be available into the internal log file about the reason why NetDisturb
Client couldn’t stop the Flow.

Warning message:
= Warning: The Flow X is already stopped.
The command doesn’t change the status of the Flow because it was stopped.
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8.2.12 Stop all Flows (/Stop all)

Command: NetDisturbCli /stop all
Send a request to NetDisturb Client to stop all Flows.

Result:

B¥ Administrator: NetDisturb v6.0 Client |5|E‘—E—hj

C-“Frogram Files“MetDisturbuvb _ B@~Client>MetDisturbCLI .exe ~stop All
OK: command Stop all Flows sent sucessfully.

C-“Program Files“NetDisturhuvb B~Client>_

Figure 17 — Stop all Flows

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before stopping a Flow.

Warning message: None

8.2.13 Start a Flow (/Start X)

Command: NetDisturbCli /start X
Send a request to NetDisturb Client to run the Flow X, where X should be a
number in the range [1..17] (the value 17 corresponds to ‘Unfiltered Flows, Frames,
Packets, etc.’).

Result:
f T ~N
Administrator: NetDisturb v6.0 Client ; | S e S

C:\Program Files\NetDisturhub6.B\Client>NetDisturhCLI.exe /start 1
0OK: command Start Flow sent sucessfully.

C:\Program Files\NetDisturhu6.B\Client>_

Figure 18 — Run the Flow #01

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before starting a Flow.

= Error: The Flow X has no filter defined.
A filter should be selected before starting a Flow.

Warning message:
= Warning: The Flow X is already started.
The command doesn’t change the status of the Flow because it is running already.
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8.2.14 Start all Flows (/Start all)

Command:

Result:

NetDisturbCli /start all

Send a request to NetDisturb Client to start all Flows.

0K :

Bl Administrator: NetDisturb v6.0 Client

C-~Program Files“MetDisturbuve_ @~Client>*MetDisturbCLI .exe ~start All
command Start all Flows szent sucessfully.

C:~Program Files“NetDisturbvb.B~Client>_

Error messages:
Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

Figure 19 — Start all Flows

Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before starting Flows.

Error: The Flow X has no filter defined.
A filter should be selected before starting a Flow.

Warning message: None

8.3 Commands execution order

When using multiple commands in the Command Line Interface, some high priority commands
ignore the other commands sent (see Table 1 below).

Moreover priorities exist between each command: the Table 1 below is showing the execution
order when multiple commands are sent.

Priority (highest->lowest) Command Ignore other commands

Highest [? Yes
/Quit Yes

/Run No

/Context No

[Trace No

/Loss No

/Delay No

/Content No

/Parameter No

{ [Filter No
/Stop # or All No

Lowest /Start # or All No

Table 1 - Commands execution order

Copyright © 2014-2022 ZTI Communications. All rights reserved.

Page 205/222




NetDisturb

Part 9 Using the NetDisturb Server

Part 9 Using the NetDisturb Server

The NetDisturb Server links the NetDisturb driver and the NetDisturb Client. In addition, it

performs the following tasks:

= To get a thorough view of the traffic on the two interfaces and on the impairments made.

= To follow the command entered by the connected client, to see the driver configuration, and

the applied Filter and laws.

= To configure the password for Administrator connections.

The NetDisturb Server window is composed of three sections:

Sampling to Compute Throughputs: | Out-of-Sequence: |

= MetDisturb Server - Version 7.0 - Enhanced Edition (Trial) — =
— Impairment [nterface Configuration and Statistics

| A Interface; not selected | E Interface; not selected

Mo packet handlad frarm A 1o B Mo packet handled frarm B o A

Handled Packets: | | Handled Packets: | |

Last Packets: | | Last Packets: | |

Delayed Packets: | | Delayed Packets: | |

Out-of-5equence: | | Out-of-5 equence: | |

Fragmented packets: | | Fragmented packets: | |

Incoming on & Outgoing on B Ihcoming on B Outgoing on A
Packets per Second | | Packetz per Second
| Packets | | Packets |
| Throughput | | Thraughpt |
Reset Counters |

— Current Parameters

Refrezh Period (in second]: | . |

[ I Dletlins Application of Laws:l

— Current Client Cornection
Cliert: |

Ma client connected

Shaow Current Context | Rezet Logs I
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= Impairment Interface Configuration and Statistics

This section displays the used NICs. Statistics (percentages or absolute values) are associated to
each impairment parameter: number of handled, lost, delayed, Out-of-Sequence and fragmented
packets.

The # Fragmented Packets statistics shows the number of packets rejected by the NetDisturb
driver because it can’t handle IP packet with the fragment flag set.

This section displays also the numbers of incoming and outgoing packets, the number of packets
per second and the throughput. The indication on the relaying process is presented as follows:

No packets handled (red color) The NetDisturb driver doesn’t handle any
packet (physical cut off of the Ethernet link).
Active relaying process (green color) The NetDisturb driver is running, the relayed

packets are processed following the selected
Filters and the defined impairment laws.

The Reset Counters button allows you to reset the NetDisturb Server Interface counters. This
action has no incident for the NetDisturb Client. This button is available only when the driver is
running.

= Current Parameters

Current Pararneters
Refresh Period [in second): 0 ®
_ [ ) # Buifers: Application of Laws: @I
Sampling to Eump@mughputs: Cut-of-Sequence: 9
This section reminds the current configuration and includes:

(1) The refresh period to display statistics for the NetDisturb Server.
(2) The sampling period used to calculate the throughput displayed by the NetDisturb Server.
(3) The number of buffers for laws values related to TCP/UDP connections.
(4) The Out-of-Sequence i.e. out-of-order mode: Enabled or Disabled
(5) The method to apply the laws:
- ‘Flow level’ means Laws apply to the Flow
- or ‘Per connections’ means Laws apply to each TCP/UDP connection of the Flow

= Current Client Connection

This section shows whether a client is currently connected, the opened context and the trace list.
In this section the following buttons can be pressed:

= Show Context: displays the content of the current context.

= Reset Trace: allows you to clear the traces displayed in the window bottom part.
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Part 10 Appendices

10.1

The Empty Context Values
e Refreshing time for statistics display 1s
e Sampling period for throughput computing 2s
e Relaying process Relaying packets without operations on
both interfaces
e Working Mode Enable Out-of-Sequence Packets
Laws apply to the Flow
e Traces Active
e Driver relaying status Not active
e Buffer number 2
e Flow mode Mono-flow
e Forthe 16 definable flows
Filter Not defined
Loss & Duplication law Not defined
Delay & Jitter law Not defined
Content Impairment law Not defined
e ‘Unfiltered Flows, Frames, Packets, etc.’
Loss & Duplication law Not defined
Delay & Jitter law Not defined
Content Impairment law Not defined

10.2

A\

The NetDisturb Registry Values

This paragraph describes the Registry parameters for the NetDisturb Client,

NetDisturb Server and NetDisturb driver.

You should be careful when changing in one of these values because inappropriate
value may render NetDisturb unusable. We recommend to backup the Registry
before or at least to save the key’s values before any change.

You need administrator rights access to change the Registry database. The system ‘regedit.exe’
program can be used to check and modify the Registry. A name with a type and a value identify
each parameter in the Registry. The parameters are in a hierarchical key tree.

This paragraph gives the key location, the parameter name with its type, the possible set of values
and the default value when applicable.
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10.2.1 The Registry parameters related to the NetDisturb Client

This part is related to the NetDisturb Client parameters located in the Registry. Some parameters

refer to the dialog with the NetDisturb Server and should be changed accordingly.

10.2.1.1 Parameters Configuration
Key = HKEY_LOCAL_MACHINE\SOFTWARE\ZTI\NetDisturbClient\7.0

Name Type Value
AcroReadInfo REG Sz Date of the help file (the user should not change it)
AcroReadTimer REG_DWORD | Internal timeout related to the Adobe Reader®
ExchangeTimeout REG_DWORD |Internal timeout related to the NetDisturb Client to
NetDisturb Server dialog (default is 5000 ms)
Help Menu REG DWORD |Index in the help file (the user should not change it)
IPAddress REG_SzZ NetDisturb Server IP Address
(default: 127.0.0.1)
PortNumber REG_SzZ HTTP port number used to dialog with the NetDisturb Server
part (default: 8080)
AutoSamples REG_DWORD | NetDisturb Client Automatic Sample Mode (0 means do not
activate the automatic sample mode)
(default: 1 i.e. activate the automatic sample mode)
InfoChangeNIC REG_DWORD | NetDisturb Client displays when it changes the NIC
configuration (0 means do not show any change, 1=show
when NetDisturb change the NIC configuration - default: 1)
ServerPath REG_SZ Location of the NetDisturb Server software (default:
C:\Program Files\NetDisturb\Server)
TraceLevel REG_DWORD | Trace level generated by the Client (see note)
(default: 0)
TraceFileName REG_SZ File name where traces are saved in when the TraceLevel flag

is saved.
(default: empty)

Note:

e 0001
e 0002
e 0008
e (0010
e (0100
e 1000

Q The level of trace is a set of flags. When the flag is set (1) the level is active. When the flag is
reset (0) the level is inactive. Ex: TracelLevel=5, the flag 4 and 1 are active, other are inactive.

O Traces are displayed to the standard debug port [using the WIN32 API OutputDebugString()].

O Flag values are shown in hexadecimal:

Errors level

Information level

Verbose level

Time: add timestamp information

File: traces are saved in a file too (the TraceFileName entry is used)

SOAP: add the SOAP trace information

Example: If TraceLevel = 113 means Error and Information level of traces are saved

also in a file and including the timestamp for each trace.

10.2.1.2 The Most Recent File list
This list is for information only.

It is handled by the system and you must not change it.

Key = HKEY_CURRENT_USER\Software\ZTI\NetDisturbClient\Recent File List

Name Type Value
Filel REG_SZ The most recent path context file used
File2 REG_SZ A more recent path context file used
File8 REG_SZ The oldest path context file used
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10.2.2 The Registry parameters related to the NetDisturb Server
Key = HKEY_LOCAL_MACHINE\SOFTWARE\ZTI\NetDisturbServer\7.0

Name Type Value

ApplicationName REG Sz Trace viewer (Default: notepad.exe)

IHMRefresh REG_DWORD | Period of refresh, in second.
(default is 1)

Interface A REG Sz MAC address of the latest selected A Interface

Interface B REG Sz MAC address of the latest selected B Interface

Sampling REG_DWORD | Sampling period to compute throughput
(default: 2)

PortNumber REG_SZ HTTP port number used to dialog with the Client part
(default: 8080)

TracelLevel REG_DWORD | Trace level generated by NetDisturb Server (see
note)
(default: 0)

TraceFileName REG_SzZ File name where traces are saved in when the
TracelLevel flag is saved.
(default: empty)

Note: See the note of the Registry parameters related to the NetDisturb Client here above.

10.2.3 The Registry parameters related to the NetDisturb driver
Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturbvé_0

Name Type Value
DisplayName REG_SZ Name of the service
(Default is “NetDisturb Impairment”)
ErrorControl REG DWORD |1
ImagePath REG_SZ system32\drivers\disturbv6_0.sys
Start REG_DWORD |3
Type REG_DWORD |1

10.2.4 The NetDisturb Driver Traces

There is another key related to the level of traces generated by the NetDisturb driver. These
traces can be captured via a tool such as DebugMon from OSR Inc. (www.osronline.com -> go to

the Download

section) or

us/sysinternals/bb896647.aspx).

DebugView

from Microsoft (http://technet.microsoft.com/en-

Changing the level of the traces may block your PC until you reboot. The level of the
traces provided by the NetDisturb driver should be modified only with the help of the

technical ZTI Communications support (support@zti-communications.com).

Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturbv6_0\Parameters

TraceLevel

REG_DWORD

Trace level generated by the NetDisturb Driver (see

note)
(default: 0)

details.

Note: the level of trace is a set of flags. Values aren’t provided here to avoid mishandling of
the NetDisturb driver. Please contact ZTI Communications technical support if you need more

Copyright © 2014-2022 ZTI Communications. All rights reserved.

Page 210/222


http://www.osronline.com/

NetDisturb Part 10 Appendices

10.2.5 The NetDisturb Driver Number of Frames

The key related to the number of Ethernet frames NetDisturb driver is able to keep in memory is
located in the NetDisturb driver registry area. The default value is 12,000.

Changing the number of Ethernet frames may avoid the Operating System to start
the NetDisturb driver because of the lack of memory resources. It is not
recommended to change the default value.

Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturbv6_0\Parameters

NumOfPacket REG_DWORD | Maximum number of Ethernet frames kept in memory
by the NetDisturb Driver - (default: 12,000)

10.2.6 The NetDisturb Driver Number of Flows

The key related to the number of simultaneous flows NetDisturb driver is able to keep in memory
is located in the NetDisturb driver registry area. The default value is 0 meaning no maximum
values.

A It is not recommended to change the default value.

Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturbv6_O\Parameters

NumOfFlow REG_DWORD | Maximum number of flows handled by the NetDisturb
Driver - (default: 0)
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10.3 The Mathematical Laws used by NetDisturb

10.3.1 Uniform law
Distribution of Uniform Law is:

f(x) = _r for Alpha < x < Beta
Beta — Alpha
f(x)=0 for x < Alpha or x > Beta
where Alpha is the inferior parameter and Beta the superior one.
A1 | . .
Beta-alpha i i
> | |
) 1 1
C 1 I
[ ! !
) ;
b 5
Aloha Bata
Values

Values between Alpha and Beta have the same probability to be drawn = 1 / (Beta — Alpha). When
this law is used, the unit is the millisecond for the starting time of a connection or byte for the data
volume to send.
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Example of values generated by NetDisturb in the interval [800, 850]

Uniform Law

=

[P

2 1/(Beta — Alpha)
o Values generated
g

=

=

S N

o

Density
0.015
|

0010
|

0.005
|

0.000
|

T T T T T T
700 750 800 850 900 950

Values

Density of probability for the values generated by NetDisturb

10.3.2 The Uniform Correlated Law

The Uniform Correlated law is the same law as Uniform law. Only the process differs: the
difference is related to the two thresholds used by the NetDisturb driver (see the “Loss laws
configuration” paragraph for more details).
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10.3.3 Exponential law

10.3.3.1 Theory
The probability density function of the exponential law is:

Ae™ x>0,
f(r;)&)={ 0 I;D.

where A > 0 is the parameter of the distribution (the rate parameter).

Exponential law, lambda=0.15 Exponential law, lambda=0.50
L o]
S 1 (=3
< |
o
=)
<
« _|
=z z °
% z
a a
N
w0 o
8
o
; -
g | o | k
o o

T T T T T T T T T T T T T T
0 10 20 30 40 50 60 0 10 20 30 40 50 60

Values Values

The graphs above represent the theoretical density of the exponential distribution with A=0.15 and
1=0.50.

When we use the exponential distribution to draw random numbers, most the drawn values are
theoretically small and the probability to draw big numbers is smaller.

As a result of the increase of A, the incline of the distributions curve increases. Therefore the
probability to draw small numbers is bigger than the one to draw big numbers.

10.3.3.2 Practice

The exponential function is implemented in NetDisturb to generate numbers following an
exponential distribution.

When this law is used, the unit is the millisecond for the starting time of a connection or byte for the
data volume to send.

Using this function with A=0.15 as a parameter, we drew such numbers and then we plotted, by
using a mathematical tool (R software), the distribution of those. Then we got the following graph.
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X times
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l
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Exponential law, lambda=0.15, 50000 numbers

1

Q — numbers generated by NetDisturb

— numbers generated by R

e i

40 60

Values

The green curve represents the distribution of random numbers generated by R and the red one
represents the distribution of those generated by NetDisturb. They are very similar.

As shown in the theoretical part, the probability to have small numbers is much bigger than the
probability to have big ones.

For example, we generate 50000 numbers following the exponential law with A=0.15. As the
numbers generated by the exponential function are of type “double”, we round them up to the
nearest integer (e.g. 10.3 rounded up to 10 and 12.8 to 13). The histogram below summarizes the

results.
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Exponential law, lambda=0.15,
50,000 drawn numbers
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The generated values are on the abscissa axis, and how many times each value is generated on

the ordinate axis.

The same results may be displayed by a curve as shown in the next figure below:
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= limes

4000 5000

1000 2000 3000

Exponential law, lambda=0.15, 50000 numbers

a0

In order to see the effect of the parameter L we repeat the same operation as before with A=0.15
and A=0.50 and we plot both curves:

X times

3000 4000 5000 6000

1000 2000

0

Exponential law

— Lambda=0.15
—— Lambda=0.50

Values

As the legend shows, the red curve represents the result of using the exponential law with 2=0.15
as parameter, and the green one the result of using the same law with A=0.50. We observe that the
more the parameter A is big, the more the maximum number generated is small and the other
numbers generated are smaller too.

The table below summarizes the probability (in percent) to draw a value using the exponential
function of NetDisturb with different values for A in {0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9,1}.
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~ Actually .
generated values | 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
0 4.946 |9.358 [14.126|18.294|22.334(25.850|29.722|33.220/36.050|36.050
1 8.956 [16.044|22.426|26.874(30.432|33.538|35.274(36.732|37.956|37.956
2 8.200 [13.368|16.178|17.974/18.654|18.488|17.546|16.548|15.364/|15.364
3 7.394 |10.904/12.478|12.324(11.476(9.908 |8.934 |7.468 |6.308 |6.308
4 6.524 19.148 |9.048 [8.176 |6.790 [5.580 |4.280 [3.334 [2.574 |2.574
5 6.198 [7.432 |6.468 |5.314 |4.078 |3.028 |2.134 |1.498 |1.056 |1.056
6 5.556 [6.136 |4.848 |3.680 [2.496 |1.642 [1.070 |0.636 |0.408 ]0.408
7 5.034 |4.998 |3.718 |2.466 |1.554 |0.868 |0.504 |0.306 |0.166 |0.166
8 4.512 |4.130 [2.766 |1.622 |0.838 |0.502 |0.252 |0.148 |0.058 |0.058
9 4.084 |3.312 [2.074 |1.050 |0.470 |0.272 |0.142 |0.052 |0.042 |0.042
10 3.698 [2.778 |1.484 |0.810 |0.322 |0.174 |0.068 |0.032 [0.008 |0.008
11 3.306 [2.266 |1.146 |0.418 |0.208 |0.054 |0.040 |0.010 [0.004 |0.004
12 2.964 [1.812 |0.822 |0.346 |0.144 |0.034 |0.022 |0.010 |0.006 |0.006
13 2.832 |1.542 |0.600 |0.236 |0.078 [0.036 |0.008 |0.006 |0 0
14 2.584 [1.252 |0.484 |0.124 |0.056 |0.012 |0 0 0 0
15 2.078 |0.976 |0.330 |0.098 |0.030 |0.004 |0.004 |0 0 0
16 1.900 |0.836 |0.242 |0.072 [0.012 |0.004 |0 0 0 0
17 1.810 |0.658 |0.210 |0.032 [0.014 |0.006 |0 0 0 0
18 1.646 |0.558 |0.144 |0.030 [0.004 |0 0 0 0 0
19 1.484 |0.420 |0.108 |0.018 [0.008 |0 0 0 0 0
20 1.360 |0.352 |0.112 |0.014 |0 0 0 0 0 0
21 1.220 |0.344 ]0.048 |0.004 [0.002 |0 0 0 0 0
22 1.088 |0.288 |0.034 |0.008 |0 0 0 0 0 0
23 1.004 |0.184 |0.022 |0.004 |0 0 0 0 0 0
24 0.976 |0.184 |0.018 |0.010 |0 0 0 0 0 0
25 0.780 |0.130 |0.020 |0 0 0 0 0 0 0
26 0.750 |0.100 |0.018 |0.002 |0 0 0 0 0 0
27 0.692 |0.080 |0.008 |0 0 0 0 0 0 0
28 0.568 |0.064 |0.004 |0 0 0 0 0 0 0
29 0.552 |0.074 |0.010 |0 0 0 0 0 0 0
30 0.540 |0.044 |0.002 |0 0 0 0 0 0 0
31 0.442 10.032 |0 0 0 0 0 0 0 0
32 0.446 |0.038 |0.004 |0 0 0 0 0 0 0
33 0.376 |0.026 |0 0 0 0 0 0 0 0
34 0.386 |0.036 |0 0 0 0 0 0 0 0
35 0.280 |0.016 |0 0 0 0 0 0 0 0
36 0.274 10.012 |0 0 0 0 0 0 0 0
37 0.280 |0.016 |0 0 0 0 0 0 0 0
38 0.212 0.014 |0 0 0 0 0 0 0 0
39 0.184 |0.006 |0 0 0 0 0 0 0 0
40 0.182 |0.012 |0 0 0 0 0 0 0 0
41 0.166 |0 0 0 0 0 0 0 0 0
42 0.142 /0.004 |0 0 0 0 0 0 0 0
43 0.152 |0.004 |0 0 0 0 0 0 0 0
44 0.110 |0.004 |0 0 0 0 0 0 0 0
45 0.110 |0.002 |0 0 0 0 0 0 0 0
46 0.110 |0.004 |0 0 0 0 0 0 0 0
47 0.096 |0 0 0 0 0 0 0 0 0
48 0.078 |0 0 0 0 0 0 0 0 0
49 0.088 |0.002 |0 0 0 0 0 0 0 0
(continue)
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The generated values are of type double. Here is example of values generated by the exponential
law of NetDisturb with A =0.1:

0.227489

1.961810

1.217468

13.854097

0.474025

5.870118

2.353334

0.766254

4.868133

0.802894

To represent those values in a simple way we round up double to the nearest integer, for example:

real values

represented values

0.227489

1.961810

1.217468

13.854097

SN

0.474025

5.870118

2.353334

0.766254

4.868133

0.802894

RPOFRPIN[OOFR[FIN]O

As a result, the values of the first column approximately correspond to the “x” in the theoretical
representation of the exponential law.
The effect of this approximation is more important when we draw values near “0”. Thus the
probability in the table to generate “0” is smaller than “1”.
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Exponential law, lambda=0.15
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This graph is plotted with real values generated by NetDisturb. We observe that the probability for
x="0" (=1) is bigger than for x="1". Here are below graphs plotted with small values for A.
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Maximum* drawn value = 221 Maximum* drawn value = 2218
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Exponential law,lJambda=0.001 o Exponential law,lambda=0.0001
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*Maximum drawn value by the software, theoretically there is no maximum for the exponential law!
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10.3.4 Laplace-Gauss law

When this law is used, the unit is the millisecond for the starting time of a connection or byte for the

data volume to send.

The probability density function of the Laplace-Gauss Law is:

_(a-p)?
fl)=———e 20°

2z &

where 4 is the average and o is the standard deviation..

ALS)

kO o

: l'l':
68,27%
95,45%
99.73%

+ + " " + + "
T T T T T T T T

- The more & is small the more drawn values are near u
- 68.27% of drawn values are in [ — o ; u+ o]

- 95.45% of drawn values are in [u — 20 ; u + 20

- 99.73% of drawn values are in [ — 30 ; u+ 307 ]

4 ando must be defined such as: >0 and x>3c with o >0
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