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iQualNet

1. Product Overview

The iQualNet software is a QoS (Quality of Service) and QoE (Quality of Experience)
measurement tool for IPv4 and IPv6 networks. This tool runs on Windows platform clients and can
be used for measurement on any type of IP network: fixed, mobile, satellite, WiFi, PLC and more...
To measure End-to-End QoS and QoE parameters, iQualNet uses real applications and a
reference server as shown in the diagram below. iQualNet generates real traffic, not simulated or

emulated traffic.
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One or more iQualNet clients dialog via the Internet with the iQualNet reference server or other
external servers by using the access network to characterize. The use of the reference server
ensures the availability of services used by a remote iQualNet client on a site and to guarantee
adequate bandwidth for tests realized (resource reservation is made by the server for testing from
an iQualNet remote station). Thus, only the network metrics are characterized and the client or the

server adds no uncertainty.

Product Requirements == Microsoft

* Platform running 32-bit or 64-bit version of Windows XP®©® = Vista, Seven, 8, Server 2003,
2008 or 2012 with Microsoft TCP/IP installed and at least 1 GB Ram. 310 MB free hard disk
space.

* Hyper-threading, multi core and PC multiprocessors are also supported.
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* Display resolution: at least 1024 x 768 (more readable: 1920 x 1080 and sup.), DPI setting =

Normal size (96 DPI) and Font Size = Normal.

Examples of Use Cases
The examples below illustrate different use cases with iQualNet testbed.

Generally a Windows laptop with iQualNet software is used at the client site.

Test & Measurement campaigns for QoS testing on access to the
Internet by satellite coupled Wi-Fi in high-speed trains.

Customer: SNCF (French National Railways)

Campaign performance metrics for the Internet access by satellite for
the choice of the satellite network operator (comparison of two service

providers). Fixed stations in Burkina Faso.

Customer: European Commission

Measurement campaigns (fixed and mobile) for the performance
evaluation of DVB-RCS-S2 terminals and gateways.

Customer: French Space Agency

ﬁ Test campaigns for measuring the performance of the Internet access

by satellite (Ka-band / Ku-band) for the evaluation and comparison of
commercial offers.

Customer: French Space Agency

Test campaigns for measuring the performance of access for telecom
crisis terminals (Inmarsat BGAN terminal, SCPS protocols...)

Customer: French Space Agency

Copyright © 2014 ZTI Communications. All rights reserved. Specifications are subject to change. Page 3
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Key Features

iQualNet software + Windows Laptop = Portable Testbed to measure QoS & QoE on IP Networks

e QoS & QoE Measurements on IP Networks: xDSL, mobile, satellite, WiFi, Wimax... by creating
the behavior of N x real concurrent users.

e Programmable & Periodic test campaigns / multi-Clients / multi-Sites (fixed or mobile) with
optional real-time geolocation by use of GNSS receiver for in-service quality monitoring.

e OneiQualNet Client = multiple users & multiple real applications (data, voice, audio, video).

e Automated test campaigns implementing real applications (services) that can be structured
according to usage profiles configured by the user.

o End-to-End QoS and QoE metrics for data, voice, audio & video.

e Multi-point testing solution with remote control.

o Ideal for testing multi-Telco's commercial offers.

e Time synchronization with the optional use of a GNSS receiver & Remote control.

e Results per campaign: detailed graphs & statistical values.

e Synthesis report with key quality metrics.

e Accuracy =1 millisecond resolution.

Measuring End-to-End quality & performance of the network

with real applications & simultaneous multi-users

for in-service quality monitoring

Patented Technology
Technology used in this product has been patented by CNES (Centre National d'Etudes Spatiales)

the French Space Agency and this product is marketed under CNES license.

Copyright © (BTLT) CNES / ZTI Communications

A\
cnes

CENTRE NATIONAL D'ETUDES SPATIALES

Tous droits réservés / All Rights reserved.

Copyright © 2014 ZTI Communications. All rights reserved. Specifications are subject to change. Page 4
All products and company names are trademarks or registered trademarks of their respective owners.




iQualNet

2. Product Description
>
¥
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iQualNet clients (with or without a GNSS receiver) execute test campaigns to measure QoS and
QoE metrics with real applications using the iQualNet reference server or other external services
(Web servers, cloud services...).

Each iQualNet client can simulate many end-users, each end-user having different usages.

iQualNet reference server is based on Linux Ubuntu platform and has a public @IP address if
connected to the Internet. For testing on a private network, iQualNet server can be set with a
private @IP address. iQualNet software server is provided free of charge by ZTI Communications

with the purchase of one client license.

O—Services(realapplications)fortheReferenceServer —O0

l Data f i

d P> -
— Q iQualNet :
[V:‘“'EE: Server :> FTP Email HTTP ICMP UDP VolP Video

| Audio

Linux Reference Server :
[:\Adeo \Public @IP address : B \

To evaluate and try iQualNet software, ZTI Communications offers a test reference server hosted
in France.

Please contact ZT| Communications sales (sales@zti-communications.com) for more information

for testing with the reference server.

iQualNet client software is composed of two modules and uses a PostgreSQL database to save

the measurement results.

Copyright © 2014 ZTI Communications. All rights reserved. Specifications are subject to change. Page 5
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Two modules for two main processes:

- First module: the Test Campaign Manager allows definition of the test campaign content
and executes the test campaigns defined by the user. The raw measurement results are
saved in the database during the run of the test campaign.

- Second module: the Post-processing Manager uses the raw results to calculate the
metrics and the graphs desired by the user. A test report summarizes the test results for a

campaign.

When a GNSS receiver (GNSS = Global Navigation Satellite System) is used with the station
running iQualNet software, geolocation and precise timing information is available allowing users
to correlate the measurement results with the speed and the position. This feature is particularly
useful when you need to do measurements in mobility (e.g. train, car...) and analyze the results

depending on the position and the speed.

The Test Campaign Manager

The main window of the Test Campaign Manager allows the creation and management of the test
campaigns, and gives an overview of the test campaign in progress.
A real-time synthesis and monitoring window is offered during execution of the test campaign and

the user can suspend or stop the campaign when needed.

Copyright © 2014 ZTI Communications. All rights reserved. Specifications are subject to change. Page 6
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ile Configuration Remote Control

~Test Campaign in Progress

Campaign Name: IThere i no pencling campsign Suspend the Campaign
Elapsed Time IdtS Stop the Campaign
GPS Status: - Avwailahilty Status: INFA, Folder: I Telco X00C
Synthesis View History
Number of active Users NS Failure Rate for the Services: NS
Campaign Moritoring
Instant Uplink Throughtput Nis Instant Downlink Throughtput: NS et
~Next Campaig
Campaign Name:  Thers is no scheduled campaign idaaiNed
Startup Time: ws —
ListofC
Chonse Campaigns to display [arcampaigns =]
Campaign Name | Status | Start i | Eng Folder - 5
- Video 1080 + email Completed 20130408 14:18:23 20130408 141200 Satelite Provider | | CreoteaCany o ]
ﬁ Video 720 and data Completed 2013-04-08 12:44:57 2013-04-08 12:45:58 Satellite Provider
{F Video 480p + VolP Completed 2013.04.08121855  2013-04-08 121957  Satelite Provider p
F Video 430p Completed 2013-04-02 120108 2013-04-0812.0208  Satelite Provider Replay the Campaign i
LFVOIP p Law Completed 2013-04-0317:00:17  2013-04-0317:00:48  Satelite Provider
LFVOP A Law Completed 2013.04-0310:43:36  2013-04-0310:44:08  Satelite Provider
L VO ARM =) Completed 2013.04.03104227  2013-04-03 104259 Satelite Provider | = D ]
{3 vor Gz Completed 20130403 10:34:43 20130402 103515 Satelite Provider R
A FTP Get 10 MBytes Completed 2013-04-02 11:34:34  2013-04-0211:35:35  Satelite Provider
{Fvorerit Completed 2013.03.2617:08:53 20130326 17:08:25  Satelte Provider ]
.} Email (both services) Completed 2013-03-26 152551  2013-03-26 152623 Satelite Provider Modfy the delayed Campaian g
L Vol GSM Completed 2013-03-26 152324 2013-03-26 152356 Satelite Provider
- UDP Dowinload onty Completed 2013-03-20 17:16:06  2013-03-20 17:17:08  Telco XXX
{} UDP One directionr Completed 20130320 152455 20130320 152557 Telco X00X b e ]
{2 HTML Completed 20130319 124021 20130319 18.41:23  Teleo XX A
A HTNL st of URLs Completed 20130319 180858 2013-03-1918:08:29  Telco XXX
@ HTML Page unknown Completed 2013-031916:32:41 2013-03-19 16:33:28 Telco XXX
{F HTML Server unavaiiable  Completed 2013.03-19183108 20130319 183156 Telco X00X Campaign Log i
1} FTP VPN bis Completed 20130314 145121 20130314 145158 Teleo X00X
L FTP VRN Completed 20130314 12:18:02 2013031412810 Telco XXX
{J FTP Get + FTP PUT with un...  Completed 2013.03-1410:2953 20130314 103402 Teleo X0 i l
- - - R R e Delete Campaign(s)
< " ] » 3
* Maximum Date estimated using the maximum Duration of the User-defined Services.

The screenshot below illustrates the window

services within a sequential run.

r

# ° iQualNet - Progression of the campaign 'ICMP + FTP Get + FTP PUT'

Progress: |

TCHPEE

FTP (PUT)

Service (100)

FTP (GET)

10:13:00 10:13:15 10:13:30 10:13:45 10:14:00 10:14:15

Window monitoring for test campaign progress

monitoring for a test campaign composed of 3

A detailed historic log is also available if needed with timestamping of all events occurred during

the campaign.

Copyright © 2014 ZTI Communications. All rights reserved. Specifications are subject to change.
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(¥ FTP UL + FTP DL + SMTP + POP (Data) + Video-3062.log (32.7 KB) - BareTail

.

(=] O [t

WOpeu e Highlighting [~ Fallow Tail [F\NS\

File Edit View Preferences Help

'] | C:\QualNet\Logs Campagnes'\FTP UL + FTP DL + SMTP + POP (Data) + Video-30624FTP UL + FTP DL + SMTP + POP (Data) + Video-3062 log (32.7 KB)

29/04/213 164718872 [STATS] Service FTP Download 10 Mo' [Instance: 2876 running: Throughput=8193.338 Kb/s Failure rate=0.00 2 a
29/04/2013  1E47.19.873  [STATS] Service FTP Download 10 Mo' (Instance: 2876) unning: Throughput=8175.676 Kb/'s Failure rate=0.00 %
29/04/20M3 164720874 [STATS] Service FTP Download 10 Mo' (Instance: 2878] running: Throughput=2144.813 Kb/s Failure rate=0.00 2
29/04/23 164721875 [STATS] Service FTP Download 10 Mo' [Instance: 2876 running: Throughput=8057. 349 Kb/ Failure rate=0.00 2
29/04/20M3  1E47:22876  [STATS] Service FTP Download 10 Mo' (Instance: 2878)] running: Throughput=7889.088 Kb/s Failure rate=0.00 %
29/04/20M3 164723877 [STATS] Service FTP Download 10 Mo' (Instance: 2878] running: Throughput=8031,375 Kb/s Failure rate=0.00 2
29/04/2013 164724878 [STATS] Service FTP Download 10 Mo' (Instance: 2876] running: Throughput=5206. 781 Kb/ Failure rate=0.00 %
[lo|29/04/2013 1684725883 [STATS] Service FTP Download 10 Ma' [Instance: 2878 running: Throughput=7048, 784 Kb/s Failure rate=0.00 % H
29/04/2013  16:47:26.882 [STATS]End of service FTP Download 10 Mo' (Instance: 2876) : Throughput=7363.106 Kb/s Duration=10.973 second|s) Connection=0.045 second|s)
29/04/2013  1E47.28.883  [STATS] Service FTP Download 10 Mo' [Instance: 287E) unning: Throughput=0.000 Kb's Failure rate=000 %
29/04/20M13 164729884 [STATS] Service FTP Download 10 Mo' (Instance: 2878) running: Throughput=43439.185 Kb/s Failure rate=0.00 %
29/04/2013  16:47:30.885 [STATS] Service FTP Download 10 Mo' [Instance: 2876] running: Throughput=7419.242 Kb/'s Failure rate=0.00 2
29/04/2M3  16.47.31.938 [STATS] Service FTP Download 10 Mo' (Instance: 2876] running: Throughput=8243.808 Kb/'s Failure rate=0.00 %
29/04/20M13 164732887 [STATS] Service FTP Download 10 Mo' (Instance: 2878] running: Throughput=8237 533 Kb/s Failure rate=0.00 2
29/04/2013  16:47:33.888 [STATS] Service FTP Download 10 Mo' [Instance: 2876 running: Throughput=8266.517 Kb/ Failure rate=0.00 2
29/04/2013 164734889 [STATS] Service FTP Download 10 Mo' (Instance: 2878] running: Throughput=3141,333 Kb/s Failure rate=0.00 %
29/04/2013 164735850 [STATS] Service FTP Download 10 Mo' (Instance: 2878) running: Throughput=8322.550 Kb/t Failure rate=0.00 2

29/04/2013  1E47.36.891  [STATS] Stong end of the service [STOP) 'FTP Download 10 Mo' (Instance: 2876] : Thioughput=8289.227 Kb/s Connection=0.0475 second(s]
29/04/2013 164736854 [STATS] Service Synthesis 'FTP Download 10 Ma': Throughput=7782. 673 Kbz

29/04/2013 164736910 [STATS] Service Synthesis 'FTP Download 10 Mo’ : Duration=10.590 secand(s|

29/04/2013  1BA7.3E.910  [STATS] Service Synthesis 'FTP Download 10 Mo’ : Connection Time = 0.045900 second(s)
29/04/2013 164736910 [STATS] Service Synthesis 'FTP Download 10 Mao': Failure Rate=0.00 %

29/04/2013  16:47:37.892  Upcoming: service FTP Upload 5 Mo [1 instance(s] parallel(s). running 'services sequentially’).
29/04/20M13  1647.38.999 [STATS] Service FTP Upload 5 Mo' (Instance: 3892) running: Throughput=0.000 Kb/'s Failure rate=0.00
29/04/2013  16:47:39.998  [STATS] Service FTP Upload 5 Mo (Instance: 3892) running: Throughps 000 Kb/s Failure rate=0.00
29/04/2013  16:47:40.999 [STATS] Service FTP Upload 5 Mo’ [Instance: 3892) running: Throughput=785.498 Kb's Failure rate=0,
29/04/2013 164742000 [STATS] Service FTP Upload 5 Mo’ [Instance: 3892) running: Throughput=734.846 Kbz Failure rate=0.0I
29/04/2013  16:47:43.001 [STATS] Service FTP Upload 5 Ma' [Instance: 3892) running: Throughput=807. 229 Kb/s Failure rate=0.0I
29/04/2013 164744003 [STATS] Service FTP Upload 5 Mo’ [Instance: 3892) running: Throughput=808. 765 Kb/'s Failure rate=0.0I
29/04/2013 164745004 [STATS] Service FTP Upload 5 Mo’ [Instance: 3892) running: Throughput=808. 785 Kbz Failure rate=0.0I

%
] %
] 0
] ]
] 0
] ]
] 0
29/04/2013  16:47:46.007 [STATS] Service FTP Upload 5 Ma' (Instance: 3892) running: Throughput=809. 237 Kb/s Failure rate=0.00
] ]
] 0
] 0
] ]
] 0
] 0

29/04/2013  1EA47A47.010  [STATS] Service FTP Upload 5 Mo’ [Instance: 3892) running: Throughput=817.635 Kb/'s Failure rate=0.0I
29/04/2013  16:47:48.007 [STATS] Service FTP Upload 5 Mo’ [Instance: 3892) running: Throughput=808.040 Kbz Failure rate=0.0I
29/04/2013  16:47:49.008 [STATS] Service FTP Upload 5 Ma' (Instance: 3892) running: Throughput=808.040 Kb/s Failure rate=0.0I
29/04/2013  16:47:50.009 [STATS] Service FTP Upload 5 Mo’ [Instance: 3892) running: Throughput=802. 383 Kbz Failure rate=0.0I
29/04/2013 164751010 [STATS] Service FTP Upload 5 Mo’ (Instance: 3892) running: Throughput=408. 200 Kbz Failure rate=0.0I
29/04/2013 164752017 [STATS] Service FTP Upload 5 Mo’ (Instance: 3892) running: Throughput=1292.135 Kb/s Failure rate=0.00

SRS BE BE S RO BE S BB

=t
4

Example of log for test campaign in progress

The Test Campaign Manager displays a dashboard showing all of the test campaigns already

completed and those configured to run in future.

List of functions available for the campaigns management:
e Create a test campaign
e Replay immediately a test campaign already completed
e Duplicate a test campaign already completed after modification of some settings and
definition of a new starting date/time
e Modify a delayed test campaign (change settings and starting date/time)
e View the settings of the test campaign (completed or not)
e Display the campaign log (show execution details of a completed campaign)

e Delete one or several test campaigns (completed or not)

The user can configure if needed a special feature: Testing for Availability.

Testing for availability launches periodic ping requests towards the remote (for example: satellite
gateway, server ...) in order to check if the communication link is active. The availability test is
independent of the campaigns. The results are stored in the database and correlation may be done

with the campaign results or not.

Page 8

Copyright © 2014 ZTI Communications. All rights reserved. Specifications are subject to change.
All products and company names are trademarks or registered trademarks of their respective owners.



iQualNet

Services and Profiles for the Test Campaign

To create a new test campaign, the user has to define campaign settings and contents description.

- - b4
File Configuration Remote Control Help
- Test Campaign in Progress !
Campaign Nal & * jQualMet - Test Campaign Manager - Change the Campaign _p—— \———
L —com—
Elapsed Time - -
r—Campaign Settings
GPS Status: Campaign Name: I Multi services{
SHBESE: Startup Options Enable mutiple P or VPNs
e mmedat sar I~ Using multiple IP add Select the text file with IP Add
Instart Lip| & Delayed Start [Monday . apri 28,2013 +| [e2s0arw — S Lisl R e e e
r Description of the Test Campaign
- Next Schedd {* Composed of User-defined Services " Composed of Usage Profies
Campaign Nal
Startup Time: Service Name I Type I Duration I Duplicate the Campaign
= FTP Download 10 Mo - With PWD FTP (GET) Duration 01min 155 —_— 4 Save i
rUstofCamptil | | vigeo Sintel 420p Video Duration 01min 30s Execution P
Choose Camf)| Email (POP} with Password Email (POP} Duration 00min 455
Delete
- I @ Cancal
Campaign
-ﬁvuen i Save as Usage Profile
ﬁ\-’ﬂeﬂ i Add User-Defined Service i Add Usage Profile g
£ video 43|
-ﬁ Video 48 —List of User-defined Services rList of Usage Profies
LEvor | Mname | Type - A Profile is composed of one or more User-defined Services that run sequentially or paraliel
Lrvoralll fewe [ = = = =
-ﬁ\.’O\PA | || Muti WER links \eb (HTTR -- {:} S‘I‘Iﬂﬂ b.nth d\re[l:Dtmn? (D.ugartln.n'uﬂg |:n|n 00s)
£¥vorG?| || FTP Download 10 Mo - With PAD FTP (GET) e
-ﬁ FTP Get{ | | FTP Download 10 Mo - Specific User FTP (GET)
Lhvore HTTP VPN Web (HTTP)
a Email (bd UDP dowload S4kbps UDP Download
FTP Download 10 Mo - New server FTP (GET)
L3 vorGsl
a uor Dol WolP AMR VolP
WolP GT11mu VolP
£3UpP ondll| | FTR Download 10 Mo - Unusual File FTP (GET) -
L HTL < I | +
L HTML it |
LprmuLpd|  Crae | Edt | Dol Used by Profile(s} ! Add to Profiie ;
LFHTHL Se)|
-ﬁ FTP WPN||| — Types of Basic Services
LEFTP VP Email (POP) ~
LpFPcet] | | [Emai sTR)
X A |FeieET
<[l | |Fre Uy
* Naimum Dl | [FTP Compression (GET)

FTP Compression (PUT)
ICHMP

UDFP Download

UDP Upload

Video

Create Edit Delete

Used by Test Campaign{s]! Up |D0wn|

Campaig

n settings:

e Campaign name

e St

artup options:

- Immediate Start

- Delayed Start (date & time)

- Periodic Start (date & time & frequency & duration)

e Use of multiple IP addresses or VPNs

Thus for example, you can program a test campaign running each hour (with a fixed or random

starting time in the hour) during 24 hours and for an important number of days. This feature is

particularly useful to measure the quality over time for a very long duration.

Several basic services (real applications) can be used during a test campaign as shown overleaf,

and services can be aggregated in profiles (a profile is a class of usage defined by the user e.g.

home user, professional, student and more...).

Copyright © 2014 ZTI Communications. All rights reserved. Specifications are subject to change.
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-

GNSS Receiver
{Geolocation & Timing)

-

-
i
I
1
l

Y

v

‘ Test Campaign Manager

O—— Services (real applications) ——Q

FTP Email HTTP ICMP uDP VolP Video

i

1

I Other...
1

-

Operating system (Windows XP / Vista / Seven / 8) 32 and 64-bit

{Multi-homing: PPN |

Ethernet, xDSL, FTTx, WiFi, Wimax, mobile, satellite ...

The use of an optional GNSS receiver allows precise synchronization and geolocation

measurements (useful if mobile client) for the campaign.

The Test Campaign Manager allows the creation of a campaign composed of either:

- Multiple services

- Multiple profiles

1 test campaign
1 Service
1 Profile

={ N Services | M Profiles } + Starting time [immediate | delayed | periodic]
= 1 application (+ settings) / duration

= multiple services (sequential or parallel) / duration per service / offset time

p instances

g instances

X instances

Service #1 (eg Web session)
(delay, settings, duration)
Service # (eg FTP)
(delay, settings, duration)

Usage Profile A

Sequential or parallel
service execution

—

—

Service# (eg VolP)
(delay, settings, duration)

Service #1 (eg Web session)
(delay, settings, duration)
Service # (eg Email)
(delay, settings, duration)

Usage Profile B

=" Sequential or parallel

e 3 .
service execution
Service # (eg Video)
(delay, settings, duration)

Usage Profile Z

1

Examples of usage profiles with different parameters

Copyright © 2014 ZTI Communications. All rights reserved. Specifications are subject to change.
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With a laptop, you can easily simulate up to 20 simultaneous users, each user running multiple
services (sequential or parallel). The technical characteristics of the laptop and the network
throughput only limit the number of services running in parallel - for example up to 40 video flows
(352*288 MPEG-1/2 video) with a laptop using an i5 processor.

Key Metrics

iQualNet calculates metrics for each service performed during a campaign, and the table below

Transfer Response Compression Transit
N . Lossrate 5
duration time ratio delay
X

summarizes the calculated metrics.

_ e c.onnemon
time
HTTP X X

FTP (GET & PUT)

w/ & w/o compression s X s B s

Email (SMTP & POP) X X X X

ICMP X X

UDP (Upload & Download) X X X X X

VolP X X X X X

Video X X X X
VPN X (disconnect) X

Other parameters independent of the services: Speed (if GNSS receiver present) and Availability ratio (if availability testing activated)

List of ITU standards and RFCs used by iQualNet to calculate the metrics:
. ITU G.1010, G.1020, G.1030, G.1040, G.1050, Y.1540, Y.1541, E.107
. RFC 2330, 2678, 2679, 2680, 4445

Copyright © 2014 ZTI Communications. All rights reserved. Specifications are subject to change. Page 11
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Post-processing
The execution of test campaigns generates many raw measurements for calculation of the required
guality metrics.

The key quality metrics offered by iQualNet are presented below:

@ iQualNet - Post-processing =L
— Step #1: Select the campaighs
— Search Peniod Search result
S 17 1013 - Date /ime of last searche [07/02/2013 16:53
12 Number of campaigns faund
End: |12£31 203 v|
1 Mumber of campaigns selected for the step #2
Search campaigns I Change campaigns selection forthe step #2 ‘
— Step #2: Processing and Graphic
— First select the Metics —————— — Summary of selected data and choice for graphic:
W Uplink Throughput (Kbps] | Campaign | Start | End
¥ Downlink Throughput (Kbps) (= [#] Test 201 - Checking operation with the r... 2013-07-02 16:05:23 2012-07-02 16:08:18
I Jitter (] Status of the services over time
| rec . Status of each VPM over link th h
onnection Time [ms) VPN setup time Uplin I-t krohug pl.;‘t
.
I™ MOS [YolP) Detailed view for selecte DOWH ink throughput
[T Latency [ms) ‘.. Email Sending ° \éltter . .
% Loss Riate (%] FTP Upload 10mo onnection time
» Latency
[ Responze Time [ms] « Lossrate

Responsetime
Compressionratio

[ Compression Fatio (%)
I™ Failure Rate (%)

[ Transfer Time (sec.) * Failure rat'e

* Transfertime
[ Media Delivery Index [MDI idea) - MOS (VoIP)
™ Speed (GPS measurement) « MDI (Video)

Speed (GPS measurement)
 Availability ratio

[~ twailability Rate (%]

Awailability Settings

‘when selecting a metric, the
campaigns are automatically
selected when they include a
service praviding this metric.

< m | 3
Histogram (Min/t ax/tean) for Chart(z] for the selected . .
the selected Metiicls) Metric(s] Geolocation Test Report for one Campaign
Synthesis for the last performed process
’712 Campaignz handled in 1 seconds iQualNet
——d
—

The user first selects one or more completed campaigns with a set of metrics to calculate.
Using these parameters, iQualNet Post-processing is able to display:
e An histogram with the Min, Max and Mean values for each selected metric
e Graphs showing the variation of each metric over time
Results can be exported in several formats: Text, XML, HTML and Excel.
A test campaign report with all the measurement results can be automatically generated: this
report first presents an overall synthesis of the results and charts for each metric over the time.
An extract from the final report is presented overleaf as an example for a test campaign that lasted

more than 10 hours.
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Examples of Test Report generated by the Post-Processing unit.

Example #1: Test all services with sequential execution
iQualNet - Synthesis Report

Campaign name: Test #02 - All Services (short)
Start date: 2013-07-16 21:20:15

End date: 2013-07-16 21:26:10

Duration (HH:MM:SS): 00:05:55

Software version: 5.0.2.161

Date of report generation: 2013-09-09 10:40:56
GNSS Receiver: Not Present

Campaign Description:

| Overview |

Ping (32 sec) T |

WaolP G714 (33 sec) (]
Yideo 480p (30 sec) [—)

HTTP (30 sec) —

UDP Upload (33 sec) I

UDP Dowload (28 sec) —

Email Receiving (33 sec) L]

Email Sending (32 sec) ]

FTP Upload 10mo (33 sec) L]

FTP Download 10... (31 sec) L
21:20:30 0 212100 21:21:30 21:2200 21:22:30 21:23:00 21:23:30 21:24:00 21:24:30 21:2500 21:25:30 21:26:00

® FTPDownload 10 (31 sec) © FTPUpload 10mo (33sec) @  Email Sending (32 sec)
®  Ermail Receiving (33 sec) ®  UDP Dowload (28 sec) ® UDP Upload (33 sec)
| HTTP (30 sec) O Video 480p (30 sec) @ VolP G711A (33 sec)
B Ping (32 sec)
Campaign Details:
Service(s) Duration
[Continuous] FTP Download 10 Mo (FTP (GET)) 30 sec
[Continuous] FTP Upload 10mo (FTP (PUT)) 30 sec
[Continuous] Email Sending (Email (SMTP)) 30 sec
[Continuous] Email Receiving (Email (POP)) 30 sec
[Continuous] UDP Dowload (UDP Download) 30 sec
[Continuous] UDP Upload (UDP Upload) 30 sec
[Continuous] HTTP (Web (HTTP)) 30 sec
[Continuous] Video 480p (Video) 30 sec
[Continuous] VolP G711A (VolP) 30 sec
[Continuous] Ping (ICMP) 30 sec
Copyright © 2014 ZTl Communications. All rights reserved. Specifications are subject to change. Page 13
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Synthesis

_ Download Throughput

| Average Jitter

 Upload Throughput | -
. | Average Packet Loss Rate | (DF

[MILF = Mo Lows Rt DF = Coloy Foctorjmey |

1= 400 ms |

200 - 400 ms)

MLR

MOS EEOIPE
5

MDI (Video)

Key Performance Indicators

FTP Download 9.46 Mb/s Average Jitter 1.09 ms
FTP Upload 913.71 Kb/s  Average Latency 116.72 ms
HTTP 74 26 Kb/s Connection Time 004s
HTTPS N/A Transfer Time 854ds
POP3 3.57 Mb/s Average Loss Rate 0.00 %
SMTP 0.00 Kb/s Failure Rate 561 %
UDF Download 129.00 Kb/s  Availibility Ratio 98.99 %
UDP Upload 326 25 Kbis  Speed (GPS Measurement) 98.59 %
ICMP 450 ms
VoIP (MOS) 4.41
Video (MDI) (DF-MLR) 5.08:0.00
N/A means not available for this campaign
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Net

Charts (some examples from the report)

UDP Download
f
a5
3 FTP (GET)
5
2 Iy
15 0
. f
281 — f—\
508 / S \ FTP (PUT)
2616 i
/
254 / \ / \
[ \
: | | [ 1]
’ Web (HTTP)
NI4T 20l MDA 20040 20 e 21202 2R 6] 2 ORG 21 EenT N ad 21 2N 202502 M2 212305 212000 2109 .
Email (SMTP)
UDP Upload
1 [ 2045
Video Email (POP) —
Too \
B0
A 500
4o
b VolP
|
“]ﬂ] os
= 06
El J/\ 04
L 02
as / \ 0
15 !
0 /
b \/\_/\_ Lat
o a
15
o
L3
212477 2124 2 2124 31 2124 32 24 243321 2435 21 2437 21 0 o 247225 2023 BB
Downlink Throughput (<ips) —] & [Theughpot (Kops ]
2350 22505 212510 M5 212520 M5 212590
— IMer(ma)  — WOS — Latency (ms) — Loss Rate (%) ]
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Example #2: Test two profiles with parallel service execution

iQualNet - Synthesis Report

Campaign name: Test #06 - Multi-profiles (parallel)
Start date: 2013-09-09 11:39:37

End date: 2013-09-09 11:41:20

Duration (HH:MM:SS): 00:01:43

Software version: 5.0.3.163

Date of report generation: 2013-09-10 11:15:51
GNSS Receiver: Not Present

Campaign Description:

. Overview)

Wideo 7 X0p (31 sec) |
WalP G725 30 sec) |
HTTP (29 sac) I

ValP GETLA D rins, 02 e | —

FTP Dawmload 10... (32 =ec) L |

Emmsil Sending (32 sac) —_

11:3940 0 113980 1140400 114000 114020 114030 11:40:40 114080 114100 a0
B EmalSending [32 s20) O FTP Downlozd 100132 sec) | ValP GTTA D7 mins, 02 s2c)
B HTTF (249 sec) B volP GYZE (30 sec) B ideo T20p (31 sec)

Campaign Details:

Profile(s) Duration Instance(s) |
[Parallel] Business Profile Parrallel 01 mins, 00 sec 1
[Continuous] FTP Download 10 M... (FTP (GET)) 30 sec
[Continuous] Email Sending (Email (SMTF)) 30 sec
[Continuous] VolP GT11A (VMolP) 01 mins, 00 sec
[Farallel] Home Profile Parrallel 01 mins, 00 sec 1
[Continuous] HTTP (Web (HTTP)) 30 sec
[Continuous] Email Receiving (Email (FOP)) 30 sec
[Continuous] VolP G729 (VolP) 30 sec
[Continuous] Video 720p (Video) 01 mins, 00 sec
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Synthesis

| Download Throughput | Latency

| Average Jitter

[ Upload Thruughput] -

| Average Packet Loss Rate |

Key Performance Indicators

MDI (Video

[FLR = Hednlom Rats{%) DF = Culay Facirjral |

FTP Download 1.31 Mb/s Average Jitter 3.89ms
FTP Upload MN/A Average Latency 35.00 ms
HTTP 2850 Kbvs  Connection Time 002s
HTTPS N/A Transfer Time 000s
POP3 N/A Average Loss Rate 0.13 %
SMTP 704 .97 Kb/s  Failure Rate 0.00 %
UDP Download N/A Availability Ratio N/A
UDP Upload MN/A Speed (GPS Measurement)  MN/A
ICMP N/A

VolIP (MOS) 440

Video (MDI) (DF-MLR) 18.07:0.35

N4 means not available for this campaign

The complete report details each completed service (graphics not reproduced here).
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iQualNet Client: Master & Slave stations

O iQualNetW
D) Server

O 1 or N “Test points” in 1 or more geographical locations.

Remote control from one “test point” to other “test points”.

Location #A

0O O

Execution of various types of campaigns on several test points and different locations
with different conditions over time.

O

Post-processing local or remote.

D iQualNet

Location #B

O Example of use case: simultaneous comparison of commercial offers from several
Service Providers through different types of networks. (ex. satellite, ADSL, mobile...).

w Tquanvet

4o

Location #C

iQualNet Client can be deployed in one or more geographical locations for test purposes.
The user can set a client in one of the three available operating modes:

e Stand-alone station

e Master station

e Slave station
Remote control is possible between one Master station and multiple Slave stations. The Master
station can pilot several Slave stations and offers the following features:

- Transfer test campaigns towards a slave station

- Stop all campaigns (in progress & future)
The Master station needs only to know the IP addresses of the Slave stations (each slave station
must authorize the IP access from the Master station).
This authorizes the execution of various types of campaigns on several test points in different
locations with different conditions over time.

Post-processing can then be done from a Master or stand-alone station.
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3. Conditions of use

iQualNet client software is licensed on a per workstation basis.
You can install iQualNet on several PCs, but you need a valid license for each PC where you want

to use it which is achieved through the use of a software key or connection of a USB license key.

4. Delivery

The delivery includes one CD-ROM with printed installation guide and one software key or USB
Software Protection Key (dongle) per license (depending on the choice at time of purchase).

Technical support and software maintenance (including software updates and upgrades) for a
period of twelve months is included in the cost of the first license and it is recommended that this is

maintained and purchased for subsequent licenses.

5. For more information

Please contact ZTI Communications sales:

Tel +33 2 9648 4343

Email sales@zti-communications.com

or email the technical support for a prompt reply: support@zti-communications.com

To download the iQualNet trial version, please visit us at www.zti-communications.com
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6. Annex: Glossary of Terms

Bandwidth Throttling

Bandwidth throttling is used for two main purposes:

¢ Quantify network resources - by evaluating the application's bandwidth requirements, network managers
can determine in advance the amount of bandwidth to purchase.

e Evaluate QoS mechanisms - prior to a decision on which QoS mechanism is appropriate for the
enterprise, network managers can emulate different Service Level Agreements and evaluate the ROI of

different services such as Frame Relay, Diffserv etc.

Delay jitter
Delay variation of the packet transfer caused by the queuing and access delays in the source node, all

transit node delays, and the receive buffer delay in the destination node.

Jitter or Inter-Packet Delay Variation (IPDV)

In data networks, jitter refers to packet jitter, not bit jitter and represents the variation in a stream's delay
(expressed in seconds). Jitter is the standard deviation of delay and is one of the IP performance metrics.
The jitter is the absolute value of the difference between the delay measurements of two packets belonging
to the same stream. The jitter between two consecutive packets in a stream is reported as the
“"instantaneous jitter". Instantaneous jitter can be expressed as | D(i+1) — D(i)| where D equals the delay and
| is the test sequence number. Packets lost are not counted in the jitter measurement.

Jitter particularly affects the performance of real time network applications such as streaming video and
audio. In these types of applications, data needs to arrive at a specific time frame or it becomes useless. As

a result, many streaming audio and video application can be severely impacted by high jitter.

Latency (End-to-End Delay)

Latency is defined as the period of time it takes for the information element (voice, e-mail, web, etc.) to
traverse the network from its origin to its destination. For basic data where a small delay can be tolerated,
latency is usually not an issue. However, for communications services used for videoconferencing or VolP
for example, latency can interfere with the audio and/or visual communications. In shared bandwidth
transmission environments, it is possible to encounter latency that varies dynamically, caused by perhaps a
single user accessing or originating multi-megabyte-sized files or accessing high bandwidth streaming

signals.

Network Errors
Generally, packet losses or corruptions are the source of the network errors:
e Main cases of packet loss:
= Network load - which can cause a packet queue in a network hop to overflow. This will cause
new packets to be dropped due to lack of memory space. This typically results in a burst loss

where several packets from one endpoint are lost at once.
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= Limited bandwidth - QoS parameters such as Frame Relay CIR (Committed Information Rate) or
Diffserv bandwidth polices can define a data rate limit which, when exceeded, can result in
dropped packets.

= Congestion avoidance mechanisms, such as RED (Random Early Detection) implemented in
network gateways and routers can selectively decode and drop packets in order to avoid what
seems to be an upcoming congestion trend.

= IP header corruption is an error that creates a malformed IP header. A malformed IP header will
cause the next router receiving the corrupted packet to drop it.

= Hardware faults such as link disconnections and device shutdown.

e Packet corruption: is caused by errors in the physical layer, which in turn causes data bits to toggle.

Packet Loss

Packet loss is a normal phenomenon on packet networks: when data transmitted from an originating device
don't arrive at the intended destination. Loss can be caused by many different reasons: overloaded links,
excessive collisions on a LAN, and physical media errors, to name a few. Transport layers such as TCP

account for loss and allow packet recovery under reasonable loss conditions.

Propagation Delay
The propagation delay is the time required for a packet to travel over the network (difference between the

transmission of data to its receipt at the other end).

Quality of Experience (QOE)
QoE means the overall acceptability of an application or service, as perceived subjectively by the end-user.
Quality of Experience includes the complete end-to-end system effects (client, terminal, network, services

infrastructure, etc.). And the overall acceptability may be influenced by user expectations and context.

Quality of Service (QoS)
A list of measurable attributes that should be met for a specific communications service on a network:
bandwidth, latency, packet loss rate, out-of-sequence packet and latency variation (jitter) for real-time

applications such as VolP, and service availability.
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