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LanTraffic V2 Foreword

The content of this User Guide is provided for informational use only. It is subject to
change without notice and must not be used as a commitment by ZTI Communications.

ZTI Communications could not be liable for any direct or indirect damages caused by the
software or User guide imperfection.

The elaboration of this guide has been made to be as accurate as possible. We hope that
you will find all the information required to use our software in a convenient way. Failing to
do so, do not hesitate to contact us at support@zti-communications.com.

Except when allowed by license agreement between ZTI Communications and User, no
part of this guide or the software may be reproduced, transmitted in any form or by any
means.

To contact us:

ZTl Communications
4 rue Ampére

22300 Lannion
France

Phone: +33 25104 8984
Web: http://www.zti-communications.com

Email: contact@zti-communications.com (sales & marketing)
support@zti-communications.com (technical support)

Copyrights

Copyright ZTI Communications 2014-2022. All The software described in this manual is protected by a License
rights reserved. An Orange Labs licensed Agreement and may only be used in accordance with the terms of this
product. agreement.

No part of this manual may be copied, reproduced, translated, or recorded by any mean without prior written consent
from ZTI Communications.

All products and company names mentioned in this document are trademarks or registered trademarks of their
respective owners.

Copyright © 2014-2022 ZTI Communications. All Rights Reserved. Page 2/143
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LanTraffic V2 Foreword

Software License Agreement
This is an agreement between you (legal entity or physical person) and ZTI Communications.

e COPYRIGHT
The enclosed Software and documentation (here after called the Products) remains the property of ZTI

Communications. French copyright laws and international treaties protect the products. ZTI Communications
grants you the right to use the products according to the following:

e USE OF THE SOFTWARE

You may:
e Install the software on the hard disk of your system accordingly with the software protection
described in the next paragraph.
e Make one backup copy of the software, provided that this copy is not used or install on any
computer.
e Use the product properly.

In accordance with copyrights and patent laws, the Licensee undertakes:
e To use the Products only for its own use
¢ Not to modify the Products
¢ Not to make illegal copy of the Products
o Not to give, rent, sublicense or sale the Products
e To protect and respect ZTI Communications and Products reputation.

e SOFTWARE PROTECTION

LanTraffic V2 with its add-ons is licensed on a workstation basis. You will need to purchase a separate
license for each machine that you install it on. Each licensed copy of the software installed on a workstation
has a unique USB Software Protection Key to be plugged to run the software.

e LIMITED WARRANTY

The software is supplied without any express or implied warranty regarding the performances or results
obtained using the Products.

ZTI Communications warrants that the software media (i.e. CD-ROM) will be free of material defects for a
ninety (90) days period following purchase. The limited warranty applies to the media and not the information
contained on it. If the media does not comply with this limited warranty, the only remedy is the replacement
of the media software. In no event, ZTI Communications will be liable for any kind of direct or indirect
damages caused by the Products.

e COURT OF LAW

French laws will govern this agreement. The court of SAINT-BRIEUC (France) shall finally settle all disputes
arising out of or in connection with this Agreement.

For further information, please contact the ZTI Communications customer support department.
ZTI Communications

4 rue Ampere
22300 LANNION

France

Phone: +33 25104 8984

Email: support@zti-communications.com
Web: www.zti-communications.com
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LanTraffic V2 Part O Preface

Part 0 Preface

0.1 Organization of this guide

This user guide is made to helping you to discover and use LanTraffic V2. It is organized
as follows:

e Part 1: Product Overview

This part briefly describes the key features of the LanTraffic V2 and Automation Tool for
LanTraffic V2.

e Part 2: What's new in LanTraffic V2 version 2.9

Is a general overview of new features, main improvements provided with LanTraffic V2
version 2.9.

e Part 3: Install LanTraffic V2

Presents the product requirements, how to install the software downloaded from the
Internet or from the CD-ROM, provides important information to upgrade from previous
versions and explains how to choose the most suitable LanTraffic V2 package.

e Part 4: How to handle your license?
Describes how to proceed for the license transfer

e Part 5: Uninstall LanTraffic V2
Explains how to uninstall the software.

e Part 6: LanTraffic V2 Getting Started

New users can use this help as an introduction to LanTraffic V2 and generate or receive
traffic with the IPv4 protocol in a few clicks.

e Part 7: Run LanTraffic V2
Details how to run the software and configure the license if needed.

e Part 8: LanTraffic V2 / Windows Firewall

Gives details about the way to configure the Windows firewall to authorize the use of
LanTraffic V2.

e Part 9: Graphical User Interface

This part describes the main rules and principles of representation used by LanTraffic V2
Graphical User Interface.

e Part 10: Using LanTraffic V2

How to use LanTraffic V2. This part includes menu and functionalities description. It is
based on Windows and Tabs description. Each tab is presented separately.

e Part 11: Command Line Parameters
How to use a command line with parameters to start LanTraffic V2.
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e Part12: How To Do ...
Gives some examples about how and where to use LanTraffic V2.

e Part 13: Source/Local IP Address and Interface requirements
Explains in which cases, the interface selection is mandatory.

e Part 14: Appendix

Provides additional information about the mathematical laws used by LanTraffic V2,
LanTraffic V2 traces, configuration parameters saved in the Registry database, the
default values of a new context and a synthesis showing the availabilities of LanTraffic V2
features regarding the OS, protocols and IP versions.

In this document, you will find the following symbols. They mean:

A Warning

p Zoom or Advice

t@ Note or Remark

0.2 Minimum System Requirements

To appropriately operate LanTraffic V2 you need the following minimum system
requirements:

e Windows Server 2008 and later or Windows Seven, 8, 10 or 11

e Pentium processor with 512 MB of memory (depending on the host Windows version)
e 1024 x 768 display and DPI setting = Normal size (96 DPI)

e 15 MB free hard disk space

Acrobat Reader Xl is needed to display the LanTraffic V2 Help. If Acrobat Reader Xl
hasn’t been installed, a warning message is displayed to inform that LanTraffic V2 is
available without the help file.

0.3 References

[WINSOCK?2] « Windows Socket 2 - Application Programming Interface » Revision 2.2.0 -
May 10, 1996

[RFC2460] “Internet Protocol, Version 6 (IPv6) - Specification”
[RFC2373] “IP Version 6 Addressing Architecture”

[RFC1889] “RTP: A Transport Protocol for Real-Time Application” explaining the jitter
calculation.
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0.4 Terms used in this document

Interface Generic term used to reference a NIC (LAN adapter), a connected RAS
connection (ISDN, ADSL, Modem) or a tunneling path.

Tooltip A tooltip is a popup window displayed when you move the mouse over a
sensitive area. LanTraffic V2 displays the tooltip for 5 seconds.

Automaton Automaton is an add-on scripting tool used to pilot automatically LanTraffic
V2.

0.5 Technical Support

ZTlI Communications Technical Support can assist you with all your technical problems
from installation to troubleshooting.

Before contacting our Technical Support, please read the relevant sections of the product
documentation and the “Read Me First” file.

Before contacting our technical support, make sure you record the following information:

e Product name and version.

e Demo version or licensed product.

e System configuration.

e Problem details: settings, error messages...

e If the problem is persistent, give the details of how to create the problem.

You can contact Technical Support by:

Email: Send as many details as possible to support@zti-communications.com

Telephone: support is available from 09:00 am to 06:00 pm (Central European Time),
from Monday to Friday. Call +33 2 5104 8984
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Part 1 Overview

1.1 LanTraffic V2 Key Features

The LanTraffic V2 software generates traffic for IP networks by using the following
protocols: TCP (Transmission Control Protocol), UDP (User Datagram Protocol) or ICMP
(Internet Control Message Protocol).

LanTraffic V2 is supported on the following platforms: Windows Seven, 8, 10 and 11,
Windows Server 2008 and later. It needs at least one Ethernet connection (LAN or WLAN
card i.e. NIC, remote access...).

The minimum screen resolution is 1024 x 768 and the DPI setting should be “Normal size
(96 DPI)”.

LanTraffic V2 requires Acrobat Reader Xl to display the software's Help file.

The add-on software called Automation Tool for LanTraffic V2 allows automating
operations with LanTraffic V2. For instance, you can run test campaigns automatically.

Various testing configurations can be implemented using more than two PCs. LanTraffic
V2 creates TCP or UDP (Unicast, Multicast or Broadcast) connections between PCs
through the IP network. LanTraffic V2 creates also ICMP connections.

LanTrafficV2 LanTrafficV2

Sender ( IP Traffic (TCP, UDP, ICMP) ) Sender
Receiver Receiver
IP Traffic (TCP, UDP, ICMP) IP Traffic (TCP, UDP, ICMP)

N v

Sender
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The LanTraffic V2 testing tool is made of a Sender part and a Receiver part.

o The

Local LanTraffic V2 Remote LanTraffic V2

Up.to.16.connections
Sender ' Receiver
—————— 4 S BN NN S S E—
— —
p to 16 connections
Caption Traffic ]

Echoed traffic =—

Sender generates up to 16 simultaneous UDP (Unicast, Multicast or

Broadcast) and/or TCP connections and/or ICMP connections. The connections can
be established in two different testing modes:

Unitary Mode: you can select the traffic generator data source and configure
packets size and inter packet delay for each connection. With the ICMP protocol

you can:

= ICMP Echo request packet number and content: packet generator (fixed,
randomized, alternated and increasing / decreasing).

= ICMP Echo Request data size: fixed, randomized, alternated and increasing /
decreasing.

= ICMP Echo Reply receiving timeout: fixed, randomized, alternated,

increasing / decreasing or use of a mathematical law.

LanTraffic V2 offers three different data sources:

Automatic data generator by using mathematical laws,

Packets generator: many parameters can be defined (number of packets to
send, inter packet delay, packet contents, ...)

File: selection of a file to send.

= Automatic Mode: select one mathematical law for connections generating (up
to 16 connections) and starting time, and then select a second mathematical
law for data volume to be sent. This mode is available with UDP and TCP only.
With this mode, ICMP connections can't be started.

= Statistics: for each connection the following statistics parameters are
displayed by the Sender and can be saved in a file:

Sent throughput

Received throughput ()

Sent packet throughput @

Received packet throughput ()

Sent data volume @

Received data volume (volume of data sent by the remote) ()
Sent packets
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e Received packets (packets sent by the remote)
e Data volume to send
e Remaining volume (of data to send)
e Sequence numbering errors
e RTT Mean (Round Trip Time)
o Jitter
(1) These statistics are not available with ICMP protocol.
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o The Receiver receives traffic (up to 16 simultaneous connections) and operates
five different working modes: Absorber, Absorber File, Generator, Echoer and

Echoer File.
. Each Receiver connection can be set up according to one of the following five
modes:
; I send Connection #m . Remote Receiver
ocal Sender
(Absorber mode)
I d Connection #n — Remote Receiver —
Local Sender (Absorber file mode)
Connection®» » Remote Receiver
Local Sender
< (Generator mode)
Connection #q Remote Receiver
Local Sender S
- (Echoer mode)
Connection #r
Local Sender » Remote Receiver i 7
« (Echoer file mode)
Note: We consider that the local machine is used for sending traffic and the remote

one is used for receiving traffic.

= Statistics: for each connection the following statistics parameters are
displayed by the Receiver part and can be saved in a file:

Sent throughput

Received throughput

Sent packet throughput

Received packet throughput

Sent data volume

Received data volume (volume of data sent by the remote)
Sent packets

Received packets (packets sent by the remote)
Data volume to send

Remaining volume (of data to send)

Sequence numbering errors

Data not echoed

Jitter
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Multicast feature

LanTraffic V2 is able to generate and receive Multicast IP traffic (IPv4 and IPv6). The
multicast feature is used for the UDP protocol only.

e Multicast & IPV4: IPv4 addresses from 224.0.0.0 to 239.255.255.255 are
MULTICAST IP addresses. These addresses can be used to generate multicast IP
traffic (define the multicast IP address in the Sender part) or to receive multicast IP
traffic (define the multicast IP address in the Receiver part).

e Multicast & IPv6: IPv6 multicast addresses are defined in "IP Version 6 Addressing
/Q Architecture" [RFC2373].

This defines fixed and variable scope multicast addresses. IPv6 multicast addresses
are distinguished from unicast addresses by the value of the high-order octet of the
addresses: a value of OxFF (binary 11111111) identifies an address as a multicast
address; any other value identifies an address as a unicast address (FE80::/10 are
Link local addresses, FECO::/10 are Site Local addresses where FF00::/8 are
Multicast addresses).
Multicast addresses from FFO1:: through FFOF:: are reserved.
The complete list of Reserved IPv6 multicast addresses can be found in “IPv6
Multicast Address Assignments” [RFC 2375].
The ICMPV6 messages are used to convey IPv6 Multicast addresses resolution.

Broadcast feature (available with IPv4 only)

LanTraffic V2 is able to generate and receive Broadcast IP traffic (IPv4 only). The
broadcast feature is used for the UDP protocol only.

}3 e Broadcast & IPV4: IPv4 addresses as 255.255.255.255 or 192.168.0.255 are
BROADCAST IP addresses. These addresses can be used to generate broadcast
IP traffic (define the broadcast IP address in the Sender part). To receive broadcast
IP traffic, specify the unicast IP address of the Sender in the Receiver part.

e Broadcast & IPv6: broadcast does not apply to IPv6.

IP version selection

Please note that LanTraffic V2 supports IPv6 when activated on the network interface you
want to use.

LanTraffic V2 supports the IPv6 numerical address format (128 bits long) as well as
canonical addresses. The IPv6 multicast is available with LanTraffic V2 in accordance to
RFC 2373 where a multicast IPv6 address starts with FF.

With IPv6 the maximum size of the packet to avoid fragmentation is 1440 bytes whereas it
is 1460 bytes in TCP with IPv4.

Interface selection

The interface selection of a LAN card (NIC), a virtual NIC such as an IP tunneling protocol
or a remote access is useful to control the data traffic hardware route. LanTraffic V2 is
able to generate and receive Unicast and Multicast IP traffic on a selected interface, giving
the user a deeper control where data are exchanged and makes multiple routes definition
easier.

Statistics values
Statistics values presented by LanTraffic V2 are calculated at the Application level. They
don’t include the protocol header, the IP header nor data link header and/or trailer.
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1.2 The Automation Tool for LanTraffic V2

The add-on software Automation Tool for LanTraffic V2 allows you to edit scenarios, to
carry out scenarios, to set the LanTraffic V2 parameters and to pilot LanTraffic V2
automatically on the same PC.

Automation Tool for LanTraffic V2

Scenario i

Scenario |

QEIEEEEEEEEEEEEEE

Scenario k
Commands *oTTtTmmrmmmmmmmmemmm e
LanTraffic V2
Sender
Instructions Receiver _l'-----.

! Throughput Graphics

A scenario is a succession of commands and instructions.

A command is used to set parameters and/or activate a function of LanTraffic V2.

For example the Set and Start connection(s) command helps to set parameters for IP
connections and to start the traffic on these connections. With such command you specify
the IP address, port number, protocol, packet size, inter packet delay, duration, etc. and
you start the traffic generation for these connections.

An instruction is used by the Automation Tool to create an internal process. For example,
the Wait Date/Time instruction suspends the scenario execution up to the specified date
and time before to continue.

By using the Automation Tool for LanTraffic V2 you can:

Set automatically the parameters of the LanTraffic V2 software,

Start and stop IP connections based on timers,

Execute the scheduled operations in accordance with your own timing,
Make repetitive tests operations automatically,

Simplify the tests reproduction,

And more...
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Part 2 What’s new in LanTraffic V2 Version 2.9

This part is a general overview of new features and main improvements of LanTraffic V2
version 2.9.

Details regarding features and corrections included in the different versions of LanTraffic
V2 can be found in the version.txt file located in the installation directory (by default:
C:\Program Files\LanTraffic V2). To upgrade your software from previous versions, please
refer to paragraph 3.1.

= LanTraffic V2 (Version 2.9)

e Supports Windows Seven, 8, 10, 11, Server 2008 and later
e Tested on of 32-bit and 64-bit Windows edition.

e Improve performances

e Correction of various GUI messages

The contexts created with versions 2.0.12 and higher are reused automatically. When saved,
they become the new 2.9 context file format.

= Automation Tool for LanTraffic V2 (Version 1.7)
e Supports Windows Seven, 8, 10, 11, Server 2008 and later

The scenarios created with older versions are reused automatically. When saved, they become
the new 1.7 scenario file format.
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Part 3 Install LanTraffic V2

LanTraffic V2 requires less than 15 MB of free disk-space. The default settings folder is
C:\Program files\LanTraffic V2. The "Automation Tool for LanTraffic V2" add-on software
is automatically installed with LanTraffic V2.

* To run LanTraffic V2 your computer screen resolution must be at least 1024 X 768
f and the DPI setting should be set up with the “Normal size (96 DPI)” value.

* To install LanTraffic V2, you must log on with the administrator rights.

We recommend you to shutdown your anti-virus application before installing LanTraffic
p V2. Please note that you should mask the task bar in a 1024x768 screen resolution to
get an optimal view of the software interface.

The installation procedure is a standard installation program for Windows Seven and later.

3.1 Forewords when upgrading from previous versions

There is no need to uninstall earlier version of LanTraffic V2 before upgrading to version
2.9. Starting from LanTraffic V2 version 2.6, a new protection using the USB Software
Protection Key has been introduced. However, previous users of LanTraffic V2 can
continue using their Site Key license. When upgrading from a previous version of
LanTraffic V2, do not uninstall the previous version to keep your existing license.

3.2 How to install the software downloaded from the Internet

& To install LanTraffic V2, you must log on with the administrator rights.

If you have downloaded LanTraffic V2 trial version from our website, you have downloaded
the “LanTrafficV2.zip” file including the software and the related documentation. You must
first unzip this file in a temporary directory. Then run Setup_LanTrafficV2_Standard.exe
from this temporary directory to launch the setup procedure.

3.3 How to install the software from the CD-ROM

The installation procedure is a standard installation program.

é To install LanTraffic V2, you must log on with your administrator rights.

e First, insert the LanTraffic V2 CD-ROM in your CD-ROM drive.
e Click on Setup_LanTrafficvV2_Standard.exe
Follow the LanTraffic V2 setup instructions to proceed with the installation.
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3.4 During the installation
Follow the instructions until reaching the LanTraffic V2 package selection window.

+, LanTraffic V2 V2.9.3 Setup X

Select the LanTraffic V2 package to install. . _/

The package to install depends on the license you own.

Package #1 - LanTraffic V2| The LanTraffic V2 Tral package is a fully functional version that is
Trial limited to 15 days use.

Package #2 - LanTraffic V2
with a LISB Software
Protection Key

The LanTraffic V2 USE Software Protection Key package provides
you an unlimited license requiring a LUSE Key.

Select one of the packages to continue.

3.4.1 LanTraffic V2 packages in a few words
To use the LanTraffic V2 software, there are 3 license schemes:

= The LanTraffic V2 Trial package allows you to use LanTraffic V2 during 15 days
after the first run. When the trial period has expired, the license should be purchased.

= For new users, the LanTraffic V2 USB Software Protection Key package requires
a USB key with the LanTraffic V2 license. The USB key is provided with LanTraffic
V2 from version 2.6. This package allows the installation of LanTraffic V2 on several
PCs but the only PC able to run LanTraffic V2 is the one having the USB key
plugged in.

As previous users, you may be interested to move to a USB Software Protection
Key: please contact your distributor or ZTI Communications to get more details
about the license migration program (see 4.2 LanTraffic V2 & USB Software
Protection Key for more details).

This software is licensed on a per workstation basis. This means that you will
need to get a separate license for each machine you will run it on. The license
may be a software key (for previous users) or the USB key. Each licensed copy of
the software gets a USB Software Protection key that can be moved from one
installation to the other.

f The USB key contains only the license information. The software is
available on a separate CD-ROM.

3.4.2 Which package should I install?
Depending on your needs, please find here below the package most suitable for you.

Copyright © 2014-2022 ZTI Communications. All Rights Reserved. Page 19/143



LanTraffic V2 Part 3 Install LanTraffic V2

34.2.1 | want to evaluate LanTraffic V2

In that case, choose the “IP Traffic — Test & Measure Trial” package. You will be able to use
LanTraffic V2 for 15 days only.

3.4.2.2 | already use LanTraffic V2 ...

This paragraph is dedicated to the users owning a previous version of LanTraffic
V2.

3.4.2.2.1 ... and | want to upgrade and use the USB Software Protection Key | bought

In that case, choose the package “Customers with Software Protection using a USB Key”.
Plug the USB Software Protection Key before launching LanTraffic V2.

3.4.2.3 | just bought LanTraffic V2 ...

ﬁ This paragraph is related to the users purchasing LanTraffic V2 version 2.9.

3.4.2.3.1 ... and | received the CDROM & USB Software Protection Key

In that case, choose the package “Customers with Software Protection using a USB Key”.
Plug the USB Software Protection Key before running LanTraffic V2.
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3.5 What has been installed on my computer?

The default settings install LanTraffic V2 in the following directory: C:\Program
Files\LanTraffic V2.

The LanTraffic V2 installation procedure installs the main following files on your hard disk:
e LanTrafficvV2.exe: program file
e LanTraffic V2 User Guide: PDF file.
¢ Read Me First: PDF file
e Aut LTV2.exe: program file (Automation tool)
Automation Tool for LanTraffic V2 User Guide: PDF file
Automation scenario samples and other files required by the software
Viewer.exe: program file installed with the USB Software Protection package
ElevateLanTrafficV2.exe: allows running LanTrafficV2 as administrator
Version.txt: text file containing information about the versions.

Start Menu shortcuts created:

Start > Programs > LanTraffic V2
= Automation Tool for LanTrafficV2 (click to run the software)
= Automation Tool for LanTrafficvV2 User Guide (PDF file)
= LanTraffic V2 (click to run the software)
= LanTraffic V2 (Run as administrator)
= LanTrafficV2 User Guide (PDF file)
= Read Me First (PDF file)

If the RPC mechanism is disabled, a message will ask automatically for the system
reboot at the end of the installation. This is mandatory to allow the dialog between the
Automation Tool and LanTraffic V2.
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3.6 How to reinstall another package?

These steps are mandatory for users that want to install a new LanTraffic V2 package on
their current LanTraffic V2 V2.9 configuration.

m The users having LanTraffic V2 V2.6 or older are not concerned by the following steps.
To upgrade from previous versions, refer to paragraph 3.1 “Forewords when upgrading
from previous versions”

If you have already installed one of the LanTraffic V2 V2.9 packages, you should uninstall

first your current package (get more details at Part 5 Uninstall LanTraffic V2) before

installing a new one. Then click Setup_LanTrafficV2_Standard.exe and select, in the
window below, the new package you want to install.

"' LanTraffic V2 ¥2.9.3 Setup %

Select the LanTraffic V2 package to install. . //

The package to install depends on the license you own.
Package #1 - LanTraffic V2| The LanTraffic V2 Tral package is a fully functional version that is
Trial limited to 15 days use.

Package H2 - Lan Traffic V2 The LanTraffic V2 USB Software Protection Key package provides

with a USB Software R, -
P you an unlimited license requiring a LSE Key.

Select one of the packages to continue.

3.7 How to transfer the software to another computer?
Install the software on the target computer. You don’t need to do any particular operation
with the “Customers with Software Protection using a USB Key” and “LanTraffic V2 Trial”

packages.
With LanTraffic V2 & USB Software Protection Key, you do need to plug the USB key
before running the software on the target computer.
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Part 4 How to handle your license

4.1 LanTraffic V2 Trial

You don’t require any license to install the LanTraffic V2 Trial package. After the first run
of LanTraffic V2, the LanTraffic V2 Trial package can be used for 15 days.

4.1.1 LanTraffic V2 License Information window

When you run LanTraffic V2, the information about your trial license is displayed, as
shown below.

LanTraffic V2 - License Information @

You are using a tnal version of LanTraffic ¥2 expiring
in 15 days.

Information about LanTraffic ¥2 or to get an unlimited license,
please:

- 5end us an email at contact@zti-communications.com
- Orcall on +33 2 9613 4003 (GMT+01:00).</B

0K

You are now able to use LanTraffic V2 during the next 15 days.

4.1.2 End of the fifteen-day trial period

Once the trial period is finished, you are not allowed to use LanTraffic V2 anymore, as
shown below:

LanTraffic V2 - License Expired @

Thank you for uzing our zoftwarel

Your tnal icenze has expired.

|| Information about LanTraffic ¥2 or to get an unlimited license,
pleasze:

- Send us an email at contact@zti-communications.com
- Or call on +33 2 9613 4003 (GMT+01:00).

[}

When you press the OK button, LanTraffic V2 will stop running. To continue to use
LanTraffic V2 please contact your local distributor or ZTI Communications to get a
license.
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4.2 LanTraffic V2 & USB Software Protection Key

The USB Software Protection Key is the most flexible way to transfer your license to any
other PC. Plug it in the computer you want to use LanTraffic V2 on.

If you are a user of a previous version of LanTraffic V2 (version 2.5 and under) change for
more flexibility to a USB Software Protection Key by contacting the Sales Offices
(sales@zti-communications.com) and get some information about how to exchange your
Site Key to a USB Software Protection key.
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Part 5 Uninstall LanTraffic V2

The uninstall procedure is a standard uninstall program. To uninstall LanTraffic V2 select
“Uninstall LanTraffic V2” in the “Start > Programs > LanTraffic V2" menu.
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Part 6 LanTraffic V2 Getting Started

p Anti-virus or firewall applications may disrupt LanTraffic V2 when sending or receiving

data. Please set up your security software before using LanTraffic V2 (see Part 7 and
Part 8).

New users can use this help as an introduction to LanTraffic V2 and generate or receive
TCP and UDP data with the IPv4 protocol in a few clicks. Just after launching LanTraffic
V2, the Getting Started Window is displayed:

LanTraffic V2 - Getting Started (IPvd)
Getting Started will assist you for your first use with LanTraffic V2

Would you like to use this help?

Yes Mo

[ Dont show this window next time.

Press No if you don't want to use this help.
Press Yes, the next window will ask you if you want to use 1 or 2 PCs:

LanTraffic V2 - Getting Started (IPwd) - Step 1/3
How to generate the traffic?

e luse only one PC [ Sender and Receiver)

~ luse two PCs. One generates the fraffic {Sender) and the other
one receives the traffic (Receiver)

a) Install LanTraffic V2 software on the two PCs
b) With Getting Started, set up your first PC as trafiic Sender
c) With Getting Started, set up your second PC as traffic Receiver

e Step> | Quit

Depending on your choice to use 1 or 2 PCs, the plan below shows the steps:

STEF1

Ii Use 1orZPCs

1 PC with LanTraffic V2

P #1 with LanTraffic V2
PC #2 with LanTraffic V2

The traffic is sent and

ved on th PC
received on the same STEP 2 #7

| Set PC# 2 as Receiver

v STEP2

STEF 3 Set PC# 1 as Sender |
l Zenerate Traffic STEP 3

| Receive Traffic v STEP3

l Ganerate Traffic |
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For the use of 1 PC

The following window is displayed.

LanTraffic V2 - Getting Started (IPvd) - Step 3/3

In order to help you to use LanTraffic V2, this assistant is going to generate traffic using two connections.
The first one will use TCP protocol and the second one will use UDP protocol.

The data are generated from the Sender to the Receiver of LanTraffic V2 on your PC.

LanTraffic ¥2

SENDER | ==y
RECEIVER lJ o0

For this configuration, the IPv4 address and port number used are specified as follows

IPvi Address: | 127.0.0.1
Port Mumber: 2009 (the value should be between 1 and 65535)*

*You can specify an IPv4 Address respecting the standard format (ex: 192.168.0.1) or use a host
name (ex: myremotepc, myserver, __.)
** Set up the same port number that you have specified on the PC chosen as trafiic Receiver

To start the Sender and the Receiver, click on the "Generate Traffic” button.

< Back ‘

Generate Trafic | Qi |

Then press the "Generate traffic" button to continue. The "Sender — Traffic + Statistics" tab
of LanTraffic V2 will display the two first active connections as shown on the following
window:

& LanTraffic V2 - Trial Version [=]l= =

File Edit Configuration File Downloading Automation Tool ~ Help

Sender - Parameters Sender - Traffic - Statistics | Receiver - Traffic + Statistics | Throughput Graphics |

Destination Parameters Statistics (based on application data) i Unitary Mode
Tx Tx T Rx Rxt Rx
IP Address or Host Name Port Throughput Volume Packets Throughput Volume Packets Jitter
Connection #01| 127.0.0.1 2009 206kb/s B24.9kB  NA NiA 0B NA NiA Slop 01
Connection #02| 127.0.0.1 2008 105kbls 3212 kB 220 NIA 08 0 NA Stop #02
Connection #03| NO_ADDRESS 2009 Start #03
Connection #04| NO_ADDRESS 2009 Start #04
Connection #05| NO_ADDRESS 2009 Start #05
Connection #06 | NO_ADDRESS 2009 Start #06

Connection #07| NO_ADDRESS 2009 BT Startall

Connection #08| NO_ADDRESS 2009 start#0g | | Connections

Connection #09| NO_ADDRESS 2009 Start#09 Stop All
Connections

Connection #10| NO_ADDRESS 2009 Start #10
Connection #11| NO_ADDRESS 2009 Start#11
Connection #12| NO_ADDRESS 2009 Start#12
Connection #13| NO_ADDRESS 2009 Start #13
Connection #14| NO_ADDRESS 2009 Start#14
Connection #15| NO_ADDRESS 2008 Start #15
Connection #16| NO_ADDRESS 2009 Start #16

Export Statistics into a File

Choose Columns ‘
Exportis disabled

Sender Statistics (based on application data) Receiver Statistics (based on application data)
Start Sender

Active Connections 2 [TCP (1) UDP (1) ICMP (0)] and Receiver Active Connections 2 [TCP (1) UDP (1)]

Total Sending Throughput | 311 kbis Total Receiving Throughput NIA Stop Sender Total Sending Throughput NiA Total Receiving Throughput | 311 kbis

and Receiver

For the use of 2 PCs

If you select the option: | use two PCs, read the following instructions. LanTraffic V2 must
be installed on the two PCs.
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LanTraffic V2 - Getting Started (IPwd) - Step 1/3

How to generate the traffic?
¢ luse only one PC (Sender and Receiver)
@ lusetwo PCs. One generates the traffic (Sender) and the other
one receives the traffic (Receiver)
*Mote: If you choose this configuration, proceed as follows.
a) Install LanTraffic V2 software on the two PCs
b) With Getting Started, set up your first PC as traffic Sender
c) With Getting Started, set up your second PC as traffic Receiver

| Next Step = Quit

Press "Next Step >" to continue.

LanTraffic V2 - Getting Started (IPvd) - Step 2/3
What do you want to do with LanTraffic V2 on this PC?
* Generate traffic (Sender)?
" Receive traffic (Receiver)?

Mext Step = | Quit |

| = Back

Then choose if you want to generate or receive the traffic on this PC. If you select
"Generate traffic" the following window will appear:

LanTraffic V2 - Getting Started (IPv4) - Step 3/3

In order to help you to use LanTraffic V2, this assistant is going to generate traffic using two connections.
The first one will use TCP protocol and the second one will use UDP protocol.

The data are generated by the Sender of the LanTraffic V2 based on the PC #1 and are received by the
Receiver of the LanTraffic V2 based on the PC #2.

Lan Traffic ¥ 2 LanTraffic ¥2

7

L

PC #1 PC #2
SENDER. |- Sender
Data
Receiver i | RECEIVER

For this configuration, you should set up the IPv4 destination address and port number to the PC #2

IPvd Destination Address: | AR

%

Port Number: 2009 (the value should be between 1 and 65535)**

*You can specify an IPvd Address respecting the standard format (ex: 192.1658.0.1) or use a host
name (ex: myremotepc, mysenver, ).
** Set up the same port number that you have specified on the PC chosen as trafic Receiver.

To start the Sender, click on the "Generate Traffic” button.

< Back Generate Traffic Quit

Define the IPv4 address and port number to use. Then press the "Generate traffic" button
and a warning dialog is displayed:
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LanTraffic V2 - Getting Started (IPv4) 3

Before generating traffic towards PC # 2, the PC # 2 must be configured as Receiver.

LanTraffic V2 - Getting Started (IPvd]) - Step 2/3
‘What do you want to do with LanTraffic V2 on this PC?
" Generate traffic (Sender)?
+ Receive traffic (Receiver)?

‘ = Back | ‘ Mext Step = Quit

Press "Next Step >" to continue on PC # 2.

LanTraffic V2 - Getting Started (IPv4) - Step 3/3

In order to help you to use LanTraffic V2, this assistant is going to receive traffic on two connections. The
first one will use TCP protocol and the second one will use UDP protocol.

The data are generated by the Sender of the LanTraffic V2 based on the PC #1 and are received by the
Receiver of the LanTraffic V2 based on the PC #2.

Lan Traffic ¥2 LanTraffic ¥2
2z
)

PC #1 PC #2
SENDER | -, Sender
Data

F.eceiver T | RECEIVER

Specify the port where LanTraffic V2 should wait the traffic coming from PC #1
Port Number: | 2009 (the value should be between 1 and 65535)*

*Set up the same port number that you have specified on the PC chosen as trafic Sender.

To start the Receiver, click on the "Ready to Receive Traffic” button.

‘ < Back | Ready to Receive Traffic Quit |

After pressing the "Ready to Receive Traffic" button, a warning message will appear:

LanTraffic V2 - Getting Started (IPv4) (=]

I.-"'_"‘-.I Now, your PC #2 is ready to receive traffic. Please, go to PC #1 to set up
‘ " and start the LanTraffic V2 Sender,

k.

Press "OK" and the "Receiver — Traffic + Statistics” tab of LanTraffic V2 is displayed on

PC # 2.
Then go to PC # 1 and start the LanTraffic V2 Sender. The "Sender — Traffic + Statistics"

tab of LanTraffic V2 displays now the two first active connections. You have now 2
connections generating traffic from PC #1 to PC # 2.
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Part 7 Run LanTraffic V2
Use the Windows start menu:
Start » All Programs » LanTraffic V2 » Click here.
Under Windows Seven and later, a new shortcut allows starting LanTraffic V2 with the

A administrator rights (Start > All Programs > LanTraffic V2 > LanTraffic V2 (Run as
administrator)). You must have the administrator rights to be able to use the DSCP field.

After a few seconds and depending on your license, you will get one of the following license
windows:

15 days trial version USB Software Protection Key version

LanTraffic V2 - License Information @

When you use a USB Software
Protection Key, there is no window!

You are using a tnal version of LanTraffic ¥2 expiring
in 15 days.

Information about LanTraffic ¥2 or to get an unlimited license,
please:

- S5end us an email at contact{@zti-communications. com
- Or call on +33 2 9613 4003 [GMT+01:00).</B

0K

The Windows Firewall may display the following window, to allow configuring the Windows
Firewall settings for LanTraffic V2. Click on the “Allow Access” (or “Unblock” depending
on the target OS) button to add LanTraffic V2 into the authorized programs list.

g Windows Security Alert @

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of LanTraffic V2 version 2.9.3 - January 2018 on all
public and private networks.

Name: anTraffic V2 version 2,9.3 - January 2013
=& publisher: ZTI Communications
Path: C:\program files (x86)Yantraffic v2Yantrafficv2.exe

Allow LanTraffic V2 version 2.9.3 - January 2018 to communicate on these networks:
Private networks, such as my home or work network

[] Public netwarks, such as those in airports and coffee shops (not recommended
because these networks often have litHe or no security)

What are the risks of allowing a program through a firewall?

Allow access ] [ Cancel
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Start » All Programs » LanTraffic V2 » Click here.

Under Windows Seven and later, a new shortcut allows starting LanTraffic V2 with the
A administrator rights (Start > All Programs > LanTraffic V2 > LanTraffic V2 (Run as
administrator)). You must have the administrator rights to be able to use the DSCP field.

After a few seconds and depending on your license, you will get one of the following license
windows:

15 days trial version USB Software Protection Key version

LanTraffic V2 - License Information @

When you use a USB Software

-/ Protection Key, there is no window!

You are using a tnal version of LanTraffic ¥2 expiring
in 15 days.

Information about LanTraffic ¥2 or to get an unlimited license,
please:

- S5end us an email at contact{@zti-communications. com
- Or call on +33 2 9613 4003 [GMT+01:00).</B

0K

The Windows Firewall may display the following window, to allow configuring the Windows
Firewall settings for LanTraffic V2. Click on the “Allow Access” (or “Unblock” depending
on the target OS) button to add LanTraffic V2 into the authorized programs list.

Part 8 LanTraffic V2 and Windows Firewall

p Anti-virus or firewall applications may disrupt LanTraffic V2 from sending or receiving
data. Please set up your security software before using LanTraffic V2.

p Windows Firewall may also disrupt the LanTraffic V2 performances. To get best
performances, you should disable Windows Firewall.

Some anti-virus configurations can stop LanTraffic V2 working because of their security
settings. For commercial anti-virus, please refer to the related documentation to authorize
LanTraffic V2 to work.

8.1 How to authorize UDP and TCP connections with Windows
Firewall

The Windows Firewall blocks incoming and outgoing network connections except for the
authorized programs. By default, all outgoing connections are allowed. But to authorize
LanTraffic V2 receiving incoming connections, you must add it in the exceptions list of
Windows Firewall by proceeding as follows:

Stepl: Open a command prompt window with the administrator rights. The administrator
rights are mandatory to set up the firewall configuration. Open the "All Programs /
Accessories" folder and right-click on the "Command Prompt" icon as shown on the figure
below and choose "Run as administrator". A command prompt window is opened.

Copyright © 2014-2022 ZTI Communications. All Rights Reserved. Page 31/143



LanTraffic V2

0 Use the Windows start menu:

Start » All Programs » LanTraffic V2 » Click here.

Under Windows Seven and later, a new shortcut allows starting LanTraffic V2 with the
A administrator rights (Start > All Programs > LanTraffic V2 > LanTraffic V2 (Run as
administrator)). You must have the administrator rights to be able to use the DSCP field.

After a few seconds and depending on your license, you will get one of the following license

windows:

15 days trial version

USB Software Protection Key version

LanTraffic V2 - License Information

You are using a tnal version of LanTraffic ¥2 expirin:
in 15 days.

Information about LanTraffic ¥2 or to get an unlimited h
please:

- S5end us an email at contact{@zti-communications. com
- Or call on +33 2 9613 4003 [GMT+01:00).</B

0K

q

CENSEe.

When you use a USB Software
Protection Key, there is no window!

The Windows Firewall may display the following window, to allow configuring the Windows
Firewall settings for LanTraffic V2. Click on the “Allow Access” (or “Unblock” depending

on the target OS) button to add LanTraffic V2 into the a

Windows Meeting Space o
| ﬁ Windows Movie Maker

Windows Phote Gallery Standard User
£ Windows Update

[# Calculator
BE¥ Comm Open
@2 Conneq
s ) Run as administrator
| Notepa
 Paint Open file location
'E Remot Scan with Morton Internet Security
f” Ru.n X Pin to Start Menu
& sippit Add ick L h
t/ Sound to Quick Launc
@ Syne C Restore previous versions
W Welco
N Windo Send To 3
B Windo Cut
[ wordp o
Ease of| B
System Delete
Tablet Rename
4 Back Properties

. Accessories Documents

[
elcome Center

Step 2: type the command line below and press "Enter".
%> netsh firewall add allowedprogram program="C:\Program Files\LanTraffic V2\LanTrafficvV2.exe"

name="LanTraffic V2" mode=ENABL

E scope=ALL profile=ALL

uthorized programs list.

Make sure that "C:\Program Files\LanTraffic V2\" is the installation directory of LanTraffic
V2. A message of confirmation is returned by netsh if the command is succeeded. If the
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Start » All Programs » LanTraffic V2 » Click here.

Under Windows Seven and later, a new shortcut allows starting LanTraffic V2 with the
A administrator rights (Start > All Programs > LanTraffic V2 > LanTraffic V2 (Run as
administrator)). You must have the administrator rights to be able to use the DSCP field.

After a few seconds and depending on your license, you will get one of the following license
windows:

15 days trial version USB Software Protection Key version

LanTraffic V2 - License Information @

When you use a USB Software

-/ Protection Key, there is no window!

You are using a tnal version of LanTraffic ¥2 expiring
in 15 days.

Information about LanTraffic ¥2 or to get an unlimited license,
please:

- S5end us an email at contact{@zti-communications. com
- Or call on +33 2 9613 4003 [GMT+01:00).</B

0K

The Windows Firewall may display the following window, to allow configuring the Windows
Firewall settings for LanTraffic V2. Click on the “Allow Access” (or “Unblock” depending
on the target OS) button to add LanTraffic V2 into the authorized programs list.
path you have specified is invalid, netsh returns an error message close to the following
message: The system cannot find the file specified. In that case, please renew Step 2.

8.2 How to authorize ICMPv4 and ICMPv6 traffic with Windows
Firewall

The Windows Firewall blocks incoming ICMPv4 and ICMPV6 "echo reply" messages. To
be able to receive these messages, you must add two new rules by proceeding as follows:

Stepl: Open a command prompt window with the administrator rights. The administrator
rights are mandatory to do the firewall configuration. Open the "All Programs /
Accessories" folder and right-click on the "Command Prompt" icon as shown on the figure
below and choose "Run as administrator". A command prompt window is opened.
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LanTraffic V2 0 Use the Windows start menu:

Start » All Programs » LanTraffic V2 » Click here.

Under Windows Seven and later, a new shortcut allows starting LanTraffic V2 with the
A administrator rights (Start > All Programs > LanTraffic V2 > LanTraffic V2 (Run as
administrator)). You must have the administrator rights to be able to use the DSCP field.

After a few seconds and depending on your license, you will get one of the following license
windows:

15 days trial version USB Software Protection Key version

LanTraffic V2 - License Information @

When you use a USB Software
Protection Key, there is no window!

You are using a tnal version of LanTraffic ¥2 expiring
in 15 days.

Information about LanTraffic ¥2 or to get an unlimited license,
please:

- S5end us an email at contact{@zti-communications. com
- Or call on +33 2 9613 4003 [GMT+01:00).</B

0K

The Windows Firewall may display the following window, to allow configuring the Windows
Firewall settings for LanTraffic V2. Click on the “Allow Access” (or “Unblock” depending
on the target OS) button to add LanTraffic V2 into the authorized programs list.

Windows Meeting Space o
| ﬁ Windows Movie Maker
Windows Phote Gallery Standard User
£ Windows Update
. Accessories Documents

[# Calculator
BE¥ Comm Open
@2 Conneq
s ) Run as administrator
| Notepa
 Paint Open file location
'E Remot Scan with Morton Internet Security
f” Ru.n X Pin to Start Menu
& sippit Add ick L h
t/ Sound to Quick Launc
@ Syne C Restore previous versions
W Welco
N Windo Send To 3
B Windo Cut
[ wordp o
Ease of| B
System Delete
Tablet Rename
4 Back Properties

[
elcome Center

Step 2: To create the rule for ICMPv4 echo reply messages, type the command line below

and press "Enter".
%> netsh advfirewall firewall add rule name="Echo Reply ICMPv4 (used by LanTraffic V2)" dir=in
action=allow profile=any localip=any remoteip=any protocol=icmpv4:0,0 interfacetype=any

A message of confirmation is returned by netsh if the command is succeeded.
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LanTraffic V2 0 Use the Windows start menu:

Start » All Programs » LanTraffic V2 » Click here.

Under Windows Seven and later, a new shortcut allows starting LanTraffic V2 with the
A administrator rights (Start > All Programs > LanTraffic V2 > LanTraffic V2 (Run as
administrator)). You must have the administrator rights to be able to use the DSCP field.

After a few seconds and depending on your license, you will get one of the following license
windows:

15 days trial version USB Software Protection Key version

LanTraffic V2 - License Information @

When you use a USB Software
Protection Key, there is no window!

You are using a tnal version of LanTraffic ¥2 expiring
in 15 days.

Information about LanTraffic ¥2 or to get an unlimited license,
please:

- S5end us an email at contact{@zti-communications. com
- Or call on +33 2 9613 4003 [GMT+01:00).</B

0K

The Windows Firewall may display the following window, to allow configuring the Windows
Firewall settings for LanTraffic V2. Click on the “Allow Access” (or “Unblock” depending
on the target OS) button to add LanTraffic V2 into the authorized programs list.

Step 3: To create the rule for ICMPV6 echo reply messages, type the command line below

and press "Enter".
%> netsh advfirewall firewall add rule name="Echo Reply ICMPv6 (used by LanTraffic V2)" dir=in
action=allow profile=any localip=any remoteip=any protocol=icmpv6:129,0 interfacetype=any

A message of confirmation is returned by netsh if the command is succeeded.
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Part 9 Graphical User Interface

9.1 Main Window

When LanTraffic V2 is launched, the following main window is displayed:

£ LanTraffic V2
File Edit Configuration File Downloading  Automation Tool  Help n

Sender - Parameters ]Sender— Trafiic + Stalistics | Receiver - Traffic + Statistics | Throughput Grapmcs]

Destination Parameters Save the Recelved Data @ Unitary Mode ¢ Automatic Mode
E IP Address or Host Mame Pratocale  Porw Filename Traffic Generator

Connection#01 | ¥ | MO_ADDRESS |TCF j | 2000 Browse #01 Generator  Parameters #01 l—_|
Connection#02 | | MNO_ADDRESS |TCF' j | 2004 Browse#02 || | Generator ~ Parameters #02 'j
Connection#03 | »| [NO_ADDRESS [TcP | |2008 Browse #03 || | Generator  Parameters #03 l—_|
Connection#04 | ¥ | MO_ADDRESS |TCF j | 2008 Browse#04 || | Genergtor  Parameters #04 'j
Cohnection#05 | | | MO_ADDRESS |Tcp j | 2009 Browse#05 || | Generator  Pararneters #05 'j
Connection#06 | +| | NO_ADDRESS [tcp <[ [2002 Browse#06 || | Generator  Parameters #06 l—_|
Connection#07 | ] | NO_ADDRESS |‘|'Cp j | 2009 Browse #07 Generator  Parameters #07 ’j
Connection#08 | ¥ | NO_ADDRESS |TCP j | 2000 Browse#08 || | Generator ~ Parameters #08 l—_|
Connection#09 | | |NO_ADDRESS [Tor -] [z00 Browse#04 || | Generator  Parameters #09|| [0+ -]
Connection#10 | ¥ | NO_ADDRESS |‘|'Cp j | 2009 Browse #10 Generator  Parameters #10 ’j
Connection#11 | +| [NO_ADDRESS [TcP <] 2009 Browse#11 || | Generator  Parameters #11 l—_|
Connection#12 | »| | NO_ADDRESS [Tep ~| [ 2000 Browse#12|| | Generalor  Parameters#12|| [0 -]
Connection#13 | | | MO_ADDRESS |Tcp j | 2009 Browse#13 || | Generator  Pararneters #13 'j
Connection#14 | »| | NO_ADDRESS [tcP <[ [2002 Browse#14 || | Generator  Parameters #14 l—_|
Connection#15 | ¥ | NO_ADDRESS |Top j | 2009 Browse #15 Generator  Parameters #15 'j

Browse#16] [on ]

Connection #16 | |N07ADDRESS |TCF’ j |zuug Browse #16 Generator  Parameters #16

,— Start Receiver ,—

r r

LanTraffic V2 main window

The LanTraffic V2 main window is made of three areas:
= Area 1: Menu bar

= Area 2: this main area displays the four tabs of LanTraffic V2.
To see a tab, click on the tab title you want to display.

= Area 3: Statistics for the Sender and Receiver parts and general command buttons.

'Menu bar' and 'Statistics' are always visible whatever tab is displayed

Tabs general presentation:

LanTraffic V2 GUI is composed of four tabs:
Sender - Parameters | Sender - Traffic + Statistics ] Receiver - Traffic + Statistics | Throughput Graphics

Tabs titles

e The first two tabs are related to the Sender part: “Sender - Parameters” and “Sender -
Traffic + Statistics”.

e The third one is related to the Receiver part: “Receiver Traffic + Statistics”.
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e In the first three tabs related to Sender and Receiver parts, each one of the 16
connections is represented by one line (from “connection # 01” to “connection #16).
Columns represent parameters or status of connections and statistics.

e The fourth tab allows displaying throughput graphs: “Throughput Graphics”.

Each tab is composed of several areas. For each tab, we will present in this guide each
area separately.

9.2 Display general rules of the Graphical User Interface

LanTraffic V2 fields can be filled following four situations:

e Fields in which you can enter values

All the fields in which you can enter or choose values are recognizable by black writing. If
an address is not valid, the red color is displayed instead of black.

e Statistics fields

Statistics fields are automatically filled. They are identifiable by blue writing. You can only
configure the refresh time of statistics display or reset statistics display by pressing the
“‘Reset Display” buttons.

When a statistic value cannot be computed, “N/A” for Not Applicable is displayed in the
field.

e Fields generated further to user action and displayed as information use only

These fields are filled automatically by LanTraffic V2 further to use enter or parameters
selection. They are displayed as reminder and will be modified by another user action.

These fields are recognizable by black writing on gray background.

e Fields turned out of reach further to user action

User actions and parameters selection may turn some LanTraffic V2 GUI fields and action

buttons out of reach. Usually all the out of reach fields are grayed.

Fields can become out of reach in several cases, for example:

- As soon as a connection is running, it is impossible to change its parameters. You must
stop the connection in order to change the parameters of the connection.

- When a testing mode (unitary or automatic) is selected, it is impossible to change
parameters of the unselected testing mode.

- If you enter a non-valid value in a field, the connection could be disabled or actions
button in configuration windows could become out of reach.
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9.3 Used units for the information display

All information used by LanTraffic V2 is displayed with its unit and unit is changing in
order to limit figure size. In accordance with IEEE Std 260.1 2004, the user can select one
of the 2 units to use, using the menu ‘Configuration/General Parameters’.

-

LanTraffic V2 - General Parameters @

Refresh Time and Throughput Sampling Penod
The refresh time parameter defines the frequency of statistics updates on
LanTraffic V2. This parameter also applies to statistics exportation processes.
The throughput sampling period defines the number of seconds of traffic needed
to calculate the throughput.

Refresh Time (1 to 60 seconds) 2
Throughput Sampling Period (1 to 60 seconds) 5

TCP and UDP received Data Timeout
These parameters are for the Sender Part only. When there is no more data to be
sent, LanTraffic V2 continues to receive data until the timeout expires. Then the

connection is released. When the timeoutis 0, the connection is stopped as soon
as there is no more data to be sent.

Timeout for TCP Packets echoed (1 to 9,999 ms) 500

Timeout for LIDP Packets echoed (1 to 9,999 ms) 700

LanTraffic 2 Buffer Size [SO_RCWBUF and S0_SKDBLF]
The buffers used by LanTraffic V2 to dialog with the Winsock APl influence the
throughput performance for high speed netwark. The best performance can be

reached with a high buffer size. Change in one ofthese sizes concerns the new
connections only.

Receive Buffer Size (1,024 to 6,553,500 bytes) | 65535
Transmit Buffer Size (0 to 6,553,500 bytes) | B5535

LanTraffic %2 Meazurement Unitz
Choose one of the unit below (defined by IEEE Std 260.1-2004) to use with the
volume and throughput statistics.

& Use Kilobyte (kB) and kilobit per second (kbis) where 1 kB:=1,000 bytes
and 1kbs's:= 1,000 bits/s

~ se Kibibyte (KiB) and kibibit per second (Kib/s) where 1 KiB:=1,024 bytes
and 1Kibis:= 1,024 bits/s

LanT raffic W2 Counters

For counters greater than 1046, choose one ofthe 2 representations between
Scientific (e.g. 1.2e6) or Standard (e.g. 1237985)

+ Use Scientific representation of counters (e.g. 1.2e6)
" Use Standard representation of counters (e.g. 1246729)

.........................................

oK . Cancel

The LanTrafficV2 unit measurement is saved in the registry, not in the context, because
‘Automation for LanTrafficV2’ uses the selected unit with some Commands.
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9.3.1 Volume units

9.3.1.1 Volume kB Unit

Display

Meaning

10 B

10 Bytes

1 kB

1 Kilo Bytes (1,000 Bytes)

1 MB

1 Mega Bytes (1,000,000 Bytes)

1GB

1 Giga Bytes (1,000,000,000 Bytes)

1TB

1 Tera Bytes (1,000,000,000,000 Bytes)

1.23765

1.23 x 10”65 Bytes

9.3.1.2 Volume KiB Unit

Display

Meaning

10 B

10 Bytes

1 KiB

1 Kibibytes (1,024 Bytes)

1 MiB

1 Mebibytes (1,048,576 Bytes)

1 GiB

1 Gibibytes (1,073,741,824 Bytes)

1TiB

1 Tibibytes (1,099,511,627,776 Bytes)

1.23"65

1.23 x 10765 Bytes

9.3.2 Throughput units

9.3.2.1 Throughput kb/s Unit

Display

Meaning

10 b/s

10 bits per second

1 kb/s

1 Kilobits per second (1,000 b/s)

1 Mb/s

1 Megabits per second (1,000,000 b/s)

1 Gb/s

1 Giga bits per second (1,000,000,000 b/s)

1Tb/s

1 Tera bits per second (1,000,000,000,000 b/s)

1.23765

1.23 x 10765 bits per second

9.3.2.2 Throughput Kib/s Unit

Display

Meaning

10 b/s

10 bits per second

1 Kib/s

1 Kibibits per second (1,024 b/s)

1 Mib/s

1 Mebibits per second (1,048,576 b/s)

1 Gib/s

1 Gibibits per second (1,073,741,824 b/s)

1 Tib/s

1 Tebibits per second (1,099,511,627,776 b/s)

1.23"65

1.23 x 10765 bits per second
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Throughput computing

The LanTraffic V2 displayed throughputs correspond to payload data on the
sampling period (defined in the LanTraffic V2 configuration menu) and bring
back to a bits/second number. The displayed throughput is an “application”
throughput. At some instant, it could be different from the physical network
throughput because data can be split and buffered at various system levels.

Units changing

To change, a volume value in KiB to a volume value in MiB, LanTraffic V2
divides the first value per 1024. Ex: 1000 KiB = 0.98 MiB.

The same rule is applied with throughput values. In order to have a throughput
in Mib/s coming from a throughput in Kib/s, LanTraffic V2 divides the first value
per 1024. Ex: 2048 Kib/s = 2.00 Mib/s.

To change, a volume value in kB to a volume value in MB, LanTraffic V2
divides the first value per 1000. Ex: 1000 kB = 1 MB.

The same rule is applied with throughput values. In order to have a throughput
in Mb/s coming from a throughput in kb/s, LanTraffic V2 divides the first value
per 1000. Ex: 2000 kb/s = 2.00 Mb/s.
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Part 10 Using LanTraffic V2
10.1 Main steps

The main steps to use LanTraffic V2 are:

= To send data:

1. In Tab 1 “Sender — parameters”:
Configure Sender parameters i.e. IP address, port number, and protocol. You can
select the interface and the IP protocol optionally. Then select and configure the testing
mode.

2. In Tab 2 "Sender — Traffic+ Statistics”:
Run connections,

3. Result: exploit statistics and throughput graphs.
= To receive data:

1. In Tab 3 “Receiver - Traffic + Statistics”
Configure Receiver parameters i.e. connected senders, working mode, and select the
interface and the IP protocol optionally.

2. In Tab 3 “Receiver - Traffic + Statistics”:
Start receiving connections,

3. Result: exploit statistics and throughput graphs.

About the context file

To avoid entering again all parameters for a new testing session, or to create again

j mathematical laws, all the LanTraffic V2 parameters can be saved into a context file (see
J File menu description below).
So if you want to repeat a test session with the same parameters later, do not forget to
save the current parameters in a context file before changing some parameters.
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10.2 Menu description

The menu bar is made of 6 items:
File Edit Configuration File Downloading Automation Tool Help
The options for each item are described in this chapter.

10.2.1 File menu

Mew
Open ...

Save
Save As ...

Recent Contexts ... »

Exit

10.2.1.1 File/New

This command opens a new default context in LanTraffic V2. Before opening a new
default context, running connections must be stopped. The default values of a new context
are presented in the Appendix.

10.2.1.2 File/Open

The “Open” command allows reading a context file (.CTX file), which contains a previously
saved configuration. Before opening a context, running connections must be stopped.

The context format varies from versions to versions. A context saved with LanTraffic V2
version 2.0.12, 2.1 to 2.6 is silently read by LanTraffic V2 version 2.8. Older context
cannot be read: an error message is displayed when you attempt to open such a file.

A context file contains configuration parameters and a copy of the laws defined by the
tq user. Reading of a context file will delete currently used laws and replace them by the
laws saved in the context file.

10.2.1.3 File/Save

The “Save” option allows saving all the configuration parameters and laws defined by the
user in the opened context file.

format used by LanTraffic V2 from version 2.7: it will not be available to use with an

m If versions 2.0.12, 2.1 to 2.6 contexts were opened, the context file saved get the new
older version of LanTraffic V2.

10.2.1.4 File/Save as ...

This option allows saving all the configuration parameters and laws defined in a context file
(.CTX file). The context file saved by the LanTraffic V2 version 2.8 can’t be read by
versions 2.6 and older.

10.2.1.5 File/Recent Contexts ...

This option allows opening a context file previously loaded. The 4 most recent context files
are shown in the list.

Copyright © 2014-2022 ZTI Communications. All Rights Reserved. Page 42/143



LanTraffic V2 Part 10 Using LanTraffic V2

10.2.1.6 File/Exit

This command allows quitting LanTraffic V2. To quit LanTraffic V2, all active connections
(Sender and Receiver) must be stopped. A message box will ask you to save or not
changes made for the parameters in a context file.

10.2.2 Edit menu

Destination Parameters: IP Address or Host Mame  # Listenimg To: Pork r

Destination Parameters: Protocol r Listening To: Protocol r

Destination Parameters: Park r Coming From: Remote IP Address or Host Mame ¢
Active tab: “Sender — Parameters” Active tab: “Receiver — Parameters + Statistics”

10.2.2.1 Edit/Destination Parameters: IP Address or Host Name (for
Sender)

One option is available: Copy the IP Address from Connection #01 to all Connections

By selecting this item, the 'IP Address' field from connection #01 is copied out for all
connections from #02 to #16.

10.2.2.2 Edit/Destination Parameters: Protocol (for Sender)

Select TCP for all Connections

Three options are available: Select UDP for all Connections

By selecting one option, the 'Protocol’ field for the connections #01 to #16 is set to TCP or
UDP.

10.2.2.3 Edit/Destination Parameters: Port (for Sender)

Increase TCP Ports only (from first TCP Connection)

Four options are available: Decrease TCP Ports only (from first TCP Connection)

Increase UDP Ports only (from first UDP Connection)
Decrease UDP Ports only (from first UDP Connection)

Increase all Ports (from Connection #01)
Decrease all Ports (from Connection #01)

With this menu, you can:
e Set the port number increasingly or decreasingly for all TCP connections, based on
the port number of the first TCP connection,
e Set the port number increasingly or decreasingly for all UDP connections, based on
the port number of the first UDP connection,
e Set the port number increasingly or decreasingly for all connections, based on the
port number of the first connection without taking into account the protocol in use.
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10.2.2.4 Edit/Listening To: Port (for Receiver)

Increase TCP Ports only (from first TCP Connection)

Four options are available: _
Decrease TCP Ports only (from first TCP Connection)

Increase UDP Ports only {from first UDP Connection)
Decrease UDP Ports only (from first UDP Connection)

Increase all Ports (from Connection #01)
Decrease all Ports (from Connection #01)

With this menu, you can:
e Set the port number increasingly or decreasingly for all TCP connections, based on
the port number of the first TCP connection,
e Set the port number increasingly or decreasingly for all UDP connections, based on
the port number of the first UDP connection,
e Set the port number increasingly or decreasingly for all connections, based on the
port number of the first connection without taking into account the protocol in use.

10.2.2.5 Edit/Listening To: Protocol (for Receiver)

Select TCP for all Connections

Three options are available: Select UDP for all Connections

By selecting one option, the 'Protocol' field for the connections #01 to #16 is set to TCP or
UDP.

10.2.2.6 Edit/Coming From: Remote IP Address or Host Name (for
Receiver)

One option is available: Copy the IP Address from Connection #01 to all Connections

By selecting this item, the IP Address field from connection #01 is copied out for all
connections from #02 to #16.
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10.2.3 Configuration menu

Stack parameters

General parameters
AutoComplete ...

10.2.3.1 Configuration/Stack

The "Stack Parameters" window is not available with Windows Seven and later. The TCP
Window Size and the selective acknowledge are automatically handled by the operating
system.
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10.2.3.2 Configuration/General Parameters

This command allows configuring parameters applied to graphical display, timeouts for
echoed connections and the size of buffers used by LanTraffic V2.
When selected, the following window is displayed:

-

LanTraffic V2 - General Parameters @

Refresh Time and Throughput Sampling Penod
The refresh time parameter defines the frequency of statistics updates on
LanTraffic V2. This parameter also applies to statistics exportation processes.
The throughput sampling period defines the number of seconds of traffic needed
to calculate the throughput.

Refresh Time (1 to 60 seconds) 2
Throughput Sampling Period (1 to 60 seconds) 5

TCP and UDP received Data Timeout
These parameters are for the Sender Part only. When there is no more data to be
sent, LanTraffic V2 continues to receive data until the timeout expires. Then the

connection is released. When the timeoutis 0, the connection is stopped as soon
as there is no more data to be sent.

Timeout for TCP Packets echoed (1 to 9,999 ms) 500

Timeout for LIDP Packets echoed (1 to 9,999 ms) 700

LanTraffic 2 Buffer Size [SO_RCWBUF and S0_SKDBLF]
The buffers used by LanTraffic V2 to dialog with the Winsock APl influence the
throughput performance for high speed netwark. The best performance can be

reached with a high buffer size. Change in one ofthese sizes concerns the new
connections only.

Receive Buffer Size (1,024 to 6,553,500 bytes) | 65535
Transmit Buffer Size (0 to 6,553,500 bytes) | B5535

LanTraffic %2 Meazurement Unitz
Choose one of the unit below (defined by IEEE Std 260.1-2004) to use with the
volume and throughput statistics.

& Use Kilobyte (kB) and kilobit per second (kbis) where 1 kB:=1,000 bytes
and 1kbs's:= 1,000 bits/s

~ se Kibibyte (KiB) and kibibit per second (Kib/s) where 1 KiB:=1,024 bytes
and 1Kibis:= 1,024 bits/s

LanT raffic W2 Counters

For counters greater than 1046, choose one ofthe 2 representations between
Scientific (e.g. 1.2e6) or Standard (e.g. 1237985)

+ Use Scientific representation of counters (e.g. 1.2e6)
" Use Standard representation of counters (e.g. 1246729)

Ok

General Parameters window
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Parameters applying to the GUI display

e Refresh time: value entered in this field configures display refresh time for all statistics
displayed in LanTraffic V2.

e Throughput sampling period: value entered in this field is used to compute
throughput for statistics display.

Parameters applying to echoed connections

e Timeout for TCP packets echoed (ms): value entered in milliseconds. This field is
used for echoed TCP connections. When the connection is stopping, LanTraffic V2
continues TCP data acquisition during a time defined by this timeout. If this value
equals zero, LanTraffic V2 doesn’t handle any TCP incoming traffic on this connection
as soon as the connection is stopped.

e Timeout for UDP packets echoed (ms): value entered in milliseconds. This field is
used for echoed UDP connections. When the connection is stopping, LanTraffic V2
continues UDP data acquisition during a time defined by this timeout. If this value
equals zero, LanTraffic V2 doesn’t handle any UDP incoming traffic on this connection
as soon as the connection is stopped.

Parameters applying to the data buffer size

e Receive Buffer Size: this value is saved in the current context only and is used when
receiving data from the Microsoft Winsock2 interface.

e Transmit Buffer Size: this value is saved in the current context only and is used when
sending data to the Microsoft Winsock?2 interface.

Parameters applying to measurement units

e Use kilobyte and kilobit: in this case a kilobyte is equal to 1000 bytes and a kilobit/s
is equal to 1000 bits/s.

e Use kibibyte and kibibit: in this case a kilobyte is equal to 1024 bytes and a kilobit/s
is equal to 1024 bits/s.

More information is available in paragraph 9.3 Used units for the information display
Counters

e Scientific representation: It displays the number greater or equal 10"6 as 1.0e6 to
keep number smaller (this is the recommended representation)

e Standard representation: It displays the number without transformation, keeping the
best level of details but this may lose some digits.
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10.2.3.3 Configuration/AutoComplete ...

The AutoComplete option is a help feature to input values for the user. It lists possible
entries that match user entries typed before. The AutoComplete device with LanTraffic V2
is available for IP address entries in the “Sender — Parameters” and “Receiver — Traffic +
Statistics” tabs.

IP Address or Host Mame -

Connection #01 | ¢ | W

Connection #02 j ::::::.g:-}relemm.mm

Example of AutoComplete entry in the "Sender — Parameters" tab.

There are 3 different historical records:

= Historical record for IP address entry in the Sender tab,

= Historical record for IP address entry in the Receiver tab

= Historical record for IP address in the File Downloading dialog box.

The AutoComplete parameters dialog is used to enable/disable and to clear all historical
records.

LanTraffic V2 - AutoComplete parameters E|

AutoComplete
The AutoComplete option helps the user to enter values. It showes the latest entries
matching the current pattern enterad by the user. The entries histarical is not kept
hetwaen two sessions of LanTraffic W2 for security reason.

The AutoComplete of LanTraffic ¥2 is availahle for IP address entries in the "Sender
- Parameters" and "Receiver - Traffic + Statistics" tabs.

v Enahble AutoComplate

Clear Histary
The Clear History button removes current user entries.

[

0] 54 | Cancel |

AutoComplete parameters

Up to 30 entries can be kept in the historical record. When a 31%t entry is typed, the 1%
entry is deleted: the historical record is handled like a FIFO list. The Clear History button
removes user entries from historical records leaving two predefined entries:

e NO_ADDRESS: this is the default Sender IP address - a void address, used to
disable the connection.

e ANY_ADDRESS: this is the default Receiver IP address, used to accept any
incoming connection.

When AutoComplete is disabled, the historical record doesn’t continue to be filled. User
entries before AutoComplete deactivation will be available when AutoComplete is
activated again.

The historical record is associated to the “LanTraffic V2” session.

For security reason, the historical record is not kept between sessions and is lost at the
end of the LanTraffic V2 session.
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10.2.4 File Downloading menu

File D owrloading

This command allows downloading a file from one LanTraffic V2 machine to another one.
To avoid confusion, “Local” and “Remote” terms are used to design the machines for this
command.

File Downloading is mainly used when a receiving connection is operating in the Absorber
File working mode. It is aimed to repatriate the absorbed file from Receiver to Sender, as
shown in the following scheme. (Though any file from the remote machine can be
downloaded).

LanTraffic V2 LanTraffic V2
@ Connection
La_r:ai — F:‘en;ote
Ser.i_ der Receiver
i} AbsorberFile
@ File downloading working mode

Example of File downloading in File absorber receiving working mode environment

1: Remote receiver stores received data in a file (working mode = Absorber File).

2. The user of the Local Sender machine can get the file back by using the File
downloading function.

Example of File downloading usage

File Downloading may be used when a receiving connection at the Remote side is
operating in Absorber File working mode. It is aimed to repatriate the absorbed file from
Receiver to compare it to the file sent by the Sender, as shown in the following scheme.
The Remote receiver is configured in Absorber File Mode, for TCP connection. The Local
sender establishes a TCP connection and sends data from a file. When the connection is
finished, the Sender uses the File downloading function to get received data from the
Remote Receiver. So, you can check if data transfer was successful.

Process to download a file

When clicking on the File Downloading command, the following window appears:
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LanTraffic V2 - File downloading Parameters

This function allows file downloading from a remote LanTraffic 2 PC to the local LanTraffic W2 by
using a specific TCP port nurmhber. The remote and the local PCs must have the same port numhber.

File downloading Port Mumber
Local port number {1 to 65,535) | 2500 ‘ 1>

File downloading from a Remate

Remaote source filename |

IP Address or Host Mame | ( 3 )

]

(5) | |

Lacal destination filename | < 4 > Browse
100

(21

0K | Cancel | Help |

File downloading window

To process afile transfer, proceed as follows:

On the local and remote machines:

(1) Configure port number — Port number must be the same for local and remote

machines.

On the local machine:

(2) Give the name and path of the remote file to download. To be downloaded, the file
must be not be written or enriched on the remote machine at the same time.

(3) Give the IP address or Host name of the remote machine from where the file is

downloaded. IPv4 or IPv6 address can be set up here.

(4) Give the local name of the destination file

(5) Press “Start” button to begin the file downloading from the remote machine

“OK” button allows saving the entered parameters and closes the window.

When “Start” button is on, it is impossible to press OK or to close the window. You
should abort it by pressing the “Stop” button or wait for the end of file transfer operation.

If you use a canonical name, the IP Address Translation mechanism (see § 10.4.1.1.3
IP Address translation mechanism) resolves it. In case of the resolution returns an IPv4
and an IPv6 addresses, LanTraffic V2 selects the IPv4 address only.
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On the remote machine, the following message box will warn that a file downloading is in
progress:

LanTraffic ¥2 - File downloading in Progress from a Remote

Remaote IP Address: |192.1EE=.EI.35

Paort Mumber: 2400

Local Filename downloaded by the Remote: |E11HEEEWEF515ITSM

Data volume to send (Bytes): |EETTEET1

Yolume of Data remaining (Bytes): |531 4335

Warning message displayed on the remote machine from which the file is downloaded

e Remote IP address is the IP address of the machine where the file to download is. This
address is never in canonical format. This address can be an IPv4 or an IPv6 address.

e Port number is the port number chosen for file downloading (it must be the same for
the remote and local machines).

e Local filename downloaded by remote is the name of the downloaded file.

e Data volume to send is the total volume of the file to download.

e Data remaining volume is the volume still to send.

ﬁ During a file transfer, you will not be allowed to close the application on the
Remote machine.

File downloading is working as follows:

- The Local machine requests the file that is sent by the Remote machine.

- The Local machine establishes the connection.

- The Remote machine accepts the connection and waits for the filename (with a timeout
defined by default to 5 seconds).

- When connected, the Local machine sends the filename.

- When the Remote machine receives the filename, it checks if the file exists and send
the size (0O means no file or file access error) and data.

- When the Local machine wants to stop the reception of the file, it disconnects.

- When the Remote machine has sent the file, it waits for an ACK (with a timeout - 5s by
default).

- When reception of the file is complete the Local machine sends an ACK.

- When the Remote machine receives an ACK (or expiration of the Timeout), it
disconnects.
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10.2.5 Automation Tool menu
Open ...
10.25.1 Automation Tool/Automation Tool, what for?...

This command opens a window showing a short presentation of the Automation Tool for
LanTraffic V2.

10.2.5.2 Automation Tool/Open...

This command starts the “Automation tool for LanTraffic V2”.
The “Open...” command is grayed when the “Automation tool for LanTraffic V2~ is already
started because only one instance can be active.

If the Aut_LTV2.exe file is not located in the same directory than LanTraffic V2, an error
message is displayed:

LanTraffic V2 x|

LanTraffic %2 can't find the But_LTv2, exe' file to launch the Aukomation Toal,
The reqistry may nok contain the up-to-date path to the ‘But_LTVZ, exe’ file.

Launch ‘@But_LTV2,exe' to upgrade the registry, The setup has installed this file in the LanTraffic W2 direckory,

10.2.5.3 Automation Tool/Close
This command stops the Automation tool for LanTraffic V2.

10.2.5.4 Automation Tool/Bring to the top

This command displays the Automation tool for LanTraffic V2 window at the top of the
other opened applications, except applications that can’t be masked e.g. task manager
when this option is selected.
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10.2.6 Help menu

Help
Forewarnings. ..
Getting Started (IPw4) ...

About LanTraffic Y2

10.2.6.1 Help/Help

Help command displays help on LanTraffic V2. Pressing the F1 key can also activate
help. To display the LanTraffic V2’s Help, Acrobat Reader Xl should be installed. If
Acrobat Reader Xl is not installed, a warning message is displayed:

LanTraffic V2 X

'E LanTraffic ¥2's help needs Acrobat Reader to be displayved but the Acrobat Reader application hasn't been found,
-

Toinstall Acrobat Reader, wou can download the lakest version From the Adobe web site (www, adobe, com)
or use the Acrobat Reader version From the LanTraffic ¥2's CORom.

You can download the latest version from http://www.adobe.com, or use the version of
Acrobat Reader Xl provided with the LanTraffic V2's CD ROM and install Acrobat Reader.

& LanTraffic V2 doesn’t support other PDF readers than Acrobat Reader XI.

10.2.6.2 Help/Forewarnings ...

This command is aimed to inform you of LanTraffic V2 special behaviors due to system
limits. LanTraffic V2 leans on the Microsoft Winsock 2 Interface to generate and receive
TCP or UDP traffic. Therefore the LanTraffic V2 behavior, as any Winsock 2 application,
is dependent of the Winsock 2 Interface, Microsoft TCP/IP stack and operating system
working modes.

10.2.6.2.1 Inter packet delay

When defining the inter packet delay, you must consider that the minimum resolution
handled by LanTraffic V2 is related to the timer resolution of the operating system. This
timer resolution varies according to the operating system and PC used, as well as CPU
and network load when “LanTraffic V2” is operating.

The best timer resolution that “LanTraffic V2” can provide is one millisecond.

LanTraffic V2 operates in the best effort mode to provide the inter packet delay requested
by the user.

10.2.6.2.2 Echoer modes

When the Receiver is configured in Echoer mode (‘Echoer’, ‘Echoer file’ or ‘Generator’) it
is recommended to use the most powerful PC of the test bed as Receiver (more CPU is
required to send data back).

10.2.6.2.3 UDP connections

When several UDP connections are running and according to the traffic level and to the
system load, LanTraffic V2 can have strange behaviors due to the TCP/IP stack limits and
working modes.
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The current release of the Winsock2 API doesn’t provide any system limit information to
applications such as LanTraffic V2, so the following situations may occur.

= Packets Loss
The Winsock2 interface doesn’t transmit all received packets to the LanTraffic V2
Receiver.

a) UDP connection from Local sender to Remote receiver - the working mode of the
remote Receiver is absorber.

Local LanTraffic V2 UDP connection Remote LanTraffic V2
Sender Receiver (absorber mode)
| n sentpackets | nzm | m received packets |

b) UDP connection from Local sender to Remote receiver - the working mode of the
remote Receiver is echoer.

| nsentpackets | > [ m received packets |
Local LanTraffic V2 Remote LanTraffic V2
Sender UDP connection Receiver (absorber mode)
q rec{e;::i:;ckets -} | p sent packets (echoed) |
n =2m
q<p
m=p

In this case, the number of received packets (m) will be equal to the number of echoed
packets (p) in the Receiver part. Nevertheless, the number of received packets (q) in the
Sender part could be inferior to the number of packets (p) sent by the remote Receiver in
echoer mode.

= UDP connection distribution

When several UDP connections are running together, the TCP/IP stack may favor echoed
connections.

Throughput of connections for the Receiver working in absorber mode may decrease to
zero for a variable time.

= UDP total throughput
The total sending throughput can indicate a higher value than the face value of the
physical link throughput

When these situations occur, they can be limited by regulating connections throughput
according to the face value of the physical link throughput.

To regulate throughput you can reduce the packet size or increase the inter packet delay
for the connections. Another way to curb these limits is to configure the buffer size in the
“Configuration / Stack parameters” menu or to tune the Microsoft TCP/IP stack.

10.2.6.3 Help/Getting Started (IPv4)
The “Getting Started (IPv4)” command displays the Getting Started procedure.

10.2.6.4 Help/About LanTrafficV2
This command displays the version number and the copyright of the software.
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10.3 Total statistics

Total statistics for the Sender @ and Receiver @ are displayed in the lower part of the
LanTraffic V2 main window.

The statistics display refresh time and the sampling period to compute the throughputs are
configured in the “Configuration / General Parameters” menu, as described in 10.2.3.2.

Sender Statistics (based on application data) : : Receiver Statistics (nased on agplication data) @

Active Connections 14 [TCP {113 UDP (2) SCTP (0} ICMP {1)] Active Connections 13 [TCP (1) UDP (2) SCTP {0} ]

Total Sending Throughput | 304 kbis Tatal Receiving Thraughput [N Stop Sender Total Sending Throughput i Total Receiving Throughput | 304 kbis
dR
an eCemer

Total statistics displayed in the main window lower part

Two general command buttons @ are also available to start and stop the Sender and the
Receiver parts, and the title of these buttons vary according to the activity state of each
entity:

Sender inactive Sender active Sender active Sender inactive
Receiver inactive Receiver active Receiver inactive Receiver active
Start Sender
Start Receiver Start Sender

and Receiver

Stop Sender

and Receiver Stop Sender Stop Receiver

10.3.1 Sender statistics
For the Sender tab, the following statistics are displayed:
e Active connections: Number of current running connections on the Sender

part. More details are displayed: number of TCP, UDP
and ICMP Sender connections.

e Total Sending Throughput:  Instant throughput of data sent for all connections of the
Sender.

e Total Receiving Throughput: Instant throughput of data received. These statistics are
available only when some connections are configured in
the Echoer or Generator working mode on the Remote
Receiver part.

10.3.2 Receiver statistics
For the Receiver tab, following statistics are displayed:

e Active connections: Number of current running connections on the Local
Receiver part. More details are displayed: number of
TCP and UDP Receiver connections.

e Total Sending Throughput:  Instant throughput of all echoing connections sent back
from Local Receiver to Remote Sender, or Generator.

e Total Receiving Throughput: Instant throughput of all receiving connections.
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10.4 The Sender part

The Sender generates up to 16 simultaneous connections. Connections can be generated
following two different and exclusive testing modes: Unitary or Automatic.

Sender part is represented in two tabs. The first one “Sender-Parameters” is used to
configure connections and testing mode. The second one “Sender-Traffic + Statistics” is
used to command the traffic generation and visualize the traffic statistics.

104.1 Sender - Parameters tab
The first tab of LanTraffic V2 allows:

e Selecting the interface and the IP version (when IPv6 is installed) for each connection,
by clicking the black arrow 2,

e Entering the destination parameters (IP address, protocol and port number) for each
connection.

e Selecting the files to save received data when connections are working in Echoer mode
or Generator mode for the Remote Receiver part.

e Selecting and configuring the testing mode: Unitary or Automatic.

e Configuring the generator: for each connection when the Unitary mode is selected or
globally when the Automatic mode is selected.

These actions are represented by the “Sender-Parameters” tab in 4 distinct areas and
detailed below.

Sender-F‘arameterslSender—Tramc+Statistics Receiver - Traffic + Statistics ThroughputGraphics]

Destination Parameters Save the Received Data % Unitary Mode  Automatic Mode
IF Address or Host Name Protocols Fortw Filename Traffic Generator
Connection#01 | »|[192.168.0.13 [TcP v [2009 Browse #01|| | Generator Parameters #01 [on -]
Connection#02 | | [192.168.0.13 [upp + ] [2010 Browse #02|| | Generator Parameters #02|| [0 |
Connection #03 | [192.168.0.13 [tcp ~][2011 Browse #03| | Generator Parameters #03|  [0n - |
Connection #04 | »|[192.168.0.13 [Tcp ~][2012 Browse #04|| | Generator Parameters#04| [0 - |
Connection #05 | | 192.163.0.13 |TCPﬂ |2013 Browse #05 Generator  Parameters #05 l—_l
Connection 206 | _¥| | 192.163.0.13 |TCPﬂ |2014 Browse #06 Generator ~ Parameters #06 l—_l
Connection 207 | _¥| | 192.163.0.13 |TCPﬂ |2015 Browse #07 Generator ~ Parameters #07 l—_l
Connection #08 | | 192.163.0.13 |TCPﬂ |2015 Browse #08 Generator ~ Parameters #08 l—_l
Connection#09 | | 192.163.0.13 |TCPﬂ |201; Browse #09 Generator  Parameters #09 l—_l
Connection #10 | | | 192 168.0.12 |TCP ﬂ | 2018 Browse #10 Generator  Parameters #10 l—_l
Connection #11 | _¥| | 192.163.0.13 |TCPﬂ |201g Browse #11 Generator ~ Parameters #11 l—_l
Connection#12 | | 192.163.0.13 |TCPﬂ |2020 Browse #12 Generator  Parameters #12 l—_l
Connection#13 | | 192.163.0.13 |TCPﬂ |2021 Browse #13 Generator  Parameters #13 l—_l
Connection #14 | _¥| | 192.163.0.13 |TCPﬂ |2022 Browse #14 Generator ~ Parameters #14 l—_l
Connection #15 | _¥| | 192.163.0.13 |UDPﬂ |2023 Browse #15 Generator ~ Parameters #15 l—_l
Connection#15 | | 192.163.0.13 |UDpﬂ |2024 Browse #16 Generator  Parameters #16 l—_l

Tab 1: "Sender — Parameters"
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104.1.1 Destination parameters

Located at the left part of the tab, this area allows configuring the destination parameters
of each sending connection. You can enter the following information:

Network interface selection The black arrow has two purposes:
and IP version *| e To display a summary of the connection parameters.
e To select the network interface, the IP version or the
IP source address for a connection.

IP address or Host Name IP address should be entered following the numerical
writing of IP address (i.e. XXX.XXX.XXX.XxXX) or using the
canonical format (e.g. an URL).

The default IP address is NO_ADDRESS (0.0.0.0 for
IPv4).

Once the value entered, verification is made and the
field becomes red if the value is invalid.

Protocol TCP, UDP or ICMP protocol (default = TCP protocol).

Port* The port number is limited to 65,535.
By default, the entered port number is 2009.
In case of invalid value, the value is red colored.

* Not available with ICMP connections

10.4.1.1.1 Summary of connection parameters

When you move the mouse over the black arrow, a popup window - called a tooltip, is
displayed:

Destination Parameters Receive
IF Address or Host Mame « Protocole Fort- File
+ |LanTrafﬁu:U2.Reu:eiuer |L,||:|F'ﬂ |2EIEIEI
| |

g A
Click to select the network interface and IP Version to use with the connection 01

=|Connection 01

IP Address or Host Mame: LanTrafficy 2. Receiver

MNP Address after resolution: 192.168.0.31

IF Version: IPv4

Nselected Interface: Interface chosen by the system (IPv4)

Sender connection tooltip

The tooltip for the Sender connection includes 5 items:

e The first item is the connection number the tooltip refers to.

e The nextitem is the IP address or Host Name defined by the user.

e The next item is the IP address translated when IP Translation address has
succeeded (e.g. the address is not NO_ADDRESS or 0.0.0.0).

e The nextitem is the IP version currently selected.

e The last item is the interface name selected. The name displayed is the name of the
connection presented in the “Settings/Network and Dial-up Connections” Start
menu of the operating system (Default is “Interface chosen by the system”).
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10.4.1.1.2 Select the network interface, IP version and source IP address
When you click on the black arrow, a window is displayed:

LanTraffic ¥2 - Source IP Address and IP ¥ersion selection for connection #01 EJ

- Select an Interface in the List below.

Intel Embedded {IPv4 Address: 192 168.1 100 - IPvE Address: fe80::211:43fFfedc B2O0)

Mote: IPVE is only available with Windows XP and later.

— Select an IP Yersion
Selectthe IP Yersion to use on this connection or let LanTraffic W2 choose the [P Yersion automatically regarding the address resolution result.
Inthis case, ifthe resaolution process returns two addresses, one in IPvd and aone in IPyE, the IPvd address is chosen by default. @

 Uze [Pvd anly " Use IPvE anly o Automnatically selected

— Selection of IP Address on Multihormed Interface

Select IP Address IPv4 Address selected: 192 168.1_100 @

=v Source port number iz dunamically assigned by the Windows TCRAP stack [with a walue between 1024 and 5000]

=@

— Current Parameters of thiz Connection
Source Port Mumber: assigned by Windows TCPAP stack
IP Address or Host name: www _zti.biz @
IP Address after Resolution: 193.253 17696
IP Yersion: IP¥4 automatically selected
Selected Interface; Intel Embedded (IPv4 Address: 192 168 1 100 - IPv6 Address: fe80::211:43ff-fedc:6290)

0K Cancel | Help ‘

Network interface, IP version and IP source address for a Sender connection

(1) The network interface selection is optional with IPv4. It is used to select the IPv6
or to force connections to be established using a specific interface.

e By default:

 The IP version is automatically selected by LanTraffic V2 regarding the
destination address or host name specified on the “Sender - Parameters” tab
(see below).

*  The IP stack resolves the interface selection to send packets to the remote.
The IP stack uses the destination IP address to select the correct interface.
IP address and netmask related to each interface are checked against the
remote IP address to reach. When an interface that matches the remote IP
address is found, it is used. To understand how the IP stack selects the
interface, you may enter ‘route print’ console command to list the interface
order, the IP address and the network address mask.

e You can select one interface from the list of the connected interfaces.
LanTraffic V2 will only use the selected interface to translate IP address and to
make a connection. You must select the interface compatible with the remote IP
address you want to reach. When the IP address translation failed, the current
connection parameters area is updated as follows:

— Current Parameters of this Connection
Source Port Mumber: assigned by Windows TCPAP stack
IF Address or Host narme; Invalid IP Address or Host Mame
IP Address after Resolution: Unspecified
IP Wersion: IPv4 automatically selected

Selected Interface; Default: Interface chosen by the system (IPv4 and IP¥E available)
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e Interface types are restricted: only Ethernet and PPP are listed.
A PPP interface should be in a ‘connected’ state to belong to the interface list.

(2) The IP version selection is available:

e with all Windows versions

e You can allow LanTraffic V2 to choose automatically the good IP version
regarding the address or host name resolution result. If a canonical name
corresponds at the same time to an IPv4 and IPv6 address, LanTraffic V2
chooses the IPv4 address. To use the IPv6 address, you should leave the
automatic selection mode and specify the use of IPv6.

If you have selected an IP version, the IP address translation (see 10.4.1.1.3) uses

the current selected IP version to get the IP address numerical form.

(3) Select IP address is available when multiple IP addresses are attached to the
network interface. This interface configuration is also known as ‘multihomed’
interface. The selection of a Source IP address is generally not required: LanTraffic
V2 uses the default IP address of the interface to establish connections. It may be
useful when routing priority or policy is defined.

Example of an IP address selection for a multihomed interface:

LLanTraffic ¥2 - Select an IPv4 Address for this Multihomed Interface

Selectan IPv4 Address

IPvd Addresses: [192468.1.100 j

Cancel

Select IP address is not available if the default interface ‘Interface chosen by the system’ is
selected.

(4) Specification of the local source port number is disabled by default. In this case,
the system automatically chooses the source port number for any connection
generating traffic. In order to respect the rules of a firewall for example, the source
port number can be user defined.

(5) ‘Current parameters of this connection’ area is an abstract for the connection. It
summarizes the IP address, the numerical IP address format, the IP version and the
interface selection.

e The source port used is dynamically updated with the user selection.
e |P addresses are static. The IP address translation will process when you click
on OK only.

e |P version field is dynamically updated with the user selection.
e Current interface is dynamically updated with the user selection.

When you click on the OK button if the interface selected or IP version has changed, the
IP address translation is automatically started. It may be time consuming.
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10.4.1.1.3 IP Address translation mechanism

LanTraffic V2 tries to translate — e.g. to resolve - the IP address from a canonical to a
numerical format. This operation is called the IP address translation mechanism. When the
‘IP Address or Host Name’ field or Interface parameters changes, when you move from ‘IP
Address or Host Name’ field to another field, or to another tab, when the Enter key is
pressed or when the Interface parameters change, all of these actions start the IP address
translation function.

Because the IP address translation mechanism is time consuming, you should be careful
when using IP canonical addresses. The time consumption depends on the DNS answer
speed, the number of DNS configured and the network load when the DNS request is sent.

If network environment changes — e.g. a new DNS has been defined - you should press
the Enter key in the ‘IP Address or Host Name’ field to force LanTraffic V2 to restart the
translation mechanism for this connection.

When the IP address translation failed, the IP address is written in red on a white
A background. This connection cannot be started: the “Run” button in the ‘Sender — Traffic
+ Statistics’ tab is grayed.

To summarize, the IP address translation mechanism is activated when:
- the focus leaves the ‘ IP Address or Host Name’ field,
/Q - another tab is selected,
- you duplicate parameters from one connection to another,
- you change the Interface parameters,
- acontext file is loaded.

If no IP version has been selected, the IP address translation mechanism chooses the

/Q good IP version regarding the IP version returned by the resolution process. If for
example, a canonical name represents at the same time an IPv4 and an IPv6
addresses, the IP Address Translation mechanism chooses the IPv4 address. If you
want to use the IPv6 address, you should select IPv6 version (see above).

10.4.1.1.4 Duplicate parameters of a connection onto others

To facilitate the input of these parameters, a copy/paste mechanism for all parameters of a
connection is available. This mechanism is not available when the canonical IP address
cannot be translated into numerical format.

Duplication of connection parameters doesn’t copy the interface information. When you
copy a connection to another one, the IP address translation mechanism is started.
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Sender - Parameters | Sender - Traffic + Statistics | Receiver - Traffic + Statistics |

DCestination Parameters

Step 1. first input parameters for a IP Address or Host Name Protocole Portw
connection (by example, connection connecion#o1 | »|[1821620.13 [rcp =] [2010
#01) Connection#02 | | [NO_ADDRESS [TcP | [2009

Connection #03 | | [NO_ADDRESS [TcP | |2010

Step 2: move the mouse cursor on the

‘Connection #1’ |abe| (source) The IP Address or Host Mame - Protocole Portw
Mouse cursor appears as shown Cemnection#oi | »|[182.168.0.13 Tce v | |2010
beside. 5

Step 3: mouse click left. Then the IP Address or Host Mame » Protocole Porte
‘Connection #1’ label is blue colored.  EOIEEmEmR ! 192168013 Tce | |2010
Step 4: when you move the mouse IP Address or Host Name « Protocols  Portw
cursor on one another, ‘Connection |ETTETES | 192.168.0.13 [TcP v] 2010

#02' label for example, the mouse |cemnection#02 | |NO_ADDRESS |TcP || 2009
cursor changes.

+

(Copy mode)
Step 5: then you can paste all
parameters of connection #01 to the
desired Connection (#02 for example IP Address or Host Mame - Frotocol« Port«
as target). Put the mouse cursor on Comestion#01 | b ][192168.0.13 Tce v | |2010
the 'Connection #02' label and then Cemnection#02 | »||192.168.0.13 [Tep > | [2010

use the left mouse button.

Note: this copy/paste function allows copying parameters from one connection (source) to another
one (target). Repeat this process for other connections if needed.

10.4.1.1.5 IP address floating menu

When the mouse is located on the ‘IP address’ text area, the color changes to white and
the following tooltip is displayed:

Protocoles Port- Filename
|
Click to copy the IP address from connection #01 to all connections
|| 192.168.0.13 | - :

Click on the left mouse button to display the short menu as below:

Destination Parameters Save the Recei

Dlemte =l Cis et il o m v

Copy the IP Address from Connection #01 to all Connections |

Connection #01 |+ | 192.168.0.13 [TCF = 2009

With this function the IP Address field from connection #01 is copied out on all connections
from #02 to #16.

Copyright © 2014-2022 ZTI Communications. All Rights Reserved. Page 61/143



LanTraffic V2 Part 10 Using LanTraffic V2

10.4.1.1.6  Protocol floating menu

When the mouse is located on the ‘Protocol’ text area, the color changes to white and the
following tooltip is displayed:

IP Address or Host Mame - FPaort - Filename

|click to select the same protocol for all connections b :
| [192.168.0.13 Tep BB ;

Click on the left mouse button to display the short menu as below:

I R Elrasis o HDEL hEImie < Select TCP for all Connections

|| 192168.013 TC  Select LUDP for al Connectians
Select SCTP For all Connections
|| 192.168.0.13 | TC ey :

This menu helps to set the same protocol for all connections.

10.4.1.1.7 Port floating menu

When the mouse is located on the ‘Port’ text area, the color changes to white and the
following tooltip is displayed:

IF Address or Host Mame FProtocol - Filename

|
|

Connection #01 | | | 192.168.0.13 |TCF' ﬂ | 20click to change the port number easily |

Click on the left mouse button to display four items menu as following:

I[P Address or Host Mame - Frotocol - — ] ]

Increase TCP Ports only {From First TCP Connection)

ﬂ | 192168.013 |T|3F' j lﬁ Decrease TCP Ports onlky (From Ffirst TCP Connection)

ﬂ | 192.168.013 |TCF' j lﬁ Increase UDP Ports only (From first UDP Connection)
Decrease DP Ports only (From First UDP Connection)

[ 192.168.0.13 TcP +|[ 200
Increase all Porks (From Conneckion #01)

ﬂ | 192.168.0.13 |TCP j lﬁ Decrease all Parts (From Conneckion #01)

P I |l p—

With this menu, you can:

e Set the port number increasingly or decreasingly for all TCP connections, based on
the port number of the first TCP connection,

e Set the port number increasingly or decreasingly for all UDP connections, based on
the port number of the first UDP connection,

e Set the port number increasingly or decreasingly for all connections, based on the
port number of the first connection without taking into account the protocol in use.

10.4.1.2 Save the Received Data (except for ICMP connections)

When the Remote Receiver part is operating in echoer working mode for a connection,
you can select from this area a file name where received data for this connection will be
saved. A Browse button allows an easy file selection.
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10.4.1.3 Configure the Unitary Mode for TCP / UDP connections

Unitary mode is one of the two testing mode offered by the LanTraffic V2 Sender part.
Notice that each testing mode is exclusive, i.e. it is impossible to mix connections in
unitary testing and automatic testing modes.

The Unitary Mode is configured in Tab 1 “Sender parameters” and run from Tab 2 “Sender
Traffic + Statistics”.

To run or configure unitary testing session, you must first select “Unitary Mode”.

By pressing “Parameter # n” buttons, the following parameters can be configured for each
connection:

» Traffic generator type: Packets generator, mathematical law or file to send,

» Data size and packets parameters: data size, inter packet delay, RTT option
(RTT: Round Trip Time), DSCP value — TTL (Time to Live) value if IPv4 or Hop
Limit if IPv6.

= Optional: activate a throughput limit.

The traffic generator Type of a connection #n is reminded beside the 'Parameters #n'
button: Generator, File or Law.

When you click on 'Parameter #n' in Tab 1 “Sender — Parameters” then the Parameters
window is displayed.

This window is divided in several areas: Traffic generator type, Data size and packet
parameters, and the optional throughput limit. The connection number is reminded in the
window title. “OK” button allows validating new entered parameters for the connection and
closes the window.

LanTraffic ¥2 - Traffic Generator, Parameters for, the Unitary Mode (connection #03) g|
Stepl: Select the traffic generator type Step2: Specify data size and packets parameters
First selact the trafiic generator which is going to be uged on this connaction Inthis step, define data size and packets parameters as well as the
delay between each sent packet or specify values for some IP
— Packets Generator P b header fields.
—TCF Data Size (1 to 65535 bytes)
Packets number (0 to 99,999,999) | 0 (0 = infinite value)
s Fixed 1460
Packet Contents [00 ta FF hexa byte]
" Randomized i
&+ Packets Generatar + Fixed 54 aneomize min e
" Alternated ize- ize-
" Randomized min MK size-1 size-2
Increasing f )
" Alternated value-1 value-2 Decreasing (0 | max| Siafy
Increasmgf
L —— min W2 step —Inter Packet Delay (0'to 9,999 ms)
@ Fixed (See FOREWARMINGS menu please)
" Randomized
" hathematical Law L] Q " Alternated walue-1 value-2
Increasing
DecreaSlng | min | ma)<| step
~ Mathernatical
Law | J 4
" File to send
—FTT Option DSCP 1 hexa byte] — Time To Live [TTL] =
™ Yes ¥ Mo ||:fa|ue (0x00 to 0x3F)| 00 Value |00

Step 3 [Optional]: Enable a throughput limit
‘When one ofthese two options is selected, LanTraffic V2 generates the traffic with best effort to respect the throughput chosen.

o
[~ Usevalue ]
i
QK | Cancel | Help |

Unitary testing parameters window (IPv4)

|'Mean Throughput [8 1o 933,993 kb.'s]
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10.4.1.3.1 Step 1: select the traffic generator type for this connection

The first parameter to configure is the data source type. Three exclusive types of data
source are offered:

e Packets Generator (Packets generator parameters)
e Mathematical law (Law: Data volume to send)
¢ File to send (Filename)

10.4.1.3.1.1 Packets Generator

When the Packet Generator data source is selected, LanTraffic V2 will generate an user-
defined packets content for this connection.

— Packetz Generator Parameters

Fackets number (0 to 99 999 999, {0 (0 = infinite value)

Packet Contentz [00 to FF hexa byte]

f« Fixed ah
" Randomized min maK
{~ Alternated value-1 value-2

Increasmgf l_ l_ I_
Decreasmg min L step

Packets Generator parameters

= Packets number

Number of packets to send is limited to 99,999,999. Zero value means infinite and is the
default value.

=  Packet contents (00 to FF hex byte)

The Content is in hex-byte. Accepted values are all combinations from 00 to FF.
The packet contents can be configured as follows:

e Fixed: each packet has the same content.

e Randomized: LanTraffic V2 computes random packet content included in a
user-defined range (min to max).

e Alternated: LanTraffic V2 uses the first value (value-1) for odd packets and
the second value (value-2) for even packets.

e Increasing/Decreasing: the content of each packet varies in a user-defined
range from the minimal to the maximal value. Each following packet content is
incremented by the step value (0 is an invalid value). When the maximal value
is reached, the packet content decreases down to the minimal value by the
step value.

Statistics: when the traffic generator type is selected, the ‘Volume to send’ and the
‘Remaining volume’ statistics cannot be calculated. In statistics fields of the “Sender -
Traffic + statistics” tab, “N/A” will be displayed.
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10.4.1.3.1.2 Mathematical law

For the unitary testing mode, the mathematical law is a data volume to send law. Volume
will impact the duration of the connection.

Law: Data wolume to zend

Default v Edit ..
¥ Mathernatical Law | =l

LIniform Lasw
Range: 10.0 kB to 2.90 MB

LanTraffic V2 unitary testing mode offers four mathematical laws related to the data
volume:

- Uniform law
- Exponential law
- Pareto law
- Gauss law
These laws are presented in details in the Appendix.

In the “Law: data volume to send” sub-area a list box allows to select an existing law. The
main features (type of mathematical law and values range) of the selected law are
reminded below the List box.

You can add, modify or delete a law by pressing the “Edit” button. Then a new window is

displayed:
LanTraffic V2 - Inter Packet Delay
Law Name Law Type Range MNew Law
Drefauilt Uriform Law 0 ms bo 5 ms
C elay law Uriform Law 10 ms to 20 ms
R
Far off 3y la Uriform Law B00mstols ﬂ
Wariable delay law Uriform Law Tmstols Copy
@ Delete
Select alaw and define itz parameters
Select a type of law: ‘Unifurm Law @ ﬂ
Law Parameters I | @
Law Parameters
Alpha: 10
Beta: @ 20 must be > Alpha

Calculated R ange: From 10 ms to 20 ms

Information on mathematical law values generated
The minimum value i 10
The magimurm value is 20
The probability of each value between Alpha and Beta iz around: 10.0000%.
If nat between Alpha and Beta, the probability of a value is null

Restore Defaults ... @
ok | Cancel |

Edit data volume to send law
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(1) The ‘Law List’ area displays the list a existing law identified by the Law Name, the
Law Type (one of the 4 mathematical laws) and the range of values. The Law Name
is an editable area used to change the name of the law. To change the Law Name,
you click in the list on the name you want to change or you use the Rename button.

(2)  There are 5 buttons to modify the list of laws :

e New Law: This button should be used to create a new law (see below for more
details).

e Rename: This button is used to change the law name like when you click on
the law name.

Copy: This button increases the way to create a law from an existing one.
Delete: This button should be used to delete an existing law. You should
confirm the deletion.

e Save: This button should be used to save any modification in the law list.

(3) The ‘Type of Law’ area displays the 4 mathematical laws. It should be used to
select the law type of the Law. When the Law Type changes, the law parameters
may be checked against an unexpected range of values.

(4) The ‘Law Parameters’ or ‘Mathematical Theory’ tabs display either the
parameters of the law or the related Mathematical Theory of the current selected
law. The number of parameters and the Mathematical Theory depend on the
selected type of law. The next figure illustrate the Pareto law Mathematical Theory:

| t athematical Theary |
Distribution of Pareto Law {e,f 7 0)

fid
f(x}=ﬁ% fxza
Fixry=0 if x<a

where g isthe minimum possible valle and B is the parameter.

e l
asf | Bem =3 4
A || Bam =2
1o {1l Bam=1
- |
__é-» |
| LS 1
L 1
= |
Lo |
I|
0.5 \ Alpha =1
i e
il P ——
il 1 2 3
Walues

Mo walue generated befare q.

The rmore § is bid the more the maximum generated value is small.
Froma the small values are mare often generated than hig ones.
The cumulative frequency from a given value = a 1o a given value
the integral of f¥) in this interval.

(See Appendix 14.1 Mathematical laws used by LanTraffic V2 for more details about
Mathematical laws).
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(5) The ‘Law Parameters’ area allows entering values of the law. Depending on the
law, the parameters and the user help regarding specific statistical values change,

as shown below:

e Uniform Law:
Lavs Parameters

Alpha: 1
Beta: |1 1] muzt be = Alpha
Calculated Range: From 1 mz to 10 ms

Infarmation an mathematical law values generated
The minirnurm walue iz 1
The mazimum value iz 10
The probability of each value between Alpha and Beta iz around: 1111112,
[f not bebween Alpha and Beta, the probability of a wvalue iz null

e Exponential Law:
Law Parameters

Lambdar 0.1 must be > 0

Calculated Range: From 0 ms to 221 ms

Imformation on mathematical law values generated
The miririunn value iz 0
The maximum walue is: 221

|EI.EIEIE % of generated values are sitted after the value: 99

The probability of the integer value |1 [ 0] iz around: 904843
For a cumulative frequency:

from 0 to |'| [integer » 0] equal to |'I % pou ghould choose a
lambda equal to: 0.07100503

from |1 [integer > 0] to infinity equal ta |1 % you ghould choose a
lambda equal to; 4.6051702
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e Pareto Law:
Law Parameters

a 110 must be > 0

Beta: |1 0 muzt be = 0

Calculated Range: From 10 ms to 2 h 46 mn

Information on mathematical law values generated
The minirmurn wvalue iz 10
The masimum value iz 1.0e+007

0.005 % of generated walues are sitted after the value: 2. 0e+005

The probability of the integer value |1 [inteqer »= a iz around: MAA
For a cumulative frequency:

from a to |'I [integer > a) equal to |1 % pou ghould choose a

beta equal to: HAA

fram |'| [integer > a] ta infinity equal ba |1 % pou should chooze a
beta equal to: MAA

e Gauss Law
Law Parameters

Ayverage; |'I 0 szt be > 0
Standard Deviation: |'I muzt be > 0 and <= Averages3
Calculated B ange: From 0 ms to 17 ms

Information on mathematical law values generated
The miniriurn value iz 0
The maximum value is: 1F
99.73% of the values are included in [ ¥;13]

The probability of the integer walue |1 iz around:; < 0.00071 %

(6) The ‘Restore Defaults’ button change the values of the two parameters
respectively to 10 and 1 (when the second parameter applies).
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To add a new data volume to send law:

1. Press the “New Law” button, then a new Law List Entry is created, with the ‘Uniform
Law’ as default Law Type :

2. Rename the Law by using the Rename button or by editing the Law Name

LanTraffic V2 - Inter Packet Delay

Law Name Law Type Range Mew Law
Drefault Unifarm Laws Omszto 5 ms
Close delay law Unifarm Lavs 10ms to 20 ms R
Far off delay law Uriifarmm Laws B00msztol 2 snams
W ariable delay law Uriiform Laws Tmstols Copy
L nifarm Law 1 ms to 10 ms
Delete
Save
Select a law and define itz parameters
Select a type of law: |Unif0rm Law ﬂ

Law Parameters I |
Law Parameters

Alpha: 1
Beta: 10 must be » Alpha
Calculated Range: From 1 ms to 10 me

Information on mathematical law values generated
The minimum +alue is 1
The maimum value iz 10

The probability of each value between Alpha and Beta iz around: 1111112

If not between Alpha and Beta, the probability of & value is null

Festore Defaults ...

ak Cancel |

3. Select the requested mathematical Law Type: Exponential, Uniform, Pareto or Gauss.
4. Enter parameters value for the selected mathematical law (1 or 2 parameters are
required depending on the selected law),

oo

Repeat operation 1 to 4 to create other laws.
Press the ‘Save’ button to register changes. Your last law is selected in the parent

window when you press the OK button.

/O Range is computed automatically each time you modify the parameters of the law.

m Laws created from this window will also be available in the Automatic testing mode.
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10.4.1.3.1.3 Fileto send

With this selection LanTraffic V2 sends the file defined in the 'Filename' sub-area.
The 'Browse' button is made to ease the “file to send” selection.

Filename

[dle time between

Loop counter (1 to 993 |1 ety 39 10 13 261 5 1]

The Loop counter should be greater than 0. Each time the file is sent, the loop counter
decreases and when the 0 value is reached, the traffic generator stops.

Idle time between each loop is expressed in seconds. It defines a pause between two file
transfers. It is recommended to define a value lower than the remote TCP/IP timeout if the
TCP protocol is used (default TCPTimeout value is 5 seconds) because the remote
disconnects when the timeout is reached.

10.4.1.3.2  Step 2: Specify data size and packets parameters

10.4.1.3.2.1 Data Size
This parameter defines the size of data transmitted for each packet.

— TCF Data Size [1 to BE5E5 bytes)

{+ Fixed |14EiEI

" Randomized

126 min [1450  ma
(" Alternated | size-1 Size-2
| n |

IncreasmgI

Decreasmg ma}{| step

The maximum accepted value depends on the protocol:
e For TCP, the maximum Data Size is 65,535.
e For UDP, the maximum Data Size is 65,507.

0 (null) is not a valid value. By default, the entered value is 1,460. This value is the default
payload for TCP with IPv4. When IPv6 is selected, the payload should be shorter. Packet
size can be configured as follows:

e Fixed: each packet has the same size. The last packet may have an inferior size to fit
the data volume to send when mathematical law or file to send data source is selected.

e Randomized: LanTraffic V2 computes a random packet size included in a range
specified by the user for each packet to send.

e Alternated: two values must be defined. LanTraffic V2 uses the first value for odd
packets and the second value for even packets.

e Increasing/Decreasing: the size of each packet varies in a range defined by the user,
from the minimal to the maximal value. Each size is incremented by the step value (O is
an invalid value). When the maximal value is reached, the packet size decreases step
by step until the minimal value.
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It is important to note that LanTraffic V2 requires a minimal packet size when the RTT

m mode is selected, to add a CRC, a sequence humber and the timestamp. Therefore the
minimal packet size with RTT mode active is 14 bytes (see paragraph 10.4.1.3.2.3 about
the RTT option).

10.4.1.3.2.2 Inter Packet Delay

This parameter allows defining the time interval between two packets. Values are limited to
9,999 milliseconds i.e. 10 seconds. A value of zero means no inter-packet delay.

— |nter Packet Delay [0 to 9,993 mg)

{« Fixed (See FORBEWARMIMNGS menu please)

" Randomized

li 500 ma
" Alternated value-1 value-2
|
|

IncreasmgI
Decreasmg
Mathematmal
Law

maK | step

I T

The inter-packet delay can be configured as follows:

e Fixed: inter-packet delay is the same for all transmitted packets.

e Randomized: LanTraffic V2 computes a random inter-packet delay included in a
range specified by the user for each packet to send.

e Alternated: two values must be defined. LanTraffic V2 uses the first value for odd
packets and the second value for even packets.

e Increasing/Decreasing: inter-packet delay varies in a range defined by the user, from
the minimal to the maximal value. Each inter-packet delay is incremented by the step
defined by the user (0 is not an accepted value for step). When the maximal value is
reached, inter-packet delay decreases by the step value down to the minimal value.

e Mathematical law: the user chooses between one of the fourth available laws
(Uniform, Exponential, Pareto and Gauss).

10.4.1.3.2.3 RTT option

RTT Optian When ‘Yes' is selected, LanTraffic V2 adds RTT (Round Trip
|- = wez & Mo Time) header information into packets without changing the data
size defined.
The RTT header format is:
e 4 bytes magic number
e 4 bytes sequence number
e 4 bytes time when sent
e 4 bytes length (without the RTT header)

This information is used in conjunction with connections running in echoer mode on the
Remote Receiver part. Each echoed packet is analyzed by the Local Sender part. When
RTT header is found, RTT is computed and can be saved in a file specified in Tab 1
“Sender — Traffic + Statistics” (see paragraph 10.4.1.2). At the Remote Receive side, RTT
information is checked to update ‘sequencing errors’ and jitter statistics.
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10.4.1.3.2.4 The DSCP field (with IPv4 only)

f This field is available only if IPv4 is selected for the corresponding
connection. The DSCP field is not available for ICMP connections.

You can input a DSCP value (by default, DSCP = 00) used for
each packet sent on the IP connection.

DSCP (1 hexa byke)
I:falue {0x00 to 0x3F) | 00

The Differentiated Services Code Point is a selector for router’'s per-hop behaviors.
Because it is a selector, there is no implication that a numerically greater DSCP implies a
better network service. The RFC 2474 redefined the Type of Service Byte to be:

7 | e | 5 | 4 | 3 | 2 | 1 | o

Differentiated Services Code Point ECT CE

The ECT and CE fields don't refer to the DiffServ quality of service. They are spare bits in
the IP Header used by the Explicit Congestion Notification (see RFC 3168 for more
details).

This leads the notion of “class”, each class being a group of the DSCPs with the same
Precedence value. Values within a class offer similar network services but with slight
differences (different levels of service such as “gold”, “silver” and “bronze”).

From the initial definition of the RFC 2474, RFC 2697 added the “assured forwarding”
service and RFC 2598 defined the “expedited forwarding” service.

The DSCP values are defined as following:

DSCP Senvi IP header TOS field value in hexadecimal
(Hexa value) ervice (if ECT =0 and CE = 0)
0 (0x00) Best effort 0x00
8 (0x08) Class 1 0x20
10 (Ox0A) Class 1, gold (AF11) 0x28
12 (0x0C) Class 1, silver (AF12) 0x30
14 (Ox0E) Class 1, bronze (AF13) 0x38
16 (0x10) Class 2 0x40
18 (0x12) Class 2, gold (AF21) 0x48
20 (0x14) Class 2, silver (AF22) 0x50
22 (0x16) Class 2, bronze (AF23) 0x58
24 (0x18) Class 3 0x60
26 (0x1A) Class 3, gold (AF31) 0x68
28 (0x10) Class 3, silver (AF32) 0x70
30 (OX1E) Class 3, bronze (AF33) 0x78
32 (0x20) Class 4 0x80
34 (0x22) Class 4, gold (AF41) 0x88
36 (0x24) Class 4, silver (AF42) 0x90
38 (0x26) Class 4, bronze (AF43) 0x98
40 (0x28) Express forwarding 0xAQ
46 (Ox2E) Expedited forwarding (EF) 0xB8
48 (0x30) Control 0xC0
56 (0x38) Control OxEO
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10.4.1.3.2.4.1 How to allow the use of the DSCP field on Windows Seven and later

On Windows Seven and later, the DSCP field is available for TCP and UDP only.
Moreover, to be allowed to use the DSCP field, you must have the administrator rights.
You must launch LanTraffic V2 using the shortcut Start > All Programs > LanTraffic V2 >
LanTraffic V2 (Run as administrator).

10.4.1.3.25 The TTL field

Time To Live [TTL] =— Hop Lirnik
The user can input the TTL/Hop Limit value
Yalue |00 Yalue |00 )
|- AL |- AL (hexadecimal) used for each packet sent
or on the connection. Default value = 00.
IPv4 IPv6

10.4.1.3.3  Step 3 (optional): Activate a throughput limit
For the TCP connection, the mean throughput limit is expressed in Kb/s (or Kbps):

Step 3 [Optional]: Enable a throughput linit
When one ofthese two options is selected, LanTraffic Y2 generates the traffic with best effort to respectthe throughput chosen.

[~ Usevalue J r

Mean Throughput [ to 999,999 kb/'s)
" i

With this feature, you can define a throughput limit for this connection (in Kilo bits per
second) with the ‘Use value’ check box. You specify the mean throughput in Kbps in the
edit box and select one of the two parameters (packet size or inter packet delay).
LanTraffic V2 will automatically adapt data traffic generation with adjustment of packet
size or inter packet delay (user choice) up to the throughput requested by the user.

For a UDP connection, the mean throughput is expressed in kb/s or in Kib/s, or it can also
be expressed in number of packets per second (Pkts/s):

Step 3 [Optional): Enable a throughput limit
When one ofthese two options is selected, LanTraffic ¥2 generates the traffic with hest effort to respect the throughput chosen.

-
[~ Usevalue [~ Us=evalue (exceptfor TCP connection)

-

"Mean Throughput [8 to 999,999 kb/s) |'Mean Throughput [1 to 99,999 Pkts/s |

The throughput value must be greater than or equal to 8 Kbps.

Copyright © 2014-2022 ZTI Communications. All Rights Reserved. Page 73/143



LanTraffic V2 Part 10 Using LanTraffic V2

10.4.1.4 Configure the Unitary Mode for ICMP connections

LanTraffic V2 offers the possibility to generate ICMP Echo Request traffic (the protocol
used by Ping), which can use IPv4 or IPv6 IP version.

Destination Parameters Save the Recelved Data &+ Unitary Mode (‘

IP Address ar Host Mame - Frotocole  Porte Filename Traffic Generatar

= | Fing Parameters #01

Conrection#01 | | [192.168.0.120

The ICMP protocol is available with the unitary mode only. You are still allowed to use
TCP and/or UDP on other connections. By pressing the “Parameters #n” button, the
window below is displayed:

LanTraffic V2 - Traffic Generator Parameters for the Unitary Mode (connection #01) E|
Stepl: Defing ICMP Echo Request packet number and packet content — Step2: Specily ICMP Echa Request Data size and packets parameters ——
First select the trafflc generatorwhich is going to be used on this connection. In this step, define data size and packets parameters as well as the
delay between each sent packet or specify values for some [P
— |CHP Echa Request Packsts Generatar Parameters —————— header fields.
— ICMP Echa Flequest Data Size (1 to 65 535 bytes)
Packets number (0 to 99,999,999) 1EIEIEIU| (0= infinite walue)
@ Fixed 1480
ICMP Echo Request Packet Contents [00 to FF hexa byts)
" Rand, d i
¢ Packets Generator (s Fized 5A andormize i max
 Alte ited - -
 Randomized min max Elate size-1 size-2
Increasing ! .
C Altemated value-1 value-2 Ly ——— min max step
Increasing / .
~
Decreasing i e EED - ICMP Echo Reply Recsiving Timeoul
o Fixed 20 (See FOREWARMNINGE menu please)
" Randomized min max
~ J " Alternated value-1 value-2
Increasing f .
~ ’— ’— ’—
Decreasing filf0 (s step
¢~ Mathematical ,—_|
Law
c I
TOS (1 hea byte) Tirne To Live [TTL) —
o = |V Value |00 |V Value |00
Step 3 (Optional]: Ensble a troughput it
When one ofthese two options is selected, LanTraffic W2 generates the trafiic with best effort to respect the throughput chosen
Mean Thioughput [1 to 33,939 Pkis/s ]
g
r [ Usewalue (except for TGP connection)
- ’V

K ‘ Cancel ‘ Help ‘

Three areas are proposed to configure the Ping Simulator:
e Inthe Step 1, the packets number and the packet content can be specified.

e In the upper part of the Step 2, the ICMP Echo Request data size can be defined
(up to 65535 bytes).

e The lower part of Step 2 allows the definition of the replies timeout.
¢ In Step 3 you can define the mean packet throughput.

Note: more information about these three areas is available in paragraph 10.4.1.3

Destination Parameters Statistics (hased on application data) [ Unitary Made
Seq. Num. Tx Rx
IF Address or Host Name Port Etrors RTT Packets  Packets
Caonnection #01 4 Ims 4068 p 4063 p Stop #01

For the “Sender — Traffic + Statistics” tab, four statistics are available when using ICMP
Echo Request:
e Tx packets: this value represents the number of ICMP Echo Request packets sent.

¢ RXx packets: this value is the number of ICMP Echo Reply packets received.
e RTT: this value shows the mean Round Trip Time.

e Seq. Num. Errors (Sequence Numbering Errors): this value represents the number
of replies that “LanTraffic V2" does not receive.
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10.4.1.5 Configure the Automatic Mode

The Automatic Mode is a mode in which all enabled connections are generated together
following a “Starting time connections generation” law and a “Data volume to send” law.

As the unitary testing mode, the automatic testing mode is configured in Tab 1” Sender —
Parameters” and run in Tab 2 “Sender Traffic +Statistics”.

Once the automatic mode is selected in Tab 1, you can choose to enable or disable each
connection by using the ON/OFF list box.

3 LanTraffic ¥2

File Edit Configuration File Downloading  Automation Tool  Help

Sender - Parameters l Sender - Traffic + Statistics | Receiver - Traffic + Statistics | Throughput Graphics ]

Destination Parameters Save the Received Data i~ Unitary Mode t* Automatic Mode

IP Address or HostMame - Protocols«  Portw Filename Traffic Generator

Connection #01 | »| | 192.166.0.35 |upp ~| | 2008 Browse #01
Connection #02 | »| | 192.166.0.35 [TcP ~||2010 Browse #02
Connection #03 | »|[192.168.0.35 [TcP -] |2011 Browse #03
Connection #04 | »| | 192.166.0.35 [TcP ~||2012 Browse #04

N

=

=]
=

=]
=

HlH MM

Browse #01

Browse #02]

Browse #03|

Browse 04|
Gonnection #05 | »|[192.168.0.35 [TcP ~||2013 Browse #05 on
Connection #06 | »| | 192.166.0.35 [TcP ~||2014 Browse #06 in o
Connection #07 | »| | 192.166.0.35 [TcP ~||2015 Browse #07 lon |
Connection#0g | || 192.168.0.35 [TcP ~||2016 Browse #08 on ~ > -
Gornection #09 | »| | 192.166.0.35 [TcP ~||2017 Browse #09 [on |
Connection#10 | »| | 192.166.0.35 [TcP ~||2018 Browse #10 in o
Connection#11 | »| | 192.166.0.35 [TcP ~||2018 Browse #11 lon |
Gornection#12 | »| | 192166035 [TcP ~|[2020 Browse #132 an 5
Gornection#13 | »| | 192166035 [TcP -] [2021 Browse #13 [on |
Connection#14 | »| | 192.166.0.35 |upp ~||2022 Browse #14 on -
Connection#15 | »| [ 192166035 |upp ~|[2023 Browse #15 lon |

Browse #16]

o
S
1

N

Gonnaction#16 | | 192168035 |upP ~||2024 Browse #16

Start Sender
and Receiver

[ I I I

By clicking on the '[P]' button (P as Parameters), the following window is displayed
allowing to configure the automatic testing mode parameters:

ﬁ ICMP can't be used with the Automatic Mode. In that case, the ICMP
connections are not started.
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LanTraffic ¥2 - Traffic Generator Parameters for the Automatic Mode

These parameters apply to all enabled connections

Staring time of the Connections

hathematical Laws Farameters

Data volume to send per Cannection

Default

LIniformm Lamme

| Default

. Liniforem Law .
Rangs: 21 ms to 49 ms Edit . Range: 10.0 kB o 2.50 MB Edt... |

hax size with TCP: 65535 hytes
Max size with UDF: 65507 tvtes | | 700

] Cancel | Help

E

Automatic testing parameters window

10.4.1.5.1  Starting time connections generation laws

Starting time connection laws regulate the timing between the start of two connections.
The available mathematical laws for starting time connection are Uniform and Exponential
laws. (Mathematical laws are presented in detail in Appendix part). You can add, modify,
rename or delete a law by pressing the “Edit” button. Then a new window is displayed:

Law Name Law Type Range Mew Law
Drefault Urifarm Lave 20 ms to 50 ms
Cloze connection law Urifarm Lave 100 me ko 200 me o ——
Far off connection law Unifarm Law T0sto20s
‘Y ariable connection law Uniform Law 1ms to1 mn 40 s Copy
Unifarm Lave 1 ms to 10 ms
Delete
Select a law and define its parameters
Select a type of law: |Uniform Law @ j

Law Parameters | | @

Law Parameters

Alpha: 1
Beta 10 must be » Alpha
Calculated Fange: From 1 ms to 10 ms :

Information on mathematical law values generated
The minimum value is 1
The maximum value iz 10
The probability of each value between Alpha and Beta iz around: 11.1111%.
If not between Alpha and Beta, the probability of a value is nul

Restore Defaults ...
OK | Cancel | Help |

LanTraffic V2 - Starting Time of the Connections

Starting time connections generation law window
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(1) The ‘Law List’ area displays the list a existing law identified by the Law Name, the
Law Type (one of the 4 mathematical laws) and the range of values. The Law Name
is an editable area used to change the name of the law. To change the Law Name,
you click in the list on the name you want to change, or you use the Rename
button.

(2)  There are 5 buttons to modify the list of laws:

e New Law: This button should be used to create a new law (see below for more
details).

e Rename: This button is used to change the law name like when you click on
the law name.
Copy: This button increases the way to create a law from an existing one.
Delete: This button should be used to delete an existing law. You should
confirm the deletion.

e Save: This button should be used to save any modification in the law list.

(3) The ‘Type of Law’ area displays the 4 mathematical laws. It should be used to
select the law type of the Law. When the Law Type changes, the law parameters
may be checked against an unexpected range of values.

(4) The ‘Law Parameters’ or ‘Mathematical Theory’ tabs display either the
parameters of the law or the related Mathematical Theory of the current selected
law. The number of parameters and the Mathematical Theory depend on the
selected type of law. The next figure illustrate the Pareto law Mathematical Theory:

| b athematical Theany |
The prabability density function ofthe exponential lawis

Ae™® 1 =0,
0 , < 0.

where A= 0isthe parameter of the distribution
[the rate parameter)

(K3

fle ) =

D= nisity

1 1 1 ! 5
“alues

The amall valuesz are mare oten generated that big ones.
The more his big the mare the maximum wvalue

generated iz small.

The cum ulative frequency from & given value a=0 10 a given
value b=a is the intedgral of 1x] in this interval .

(See Appendix 14.1 Mathematical laws used by LanTraffic V2 for more details about
Mathematical laws).

(5) The ‘Law Parameters’ area allows entering values of the law. Depending on the
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law, the parameters and the user help regarding specific statistical values change,

as shown below:

e Uniform Law:
Laws Parameters

Alpha: 1
Beta: |'| 1] muzt be = Alpha
Calculated Range: From 1 mz to 10 ms

|nformation on mathematical law values generated
The minirnurm walue is 1
The maximum value iz 10
The probability of each value between Alpha and Beta iz around: 11 1111%.
If ot between Alpha and Beta, the probability of a walue is null

e Exponential Law:
Law Parameters

Lambda: 0.1 must be > 0

Calculated B ange: From 0 ms to 221 ms

Infarmation on mathematical law values generated
The minimum value iz 0
The masimurm value iz; 221

0.005 % of generated values are sitted after the value: 99

The probability of the integer value |1 [> O] iz around; 9.0484%
For a cumulative frequency:

frarm O ta |'I [inteqer » 0] equal ta |1 % pou should choose a
lambda equal to; 0.07100503

from |1 [integer = 0] to infinity equal to |1 % you should choose a
lambda equal to; 4.6051702
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To add a new Starting time connections generation law:

1) Press the “New Law” button, then a new Law List Entry is created, with the ‘Uniform
Law’ as default Law Type:

2) Rename the Law by using the Rename button or by editing the Law Name
3) Select the requested mathematical Law Type: Uniform, Exponential.

Law Mame Law Type Fange

D efault U rifarmm Law 200 ms to 50 ms
Cloze connection law Urifarm Lave 100 s to 200 ms
Far off connection law Unifarm Laws 10st020s

W arigble connection law U rifarm Law Trgtalmnd0s
Hew Law Urifarm Lave 1 ms to 10 mz

Select a law and define its parameters

Select a type of law: [ELETENEET

LanTraffic ¥2 - Starting Time of the Connections

Mew Law

Fiename
Copy

Delete

Save

[Rslen]
[Remn]
_Cow |
[ ]
=

Law Parameters | |
Law Paramneters

Alpha: 1
Beta: 10 mugt be > Alpha
Calculated Range: From 1 ms to 10 ms

Infarmation on mathematical law values generated
The minimurn value is 1
The mazimumn value is 10

The probability of each value between Alpha and Beta ig around: 1111113,

IF not between Alpha and Beta, the probability of & value is null

Restore Defaults ...

QK Cancel | Help

Edit starting time connections generation law window

4) Enter parameters value for the selected mathematical law (1 or 2 parameters are
required depending on the selected law),

5) Repeat operation 1 to 4 to create other laws.

6) Press the ‘Save’ button to register changes. Your last law is selected in the parent
window when you press the OK button.

Note that the Default law can’t be changed.
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10.4.1.5.2 Datavolume to send laws

Data volume laws regulate the data volume to send for connection. The available
mathematical laws for data volume to send are: Uniform, Exponential, Pareto and Gauss
laws. (Mathematical laws are presented in detail in Appendix paragraph 14.1). You can

add, modify, rename or delete a law by pressing the “Edit” button. Then the Data Volume
Laws windows appear, as following:

LanTraffic V2 - Data Volume to send

Law Mame Law Type Range Mew Law
Unifarm Lavs 100 kB to 250 MB

Small volume Unifarm Lawe 5.00 ME to 10.0 MB

High wolurmne Uriifarmm Laws 110 B to 1.05 GE

Y ariable Unifarm Laws 11.0 ME to 950 GB

Copy

Select a law and define itz parameters

J [ [l E

Select a type of law: |

Law Parameters I |
Law Parameters

Alpha:
Beta: must be » Alpha

Calculated Range: From 10.0 kB to 2.50 MB

Information on mathematical law values generated
The minimum +alue is 10000
The maimum value iz 2.5e+006
The probability of each value between Alpha and Beta iz around: < 0.00012.
If not between Alpha and Beta, the probability of & value is null

[ s ]

ak. Cancel | Help

Volume law window

Note that the Default law can’t be changed.
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To add a new data volume to send law:

1. Press the “New Law” button, then a new Law List Entry is created, with the ‘Uniform
Law’ as default Law Type:

LanTraffic ¥2 - Data Volume to send

Law Name Law Type Range
Default Uniform Lave 10.0kE to 250 MB
Small volume Uniform Lawe 5.00 MB to 10.0ME
R
High volume Uriform Law 110 MB to 1.05 GB ﬂ
Warable Uniform Laws 11.0MB to 350 GE Copy
Mew Law Uniform Law 1Btol10B Q
Drelete
Save

Select a law and define its parameters

Select a type of law: [RETGTN R

Law Parameters | |
Law Parameters

Alpha: 1
Beta: 10 muszt be > Alpha

Calculated Range: From1 B to 10 B

Information on mathernatical law values generated
The minirnum value is 1
The masimum value is 10
The probahbility of each value between Alpha and Beta is around: 1111112
If ot between Alpha and Beta, the probability of a value is null

Restore Defaults ...

0K | Cancel | Help |

Edit data volume law window

2. Rename the Law by using the Rename button or by editing the Law Name

Select the requested mathematical Law Type: Exponential, Uniform, Pareto or Gauss.

Enter parameters value for the selected mathematical law (1 or 2 parameters are
required depending on the selected law),

Repeat operation 1 to 4 to create other laws.

Press the ‘Save’ button to register changes. Your last law is selected in the parent
window when you press the OK button.

According to the operating system used, the WinSock 2 interface could present number-
limits of the incoming simultaneous calls. Consequence for LanTraffic V2 is the presence
of “connection failed”, particularly when the connections frequency is very near (inferior to
m 150 ms), and when the data volume to transmit is very small which implies to make many

connections.

These connection failures do not disturb “LanTraffic V2”. To reduce these failures,
decrease the frequency of connections or increase the data volume.

10.4.1.5.3

Packet Size

In the automatic testing mode, entering a value in bytes in the "Mathematical Laws
Parameters” window configures the packet size. Packet size is limited to 65,535 bytes for
TCP. For UDP, it is limited to 65,507 bytes.

Copyright © 2014-2022 ZTI Communications. All Rights Reserved.

Page 81/143



LanTraffic V2 Part 10 Using LanTraffic V2

10.4.2 Sender - Traffic + Statistics tab
This second tab related to the Sender allows:

o Displaying destination parameters of each connection,
o Displaying traffic statistics for each connection,
e Starting and stopping each connection if the unitary testing mode is selected.

e Starting and stopping all enabled connections if the automatic testing mode is
selected.

é The cursor can be changed to the hourglass during the time needed to this
tab to process IP address translation.

The Tab 2 “Sender - Traffic + Statistics” is divided in four areas:
= Destination Parameters
= Statistics (based on application data)

* Buttons to start/stop connections in the Unitary or Automatic mode selected in the
"Sender — Parameters" tab

= Export statistics into a File

Each area is presented in the following paragraphs.

Sender - Parameters  Sender - Traffic + Statistics l Receiver - Traffic + Statistics ] Throughput Graphics ]
Destination Parameters Statistics (based on application data) I Unitary Mode
Tx Tx Tx Rx Rx Rx
IP Address or Host Mame Fort Throughput  Yolume FPackets Throughput Volume Packets Jitter
Connection #01 112Mb/s  144MB 1023p 113Mbis  144MB 1016 p 3ms Stop #01
Connection #02 576Kbls  737KB  512p 576Kbls  737KB  512p 1ms SN0
Connection #03| NO_ADDRESS 2009 Q
Connection #04| NO_ADDRESS 2009 4
Connection#05| NQ_ADDRESS 2009 4
Connection #06| NO_ADDRESS 2009
Connection #07 | NO_ADDRESS 2009
Connection#08| NO_ADDRESS 2009
Connection #09| NO_ADDRESS 2009 Stop All
Connections
Connection#10| NO_ADDRESS 2009 -
Connection#11| NQ_ADDRESS 2009 4|
Connection#12| NO_ADDRESS 2009
Connection #13| NO_ADDRESS 2009
Connection #14| NO_ADDRESS 2009
Connection #15| NO_ADDRESS 2009
Connection #16| MNO_ADDRESS 2008
Export Statistics into a File o Choose Columns|
Exportis disabled

Tab 2: “Sender - Traffic + Statistics”

10.4.2.1 Destination Parameters

In this area, the destination parameters (IP address and port number) are displayed as
information for each connection. These parameters can be modified in the tab 1 “Sender —
Parameters” if the connection is stopped.
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10.4.2.2 Sender Statistics

By using the "Choose Columns" button at the

Choose Columns ;
bottom, you can select the parameters to display.

Up to 7 parameters can be simultaneously displayed among 13 parameters described later
in this paragraph, and at least one parameter must be selected.

These statistics are calculated at the application level (and based on application data sent
or received). No MAC, IP and TCP/UDP headers and trailers are taken into account.

To reset the statistics displayed, two methods can be used:

e by clicking on the "Reset Display" button (this button is enabled when all connections
are stopped).

e by checking the "Clear on Stop" option (when the connection stops, the statistics for
this connection are automatically cleared).

Statistics (based on application data) [~ Clear on Stop

The "N/A" (Not Applicable) mention can be displayed instead of a value in the cell of the
statistics table if the parameter cannot be calculated.

Statistics (based on application data) [
Tx Tx Fx R Seq. Mum.

Packets Throughput Packets Throughput  Jitter Errors

Connection failed: no response from the Remote. Flease check your parameters.
4817 p 223 Mbis Op 000bis iA A

If a connection is in progress or cannot be activated (in case of invalid parameters or
connection problem), a warning message is displayed.

Examples:
e Connection failed: no response from the Remote. Please check your parameters.
e Connection pending: LanTrafficV2 is waiting for the Remote response.
e Connection reset: the Remote has reset the connection.

Statistics (based on application data) [v Clear on Stop

Tx Tx Tx Rx Rx Seq. Mum.
Fackets Throughput “olume Fackets Throughput  Jitter Errors

Connection failed: no response from the Remaote. Please check your parameters.

Connection reset: the Remote has reset this connection.

Note: the warning message isn't deleted even if the "Clear on Stop" option is selected.
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List of the 13 statistic parameters calculated for the Sender
Sending statistics

Tx Packets (Tx = Transmit) is the number of packets that LanTraffic V2 has
sent since the connection is started This value isn’'t available with TCP
connections.
1) Tx Pkts Throughput (Tx = Transmit) is the mean number of packets that
Tx Pkts Throughput LanTraffic V2 is sending per second. This value is only available with UDP
connections.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.
) Tx Throughput (Tx = Transmit) is the mean throughput of data sent.
Tx Throughput The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

Tx Packets

) Tx Volume (Tx = Transmit) is the number of bytes that LanTraffic V2 has sent
Tx Volume since the connection is started.

Receiving statistics

Rx Packets (Rx = Receive) is the number of packets that LanTraffic V2 has
received since the connection is started. This value is only available with UDP
connections
1) Rx Pkts Throughput (Rx = Receive) is the mean number of packets that
Rx Pkts Throughput LanTraffic V2 is receiving per second. This value is only available with UDP
connections.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.
1) Rx Throughput (Rx = Receive) is the mean throughput of data received.
Rx Throughput The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.
(1) Rx Volume (Rx = Receive) is the number of bytes that LanTraffic V2 has
Rx Volume received since the connection is started.

Other statistics

Rx Packets

_ (1) Jitter is the mean variation of delays on packets received. This value is only
Jitter available when RTT option is selected (on the Local Sender: see Traffic
Generator Parameters). This value corresponds to either the one-way
variation mean (remote Receiver = Generator mode) or the two-ways

variation mean (remote Receiver = Echoer mode).
o ) 'Remaining Volume' is the number of bytes that LanTraffic V2 has still not
Remaining Volume sent yet. This information is only available for two Traffic Generator types

(Mathematical Law and File to Send).

'RTT' is the Round Trip Time of a packet that was sent by LanTraffic V2.
This value is calculated if the RTT option is selected on the local Sender
Traffic Generator and if the remote Receiver works in Echoer mode.

RTT

'Seq. Numb. Errors' (Sequence Numbering Errors) is the sum of the Out Of
Sequence packets number (OOS) and the number of lost packets. This value
is only available if the RTT option is selected (on local Sender: see Traffic
Generator Parameters) and if the working mode of the remote Receiver is
Generator or Echoer. (Not available with TCP)

1) ‘Volume To Send' is the number of bytes that LanTraffic V2 should send.
Volume To Send This information is available for two Traffic Generator Types only
(Mathematical law and File to Send).

@ These statistics are not available with ICMP

Seq. Numb. Errors

Copyright © 2014-2022 ZTI Communications. All Rights Reserved. Page 84/143



LanTraffic V2 Part 10 Using LanTraffic V2

10.4.2.3 Export Statistics into a File

To export all or part of statistics into a file, click on the 'Parameters’ button when enabled
(i.e. if connections of the Sender are not active):

Export Statistics into a File When no parameters are defined, the state is:

Farameters Exportis disabled Export is disabled

Then a new window allows defining parameters for the export process:

e Enable or disable the export process,

e The filename (.log extension) of the export file,

e The maximum size of the export file (when the maximum size of the file is reached,
statistics are not saved anymore),

e The identification of the needed connections,

e The parameters to export (up to 13).

LanTraffic V2 - Export Sender Statistics (Application Level)

Export Statistics
When the export of statistics is enabled, LanTraffic V2 writes the selected statistics of selected connections in the file.
The writing operation happens as soon as the connection is established. Mew statistics values are written at Refesh
Time rate until the connection is finished.
[v Enable the export of Sender statistics
Filename: | Save_Sender_Stats.log Browse
e Ble 1 o 388 L 0 Farameters bo export
ax Size (1 to v | Sending Statiztics Receiving Statistics
[v Tx Throughput [w R Throughput
C ti b k
e [v Tx Pkizs Throughput v RxPkiz Throughput
All | Mane |
[~ Txvolume [~ Rx%olume
Connections Subset [~ TxPackets [~ RxPackets
M1 [ 5 I 8 [ 13 Other Statistics
W2 [6 [ 10 [ 14 W Remaining Yolume [ Jitter
L2 R A R A B [v “olume To Send [ Seq. Mum. Errors
[4 [ 8 [ 12 [ 16 = RTT
] Cancel Help

Then press OK to validate, and a new state is displayed:

Export Statistics into a File When parameters have been defined and the
Export is enabled export process is enabled, the state is:
Export is enabled
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p Do not specify the same filename to save statistics for the Sender and the Receiver parts;
If you do so, a warning message is displayed.

The statistics file is updated with the same refresh period than the statistics displayed.

A special mark is added to keep special TCP, UDP or ICMP events e.g. Begin and End of
sending traffic. When you reset statistics, the displayed values and the exported values
are reset. Statistics are saved into the file as soon as the connections of the Sender are
started and the 'Export is running' state is displayed:

Export Statistics into a File

I:l Exportis running

When all connections are stopped, then the export process is automatically suspended
and the following idle state is displayed:

Export Statistics into a File
Export is enabled

10.4.2.3.1 Sender statistics file format

The Sender statistics file is formatted line by line as follows. The data delimiter is the tab.

First line: Starting session MM/DD/YYYY at HH:MM:SS,mmm (UTC time)
Second line: LanTrafficV2 Sender
Third line: contains the labels of columns

Connection #nn (Protocol) Date Time Parameter i Parameter j Parameter ...

with:
- nnis the number of the connection
- Protocol is UDP or TCP,
- Date (MM/DD/YYYY)
- Time (HH:MM:SS.mmm) UTC time
- Parameter i, Parameter j ... are the statistics chosen by the user (up to 13

parameters can be selected)
Example: Parameter i = Tx (Transmit) Throughput, Parameter j = Tx (Transmit)
Packets ...

Next lines: numerical values

Connection #nn (Protocol) MM/DD/YYYY | HH:MM:SS.mmm | nnn.nn | nnn.nn
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Additional marks for TCP, UDP and ICMP connection events

Connection #nn (TCP or UDP or ICMP) START: This indicates the beginning of sending
traffic for the connection #nn (nn: from 01 to 16). Numerical values are latest values
computed by LanTraffic V2 for the line.

Connection #nn (TCP or UDP or ICMP) END: This indicates the end of traffic for the
connection #nn. Numerical values are latest values computed by LanTraffic V2 for the
line.

Additional mark for TCP, UDP or ICMP disconnection events

Connection Cnx #n (TCP or UDP or ICMP) ERROR: This mark indicates the reason of the
disconnection if this one is not produced by the click on the stop button or the scheduled
end of the traffic generation (due to the generator parameters, for example: Number
packets to send = 1000). When this mark is included in the Sender traces, the numerical
values are replaced by the error message returned by LanTraffic V2.

Idle connections
When the connection is idle, the numerical values are set to 0 for “Tx Throughput”, “Rx
Throughput”, “Tx Volume”, “Rx Volume”, “Tx Packets” and “Rx Packets” columns.

Conventions

“Volume to send” and “Remaining Volume” are filled with the “N/A” symbol when the
generator is not configured with “File to send”.

“Seq. Num. Errors”, “Jitter” and “RTT” are filled with the “N/A” symbol until one “RTT”
header is found in the received data by the Sender part.

“Tx Packets”, “Rx Packets”, “Tx Pkts Throughput” and “Rx Pkts Throughput” are filled with
the “N/A” symbol when the protocol used for the concerned connection is not UDP.

When a connection is using ICMP protocol, all statistics are filled with the “N/A” symbol,
except “RTT”, “Seq. Num. Errors”, “Tx Packets” and “Rx Packets”.

10.4.2.3.2 Export Sender file sample

In the following example, 3 connections (#01, #02 and #16) have been selected for the
local Sender with 8 parameters exported: Tx (Transmit) Packets, Tx (Transmit)
Throughput, Tx (Transmit) Volume, Rx (Receive) Packets, Rx (Receive) Throughput, Rx
(Receive) Volume, RTT and Seq. Num. Errors (Sequence Numbering errors):

- Connection #01: Protocol = UDP & Traffic Generator type = Packets generator
[Size Packet = 1460, Inter Packet Delay = 20, RTT option = No, Number of
packets=10000]

- Connection #02: Protocol = TCP & Traffic Generator type = Packets generator
[Size Packet = 1460, Inter Packet Delay = 20, RTT option = Yes, Number of
packets=10000]

- Connection #16: Protocol = TCP & Traffic Generator type = Packets generator
[Size Packet = 1460, Inter Packet Delay = 20, RTT option = Yes, Number of

packets=10000]

The remote Receiver has been configured with 3 enabled connections working in the
following modes:

- Connection #01: working mode = Absorber

- Connection #02: working mode = Echoer

- Connection #03: working mode = Absorber
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Parameters set in the General Parameters of the Configuration menu:

- Refresh time = 2 seconds
- Throughput sampling period =5 seconds
- Unit= kilobytes (kB) & kilobits per second (kb/s)

The 3 connections are started all together; and then the connections #01, #02 and #16 are
stopped manually.

Starting session 12/26/2007 at 14:51:11.765 (UTC Time)
LanTrafficV2 Sender

TX TX TX Rx Rx Rx RTT Seq.

Connection #i (Protocol) Date Time Throughput Volume Packets | Throughput Volume Packets (ms) Num.
(kb/s) (kB) (Pkts) (kb/s) (kB) (Pkts) Errors

Connection #01 (UDP)
START 12/26/2007 | 14:51:11.781 0.00 0.00 0 0.00 0.00 0 N/A N/A
Connection #02 (TCP)
START 12/26/2007 | 14:51:11.843 0.00 0.00 N/A 0.00 0.00 N/A 0 0
Connection #16 (TCP)
START 12/26/2007 | 14:51:11.843 0.00 0.00 N/A 0.00 0.00 N/A 0 0
Connection #01 (UDP) 12/26/2007 | 14:51:12.531 66.16 48.48 34 0.00 0.00 0 N/A N/A
Connection #02 (TCP) 12/26/2007 | 14:51:12.531 63.88 44.20 N/A 0.00 0.00 N/A 0 0
Connection #16 (TCP) 12/26/2007 | 14:51:12.531 63.88 48.48 N/A 63.88 45.63 N/A 7 0
Connection #01 (UDP) 12/26/2007 | 14:51:14.546 289.72 186.78 131 0.00 0.00 0 N/A N/A
Connection #02 (TCP) 12/26/2007 | 14:51:14.546 292.00 186.78 N/A 0.00 0.00 N/A 0 0
Connection #16 (TCP) 12/26/2007 | 14:51:14.546 292.00 186.78 N/A 292.00 186.78 N/A 5 0
Connection #01 (UDP) 12/26/2007 | 14:51:16.546 517.84 329.36 231 0.00 0.00 0 N/A N/A
Connection #02 (TCP) 12/26/2007 | 14:51:16.546 517.84 329.36 N/A 0.00 0.00 N/A 0 0
Connection #16 (TCP) 12/26/2007 | 14:51:16.546 520.13 329.36 N/A 520.13 329.36 N/A 5 0
Connection #01 (UDP) 12/26/2007 | 14:51:18.531 568.03 474.79 333 0.00 0.00 0 N/A N/A
Connection #02 (TCP) 12/26/2007 | 14:51:18.531 568.03 473.36 N/A 0.00 0.00 N/A 0 0
Connection #16 (TCP) 12/26/2007 | 14:51:18.531 568.03 473.36 N/A 568.03 471.93 N/A 4 0
Connection #01 (UDP) 12/26/2007 | 14:51:20.531 568.03 614.51 431 0.00 0.00 0 N/A N/A
Connection #02 (TCP) 12/26/2007 | 14:51:20.531 568.03 620.21 N/A 0.00 0.00 N/A 0 0
Connection #16 (TCP) 12/26/2007 | 14:51:20.531 568.03 615.94 N/A 568.03 615.94 N/A 5 0
Connection #01 (UDP) 12/26/2007 | 14:51:22.531 568.03 759.94 533 0.00 0.00 0 N/A N/A
Connection #02 (TCP) 12/26/2007 | 14:51:22.531 565.75 759.94 N/A 0.00 0.00 N/A 0 0
Connection #16 (TCP) 12/26/2007 | 14:51:22.531 568.03 759.94 N/A 568.03 759.94 N/A 7 0
Connection #01 (UDP) 12/26/2007 | 14:51:24.531 570.31 905.37 635 0.00 0.00 0 N/A N/A
Connection #02 (TCP) 12/26/2007 | 14:51:24.531 570.31 903.95 N/A 0.00 0.00 N/A 0 0
Connection #16 (TCP) 12/26/2007 | 14:51:24.531 570.31 899.67 N/A 568.03 898.24 N/A 7 0
Connection #01 (UDP) 12/26/2007 | 14:54:26.687 568.03 13864.30 9724 0.00 0.00 0 N/A N/A
Connection #02 (TCP) 12/26/2007 | 14:54:26.687 570.31 13868.57 N/A 0.00 0.00 N/A 0 0
Connection #16 (TCP) 12/26/2007 | 14:54:26.687 570.31 13877.13 N/A 568.03 13874.28 N/A 9 0
Connection #01 (UDP) 12/26/2007 | 14:54:28.687 570.31 14012.58 9828 0.00 0.00 0 N/A N/A
Connection #02 (TCP) 12/26/2007 | 14:54:28.687 568.03 14016.86 N/A 0.00 0.00 N/A 0 0
Connection #16 (TCP) 12/26/2007 | 14:54:28.687 570.31 14019.71 N/A 570.31 14016.86 N/A 9 0
Connection #01 (UDP) 12/26/2007 | 14:54:30.921 568.03 14166.56 9936 0.00 0.00 0 N/A N/A
Connection #02 (TCP) 12/26/2007 | 14:54:30.921 570.31 14170.84 N/A 0.00 0.00 N/A 0 0
Connection #16 (TCP) 12/26/2007 | 14:54:30.921 568.03 14175.12 N/A 570.31 14173.69 N/A 9 0
Connection #02 (TCP)
END 12/26/2007 | 14:54:32.078 568.03 14257.81 N/A 0.00 0.00 N/A 0 0
Connection #16 (TCP)
END 12/26/2007 | 14:54:32.531 524.69 14257.81 N/A 526.97 14257.81 N/A 9 0
Connection #01 (UDP) 12/26/2007 | 14:54:32.906 538.38 14257.81 10000 0.00 0.00 0 N/A N/A
Connection #01 (UDP)
END 12/26/2007 | 14:54:32.937 538.38 14257.81 10000 0.00 0.00 0 N/A N/A

10.4.2.4 Run the Unitary Mode
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LInitary Mode

Start #01
Start #02
Start #03
Start #04
Start #05
Start #06

et Start Al

Start &#14
Start #15
Start #16

HHHHHRAARHHHH

Connections

The unitary mode is chosen in the "Sender — Parameters" tab.
The unitary testing mode can be launched from the Unitary
Mode area as shown on the left side.

You can run or stop connections separately (by using the
command buttons 'Start #nn' or 'Stop #nn'), or all together
(‘'Start All Connections' or 'Stop All Connections’).

Tooltip to get a summary of connection parameters:

You can view a summary of the main parameters of a
connection when moving the mouse over the 'Start #nn' button,
then a tooltip is displayed:

1

I Unitary Mode
R T T Phts
Throughput Throughput Throughput
2.03Mbfs 506 Mbis 4942 pis Stop #01

Connection #01

IP Address or Host Name: remoteGX280.net.eth0

IP Address after resolution: 192.168.0.28 [IPv4)

IP ¥ersion: IPv4 automatically selected

Selected Interface: Interface chosen by the system [IPv4 and IPv6 available
Protocol: UDP

Tx Pkts=2,503,289 Bytes=320,420,992

Fx Pkts=502,656 Bytes=128.679,936

T T —
Tab 2 “Sender - Traffic + Statistics”— Connection summary

The “Sender — Traffic + Statistics” summary tooltip displays:

e The connection number

The IP address or Host Name entered by the user

The IP address in numerical format after resolution

The IP version

The interface used

The protocol selected.

The number of packets and the number of bytes for
each direction
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To carry out the unitary testing session:

1. In Tab 2: “Sender Traffic + Statistics”
= If the Sender connections are active, stop all running connections by pressing the
“Stop All Connections” button.

2. In Tab 1: “Sender Parameters”
= Select the Unitary Mode.

3. In Tab 1: “Sender Parameters”
= If necessary, configure the unitary parameters of each connection by pressing the
“‘Parameters #n” button.

4. In Tab 2: “Sender Traffic + Statistics”
= Press the “Start all Connections” button to start all connections together or press
the “Start #nn” buttons to start connections one by one.

10.4.2.5 Run the Automatic Mode

Automatic Mode

Start All

Connections

The Automatic mode is chosen in the "Sender — Parameters"
tab.

The automatic testing mode can be launched from the
Automatic Mode area as shown on the left.

In this area, there are two buttons to start and stop all enabled
connections: 'Start All Connections' and 'Stop All Connections'.

To carry out the automatic testing session:

1

In Tab 2: “Sender - Traffic + Statistics”

= If the Sender connections are active, stop all running
connections by pressing the “Stop All Connections”
button.

In Tab 1: “Sender - Parameters”
= Select the Automatic Mode.

In Tab 1 “Sender - Parameters”:

= If necessary, configure the automatic parameters by
pressing the “P]” button and enable or disable
connections by using the ON/OFF combo box.

In Tab 2: “Sender - Traffic + Statistics”:
= Press the “Start All Connections” button to start all
enabled connections.
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10.5 The Receiver part

The Receiver part allows receiving UDP or TCP traffic following five different working
modes: 'Absorber’ or '‘Absorber File', 'Echoer' or 'Echoer file', and 'Generator".

Receiver - Parameter + Statistics tab

By using this tab, you can:
e Configure up to 16 connections in order to receive some traffic from one or several

remote Senders,
e Configure the receiving working mode for each connection,
e Select the statistics to display (5 among 13 parameters) and save it into a file.

The tab is divided in four areas: ‘Listening To ...

Mode’ and ‘Statistics’.

, 'Coming From ...

, receiving 'Working

Sender—Parameters] Sender - Traffic + Statistics Receiver - Traffic + Statistics lThroughputGraphics

Connection #02 | | | 2009

|TcP ||| | ANY_ADDRESS

Connection #03 | ¥ | 2009

|TcP ||| | ANY_ADDRESS

Connection #04 | _* | 2009

|TcP ||| | ANY_ADDRESS

Connection #05 | | 2009

|TcP x| || ANY_ADDRESS

Connection #06 | _*| | 2009

|TcP ||| | ANY_ADDRESS

Connection #07 | | | 2009

|TcP ||| | ANY_ADDRESS

Connection #08 | _* | 2009

|TcP ||| | ANY_ADDRESS

Connection #09 | _* | 2009

|TcP ||| | ANY_ADDRESS

Connection #10 | | | 2009

|TcP ||| | ANY_ADDRESS

Connection #11 | _# | 2009

|TcP ||| | ANY_ADDRESS

Connection #12 | | 2009

|TcP ||| | ANY_ADDRESS

Connection #12 | | 2009

|TcP ||| | ANY_ADDRESS

Connection #14 | | | 2009

|TcP ||| | ANY_ADDRESS

Connection #15 | | 2009

|TcP ||| | ANY_ADDRESS

Connection #16 | _* | 2009

|TcP ||| | ANY_ADDRESS

[Absorber | #02
[Absorber =] #03
[Absorber | #04
[Absorber ] #05
[Absorber | #06
[Absorber =] #07
[Absorber | #03
[Absorber =] #09
[Absorber | #10
[Absorber =] #11
[Absorber | #12
[Absorber =] #13
[Absorber | #14
[Absorber =] #15
[Absorber | #16

Listening To ... Coming From ... ‘Working Mode Statistics (based on application data)
Rx Rx Tx Tx
Port, Protocol, | Remote IP Address or Host Name o Throughput Volume Throughput Volume Jitter
Connection#01 | *| [ 2000 [TCP ||| ANY_ADDRESS |absorber | #01

Start Receiving

= Choose Columns
Exportis disabled Traffic

Farameters Reset Display

Export Statistics into a File ‘ ‘

Tab 3 “Receiver - Traffic + Statistics”

10.5.1 Duplicate parameters of a connection onto others

In order to facilitate input of the parameters for a connection, a copy/paste function for all
parameters of a connection is available (identical to the copy/paste function for the Sender
part — see 10.4.1.1.4).

This function is not available when the canonical IP address cannot be translated in
numerical format.

Duplication of connection parameters doesn’t copy the interface information. When you
copy a connection to another one, the IP address translation function is started.
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10.5.2 Listening To ...

In this area, you configure each receiving connection with the following parameters
corresponding to the connected sender from which connections are received:

Network interface selection The black arrow has two purposes:
and IP version | e To display a summary of the connection parameters

e To select the network interface and the IP version for
a connection.

Port The port number is limited to 65,535.
By default, the entered port number is 2009.
In case of invalid value, the value becomes red.

Protocol TCP or UDP protocol (default = TCP protocol).
10.5.2.1 Summary of the connection parameters

When you move the mouse over the black arrow, a popup window - called a tooltip, is
displayed.

Listening Ta .. Caming Frorm ... Wiarkineg

Fort . Frotocol,| Remote P Address or Host Mame o

Connection#01 | || 2009 |TcP || [ANY_ADDRESS Absarhe

Cannection 202 | |Click to select the network interface and IP Version to use with the connection #01

Connection #03 | _[Connection #01
I Address or Host Mame: AMNY_ADDRESS

Connection 204 | _[IF Address after resolution: 255,255,255, 255 (IPw4)
IP Version: IPv4 automatically selected
Connection 205 | _[5elected Interface: Intetface chosen by the system (IPw4 and IPvG available)

Receiver connection tooltip

The tooltip for the Receiver connection includes 5 items:

e The first item is the connection number the tooltip refers to.

e The next item is the IP address or Host Name defined by the user.

e The next item is the IP address translated when IP Translation address has
succeeded e.g., the address is not NO_ADDRESS or 0.0.0.0.

e The nextitem is the IP version currently selected.

e The last item is the interface name selected. The name displayed is the name of the
connection presented in the “Settings/Network and Dial-up Connections” Start
menu of the operating system (Default is “Interface chosen by the system”).
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10.5.2.2 Select the network interface, IP version and local IP address
When you click on the black arrow, the following window is displayed:

LanTraffic V2 - Local IP Address and IP Version selection for connection #01

= Select an Interface in the List below.
Intel Ermbedded (IPwd Addre 92 162.1.100 - |PvE A

Mote: IPvE is only available with Windows <P and later.

— Select an |P Verzsion
Selectthe IP Version to use on this connection or let LanTraffic ¥2 choose the IP Wersion automatically regarding the address resolution result.
Inthis case, ifthe resolution process returns two addresces, one in IPv4 and one in IPvE, the IPvd address is chosen by default

¢ Use IPv4 only ~ Use IPYE only + Automatically selected @

- Selection of IP Address on Multihomed | nterface

Select IP Address IPv4 Address selected: 192.168.1 100 @

o @)

Current Parameters of thiz Connection

IP Address or Host name: ANY_ADDRESS
IP Address after Resolution: 255.255.255 255 (IPv4) @
IF Version: IPv4 automatically selected

Selected Interface: Intel Embedded (IPv4 Address: 192 168.1 100 - IPv6 Address: feB0::211:43f1.fed4c:6290)

oK ‘ Cancel | Help |

Network interface, IP version and IP local address for a Receiver connection

(1) The network interface selection is optional. It is used to select the IPv6 or to force
connections to be established using a specific interface.

e By default:

= The IP version is automatically selected by LanTraffic V2 regarding the
destination address or host name specified on the “Receiver —Traffic +
Statistics” tab (see below). By default, NO_ADDRESS is an IPv4 address.

* The IP stack resolves the interface selection to send packets to the remote.
The IP stack uses the destination IP address to select the correct interface.
IP address and netmask related to each interface are checked against the
remote IP address to reach. When an interface that matches the remote IP
address is found, it is used. To understand how the IP stack selects the
interface, you may enter ‘route print’ console command to list the interface
order, the IP address and the network address mask.

e You can select one interface from the list of connected interfaces. LanTraffic V2
will only use the selected interface to translate the IP address and to make a
connection. You must select the interface compatible with the remote IP address
you want to reach. When the IP address translation failed, current connection
parameters area is updated as follows:

— Current Parameters of this Connection

IP &ddress or Host name: Invalid Source IP Address or Host Name

IF Address after Resolution: Unspecified

IF Version: IPv4 automatically selected

Selected Interface; Default: Interface chozen by the system (IP¥4 and IP¥E available)

e Interface types are restricted: only Ethernet and PPP are listed. A PPP interface
should be in the connected state to belong to the interface list.
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(2)

3)

The IP version selection is available:

e with all Windows

e you can allow LanTraffic V2 to choose automatically the good IP version
regarding the address or host name resolution result. If a canonical name
corresponds at the same time to an IPv4 and IPv6 addresses, LanTraffic V2
chooses the IPv4 address. In this case, to use the IPv6 address, you should
select the use of IPv6 only (Use IPv6 only).

If you have selected an IP version, the IP address translation (see 10.4.1.1.3) uses

the current selected IP version to get the IP address numerical form.

Select IP address is available when multiple IP addresses are attached to the
network interface. This interface configuration is also known as ‘multihomed’
interface. The selection of a Source IP address is generally not required: LanTraffic
V2 uses the default IP address of the interface to establish connections.

It may be useful when routing priority or policy is defined.
Example of an IP address selection for a multihomed interface:

LanTraffic ¥2 - Select an IPv4 Address for this Multihomed Interface

Select an IPv4 Address

IPv4 Addresses: |192.168.D.45 j
192 168.0.46

Ok Cancel

Select IP address is not available if the default interface ‘Interface chosen by the system’ is
selected.

Specification of the local source port number is disabled in the receiver
Interface configuration because the source port number and the destination port
number are generated by the remote as the originator of the connection.

Current parameters of this connection area are an abstract for the connection. It
summarizes the IP address, the numerical IP address format, the IP version and the
interface selection.

e The source port used is dynamically updated with the user selection.

e The IP addresses are static. The IP address translation will process only when
you click on OK.

e The IP version field is dynamically updated with the user selection.
e The current interface is dynamically updated with the user selection.

When you click on the OK button, if the interface selected or IP version has changed,
the IP address translation is automatically started. It may be time consuming.
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So, you can configure various incoming connection criteria:

e Interface: you limit a connection to a specific Interface or let the Operating System to
return connections from any interfaces.

e [P version: when an Interface offers the two IP versions, you can select the IP version
expected or not. By default, the automatic selection is activated.

e When multiple IP addresses are attached to one interface, you should select the
destination IP address the incoming connection should refer to. By default, the first IP
address returned by the system is selected.

10.5.2.3 Port floating menu

When the mouse is located on the ‘Port’ text area, the color changes to white and the
following tooltip is displayed:

Listening To ... Coming From ...

Frotocol | Remote IP Addre

Connection 201 | | ED1CIi|:k to change the port number Easilyh

Click on the left mouse button to display the four items menu as following:

Listening To ... Coming Frorm ...

Protornl |l Remnte IP Address or Host Mame
Increase TCP Parks anly (Fram First TCP Conneckion)
ﬂ 200

Connection #01 Decrease TCP Porks anly (Frarm First TCP Connection)

Connection#02 | | 20C Increase UDP Parks only (From First UDP Connection)
Connection #03 ﬂ anpg  Decrease UDP Ports only (from first LUDP Connection)

e ﬂ anpg  Increase all Parts (from Connection #01)
= Decrease all Porks (From Connection #0173
—~ ‘- e - % lnln

With this menu, you can:
e Set the port number increasingly or decreasingly for all TCP connections, based on
the port number of the first TCP connection,
e Set the port number increasingly or decreasingly for all UDP connections, based on
the port number of the first UDP connection,
e Set the port number increasingly or decreasingly for all connections, based on the
port number of the first connection without taking into account the protocol in use.
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10.5.24 Protocol floating menu

When the mouse is located on the ‘Protocol’ text area, the color changes to white and the
following tooltip is displayed:

Listening To ... Coming From ...

Part . Remote IP Address or Host Mame o

Connection 201 | | 2015 |TCF' |Cli|:k to select the same protocol for all connections

Click on the left mouse button to display the short menu as below:

Listening To ... caming Frarm ...

F'EII‘T [ T P | e e i l_lﬁi'\-t
Select TCP for all Connections

connection #01 | | 2009 |TCP Select UDP For all Connections
Select SCTP for all Conneckions
Connection#0z | | | 20098  |Top e =

This menu helps to set the same protocol for all connections.

10.5.3 Coming From ...

Remote IP address or Enter the IP address (numerical format) or Host Name
Host Name: (canonical format), with the help of AutoComplete when
active.

By default, the value is ANY_ADDRESS (This address is a
mask to accept connection from any source address. It
applies on both IPv4 and IPv6).

10.5.3.1 IP address floating menu

When the mouse is located on the ‘IP address’ text area, the color changes to white and
the following tooltip is displayed:

Coming From .. Warking Mode Star

re
Copy the IP Address from Connection #01 to all Connections |

| I anTraffsilrd CandAF T ~RhAanAr b e TETT T

Click on the left mouse button to display the short menu as below:
Coming From ... Warking Mode St

Copy the IP Address from Connection #01 to all Connections |
ARIW AT OO AR R SR -— T

With this function, the IP Address field from connection #01 is copied out on all
connections from #02 to #16.
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10.5.3.2 IP Address translation mechanism

LanTraffic V2 tries to translate — e.g. to resolve - the IP address from a canonical to a
numerical format. This operation is called the IP address translation mechanism. When the
‘IP Address or Host Name’ field or Interface parameters changes, when you move from ‘IP
Address or Host Name’ field to another field, to another tab, when the Enter key is pressed
or when the Interface parameters change, all these actions start the IP address translation
function.

Because the IP address translation mechanism is CPU consuming, you should be careful
when using IP canonical addresses. CPU consumption depends on the DNS answer
speed, the number of DNS configured and the network load when the DNS request is sent.

If the network environment changes — e.g. a nhew DNS has been defined - you should
press the Enter key in the ‘IP Address or Host Name’ field to force LanTraffic V2 to restart
the translation mechanism for this connection.

When the IP address translation failed, the IP address is written in red on a white
& background. This connection cannot be started: the “Run” button in the ‘Sender — Traffic
+ Statistics’ tab is grayed.

To summarize, the IP address translation mechanism is activated when:
- the focus leaves the ‘ IP Address or Host Name’ field,
/Q - another tab is selected,
- you duplicate parameters from one connection to another,
- you change the Interface parameters,
- acontext file is loaded.
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10.5.4 Working Mode

LanTraffic V2 offers five different active working modes for the Receiver part: 'Absorber’,
'‘Absorber file', 'Echoer’, 'Echoer File', ‘Generator'. A ‘Disable’ (or inactive) mode is also
available.

10.5.4.1 Absorber mode
With this working mode, data received by LanTraffic V2 is used for statistics only.

LanTraffic V2 Connection #n LanTraffic V2
Local Sender » Remote Receiver (absorber mode)
(no specific treatment for each received IP packet)

10.5.4.2 Absorber File mode
When a receiving connection is operating in the Absorber File mode, the Receiver will
save the received data in a file. The name of the file must be entered in the Filename field.
A 'Browse' button allows selecting the file easily.
LanTraffic V2 Connection #m LanTraffic V2

Local Sender » Remote Receiver (absorber file mode)
(each received IP packet is saved in a file)

—

10.5.4.3 Echoer mode (with TCP and UDP only)

When a receiving connection is operating with the echoer mode, the received data are
sent back to the Sender.

. Connection #p LanTraffic V2
%fflcd\& < Remote Receiver (echoer mode)
Local Sender (each received IP packet on the connection is

sent to the transmitter)
With UDP protocol, echoer mode is available only if a connected sender IP address is
specified.

Echoed data can be saved into a file on the remote Sender via
the “Sender - Parameters” tab.

10.5.4.4 Echoer File mode (with TCP and UDP only)

When a receiving connection is operating in this mode, the received data are sent back to
the Sender and saved into a file. The name of the file must be entered in the Filename
field. A 'Browse' button allows selecting the file easily.

. Cornection & q LanTraffic V2
LanTraffic V2 < * Remote Receiver (echoer file mode)
Local Sender (each received IP packet on the connection

is sent to the transmitter and saved in a file)

™0
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10.5.45 Generator mode (with TCP and UDP only)
This mode is displayed as '‘Generator’ in the combo-box.

LanTraffic V2
[ anTraffic V2 1P fiaw 1 w Remote Receiver (absorber + generator mode)
Local Sender Commection # (this mode allows dissymmetrical IP flows: IP fowT is
4 absorbed by the remote receiver,
1P faw 2 The remote receiver generates IP flow?2

wihen the first UDP packet is received or wien the
TCP connection is established).

Properties of the IP flow 1 are defined at the LanTraffic V2 Local Sender level and each
IP packet received by the remote Receiver module is used to compute statistics only.

Fort . FProtocol, || Remote [P Address or Host Mame o

Connection#01 | | [2009  [TcP | ||ANY_ADDRESS \Absorber Gen | Param. | #01

When you select the “Generator” mode for a connection (#01 in the example above), a
'‘Param.' Button is displayed in order to specify the traffic parameters generated by the
‘Remote Receiver’ entity (i.e. IP flow 2).

When the 'Param.' Button is pressed, a “LanTrafficV2 - Traffic generator parameters in
unitary testing mode” window is displayed (the same as Sender part — configure unitary
testing mode).

So you can input parameters you like for this IP flow 2 (for example, generate 10,000
packets with a mean throughput of 250 Kbps).

For a TCP connection, IP flow 2 is generated as soon as the TCP connection will be
established between the ‘Local Sender’ and the ‘Remote Receiver modules. It stops when
‘Local Sender’ stops the connection or at the end of the ‘Remote Receiver Traffic
generator.

For a UDP connection, IP flow 2 is generated as soon as the ‘Remote Receiver receives
the first UDP packet. It stops when the traffic from the ‘Local Sender’ is void during 5
seconds (default value) or at the end of the ‘Remote Receiver’ Traffic generator.

10.5.4.6 Disable mode

When this mode is selected for a connection, LanTraffic V2 does not establish the
connection. The disabled connections are grayed when you start generating traffic.
Statistics fields of disabled connections are filled with the following message: “Connection
has been disabled”.
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10.5.5 Statistics

By using the "Choose Columns" button at the

Choose Cnlumns| )
bottom, you can select the parameters to display.

Up to 5 parameters can be simultaneously displayed among 13 parameters described later
in this paragraph, and at least one parameter must be selected.

These statistics are computed at the application level (and based on application data sent
or received). No MAC, IP and TCP/UDP headers and trailers are considered.

To reset the statistics displayed, you can use the 'Reset Display' button at any time.

The "N/A" (Not Applicable) mention can be displayed instead of a value in the cell of the
statistics table if the parameter cannot be calculated.

Statistics (based on application data)
R Rx Plts RFx Seq. Mum.
Packets ThroughputThroughput — Jitter Errors

2769 p 47 pls| 536 Kbis MIA MIA
1044 p MIA 1.03 Mb/s 0ms o

If a problem is detected for a connection, a warning message is displayed.

Example:
e Problem: disconnection due to TCP inactivity (cf. registry). The Receiver has ended the TCP
connection because no data has been received (timeout defined with the TCPINACTIVITY
parameter of LanTraffic V2 in the registry).

Statistics (based on application data)
Rx Rx Pkts R Seq. Mum.
Packets ThroughputThroughput — Jitter Errors

R24p 46 p/s| 525 Khis A TE
Problem: disconnection due to TCP inactivity {cf registry).
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10.5.5.1 List of the 13 statistic parameters calculated for the Receiver

Sending statistics

Tx Packets (Tx = Transmit) is the number of packets that LanTraffic V2 has
sent since the connection is started. This value is only available with UDP
connections;

Tx Pkts Throughput (Tx = Transmit) is the mean number of packets that
LanTraffic V2 is sending per second. This value is only available with UDP
connections.

The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

Tx Throughput (Tx = Transmit) is the mean throughput of data sent.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

Tx Volume (Tx = Transmit) is the number of bytes that LanTraffic V2 has sent
since the connection is started.

Tx Packets

Tx Pkts Throughput

Tx Throughput

Tx Volume

Receiving statistics

Rx Packets (Rx = Receive) is the number of packets that LanTraffic V2 has
received since the connection is started. (UDP only)

Rx Pkts Throughput (Rx = Receive) is the mean number of packets that
LanTraffic V2 is receiving per second. This value is only available with UDP
connections.

The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

Rx Throughput (Rx = Receive) is the mean throughput of data received.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

Rx Volume (Rx = Receive) is the number of bytes that LanTraffic V2 has
received since the connection is started.

Rx Packets

Rx Pkts Throughput

Rx Throughput

Rx Volume

Other statistics

'‘Data Not Echoed' is the number of bytes that the Receiver couldn't echo. This
value is only available if the Receiver works in the Echoer mode.

Jitter is the mean variation of delays on packets received. This value is only
available when RTT option is selected (on the remote Sender: see Traffic
Generator Parameters). This value corresponds to the one-way variation mean
only.

‘Remaining Volume' is the number of bytes that LanTraffic V2 has still not sent
yet. This information is only available for two Traffic Generator types
(Mathematical Law and File to Send).

'‘Seq. Numb. Errors' (Sequence Numbering Errors) is the sum of the Out Of
Sequence packets number (OOS) and the number of lost packets. This value is
only available if the RTT option is selected (on local Sender: see Traffic
Generator Parameters) and if the working mode of the remote Receiver is
Generator or Echoer.

‘Volume To Send' is the number of bytes that "LanTraffic V2 should send. This
information is available for two Traffic Generator Types only (Mathematical law
and File to Send).

Data Not Echoed

Jitter

Remaining Volume

Seq. Numb. Errors

Volume To Send
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By pressing the 'Start Receiving Traffic' button, all connected sender information and
working mode information are grayed,

Disabled connections statistics fields are empty on gray background,

UDP enabled connections statistics fields are filled with “00” value on white background,
TCP connections statistics fields are empty on white background (they will be filled only
when the connection is established).

By pressing the 'Stop Receiving Traffic' button, statistics fields are cleared up,
connected sender and working mode parameters become available. This button also
stops the Receiver statistics exported into a file.

By pressing the 'Reset Display' button, the statistics displayed are reset. The Receiver
statistics displayed can be reset at any time.

10.5.5.2 Statistic summary on the Receiver tooltip

By moving the mouse over the button located in the Working Mode area, you can get
details statistics for the current connection:
Working Mode Statistics (based on application data)
R Fx Pkts Tx Tx Pkts
Throughput Throughput Throughput Throughput

|G.3|'|.3r;31.3r Param. |#01

|Generat-:|r Param. | #02

Absarber J Browwis e |:E|‘|‘1

507 Mbls 4947 pis  1.99 Mbis 971 pis

Connection #02

Traffic Generator Parameters

Tx Phts=1,007 833 Bytes=258,005,248
Rx Pkts=4,972 291 Bytes=636,453,248

Apsorper | Browse | #06

Absarber

Absorber

K

The “Receiver — Traffic + Statistics” summary tooltip displays:
e The connection number
e The current Working Mode
e The number of packets and the number of bytes for each direction
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10.5.6 Export Statistics into a File

To export all or part of statistics into a file, click on the 'Parameters' button when enabled
(i.e. if the Receiver is not active):

Export Statistics into a File When no parameters are defined, the state is:

Parameters Exportis disabled Export is disabled

Then a new window allows defining parameters for the export process:

e Enable or disable the export process,

e The filename (.log extension) of the export file,

e The maximum size of the export file (when the maximum size of the file is reached,
statistics are not saved anymore),

e The identification of the needed connections,

e The parameters to export (up to 13).

LanTraffic V2 - Export Receiver Statistics (Application Level)

Export Statistics

When the export of statistics is enabled, LanTraffic W2 writes the selected statistics of selected connections in the file,
The writing operation happens as soan as the connection is estahlished. New statistics values are written at Refesh
Time rate until the connection is finished. For UDP connections, statistics are written until the Receiver is stopped.

[v Enable the export of Receiver statistics

Filename: | Save_Receiver_Stats.Log Browse

FParameters to export

1R T (] 2 S L | 1o Sending Statistics Receiving Statistics
; [w T Throughput v Rx Throughpuat
Lonnestions to export [w T Fkts Throughpot v R Phkts Thraughpot
Al | Mane | [ TwVolume [ RxVolume
Connections Subget [T Tx Packets [T RxPackets
M1 o5 [ 9 [~ 13 Other Statistics
Wz [ 6 [ 10 [ 14 v Data Mot Echoed [~ Jitter
M3 7 11 T 15 v Remaining volume [~ Seq. Mum. Errors
4 T8 112 [ 18 [~ Wolume To Send

QK | Cancel ‘ Help ‘

Then press OK to validate, and a new state is displayed:

Export Statistics into a File When parameters have been defined and the
Exportis enabled export process is enabled, the state is:
Export is enabled

p Do not specify the same filename to save statistics for the Sender and the Receiver parts;
if you do so, a warning message is displayed.

The statistics file is updated with the same refresh period than the statistics displayed. A
special mark is added to keep special TCP or UDP events e.g. Begin and End of sending
traffic. When you reset statistics, the displayed values and the exported values are reset.
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Statistics are saved into the file as soon as the 'Start Receiving Traffic' button of the
Receiver has been pressed and the 'Export is running’ state is displayed:

Export Statistics into a File

I:l Exportis running

When the 'Start Receiving Traffic' button of the Receiver has been pressed, then the
export process is automatically suspended and the following idle state is displayed:

Export Statistics into a File

{Farameters Export is enabled

...........................................

10.5.6.1 Receiver statistics file format

The Receiver statistics file is formatted line by line as follows:

First line: Starting session MM/DD/YYYY at HH:MM:SS.mmm (UTC time)
Second line: LanTrafficV2 Receiver
Third line: this line contains the labels of columns

Connection #nn (Protocol) Date Time Parameter i Parameter j Parameter ...

with

- nnis the number of the connection

- Protocol is UDP or TCP,

- Date (MM/DD/YYYY)

- Time (HH:MM:SS.mmm) UTC time

- Parameter i, Parameter j ... are the statistics chosen by the user (up to 13 parameters
can be selected)
Example: Parameter i = Tx (Transmit) Throughput, Parameter j = Tx (Transmit) Packets

Next lines: numerical values

Connection #nn (Protocol) MM/DD/YYYY | HH:MM:SS.mmm | nnn.nn | nnn.nn

Additional marks for TCP and UDP connection events
Connection #nn (TCP or UDP) START: This indicates for the connection #nn (nn: from 01
to 16): - UDP connection: ready to receive traffic.
- TCP connection: beginning of receiving traffic
Numerical values are latest values computed by LanTraffic V2 for the line.

Connection #nn (TCP or UDP) END: This indicates the end of traffic for the connection
#nn. Numerical values are latest values computed by LanTraffic V2 for the line.

Additional mark for TCP or UDP disconnection events

Connection #nn (TCP or UDP) ERROR: This mark indicates the reason of the
disconnection if this one is not produced by the click on “Stop receiving” button or the
normal shutdown of the traffic generation (due to the remote generator parameters, for
example: Number packets to send = 1000). When this mark is included in the Receiver
traces, numerical values are replaced by the error message returned by LanTraffic V2.
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Idle connections

When the connection is idle, numerical values are set to 0 for “Tx Throughput” and “Rx
Throughput”.

“Tx Volume”, “Rx Volume” and “Data Not Echoed” columns are zeroes if the selected
protocol is TCP. The UDP connection remains active until the Receiver is stopped: latest

values remain displayed and exported too.

Conventions

“Volume to send” and “Remaining Volume” are filled with the “N/A” symbol when the
generator is not configured with “File to send”. “Seq. Num. Errors” and “Jitter” are filled
with the “N/A” symbol until one “RTT” header is found in the received data by the Receiver
part.

“Tx Packets”, “Rx Packets”, “Tx Pkts Throughput” and “Rx Pkts Throughput” are filled with

the “N/A” symbol when the protocol used for the concerned connection is not UDP.

10.5.6.2 Export Receiver file sample

In the following example, 3 connections (#01, #02 and #03) have been selected for the
local Receiver with 5 parameters exported: Rx (Receive) Throughput, Rx (Receive) Pkts
(Packets) Throughput, Rx (Receive) Packets, Jitter and Seq. Num. Errors (Sequence
Numbering errors):

- Connection #01: Protocol = TCP & Working Mode = Absorber
- Connection #02: Protocol = TCP & Working Mode = Absorber
- Connection #03: Protocol = UDP & Working Mode = Absorber

The remote Sender has been configured with 3 connections:

- Connection #01: Protocol = UDP & Traffic Generator type = Packets generator
[Size Packet = 1460, Inter Packet Delay = 20, RTT option = No, Packets Number =
1000]

- Connection #02: Protocol = TCP & Traffic Generator type = Packets generator
[Size Packet = 1460, Inter Packet Delay = 20, RTT option = Yes, Packets Number =
1000]

- Connection #03: Protocol = TCP & Traffic Generator type = Packets generator
[Size Packet = 1460, Inter Packet Delay = 20, RTT option = Yes, Packets Number =
1000]

Parameters set in the General Parameters of the Configuration menu:

- Refresh time = 2 seconds
- Throughput sampling period =5 seconds
- Unit= kilobytes (kB) & kilobits per second (kb/s)

First the local Receiver is started and then the 3 connections of the remote Sender are
started all together. Then the connections #01, #02 and #03 of the remote Sender are
stopped manually.
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Starting session 12/26/2007 at 16:26:10.500 (UTC Time)

LanTrafficV2 Receiver

) i . Rx Rx Pkts Rx Jitter Seq.
Connection #i (Protocol) Date Time Throughput | Throughput | Packets (ms) Num.
(kb/s) (Pkts/s) (Pkts) Errors

Connection #03 (UDP)
START 12/26/2007 | 16:26:10.546 0.00 0 0 N/A N/A
Connection #03 (UDP) 12/26/2007 | 16:26:10.609 0.00 0 0 N/A N/A
Connection #03 (UDP) 12/26/2007 | 16:26:11.437 0.00 0 1 0 N/A
Connection #01 (TCP)
START 12/26/2007 | 16:26:11.484 0.00 N/A N/A N/A N/A
Connection #02 (TCP)
START 12/26/2007 | 16:26:11.484 0.00 N/A N/A N/A N/A
Connection #01 (TCP) 12/26/2007 | 16:26:13.453 109.50 N/A N/A 0 N/A
Connection #02 (TCP) 12/26/2007 | 16:26:13.453 109.50 N/A N/A 0 N/A
Connection #03 (UDP) 12/26/2007 | 16:26:13.453 109.50 9 101 0 N/A
Connection #01 (TCP) 12/26/2007 | 16:26:15.453 337.63 N/A N/A 0 N/A
Connection #02 (TCP) 12/26/2007 | 16:26:15.453 337.63 N/A N/A 0 N/A
Connection #03 (UDP) 12/26/2007 | 16:26:15.453 337.63 29 201 0 N/A
Connection #01 (TCP) 12/26/2007 | 16:26:17.453 565.75 N/A N/A 0 N/A
Connection #02 (TCP) 12/26/2007 | 16:26:17.453 565.75 N/A N/A 0 N/A
Connection #03 (UDP) 12/26/2007 | 16:26:17.453 565.75 49 301 0 N/A
Connection #01 (TCP) 12/26/2007 | 16:26:19.437 574.88 N/A N/A 0 N/A
Connection #02 (TCP) 12/26/2007 | 16:26:19.437 574.88 N/A N/A 0 N/A
Connection #03 (UDP) 12/26/2007 | 16:26:19.437 572.59 50 401 0 N/A
Connection #01 (TCP) 12/26/2007 | 16:26:21.437 574.88 N/A N/A 1 N/A
Connection #02 (TCP) 12/26/2007 | 16:26:21.437 570.31 N/A N/A 0 N/A
Connection #03 (UDP) 12/26/2007 | 16:26:21.437 570.31 50 500 0 N/A
Connection #01 (TCP) 12/26/2007 | 16:26:23.437 574.88 N/A N/A 0 N/A
Connection #02 (TCP) 12/26/2007 | 16:26:23.437 574.88 N/A N/A 0 N/A
Connection #03 (UDP) 12/26/2007 | 16:26:23.437 572.59 50 597 0 N/A
Connection #01 (TCP) 12/26/2007 | 16:26:25.453 570.31 N/A N/A 1 N/A
Connection #02 (TCP) 12/26/2007 | 16:26:25.453 570.31 N/A N/A 0 N/A
Connection #03 (UDP) 12/26/2007 | 16:26:25.453 570.31 50 701 0 N/A
Connection #01 (TCP) 12/26/2007 | 16:26:27.453 574.88 N/A N/A 1 N/A
Connection #02 (TCP) 12/26/2007 | 16:26:27.453 574.88 N/A N/A 1 N/A
Connection #03 (UDP) 12/26/2007 | 16:26:27.453 572.59 50 801 0 N/A
Connection #01 (TCP) 12/26/2007 | 16:26:29.437 574.88 N/A N/A 1 N/A
Connection #02 (TCP) 12/26/2007 | 16:26:29.437 574.88 N/A N/A 1 N/A
Connection #03 (UDP) 12/26/2007 | 16:26:29.437 572.59 50 897 0 N/A
Connection #01 (TCP) 12/26/2007 | 16:26:31.453 570.31 N/A N/A 0 N/A
Connection #02 (TCP) 12/26/2007 | 16:26:31.453 570.31 N/A N/A 0 N/A
Connection #03 (UDP) 12/26/2007 | 16:26:31.453 570.31 50 1000 0 N/A
Connection #01 (TCP) END 12/26/2007 | 16:26:31.984 570.31 N/A N/A 1 N/A
Connection #02 (TCP) END 12/26/2007 | 16:26:32.000 568.03 N/A N/A 0 N/A
Connection #03 (UDP) 12/26/2007 | 16:27:45.437 0.00 0 1000 0 N/A
Connection #03 (UDP) 12/26/2007 | 16:27:47.437 0.00 0 1000 0 N/A
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10.6 The Throughput Graphics tab

This fourth tab allows the display of the throughputs for the Receiver and Sender parts,
and the configuration of the graphics display,

This tab is divided in three areas:

e the ‘Graphic area’ where curves are displayed (up to 16 curves simultaneously),
e the ‘Graphical Display’ object to select curves to display,

e and the ‘Display configuration’ object to change the scale parameter.

11280 Vil Graphical Display
L ST |- - ol " & Zender+ Recefer
100.00 kbls , | " Sender RGN
m‘fr o Il—"" JI_‘ " Receivar
75.00 khls '.\'J.U.HUJ"J.\.'M‘LIIP.'. WARRANL Y I.l.".\'J.l.".I.'J.'l‘l.'J.l.'J.I.').\".\'I.'F.I.'J.\".\".\'J.\'lh‘.l'l.| .I".l}.\‘l'ﬂ — _
& C
L

50.00 khis | #02 #10
----- o

25.00 kbis ‘
| I-
. { . | 05 #4
0.00 khis - -
One unitis 1 mn (Total time represented on the graphic: 11 mn) W #07 W #5
Display Configuration — #3 W oo Ll

Refresh time for the graphic display {1 to 60 seconds) | 2

Physical Link Throughput r
10 Mbis @ User-defined scale:
100 Mhis Minimum Yalue ifrom 0 to 999 994 kh/s): o Rz DRy
1 Ghis Maxirnurm Value (from 1 to 1,000,000 kb/sy: [ 125

This snapshot shows 6 curves for connections #01 up to #06 for the Tx (Transmit) part of the Sender.
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10.6.1 The Graphical Display object

Graphical display
{+ Sender+ Receiver

™~ Sender Help

) . . ) " Receiver
This object allows selecting curves to display

with three choices: — R

e Sender + Receiver: 16 connections for the
Sender + 16 connections for the Receiver -

-
e Sender
----- #1

The 'Reset Display' button allows clearing the
graphic display.

e Receiver

-

Reset display |

When you select ‘Sender + Receiver’, two curves are displayed:

Graphical display
Total Tx (green curve) represents ‘Total
LanTraffic V2 sending throughput’ = total
~ Help
Send?r Q sending throughput of the Sender + total
® [FECEEr echoing throughput of the Receiver.
- EEEE

Total RX (yellow curve) represents ‘Total
LanTraffic V2 receiving throughput’ = total
receiving throughput of the Sender + total

-
receiving throughput of the Receiver.

#14
#15

r

If the total LanTraffic V2 sending throughput and the total LanTraffic V2 receiving
throughput are equal, only the green line is visible. If the throughput is superior to the
values represented in the graph scale, a red line informs the user.
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When you select ‘Sender’ or ‘Receiver’, a choice is offered: ‘Tx’ (Transmit) or ‘RX’
(Receive) as shown below:

Graphical display For example, the user has selected ‘Tx’ for the

" Sender+ Receiver Sender part.

o Help . .
Sender 4 One or more connections can be selected (via

" Receiver the #i check box) and a colored curve is

displayed for each selected connection. Up to
16 connections can be displayed on the
graphic.

The check box ‘Sum of all connections’ allows
displaying a curve that is the throughput sum of
all connections (in the example above, sum of
all Transmit throughputs for the sender part).

o #0g [ == #16

[ Sum of all connections

So, you can see on the graph:

» for the Sender part:
= Transmit (Tx):
= 1 curve for each connection (up to 16 curves)
= 1 curve for the sum of all connections
= Receive (Rx):
= 1 curve for each connection (up to 16 curves)
= 1 curve for the sum of all connections

» for the Receiver part:
= Transmit (Tx):
= 1 curve for each connection (up to 16 curves)
= 1 curve for the sum of all connections
= Receive (Rx):
= 1 curve for each connection (up to 16 curves)
= 1 curve for the sum of all connections
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10.6.2 The Display Configuration object

Display Configuration
Refresh time far the graphic display {1 to 60 seconds) | 2
Physical Link Throughput

10 Mhis * Userdefined scale:
(100 Mhis Minimum Yalue (from 0 to 959 89599 kbis): 1]
™ 1 Ghis Maximurm Yalue (from 1 to 1,000,000 kbisy: | 125

Refresh time defines the time represented by one pixel on the graph. With value = 1, a
new point is drawn every second. In this case, the graph shows an approximately 3-mn
period.

Notice that LanTraffic V2 offers up to 3 hours historic: set Refresh time for graphic display
to 60.

You can configure the Physical Link Throughput: used as scale of the throughput graph:
10 Mb/s, 100 Mb/s, 1 Gb/s or any user-defined scale (limited to 1,000,000 in kb/s or to
1,048,576 Kib/s).
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Part 11 Command Line Parameters

LanTraffic V2 can be started by using a command line with parameters.

11.1 General rule
Parameters should be separated by a space. LanTraffic V2 is not case sensitive.

11.2 Commands available to start LanTrafficvV2

The commands below are only available for the first command line i.e. when no
LanTrafficV2 instance is running.

11.2.1 Context filename

The context filename is a set of parameters for LanTraffic V2. This set can be saved in a
file and reloaded later in such a way the user doesn‘t have to re-enter any addresses and
configuration parameters.

Command line parameter to define and load this context: CONTEXT

Syntax: CONTEXT:filename
Where filename may be c:\templ\file.ctx or “c:\Program Files\LanTrafficV2\file.ctx”.
The “ symbol is necessary to use spaces in filenames or directories.

11.2.2 Starting the "LanTraffic V2" Receiver part

There is only one command parameter to start the Receiver part.
Syntax: -R

11.2.3 Starting the "LanTraffic V2" Sender part

The Sender part can be operated following 2 modes: 'Unitary testing mode' and ‘Automatic
testing mode"'.

Syntax for the 'Automatic testing mode": -SAutomatic

Syntax for the 'Unitary testing mode": -SOption
Where Option may be:
e All: all connections defined are started. To start, a connection should have
the IP address defined.
e 01..16: only the connection defined is started.

11.3 Commands available when LanTrafficV2 is started
The commands below are available when a LanTrafficV2 instance is running.

11.3.1 Stopping the "LanTraffic V2" Sender and Receiver parts
There is only one command parameter to stop the Sender and the Receiver.

Syntax: -STOP
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11.3.2 Unload the "LanTraffic V2" application
This command parameter allows unloading the LanTraffic V2 instance.

Syntax: -UNLOAD

11.4 Command line samples

e LanTrafficV2 —R
This command line starts LanTraffic V2 with default parameters and starts the Receiver
part.

e LanTrafficV2 CONTEXT:c:\temp\f20030607.ctx —SAutomatic

This command line launches LanTraffic V2 and loads the file context
“c:\temp\f20030607.ctx.”

Then the Sender is started in the 'Automatic testing mode' (for defined connections).

e LanTrafficV2 CONTEXT:c:\temp\f20030607.ctx —SAll

This command line starts LanTraffic V2 and loads the file context named
c:\temp\f20030607.ctx .

Then the Sender is started in the 'Unitary testing mode' for every connection defined.

e LanTrafficV2 CONTEXT:c:\temp\f20030607.ctx —R —S01 —S02 -S04 —S16 —S12

This command line starts LanTraffic V2 and loads the file context named
c:\temp\f20030607.ctx .

Then the receiver is started, and for the Sender connections #01, #02, #04, #12, #16 are
started in the 'Unitary testing mode' (if they are defined).

11.5 Error return code

LanTraffic V2 does not return an error code if a syntax error is found in parameters or if
an unknown parameter is used.
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Part 12 How To ...

This part presents simple but real examples of some LanTraffic V2 usages. Each sample
is detailed to help you to reproduce it.

The list is not exhaustive. You may find specific usage of LanTraffic V2 on your own as it
may apply to various network configurations.

12.1 ... Check a router configuration

With this sample, it is shown how to check if a router is able to handle the DSCP value in
the IP header (see 10.4.1.3.2.4 The DSCP field (with IPv4 only)).

PC1 PC2
T . . T = 1 1 L =
- [— 5= B T - [— &=
== == =
Router
LanTraffic V2 LanTraffic V2
162.168.0.2 192.168.0.23

PC #1 is the Sender and PC #2 is the Receiver.

12.1.1 PC #2 parameters

After launching LanTraffic V2 on PC #2, select the "Receiver — Traffic + Statistics" tab to

enter parameters for connections #01 and #02:

e 2 different values as port numbers: connection #01 get 2010 and connection #02 get
2011.

e Both connections are configured with the TCP protocol.

e You may also enter the PC #1 IP address as source IP address, for each connection
but it is not mandatory in that case due to the TCP protocol selection.

e The Receiver mode is ‘Absorber’.
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The screenshot below shows the configuration at this point.

12 LanTraffic ¥2

File Edit Configuration File Downloading  Automation Tool  Help

Listening Ta ...

Forl,

Caming Frorm ..

Frotocol .

Remote IP Address or Host Mame o

Sender - Parameters | Sender - Trafic + Statistics Receiver- Traffic + Statistics ]Throughput Graphics

Warking Mode

Connection #01 | | | 2010

[tcP ~]|[19218802

Connection #02 | | | 2011

[fcP ~||[192:16802

Connection#03 | 2| | 2009

[TcP ~] | [ANY_ADDRESS

Connection #04 | | | 2008

[TcP ~] | [ANY_ADDRESS

Connection #05 | _*| | 2009

[TcP ~] | [ANY_ADDRESS

Connection #06 | | | 2004

[TcP ~] | [ANY_ADDRESS

connection#07 | | | 2009

[TcP ~] | [ANY_ADDRESS

Connection #08 | _*| | 2008

[TcP ~] | [ANY_ADDRESS

Connection #09 | _*| | 2009

[TcP ~]|[ANv_ADDRESS

connection#10 | | | 2004

[TcP ~] | [ANY_ADDRESS

connection#11 | 2| | 2009

[TcP ~]|[ANv_ADDRESS

Connection#12 | | 2008

[TcP ~] | [ANY_ADDRESS

Connection#13 | | 2008

[TcP ~]|[Anv_ADDRESS

connection#14 | | 2004

[TcP ~] | [ANY_ADDRESS

Connection #15 | | 2009

[TcP ~]|[Anv_ADDRESS

Connection#16 | _*| | 2008

Parameters

[tcP ~] | [Anv_ADDRESS

Export Statistics into a File

Exportis disabled

Traffic

|absober <] #01
[apsoroer  +| #02
[apsoroer  +| #03
[absorber  ~| #04
[Absorber  ~| #05
[Absorber  ~| #06
[Absorber  ~| #07
[Absoroer  ~| #08
[Absorber  ~| #09
[Absoroer  ~| #10
[Absorber  ~| #11
[Absoroer  ~| #12
[absorber  ~| #13
[absorber  ~| #14
[absorber  ~| #15
[absorber  ~| #16

Start Receiving ‘ ‘

Statistics (hased on appli

tion data)

Rix Rix Tx
Throughput Yolurme

Throughput  Yolume

Choose Columns

T
Jitter

Reset Display

—
—

Start Receiver

I [orna]

—
—

To start the Receiver, click on the ‘Start Receiving Traffic’ button.

12.1.2

PC #1 parameters

PC #1 acts as the Sender.
Launch LanTraffic V2; the default tab is "Sender — Parameters".
To configure connection #01 and connection #02, proceed as following:

e Enter the PC #2 IP address for connection #01 and connection #02.
Set the port number of connection #01 to 2010.
Set the port number of connection #02 to 2011.
Select TCP as protocol for both connections.

Click the “Parameters #01” button to choose the traffic mode and to configure it for

connection #01. The selection should include:
Traffic generator type = Packets generator,

Number of packets = 0 (unlimited),
Packet size = 1460

Inter-packet delay = 20 ms,

DSCP = 14.
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LanTraffic V2 - Traffic Generator Parameters for the Unitary Mode (connection #01)

Stepl: Select the traffic generator tupe StepZ: Specify data size and packets parameters

First select the traffic generator which is going to be used on this connection. In this step, define data size and packets parameters as well as the
delay between each sent packet or specify values for some IP

— Packets Generator Paramet header fields.
— TCF Diata Size (1 to B5535 bytes)

&+ Fixed 1460
Packet Contents [00 ta FF hexa byte]
" Randomized min max
* Packets Generator & Fixed 5A
" Alternated ize- ize-
" Randomized min max size-1 size-2

Packets number (0 to 99,999,999) | 0| (0 =infinite value)

" Alternated l_ value-1 l_ value-2 » ::r;:rc?::isr:r?; = | max| EEL
L E]:rc?::g:r?; ,_ min l_ma'x ,_ step - Inter Packet Delay (0ta 9,933 ms)
@+ Fixed [20  [See FOREWARNINGS menu please)
" Randomized | min | max
£ Mathematical Law J " Alternated | value—1| value-2
B [T e [T T s

~

Mathematical
Law | J 4
" File to send
—RTT Option DSCP [1 hexa byte] Time To Live [TTL] =—
" Yes (« Mo “\-falue (0x00 to 0x3F)| 14 ||- Value | 00

Step 3 [Optional]: Enable a throughput limit
When one ofthese two options is selected, LanTraffic V2 generates the traffic with best effort to respect the throughput chosen.

[~ Usevalue b r

-

|rMean Thraughput (2 ko 399,999 kbs)

QK | Cancel | Help |

e The same parameters are set for connection #02 but the DSCP value is changed to
0.

To start the Sender, select the "Sender — Traffic + Statistics” tab and press 'Start #01' and
‘Start #02".

12.1.3 What should happen?

If your router under test is configured to take into account the DSCP field, the connection
#01 should be faster than the connection #02 because the connection #01 has requested
the maximum throughput to the router via the DSCP field.
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12.2 ... Check a firewall configuration

LanTraffic V2 may be used to check the firewall configuration. The ability for a user to
specify the port number connection per connection is used in this test.

Suppose that a server handles a web site and is linked to Internet via a fixed IP address.
This server is also an Internet gateway and it includes a company database. Therefore a
firewall has been installed. The objective of this test is to check if the firewall access
restriction is correct. The remote access will use a modem link as shown in the following
figure:

Server

Rermote FC
Intemet
. . i .
Firewall + LanTrafficyz | AOSL Link bodem Lin k
=
LanTrafficy'2

12.2.1 LanTraffic V2 parameters on the server

To check that the ports are not remotely available on the server, we start LanTraffic V2
and configure the "Receiver — Traffic + Statistics" tab.

If a connection can be established, the connection has been able to go through the
firewall. This is what is NOT expected: the firewall should be reconfigured.

In this example we check the TCP connections port from 2000 to 2015. You can adapt this
range and the protocol to your specific environment.

Let’s start with the connection #1.

#% LanTraffic ¥2 &S]

Fle Edit Configuration Fils Downloading  Automation Tool  Help
Sender - Parameters] Sender - Traflic + Statistics  Receiver- Traffic + Statistics lThruughputGrapmcsl
Listening To ... Coming From .. Working Mode Statistics (based on application data)
R Rx Tx Tx
Fort, Protocal, | Remote IP Address or Host Name Throughput Volume  Throughpot Yalurme Jitter
Gonnection#01 I [2000 [Tor <] ||[aNv_aDDRESS [absarosr < #01
connection#0z | 21 [2008  [Tcp +|| [ANY_ADDRESS] Absorher - #n2
Connection#03 *[[2008  [Tcp ||| aNv_aDDRESS [apsormer | #03
connection#04 1 [2008  [Tcp ~|||[Anv_aDDRESS [apsorber — ~| 204
connection#0s | [2009  [Tcp +|||[Anv_aDDRESS [assormer — ~| 205
Connection#0s _*|[2008 [TcP ~]||[ANY_ADDRESS [Apsarber <] 206
Connection#07 _+[[2008  [TcP -||[ANY_ADDRESS [apsormer <] #07
Connection#0s| *1[2008 [TcP -] | [ANv_ADDRESS [psoroer  +| #08
Connection#09 | #1[2008  [Tcp +|||[anv_aDDRESS [apsormer — ~| #08
Connection#10 _#|[2008 [ToF -] ||[aNY_2DDRESS [ansorber — +] #0
Connaction#11| »1[2008 [TcP +| | [ANv_ADDRESS [Ansomer =] #1
Gonnection#12 1 [2008 [ToP -] ||[aNv_ADDRESS [psorber =] #12
Connection#12 12008 [TcP <] ||[ANv_ADDRESS [spsorber =] #13
Connection #14 ﬂ’w |TCP j |ANY_ADDRESS |Absurber j #14
connection#15 /2008 [Tor ||| ANY_ADDRESS [Apsommer  ~| #15
Gonnection#15 1 [2008 [ToP -] ||[aNY_aDDRESS [Asomber =] #16
oo [ i S RIECETG) Choose Columns Reset Display
Parameters Exportis disabled Traffic ‘
’7 Start Receiver ,7

Copyright © 2014-2022 ZTI Communications. All Rights Reserved. Page 116/143



LanTraffic V2

Part 12 How To ...

To access incoming TCP connection coming from any Sender,

the

IP address

‘ANY_ADDRESS' has been selected. The port number is 2000 and the protocol is

configured with TCP.

To easily increase the port number for each connection, you can use the ‘Port floating

menu’ as shown below:

£%4l LanTraffic V2

File Edit Configuration File Downloading  Automation Tool  Help

Sender- Parameters | Sender - Traffic + Statistics  Recelwer- Traflic + Statistics hhraughput Graph\cs}

Listening To Corming Fram Working Mode

Increse UDP Porcsorly o
Connsction #01 j’ﬂ Decrease UDP Ports only {from first UDP Connection) Ahgurbgr
Connection #02 | * ,ﬂ ction #01) Ahsmber

Decrease all Parts (From Connection #01)
Connection #03 | ¥ | 200wy [ [Absomwer <]
Conrection#04 | *1[2008  [TcP +] | [ANY_ADDREGS [Absomwer <]
Conrection#05 | *1[2008  [TcP =] | [Anv_aDDRESS [ansomer =] Browee|
Connection#06 | [2008  [1cP ~| | [Arv_aDDRESS [apsamer | Froves
cConnection#07 |+ [2008  [rcp +| | [Arrv_aDDRESS [apsarmer  +]
Connection#08 | | [2008 [tcp -] | [anv_aDoRESS [apsomer ]
Connection#0a | | [2008 [tcp -] | [anv_anDRESS [ansomer =] Brovee |
Connection#10 | [2008  [tcP ~| | [Arv_aDDRESS [Amsamer | e
Connection#11 | »|[2008  [1cP ~]| [Arrv_aDDRESS [Apsamer | oo
Connection#12 | [2008 [Tce || [anv_aDDRESS [psomer ]
Connection#13 | | [2008  [toe | [anv_aDoRESS [Apsomer <]
Connection#14 | | [2008  [TcP -] | [anv_ADDRESS [Apsormer -]

Connection#15 *|[2008  [tee -] | [Anv_sDDRESS

Connection#16 »|[2008  [Ter -] [Anv_sDDRESS

Export Statistics into a File

Farameters

|Ahsmher

Start Receiving
Exportis disabled Traffic |

#08

|Ahsnmer j
= #16

Statistics (based on application data)
R Rx T Tx

Throughput Yolume  Throughput Wolurme Jitter

[nsower <] [ oo
[rwsorosr =] e [s02
[rosoroer =] e [#03
Brovze |04

#05
#08
#07

#09
#10
#11
#12
#13
#14
#15

Choose Columns Reset Display

—

—

Start Receiver

—
—

—

You are ready to start the Server by pressing the 'Start Receiving Traffic' button.

12.2.2

LanTraffic V2 parameters for the Remote PC

To change parameters of the connection #01, select the "Sender-Parameters" tab.

AEE

Destination Paramelers

IP Address or Host Name »

Sender - Parameters 1 Sender - Traffic + Statistics | Recsiver- Traffic + Stafistics | Throughput Graphics

Protocoly  Porte Filename

Caonn

Conn
Caonn
Caonn
Connl | & Packets Generator
Conn
Caonn
Caonn
Gonn
Conn
Conn
Conng | © Mathermatical Law

Conn

¢ File o send

Connection #01 | | |1E13 261.14.10

[l LanTraffic V2 - Traffic Generator Parameters for the Unitary Mode (connection #01)

TCP ~||Z000

Save the Received Data

@ Unitary Mode

Traffic Generator

Generatar | Parameters #01

Browse #01

Stepl: Select the traffic generator type

connd | First selectthe trafiic generatarwhich is going to he used an this connection

Packels Generalor
Packats number (0 ta 89,999,395) ]n— (0= infinite value)
Packet Conlents (00 to FF hexs byte]
& Fixed E3
¢ Randomized ’_ min ’_ max
’7 value-1 ’7 value-2

Increasmgt
Denreasmg (o s step

" Alternated

ot

[[owme |
[T [o”

52 Specily data sizs and packets parameters

Inthis step, define data size and packets parameters as well as the

delay between each sent packet or specify values far same [P
header figlds
 TCP Data Size [1 to 65535 bptes)

1460

« Fixed
© Randomized
" Alternated

-~ Increasing §
Decreasmg

[ min [1560 " ma
’7 size-1 ’7 size-2

~Inter Packet Delay (0o 9333 ms)

* Fixed 20 (See FOREWARNINGS menu please)

" Randomized min max
" Alternated valug-1 value-2

\ncraasmgt

Detreaslng (HEES step
~ Mathernatical ’—_|

Law

ATT Option T05 (1 hea byte)— = Time Ta Live (TTL]
|VF“‘T‘ES @ Mo [ Value |00 [ Walue |00

" Automnatic Mode

=
[~ Usevalue

|—Maan Thioughput (8 to 533,995 kbis]

Step 3 (Optionall: Enable a thioughput fimit
Ywhen one of these two options is eelected, LanTraffic W2 generates the traffic with hest effort o respect the throughput chosen.

~

=1

Cancel

Heln
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If the server IP address is 193.251.14.10, you enter this IP address, select the TCP
protocol, and enter 2000 as port number. To change the traffic generator, click on the
'‘Parameters # 01' button. To apply these changes for all connections, you can use the
copy / paste mechanism. When the 16 connections are the same, use the ‘Port floating
menu’ to increase the port number as shown below:

Connection #01
Connection #02
Connection #03
Connection #04
Connection #05
Connectioh #06
Connection #07
Cannection #08
Cannection #09
Connection #10
Connection #11
Connection #12
Caonnection #13
Caonnection #14
Cannection #15

Connection #16

Destination Parameters

IF Address or Host Mame »

Frotacols

H[1932511410

fror =1 [

H[19325114.00

froe =12

j|193251141n

froe I [0

gender - Parameters l Sender - Traffic + Statistics } Receiver- Traffic + Statistics } Throughput Graphics ]

Save the Received Data

Filenama

Increase UDP Parts only (From First UDP Connection)
Decrease UDP Ports only (From First UDP Connection)

Increase all Ports (from Connection #01)
Decrease all Ports (From Connection #01)

& Unitary Mode

Traffic Generatar

ar

ar

ar

Parameters #01
Parameters #02

Parameters #03|

Browse #04

Browese #05

Browese #06

Browese #07

Browese #08

Browese #09

Browse #10

Browese #11

Browese #12

Browse #13

Browse #14

Browse #15

1932511410 |TcP —| [ 2003
[ 19325114100 |Tcp =] [ 2004
18932511410 [TcP ~| | 2005
18932511400 [TcP ~| [ 2008
18932511410 [Tcp ~| 2007
1932511400 [TcP || 2008
19325114100 [TcP ~| [2008
1932511410 [Tep ~] 2010
v [19325114.00 [Tep ~] [2011
o [1932511400 [TeP +| 2012
| [1932511410 [Tcp +| [2013
193251140 [TcP +| [2014
»[1932511400 [Tcp ~| [2015

Browse #16

R

Generatar
Generator
Generatar
Generator
Generator
Generator
Generatar
Generatar
Generatar
Generatar
Generatar
Generatar

Generator

Parameters #04
Parameters #05
Parameters #06
Parameters #07
Parameters #08
Parameters #09
Parameters #10
Parameters #11
Parameters #12
Parameters #13
Parameters #14
Parameters #15
Parameters #16

 Automatic Mode

cheid bl il
L=

Then select the "Sender — Traffic + Statistics” tab to start connections by clicking the 'Start
All Connections' button.

12.2.3 What result can you expect?

There should be no connection established if the firewall is configured to disable ports
2000-2015 for TCP connections. In that case, an error message is displayed in the
Statistics area for each connection: '‘Connection failed: no response from the Remote'.
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12.3 ... Reach the best throughput

To check the throughput between two PCs, you should use a crossed-cable as shown in

the next figure. This test supposes the use of IPv4.

PC1 pC2
— I |- T |-
- — | = - — | =
LanTraffic V2 LanTraffic V2
192.168.0.2 192.168.0.23

12.3.1 PC #2 parameters
Start LanTraffic V2 on PC #2 and select the "Receiver — Traffic + Statistics" tab.

% LanTraffic V2

Jitter

Fle Edit Configuration File Downloading  Automation Tool  Help
Sender - Parameters | Sender- Traffic + Statistics Receiver- Traffic + Statistics lThmughput Graphics ]

Listening Ta ... Caming Fram ... Warking Mode Statistics (based on application data)

Ri Ri ™ T
Por, Protocoly | Remote IP Address or Host Mame o Throughput Wolume Throughput Yolume

Connection #01 ﬂ\znm |TCP j |192168.D.2 |P«bsurber j #01
Connection#0z2 | [2009  [ToP ~]| [ANv_ADDRESS] lapsorer v #02
Connaction#03 | [2008  [TcP || [ANv_ADDRESS \hsorher  w| #03
Connection #04 *1[2008 [TcP || [ANY_ADDRESS \bsorker  +| #04
Connection #05 »| 2008 [TcP ||| ANY_ADDRESS Apsarber - #05
connection#05 *| [2008  [TcP || [ANY_ADDRESS \Absorher = | #06
Cannection #07 »|[2008  [TcP -] || [ANV_ADDRESS |bsorber  +| #07
Gonnection #08 ) [2008  [TcP ~| | [ANY_ADDRESS Absorber - #08
Gonnection 208 (2009 [ToP -] ||[ANv_ADDRESS lapsorer ~| #09
Cannection#10 2([2008  [ToP -] || [ANV_ADDRESS lbsorber v #10
Cannection#11 | »([2009  [ToP -] || [ANv_ADDRESS lapsorer v #11
connection#12 1 [2008 [Tcp || [anv_ADDRESS lapsorer ~| #12
Connection#13 »|[2008  [TcP -] || [ANv_ADDRESS |bsorber  +| #13
Cannection#14 »|[2002  [ToP -] || [ANv_ADDRESS lapsorer v #14
Connection#15 ] [2008  [TcF ~| | [ANY_ADDRESS \bsorher = | #15
GConnection#15 *|[2008  [ToP -] || [ANV_ADDRESS |bsorber +| #16

e Start Receiving Choose Columns Reset Display

Parameters Exportis disabled Traffic ‘ ‘

'— Start Receiver '—

[ - -

—

Assuming the connection #01 will be used, enter the IP address of PC #1 (192.168.0.2) or
ANY_ADDRESS, the port number here is arbitrary selected to 2010. Select the TCP
protocol and the working mode to ‘Echoer’. The echoer mode is useful to check full-duplex

speed transfer.
Start the Receiver by pressing the 'Start Receiving Traffic' button.
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12.3.2 PC #1 parameters

Start LanTraffic V2 on PC #1 and select the "Sender — Parameters" tab.

The connection #01 will be used in this example. Enter the IP address of PC #2
(192.168.0.23), select the TCP protocol and enter the port number 2010 (same as PC #2).
To change the traffic generator, click on the 'Parameters #01' button.

LanTraffic V2 - Traffic Generator Parameters for the Unitary Mode (connection #01)

Stepl: Select the traffic generator tupe StepZ: Specify data size and packets par

First select the traffic generatar which is going to ke used on this connection. In this step, define data size and packets parameters az well as the
delay between each sent packet or specify values for some [P

— Packets Generator Paramet header fields.

Packets number (010 99,999,998) [0 (0= infinite valug) 1P Data e 1 10 85535 bt
Packet Contents [00 ta FF hexa byte] Qe 1460

{+ Packets Generator f+ Fixed ,K L i ,_ me

~ Randomizad ,— - ,— max " Alternated I— size-1 l— Size-2

Increasing § .
" Alternated value-1 value-2 . Decreasing g | ma){| SiEfY
Increasing ! )
~
Decreasing min max BiEE —Inter Packst Delay (0to 9,393 ms]
+ Fixed 20 (See FOREWARMIMNGS menu please)
" Randomized | rrin | max
£ Mathematical Law L] [z C Aternated | value-1 | valle-2
Increasing r . | | t
Decreasing (Y S Ay

Mathematical
L Law | J
" File to send
—RTT Option TOS [1 hexa byte] Time To Live [TTL) =—
" Yeg & No “- Value |00 |- Value |00

Step 3 [Optional]: Enable a throughput limit
When one ofthese two options is selected, LanTraffic V2 generates the traffic with hest effort to respect the throughput chosen.

=
[~ Usevalue r
7
Ok | Cancel | Help |

|rMean Throughput (8 ko 999,999 kbs)

Select the unlimited packet number with 0 in the packet number field; the packet size is the
best with 1460 bytes long. The inter-packet delay should be O for the maximum
throughput.

Then select the "Sender — Traffic + Statistics” tab and click on the 'Start #01' button.
Columns "Throughput' for the PC #2 Sender and PC #1 Receiver will show throughputs.

Best throughput depends mainly on the CPU, the memory and the NIC quality.
If the PCs you are using are different, choose the most powerful PC as Receiver.
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12.4 ... Do an ADSL connection simulation

LanTraffic V2 can be used to simulate an ADSL connection, which is asymmetrical by
nature. The next figure is one of those that can be used. Hub or router may also be used
to connect the 2 PCs.

PC1 pC2
- I —I o= - : _I o=
LanTraffic V2 LanTraffic V2
192.168.0.2 192.168.0.23

Assumption: PC #2 is the user PC and PC #1 is the server. The PC #1 to PC #2
connection link speed is 128 kbps and the reverse link speed is 512 kbps with IPv4.

12.4.1 PC #2 parameters

Start LanTraffic V2 on PC #2 (server) and select the "Receiver — Traffic + Statistics" tab.
The connection #01 will be used.

@ HED)

Sender - Parameters | Sender - Traffic + Statistics Receiver - Traffic + Statistics lThmughpul Graphics } Trial Version - Remaining Traffic Duration: 12 mn 47 s
Listening To ... Coming From ... Working Mode Statistics (based on application data)
Rx Rx T Tx
Port, Protocol,| Remote IP Address or Host Name o Throughput Volume Throughput Velume Jitter

Connection #01 | | [2008  [TcP  ~|| [192.168.0.23 |Generator  +| Param. |#01

BREL (onTraffic V2 - Traffic Generator Parameters for the Generator Mode (connection #01)
Conn
——————————————————— Siep1: Select the kraffic generator type Step2: Specify data size and packets parameters
Conng | First select the traffic generator which is going to be used on this connection. In this step, define data size and packets parameters as well as the
delay between each sent packet or specify values for some IP
Conn Packets Giensrator P header fields
Conni TCF Data Size [1 to B5535
Packets number (0 to 99,999,998) | 0 (0 =infinite value)
Conn @ Fixed 1460
Packet Contents (00 to FF hexa byte]

Caonn ~ Rand "
& Packels Generator * Fixed 54 andomize! min max

Conn O Al ited < ize-!
~ Randomized - max ernate size-1 size-2

Conni Increasing /
 Atterated value-1 value-2 " Decreasing i =y E=E

Caonn

e P e

Conn o |7 (See FOREWARNINGS menu please)
S c ’7 min ’7 max

Conng | ~ Wathematical Law =T o [ vawea[T00 vave2

Conn e

min max step
e i I
" Fileto send

RTT Option DSCF [1 hewa byte) Time To Live [TTL)
|V(‘ Yes & Na ’:/alue(nxnnmnxan 00 [Va\ue 00

Step 3 [Optianall: Enable a thraughput fimit
When one of these two options is selected, LanTraffic V2 generates the traffic with best effort to respect the throughput chosen.

@ Inter Packet Delay adjusted by LanTraffic V2 automaticall
[ Usevalue ’T nter Packet Delay adjusted by LanTraffic V2 automatically
¢ TCP or UDP Data Size adjusted by LanTraffic V2 automatically

r [0

|—Maan Thioughput (8 to 338 333 kb/s)

oK | Cancel | Help ‘

The IP address may be PC #1 (192.168.0.2) or any IP address (ANY_ADDRESYS).
Assuming you have selected the port number as 2010 and the TCP protocol, then select
the receiving working mode ‘Generator’.

The button 'Param.’ is enabled to change the generator parameters.
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Just select the unlimited number of packets (Packets number = 0) and the packet size to
1460. The throughput is limited to 512kbps: check the ‘Use value’ box in the ‘Mean
Throughput’ group box and enter 512 in the edit field.

To start the Receiver, push the 'Start Receiving Traffic' button.
To establish the connection, go to the PC #1.

The traffic will start when the connection will be established with the PC#1.
Because PC #2 is in receiving mode, it can’t establish the connection by itself: it should
wait for PC #1 to establish the connection before being able to transfer data.

12.4.2 PC #1 parameters
Start LanTraffic V2 on PC #1 and select the "Sender — Parameters" tab.

& -] %]
Sender - Parameters I Sender - Traffic + Statistics | Receiver - Traffic + Statistics | Throughput Graphics
Destination Parameters Sawe the Received Data @ Unitary Mode * Automatic Mode
IP Aditiress or Host Narme « Protocalv  Parte Filehame Traffic Generatar
connection #01 | [ 192.168.0.23 W W Browse #01 | Generator  Parameters #01 |

U LLESE | anTraffic V2 - Traffic Generator Parameters for the Unitary Mode (connection #01)

CEEHE Step: Gelect the traffic generater type p2: Specily data size and packets parameters

Cannection #04 | First select the traffic generator which is going ta be used on this connection In this step, define data size and packets parametars as well as the

delay between each sent packet or specify values for some IP
Connection #05 Packets Generator P: header fields.
Connection #05) Packets numher (010 99,999,999 [0 (0= Infinita valug) VBBl st
Connection #07) Packet Contents (00 to FF hexa byte] @ Rzl ’W
Connection #08] | & packets Generator @ Fixed E3 ¢ Randorized [ 126 min |10 max
Gonnection #0) ® Rontees [T (o || O pemated [ 100 sized [ 1900 size2
GCannection #10) © Aternated [0 watuet [0 vawe-z - ‘Séﬁ?ii!}?gf [ min [150 max[T swp

Gonnection #11 Increaging
- Dacreasing min max step

Connection #12)

Connection #13] (See FOREWARNINGS menu pleass)

min max

,_
value-1 ,_ value-2
’_ Pz ’— step
> Cff =

" File to send

I RTT Option TOS [1 hexa byte) Time Ta Live [TTL)
[FVES # Mo [ Value |00 [ Value |00

Step 3 [Optionall: Enable a thraughput imi:
‘When one of these two options is selected, LanTraffic ¥2 generates the trafiic with hest effort to respect the throughput chosen.

Cannection #14)

oot ]

Connection #15) | ¢~ nathematical Law

T Y W

117

Gonnection #16) min

|—Mean Thicughput 8 to 999,999 kb

& Inter Packet Delay adjusted by LanTraffic V2 automaticalk
W Usevalue |128 pet v 4 r
¢ TGP or UDP Data Size adjusted by LanTraffic Y2 autamatically

oK ‘ Cancel ‘ Help ‘

The connection #01 will be used in this example. Enter the IP address of PC #2
(192.168.0.23), select the TCP protocol and enter the port number 2010 (same as PC #2).
To change the traffic generator, click on the 'Parameters #01' button. Select the unlimited
packet number with 0 in the packet number field; the packet size is 1460 bytes. The
throughput is limited to 128 kbps: check the ‘Use value’ box in the ‘Mean Throughput’
group box and enter 128 in the edit field.

Then select the "Sender — Traffic + Statistics" tab and click on the 'Start #01' button.
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12.5 ... Generate multicast IP traffic
The next figure shows how to generate IPv4 multicast traffic.

Multicast traffic is based on the UDP protocol. Its characteristic is that multiple receivers
can get data from one source — or sender — just indicating from which source they would

like to receive data.

PC3
192.168.0.37

PC1 PC2
- == ' o
=
L 1
LanT raffic V2 LanT raffic V2
192 16802 192.168.0.23

12.5.1 PC #2 and PC #3 parameters

Let us assume that PC #2 and PC #3 are set in the Receiver mode, whereas PC #1 is the
Sender (server). Start LanTraffic V2 on PC #2 and select the "Receiver — Traffic +

Statistics" tab.

73 LanTraffic V2

file £ Configuration File Downloading  Automation Tool  Help
Sender- Parameters | Sender - Traffic + Glatistics  Receiver- Traffic + Statistics IThruughput Graphics

Listening To Coming From Working Mode Statistics (based on application data)

R Rx T
Port, Protocol, | Remote IP Address or Host Mame Throughput Volume  Throughput Volurme Jitter

comnestion#t 2[00 [uoe <] || | | Browee |01 gy 08 000k 0B MR
Connection#02 | ’— | J | ‘ J 7”02
Connection #03 | ,7 | J | ‘ J SRR e
Connection #04 |- ’— | J | j —#Dd
Connection #045 J ’— | J | ‘ J 4”5
Connection #06 | ’— | J | ‘ J Q#DB
Connection #07 | ’7 | J | ‘ J _#U?
Connection #08 | ’— | J | ‘ J 7”08
Connection #09 | __| ’7 | J | ‘ J J#UQ
Connection#10 | | ,7 | J | ‘ J JEEHE3] AT
Connection#11 ’— | J | j _#11
Connection #12 | | ’— | J | ‘ J 4*12
Connection#13 ’7 | J | ‘ J 4#13
Connection#14 ’7 | J | ‘ J —#N
Connection#15 | ’— | J | ‘ J | kAl
Connection #16 | ’7 | J | ‘ J 4#15

Export Statistics into a File .

Exportis disabled ‘ Stnp_ﬁsfﬁﬁiwmg Chooss Colurns Reset Display
Receiver Statistics (hased on application data)
,7 Active Connections ’71 (TGP Connections: 0- UDP Connections: 1)
’— ’— Stop Receiver Total Sending Throughput ’meal Receiving Throughput ’m

Just select the IP multicast address 225.0.0.1, port number (2010) and UDP as protocol.
The Receiver mode should be 'Absorber’ because multicast traffic is unidirectional by
nature. To start Receivers, click the 'Start Receiving Traffic' button on both PCs.

Copyright © 2014-2022 ZTI Communications. All Rights Reserved.

Page 123/143



LanTraffic V2 Part 12 How To ...

12.5.2 PC #1 parameters

PC #1 is used as the Sender. Start LanTraffic V2 and select the "Sender — Parameters"
tab.

[ HEE

Sender - Parameters I Sender - Traffic + Statistics | Receiver - Traffic + Statistics | Throughput Graphics
Destination Parameters Save the Recelved Data & Unitary Mode  Autornatic Mode
IP Address or Host Name Frotocal  Porty Filename Trafiic Generator

Connection#01 | [225.0.0.1 [Tep ~| [2000 Browss #01 | | Generator [Pararneters #01

BELCRBRL | anTraffic V2 - Traffic Generator Parameters for the Unitary Mode (connection #01)

Connection #0

Stepl: Select the triaffic generator lype StepZ; Specily data size and packets parameters

Connection #0| | First select the trafic generator which is going to be used onthis connection. Inthis step, define data size and packets parameters as well as the
delay between each sent packet or specify values for some [P
Connection #0  Packets Generator F headerfields.
— TCP Data Size (1 o B5535 bytss)
Connection #11 Packets number (010 69,939,999 [0 (0= Infinite valug)

Connection #0 @ Fixed 572
Packet Contents (00 ta FF hexa byte]

" Randomized min max
Connection # | - packets Generator || & Fired )

" Alternated 3 3
Connection #0 ¢ Randomizad ’— Gl ,— GED size-1 size-2

Connection #1 Increasing f
 Alternated walue-1 walue-2 " Decreasing min max stap
Connection #1 "
Increasing f
-
R Decreasing ([ mas iz —Inter Packet Dslay [0 to 9,959 ms)
Connection #1 @ Fixed 3 (See FOREWARNINGS menu please)

Connection #1 " Randomized min rma
Connection#1| | ~ mathematical Law J Q " Alternated walue-1 value-2

Connection #1 Increasing /
o Decreasing min max step
~ Mathematical ’—_‘
Laww
" File to send

RTT Option TOS [1 hexa byte) Titme To Live [TTL)

|V " Yes (& Mo |V Yalue (00 [ Walue |00
Step 3 [Optionalk Enable a throughput fimit
When one ofthese two options is selected, LanTraffic V2 generates the traffic with best effort to respectthe throughput chosen.

[ Usewvalue o r

~

’—Mean Throughput (8 to 939,939 kb/s)

Ok ‘ Cancel ‘ Help ‘

Assuming the connection #01 is selected, then enter the IP address 225.0.0.1".

Then select the port number as PC #2 and PC #3 (2010) and the UDP protocol. Press the
'‘Parameters #01' button to set traffic generator parameters. Enter the packet number, the
packet size and the inter-packet delay: 2 in this example.

To start the Sender, select the 'Sender — Traffic + Statistics' tab and press the 'Start #01'
button.

If the hub does not filter multicast traffic and if your NICs accept the multicast address
selection, PC #2 and PC #3 should receive the same number of packets (the number sent
by PC #1).
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12.6 ... Generate an IPV6 connection

To check the IPv6 throughput between two PCs, you may use a crossed-cable or a switch

as shown below.

PC1 pC2
- I —I o= - : _I o=
LanTraffic V2 LanTraffic V2

FE80::208:A1FF:FE14:3DF5

12.6.1 PC #2 parameters

FE80::204:76FF:FE9F:F8A7

Start “LanTrafficV2” on PC #2 and select the "Receiver - Traffic + Statistics" tab.
Enter the canonical name of the IPv6 sender. You may check parameters using the black
arrow tooltip by moving the mouse over the arrow of the connection #01.

Listening To ... Coming Fram ... Working Mode
Fort, Frotocol, Remaote IF Address or Host Mame o
Connection#01 | 12008 [TcP +| || SenderPya |Absorber  ~|

Connection #02

Click ba select the network interface and IP Yersion ko use with the connection #01 |f -

Connection #03 | dConnection #01

IP Address or Host Mame: SenderIPvs

NP Address after resolution: fedd:: 205 alffifeld: 3dFS (IPwE)
TP Yersion: IPvE

_Yaelected Interface: Interface chosen by the system (IPv4 and IPvE available)

Connection #04

Caonnection #05

o
o
-

% L anTraffic V2

Jitter

File: Configuration  Fils Downloading  Automation Tool — Help
Sender - Parameters | Sender- Traffic + Statistics  Receiver- Traffic + Statistics IThroughput Graphics I

Listening To ... caming Frarm .. Wiorking Mode Statistics (based on application data)

Rx Rx T Tx
Port, Protocol, | Remote IP Address or Host Mame o Throughput Volume  Throughput Yolume

connection#01 | 21 [2009 [Ter <] | ‘ ] ravise [t
Connection#02 | - ’— ‘ J | | J 4#02
Connection #03 | 2 ’— ‘ J | | J 4#03
Connection #04 | - ’7 ‘ J | | J 4*“
Connectionzos | ) [ 2009 [ree <] [ El Jmﬁ
Connection #06 | - ’— ‘ J | | J _#UE
Connection #07 | 2 ’7 ‘ J | | J _axl]?
Connection #08 | - ’7 ‘ J | | J _WE
Connection #09 J ’7 ‘ J | | J _;xug
Connection#10 | 2| ’7 ‘ J | | J _MD
Connection #11 | 2 ’7 ‘ J | | J _3&11
Connection#12 | 2 ’— ‘ J | | J 4#12
Connection #13 | ’— ‘ J | | J 4#13
Connection #14 | 2 ’7 ‘ J | | J A*M
Connection#15 | 2 ’— ‘ J | | J 4#15
Connection #16 | 2| ’— ‘ J | | J 4#15

X S EE:”E | Stop Receiving Choose Columns Reset Display

portis disabled Traffic
Receiver Statistics (hased on application data)
,7 Start Sender Active Connections| 0 (TCP Connections: 0 - UDP Connections: 0)
’7 ,7 Stop Receiver Total Sending Thmughput’mmtalRecewmg Thraughput ’m

Assuming the connection #01 will be used, the port number here is arbitrary selected to
2009. Select the TCP protocol and the receiving working mode to ‘Absorber’.

Start the Receiver by pressing the 'Start Receiving Traffic' button.
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12.6.2 PC #1 parameters

Start LanTraffic V2 on PC #1 and select the "Sender — Parameters" tab.

The connection #01 will be used in this example. Enter a canonical IPv6 address for PC
#2, select the TCP protocol and enter the port number 2009 (same as PC #2). To change
the traffic generator, click on the 'Parameters #01' button.

(& mES

Sender- Parameters I Sender - Trafic + Statistics | Receiver - Traffic + Statistics | Throughput Graphics ]
Destination Parameters Save the Received Data @ Unitary Mode " Automatic Mode
I Address or Host Name « Protocols  Portw Filename Traffic Generator

Connection#01 | _+| | RecefverlPvé [rcp +] 2009 Browse#01 || | Generator |Parameters #01

BEWUEREH | o Tiraffic V2 - Traffic Generator Parameters for the Unitary Mode (connection #01)

Connection

——— Ctepl: Select the traffic generator ype Step2: Specify data size and packets parameters
Caonnection | | First select the traffic generator which is going to be used on this cannection Inthis step, define data size and packets paramelers as well as the
delay between each sent packet or specify values for some (P

Connection  Packets Generator F headerfields.

" r TCP Data Size [1 to BA535 bytes]
Connection Fackets number (0 t0 89,999,998 | 0 (0= infinite value)

" * Fixed 1440
Gonnection Packet Contents (0D o FF hexa byte)

i ol
Connection| | & pacists Gensratar || @ Fixed 54 Randomized min max

i (ol = -
Connection ~ Randomized ’— min ’— ma Alternated size-1 size-2

" Increasing [ N
Connection ¢ atenated [0 valuet [0 value-2 " Decreasing min mnai 5P
Connection

Increasing f
o~

P Decreasing G (e step —Irter Packet Deday [0 to 9,939 ms)
Connection & Fixed 0 (See FOREWARNINGS menu please)
Connection " Randomized min max
Connection| | ¢~ wathematical Law J Q * Alternated walue-1 walue-2

" Increasing ! N
Connection a

Decreasing min max step
¢~ Mathematical ’—4|
Law
" File to send
RTT Option Hop Limit
" Yes & Mo Value |00

Step 2 (Dptional]: Enable a throughput limit
Wwhen one ofthese two options is selected, LanTraffic ¥2 generates the traffic with best effort to respect the throughput chosen.

[~ Use value : r
ok Cancel | Help ‘

’—Mean Thioughput (£ to 999,933 kbis)

Select the unlimited packet number with O in the packet number field; the packet size is the
best with 1440 bytes long. The inter-packet delay should be 0 for the maximum
throughput. The summary tooltip may be used to check the IP version parameters.

Crestination Farameters Save tr
IF Address or Host Mame - Protocole  Port- Fil
Connection #01 | ¢ | ReceiverlPyé |TCF' j | 2008

Connection #02 | _click to seleck the netwaork interface and IP Yersion to use with the connection #01

Connection #03 | _|Connection 201

IP Address or Hosk Mame: ReceiverIPyva

Connection #04 | _IP Address after resolution: FeS0:: 2114350 :Fe03: 1959 (IPvE)

IF Wersion: IPvG aukomatically selected

Connection #05 | _|selected Interface: Interface chosen by the swstem (IPv4 and IPvE available)

Then select the "Sender — Traffic + Statistics" tab and click on the 'Start #01' button.

The throughput columns for the PC #2 Sender and PC #1 Receiver will show the
throughputs. Best throughput depends mainly on the CPU, the memory and the NIC
quality.

If the PCs you are using are different, choose the most powerful PC as the Receiver.
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Part 13 Source/Local IP Address and Interface requirements
With LanTraffic V2 version 2.8, the interface selection is required to carry out IPv6 unicast

exchanges only.

LanTraffic V2" | ¢o jer (UDP, TCP and ICMP) | Receiver (UDP and TCP)
acting as:
IP Version IPv4 IPv6 IPv4 IPv6
. Interface Interface Interface Interface
Unicast o . . T
selection is not | selection is selection is selection is
exchange . : : DO
required required not required | not required
. Interface Interface Interface Interface
Multicast S o T o
selection is not | selection is not| selection is selection is
exchange - - . _
required required not required | not required

Consequences when an Interface is selected
For the LanTraffic V2 Sender, the selection of an Interface implies that a source address

is fixed with the following consequences:

1. Every sent packet gets the Source IP address selected as source IP address,
whatever the destination is.

2. Destination addresses should match the network mask and scope associated to
the selected source IP address.

3. Be careful: even if the resolution carried out by the operating system on your
destination address or host name is right, the connection may not be able to
generate data. (Example: bad selected interface, wrong entries into the Host file...)

Examples:

e The source IP Address is 192.168.0.23 with 255.255.255.0 as network mask and no gateway.

The matching destination IP Addresses are: 192.168.0.X with X between 1 and 255.

e The source IP Address is 192.168.0.23 with 255.255.255.0 as network mask and no gateway.
The DNS 192.168.1.1 cannot be reached. The matching destination IP Addresses are only: 192.168.0.X

with X between 1 and 255.

For the LanTraffic V2 Receiver, the selection of an interface implies that a local address

is fixed with the following consequences:

1. With UDP protocol, the TCP/IP stack compares every packet received to the
local IP address, whatever the source is. Packets matching are the only ones sent
to the relevant connection of LanTraffic V2.

2. With TCP protocol, LanTraffic V2 compares the SYN packet received to the
local IP address, whatever the source is. If the packet is matching the connection is
accepted and a room is reserved for it. Then the packets matching are the only
ones sent to this relevant connection.

3. Be careful: even if the resolution is carried out by the operating system on your
destination address or host name is right, the connection may not be able to receive
data (example: bad selected interface, wrong entries into the Host file...).

Examples:

The local IP Address is 192.168.0.23. The packets destination IP address matching is: 192.168.0.23.
The local IP Address is 192.168.0.23. The packets with a destination IP address equal to
192.168.0.30 cannot reach this connection.
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Part 14 Appendix
14.1 Mathematical laws used by LanTraffic V2

LanTraffic V2 is based on the use of mathematical laws to generate values used:
- Inthe Unitary Mode for the Traffic Generator:

- to specify the traffic generator (and data volume to send on the connection) if the option
'‘Mathematical Law' is selected as data source (four available laws: Uniform, Exponential,
Pareto, Gauss)

- to specify the inter-packet delay if the option 'Mathematical Law' is selected (four available
laws: Uniform, Exponential, Pareto, Gauss)

- In the Automatic Mode for the Traffic Generator:
- to specify the starting time of the connections (two available laws: Uniform, Exponential)

- to specify the data volume to send for each connection (four available laws: Uniform,
Exponential, Pareto, Gauss)

Hereafter is a detailed presentation of each mathematical law.

14.1.1 Uniform law

Distribution of Uniform Law is:

f(x) = 1 for Alpha < x < Beta
Beta — Alpha

f(x)=0 for x < Alpha or x > Beta

where Alpha is the inferior parameter and Beta the superior one.

A1 ]
Beta-aloha .' .’
i |
> i 5
7) 1 I
C I !
(0] : -
()] ;
5 &
Alokha Beta

Values

Values between Alpha and Beta have the same probability to be drawn = 1 / (Beta — Alpha).
When this law is used, the unit is the millisecond for the starting time of a connection or byte for the data
volume to send.

Example of values generated by LanTraffic V2 in the interval [800, 850]
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Uniform Law

0.030
|

1/(Beta — Alpha)
Values generated

0.025
|

=

Density
0015 0020
|
k]

0.010
|

0.005
|

0.000
|

| | | | T |
700 750 800 850 800 950

Values

Density of probability for the values generated by LanTraffic V2 for

14.1.2 Exponential law
THEORY

The probability density function of the exponential law is:

Ae ™™ 1 >0,

where A > 0 is the parameter of the distribution (the rate parameter).
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The graphs above represent the theoretical density of the exponential distribution with A=0.15 and A=0.50.

When we use the exponential distribution to draw random numbers, most the drawn values are theoretically

small and the probability to draw big numbers is smaller.

Because of the increase of A, the incline of the distributions curve increases. Therefore, the probability to

draw small numbers is bigger than the one to draw big numbers.

PRACTICE

The exponential function is implemented in LanTraffic V2 to generate numbers following an exponential

distribution.

When this law is used, the unit is the millisecond for the starting time of a connection or byte for the data
volume to send.

Using this function with 2=0.15 as a parameter, we drew such numbers and then we plotted, by using a

mathematical tool (R software), the distribution of those. Then we got the following graph.

x times

002 004 006 008 010 012

0.00

Exponential law, lambda=0.15, 50000 numbers

- numbers generated by R

— numbers generated by NetDisturb

20 40 60

Values
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The green curve represents the distribution of random numbers generated by R and the red one represents

the distribution of those generated by LanTraffic V2. They are very similar.

As shown in the theoretical part, the probability to have small numbers is much bigger than the probability to

have big ones.

For example, we generate 50000 numbers following the exponential law with A=0.15. As the numbers
generated by the exponential function are of type “double”, we round them up to the nearest integer (e.g.

10.3 rounded up to 10 and 12.8 to 13). The histogram below summarizes the results.

7000

Exponential law, lambda=0.15,
50,000 drawn numbers

6000

5000

4000

X times

3000

2000

1000

0

Values

1 4 7 1013 16 19 22 25 28 31 34 37 40 43 46 49 52 55 58 61

The generated values are on the abscissa axe, and how many times each value is generated on the ordinate

axe.

Otherwise, we can represent the same result by a curve.

Exponential law, lambda=0.15, 50000 numbers

6000
|

x times
2000 3000 4000 5000

1000
1

0
I

40 60 80

Values

To see the effect of the parameter A we repeat the same operation as before with 2=0.15 and A=0.50 and we

plot both curves:
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Exponential law
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As the legend shows, the red curve represents the result of using the exponential law with A=0.15 as
parameter, and the green one the result of using the same law with A=0.50.

We observe that the more the parameter X is big, the more the maximum number generated is small and the
other numbers generated are smaller too.

The table below summarizes the probability (in percent) to draw a value using the exponential function of
LanTraffic V2 with different values for A in {0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9,1}.

A

~ Actually|

generated values (0.1 |0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

0 4.946 [9.358 [14.126|18.294(22.334(25.850|29.722|33.220(36.050|36.050
1 8.956 |16.044(22.426|26.874(30.432|33.538|35.274(36.732(37.956|37.956
2 8.200 |13.368(16.178|17.974(18.654(18.488|17.546|16.548(15.364/15.364
3 7.394 (10.904/12.478|12.324{11.476/9.908 |8.934 (7.468 |6.308 |6.308
4 6.524 9.148 |9.048 |8.176 [6.790 |5.580 |4.280 (3.334 |2.574 |2.574
5 6.198 [7.432 |6.468 |5.314 [4.078 |3.028 |2.134 [1.498 |1.056 [1.056
6 5.556 [6.136 |4.848 |3.680 [2.496 |1.642 |1.070 [0.636 |0.408 |0.408
7 5.034 [4.998 |3.718 |2.466 |1.554 |0.868 |0.504 [0.306 |0.166 |0.166
8 4.512 14.130 |2.766 |1.622 |0.838 |0.502 |0.252 |0.148 |0.058 |0.058
9 4.084 [3.312 [2.074 |1.050 |0.470 [0.272 |0.142 |0.052 [0.042 |0.042
10 3.698 |2.778 [1.484 |0.810 |0.322 |0.174 |0.068 |0.032 |0.008 |0.008
11 3.306 |2.266 [1.146 |0.418 |0.208 |0.054 |0.040 |0.010 [0.004 |0.004
12 2.964 (1.812 |0.822 |0.346 |0.144 |0.034 |0.022 [0.010 |0.006 |0.006
13 2.832 |1.542 |0.600 |0.236 |0.078 |0.036 |0.008 |0.006 |0 0

14 2.584 [1.252 10.484 |0.124 |0.056 |0.012 |0 0 0 0

15 2.078 |0.976 ]0.330 |0.098 |0.030 |0.004 |0.004 |0 0 0

16 1.900 |0.836 |0.242 |0.072 |0.012 ]0.004 |0 0 0 0

17 1.810 |0.658 |0.210 |0.032 |0.014 |0.006 |0 0 0 0

18 1.646 |0.558 |0.144 |0.030 [0.004 |0 0 0 0 0

19 1.484 |0.420 |0.108 |0.018 [0.008 |0 0 0 0 0
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20 1.360 |0.352 |0.112 |0.014 |0 0 0 0 0 0
21 1.220 |0.344 ]0.048 |0.004 |0.002 |0 0 0 0 0
22 1.088 |0.288 |0.034 |0.008 |0 0 0 0 0 0
23 1.004 |0.184 |0.022 |0.004 |0 0 0 0 0 0
24 0.976 10.184 |0.018 |0.010 |0 0 0 0 0 0
25 0.780 |0.130 |0.020 |0 0 0 0 0 0 0
26 0.750 |0.100 |0.018 |0.002 |0 0 0 0 0 0
27 0.692 |0.080 |0.008 |0 0 0 0 0 0 0
28 0.568 |0.064 |0.004 |0 0 0 0 0 0 0
29 0.552 10.074 ]0.010 |0 0 0 0 0 0 0
30 0.540 |0.044 10.002 |0 0 0 0 0 0 0
31 0.442 |0.032 |0 0 0 0 0 0 0 0
32 0.446 |0.038 |0.004 |0 0 0 0 0 0 0
33 0.376 [0.026 |0 0 0 0 0 0 0 0
34 0.386 |0.036 |0 0 0 0 0 0 0 0
35 0.280 |0.016 |0 0 0 0 0 0 0 0
36 0.27410.012 |0 0 0 0 0 0 0 0
37 0.280 |0.016 |0 0 0 0 0 0 0 0
38 0.212 |0.014 |0 0 0 0 0 0 0 0
39 0.184 |0.006 |0 0 0 0 0 0 0 0
40 0.182 10.012 |0 0 0 0 0 0 0 0
41 0.166 |0 0 0 0 0 0 0 0 0
42 0.142 10.004 |0 0 0 0 0 0 0 0
43 0.152 |0.004 |0 0 0 0 0 0 0 0
44 0.110 |0.004 |0 0 0 0 0 0 0 0
45 0.110 |0.002 |0 0 0 0 0 0 0 0
46 0.110 /0.004 |0 0 0 0 0 0 0 0
47 0.096 |0 0 0 0 0 0 0 0 0
48 0.078 |0 0 0 0 0 0 0 0 0
49 0.088 [0.002 |0 0 0 0 0 0 0 0
50 0.072 |0 0 0 0 0 0 0 0 0
51 0.060 |0 0 0 0 0 0 0 0 0
52 0.060 |0 0 0 0 0 0 0 0 0
53 0.048 |0 0 0 0 0 0 0 0 0
54 0.034 |0 0 0 0 0 0 0 0 0
55 0.036 |0 0 0 0 0 0 0 0 0
56 0.022 |0 0 0 0 0 0 0 0 0
57 0.044 |0 0 0 0 0 0 0 0 0
58 0.018 |0 0 0 0 0 0 0 0 0
59 0.018 |0 0 0 0 0 0 0 0 0
60 0.030 |0 0 0 0 0 0 0 0 0
61 0.016 |0 0 0 0 0 0 0 0 0
62 0.008 |0 0 0 0 0 0 0 0 0
63 0.016 |0 0 0 0 0 0 0 0 0
64 0.018 |0 0 0 0 0 0 0 0 0
65 0.010 |0 0 0 0 0 0 0 0 0
66 0.014 |0 0 0 0 0 0 0 0 0
67 0.014 |0 0 0 0 0 0 0 0 0
68 0.014 |0 0 0 0 0 0 0 0 0
69 0.018 |0 0 0 0 0 0 0 0 0
70 0.014 |0 0 0 0 0 0 0 0 0
71 0.010 |0 0 0 0 0 0 0 0 0
72 0 0 0 0 0 0 0 0 0 0
73 0.004 |0 0 0 0 0 0 0 0 0
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74 0.006 |0 0 0 0 0 0 0 0 0
75 0.002 |0 0 0 0 0 0 0 0 0
76 0.004 |0 0 0 0 0 0 0 0 0
77 0 0 0 0 0 0 0 0 0 0
78 0.008 |0 0 0 0 0 0 0 0 0
79 0.008 |0 0 0 0 0 0 0 0 0
80 0.006 |0 0 0 0 0 0 0 0 0
81 0 0 0 0 0 0 0 0 0 0
82 0.002 |0 0 0 0 0 0 0 0 0
83 0.004 |0 0 0 0 0 0 0 0 0
84 0 0 0 0 0 0 0 0 0 0
85 0.002 |0 0 0 0 0 0 0 0 0
86 0 0 0 0 0 0 0 0 0 0
87 0 0 0 0 0 0 0 0 0 0
88 0.002 |0 0 0 0 0 0 0 0 0
89 0 0 0 0 0 0 0 0 0 0
90 0.004 |0 0 0 0 0 0 0 0 0
91 0 0 0 0 0 0 0 0 0 0
92 0 0 0 0 0 0 0 0 0 0
93 0 0 0 0 0 0 0 0 0 0
94 0 0 0 0 0 0 0 0 0 0
95 0 0 0 0 0 0 0 0 0 0
96 0 0 0 0 0 0 0 0 0 0
97 0.002 |0 0 0 0 0 0 0 0 0
98 0 0 0 0 0 0 0 0 0 0
99 0 0 0 0 0 0 0 0 0 0
100 0 0 0 0 0 0 0 0 0 0
101 0 0 0 0 0 0 0 0 0 0
102 0 0 0 0 0 0 0 0 0 0
103 0 0 0 0 0 0 0 0 0 0
104 0.002 |0 0 0 0 0 0 0 0 0
105 0 0 0 0 0 0 0 0 0 0

In fact, the generated values are of type double.

of LanTraffic V2 with A =0.1:

Here is example of values generated by the exponential law

0.227489
1.961810
1.217468
13.854097
0.474025
5.870118
2.353334
0.766254
4.868133
0.802894

To represent those values in a simple way we round up double to the nearest integer, for example:

real values represented values
0.227489 0

1.961810 2

1.217468 1

13.854097 14

0.474025 0
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5.870118
2.353334
0.766254
4.868133
0.802894

R [O[F,[N[O

As a result, the values of the first column approximately correspond to the “x” in the theoretical
representation of the exponential law.

The effect of this approximation is more important when we draw values near “0”. Thus, the probability in the
table to generate “0” is smaller than “1”.

Exponential law, lambda=0.15

0.15
1

0.10
1

Density
/

0.05
!

0.00
l

Values

This graph is plotted with real values generated by LanTraffic V2. We observe that the probability for x="0"
(=1) is bigger than for x= “1”. Here are below graphs plotted with small values for A.

Exponential law,lambda=0.1 Exponential law,lambda=0.01

0.06 0.08
I ]
0.006 0.008
1

0.04
I
0.004

Density
Density

002
1
0.002
I

0.00
]
|
]
0.000
1

T T T T T T T T T T
0 20 40 60 80 0 200 400 600 800

Values Values

Maximum* drawn value = 221 Maximum* drawn value = 2218
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Exponential law,lambda=0.001 - Exponential law,lambda=0.0001
g
S 3
© [ve]
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54 5 = i
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0 2000 4000 6000 3000 10000 0 e+t00 2 e+t04 4 e+t04 6 e+04 8 e+04 1 e+05
Values Values

Maximum®* drawn value = 22180 Maximum* drawn value = 221807

*Maximum drawn value by the software, theoretically there is no maximum for the exponential law!
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14.1.3 Pareto Law

The probability density function of the Pareto Law (a,B = 0) is:

a’? .
f(x):ﬂW if x>a

f(x)=0 if x<a
where a is the minimum possible value and f3 is the parameter.

3o T e ]
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Pareto probability density functions for various Beta with a = 1

The horizontal axis is the x parameter. As Beta — « the distribution approaches &(x — a) where & is the
Dirac delta function.

The Pareto distribution is related to the exponential distribution by: f(x; £, a)= Exponential (In ﬁ;ﬁ)
a

- No value generated before a.

- The more B is big the more the maximum generated value is small.

- From a the small values are more often generated than big ones.

- The cumulative frequency from a given value m > a to a given value n > a is the integral of f(x) in this
interval.

When this law is used, the unit is the millisecond for the starting time of a connection or byte for the data
volume to send.
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14.1.4 Laplace-Gauss law

When this law is used, the unit is the millisecond for the starting time of a connection or byte for the data
volume to send.

The probability density function of the Laplace-Gauss Law is:

(x-p)

n 2

Kx):'\/—z—?'[O'

where y is the average and o is the standard deviation.

ALS)

eZG

kO o

t l‘l':
68,27%
95,45%
99,73%

+ . " n
T T T T T T 1

ri + + " +
T T T T T T

- The more o is small the more drawn values are near u
- 68.27% of drawn values arein [ — o ; 4+ o]

- 95.45% of drawn values are in [ u — 20 ; u + 207]

- 99.73% of drawn values arein [ — 30 ; u + 30 ]

4 and o must be defined such as: x>0 and x>3c with 0 >0
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14.2 LanTraffic V2 Traces

In case of problem when using LanTraffic V2, the trace functionality allows to retrieve in a
file or in a debug window, information regarding Winsock exchanges made by LanTraffic
V2.

Traces activation is done by modifying directly in the registry database of Windows, the
value of DEBUGLEVEL in the key HKEY CURRENT USER\SOFTWARE\ZT\LanTrafficV2\Settings

DEBUGFILENAME parameter defines the name for the file receiving traces. You must
reset manually content of this file to avoid disk space wasting.

If the DEBUGFILENAME parameter is not selected (empty chain), traces are sent to the
debug standard output -via OutputDebugString — for use with an external trace tool (e.qg.
DebugView from Sysinternals i.e. Microsoft, Inc or DebugMon from OSR, Inc or the
Microsoft Development environment).

é LanTraffic V2 application must be restarted after “DebuglLevel” or
“DebugFileName” parameter modification.

14.3 LanTraffic V2 configuration parameters saved in the
Registry

The based key to access parameters is W\HKEY CURRENT_USER\Software\ZTI\LanTrafficV2\Settings.

Updated information about Registry is available in the file “Version.txt” delivered with the

LanTraffic V2 software.

The user may change the General parameters to configure LanTraffic V2 to the local environment
or to specific needs.

Parameters associated to the help should not be changed without express
recommendation from ZTI Communications Support to avoid help unusable.

14.3.1 General configuration parameters

Key name Type Default value Description

AutomatonDebugFilename REG SZ AUT_DEBUG.LOG | User defined.

AutomatonDebugLevel REG_DWORD 0x0 0x00000001  Errors
0x00000100  Addition of the current time
0x00010000  Put Debug information into
the file defined by AutomatonDebugFileName

AutomatonPath REG_Sz Installation Full path name to the location of the

dependent automation tool used by LanTraffic V2.

DebugFileName REG_Sz LTV2_DEBUG.LOG |User defined

DebugLevel REG_DWORD 0x0 0x00000001  Errors
0x00000002  Important information
0x00000010  Winsock return codes
(partial)
0x00000020  Trace Receiver statistics
(inter-packet delay in reception & time used
to send when echoing)
0x00000100  Addition of the current time
0x00000200  Addition of Statistics
0x00001000  Verbose information
0x00010000  Put Debug information into
the file defined by DebugFileName

LTV2Path REG_Sz Installation Full path name to the location of LanTraffic

dependent V2 used by the automation tool.
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Key name Type Default value Description

RPCPort REG DWORD 1002 Port number used by RPC

SendTimeOut REG_DWORD 10 number of seconds for Winsock2 to send
data. Required for the Echoer mode

TCPConnectRetryCounter | REG_DWORD 0x1 Number of retry to establish a TCP
connection

TCPInactivity REG_DWORD 5 TCP Inactivity tempo (seconds). The receiver
stops the connection if no data is received
during this time.

TCPNoDelay REG_DWORD 0x0 0x0 : Nagle algorithm enabled
Other value: Nagle algorithm disabled

TCPReceiverPacketSize REG_DWORD 8192 Defines the packet size provided to Winsock2
WSARecv function call in bytes.

UDPInactivity REG_DWORD 5 UDP Inactivity tempo (seconds). In the
Receiver tab, with the Generator working
mode, the connection stops when no data is
received during this time.

& LanTraffic V2 must be restarted after each modification of these parameters.

14.3.2

A

14.3.3

A\

Help configuration parameters

These parameters are for information only. They must not be changed. These
parameters are in \HKEY LOCAL MACHINE\Software\ZTI\LanTrafficV2

Key name Type Description
ACROREADINFO REG_SZ Reserved
ACROREADTIMER REG_DWORD Reserved
HELP-AUTOMATICPARAM REG_DWORD Reserved
HELP-EDIT-LAWS-AUTOMATIC-STARTING REG_DWORD Reserved
HELP-EDIT-LAWS-AUTOMATIC-VOLUME REG_DWORD Reserved
HELP-EDIT-LAWS-UNITARY-VOLUME REG_DWORD Reserved
HELP-EXPORTSTATS-SENDER REG_DWORD Reserved
HELP-EXPORTSTATS-RECEIVER REG_DWORD Reserved
HELP-FILEDOWNLOADING REG_DWORD Reserved
HELP-MENU REG_DWORD Reserved
HELP-PARAMCNX-SENDER REG_DWORD Reserved
HELP-PARAMCNX-RECEIVER REG_DWORD Reserved
HELP-THROUGHPUT REG_DWORD Reserved
HELP-UNITARYPARAM REG_DWORD Reserved

Unit configuration parameter
LanTrafficV2 handles this parameter when a unit change occurs. It must not be
changed.

Key name Type Description
UsedUnit REG_DWORD Reserved
UseLocalTime REG_DWORD Reserved
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14.4 Default values of a co

ntext

The default values when opening a new context are:

e Sender - Parameters

Interface Interface chosen by
the system

IP version Automatically
Selected

IP address NO ADDRESS

Port Number 2009

Protocol TCP

Testing mode Unitary Mode

Data source

Packet generator (number
of packets: infinite, packet
contents: fix = 5A)

e Sender - Traffic + Statistics

Packets size

Fix = 1460 bytes

Inter Packet Delay

Fix=0ms

RTT option

No

DSCP value

0

TTL value

0

Columns for the statistics

Tx Throughput
Tx Volume

Tx Packets

Rx Throughput
Rx Volume

Rx Packets
Jitter

Clear on Stop

Unchecked

Export Statistics into a File

Export is disabled

Maximum size

10 MB

e Receiver - Traffic + Statistics

Interface

Interface chosen by the system

IP version Automatically Selected
IP address ANY_ADDRESS
Port number 2009
Protocol TCP
Working Mode Absorber
Columns for the statistics Rx Throughput
Rx Volume
Tx Throughput
Tx Volume
Jitter

Export Statistics into a File

Export is disabled

Maximum size

10 MB

e Throughput Graphics

Refresh time for graphic display

2 sec

Physical Link Throughput

10 Mb/s
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e Configuration

General Parameters

Refresh time 2 sec
Throughput sampling period 5 sec
Timeout for TCP packets echoed 500 ms
Timeout for UDP packets echoed 700 ms
LanTraffic V2 Buffer size

Receive buffer size 65535
Transmit buffer size 65535
| AutoComplete... | Enable

e File transfer
| Port number | 2500 |

e Sender and Receiver statistics file
| Maximum size |10 MB |

e Data volume mathematical laws

Name Type Parameters Range

Default Uniform Alpha = 10,000 |[9.77 KB, 2.38 MB]
Beta = 2,500,000

Small Volume Uniform Alpha = 5,000,000 |[4.77 KB, 9.54 MB]
Beta = 10,000,000

High Volume Uniform Alpha = 110,000,000 |[105 MB, 0.98 GB]
Beta = 1,050,000,000

Variable Uniform Alpha = 11,000,000 |[10.5 MB, 885 GB]
Beta = 950,000,000,000

e Inter Packet Delay mathematical laws

Name Type Parameters Range

Default Uniform |Alpha = 0][0 ms, 5 ms]
Beta = 5

Close delay law Uniform Alpha = 10 | [10 ms, 20 ms]
Beta = 20

Far off delay law Uniform Alpha = 500 | [500 ms, 1 s]
Beta = 1000

Variable delay law Uniform Alpha = 1|01 ms, 1 s]
Beta = 1000

e Starting time mathematical laws

Name Type Parameters Range

Default Uniform Alpha = 20 [20 ms, 50 ms]
Beta = 50

Close connection law Uniform Alpha = 100 | [100 ms, 200 ms]
Beta = 200

Far off connection law Uniform Alpha = 10,000 [10 s, 20 s]
Beta = 20,000

Variable connection law Uniform Alpha = 1 [1 ms, 1 mn 40s]
Beta = 100,000
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14.5 LanTraffic V2 features versus protocols and IP versions.

The array below shows the LanTraffic V2 features based on the Windows versions, on the
protocols and on the IP versions. The cross in a cell indicates when the feature is
available.

Protocol / IP Version ik
iPvd | PV
Sender Part
Linjtany Mocle X X
Automatic Moda X X

Interface Selaction X
Recener Part

X

b4

Absorber Mode
Absorber Fliie Mode
Echogr Mode
Echoer File Wode
Absorber Generator
Intarace Selection X X
Traffic Generator Parameters {used by the Unitary Mode and the Absorber Gener

EAERERES
o = - - -

Max Data Size (in Dtes) 65507 65507
TTLA Hop Lt X X
DSCP X

Mean Througfout (Pl X X
Mean Throughput (k) X X
RTT X X
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