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“IP Traffic — Test & Measure” User Guide Foreword

WARNING

The content of this user guide is provided for informational use only. It is subject to change
without notice, and must not be used as a commitment by ZTI.

ZTI could not be liable for any direct or indirect damages caused by the software or user guide
imperfection.

By any chance, if mistakes have slipped into this guide, do not hesitate to contact our client
support and make remarks.

Except when allowed by license agreement between ZTI and the user, no part of this guide or the
software may be reproduced, transmitted in any form or by any means.

This guide allows the user to discover “IP Traffic — Test & Measure” and is not an exhaustive user
manual.

To contact us:

ZTI

1, boulevard d’Armor
BP 20254

22302 Lannion Cedex
France

Phone: +33 296 48 43 43

Fax: +33 296 48 14 85
Web: http://www.zti-telecom.com or http://www.zti.fr
E-mail: contact@zti-telecom.com or contact@zti.fr (marketing & sales)

support@zti-telecom.com or support@zti.fr (technical support)

Copyright (C) ZTI 2000-2005 The software described in this manual is furnished under a License
France Telecom licensed product. Agreement and may only be used in accordance with the terms of this
Reproduction rights reserved. agreement.

All products and company names mentioned in this document are trademarks or registered trademarks of their
respective owners.
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Software License Agreement

This is an agreement between you (legal entity or physical person) and ZTI.

COPYRIGHT

The enclosed Software and documentation (here after called the Products) remains ZTI property.
The products are protected by French copyright laws and international treaties.

ZTI grants you the right to use the products according to the following:

USE OF THE SOFTWARE

You may:

= Install the software on hard disk of your system accordingly with the software protection
described in the next paragraph.

= Make 1 backup copy of the software, provided this copy is not used or install on any
computer.

= Use the Products properly.

In accordance with copyright and patent laws, the Licensee undertakes:
= To use the Products only for its own use

Not to modify the Products

Not to make illegal copy of the Products

Not to give, rent, sublicense or sale the Products

To protect and to respect ZT| and Products reputation

SOFTWARE PROTECTION

The “IP Traffic — Test & Measure” software is licensed on a per workstation basis. You will need
to purchase a separate license for each machine that you install it. Each licensed copy of the
software installed on a workstation has a unique Site Code, which requires the corresponding
unique Site Key to be entered before the tool is operational.

LIMITED WARRANTY
Software is supplied without any warranty express or implied regarding the performance or results
obtained by the use of the Products.

ZTIl warrants that software media (i.e. CD-ROM) will be free of material defects for a ninety (90)
days period following purchase. The limited warranty applies to the media and not the information
contained on it. If the media does not comply with this limited warranty, the sole remedy is the
replacement of the media software

In no event, ZTI will be liable for any kind of direct or indirect damages caused by the Products.

JURISDICTION
This agreement will be governed by French laws.

All disputes arising out of or in connection with this Agreement shall be finally settled by the court
of GUINGUAMP in France.

For further information, please contact: ZTI customer support department.
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Part 0: Preface

0.1 Organization of this manual

This user guide is aimed at helping you to discover and use “IP Traffic — Test & Measure”. This
manual is organized as follows:

e Part 1: Product Overview
Part 1 briefly describes “IP Traffic — Test & Measure” and its features, and explains how to
contact the ZTI Technical Support Center.

e Part 2: Install, Uninstall "IP Traffic — Test & Measure"
Part 2 explains how to install and uninstall the software.

e Part 3: License configuration and License transfers
Part 3 explains how to configure a license and move a license (direct transfer or floppy disk
transfer).

e Part 4: Hardware Installation (GPS Kit and ZClock)
Part 4 explains how to connect the GPS Kit via a serial cable and ZClock via a parallel cable
to the PC.

e Part 5: Graphical User Interface
Part 5 presents the “IP Traffic — Test & Measure” Graphical User Interface, i.e. the main rules
and principles of representation and display.

e Part 6: Using "IP Traffic — Test & Measure"

Part 6 explains how to use the “IP Traffic — Test & Measure” software. This part includes
menu and functionality description. It is based on Windows and Tabs description. Each Tab is
presented separately.

e Part 7: Calculation Mode for the Statistics
This part describes the rules and methods used to calculate statistics displayed by “IP Traffic
— Test & Measure”.

e Part 8: Annex

Describes additional information about the mathematical laws used by “IP Traffic — Test &
Measure”, “IP Traffic — Test & Measure” traces, configuration parameters saved in the
Registry database, default values of a new context, information on external objects for the ‘IP
Generator’ module (file or DLL).

e Part 9: Examples of sniffed traffic files

Six sample files (containing IP packets captured with the 'Traffic Sniffer') are provided with the
“IP Traffic — Test & Measure” software. These files can be used with the off-line mode of the
'"Traffic Observer'.

© ZTI, 2000-2005 Page 6/169



“IP Traffic — Test & Measure” User Guide Part O0: Preface

0.2 Minimum System Requirements

The “IP Traffic — Test & Measure” software requires the following minimum system requirements
to operate properly:

e Windows 98, 2000 or XP

e Pentium processor

e 30 Mb free hard disk space

e 1024 x 768 display

e To use the GPS kit: 1 serial interface

e To use the ZClock module: 1 parallel interface (with the EPP mode)

0.3 Technical Support

ZTIl Technical support can assist you with all your technical problems, from installation to
troubleshooting.

Before contacting technical support, please read the relevant sections of the product
documentation and the “Read Me First.pdf” file.

You can contact Technical Support by:

Email Send as many details as possible to support@zti-telecom.com or support@zti.fr
Fax Send as many details as possible to +33 2 96 48 14 85
Telephone Telephone support is available from 09:30 am to 06:00 pm (GMT Time +1 or

+2), Monday to Friday. Call +33 2 96 48 43 43

Before contacting Technical Support, please record the following information:
e Product name and version.

e Demo version or licensed product.

e System configuration.

e Problem details: settings, error messages,...

¢ If the issue can be reproduced, the details on how to create the issue.
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Part1: Product Overview

1.1 General Description

The “IP Traffic — Test & Measure” software is a connection and data generation tool for IP
networks. Data flows use TCP (Transmission Control Protocol), UDP (User Datagram Protocol) or
ICMP (Internet Control Message Protocol) protocols, which are used by mailing exchanges, file
transfers, ping programs and World Wide Web transmissions.

“IP Traffic — Test & Measure” needs at least two PCs running on Windows 98, 2000 or XP. The
screen resolution must be at least 1024x768.

Various testing configurations can be implemented using more than two PCs. “IP Traffic — Test &
Measure” establishes TCP or UDP connections between PCs through IP networks.

__Any TCP or UDP absorber
N

e

IP Traffic — Test & Measure IP Traffic — Test & Measure

N/ D IP generator IP generator
IP answering

r%} IP answering
IP Traffic — Test & Measure

IP generator

IP answering

“IP Traffic — Test & Measure” is an IP software testing tool using the Microsoft Windows TCP/IP
stack (Winsock?2 interface). So, “IP Traffic — Test & Measure” is independent of any transmission
or telecom link and can use any transmission link managed by the Windows operating system:
LAN (Ethernet, Token-ring, hyperlan...), WLAN, WAN (modem, ISDN, ATM, satellite link...),
remote access, mobile or cellular networks,

“IP Traffic — Test & Measure” can be used with two optional external products in order to have a
very precise time reference to realize measurements with a high accuracy: a GPS kit and a very
precise clock (ZClock) manufactured by ZTI (see next paragraph for more information).
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The “IP Traffic — Test & Measure” testing tool is composed of four modules: ‘IP Generator’, ‘IP
Answering’, ‘Traffic Sniffer’ and ‘Traffic Observer’.

¢ Module 1: ‘IP Generator’ to generate IP traffic on 16 simultaneous connections.

e Module 2: ‘IP Answering’ able to receive IP traffic on 16 simultaneous connections with
different working modes (Absorber, Absorber file, Echoer, Echoer file and Absorber +

Generator).
Local ‘IP Traffic’ ) Remote ‘IP Traffic’
Up to 16 connections
IP generator IP answering

IP answering

. Caption  Traffic —
5 Echoed traffic we—

The ‘IP Generator’ and ‘IP Answering’ modules

¢ Module 3: ‘Traffic Sniffer’ to capture traffic files at the driver level (under the TCP/IP stack)
in order to calculate traffic statistics and timestamp IP packets. These traffic files can be replayed
by the ‘IP Generator module.

Applications server
(HTTP,FTP, ..)

GPRS or UMTS
NETWORK

“IP Traffic — Test & Measure”: sniffer mode

“IP Traffic — Test & Measure” can be used to capture IP traffic with the ‘Traffic Sniffer’: for
example, the IP flows between a mobile and an application server (web, video telephony...) can
be captured and saved in a file. IP packets are time stamped, in order to replay IP traffic with the
same timing as for the capture. The user can then use an internal “IP Traffic — Test & Measure”
algorithm in order to obtain two traffic files (traffic client file and traffic server file). These traffic
files can be used by the ‘IP Traffic’ generator as source traffic.

e Module 4: the ‘Traffic Observer’ is a powerful graphic tool to display and visualize traffic
statistics on IP connections. Statistics are displayed in real time [on-line mode] or by using an
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off-line mode [user can replay traffic files by using a 'video recorder' mode (play, pause, stop)
with index management].

”IP Traffic” can be operated with two main modes:

e The normal mode: the user can access all commands and functionalities

¢ The remote control mode: the user can’t access locally commands of the "IP Traffic - Test &
Measure” software. It's mainly used for control by a remote “IP Traffic — Test & Measure”
system. It's very useful for example to use an “IP Traffic — Test & Measure” system as a

server that the user can operate remotely.

The design of the “IP Traffic — Test & Measure” man machine interface offers a main window
allowing easy access to all functionalities and commands. Counters and Indicators give an
overview of the overall traffic activities.

[Z STy - 1T

File Edit Configuration Tools File Downloading  Automation Tool Help  Operating mode

sistl Meastires

Connection #1
Connection #2
Connection #3
Connection #4
Connection #5
Connection #6
Connection #7
Connection #3
Connection #3
Connection #10
Connection #11
Connection #12
Connection #13
Connection #14
Connection #15

Connection #16

Destination Parameters

IP Address or Host Mame» Protocole  FPorte
| [M0_ADDRESS [TcP | |2000
| [MO_ADDRESS [TcP || 2008
| [N0_ADDRESS [Tce ~]|z009
| [M0_ADDRESS [TcP ~||z2008
| [MO_ADDRESS [TcP | |z2008
|| MO_ADDRESS [TcP ~]| 2009
[ Mo_ADDRESS [Tce ~]| 2009
| [MO_ADDRESS [TcP ~||2008
| [MO_ADDRESS [TcP | |2008
| [ MO_ADDRESS [TcP ~]| 2008
|| NO_ADDRESS [TcP »]|z009
| [MO_ADDRESS [TcP ~||2008
| [MO_ADDRESS [TcP || 2000
| [ MO_ADDRESS [TcP | |2008
| [NO_ADDRESS [TcP ~]| 2008
| [MO_ADDRESS [TcP | |2000

& Unitary Mode

Tyne
Packet generator
Packet generatar
Packet generator
Packet generator
Packet generatar
Facket generator
FPacket generator
Packet generator
Packet generator
Packet generator
FPacket generator
Packet generator
Packet generatar
Packet generator
Facket generator

Packet generatar

Parameters #1
Pararneters #2
Parameters #3
Parameters #4
Parameters #5
Pararneters #8
Fararneters #7
Parameters #3
Parameters #3
Parameters #10
Parameters #11
Farameters #12
Farameters #13
Parameters #1 4
Pararmeters #145
Pararmeters #16

IP Generator - Parameters I I Generator- Traffic + Statistics ] IP Answering - Pararmeters + Statistics | Trafiic Shiffer | Traffic Ohsenrer]

" Automatic hode

J3808 080000008

" Replay Mode

GPS  ZClock  Activity

1%

[T [

Remote Conirol of an IP Traffic - Test & Measure sysitem

Remote file context

Remote IP address or HostMame  FPort

|2ann

Remote Operation

2 :

,—.

Local Operation

Start All
Local Processes

“IP Traffic — Test & Measure” main window
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1.2 Architecture

......................
L
w
)

Web browser IP applications

--------
"“
o
.
.
.

-
",

.
.
. .
. .
--------------------------

(used by IP Traffic to calculate
| TCP | | ubpP | statistics in the generator and

answering modules)

IP
= ‘ ————————————— - ‘Time’ point of reference (sniffer)
E 4 : (used by the sniffer to timestamp
/gént{{{{‘? ) Eﬂk@ Drivers IP packets sent and received)
+
access products
Ethernet

/ CeIIuIar
ISDN / / l ereless

PSTN  satellite

Two points of reference are used by the “IP Traffic — Test & Measure” software.

‘Applicative’ point of reference

In the ‘IP Generator’ and the ‘IP Answering’ modules, statistics (e.g. throughput, RTT...) are
calculated at the application level (above the TCP/IP stack). These statistics refer to data sent or
received by the “IP Traffic — Test & Measure” application, and are independent of the protocol
(TCP or UDP).

‘Time’ point of reference

The Traffic Sniffer uses this point of reference in order to timestamp IP packets sent and
received. Timestamp of packets is made at the nearest of the physical link (under the TCP/IP
stack). Therefore, “IP Traffic — Test & Measure” can identify lost and retransmitted IP packets.
Values and statistics of the ‘Traffic Observer’ tab use this point of reference.

Note: see Part 7 for more information to know how “IP Traffic — Test & Measure” computes
statistics.

In order to have a good accuracy to timestamp IP packets, additional hardware options are
available as described in the following paragraph.

When no additional hardware is used, the ‘Traffic Sniffer’ uses the PC internal clock to timestamp
IP packets sent and received. Because, the PC internal clock can’t provide an absolute time
reference, and needs to be synchronized with all the PCs internal clocks used by “IP Traffic —
Test & Measure” ZTl recommends an additional hardware option to allow precise time
propagation delays calculations into IP networks.
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1.3 Hardware Options Available

In order to free "IP Traffic" from the constraints related to the use of the PC internal clock, ZTlI
proposes two optional systems, allowing the Traffic Sniffer to timestamp sent and received IP
packets with more accuracy.

Option available

Eﬁﬂ Serial port

’ ZClock = more accuracy

Parallel port

\

The ZClock product manufactured
by ZTI provides accuracy with 1 ms.
(oscillator 0.27 ppm)

Option available

The GPS provides the absolute
time reference, coordonates and
velocity.

Accuracy for IP packets
timestamping <or=5ms

With the GPS Kit and ZClock options, 4 configurations to use the “IP Traffic — Test &
Measure” software:

Configuration Description Absolute Time Accuracy for
reference Measurement
0 “IP Traffic — Test & Measure” No or user defined Not defined
(PC clock used)
1 “IP Traffic — Test & Measure” GPS 5 milliseconds
+ GPS
2 “IP Traffic — Test & Measure” No or user defined 1 millisecond
+ ZClock (ZClock is initialized
with the PC clock)
3 “IP Traffic — Test & Measure” GPS (ZClock is 1 millisecond
+ GPS + ZClock initialized with the
GPS time)

It is recommended to use ZClock to have the best accuracy for measurement.

The GPS and ZClock systems provide time reference with more accuracy than the PC internal
clock. The ZClock product provides a very precise clock time reference (by the use of a high
stability quartz oscillator < +/- 1.10®° on 1 day), and authorizes to lose the GPS signal, without yet
losing the time reference. For example, whereas GPS signal on a mobile system is lost in a
tunnel, ZClock continues to timestamp the IP packets in a precise way.

The GPS system provides an absolute time reference. So each IP Traffic system equipped with
one GPS system will have the same time reference. By using only the GPS system and the
internal PC clock, accuracy for IP packets time stamping is < or = 5 milliseconds.

The ZClock product provides a very precise clock with a high stability (long term stability is < 1 ms
for 1 hour on 1 year). When used with IP Traffic, accuracy is one (1) millisecond for IP packets
time stamping.

When the GPS time signal is available, IP traffic initializes the ZClock product with this time
reference. Even if the GPS signal is lost during many hours, the accuracy of one (1) millisecond
is preserved.
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1.4 “IP Traffic — Test & Measure” key features
Module 1:° IP Generator’ Overview with TCP or UDP protocol

o The ‘IP Generator’ module generates up to 16 simultaneous unicast — or multicast UDP -
connections. Connections can be generated following three different testing modes:

= Unitary mode: for each IP connection, you can select the traffic generator data source

(internal or external), define a time code option (time code is added as data in the packet
data), specify the ToS (Type of Service) byte, specify the Time To Live (TTL) and if
needed save incoming traffic in a file.

Internal data generator with five parameter groups:

o Data to send: automatic data generation by using a mathematical law, packet
generator (fix, random, alternate and increasing / decreasing) or file to send

e TCP or UDP Data size: fix, random, alternate and increasing / decreasing

o Inter packet delay: fix, random, alternate, increasing / decreasing or use of a
mathematical law

e Mean Throughput for the connection in Kb/s: data size or inter packet delay
adjustable

o Mean Packet Throughput for the connection in p/s (packets per second) : this option
is only available with UDP connection

e Save generated traffic in a file
External data source generator. select a file or an external DLL providing traffic to send

(packet starting time, size, contents, inter packet delay...) and if needed use of a loop
counter with an idle time between each loop.

= Automatic mode: use of a mathematical law for connections generation starting time and

another mathematical law for data volume to send, in order to generate up to 16 outgoing
IP connections.

Replay sniffed traffic: use of a traffic file previously captured by the Traffic Sniffer and
the ‘IP Generator’ module replays this traffic file with timing accordingly to time capture (IP
resolution addressing is made by the user before replay). A repeat counter can be defined
with an idle time between each replay.

o Statistics: different statistics parameters are displayed by the 'IP Generator' module for each
connection

Sent throughput

Received throughput

Sent packet throughput

Received packet throughput

Sent data volume

Received data volume (volume of data sent by the remote)
Sent packets

Received packets (packets sent by the remote)
Data volume to send

Remaining volume (of data to send)

Seq. numb errors (sequence numbering errors)
Mean RTT (Round Trip Time)

Jitter
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These statistics can be saved in a file defined by the user.

Module 1:’ IP Generator’ Overview with ICMP protocol

a The ‘IP Generator’ module generates up to 16 simultaneous connections. Connections can
be generated following only one testing mode when using ICMP protocol:

= Unitary mode: for each IP connection, only the internal data source is allowed. Moreover
you can specify the ToS (Type of Service) byte or specify the Time To Live (TTL).

Internal data generator proposed three parameter groups. Below are listed the different
possibilities offer with ICMP protocol:

e ICMP Echo request packet number and content : packet generator (fix, random,
alternate and increasing / decreasing).

e ICMP Echo Request data size: fix, random, alternate and increasing /
decreasing.

e ICMP Echo Reply receiving timeout: fix, random, alternate, increasing /
decreasing or use of a mathematical law.

o Statistics: different statistics parameters are displayed by the IP Generator module for each
connection:

e Sent ICMP requests (Tx Packets)

e Received ICMP replies (Rx Packets, responses sent by the target remote)
e Seq. numb errors (sequence numbering errors)

e Mean RTT (Round Trip Time)

These statistics can be saved in a file defined by the user.
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Module 2: ‘IP Answering’ Overview

o The ‘IP Answering’ module receives traffic (up to 16 simultaneous connections), and
operates for each connection following different working modes: ‘Absorber’, ‘Absorber file’,
‘Echoer’, ‘Echoer file’ ‘Absorber + Generator’ or ‘Disable’.

In this User Guide, we will consider that the Local machine is used for generating IP traffic and
the Remote one is used for IP answering.

Local IP ¢ Connection #n 5 Remote IP answering (absorber mode)
ocal I generator (no specific treatment for each received IP packet)

Local IP generator Connection #m > Remote IP _answering (ab.sorber ﬁlfe moqe)
(each received IP packet is saved in a file)

™~B

Connection # p > Remote IP answering (echoer mode)
Local IP generator < (each received IP packet on the connection is
sent to the transmitter)
Connection # q Remote IP answering (echoer file mode)
Local IP generator < » (each received IP packet on the connection
is sent to the transmitter and saved in a file)
P flow 1 Remote IP answering (absorber + generator mode)
= » (this mode allows dissymetrical IP flows : IP flow1 is
Local IP generator Connection # r absorbed by the remote IP answering entity.
< P o 2 IP flow2 is generated by the remote IP answering entity

when the first UDP packet is received or when the
TCP connection is established).

o Statistics: different statistics parameters are displayed by the IP Answering module for each
connection:

e Sent throughput

e Received throughput

e Sent packet throughput

¢ Received packet throughput

e Sent data volume

¢ Received data volume (volume of data sent by the remote)
e Sent packets

¢ Received packets (packets sent by the remote)

e Data volume to send

¢ Remaining volume (of data to send)

e Seq. numb errors (sequence numbering errors)

e Data not echoed

o itter

These statistics can be saved in a file defined by the user.
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Module 3: ‘Traffic Sniffer’ Overview

Sent and received IP packets are time stamped by the ‘Traffic Sniffer and then saved in a file in
order to generate capture traffic files.

User can define IP filters to capture IP traffic in a file.

In the example above, the ‘Traffic Sniffer’ is activated on each system to generate a traffic file.
Two traffic files are produced: File A and File B. These traffic files A and B can then be used by
the ‘Traffic Observer’ in order to calculate off-line statistics (such as the packet transit delay).

From one traffic file captured by the ‘Traffic Sniffer’, an analysis algorithm produces two data files
as shown below (because a traffic file contains IP packets sent and received):

o )
This file has been captured
by the Traffic Sniffer

| Analysis algorithm |

Data Output files Data
File 1 File 2

Then it is possible to use a data file generated in order to replay traffic via the 'IP Generator'

module:
Data File 1 or 2 8

IP Traffic — Test & Measure
IP Traffic — Test & Measure

IP generator IP generator o
= I L (s
EE’ IP answering IP answering ¥
- ﬁ — /]
=N ZCIock

ZClock]) e,
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Module 4: ‘Traffic Observer’ Overview

The ‘Traffic Observer’ displays statistics for the ‘IP Generator’ or the ‘IP Answering’ modules
according two modes: on-line (real time) and off-line (batch mode).

The off-line mode allows calculating statistics parameters (e.g. ‘Packet Erasure Rate’ and ‘Packet
Transit Delay’) needing to have time stamped packets from the local and the remote systems.

IP Traffic — Test & Measure

'R B 5

(ZClockl)

IP Traffic — Test & Measure

A== 2
’%
e == "E@V@\ ZClock

5 Traffic ca
. pture by 5
Traffic capture by M using the IP sniffer @

using the IP sniffer

This mode uses and analyzes the two traffic files (Files A and B in the schema) captured by the
‘Traffic Sniffer’.

0 Features available with the on-line mode

=
=

=
=
=

Select ‘IP Generator’ or ‘IP Answering’ display

Display of statistic parameters in a table for 16 connections:

e |P throughput snapshot
e |P throughput average

e UDP or TCP throughput
e Inter packet delay

Or

Graphic statistics display for the following parameters with triggers defined by user

e |P throughput
e Inter packet delay

The graphic display enables to choose ‘all connections’ or a specific connection (from 1 to 16) and to calculate
in real time the following parameters: average, standard deviation and confidence distance

Export statistics in a file with filters defined by user
Reset statistics

Help window

o Features available with the off-line mode

2
2
2

Select ‘IP Generator’ or ‘IP Answering’ display
Load traffic files and process analysis for these files to detect that these files are coherent

User can replay traffic files by using a 'video recorder' mode (play, pause, stop) with index
management (next, add, remove)

Display of statistic parameters in a table for 16 connections:

IP throughput snapshot
IP throughput average
UDP or TCP throughput
Inter packet delay
Packet erasure rate
Packet transit delay

e 6 o o o o
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Or
Graphic statistics display for the following parameters with triggers defined by user

IP throughput

Inter packet delay

PER (Packet Erasure Rate) quality
Packet transit delay

e o o o

The graphic display enables to choose ‘all connections’ or a specific connection (from 1 to 16) and to calculate
the following parameters: average, standard deviation and confidence distance.

Or

Packet statistics: display of packets sent and lost with transit delay
= Export statistics in a file with filters defined by user
= Reset statistics

= Help window

1.5 Reference

[WINSOCK2] « Windows Socket 2 - Application Programming Interface » Revision 2.2.0 - May
10, 1996
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Part 2: Install and Uninstall “IP Traffic - Test & Measure”

To install this software testing tool, you need a PC with at least a 1024 x 768 display screen
resolution and Windows 98, 2000 or XP.

Note: the “IP Traffic — Test & Measure” software is also named “IP Traffic” in this document.

Warning:

* To run "IP Traffic — Test & Measure" your computer’s screen resolution must be configured on
1024 X 768 (at least). Please note that you should mask the task bar in a 1024x768 screen
resolution, so you could have an optimal view of the software interface.

* For Windows 2000 and XP you must be logged on with administrator privileges.

Note:

It is advisable to first close anti-virus application before installing this software.

The “IP Traffic — Test & Measure” software is configured by default with a 15-days limited license.
When the time limit expires, “IP Traffic - Test & Measure” will cease to run. See part 2 below for
more information about the license program.

The installation procedure is a standard installation program for Windows 98, 2000 and XP.

2.1 Install “IP Traffic - Test & Measure” from a downloaded trial
version

Warning:

The installation procedure under Windows 2000 or XP requires to be logged on with administrator
privileges.

Notes:
The installation procedure is a standard installation program.

Please note that the install procedure of the "IP Traffic - Test & Measure" software will be different
in the last part, depending on the target Operating System: Windows 98 or Windows 2000 / XP.

o If you have downloaded the “IP Traffic — Test & Measure” software trial version from our
website, you have downloaded the file Setup IPTraffic.zip that includes the
documentation and the file Setup_IPTraffic.exe.

¢ Run Setup_IPTraffic.exe and follow the “IP Traffic - Test & Measure” setup instructions to
proceed with the installation.

By default, the “IP Traffic - Test & Measure” software will be installed in the following
directory (C: is used as example):

C:\Program Files\IP Traffic with the following subdirectories:

C:\Program Files\IP Traffic

C:\Program Files\IP Traffic\Samples

C:\Program Files\IP Traffic\Samples\DataFile (for the IP Generator)
C:\Program Files\IP Traffic\Samples\User_DLL (for the IP Generator)
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e The following step of the installation procedure depends on the target Operating System
(Windows 98 or Windows 2000/XP). Follow the instructions relating to your Operating
System in the table below:

Windows 98 install Windows 2000/XP install
Just before the end of the installation, The installation procedure automatically
the WinPcap Setup Program is installs the packet capture driver named
automatically launched in order to install ‘znpf.sys‘ on your system in the ‘IP Traffic’
the packet capture driver used by “IP directory.

Traffic - Test & Measure”.
When the installation is finished, you don’t
You will find below the different windows need to reboot your computer to consider
displayed by WinPcap 3.0 during the changes.

install procedure.

Once the install procedure of WinPcap is
finished, you can end the “IP Traffic -
Test & Measure” installation procedure.

You must then reboot your PC.

Start Menu shortcuts created:

Start > Programs > IP Traffic

IP Traffic — User Guide

Automation Tool — User Guide

Read Me First

License help

Uninstall IP Traffic

IP Traffic — Test & Measure (click to run the “IP Traffic — Test & Measure”
software)

Automation Tool for ‘IP Traffic — Test & Measure’

434340830

4

With “IP Traffic - Test & Measure” trial version, when you launch “IP Traffic - Test & Measure” for
the first time, a message is displayed showing remaining days of use (for example, 15 days left
out of 15 in the following example):

zr

15 ftoutof 14

Press <Enter= nfigure your license.

Please refer to the third paragraph to configure your license.
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Automatic install of the packet capture driver by WinPcap for Windows 98

Note: the WinPcap program includes software developed by the Polytecnico di Torino and its
contributors.

r —
|ﬁ' WG s O S E T \_a
Welcome to the Installation Wizard

Thiz wizard will guide you thraugh the entire WinPcap 3.0 installation.

wielcome to the WinPeap 3.0 Setup pragram. This program will inztall winPcap 3.0 on your
computer.

Itig gtrangly recommended that you exit all windows programs before running this Setup
program. Click Cancel to quit Setup and close any programs you have running. Click Mext to
cantinue with the Setup program.

WARMIMG: This program ig protected by copyright law and interational treaties.
Unautharized repraduction or distibution of this program, or any portion of it, may rezult in

severe civil and criminal penalties, and will be prosecuted to the masimum extent pozsible
under law.

’ Mext > ][ Cancel

Then press Next to continue and display the License Agreement.

r =
|ﬁl Wintcaprsiisetip) a
License Agreement

Please read the following license agreement carefully.

Please closely read the following licensze agreement. Do you accept all the terms of the following
license agreement?

Copyright [c] 2003

MetGroup, Politecnico di Tarino. &l rights reserved.

Redistribution and uze in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of
conditionz and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice,  this list of
conditionz and the following disclaimer in the documentation and/or other materials provided
with the distribution.

Meither the name of the "Politecnico di Toring” nor the names of its contributors may be

e d b ca

T St St MO S

‘ez, | agree with all the terms of thiz license agreement

[ < Back ][ Mext > ][ Cancel ]

Once you have checked "Yes, | agree with all the terms of this license agreement”, then press Next
to continue.
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5 WinEcap3tiisetup: ai

Readme Information

Flease read the following information about the WinPcap 3.0 carefully.

Impaortant information about YWinFcap 3.0.

If an old version of WinPcap was alieady present on the system, it is strongly recommended to
reboot the spstem.

Fleaze visit the WinPoap home page http:/ /winpcap. polito.it for information and updates.

Mext > l[ Cancel

Press Next to continue.

CAWinPEansa0isatin) ﬂi

Installation Complete

The Installation wWizard has successfully installed WinPcap 3.0.

winPcap 3.0 has been succezsfully installed.

Press the OF, button to exit Setup program.
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2.2 Install “IP Traffic - Test & Measure” from the CD-ROM

Warning:

The installation procedure under Windows 2000 or XP requires to be logged on with administrator
privileges.

Notes:
The installation procedure is a standard installation program.

Please note that the install procedure of the "IP Traffic - Test & Measure" software will be different
in the last part, depending on the target Operating System: Windows 98 or Windows 2000 / XP.

e First, insert the «IP Traffic - Test & Measure» CD-ROM on disk drive.

e Click on “Start”, “Execute” and type “CD-ROM unit>:\Setup_ IPTraffic.exe”.
Follow the “IP Traffic - Test & Measure” setup instructions to proceed with the installation.
By default, the “IP Traffic - Test & Measure” software will be installed in the following
directory (C: is used as example):

C:\Program Files\IP Traffic with the following subdirectories:

C:\Program Files\IP Traffic

C:\Program Files\IP Traffic\Samples

C:\Program Files\IP Traffic\Samples\DataFile (for the IP generator)
C:\Program Files\IP Traffic\Samples\User_DLL (for the IP generator)

e The following step of the installation procedure depends on the target Operating System
(Windows 98 or Windows 2000/XP). Follow the instructions relating to your Operating
System in the table below:

Windows 98 install Windows 2000/XP install
Just before the end of the installation, The installation procedure automatically
the WinPcap Setup Program is installs the packet capture driver named
automatically launched in order to install ‘znpf.sys‘ on your system in the ‘IP Traffic’
the packet capture driver used by “IP directory.

Traffic - Test & Measure”. When the installation is finished, you don't

You will find below the different windows need to reboot your computer to consider
displayed by WinPcap 3.0 during the changes.
install procedure.

Once the install procedure of WinPcap is
finished, you can end the “IP Traffic -
Test & Measure” installation procedure.

You must then reboot your PC.
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Start Menu shortcuts created:

Start > Programs > IP Traffic

434008030

=

IP Traffic — User Guide

Automation Tool — User Guide

Read Me First

License help

Uninstall IP Traffic

IP Traffic — Test & Measure (click to run the “IP Traffic — Test & Measure”
software)

Automation Tool for ‘IP Traffic — Test & Measure’

When you launch “IP Traffic - Test & Measure” for the first time, a message is displayed showing
remaining days of use, even if you have bought an unlimited license (for example, 15 days left out
of 15 in the following example):

left outof 145

Press <Enter:> to configure your license.

Please refer to the third paragraph to configure your unlimited license.

Automatic install of the packet capture driver by WinPcap for Windows 98

Note:

contributors.

The WinPcap program includes software developed by the Polytecnico di Torino and its

i WnEGHPRS A SELID] ﬂ‘
Welcome to the Installation Wizard

This wizard will guide vou through the entire WinPoap 3.0 installation.

‘wielcome to the WinPoap 3.0 Setup program. This program will install WinPcap 3.0 on your
computer.

It iz strongly recommended that you exit all Windows programs before running this Setup
program. Click Cancel to quit Setup and close any programs vou have running. Click Mest to
cohtinue with the Setup progran.

WaARMING: This program is protected by copyright law and international treaties.
Unauthonzed reproduction or distibution of this program, or any portion of it, may result in

severe civil and criminal penalties, and will be prosecuted to the maximum extent pozsible
under |aw,

[ Mt > ] [ Cancel

Then press Next to continue and display the License Agreement.
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Once you have checked

to continue.

Press Next to continue.

=

5 WinBcapatiisetup;

License Agreement

Flease read the following license agreement carefully.

Pleage clogzely read the following license agreement. Do wou accept all the terms of the following

license agreement’?

(%]

Copyright [c] 2003

conditionz and the following disclaimer.

with the distribution.

‘ez, | agree with all the terms of this license agreement

MetGroup, Politechico di Torino. All rights reserved.

Redistribution and uze in source and binary forms, with or without modification, are
permitted provided that the following conditions are met;

Redistributions of source code must retain the above copyright notice, this list of

Redistributions in binary form must reproduce the above copyright notice, this list of
conditionz and the following dizclaimer in the documentation and/or other materials provided

Meither the name of the "Palitecnica di Taring' nor the names of its contributars may be
e be e B S SO A

. R

[ < Back ][ Newt » ][ Cancel ]

-
|ﬁ! WanPcapesslisetip;

Readme Information

Please read the following information about the *WinPcap 3.0 carefully.

Impartant information about 'WinPcap 3.0,

"Yes, | agree with all the terms of this license agreement”, then press Next

[X]

reboot the system,

If an old version of WinPoap was alieady present on the system, it is strangly recommended to

Flease vizit the \WinPcap home page hitp:/ /winpoap. polito.it for information and updates.

Mext > ] [ Cancel ]

r
|ﬁl WinBcapd:isetup;

Installation Complete

The Installation ‘Wizard has successfully installed WinF'eap 3.0

WinPcap 3.0 has been successfully installed.

Press the OK button to exit Setup program.
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2.3 Uninstall “IP Traffic - Test & Measure”

The uninstall procedure is a standard uninstall program.
In the “Start > Programs > IP Traffic” Menu, select “Uninstall IP Traffic”.
Windows 98 uninstall Windows 2000/XP uninstall

Then delete all remaining files in the directory | Then delete all remaining files in the
"C:\Program Files\IP Traffic". directory "C:\Program Files\IP Traffic".

To uninstall the packet capture driver
installed by the WinPcap Setup program,
select the ‘Add/Remove programs’ icon of
the “Control Panel’ and then uninstall the
"WinPcap 3.0" program.

Then reboot your PC.
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Part 3: License Configuration and License Transfers

3.1 To configure a license

Note:

This software is licensed on a per workstation basis. You will need to have a separate license for
each machine that you install it on. Each licensed copy of the software installed on a system has
a unique Site Code which requires the corresponding unique Site Key to be entered before the
tool is operational (except for a trial version: a duration of 15 days is automatically enabled at the
first installation of the software. If you try to install again the software, the license program
disables the trial period).

If you wish to configure your license before trial period end, please press Enter when the
following message is displayed:

15 days leftout of 145
Press <Enter> to configure your license.
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Therefore, you will obtain the license configuration dialog as follows:

& |UTraffle - Liesyss Copiflgliraiiog

- B[]

Program License Help

Z 15 days left out of 15

Site Code: DFCY 39E0 3538 E2E7 C2

Site Key: |

To authotize this program for this site, send your name, site [
code, company name and e-rmail to: ]

il

phone: +33 2 95 48 43 43

fax: +33 29643 14 85
e-rmail: contact@zti-telecom. com

To move a licenze to anather directary or computer, you can uze the
"Licenze" menu at the top of this dislog.

“ou can bring up this configuration dialog when the program starts by

=

Note: at the end of the trial period when you launch “IP Traffic — Test & Measure”, the same
license configuration dialog appears, with a specific mention instead of the remaining days of use:

“Program not authorized’.

& |UTraffle - Liesyss Co iz iiug

- B[]

Program License Help

Z Program nat authorized

Site Code: D3EE F303 357C 5345 A1

Site Keyw: |

To authorize this program for this site, send your name, site [
code, company name and e-rmail to; ]

21l

phone; +33 2 95 48 43 43

fax: +33 2954314 85
e-mail; contact@@zti-telecom.com

To move a license to another directory or computer, you can use the
"Licenze" menu at the top of this dislog.

Yo can bring up this configuration dialog when the program starts by

(<}
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To get the ‘Site Key’ and obtain an unlimited version, please send your name, ‘Site Code’
(specific to your installation), company name, e-mail and preferred method of payment (if you
haven't bought the “IP Traffic — Test & Measure” software yet) to: contact@zti-telecom.com or

contact@zti.fr .

We will send you your ‘Site Key’ once we receive the payment.

If you have already bought the license, please email your Site Code and we will email you back
the Site Key. After you have entered your Site Key, you get the following message:

Cyperarinliions a%

i You are now licensed ko run this software,
' Press QK to continue or Cancel if wou wank to run wour softbware |ater,

(o)1 | Annuler

Note: you will see the following dialog when you launch “IP Traffic — Test & Measure” if you have
an unlimited license:

pap

Unlimited license

Press <Enter> to configure your license.

3.2 License Transfers

Warning: a license transfer is not a duplication of any type.
Please contact ZTI or your authorized distributor for site license information and for several
licenses purchase.

Licenses can be transferred using one of the following methods:

= Direct transfer: move the license to another directory on the same PC or between two
networked PCs.

= Transfer by media: move the license from a source PC to a target PC by using a floppy
disk or USB key.

Warning:

Be careful when using USB keys in particular with a Windows 2000 system. When you unplug the
USB key, you should use, before any removing of the USB key, the Unplug/Eject system by
clicking on the Unplug/Eject icon present on the systray bar (placed on the bottom right corner of
your screen). A “hot unplug” is unsafe and can damage all data contained on the USB key.
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3.2.1 Direct Transfer: move the license from one local directory to another

This transfer mechanism must be used to move a license in two cases:
from a source to a target directory of the same PC

from a source to a target directory of networked PCs

o First, copy the program (copy the folder “IP Traffic — Test & Measure”) to the target
directory.

For example from “C:\Program Files\IP Traffic” to “C:\Temp\IP Traffic”

e Then run the program in the original directory (from “C:\Program Files\IP Traffic’). When the
license configuration window appears, press Enter and select in the menu “License >
Transfer to directory ...”, as shown below:

| & |UTraiffie - Lissyss Cupiflgnriiug J _ _|L31

Praograrm Help

Transfer aut ko another camputer, .. L
W alidate

Sil

q  FKill license

To autharize this pragram far this site, send your name, site
code, company name and e-mail to:

LTl

phone: +33 2596 48 435 43

fax: +33 296 48 14 85

e-mail. contacti@zti-telecom. corm

To move a licenze to another directory or computer, wou can uze the
"Licenze" menu &t the top of this dialog.

You can bring up thiz configuration dialog when the program starts by

e Provide the path name of the target program (for example C:\Program Files\IP
Traffic\IPTraff.exe).
The program copy now has the license awarded the original.
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3.2.2 Transfer by media (floppy disk or USB key) from a source PC to a target PC

Note: a floppy disk or USB key is needed for this kind of transfer.

To transfer the license from the source PC (PC #1) to the target PC (PC #2), proceed as
described in the following points.

Point 1: First install the program on the target PC (PC # 2).

Point 2: Run the software on PC # 2 and kill the trial license in order to have an unauthorized
license on this PC.

You need to kill the license if the "Transfer in from another computer ..." item of the license menu
is disabled.

To kill the license, please proceed as follows.
When the license configuration window appears, press Enter and select in the menu “License >
Kill license”.

| & | raifile - Liesgss Cunfigiraiiug i J _ _|ﬂ1

Program Help

Z Transfer to directory, .. l

s Transfer ouk ko another computer, .

u
C

Ta autharize this program for this site, send your name, site
code, company name and e-mail to:

Al

phone: +33 2 96 48 43 43

fax: +33 2 96 43 14 85

e-mail: contactif@zti-telecom. com

To move a license to anather directary or computer, you can use the
"Licenze" menu at the top of this dislog.

“ou can bring up this configuration dialog when the program startz by

A message box appears, press ‘Yes’ to kill the license.

Kallibicence 1

H_?/ Are pou sure you want to delete pour current licenze?
Warning

After deleting vour licenze, you will need to purchase a new license o
continue using this program.

e | | i [a] |
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And a kill confirmation code is displayed.

Killllicense x|

'our kill confirmation code iz

|EEB1 BE&F 7465 SECE 3EFI B475 [

You ghould write doven this number in caze pou need to
prove that the license waz actually deleted.

The license window displays now "Program not authorized" as following:

| & |Uifraiile - Liags:

sz Copifigriiiog J _ _|L31

Program License Help

Z Frogram naot authorized

Site Code: D3EE F309 357C 5345 A1

Site Kew: |

To authorize this program for this site, send your name, site
code, company name and e-rmail to:

il

phone: +33 2 95 48 43 43

fax: +33 29643 14 85
e-rmail: contact@zti-telecom. com

To move a licenze to anather directary or computer, you can uze the
"Licenze" menu at the top of this dislog.

“ou can bring up this configuration dialog when the program starts by
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Point 3: select in the license menu, the item: “License > Transfer in from another computer ...”

'ﬁ | Traiffle - Lieapss Copfigiraiiiog a J mi
Program Im Help

Z

Sil

Transfer in From another computer. ..

W alidate

¥

To authorize this program for this site, send your name, site
code, company name and e-mail to;

]

phone: +33 2 96 438 43 43

fax: +33 295 48 14 B5

e-mail. contact@zti-telecom. com

To move a license to another directory or computer, you can use the
"Licenzse" menu at the top of this dislog.

@ R

“ou can bring up this configuration dialog when the program starts by

and the "Transfer License In (Step 1 of 3)" window is displayed:

"J’run;far Lieanse i iz uf ) a-.

Transfer In enables you to transfer a licenze to thiz program from
a licenzed copy on another computer.

Far this process vou will need 1 floppy disk and access to a
licenzed copy of thiz program on another computer.

Inzert a floppy disk inka your caomputer's A" drive and press
"Mext' at the bottom of this dialog box.

[f you are wzing a drive ather than drive “A", enter itz path here:

|.-i‘-.:"\ Browse. ..

Mext > | Cancel |
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Point 4: Insert a floppy disk or use a USB key as requested in step 1 of 3 and specify the path.

Then press “Next >” and the "Transfer License In (Step 2 of 3)" window is displayed:

£ : na R
[rapaizr Dl [ [ian 2of o) mi

Mow the license needs to be copied to the floppy disk:

1. Remaove the floppy dizk and take it ta the compuker with
the licensed copy aof thiz progran.

2. Bun the licenzed copy of this pragram and zelect
"Transfer Qut™,

3. Bring the disk back to this computer and press "Mext".

[f there iz a significant delay between ransfers [for example, pou
are moving a license from wour work, computer bo your home
camputer], you can suspend the transfer process and continue
later :

Conbinue Transfer Later |

| Mext > | Cancel |

Point 5: go to the source PC (PC #1) and insert the media (floppy disk or USB key). Then start
the program on PC #1. When the license configuration window appears, press Enter and select
in the menu “License > Transfer out to another computer ...” as shown below:

& |UTraifle - Licsiss Cupifigiraiiog gi __l mi
Program Im Help

Z Transfer to directary, ..

il Transfer out ko another computer. ..

- Walidate
¢ FKilllicense

To authorize this program for this site, send your name, site
code, company name and e-mail to;

il

phone: +33 296 48 43 43

fau: +33 295 43 14 85

e-mail. contacti@zti-telecom.com

To move a license to another directory or computer, vou can use the
"Licenze" menu at the top of this dialog.

(<] e ]

You can bring up this configuration dialog when the program starts by
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Then the following window is displayed:

£ R o o
[rapaizr Dieapsa Ui (Gian ] uf 4 mi

Tranzfer Out enables vou to transfer a license from this program
ko an unlicenzed copy on another caompker.

T o begin, run the unlicensed copy on the remote computer,
gelect "Tranzfer License In", and follow the instructions on the
SCTEER.,

When you are ready, insert the transfer floppy disk inta wou
computer's "A" drive and press "Mest'.

[f you are wzing a drive ather than drive “A", enter itz path here:

A, Browse...

| Mext > | Cancel |

Input the media path (floppy disk or USB key) and then press "Next >".

When the license is put on the media, you get the “Program not authorized” message:

& |UTraffle - Liesyss Co iz iiug L_i __] mi

Program License Help

Z Program nat authorized

Site Code: D3EE F303 357C 5345 A1

Walidate
Site Keyw: |

To authorize this program for this site, send your name, site
code, company name and e-rmail to;

21l

phone; +33 2 95 48 43 43

fax: +33 2954314 85
e-mail; contact@@zti-telecom.com

To move a license to another directory or computer, you can use the
"Licenze" menu at the top of this dislog.

@ T

Yo can bring up this configuration dialog when the program starts by

Note: you can check that the license is no more available on the source PC since the "IP Traffic —
Test & Measure" software license is on a per workstation basis.
Contact us to get information on site license (contact@zti.fr or contact@zti-telecom.com).
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Point 6: Remove the media from PC #1 and return to PC #2.
Click the 'Next' button on the step 2 of 3 of the “Transfer license in” window (on PC #2) to

complete the transfer.

The unlimited license key is now transferred from the source PC to the target PC, and you get the

following message:

. —— N
IranEiErNEEnse NN STE RO

||

Congratulations!
The licehze haz been successiully ranzfered.

Prezs "Finizh' to continue.

Finizh

Click Finish to continue.

© ZTl, 2000-2005

Page 36/169



“IP Traffic — Test & Measure” User Guide

Part 3: License Configuration and License Transfers

3.3 Kill alicense

If you would like to transfer an unlimited license key onto a PC where a trial period is still active,
you should first kill the active trial period. If you don’t kill the active trial period, you will not be able
to transfer an unlimited license.

To kill the trial license, you should proceed as follows:

¢ On the license configuration window, select in the menu “License > Kill License” as shown
below. A message box appears, press OK.

| & |UTrujile - Liez e Conflguriiion j |a1

Program Help

Z Transfer ko direckory, .. {
il Transfer out to another computer, .. L
W alidate

C

To autharize this program for this site, send your name, site
code, company name and e-mail to:

|

phone: +33 2 95 48 43 43

fax: +33 296 43 14 B5

e-rmail: contact@zti-telecorm. com

To move a licenze ta ancther directary or computer, yau can uze the
"Licenze" menu at the top of thiz dialog.

“ou can bring up this configurstion dislog when the program starts by

RTINS CETIEE"

““'?f/ Are pou sure pou want to delete vour current license?
Warning
After deleting your icenze, you will need ta purchaze a new licenze to
continue uzing this program.

Tes ‘ Mo |

e Press'Yes' and then your license is now killed.
Please, write down the kill confirmation code. This code may be requested by ZTI.

Kllibicense x|

our kill confirmation code is:
|EEB1 EEAF 7ABS 9ECS SEFI B4YE O

'ou ghould write down this number in case you need to
prove that the license was actually deleted.
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Part 4: Hardware Installation (GPS Kit and ZClock)

4.1 Configuration 1: “IP Traffic — Test & Measure” + GPS Kit

The GPS kit is provided with the GPS box, a serial cable and a —35 db patch antenna. This GPS
provides an absolute time reference (accuracy: £ 500 nanoseconds).

By using this GPS kit (Trimble OEM), the accuracy for IP packets time stamping is < 5
milliseconds.

IP Traffic — Test & Measure

Power supply Serial
port
(8-40VDC/0.4A) (V.24/RS232C)
—>
> GPS
” (Trimble OEM)
- - 12/24V
Cigar lighter | ——

GPS antenna

. Patch antenna (-35db) -

Aerial -~
/
@!; PORT 2 PORT 1 —
- =

EEEEe -

Power supply | [8-40VvDC/0.4A]|
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4.2 Configuration 2: “IP Traffic — Test & Measure” + ZClock

The ZClock module is provided with a parallel cable and the PC must operate in the EPP
(Enhanced Parallel Port) mode.

In this configuration, there is no absolute time reference. User can use an external system in
order to provide the time reference to the PC. ZClock is initialized with the PC clock time
reference. By using ZClock, the accuracy for IP packets time stamping is = 1 millisecond.

(8- :(;’ r,v T;g’ ;‘8%‘% 2A) IP Traffic — Test & Measure

or

— 12724V
Cigar lighter | —— :I

Yv

Parallel port
ZClock (EPP mode)
— >

Parallel port |

(EPP mode)

® = i

ZClock Eammem—,

OUT-IN PARALLEL (EPP

-1-N
]

Power supply | [ Input 8—40V DC /0.6 A|
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4.3 Configuration 3: “IP Traffic — Test & Measure” + GPS Kit + ZClock

The GPS Kit is provided with the GPS box, a serial cable and a —35 db patch antenna. This GPS
provides an absolute time reference (accuracy: £ 500 nanoseconds).

The ZClock module is provided with a parallel cable and the PC must operate in the EPP
(Enhanced Parallel Port) mode.

The GPS time reference is used to initialize ZClock. By using the GPS and ZClock, time stamping
of IP packets by the Traffic Sniffer is made with an accuracy of + 1 millisecond.

8- :(? ;’,v eDrcs 78%‘3{ 2 A) IP Traffic — Test & Measure

or :_| Parallel port

— 12124V ZClock (EPP mode)
Cigar lighter | ——— :I ‘ >

Serial port

840V (V.24/RS232C)
—>
GPS
(Trimble OEM)

GPS antenna

. Patch antenna (-35db) |

/I Serial port | /- | Parallel port |

=

/ ==
_ /g_@;;.{{{{ﬁg,“:\w\gaa\\ﬁ
Aerial /
PORT 2 PORT 1
@l) ©

“GPS Z-Cﬁi:ock

& s

5 ][ input 8-40VDC/06-2A
owersuppy Output 8 — 40V DC/0—1.4 A
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Part 5:

Graphical User Interface

5.1 Main Window

When you launch “IP Traffic — Test & Measure” (after the adapter selection on Windows 98), the
following window is displayed:

[Z “IP Traffic - Test & Measure® J __] @
File Edit Configuration Tools File Downloading  Automation Tool Help  Operating mode
IP Generatar - Parameters I | Benerator - Traffic + Statistics ] IP Answering - Parameters + Statistics | Trafiic Sniffer | Traffic Ohsenrer]
Destination Parameters f+ Unitary Mode " Automatic Mode " ReplayMode

Connection #1
Connection #2
Connection #3
Connection #4
Connection #5
Connection #6
Connection #7
Connection #3

Connection #3

|P Address or Host Mame »

Protocols  Ports

Connestion#10 | | NO_ADDRESS

Connection #11| » | NO_ADDRESS

Connection#12| ¥ | NO_ADDRESS

Connection#13 _»| | NO_ADDRESS

Cannestion#14 | | NO_ADDRESS

Connection #15 ¥ | MO_ADDRESS

| [M0_ADDRESS [TcP | |2000
| [MO_ADDRESS [TcP || 2008
| [N0_ADDRESS [Tce ~]|z009
| [M0_ADDRESS [TcP ~||z2008
| [MO_ADDRESS [TcP | |z2008
| | NO_ADDRESS [TcP ~]| 2009
|| MO_ADDRESS [Tce ~]| 2009
| [MO_ADDRESS [TcP ~||2008
| [MO_ADDRESS [TcP | |2008
[TcP ~]| 2008
[TcP »]|z009
[TcP ~||2008
[TcP || 2000
[TcP | |2008
[TcP ~]| 2008
[TcP | |2000

Connection #16| | NO_ADDRESS

Tyne
Packet generator
Packet generatar
Packet generator
Packet generator
Packet generatar
Facket generator
FPacket generator
Packet generator
Packet generator
Packet generator
FPacket generator
Packet generator
Packet generatar
Packet generator
Facket generator

Packet generatar

Parameters #1
Pararneters #2
Parameters #3
Parameters #4
Parameters #5
Pararneters #8
Fararneters #7
Parameters #3
Parameters #3
Parameters #10
Parameters #11
Farameters #1 21
Farameters #13
Parameters #1 4
Pararmeters #145
Pararmeters #16

J3808 080000008

GPS  ZClock  Activity

a1 %

5 st [ E078%

Remote Conirol of an IP Traffic - Test & Measure sysitem

Remote file context

Remote IP address or HostMame  FPort

|2ann

Remote Operation

[5 s [—5eon

Local Operation

| ¢ | Start All
: Local Processes

“IP Traffic — Test & Measure” main window

The “IP Traffic — Test & Measure” main window is composed of four parts:

e Menu bar: File, Edit, Configuration, Tools, File downloading, Automation Tool, Help,
Operating mode.

e Tabs area: this main area displays the five tabs. To view a tab, click on the tab title.

e Activity display: ‘GPS’ state, ‘ZClock’ state, ‘Activity’ parameter, ‘IP Generator Activity’, ‘IP
Answering Activity’ and ‘Sniffer Activity’.

¢ General commands: for remote control or local operations.

Menu bar, activity display and global commands are always visible whatever the tab displayed.
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5.2 Display General Rules of the “IP Traffic — Test & Measure” GUI

The fields of the “IP Traffic — Test & Measure” software interface can be filled following four
situations:

++ Fields in which the user can enter values

All the fields in which the user can enter or choose values are recognizable by black writing on
gray or white background color.

«» Statistics fields

Statistics fields are automatically filled. The user, who can only configure the refresh time of
statistics display, cannot modify them or reset statistics display by pressing “Reset statistics”
buttons.

When a statistic value cannot be computed, “N / A”, for Not Applicable, is displayed in the field.

+» Fields generated further to user action and displayed for informational use only

These fields are filled automatically by “IP Traffic — Test & Measure” after the user had entered or
selected parameters. They are displayed as reminder and will be modified by another user action.

+»+ Fields turned out of reach further to user action

User actions and parameters selection may turn some “IP Traffic — Test & Measure” GUI fields
and action buttons out of reach. Usually, all the out of reach fields are grayed.

Fields can become out of reach in several cases, for example:
- As soon as a connection is running, it is impossible to change its parameters. The user has to
stop running connection to change connection’s parameters.

- When a testing mode (unitary or automatic) is selected, it is impossible to change parameters
of the unselected testing mode.

- If the user enters a no valid value in a field, the connection could be disabled or actions button
in configuration windows could become out of reach.
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5.3 Used Units in Information Display

All information used by “IP Traffic — Test & Measure” is displayed with its unit; unit is changing in

order to limit figure size.

5.3.1 Volume units

Display Meaning

10B 10 Bytes

1 KB 1 Kilo Bytes (1024 bytes)

1 MB 1 Mega Bytes (1048576 bytes)

1GB 1 Giga Bytes (1073741824 bytes)

1TB 1 Tera Bytes (1099511627776 bytes)
1.23%65 1.23 x 1065 Bytes

1p 1 packet

5.3.2 Throughput units

Display Meaning

10 b/s 10 bits per second

1 Kb/s 1 Kilo bits per second (1024 b/s)

1 Mb/s 1 Mega bits per second (1048576 b/s)

1 Gb/s 1 Giga bits per second (1073741824 b/s)

1 Th/s 1 Tera bits per second (1099511627776 b/s)
1.23"65 1.23 x 10”65 bits per second

1p/s Packet per second

Note: Throughput computing

“IP Traffic — Test & Measure” displayed throughput corresponds to MTU data (transmitted bytes)
on the sampling period (defined in the configuration menu) and brings back to a bytes/second

number.

The displayed throughput is an “Application” throughput. At some instant, it could be different
from physical network throughput because data can be split and buffered at various system

levels.

5.3.3 Duration units

Display Meaning
31 ms 31 milliseconds
1s 1 second
1mn32s 1 minute 32 seconds
1h24mn 1 hour 24 minutes
>24h Time superior to 24 hours
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Part 6: Using “IP Traffic — Test & Measure”

6.1 Main steps

The main steps to use “IP Traffic — Test & Measure” are:

*

1.

To send data:

In Tab 1 ‘IP Generator — Parameters’:

Configure IP Generator parameters (IP address or Host Name, port number, and protocol),
Select and configure testing mode,

In Tab 2 ‘IP Generator — Traffic + Statistics’:

Run connections,

Results: see and exploit statistics in the ‘Traffic Observer’ tab.

To receive data:

In Tab 3 ‘IP Answering - Parameters + Statistics’

Configure IP Answering parameters (connected remote, working mode),
In Tab 3 ‘IP Answering - Parameters + Statistics’:

Start receiving connections,

Results: see and exploit statistics in the “Traffic Observer” tab.

Note about the context file:

In order to avoid entering again all parameters for a new testing session, or creating again
mathematical laws, all the “IP Traffic — Test & Measure” parameters can be saved in a context
file (see File menu description below).

So, if you want to repeat a test session with the same parameters later, do not forget to save
the current parameters in a context file before changing some parameters.
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6.2 Launch “IP Traffic — Test & Measure”

In the ‘Start > programs > IP Traffic’ Menu, select “IP Traffic — Test & Measure” and click. The

software is launched.

Step 1: depending of your license, you will get the following license window:

Limited license

Unlimited license

15 days leftout of 145
Press <Enter= to configure your license.

Linlirnited license

Press <Enter= to configure your license.

If you need to configure your license press <Enter>. Otherwise don’t press any key: after a
few second this window will automatically disappear.

Step 2: depending of the operating system, you will get the following window

Windows 98

Windows 2000 or XP

The user must first select the adapter needed
to send and receive IP traffic.

IP Trafhc - Adapter Selection |

Lizt af available adapter(s]

ACom EtherLink PCI

Select the adapter to use and click 'Ok
or 'Cancel to stop [P Traffic

Cancel |

For example, select the 3Com Ethernet
adapter in this desktop configuration and
then press OK.

After a while due to initializations, the “IP
Traffic — Test & Measure” main window is
displayed.

After a while due to initializations, the “IP
Traffic — Test & Measure” main window is
displayed.
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6.3 Menu description

6.3.1 File Menu

=
Open ...

Save
Save Bs ..,

Recent Contexts ... #

Exxit

6.3.1.1 File/New

This command opens a new default context in “IP Traffic — Test & Measure”. Before opening a
new default context, running connections must be stopped. The default values of a new context
are presented in the Annex part.

6.3.1.2  File/Open

“Open” command allows reading a context file (.CTX file), which contains a previously saved
configuration. Before opening a context, running connections must be stopped.

Note:

Context file contains configuration parameters and a copy of the laws defined by the user.
Reading of a context file will delete currently used laws and replace them by the laws
saved in the context file.

6.3.1.3 File/Save

“Save” option allows saving the entire configuration parameters and parameters of the laws
defined in the opened context file.

6.3.1.4 File/Save as

This option allows saving all the configuration parameters and parameters of the laws defined in a
context file (.CTX file), which name is requested in a standard enter dialog box.

6.3.1.5 File/Recent Contexts
This option allows charging the 4 most recent used context files (.CTX file).

6.3.1.6  File/Exit

This command stops “IP Traffic — Test & Measure”. To stop “IP Traffic — Test & Measure”, all
active connections (‘IP Generator’ and ‘IP Answering’) shall be stopped. A message box will ask
you to save or not changes made to parameters in a context file.
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6.3.2 Edit menu

Destinakion Parameters; IP Address or Hosk Mame Listening To: Pork k

Destinakion Parameters; Protocal + Liskening To: Prokocal k

Destination Parameters: Pork k Coming Fram: Remote IP Address or Host Mame  #

Active tab: “IP Generator — Parameters” Active tab: “IP Answering — Parameters +
Statistics”

6.3.2.1 Edit/Destination Parameters: IP Address or Host Name (for IP Generator)

One option is available: Copy the IP Address from Connection #01 to all Connections

By selecting this item, the 'IP Address' field from connection #01 is recopied for all connections
from #02 to #16.

6.3.2.2 Edit/Destination Parameters: Protocol (for IP Generator)

TWO Options are available: Select TCP for all Connections
Select UDP for all Connections

By selecting one option, the 'Protocol’ field for the connections #01 to #16 is set to TCP or UDP.

6.3.2.3 Edit/Destination Parameters: Port (for IP Generator)

Four options are available: Increase only UDP Ports (from first UDP Connection)
Decrease only UDP Ports {from first UDP Connection)

Increase all Ports (from Connection #01)
Decrease all Ports (from Connection #01)

With this menu, you can:

e Set the port number increasingly or decreasingly for all UDP connections, based on the
port number of the first UDP connection.

o Set the port number increasingly or decreasingly for all connections, based on the port
number of the first connection without taking into account the protocol in use.
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6.3.2.4 Edit/Listening To: Port (for IP Answering)

Four options are available: Increase only UDP Ports (from first UDP Connection)
Decrease anly UDP Ports (from first UDP Connection)

Increase all Ports (from Connection #01)
Decrease all Ports (from Connection £01)

With this menu, you can:

e Set the port number increasingly or decreasingly for all UDP connections, based on the
port number of the first UDP connection.

o Set the port number increasingly or decreasingly for all connections, based on the port
number of the first connection without taking into account the protocol in use.

6.3.2.5 Edit/Listening To: Protocol (for IP Answering)

TWO Options are available: Select TCP for all Connections
Select UDP for all Connections

By selecting one option, the 'Protocol’ field for the connections #01 to #16 is set to TCP or UDP.

6.3.2.6 Edit/Coming From: Remote IP Address or Host Name (for IP Answering)

One option is available: Copy the IP Address from Connection #01 to all Connections

By selecting this item, the IP Address field from connection #01 is recopied for all connections
from #02 to #16.
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6.3.3 Configuration menu

Configuration

Microzoft “Windows TCF stack parameters

General parameters
Eile Operating Modes
AutoComplete ..

| 2PS parameters

ZLlock configuration [mselected
Dizable Sniffer and Obzerver tabs to increaze performances (LB
(LR
(R
Windows 98

Microsoft Windows TCP stack parameters

General parameters
File Operating Modes
AutoComplete ..

GPS parameters

ZClock, configuration k
Disable Sniffer and Observer tabs o increase performances

Windows 2000 or XP

6.3.3.1 Microsoft Windows TCP Stack Parameters

“IP Traffic — Test & Measure” uses the Microsoft TCP/IP stack via the Winsock2 interface (or
API). This interface enables modifying some parameters of the Microsoft TCP/IP stack.

“IP Traffic — Test & Measure” enables modifying the TCP Receive Window size and enables the
TCP Selective Acknowledgements.

When the Stack Parameters command is selected, the following window is pop up:
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ol R I S S e T T TE N GO S OV T DWE R S T A Ha A e M e LT L.all
TCP Receive Window Size Parameter

The TCP Receive Window specifies the number of byvtes an application can
transmit without receiving an acknowledgment. If this option is unchecked, the
TCRIP Stack uses the default value provide by the operating system.

In general, a large TCP Receive Window improves perdformance over high-delay,
high-bandwidth networks.

[ TCP Receie \Window Size (1,024 to 1,073,741,823 hytes) G5535

Flote: On Windows 2000 and Windows P, you can specify a TCP
Feceive Window Size larger than G4kB (as specified in RFC 1323).

TCP Selective Acknowledgements (SACK, as specified in RFC 2018)

The Selective Acknowledgement (SACE) is important for a large TCF Receive
Window Size.

Without SACHK, an application can only acknowledge the latest sequence number
of contiguous data received, ar the [eft edge ofthe receive window.

When SACK option is enabled, the application continues to use the ACK number
to acknowledge the left edoe of the receive window, but it can also acknowledge
other non-contiguous blocks of received data individually,

[ Enahle TCP Selective Acknowledgerments (SACK)

WARRMIMG
These values are saved in the Registry. They influence all
applications using the TCRIAP stack iftp, web browser, mail

application, etc. ). Ifyou modify these values, you should
restart the PiC.

] Cancel

Microsoft Windows TCP stack parameters window

,Q The TCP Receive Window Size value must be included between 1,024 and
1,073,741,823 bytes.

The “OK” button allows saving changes made to the TCP/IP stack Parameters. If some changes
have been made, you must restart your PC.

f Important: these values are saved in the Registry and
influence all applications using the TCP/IP stack.

Paths to these parameters on the registry depend on the operating system:

e Windows 2000 and XP Key is:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\TCPIP\Parameters Name:
TcpWindowSize & Tcp13230pts & SackOpts.

e Windows 98 Key is:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\VXD\MSTCP
Name: DefaultRcvWindow & Tcp13230pts (no SACK).

The TCP WINDOW SIZE value is saved in the Registry, and so saved for all contexts. It affects all
applications that use the Windows TCP stack (ftp, etc).

,Q Note for Windows 98: the TCP window size is the
DEFAULTRECEIVE-WINDOW parameter.
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6.3.3.2 General parameters

This command allows configuring parameters applying to graphical display, timeouts for echoed
connections and the size of buffers used by the "IP Traffic — Test & Measure" software. When
selected, the following window is pop up:

b T raffa 7 3 L | A 5 ' = - ETd ntoarc W
aliErati e et Eas e s e Nl aramelers: d

Refresh Time and Throughput Sampling Period

The refresh time parameter defines the frequency of statistics updates on "IP
Traffic". This parameter applies also to the statistics exportation processes.

The Thraughput Sampling Period defines the number of seconds of traffic to take
in account to calculate the throughput.

Refresh time (1 {0 60 seconds) 2
Throughput sampling period (1 to 60 seconds) a

TP and LIDP recaived Data Timeaut

These parameters concern the Sender Part only. When there are no more data to
send, "IP Traffic" continues to receive data until the timeout expires. Then the
connection is released. When the timeout is 0, the connection is stopped as soon
as there are no data to send.

Timenut for TGP packets echaed {1 ta 8,999 ms) 500

Timeout for UDP packets echoed {1 to 8 999 ms) EL]

IP Traffic Buffer Size (S0_RCYBUF and 50_SMNDBLF)

The buffers used by "IP Traffic" to dialog with the Winsock API influence the
throughput perormance for high speed network. The hest performance can be
reached with a high buffer size. Change in one ofthese sizes concerns the new
cannections anly.

Receive buffer size (1,024 to 500,000 bytes) 8142
Tranzmit buffer size (1,024 to 500,000 bytes) a14az2

Arguisition period of statistics

This parameter is used to define the polling driver time in order to get statistics by
the "IP Traffic" application. This parameter defines the period to compute statistical
average presented in the Traffic Observer' tab.

Acquisition period of statistics (10 to 60,000 ms) 1000

0124 | Cancel |

General parameters window

Parameters applying to the GUI display

Refresh time: the value entered in this field configures the display refresh time for all statistics
displayed in "IP Traffic — Test & Measure".

Throughput sampling period: the value entered in this field is used to compute the throughput for
the statistics display.

Parameters applying to echoed connections

Timeout for TCP packets echoed (ms): value entered in milliseconds. This field is used for echoed
TCP connections. When the connection is stopping, "IP Traffic — Test & Measure" continues TCP
data acquisition during a time defined by this timeout. If this value equals zero, "IP Traffic — Test &
Measure" doesn’t handle any TCP incoming traffic on this connection as soon as the connection is
stopped.

Timeout for UDP packets echoed (ms): value entered in milliseconds. This field is used for echoed
UDP connections. When the connection is stopping, "IP Traffic — Test & Measure" continues UDP
data acquisition during a time defined by this timeout. If this value equals zero, "IP Traffic — Test &
Measure" doesn’t handle any UDP incoming traffic on this connection as soon as the connection
is stopped.
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Parameters applying to the data buffer size

Receive buffer size: this value is saved in the current context only and is used when receiving
data from the Microsoft Winsock2 interface.

Transmit buffer size: this value is saved in the current context only and is used when sending data
to the Microsoft Winsock2 interface.

Acquisition period for statistics

This parameter is used to define the polling driver time in order to get statistics by the “IP Traffic —
Test & Measure” application. This parameter defines the period to compute statistical average
presented in the ‘Traffic Observer’ tab.

6.3.3.3 File Operating Modes

This command allows selecting the file operation mode for every file generated by "IP Traffic —
Test & Measure" except the context file. When selected, the following window is displayed:

MM Traffle - Tasiie Glzas et - Fils Uuaraiing Slud=s 531

Mate: The rules below are applied on each file of "IF Traffic - Test Measure" [Shiffed
traffic filez and statiztics files].

Choosze an Operating kode

+ DOvenwite: ovenartes the file if it exists.

" Rename: adds date and time ta the filename if it exists.

| k. | Cancel Help

File Operating Modes window

Overwrite

If you choose this mode, each time you start an export statistics process or the traffic capture, IP
Traffic overwrites the file you have defined if it exists.

Rename

By choosing this mode, IP Traffic adds a suffix to the file name, if the file still exists. The suffix
follows the format: mmddyyyy hhmmss

Example: For a file name IPGenerator_Statistics, the resulting fine name generated by IP
Traffic will be IPGenerator_Statistics 01242004 _193020.
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6.3.3.4

GPS parameters

This command allows configuring parameters applying to the GPS system connected to the PC
via a serial link.

o T e ; e
R G S T TELET S d1

Communication port for GPS | [ho GPS] =

GPS legend in the main window
GPS

- < B The GPS zpstem provides time synchronization and position
B Sonchronization pending or no GPS system available

Information from the GPS system

Satellite information Time
Satelite Signal strength UTC time fram GP'S
GPS position
L atitude Longitude Altitude

When GPS position is available
[ Save GPS position walue in data packets at periodic interval = |30 zeconds

] | Cancel | Help |

This window is divided into four sections:

e Communication port for GPS: to select the GPS communication port (COM1 to COM6) or not
(no GPS).

e GPS legend in the main window: colored icons giving information on the state of the GPS
system (see the GPS color box on the lower left of the “IP Traffic — Test & Measure” main
window)

=

Green color: the GPS system provides complete timing and position information (3D). For
this state, the GPS system is synchronized with at least four satellites.

Red color: no information is available via the GPS system: either the GPS system is not
operational (no GPS system or no power by example), or there is not enough satellites
seen by the GPS to get precise timing information and position. In this case, change the
position of the outdoor antenna of the GPS system and wait some minutes to see the
result.
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e Information from the GPS system:

= Satellite information: for each satellite recognized by the GPS, satellite number and signal

level is displayed.

Satellite information

Satelite Signal strength

20 .00

24 11.00

23 v.on

7 a.20

[1]

[11] 1.60

[14] 0.00

[19] 0.00

In this example, 8 satellites are displayed, and only the
satellites number 20, 24, 28 and 7 have a significant
level.

Satellite information

XX means that the satellite XX is used for computation.
[XX] means that the satellite XX is not used for
computation (time and localization).

Signal strength information
xX.yy indicates the signal level
-.-- means that the signal level is not significant

= Time: time provided by the GPS system (GMT time).

= GPS position: 3D reference (latitude, longitude and altitude).

e When GPS position is available: GPS position (latitude, longitude and altitude) can be added
for data packets at a user-defined rate. This additional information is stored by “IP Traffic —
Test & Measure” in specific record of the Traffic sniffed file and it is not included in the data

packets.

In the “GPS parameters” window, a Help button delivers information about ‘How GPS works’ and

how to use it.

Example of GPS parameters window (obtained in Lannion, FRANCE)

In this example, four satellites have a significant level, and GPS position is available.
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R Nt EE S A e A T e s S AT ame Lo 31

Communication port for GRS

GPS legend in the main window

GPS
- < B The GPS zystem provides time synchronization and position
i 25

Synchranization pending ar no GPS system available

Information from the GPS system

Satellite information Time
Satelite Signal strength UTC time from GPS
20 900 .
24 11.00 | e
28 700
7 a.20 i
i GPS position
H 14} 1|:| gg Latitude Langitude Altitude
[19] o0 | +48° 44' 3812 -3 2821 6" 141

When GPS position is available
[ Save GPS position value in data packets at periodic interval = |30 zeconds

(] 4 | Cancel | Help ‘

6.3.3.5  AutoComplete

The AutoComplete option is a help mechanism to input values for the user. It lists possible entries
that match user entries typed before. The AutoComplete mechanism with “IP Traffic — Test &
Measure” is available for IP address entries in the “IP Generator — Parameters” and “IP Answering
— Parameters + Statistics” tabs.

IP Address or HostMame

Connection #01 | ¥ | W

www ztitelecom .com

Connection#02 | »| |00 =2

There are 3 different historical records:

= Historical record for IP address entry in the IP Generator tab,

= Historical record for IP address entry in the IP Answering tab

= Historical record for IP address in the File Downloading dialog box.
= Historical record for IP address on the Remote Control panel

= Historical record for IP address entry in user-defined filter edition window on the Traffic Sniffer
tab.

The AutoComplete parameters dialog is used to enable/disable and to clear all historical records.
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N S P L e S T E e OO P e SN TR e e \.2

AutoComplete

The AutoComplete option helps the user to enter values. It lists up latest entries matching
the current pattern entered by the user. The historical entries are not kept hetween two
sessions of 'IP Traffic - Test & Measure” for confidentiality reason.

The AutaComplete mechanism of "IP Traffic - Test & Measure” is available for IP address
entries inthe "IP Generatar - Parameters" and "IP Answering - Parameters + Statistics” tabs.

W Activate AutoComplete

Clear History

The Clear History button remowes current user entries.

Ok Cancel |

Up to 30 entries can be kept in the historical record. When a 31% entry is typed, the 1% entry is
deleted: the historical record is handled like a FIFO list.

The Clear History button removes user entries from historical records leaving two predefined
entries:

¢ NO_ADDRESS: this is the default IP Address of the Traffic Generator - a void address,
used to disable the connection.

e ANY_ADDRESS: this is the default IP Address of the Answering, used to accept any
incoming connection.

When AutoComplete is disabled, the historical record doesn’t continue to be filled. User entries
available -before AutoComplete deactivation will be available- remain when AutoComplete is
activated again.

Note: the historical record is associated to the “IP Traffic — Test & Measure” session. For
confidential reasons, the historical record is not kept between sessions and is lost at the end of
the “IP Traffic — Test & Measure” session.
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6.3.3.6 ZClock configuration

This item allows configuring parameters applying to the ZClock module connected to the PC via a
parallel cable in EPP mode. You can configure the EPP mode at boot time in the Setup menu or
by using the specific driver of the addition card - PCl and PC card add-ons supporting EPP mode
are commonly available.

You can select the parallel port to use ZClock with “IP Traffic — Test & Measure”.

Micrasaft Windows TCP skack parameters

General parameters
File Cperating Modes
AutoCamplete ...

PS5 parameters

Disable Sniffer and Observer tabs ko increase performances LPT1
LPTZ
LPT3

6.3.3.7 Disable 'Traffic Sniffer' and 'Traffic Observer' tabs to increase performances

This item allows disabling the 'Traffic Sniffer' and 'Traffic Observer' tabs in order to free
processors and memory resources for traffic generation on slow computers.

When this option is selected, IP level statistics (and graphics) as well as the sniffer features are
not available any more.

6.3.4 Tools menu

Corvett Sniffed Traffic File ko Ethersal Format File, ..

HIHOT R - Tadn e sy =t - Sy dpelgag o SifiZe TTife il LEIl

Caonvert a Sniffed Traffic File

Select a Sniffed Traffic File and specify the Ethereal Format Filename Cdmp. Click an
"Convert' to start the converion. You can abort it whenever you want by clicking on Stop.

Sniffed Traffic File: | GACaptureMachined Tr: Browse
Ethereal FDrmatFiIE:l GACaptureMachined.dmp Browse
Convert | |
| Cancel |

This tool allows converting the Sniffed Traffic files by "IP Traffic" to Ethereal Standard format. By
realizing this operation, the result file (dmp) can be opened by a Network Analyzer software such
as Ethereal or Network Instruments Observer.
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6.3.5 File downloading menu

This command allows downloading a file from one “IP Traffic — Test & Measure” machine to
another one. In order to avoid confusion, “Local” and “Remote” terms are used to indicate the
machines for this command.

File Downloading is mainly used when a receiving connection is operating in Absorber File
working mode. It is aimed at repatriating the absorbed file from IP Answering to IP Generator, as
shown in the following scheme (any file from the remote machine can be downloaded).

Local “IP Traffic” Remote “IP Traffic”
[11] Connection Remote
Local . =
= 8 IP Answering
IP Generator | 2] File downloading @ Absorber File
working mode

Example of File downloading in File absorber receiving working mode environment

[1] The Remote ‘IP Answering’ stocks received data in a file.

[2] The user of the Local ‘IP Generator machine can get the file back by using the File
downloading function.

Example of File Downloading usage:

File Downloading may be used when a receiving connection at the Remote side is operating in
Absorber File working mode. It is aimed at repatriating the absorbed file from the ‘IP Answering’
part to compare it to the file sent by the ‘IP Generator’ part, as shown below.

The Remote ‘IP Answering’ is configured in the Absorber file Mode, for TCP connection.
The Local ‘IP Generator’ establishes a TCP connection and sends data from a file.

When the connection is finished, the ‘IP Generator’ uses the File downloading function to get
received data from the Remote ‘IP Answering’. The user of Local ‘IP Generator’ can check if data
transfer was successful.
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Process a file downloading

When clicking on the file downloading command, the following window is displayed:

gl raificl estktameasures i eliownioading b arameterns a‘

This function allows file downloading from a remote “IP Traffic - Test & Measure" PC to the local "IP Traffic - Test &
Measure" by using a specific TCP port number. The remote and the local PCs must have the same port number.

File downloading Port Number
@ Local port number (1 to 65,535) | 2500

File downloading from a Remote

Remote source filename | WOGOG20MCUPTrafliciTemp\Sniffed Traffic.trc

IP Address or Host Name l194~h11‘109

@ Local destination filename I CiATempiRemoteSniffedTraffic.trc Browse

@®

0 100

@ Start | |
| 0K | Cancel | Help |

File downloading window

To process a file transfer, do the following steps:

On local and remote machines:

[1] Configure port number — Port number must be the same for local and remote machines.
On local machine:

[2] Give the name and path of the remote file to download. To be downloaded, file must not be
read or enriched on the remote machine at the same time.

[3] Give the IP address of the remote machine from which file is downloaded.
[4] Give local name of the destination file.
[5] Press the “Start” button to begin file downloading from remote machine.

“OK” button allows saving the entered parameters and closes the window.

Note:

When the “Start” button is pushed, it is impossible to press OK or to close the window. You should
press “Stop” or wait the end of file transfer operation.

On the remote machine, the following message box will warn that a file downloading is in
progress:

e i e S E RS T e | o o D RN BT ESSHTOTT e DL

Femaote IP address |1 92 168.0130 Port number 2500

Local filename downloaded by the remote |Jlslj2re-1_3_1_Dﬁ-windnwa-iﬁaﬁ-i_exe

Datavolume to send | 8211200 Data remaining volume i

Warning message displayed on the remote machine from which file is downloaded
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Remote IP address is the IP address of the machine from which you want to download the file.

Port number is the port number for file downloading (it must be the same for remote and local

machines).
Local filename downloaded by remote is the name of the downloaded file.

Data volume to send is the total volume of the file to download.

Data remaining volume is the volume still to send.

During a file transfer, you will not be allowed to close the application on the Remote machine.

File downloading is working as follows:

Local requests the file that is sent by the Remote machine.

Local establishes the connection.

Remote accepts the connection and waits for the filename (with a timeout - default 5 s.).
When connected, Local sends the filename.

When Remote receives the filename, it checks if the file exists and send the size (0 means
no file or file access error) and data.

When Local wants to stop the reception of the file, it disconnects.
When Remote has sent the file, it waits for an ACK (with a timeout — 5 s. by default).
When the reception of the file is complete, Local sends an ACK.

When Remote receives an ACK (or expiration of the Timeout), it disconnects.

6.3.6 Automation Tool menu

Open Aukamation Taal ...

6.3.6.1 Open
The Open command launches the “Automation Tool for IP Traffic".

6.3.6.2 Close
The Close command stops the “Automation Tool for IP Traffic".

6.3.6.3 Bring to the top

The Bring to the top command displays the “Automation Tool for IP Traffic" on the top of other
windows.

6.3.7 Help Menu

Farewarnings...

Abauk IP Traffic, ..
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6.3.7.1 Help

Help command displays help on “IP Traffic — Test & Measure”. Pressing «F1» key can also
activate help.

6.3.7.2 Forewarnings menu

[ R i B M S LT B O T EW T TS LQ

IP Traffic leans on Microsoft Winsock2 interface to generate and receive traffic. As a consequence, application behavior is dependent on Microsoft
Winsock2, TGP stack and operating systerm working modes (Aindows 98 or 2000).

Inter packets delay remark

To define values of inter packet delay, user must consider thatthe minimum resolution handled by IP Traffic is relating ta timer resolution of
operating systerm.

This timer resolution varies according to operating system and PC used (generally 10 or 18 milliseconds).

UDP connections remarks

When several UDP connections are running and according to fraffic level and systemn loading, IP Traffic could behave particularly due to TCP
stack limits and working mode.

Winsock? interface in its current release does not provide any systemn limit information to applications such as P Traffic. So, the following
situations could occur:

FPackets losses - Winsock2 does nottransmit all received pakets to IP Traffic receiver

IP Traffic - PC #1 IF Traffic - PC #2
------------------------- FEREEE N
sent packets = M received packets = M
SENDER 2 LIDP connection RECEIVER {echoer mode)
received packets (echoed)=Q | ... sent packets (echoed)=P

The following situation could occur M =ar=M ,M=F, Q1 =or=F

UDP connections distribution - some connections could be favared

When several UDP connections are running together, the TCP stack could favor some connections.
It has been noticed that echoed connections are favored. Throughput of some connections working in receiver absorber mode could
decrease to 0 for a variable while.

LDP total throughput
Sender total instant throughput could indicate at some instant a higher throughput than the face value of physical link throughput.

When these situations occur, it can be limited by regulating connections throughput according to the face value of physical link throughput.
To regulate throughput, reduce packets size or increase inter packets delay of connections.
Other mean to curb these limits is to configure buffer size in "configuration Microsoft Windows TCP stack’ menu or to tune Microsoft TCP stack.

This menu is aimed at informing “IP Traffic — Test & Measure” special behaviors due to system
limits.

“IP Traffic — Test & Measure” leans on Microsoft Winsock 2 Interface to generate and receive TCP
or UDP ftraffic. Therefore, “IP Traffic — Test & Measure” application behavior, as any Winsock 2
application, is dependent on Winsock 2 Interface, Microsoft TCP Stack and operating system
working modes.

6.3.7.2.1 Inter packets Delay

When defining Inter packet delay, the user must consider that minimum resolution handled by “IP
Traffic — Test & Measure” is related to timer resolution of operating system. This timer resolution
varies according to the used operating system and PC. Usually, timer resolution is 10 or 15 ms.

6.3.7.2.2 UDP connections

When several UDP connections are running and according to traffic level and system loading, “IP
Traffic — Test & Measure” application could behave particularly due to TCP stack limits and
working mode.
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Packet losses

«+ UDP connection from Local IP Generator to Remote IP Answering - the working mode of the
Remote IP Answering is absorber.

IP Generator IP Answering (Absorber mode)

UDP connection
n sent packets P m received packets

n>m

«+ UDP connection from Local IP Generator to Remote IP Answering - the working mode of the
Remote IP Answering is echoer.

UDP connection
n sent packets } m received packets
IP Generator IP Answering (echoer mode)
q received packets (echoed) _ p sent packets (echoed)
n2m
qsp
m

In this case, number of received packets (m) will be equal to the number of echoed packet (p) in
the 'IP Answering' part. Nevertheless, the number of received packets (q) in the 'IP Generator' part
could be inferior to the number of packets (p) sent by the Remote 'IP Answering' in echoer mode.

UDP connection distribution
When several UDP connections are running together, the TCP stack could favor some
connections. It has been noticed that echoed connections are favored.

Throughput of some connections working in the 'IP Answering' absorber mode could decrease to
zero for a variable while.

UDP total throughput

IP Generator total instant throughput could indicate at some instant a higher throughput than the
face value of physical link throughput.

When these situations occur, it can be limited by regulating connections throughput according to
the face value of physical link throughput. To regulate throughput, reduce packets size or increase
inter packets delay of connections. Other mean to curb these limits is to configure buffer size in
“configuration-Microsoft Windows TCP stack” menu or to tune the Microsoft TCP stack.

6.3.7.3 About “IP Traffic — Test & Measure” ...

“About” command displays the version number and copyright of the “IP Traffic — Test & Measure”
software and ZTI| contact information.
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6.3.8 Operating mode menu

v Local
Remote

6.3.8.1 Local mode

By selecting this mode, all “IP Traffic — Test & Measure” functionalities and commands are
available.

6.3.8.2 Remote control mode
The “Remote” item is enabled only if you have previously filled in the port number in the
“Remote control of an «IP Traffic — Test & Measure» system” (for example, 2600 in the
example below). Therefore, this system will wait an incoming TCP connection on this port in order
to operate under control of a remote system.

Remote Control of an IP Traffic - Test & Measure system

Rernote file context Remote IP address or Host Mame  Part Remote Operatian

| | |2BDD

When the remote control mode is selected, a message is displayed at the bottom of the “IP Traffic
— Test & Measure” main window as described below, and all button commands and tabs are
inhibited.

This IP Traffic system is operating under control of another IP Traffic system.
If you want to quit this mode, please select 'L ocal'in the 'Operating mode' memn.

The “Traffic Observer” tab is displayed and you can see the connections activity if any.

To quit this mode, select the item menu “Normal” of the Operating mode menu. A message is then
displayed:

.

[ aitratiic Sl iesii e asiune s 1

' Do wou wank ko quit the remote contral mode 7
[ (Al connections will be disconnected),

Yes Mo

Press OK to return in normal operating mode.

A remote “IP Traffic — Test & Measure” system can operate with another “IP Traffic — Test &
Measure” system in remote control mode by using commands at the bottom of the “IP Traffic —
Test & Measure” main window (left part):

Remote Control of an IP Traffic - Test & Measure system

Remote file context Remote IP address or Host Mame  Port Rernate Operation

|Remote¢ontext.c1x |IEIM3BD |2500| Run all processes

First, you define the remote context file to load on the remote “IP Traffic — Test & Measure”
machine, and define the remote IP address and port number.

Note: the remote “IP Traffic — Test & Measure” machine must be set before in the ‘Remote’ mode
(by using the ‘Remote’ item of the ‘Operating mode’ menu).

When the “Run all processes” button is pressed, a TCP connection is established with the remote
system in order to supervise the link between the two systems.
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Then the context filename previously defined is sent to the remote. The remote system loads this
file context and then executes the “Run all processes”. This specific TCP connection between
local and remote is stopped when you press the “Stop” button of the ‘Remote operations” on the
local system.

6.4 Main window: the five tabs

Tabs general presentation:

“IP Traffic — Test & Measure” presents five tabs:

|IP Generatar - Parameters ] IP Generatar - Traffic + Statistics ] IP Answering - Parameters + Statistics | Traffic Sniffer  Traffic Ohserver |

“IP Traffic — Test & Measure” tabs titles

= The first two tabs are related to the ‘IP Generator’ module. They are named “IP Generator -
Parameters” and “IP Generator - Traffic + Statistics”.

= The third one is related to the 'IP Answering' module, it is named “IP Answering - Parameters
+ Statistics”.

For the first three tabs related to the ‘IP Generator’ and ‘IP Answering’ modules, each one of
the 16 connections is represented by one line (from “connection #1” to “connection #16”).
Columns represent parameters or status of connections and statistics.

= The fourth tab concerns the management of the Sniffer allowing IP traffic capture: the “Traffic
Sniffer”.

= The fifth tab is named “Traffic Observer”: all statistics and graphs are displayed in this tab
with many user commands and parameters.

Each tab is composed of several areas. For each tab, we will present in this guide each area
separately.

6.5 Main window: the activity display

“IP Traffic — Test & Measure” displays four information areas:

IP Generator Activity (based on application data) IP Answering Activity (hased on application data) Sniffer Activity
GFS  ZClock  Activity ) ) File si ap
- - T Active connections | 16 Throughput T.28 Mbig Active connections | 16 Throughput 7.25 Mhis e ize

Time hefore disk limit =24 h

e The left area contains three indicators:
- The GPS colored status (green or red). If green, GPS is present and operational.
- The ZClock colored status (green or red). If green, ZClock is present and operational.
- The Activity counter expressed in % indicating the general O.S. activity

e |P Generator Activity with the total number of active connections and the total throughput for
these connections.

¢ [P Answering Activity with the total number of active connections and the total throughput for
these connections.

o Sniffer Activity to indicate the current Sniffer activity (saving files) with the current total file
size already saved on disk and time available before disk limit.

Statistics display refresh time, and sampling period to compute throughputs are configured in
Configuration / General Parameters menu.
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6.6 Main window: the general commands

“IP Traffic — Test & Measure” offers two command blocks at the bottom of the main window:

On the left: commands for Remote control of an “IP Traffic — Test & Measure” system

Remote Control of an IP Traffic - Test & Measure system
Remate file contest Remate IP address ar Host Mame  Port Remote Operation

| RemoteContext.ctx | 1BM330 | 2600 Run all processes

For remote control, you must first specify the following parameters:

= Remote file context: filename of the “IP Traffic — Test & Measure” context to load

= The remote |IP address

= The associated Port number
Then you control the remote “IP Traffic — Test & Measure” system with these commands:

= Run all processes: the ‘IP Generator’ and ‘IP Answering’ modules of the remote system
are started.

= Stop: the ‘IP Generator’ and ‘IP Answering’ modules of the remote system are stopped.

Note:

The previous commands are used to control a remote “IP Traffic — Test & Measure” system.
The remote system must be switched before in ‘Remote control mode’ by using the “Operating
mode” menu (and you must specify on this remote system the same port number as the one
defined previously for the local system).

On the right: Local Operation

Local Operation

Stop All
Local Processes

The user can launch four main functionalities independently: IP Traffic Generator (“Run All
Connections’), IP Answering (“Start receiving traffic’), Traffic Sniffer (“Start”) and Export
statistics of the Traffic Observer tab (“Start”).

The command button “Start All Local Processes” is used to activate simultaneously these
functions. The command button “Stop All Local Processes Stop” stops all active functions.

Note:

User must first define if the start commands for the ‘Traffic Sniffer’ and the export of statistics
in the ‘Traffic Observer’ tab are included in the “Run all processes” command. [See check
boxes in the ‘Traffic Sniffer’ (Enable automatic start in local operation) and in the parameters
button of ‘Export statistics’ in the ‘Traffic Observer’ (Enable automatic export in local
operation)].

6.7 The ‘IP Generator — Parameters’ tab

The ‘IP Generator’ module is composed of two tabs:

= |IP Generator — Parameters tab: to configure connections and testing mode.

= |IP Generator — Traffic + statistics tab: to command traffic generation and visualize traffic
statistics.

The “IP Generator — Parameters” tab is described in this chapter. The “IP Generator — Traffic +
statistics” tab is explained in the next chapter.
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The ‘IP Generator module handles up to 16 simultaneous connections and traffic can be
generated following three exclusive testing modes:

e Unitary mode
e Automatic mode

¢ Replay sniffed traffic

The “IP Generator — Parameters” tab allows to:
= Enter destination parameters (IP address, port number, protocol) for each connection.

= Select files in which save received data when connections are working in echoer mode on
remote IP Answering part.

= Select and configure the testing mode: Unitary, Automatic or Replay.

These actions are represented by the “IP Generator-Parameters” tab in 4 distinct areas and
detailed below.

IF Generator - Parameters ] IF Generatar - Traffic + Statistics ] IF Answering - Parameters + Statistics } Traffic Snifferl Traffic Obser\ter]

Ciestination Parameters & Unitary Mode ™ Automatic Mode " Replay hMode
IP Address or Host Mame - Protocole Port- Type
Connection #1 | [ 182.168.030 |upp ~||z008 Mathematical law  Parameters #1

Cannection #2 | | 192.168.0.30 |UDP j | 2010 Packet generator Fararmeters #2
Connection #3 | | 192.168.030 |UDP j | 2011 File o send Fararneters #3
Connection#4 | | [192.168.030 [upP ~|[2012 User file Parameters #4

144

Gornection #5 | ([ 192168030 |upP ~||2013 UserDLL Parameters #5 | | || =
Gornection #5 | _+| | NO_ADDRESS [TcP +||2014 Packetgenerator  Parameters #6 l—_|
Connection #7 | | | 192.168.0.30 [TcP ~||2015 Packetgenerator  Parameters #7 | || [Enanies -]
Cornection #8 | [ 192.168.030 [TcP ~||2018 Packetgenerator  Parameters#8 | || [Eranies <]
Connection#a | | [192.168.0:30 [Tcr ~|[2017 Packetgenerator  Parameters #4 ||| [Enanied | J
cornection #10| »|[192.168.0.30 [ToP ~|[2018 Packetgenerator  Parameters #10 l—_|
Connection#11| || 192.168.030 [Top ~|[201a Packetgenerator  Pararneters #11 l—_|
Connection #12| 2| [192.168.030 [TeP +||2020 Packetgenerator  Parameters#12 || | [Enapies <]
Gornection #13| ([ 192168030 [TeP +||20m Packetgenerator  Parametars #13 l—_|
Cornection #14| | [192.168.030 [TcP ~||2022 Packetgenerator  Parameters #14 l—_|
Connection #15| | [ 192.168.0.30 [upp ~|[z023 Packetgenerator  Parameters#15 ||| [Fnanled |
Cornection #16| | 192.168.0.30 [ToP +|[2024 Packetgenerator  parameters #16| | | [Franies -

Tab 1: IP Generator — Parameters
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6.7.1 Destination Parameters

Located at left part of the tab, this area allows configuring destination parameters of each sending
connection. You can enter the following information:

Network interface selection and The black arrow has two purposes:

i 4
IP version | e To display a summary of the connection’s parameters.

e To select the network interface, the IP version or the IP
source address for a connection.

IP address or Host Name IP address should be entered following the numerical writing
of IP address (i.e. Xxxx.xxx.xxx.xxx) or using the canonical
format (e.g. an URL).

The default IP address is NO_ADDRESS (0.0.0.0 for IPv4).

Once the value entered, a verification is made and the field is
red colored if the value is invalid.

Protocol TCP, UDP or ICMP protocol (default = TCP protocol).

Port The port number is limited to 65,535.
By default, the port number is 2009.

In case of invalid value, the value is red colored.

6.7.1.1 Summary of connection parameters

When you move the mouse over the black arrow, a popup window - called a tooltip — is
displayed.

Destination Farameters {« LIt
IF Address or Host Narme - Protocole  Porte Type
Connection#1 | | | www yahoo.com TcP || 2009 Packet
i il I 1T
Connection #2 | Aojick ko select the network interface and IP Version to use with the connection #01 Bt
Connection #3 | _X-onnection #01 Bt
) IF Address or Host Mame: wie,yahoo, com
Connection #4 | ¥p address after resolution: 216.109,117.110 (IPv4) ot
) Selected Interface: Local Area Connection 2 (IPv4 Address: 192,168.0,30)
Connection#5 | _Apr———TTEE A I ki et

The tooltip for the IP Generator connection includes 5 items:
e Firstitem is the connection number the tooltip refers to.
¢ Nextitem is the IP address defined by the user.

e Next item is the IP address translated when IP Translation address has succeeded (e.qg.
the address is not NO_ADDRESS nor 0.0.0.0).

e Nextitem is the IP version currently selected.

e Last item is the interface name selected. The name displayed is the name of the
connection presented in the “Settings/Network and Dial-up Connections” Start menu of the
operating system (Default is “Interface chosen by the system”).
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6.7.1.2 Select the network interface, source IP address and source port number
When you click on the black arrow, a window is displayed:

I SR rarficel estittveasiresesSonrcel 2 dressand I PAVersiomselectipniornconnechion o} 1’21
Select an interface that the connection will use to generate traffic on the network
|Local Area Connection 2 (IPv4 Address: 192.168.0.30) w -

Choose one of the selected Multihomed Interface IP Addresses as Local Source IP Address

I Select an IP Address IPv4 Address selected: 192.168.0.30 @

[~ Source port number is dynamically assigned by the Windows TCPAP stack {with a value between 1024 and 5000)

Specify a static source port number. ¥Warning: specify judiciously the static local source port number in order 1024 @
to prevent a conflict with another application reserved port. (Allowed values: 1 to 65535)

Current source parameters of this connection
Source Port Number : 1024

IP Version: IPv4 @

Selected Interface: Local Area Connection 2 (IPv4 Address: 192.168.0.30)
Information about destination parameters resolution

IP Address or Host name: www . yahoo_com
IP Address after Resolution: 216.109.118.72

oK | Cancel | Help |

e The network interface selection is optional. It is used to force connections to be established
using a specific interface.
- By default:
The IP stack resolves the network interface selection to send packets to the remote.
The IP stack uses the destination IP address to select the network interface. The IP
address and the netmask related to each network interface are checked against the
remote IP address to reach. When a network interface that matches the remote IP address
is found, it is used. To understand how the IP stack selects the network interface, you may

enter ‘route print’ console command to list the interface order, IP address and network
address mask.

- You can select one network interface from the list of network interfaces plugged. “IP Traffic
— Test & Measure” will only use the selected network interface to translate the IP address
and to make connection. You must select the network interface compatible with the remote
IP address you want to reach. When the IP address translation succeeded, current
connection parameters area is updated as follows:

Current source parameters of this connection

Source Fort Mumber : 1024

IP Yersion: 1Pv4

Selected Interface: Local Area Connection 2 (IPv4 Address: 192 168.0.30)

Information about destination parameters resolution
|P Address or Host hame: www . yahoo.com

IF Address after Resolution: 216.109.118.72

- Network interface types are restricted: only Ethernet and PPP are listed.
A PPP interface should be in the ‘connected’ state to belong to the interface list.

o Select IP address button is available when multiple IP addresses are attached to the network
interface. This network configuration is also known as ‘multihomed’ interface.

Selection of a Source IP address is generally not required: “IP Traffic — Test & Measure” uses the

default P address of the interface to establish connections.

It may be useful to change the source IP address when routing priority or policy is defined.
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Example of IP address selection for a multihomed interface:

i N T ES TV EeETITE s el ST e T e S Hl eSS DRl st L hored T el a e E1
Select an IPv4 Address
IPvd Addresses: |192168.0.30 j
192.168.0.40
| Ok | Cancel ‘

Note: select an IP address is not available if the default interface ‘Interface chosen by the system’
is selected.

¢ Specification of the source local port number is by default disabled. In this case, the system
automatically chooses the source port number for any connection generating traffic. In order to
take care of respecting the rules of a firewall for example, the source port number can be user
defined.

e Current parameters of this connection area are an abstract for the connection. It
summarizes IP address, numerical IP address format, IP version and interface selection.
- IP addresses are static. The IP address translation will process only when you click on OK.
- Current network interface is dynamically updated with the user selection.

Warning:
When you click on the OK button, if the network interface is selected, the IP address translation is

automatically started. It may be time consuming.

6.7.1.3 IP_Address translation mechanism

“IP Traffic — Test & Measure” tries to translate — e.g. to resolve - the IP address from a canonical
to a numerical format. This operation is called the /P address translation mechanism.

When the ‘IP Address or Host Name’ field or Network Interface parameters changes, when you
move from ‘IP Address or Host Name’ field to another field or another tab, when the Enter key is
pressed or when Network Interface parameters change, automatically starts the IP address
translation mechanism.

Because the IP address translation mechanism is CPU consuming, a particular attention should
apply when using IP canonical addresses. CPU consumption depends on the DNS answer speed,
the number of DNS configured and the network load when the DNS request is sent.

If network environment changes — e.g. a new DNS has been defined - you should press the Enter
key in the ‘IP Address or Host Name’ field to force “IP Traffic — Test & Measure” restart the
translation mechanism for this connection.

Note:

When the IP address translation failed, the IP address is written red on white. This connection
cannot be started: the “Run” button in the ‘IP Generator — Traffic + Statistics’ tab is grayed.

Note:

To summarize, the IP address translation mechanism is activated when:
- the focus leaves the “ IP Address or Host Name’ field,
- you press the Enter key while the focus is in the * IP Address or Host Name’ field,
- another tab is selected,
- you duplicate parameters from one connection to another one,
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- you change the Network Interface parameters.

6.7.1.4 Description of the Copy/Paste mechanism

In order to facilitate input of these parameters, a copy/paste mechanism for all parameters of a
connection is available. This mechanism is not available when the canonical IP address cannot be
translated in numerical format.

Duplication of connection’s parameters doesn’t copy the interface information. When you copy a
connection to another one, the IP address translation mechanism is started.

Step 1: first, input parameters for a DESTTETED PEFETTEEE
. . IP Address or Host Mame « Frotocole  Port-
connection (by example, connection #01)
Connestion#1 | || 192.168.0.13 |TcP ~|| 2008
Connection#2 | | | NO_ADDRESH| [TcP || 2008
Connection#3 | | [NO_ADDRESS [TcP ~|[2009
Step 2: move the mouse cursor on the IP Address or Host Mame - Protocols  Portw
‘Connection #1’ label (source). The Connection#1 | »|[192.168.0.13 [TcP ~||2008

mouse cursor appears as shown beside. f;f]

Step 3: mouse click left. Then the IP Address or HostName Protocole Portw
‘Connection #1’ label is blue colored. Connection #01 JSJ REZREEXRE [Tce ] [2010

Connection #02 | | | NO_ADDRESS |TcP «| | 2009
Step 4: when you move the mouse cursor IP Address or HostName »  Protocoly  Porty
on one another ‘Connection #02’ label for | ST /192155013 [Tce ] [2010

example, the mouse cursor changes. Connection #02 _»| [NO_ADDRESS [rce ~ | [2000

N

(Copy mode)

Step 5: then you can paste all parameters
of connection #01 to the desired

’ IP Address or Host Name «» Protocole Portw-
connection (#02 for example 'as target). Connecton #01 | +| [192 168,013 (o ] [2070
Put the mouse cursor on the 'Connection _

Connection#02 | _*| [ 192.168.0.13 |TcP =] |2010

#02' label and then use the left mouse
button.

Note: this copy/paste mechanism allows copying parameters from one connection (source) to
another one (target). Repeat this process for others connections if needed.
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6.7.1.5 Description of the floating menu mechanism

In the Destination Parameters object, the labels ‘IP address’, ‘Port’ and ‘Protocol’ are mouse
sensitive.

Crestination Farameters
Protocole=  Fortw

Connection#1 | _+||194.1.1.100 'TcP || 2009

When the mouse is located on the ‘IP Address or Host Name’ text area for example, the text color
changes to white. Then click left your mouse to display the associated menu.

Floating menu for the ‘IP Address or Host Name’ label

Destination Parameters

Protoenl=  Pof -
Copy ko all conneckions (From cnx #17
Connection#1 | ¥ | 184.1.1.100 L Eks

With this function, you can duplicate the IP address or the Host name from the first connection to
the others fifteen connections.

Floating menu for the ‘Protocol’ label

Destination Parameters f* Unitary Mode
IP Address or Host Mame - Fuot T
Select TCP for all connections (From cnx #1)
Connection # | | 194.1.1.100 |TCF' Select UDP For all connections (Fram cnix #10 E
Connection #2 | |NO_ADDREEB |TCF' j | 20049 Packet generator Para

This menu helps to set the same protocol to every connection.

Floating menu for the ‘Port’ label

Destination Parameters & Unitary Mode
I Address or Host Name » Protocolw Increase anly UDP ports (From First UDP cred
Connection#1 | ¥ | 18411100 |TCF' j ﬁ Decrease only UDP ports (From first UDP o)
Connection#2 | | NO_ADDRESS [TcP |20/ Increase all ports (from croc #1)
Decrease all ports (From crx #1)
Connection #3 | ¥ | MO_ADDRESS |TCP j |ﬁ._.

With this menu you can:

e Set the port number increasingly or decreasingly for every UDP connection, based on the
port number of the first UDP connection,

e Set the port number increasingly or decreasingly for every connection, based on the port
number of the first connection without taking account the protocol in use.
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6.7.2 Configure the unitary mode

& Unitary Mode
Type

Mathematical law
Facket generator
File to send
Userfile
User DLL
Packet generator
Packet generator
Facket generator
File to send
Mathematical law
Packet generator
UserDLL
Userfile
Facket generator
Facket generator

Packet generator

Parameters #1
Parameters #2
Parameters #3
Parameters #4
Parameters #6
Parameters #7
Parameters #3
Parameters #3
Farameters #10
Parameters #11
Parameters #12
Parameters #13
Parameters #14
Parameters #145
Parameters #16

The unitary mode is one of the three testing modes offered by
the ‘IP Generator module. Note that each testing mode is
exclusive, i.e. it is impossible to mix connections in unitary
testing mode and connections in another mode.

Unitary mode is configured in Tab 1 “IP Generator -
Parameters” and launched from Tab 2 “IP Generator - Traffic
+ Statistics”.

To run or configure unitary testing session, you must first
select ‘Unitary mode’.

By pressing “Parameter #n” buttons, a parameters window is
displayed and the parameters for this connection can be
configured.

The main selected unitary testing parameter of connection #n
is reminded beside the “Parameters #n” button: Mathematical
law, Packet generator, File to send, User file or User DLL.

When the “Parameters #n” button is pressed, the following window is displayed.

"IP Traffis ] a Maa A o e i 1 [ e
[ I AT B S L E RS LT e M e TSN T M e e S EN D) d1

{+ Mode 1: Using the Internal Data Generator

Step1: Select the traffic generator type

First of all, select the traffic generatar which is going 1o be used on this connection

Packets Generator Parameters

Packets nurnber (0 to 99,999,999) |0 (0 = infinite value)
Packet Contents (00 to FF hexa byte)

* Packets generator

& Fix
" Randam

O Alternate

¢~ Increasing f
Decreasing

[30 vawe1 [5 vaue2
l_ min

Step2: Specify Data size and packets parameters

In this step, define Data Size and packets parameters as well as
the delay between each sent packet.

TCP or UDP Data Size (1to 65,535 hytes)

'K * Fix 1460
lf . ,7 " Random min | max
min max
" Alternate size-1 size-2

-~ Increasing f

Decreasing i | max| step

l_ mas l_ step

Inter Packet Delay (0 to 9,999 ms)

O Mathematical law

J Q & Fix 20 (See Forewarnings meny please)
" Random min max
= Alternate value-1 value-2

max| step

=

Increasing /

o

Decreasing ‘ Ll |
Mathermatical

’7 L E1

" File to send

—

Step 3 (Optional): Activate a throughput limit
‘When one of these two options is selected, "IP Traffic - Test & Measure" generates the traffic in best effortto respect the throughput chosen.
Mean Throughput (8 to 999,999 Khis) Mean Packet Throughput (1to 99,999 Pkts/s )

[~ Usevalue ~ £ [ Use value {only for LDF connection)

(" Mode 2: Using the External Data Source Generator (= )

{S— T

Options

Timecode (RTT) option
If RTT is activated when using Made 1, the minimun *Data Size” defined in Step2 must be greater 26 iytes. © Yes & No

Tos (1 hexa byte)
Walue |00

Time To Live (TTL)

Yalue |00
Browse

Save incoming data traffic (needs remote in echo mode) Save generated traffic into file {only data are saved)

| Browse |
0K |

Unitary testing parameters window

Cancel | Help |
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This window is divided into three main areas:

¢ Mode 1: Using the Internal data generator

¢ Mode 2: Using the External data source generator (allowing to use an user file or an user DLL)
o Options:

- Time code option (used to calculate the RTT — Round Trip Time and Jitter, if the remote is
operating in the echoer mode)

- TOS (Type of Service) byte (hex value)
- TTL (Time To Live) byte (hex value)

- Save incoming data traffic in a file for this connection (if the remote is operating with the
echoer mode)

- Save generated traffic into a file for this connection

The “OK” button validates new entered parameters for this connection and closes the window.

Note: The first parameter to configure a unitary testing session is to select the mode between the
internal data generator or the external data source generator.

6.7.2.1 Mode 1: Using the Internal data generator

t* Mode 1: Using the Internal Data Generator

Step1: Select the traffic generator type Step2: Specify Data size and packets parameters
First of all, select the traffic generatorwhich is going to be used on this connection. In this step, define Data Size and packets parameters as well as
Packets Generator Parameters the delay between each sent packet.
Packets number (0 to 99,939,999) | o {0 = infinite value) TCP or UDP Data Size (1 to 65,535 bytes)
Packet Contents (00 to FF hexa byte) & Fix 1460
&+ Fix 54
~ Fardom ’— _ ’— " Random min ma
min rma
i Alternate size-1 size-2
" Alternate value-1 value-2 | oy
; ncreasing :
Increasing . . f min max step
. [ min ma step Decreasing | |
Inter Packet Delay (0 to 9,999 ms)
J i+ Fix 20 (See Forewarnings menu please)
" Mathematical law
" Random min max
" Alternate value-1 value-2
Increasing .
i .
¢ Fileto send Decreasing | min | max| SEE
Mathematical
.
lawy | J
Step 3 (Optional): Activate a throughput limit
When ane of these twa aptions is selected, "IP Traffic - Test & Measure” generates the traffic in best effort to respect the throughput chosen.
Mean Throughput (8 to 999,999 Khis) Mean Packet Throughput (1 to 99,999 Pkts/s )
[~ Usevalue o) i [~ Usevalue {only for UDP connection)

This area is divided into three parts:
e Step 1: Select the traffic generator type
e Step 2: Specify Data size and packets parameters
- Data size (in bytes)
- Inter packet delay (in milliseconds)
e Step 3 (Optional): Activate a throughput limit
- Mean throughput (in Kb/s)
- Mean packet throughput (in Pkts/s, only for UDP connection)
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6.7.2.1.1 Step 1: Select the traffic generator type

This area is divided into three parts corresponding to the three types of data source; beside each
data source selection is a sub-area that displays data source parameters:

= Mathematical law (Law: data volume to send)
= Packets generator (Packets generator parameters)

= File to send (Filename)

Mathematical law

In the unitary mode, the offered mathematical law is a data volume to send law. Volume will
impact on the duration of the connection.

“IP Traffic — Test & Measure” unitary mode offers four mathematical laws related to data volume:

=  Uniform law

= Exponential law
=  Pareto’s law

=  Gauss law

These laws are presented in details in the Annex Part.
Law : data volume to send

Default j Edit ..

« Mathematical lawi Liniform law
Fanoge : [9.77 KB, 2.38 MB]

Mathematical law for the unitary testing selection

In the “Law: data volume to send “sub-area, a list box allows selecting an existing law. The main
features (type of mathematical law and values range) of the selected law are reminded below the
list box.

You can add, modify or delete laws by pressing the “Edit” button. Then a new window is
displayed:

| R et e e T e A LT E e TR e O [T E S OS E T M e 31

Law identifier

| Default -

Create |

Law parameters

Law narme: Lniform laws diiheta - alpha)

alpha: 10000 beta: 2500000

Range: [ [9.77 KB, 2.38 MB]

(0] 4 Cancel

Edit data volume to send laws
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To add a new data volume to send law:

1. Press “Create” button, then a new window is displayed:

i G S L A & TS TN et T et et S O KT E R S ST N W 31

Law identifier; |
Mathematical law associated

Laws narme: | Uniform law: dxibeta - alpha) ~|

alpha:| 0.0 heta: [ 100.0

Fanoe: [08, 100 8]

Cancel |

Edit data volume to send laws window

Select one mathematical law: Uniform, Exponential, Pareto or Gauss.

Enter parameters value for the selected mathematical law (1 or 2 parameters are required
depending on the selected law),

4. Save and close the window by pressing the “OK” button.
5. Your new law is selected in the parent window

6. Repeat operation 1 to 5 to create other laws.

‘ Note: Range is computed automatically each time you modify the parameters of the law.

‘ Note: Laws created from this window will also be available for the Automatic mode.

Packets Generator

When the Packet Generator data source is selected, “IP Traffic — Test & Measure” generates n IP
packets for this connection. Packet contents can also be configured.

Packets Generator Parameters
Fackets number (0 to 98 9958 999) | 1000 (0 = infinite value)

Packet Contents (00 to FF hexa byte)
o Fix a8
" Random rmin | max
(" Alternate value-1 | walue-2

Increasing [ l_ . I— l_
~
Decreasing rrin i BEE

f» Packets generator
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= Packets number

You specify the number of packets to send in the “Packets generator’ sub-area. The number of
packets to send is limited to 99,999,999. Zero value means infinite (Zero is the default value).

= Packet contents

A content is one hex byte. Accepted values are all combinations from 00 to FF. If a no valid value
is entered, it will be automatically replaced by FF.

You can configure packet contents as follows:
o Fix: each packet has the same content.

e Random: “IP Traffic — Test & Measure” computes random packet content included in
a range (min to max).

e Alternate: you define two values. “IP Traffic — Test & Measure” uses the first value
(value #1) for odd packets and the second value (value #2) for even packets.

e Increasing/Decreasing: the content of each packet varies in a range from the
minimal to the maximal value; each packet content following is incremented by the
step value (0 is an invalid value). When the maximal value is reached, the packet
content decreases by the step value, until the minimal value is reached.

Note:

When ‘Packets generator’ data source is selected, the ‘Volume to send’ and the
‘Remaining volume’ statistics cannot be computed. In the statistics fields of the tab 2 “IP
Generator - Traffic + Statistics”, “N/A” will be displayed in “Sent” and “Remain” columns.

File to send

With this selection, “IP Traffic — Test & Measure” sends the content of the file defined in
“Filename” sub-area. The “Browse” button allows selecting easily the file to send.

Filename

& File o send; Browse

................................ dle tirme betvoan
Loop counter {1 to 99) | 1 aach Inop (010 99 &)

0

Note: it is not allowed to send an empty file.

With the two input fields “Loop counter” and “Idle time between each loop (sec.)’, you can
specify how many times this file must be sent and the idle time (expressed in seconds) before
sending the file again. Note that the remote IP Answering should be configured accordingly to
accept an idle time greater than the ‘Idle time between each loop value’.
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6.7.2.1.2

Data Size

Step 2: Specify Data size and packets parameters

This parameter defines the size of transmitted packets.

TCP or UDP Data Size (1 to 65,535 hytes)

o Fix 1460
" Randaom rmin max
" Alternate size-1 Size-2

Increasing f
i . i
S el rrin | Fria | step

The maximum accepted value is 65 535. 0 (null) is not a valid value. By default, the entered value

is 1460.

Data size can be configured as follows:

Fix: each packet has the same size. The last packet may have an inferior size to fit
the data volume to send when a mathematical law or file to send data source is
selected.

Random: “IP Traffic — Test & Measure” computes a random data size included in a
range for each packet to send.

Alternate: “IP Traffic — Test & Measure” uses the first value for odd packets and the
second value for even packets.

Increasing/Decreasing: the size of each packet varies in a range from the minimal
to the maximal value, each size is incremented by step value (0 is an invalid value).
When the maximal value is reached, the data size decreases step by step until the
minimal value.

Note:

It is important to notice that “IP Traffic — Test & Measure” requires a minimal data size when the
RTT mode is selected, to add a CRC, a sequence number and the timestamp. Therefore, the
minimal data size with RTT mode active is 15 bytes (see paragraph 2.3 about the RTT option).

Note:

The TCP or UDP data size is the data payload, not including headers (MAC, IP and protocol
headers). It is not the frame size e.q. Ethernet frame size.

When UDP is used, the data size, greater than the MTU, generates IP fragmentation.

If TCP is used, the TCP protocol can aggregate packets with a size smaller than the MTU. To
avoid aggregation, you should configure IP Traffic — Test & Measure with a TCP No Delay option
set (see Erreur ! Source du renvoi introuvable. for more details)
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Inter Packet Delay

This parameter allows defining the time interval between two packets to send. Values are limited
to 9999 milliseconds i.e. 10 seconds. A value of zero means no inter packet delay.

Inter Packet Delay (0 to 9,999 ms)

* Fix 20 (See Forewarnings menu please)
" Randam min masx
(" Alternate walue-1 value-2
Increasing Jf .
~ li
Decreasing min | ma}{| step
mathematical
|y | J 4

The Inter Packet Delay can be configured as follows:
¢ Fix: inter packet delay is the same for all transmitted packets.

e Random: “IP Traffic — Test & Measure” computes a random inter packet delay
included in a range you have specified for each packet to send.

o Alternate: “|P Traffic — Test & Measure” uses the first value for odd packets and the
second value for even packets.

¢ Increasing/Decreasing: inter packet delay varies in a range from the minimal to the
maximal value; each inter packet delay is incremented by the step (0 is not an
accepted value for step). When the maximal value is reached, inter packet delay
decreases by step value until the minimal value is reached.

e Mathematical law: you can choose between one of the fourth available laws:
Uniform, Exponential, Pareto and Gauss.

6.7.2.1.3 Step 3 (optional): Activate a throughput limit
For the TCP connection, the average throughput limit is expressed in Kb/s (or Kbps):

Step 3 (Optional): Activate a throughput limit
When one ofthese two options is selected, "IP Traffic - Test & Measure" generates the traffic in best effort to respect the throughput chosen.
Mean Throughput (8 to 999,999 Kh/s) Mean Packet Throughput (1 to 99,999 Pkts/s )

[~ Usevalue o . [~ Usevalue (only for LIDP connection)

With this feature, you can define a throughput limit for this connection (in Kilo bits per second) with
the check box ‘Use value’. You specify the average throughput in Kbps in the edit box and select
one of the two parameters (data size or inter packet delay). “IP Traffic - Test & Measure”
automatically adapts data traffic generation with adjustment of data size or inter packet delay
(user choice) up to the throughput requested by the user.

For the UDP connection, the average throughput is expressed in Kb/s or can also be expressed in
number of packets per second (p/s):

Note:
The throughput value must be greater than or equal to 8 Kbps.
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6.7.2.2 Mode 2: Using the External data source generator (allowing to use an user file or DLL)
If you select the external data source generator, the following area is active:

¢+ Mode 2: Using the External Data Source Generator [{+ Userfile or ¢ User DLL)
Filename

| Browse Loop counter |1 Idle tirme between each loop (sec) |0

Two external data sources (file or DLL) are selectable, and you specify which filename to use:

= User file: this external data file is provided by the user (see file format in Part 8-5). It contains
different parameters: data, data size, inter packet delay...

= User DLL: “IP Traffic — Test & Measure” invokes the user DLL each time data is needed to
send (see Part 8-6 for more information)

Note: when the ‘User file’ parameter is selected two parameters can be defined allowing sending
the same file many times:

- Loop counter,

- Idle time (expressed in seconds) between each loop.

6.7.2.3 Options

6.7.2.3.1 Time code option
Timecode (RTT) option
IfRTT is enabled when using internal generatar, the "Data Size” defined in Step2 must be at least 26 bytes. © Yes & Mo

When this option is selected, “IP Traffic — Test & Measure” will add RTT (Round Trip Time)
information to packets. The RTT header format (in the little endian notation) is:

4 bytes  magic number

4 bytes  sequence number

16 bytes time when sent

2 bytes length (without the RTT header)

This information is used in conjunction with connections running in the echoer mode on the
Remote IP Answering module. Each echoed packet is analyzed by the Local ‘IP Generator’
module. When the RTT header is found, the RTT value is computed and displayed in statistics.

For the remote IP Answering module, the RTT information is checked to update ‘sequencing
errors’ statistics.
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6.7.2.3.2 The TOS byte

You can input the TOS value (by default, TOS = 00) used for
each packet sent on the IP connection.

Tos (1 hexa byte) Example: value = 14 (or in binary: 0001 0100) means:
Value lﬁ Type of Service bits 3-6 (TOS) = 0100 (maximize throughput)

= 001 (priority)

Bits: 7 6 5 4 3 2 1 0

M Typeof |

B ypeo i Precedence

Z Service

Y Y
Must RFC 1349 RFC 1122
Be NG /
Zero ~N
IP Type of Service (TOS)
RFC 791

IPv4 Type of Service byte

Important note for Windows 2000 and XP: to allow IP_TOS, a new registry key is added on Windows
2000 and XP.

It is necessary to edit the Registry and modify this key in order to use the TOS byte of “IP Traffic — Test &
Measure”.

WARNING: Using Registry Editor incorrectly can cause serious problems that may require you to reinstall
your operating system. Microsoft cannot guarantee that problems resulting from the incorrect use of
Registry Editor can be solved.

For information about how to edit the registry, view the "Changing Keys and Values" Help topic in Registry
Editor (Regedit.exe) or the "Add and Delete Information in the Registry" and "Edit Registry Data" Help topics
in Regedit.exe. Note that you should back up the registry before you edit it. If you are running Windows
2000 or XP, you should also update your Emergency Repair Disk (ERD).

Follow these steps to enable the IP_TOS option for the Winsock setsockopt function and the -v option for
the ping utility on Windows 2000 and XP:

1. Start Registry Editor (Regedit.exe).

2. Go to the following key:

HKEY LOCAL MACHINE on Local Machine\System\CurrentControlSet\Services\Tcpip\Parameters\

NOTE: The registry key is one path.

3. On the Edit menu, click Add Value, and then type DisableUserTOSSetting. Click REG_DWORD in
the Data Type box, and then click OK.

4. Enter 0 in the prompt box.

5. Quit Registry Editor, and then restart the computer.

6.7.2.3.3 The TTL field

Time To Live (TTL) The user can input the TTL/Hop Limit value (hexadecimal) used for
yalue | 00 each packet sent on the connection.

Default value = 00
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6.7.2.3.4 Save incoming data traffic or generated traffic into a file

Save incoming data traffic (needs remote in echo mode)

Browse

With this feature, you save in a file all incoming data traffic on the considered connection. The
remote ‘IP Answering’ module must be set before in “Echoer” or “Echoer file” mode.

If the internal traffic generator is used and a file has been specified:
Sawve generated traffic into file (only data are saved)

Browyse

L

then it would be possible to compare the two files: sent data and received data on this connection.
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6.7.3 Configure the automatic mode

Automatic mode is a mode in which all enabled
connections are generated in loop, according to a
“Starting time connections generation” law and a “Data

choose to enable or disable each connection by using

Enabled -
the combo-box.

v Automatic Mode

Enabled =] ™ volume to send” law.

Enabled "l

Enabled v| As the unitary mode, the automatic mode is configured
in Tab 1 ”IP Generator — Parameters” and is run in Tab

Enabled ]" 2 “IP Generator — Traffic +Statistics”.

Enahled "l

Enabled v| Once automatic mode is selected in Tab 1, the user can

Enabled -

N
3

Enabled -
Enabled -
Enabled -
Enabled -
Enahbled -
Enabled -
Enabled -

Enahled -

R HERER

.

By clicking on the “[P]“ button, the following window is displayed, allowing configuring the
automatic mode parameters:

ol R e e I T B S T T e e N T B S R O I G e Ly T Ao B L31

These parameters apply to all enabled connections

mMathermatical Laws Parameters

Starting time connections generation Data volume to send on connections

|Default | |Default |
LInifarm law . LInifarm law .
Range - [20 s |, 50 ms] Edit.. Range  [3.77 KB , 2.38 ME] Edit..

Data size (bytes) | 1460 (Max size = 65534)

]9 Cancel | Help

Automatic testing parameters window
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3.1 Starting time connections generation laws

Starting time connection laws regulate the timing between starting of two connections. The
available mathematical laws for starting time connection are Uniform and Exponential laws.
(Mathematical laws are presented in details in Annex part).

To modify, delete or add a law, click on the “Edit” button. Then the following window is displayed:

| R i e e T L E A e T e TS e T L E O T E LD Lzll
Law identifier

| Default -

Create |

Law parameters

Law narme: Lniform laws diiheta - alpha)

alpha: |120.00 beta: 5000

Fanoe:  [20 ms, 80 ms]

(0] 4 Cancel

This window is composed of three areas:
- “Law identifier”
This area allows selecting, creating, modifying or deleting an existing law.

- “Law parameters”

This area displays the parameters associated to the selected law.
- Action buttons
“OK” button: to quit the law-editing window and accept all changes.

“Cancel” button: to ignore all modifications made since the window has been opened.
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To add a new Starting time connections generation law:

1. Press the “Create” button, then a new window is displayed:

Rl i G IS A IV E el S L e meiatd VS Lt M TR A T E SO T E LI DT Lzll

Law identifier; |

Mathematical law associated

Laws narme: | Uniform law: dxibeta - alpha) ~|

alpha:| 0.0 heta: [ 100.0

Fanoe: [0 ms, 100 ms]

Cancel |

Edit starting time connections generation law window
2. Select one mathematical law: Uniform or Exponential.

3. Enter parameters value for the selected mathematical law (1 or 2 parameters are required
depending on the selected law).

4. Save and close the window by pressing the “OK” button.
5. The new law is selected in the parent window.

6. Repeat operation 1 to 5 to create other laws

3.2 Data volume to send laws

Data volume laws define the data volume to send for a connection. The available mathematical
laws for data volume to send are: Uniform, Exponential, Pareto and Gauss laws (Mathematical
laws are presented in details in Annex Part).

You can add, modify or delete a law by pressing the “Edit” button. Then a new window is
displayed:

| ol et R S SV E S T s o e e e v K T E R RS e e B s Lzll

Laws identifier

| Default =]

Create |

Law parameters

Lawy narme: Unifarm lavw: diiheta - alpha)

alpha: 10000 heta: 2800000

Range: [8.77 KB, 2.38 ME]

] 4 Cancel

Edit data volume to send laws
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To add a new data volume to send law:

1. Press the “Create” button, then a new window is displayed:

il R T Tl G IS S E e S e e TR e e KT e OaS E T M eV a‘

Law identifier: |

mMathematical law associated

Lauws name: | Uniforrm law: dxibeta - alpha) ~|

alpha:| 0.0 heta: | 100.0

Fanoe: [0 8,100 8]

Cancel |

2. Select one mathematical law: Exponential, Uniform, Pareto or Gauss.

3. Enter parameters value for the selected mathematical law (1 or 2 parameters are required
depending on the selected law),

4. Save and close the window by pressing “OK” button.
5. You new law is selected in the parent window

6. Repeat operation 1 to 5 to create other laws

Note:

Up to the used OS (Windows 98, 2000 or XP), WinSock 2 Interface could present number-limits of
the incoming simultaneous calls. Consequence for “IP Traffic — Test & Measure” is the presence
of “connection failed”, particularly when connections frequency is very near (inferior to 150 ms),
and when the data volume to transmit is very small, which implies to make many connections.
These connection failures do not disturb “IP Traffic — Test & Measure”. To reduce these failures,
increase the frequency of connection or the data volume.

3.3 Data size

In the automatic mode, entering a value (in bytes) in «Mathematical laws parameters» window
configures the data size.

The data size is limited to 65,535 bytes.
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6.7.4 Configure the replay sniffed traffic mode

& Replay Mode

N

¥

In this mode, “IP Traffic — Test & Measure” uses traffic files captured by the
“Traffic Sniffer” (see tab 4).

When you click on the command button “[P]’, the following window is
displayed.

First, select a ‘Data traffic file to replay’ and then press the “Analyze the data traffic file” button. At
the end of the process, an indication is displayed: “100.00% of xxx KB” (where xxx is the file size).

[ S e s T Ea s e e e Ao E Ty o a‘|

[rata Traffic File ta replay

Filename |H:\Eaptures'widéo1 Erowsze

Analyze the Data Traffic File 100.00% of 433MB

[&] Result of analyziz [list of data sniffed connections)

=L L0 - Do ULl al 2
15216 152168.0120 9 [TCR)
152168060 2064 - 192.168.0.120 3 (TCF]
152.168.0.60 2065 - 192.168.0.120 3 (TCF]
152.168.0.60 2067 - 192.168.0.120 3 (TCF] =
152.168.0.60 2069 - 192.168.0.120 3 [TCFI L

™

| Connectionfz] actually defined in 1P Tralfic

Connection #1: 192.168.0.30 2009 [TCF)
Connection #2 : 192.168.0.20 2009 [TCF)
Connection #3 : 192.168.0.30 2003 [TCF)

Linking of data zniffed connection(z] defined in (4] with [P Traffic connection(z] defined in [B]

Talink connections, select one connection in [4)
and one connection in [B]

Connection #1 - 192.168.0.60 2065 - 192.168.0.120 3 [TCF]
Connection #2 - 192.168.0,60 2063 - 132.168.0.120 3 [TCF)

ak. Cancel Help
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After the analysis of the data traffic file, all IP connections founded in the sniffed traffic file are then
displayed in the “(A) Result of analysis (list of data sniffed connections)” object.

Connections that have already been defined in the current IP Generator module are displayed in
the “(B) Connection(s) already defined in IP Traffic* object.

Then you must link one ‘data sniffed connection’ to one ‘defined connection’ by pressing the “Link”
button. If needed, one association can be removed by pressing the “Delete the selected link”
button.

Once the needed links have been defined, press OK. “IP Traffic — Test & Measure” is ready to
replay traffic on actually defined connections of the ‘IP Generator’ by using data of connections
from the ‘data traffic file to replay’ specified by the different links made by the user.

6.8 The ‘IP Generator — Traffic + Statistics’ tab
This second tab related to the IP Generator module allows:

e To visualize destination parameters and traffic statistics for each connection,

e To save traffic statistics for all or a set of active connections of the IP Generator module in a
file,

e If unitary mode is selected in Tab 1, to control traffic generation in unitary mode, i.e. to start
and to stop each connection,

e If automatic mode is selected in Tab 1, to command traffic generation in automatic mode, i.e.
to start and to stop all enabled connections,

o If replay sniffed traffic mode is selected in Tab 1, to command replay traffic generation on
connection(s).

The “IP Generator - Traffic + Statistics” tab is divided into five areas. Each area is presented in the
following paragraphs.

IF Generatar - Parameters  |P Generator - Traffic + Statistics ] IP Answeering - Parameters + Statistics ] Traffic Sniﬁer} Traffic Observer}

Destination Parameters Statistics (based on application data) I Unitary Made
Tx T T R Rix Rx
IF Address or Host Mame FPart Throughput Volume Packets Throughput “olume Packets Jitter

Connection #01 | 182.168.0.120 q 5GE Kbis B30 KA 447 p  0.00bis ne 0p NS Stop #1
Connection #02| 192.168.0.120 7 570 Khis 36 KB 446p  STO0KWs 636 KB 4350 NS Stap #02
Connection #03 | 182.168.0.120 9 STOKhis 633 KB 444p 000 Wi 0B 0p NS Stap #03
Connection #04 | 182.168.0.120 9 5T0Khis 626 KB 439p 000 Wis 0B 0p NS Stap #04
Gonnection #05 | 192.168.0.120 7 A70Khis 62T KB 440p 570Kbis  G27 KB 440 NS Stop #05
Connection #06

Connection #07

Connection #08

Connection #09

Connection #10 Coitr?gc?!ns
Connection #11

Connection #12

Connection #13

Connection #14

Connection #15

Connection #1 6

Export Statistics into a File e — Columns| l—l

Farameters Export is disahled

Tab 2: “IP Generator - Traffic + Statistics”
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6.8.1 Destination Parameters area

In this area, the destination parameters (IP address and port number) of each connection are
shown for information. These parameters can be modified in the “IP Generator —Parameters” tab,
when all connections are stopped.

6.8.2 Statistics (Application Level)
The statistics are displayed for each connection in the “Statistics” area:

| By using the "Choose Columns" button at the bottom,

Choose Cnlumns| )
you can select the parameters to display.

Up to 7 parameters can be simultaneously displayed among 13 parameters described later in this
paragraph, and at least one parameter must be selected.

These statistics are computed at the application level (and based on application data sent or
received). No MAC, IP and TCP/UDP headers and trailers are taken into account.

To reset the statistics displayed, two methods can be used:
e by clicking on the "Reset Display" button (this button is enabled when all connections are
stopped).

e by checking the "Clear on Stop" option (when the connection stops, the statistics for this
connection are automatically cleared).

Statistics (based on application data) [ Clear on Stop

The "N/A" (Not Applicable) mention can be displayed instead of a value in the cell of the statistics
table if the parameter cannot be calculated.

Statistics (based on application data) [
Tx Tx Fx R Seq. Mum.

FPackets Throughput Packets Throughput  Jitter Errors
4817 p 2.23 Mbis O0p 0.00bis A A

If a connection is in progress or cannot be activated (in case of invalid parameters or connection
problem), a warning message is displayed.

Examples of warning messages:
e Connection failed: no response from the Remote. Please check your parameters.
e Connection pending: “IP Traffic — Test & Measure” is waiting for the Remote response.

e Connection reset: the Remote has reset the connection.

Statistics (based on application data) [v Clear on Stop
Tx Tx Tx R R Seq. Mum.
Packets Throughput Volume FPackets Throughput  Jitter Errors

L e nraned. No response mam e el e gdse Cneck your paramelers

Connection reset the Remote has reset this connection.

Note: the warning message isn't erased if the "Clear on Stop" option is selected.
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6.8.2.1 Transmitting statistics

¢ Tx Packets

Tx Packets (Tx = Transmit) is the number of packets that “IP Traffic — Test &
Measure” has sent since the connection started.

¢ Tx Pkts Throughput

Tx Pkts Throughput (Tx = Transmit) is the mean number of packets that “IP
Traffic — Test & Measure” is sending per second. This value is only available
with UDP connections.

The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Tx Throughput

Tx Throughput (Tx = Transmit) is the mean throughput of data sent.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Tx Volume

Tx Volume (Tx = Transmit) is the number of bytes that “IP Traffic — Test &
Measure” has sent since the connection started.

6.8.2.2 Receiving statistics

¢ Rx Packets

Rx Packets (Rx = Receive) is the number of packets that “IP Traffic — Test &
Measure” has received since the connection is started.

¢ Rx Pkts Throughput

Rx Pkts Throughput (Rx = Receive) is the mean number of packets that “IP
Traffic — Test & Measure” is receiving per second. This value is only available
with UDP connections.

The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Rx Throughput

Rx Throughput (Rx = Receive) is the mean throughput of data received.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ RxVolume

Rx Volume (Rx = Receive) is the number of bytes that “IP Traffic — Test &
Measure” has received since the connection is started.

6.8.2.3 Other statistics

¢ itter

Jitter is the mean variation of delays on packets received. This value is only
available when Timecode option is selected (for the local 'IP Generator'). This
value corresponds to either the mean one-way variation (remote 'IP
Answering' = Absorber Generator mode) or the mean two-ways variation
(remote 'IP Answering' = Echoer mode).

¢ Remaining Volume

'Remaining Volume' is the number of bytes that “IP Traffic — Test & Measure”
has still not sent. This information is only available for two Traffic Generator
types: Mathematical Law and File to Send.

¢ RTT

'RTT' is the Round Trip Time of a packet which was sent by “IP Traffic — Test
& Measure”. This value is calculated if the Timecode option is selected for the
local 'IP Generator' and if the remote 'IP Answering' works in the Echoer
mode.

¢ Seq. Numb. Errors

'Seq. Numb. Errors' (Sequence Number Errors) is the sum of the Out Of
Sequence packets number (OOS) and the number of lost packets. This value
is only available if the Timecode option is selected (for the local 'IP Generator')
and if the working mode of the remote 'IP Answering' is Absorber Generator or
Echoer.

¢ Volume To Send

'Volume To Send' is the number of bytes that “IP Traffic — Test & Measure”
should send. This information is only available for two Traffic Generator types:
Mathematical law and File to Send.

When you press the “Stop all connections” button, statistics remain displayed in black writing on

gray background.
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If a connection cannot be activated (in case of invalid parameters), the statistics fields are empty
on gray background.

6.8.2.4 Export statistics in a file

To export all or part of statistics into a file, click on the 'Parameters' button when enabled (i.e. if
connections of the IP Generator are not active):

Export Statistics into a File When no parameters are defined, the state is:

Exportis disahled Export is disabled

Then a new window allows defining parameters for the export process:
e Enable or disable the export process,

e The filename (.log extension) of the export file,

e The identification of the needed connections,

e The parameters to export (up to 13).

| BRIl e EE T A B s T E s S O o P e N e OTRST a e CE A P D eV E | LE

Export Statistics

When this option is enabled, "IP Traffic - Test & Measure" exports automatically the statistics, following parameters
define helow, for the selected connections.

This maechanism starts each time that"IP Traffic - Tast & Measure” receives or sends data onthese selectad
connections.

[w Enable the Autormatic Exportation Mechanism (AEM)

Filename: | CATerpllP GeneratorStats. lop Browse

Connections to export Parameters to export
Transmitting Statistics Receiving Statistics
All | Mane ‘
[v TxThroughput [v FxThroughpot
Connections Subset [~ TwPkis Throughput [~ RxPkis Throughput
V1 W5 a9 [ 13 [v Tx%olume v Rx‘Valume
v 2 ~ & 10 ~ 14 [~ Tx Packets [T RxPackets
W3 7 11 [ 14 (ther Statistics
Va4 8 [ 12 [ 18 [~ Remaining Yalume v Jitter
[~ “Wolume To Send [~ Seq. Num. Errors
[w RTT

(04 | Cancel | Help

“Export IP Answering Statistics”

Then press OK to validate, and a new state is displayed:

When parameters have been defined and the

ort Statistics inte i
S export process is enabled, the state is:

Exportis enabled

Export is enabled

Note: do not specify the same filename to save statistics for the 'lP Generator' and the 'IP
Answering' parts else a warning message is displayed.

The statistics file is updated with the same refresh period than the statistics displayed.

A special mark is added to keep special TCP and UDP events e.g. Start and End of sending
traffic.
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When you reset statistics, the displayed values and the exported values are reset.

Statistics are saved into the file as soon as connections of the |IP Generator are started and the
'Export is running' state is displayed:

Export Statistics into a File

Expartis running

When all connections are stopped, then the export process is automatically suspended and the
following idle state is displayed:

Export Statistics into a File
Exportis activated

To export all or part of statistics displayed (in other words, there is the possibility of saving all the
statistics even those which are not displayed) in a file, you can use the parameters connection
and statistics dialog.

6.8.2.4.1 The IP Generator statistics file format

The IP Generator statistics file is formatted line by line as follows (example):

First line: Starting session MM/DD/YYYY at HH:MM:SS,mmm (UTC)

Second line: IP Traffic - Test & Measure IP Generator

Third line: (Only seven statistics headers are showed here. Statistics headers can be up to
thirteen)

Cnx#i Date Time Throughput Data Data Volume Remaining Seq. RTT
volume (KB)
(Protocol) (Kb/s) sent (*) Received (*) | to send (KB) Num (ms)
Errors

Next lines:
Cnx#i MM/DD/YYYY HH:MM:SS.mmm nnn.nn nnn.nn nnn.nn Nnn.nn nnn.nn X X
(TCP, UDP
or ICMP)

Additional mark for TCP connection events

Cnx #n (TCP) START This mark indicates the connection #n starts (n: from 01 to 16).
When this mark is included in the IP Generator traces, numerical values
are set to 0.

Cnx #n (TCP) END This mark indicates the connection #n has stopped. Numerical values are
latest values computed by “IP Traffic — Test & Measure”.

Additional mark for TCP or UDP disconnection events

Cnx #n (TCP) ERROR This mark indicates the reason of the disconnection if this one is not
produced by the click on stop button or the scheduled end of the traffic
generation (due to the generator parameters, for example: Number
packets to send = 1000)

When this mark is included in the IP Generator traces, numerical values
are replaced by the error message returned by “IP Traffic — Test &
Measure”.
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Idle connections

When the connection is idle, numerical values are set to 0 for “Tx Throughput”, “Rx Throughput”,

” W LTS

“Tx Volume”, “Rx Volume”, “Tx Packets” and “Rx Packets” columns.

Conventions

“Volume to send” and “Remaining Volume” are filled with the “N/A” symbol when the generator is
not configured with “File to send”.

“Seq. Num. Errors”, “Jitter” and “RTT” are filled with the “N/A” symbol until one “RTT” header is
found in the received data by the 'IP Generator' part.

“Tx Pkts Throughput” and “Rx Pkts Throughput” are filled with the “N/A” symbol when the protocol
used for the concerned connection is not UDP.

In addition, when a connection is using ICMP protocol, all statistics are filled with the “N/A”

symbol, except “RTT”, “Seq. Num. Errors”, “Tx Packets” and “Rx Packets”.

Export an IP Generator file sample

In this example, 3 connections have been selected with all parameters exported. For each
connection, the 'lP Answering' is operating with the echoer mode.

e Connection #01 is configured with the TCP protocol and uses the internal data generator.

e Connection #02 is configured with the UDP protocol and uses the internal data generator.

o Connection #03 is configured with the TCP protocol and uses the “File to send” generator.

The “Refresh time” parameter is set to 2 seconds.

Starting session 04/01/2005 at 15:37:06.343
IP Traffic - Test & Measure IP Generator

Tx Tx Rx Rx Remaining \_I{glume
Cnx#i (Protocol) Date Time Throughput | Volume | Throughput | Volume | Volume Send

(Kbfs) (KB) (Kb/s) (KB) (KB) (KB)
Cnx#2 (UDP)
START 04/01/2005 | 15:37:06.437 0.00 0.00 0.00 0.00 N/A N/A
Cnx#3 (TCP)
START 04/01/2005 | 15:37:07.703 0.00 0.00 0.00 0.00 0.00 0.00
Cnx#1 (TCP)
START 04/01/2005 | 15:37:07.718 0.00 0.00 0.00 0.00 N/A N/A
Cnx#1 (TCP) 04/01/2005 | 15:37:08.296 0.00 41.35 0.00 39.92 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:08.296 0.00 41.35 0.00 41.35 N/A N/A
Cnx#3 (TCP) 04/01/2005 | 15:37:08.296 0.00 139.73 0.00 139.73 5626.08 | 5765.81
Cnx#1 (TCP) 04/01/2005 | 15:37:10.281 193.91 181.07 193.91 181.07 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:10.281 196.19 183.93 196.19 183.93 N/A N/A
Cnx#3 (TCP) 04/01/2005 | 15:37:10.281 666.13 611.66 661.56 610.23 5154.15 | 5765.81
Cnx#1 (TCP) 04/01/2005 | 15:37:12.562 422.03 337.91 419.75 332.21 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:12.562 424.31 312.25 422.03 309.39 N/A N/A
Cnx#3 (TCP) 04/01/2005 | 15:37:12.562 1453.16 | 1016.58 1450.88 | 1008.03 4749.23 | 5765.81
Cnx#1 (TCP) 04/01/2005 | 15:37:15.281 524.69 523.26 511.00 523.26 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:15.281 499.59 526.11 490.47 513.28 N/A N/A
Cnx#3 (TCP) 04/01/2005 | 15:37:15.281 1610.56 | 1651.05 1608.28 | 1649.63 4114.75 | 5765.81
Cnx#1 (TCP) 04/01/2005 | 15:37:17.281 545.22 665.84 545.22 664.41 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:17.281 547.50 667.27 524.69 654.43 N/A N/A
Cnx#3 (TCP) 04/01/2005 | 15:37:17.281 1649.34 | 2187.15 1651.63 | 2185.72 3578.66 | 5765.81
Cnx#1 (TCP) 04/01/2005 | 15:37:19.281 545.22 806.99 547.50 806.99 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:19.281 545.22 808.42 526.97 795.59 N/A N/A
Cnx#3 (TCP) 04/01/2005 | 15:37:19.281 1683.56 | 2720.39 1683.56 | 2718.96 3045.42 | 5765.81
Cnx#1 (TCP) 04/01/2005 | 15:37:21.281 570.31 949.57 572.59 949.57 N/A N/A
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Cnx#2 (UDP) 04/01/2005 | 15:37:21.281 568.03 952.42 572.59 939.59 N/A N/A
Cnx#3 (TCP) 04/01/2005 | 15:37:21.281 211244 | 3252.21 2121.56 | 3250.78 2513.60 | 5765.81
Cnx#1 (TCP) 04/01/2005 | 15:37:23.281 570.31 | 1092.15 570.31 | 1090.72 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:23.281 570.31 | 1093.57 570.31 | 1080.74 N/A N/A
Cnx#3 (TCP) 04/01/2005 | 15:37:23.281 2153.50 | 3788.30 2148.94 | 3786.88 1977.51 | 5765.81
Cnx#1 (TCP) 04/01/2005 | 15:37:25.281 570.31 | 1233.30 570.31 | 1233.30 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:25.281 570.31 | 1236.15 570.31 | 1223.32 N/A N/A
Cnx#3 (TCP) 04/01/2005 | 15:37:25.281 2144.38 | 4321.54 2146.66 | 4315.84 1444.27 | 5765.81
Cnx#1 (TCP) 04/01/2005 | 15:37:27.281 570.31 | 1378.73 570.31 | 1378.73 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:27.281 570.31 | 1380.16 570.31 | 1367.32 N/A N/A
Cnx#3 (TCP) 04/01/2005 | 15:37:27.281 2139.81 | 4837.68 2139.81 | 4836.25 928.13 | 5765.81
Cnx#1 (TCP) 04/01/2005 | 15:37:29.281 570.31 | 1521.31 568.03 | 1515.61 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:29.281 570.31 | 1521.31 570.31 | 1507.05 N/A N/A
Cnx#3 (TCP) 04/01/2005 | 15:37:29.281 2123.84 | 5345.25 2123.84 | 5343.83 420.55 | 5765.81
Cnx#1 (TCP) 04/01/2005 | 15:37:31.281 568.03 | 1663.89 568.03 | 1662.46 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:31.281 570.31 | 1665.31 568.03 | 1649.63 N/A N/A
Cnx#3 (TCP) 04/01/2005 | 15:37:31.281 2073.66 | 5765.81 2073.66 | 5765.81 0.00 | 5765.81
Cnx#3 (TCP)

END 04/01/2005 | 15:37:31.390 2073.66 | 5765.81 2073.66 | 5765.81 0.00 | 5765.81
Cnx#1 (TCP) 04/01/2005 | 15:37:33.281 568.03 | 1803.61 568.03 | 1803.61 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:33.281 570.31 | 1806.46 568.03 | 1790.78 N/A N/A
Cnx#1 (TCP) 04/01/2005 | 15:37:35.281 568.03 | 1946.19 570.31 | 1946.19 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:35.281 570.31 | 1950.47 568.03 | 1936.21 N/A N/A
Cnx#1 (TCP) 04/01/2005 | 15:37:37.281 568.03 | 2090.20 593.13 | 2090.20 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:37.281 570.31 | 2093.05 570.31 | 2078.79 N/A N/A
Cnx#1 (TCP) 04/01/2005 | 15:37:39.265 570.31 | 2232.77 572.59 | 2232.77 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:39.265 572.59 | 2234.20 572.59 | 2218.52 N/A N/A
Cnx#1 (TCP) 04/01/2005 | 15:37:41.281 570.31 | 2373.93 570.31 | 2372.50 N/A N/A
Cnx#2 (UDP) 04/01/2005 | 15:37:41.281 570.31 | 2375.35 568.03 | 2359.67 N/A N/A
Cnx#1 (TCP)

END 04/01/2005 | 15:37:42.875 570.31 | 2448.07 570.31 | 2448.07 N/A N/A
Cnx#2 (UDP)

END 04/01/2005 | 15:37:43.078 568.03 | 2450.92 568.03 | 2436.66 N/A N/A

The delimiter mark used between each field is the tabulation character.
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6.8.3 Run an unitary testing session

LInitary Mode

Stop #01
Stop #02
Stop #03
Stop #04
Stop #045

Stop All

LLEEEEEEEFEREREE

Connections

The unitary testing session can be started from the “Unitary mode*
area in Tab 2 “IP Generator - Traffic + Statistics”. From this area,
you can start or stop connections in unitary testing separately or all
together.

To run an unitary mode session:

1.

In Tab 2 “ IP Generator - Traffic + Statistics”:

— If IP Generator connections are active, stop all running
connections by pressing the “Stop All connections” button.

In Tab 1 “IP Generator - Parameters”:

— Select unitary testing.

In Tab 1 “IP Generator - Parameters”:

— If necessary configure unitary parameters for each
connection by pressing the “Parameters #n” button.

In Tab 2 “ IP Generator - Traffic + Statistics”:

— Press the “Start All Connection” button to start all
connections together or press the “Start #n” buttons to start
connections one by one.
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6.8.4 Run an automatic testing session

Autarn atic Mode An automatic testing session is launched from the “Automatic Mode*
area in Tab 2 “IP Generator - Traffic + Statistics”. In this area, there is
only one button to start and to stop all enabled connections in the
automatic mode.

To run an automatic mode session:
1 In Tab 2 “IP Generator - Traffic + Statistics”:

— If IP Generator connections are active, stop all running
connections by pressing the “Stop All connections” button.

2 In Tab 1 “IP Generator - Parameters”:
Start enabled

connections with — Select automatic testing.

lanivs .
3 In Tab 1 “IP Generator - Parameters”:

— If necessary, configure automatic parameters by pressing the
“[PY” button and enable or disable connections by using the
combo boxes.

4 In Tab 2 “IP Generator - Traffic + Statistics™:

— Press the “Start enabled connections with laws” button to start
all enabled connections.
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6.8.5 Run a replay traffic session

Replay Mode A replay traffic testing session is launched from the “Replay
Mode"* area in Tab 2 “IP Generator - Traffic + Statistics”. In this
area, there is only one button to start replay traffic from a traffic
file on connections.

To run a replay traffic session:
1. In Tab 2 “IP Generator - Traffic + Statistics”:

- If IP Generator connections are active, stop all
running connections by pressing the “Stop All
Connections” button.
Start traffic

genaration on 2. In Tab 1 “IP Generator - Parameters”:
multiple connections “ . .
fram a file, - Select the “Replay sniffed traffic” mode.

a . 3. In Tab 1 “IP Generator - Parameters”:
utormatic replay

[ all connections at : .
fro e A —  If necessary, configure and select the traffic file by

pressing the “[P]” button.
4. In Tab 2 “IP Generator - Traffic + Statistics”:

- Press the “Start traffic generation on multiple
connections from a file” button to start replay traffic
generation.

5. The option “Automatic replay at the end of all connections”
restarts the replay of traffic generation when all connections
are stopped.
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6.8.6 Using ICMP capacity of the Traffic Generator

“IP Traffic — Test & Measure” offers the possibility to generate ICMP Echo Request traffic. (the
protocol used by Ping)

Drestination Parameters & Unitary Mode i i
IF Address or Host Name Frotocole  Forts Type
Connection #1 | ¥ |NO_ADDR’ESS ||:|j | Ping Simulator Parameters #1

By using the ICMP protocol, only the unitary mode can be used. You are still allowed to use TCP
and/or UDP on other connections.

By pressing the “Parameters #n” button, the window below is displayed:

t* Mode 1: Ping Simulator

Step1: Define ICMP Echo Request packet number and packet content Step2: Specify ICMP Echo Request Data size and packets parameters
First of all, select the traffic generator which is going to be used on this connection. Inthis step, define Data Size and packets parameters as well as
ICMP Echo Request Packets Generator Parameters the delay between each sent packet.
Packets number {0 to 99,999,999 |0 (0 = infinite value) ICMP Echo Request Data Size (1to 65,535 bytes)
ICMP Echo Request Packet Contents (00 to FF hexa byte) & Fix 1460
&+ Fix ah
+ Packets Generator ~ Random ’— _ ’— " Random
min rma
" Alternate size-1 size-2
" Alternate value-1 value-2 I /
; necreasing :
Increasing ! . min max step
. DGR min max step Decreasmg | | |

ICMP Echo Reply Receiving Timeout

J & Fix

(See Forewarnings menu please)
= " Random
" Alternate value-1 value-2
- o s I ™
~ Mathematical
’_ ’_ Iaw | J

Three areas are proposed to configure the Ping Simulator:
¢ Inthe Step 1, the packets number and the packet content can be specify.
¢ In the upper part of the Step 2, the ICMP Echo Request data size can be defined.

e The lower part of Steap 2 allows the definition of the replies timeout.

Note: more information about these three areas is available in paragraph 6.7.2.1 Mode 1: Using
the Internal data generator.

Destination Parameters Statistics (hased on application data) I Unitary Made
Seq. Mum. R Tx
IP Address ar Host Name Faort Errors RTT FPackets  Packets
Connection #01 | 192.168.0.120 A i 4ms  2530p 2531 p Stop #1

For the “IP Generator — Traffic + Statistics” tab, four statistics are available when using ICMP
Echo Request:

e Tx packets: this value represents the number of ICMP Echo Request packets sent.
e Rx packets: this value is the number of ICMP Echo Reply packets received.
e RTT: this value shows the average Round Trip Time.

e Seq. Num. Errors: this value represents the number of replies that “IP Traffic — Test &
Measure” does not receive.
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6.9 The ‘IP Answering’ tab

The ‘IP Answering’ part allows receiving UDP and TCP ftraffic in accordance with five different
working modes: ‘Absorber’, ‘Absorber file’, ‘Echoer’, ‘Echoer file’ or ‘Absorber + Generator’.

IP Answering - Parameter + Statistics tab

This third tab is related to the 'IP Answering' part activity to:

e Configure the “Listenning to” parameters: network interface, port number and protocol of the
listenning port,

e Configure IP connected remote: source IP address or host name from which connection is
received,

¢ Configure receiving working mode for each connection,
e Visualize the statistics for each connection,
e Save traffic statistics for all active connections of the IP Answering module in a file.

The tab is divided into four areas: Listening To ..., Coming From ..., Receiving Working Mode and
Statistics (calculated at the application level).

IF Generatar - Parameters ] IF Generator - Traffic + Statistics  |P Answering - Parameters + Statistics ]Trafﬂc Sniﬁer} Trafie Observer}

Listening To ... Coming From ... Receiving Working Mode Statistics (based on application data)

Rix R Tx Tx

Port, Protocol.| Remote IP Address or HostName ., || Replay Mode Throughput Yolume Throughput Yalume Jitter

Connection #01 | | 2009

[TcP ~|| | Anv_ADDRESS

\Absorber | #01

connection #02 | | | 2008

[TcP ~|| |Anv_ADDRESS

|AhsnrberFiIe j Browse | #02

Connection #03 | | | 2003

[tcP +| | [anv_aDDRESS

|Echoer =] Erowze |#03

Connection #04 | | | 2008

[tcP +| | [anv_sDDRESS

[osoroer v Drowse [#04

Connection #05 | _# | 2009

[tcP +| | [anv_sDDRESS

|EshoerFile | Browse |#05

Connection #06 | | | 2008

[tcP +| | [anv_sDDRESS

|Absorber j #06

Connection #07 | | | 2009

[tcP +| | [anv_sDDRESS

|#bsorber Gen. v| Param. |#07

Connection #08 | | | 2008

[tcP ~| | [anv_sDDRESS

|Absorber j #08

Connection #09 | _*| | 2009

[ToP ~|| [Anv_aDDRESS

| Disable =] Erouze |wna

Connection #10 | | 2008

[tcP ~| | [anv_sDDRESS

|Disable | #10

Connection #11 | | | 2009

[ToP ~|| [Anv_aDDRESS

| Disable =] Erowee w1

Connection #12 | | 2008

[TcP -] | [Anv_aDDRESS

[Mosoroer =] Frowee [#12

Connection #13 | | 2009

[TcP =] [Anv_aDDRESS

|Absorber j #13

Connection#14| *|[2008  [Tcp ~|| |ANY_ADDRESS | - #14
Connection#15| 21 [2008  [TcP ~|||ANY_ADDRESS |sosorner  ~| #15
Connection#16| 21 [2008  [TcP +| | |ANY_ADDRESS |absorber | #16

Export Statistics into a File

. Start Receiving
Parameters Exportis disabled Traffic

Tab 3: “IP Answering - Parameters + Statistics”

Choose Columns Reset Display

6.9.1 Duplicate parameters of a connection onto others

In order to facilitate input of the parameters for a connection, a copy/paste mechanism for all
parameters of a connection is available (identical to the copy/paste mechanism for the IP
Generator part — see 6.7.1.4).

This mechanism is not available when the canonical IP address cannot be translated in numerical
format.
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6.9.2 Listening To ...

In this area, you configure each receiving connection with the following parameters corresponding
to the connected sender from which connections are received:

In this area, you configure the parameters ‘IP Traffic — Test & Measure’ uses to listen to incoming
connections. These parameters are:

Network interface selection _*/

The black arrow has two purposes:

e To display a summary of the connection's parameters

e To select the network interface and the IP version for a
connection.

The port number is limited to 65,535.

Port By default, the port number is 2009.
In case of invalid value, the value is red colored.
Protocol TCP or UDP protocol (default = TCP protocol).

6.9.2.1 Summary of connection parameters

When you move the mouse over the black arrow, a popup window - called a tooltip — is

displayed.

Listening To ... Coming Frorm ... Feceiving

Fort.

Protacol,| Remote IP Address or Host Mame ., || ReEpla

Connection 201 | | 2009

"TcP ~|| | ANY_ADDRESS A

Caonnection #02 | JClick ko select the netwark inkerface and IP Yersion bo use with the connection #01 Br

Connection #03 | _|Connection #01 ]

r
IP Address or Host Mame: AbY_ADDRESS -
Connection #04 | JIP Address after resolution: 255,255,255, 255 Br

Selected Interface: Interface chosen by the system -

Connection #05 | | 200

||L|J ﬂ |."-".NT_."-".LJLJHI:bb |.-'-".|:ISIIIFD r

IP Answering connection tooltip

The tooltip for the IP Answering connection includes 4 items:
e Firstitem is the connection number the tooltip refers to.

e Nextitem is the IP address defined by the user.

¢ Nextitem is the IP address translated when IP Translation address has succeeded (e.g.

the address is not NO_ADDRESS or 0.0.0.0).

e Lastitem is the interface name selected. The name displayed is the name of the
connection presented in the “Settings/Network and Dial-up Connections” Start menu of

the operating system (Default is “Interface chosen by the system”).
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6.9.2.2 Select the network interface, IP version and local IP address
When you click on the black arrow, a window is displayed:

I SPararficel estitteastresaliosal NP dressan il P ersionselechion i orconnection ol Lﬂ

Select an interface that the connection will use to generate traffic on the network

|Local Area Connection 2 (IPv4 Address: 192.168.0.30) L 1 ) Ij
Choose one of the selected Multihomed Interface IP Addresses as Local Source IP Address

Select an IP Address IPv4 Address selected: 192.168.0.30 @

-

Current source parameters of this connection

IP Version: IPv4 :

Selected Interface: Local Area Connection 2 (IPv4 Address: 192.168.0.30)
Information about destination parameters resolution

IP Address or Host name: ANY_ADDRESS
IP Address after Resolution: 255.255.255.255

oK | Cancel Help

Network interface, IP version and IP local address for an IP Answering's connection

(1)  The network interface selection is optional. It is used to force connections to use a

specific network interface.

e By default:
The IP stack resolves the network interface selection to receive packets from the
remote.
The IP stack uses the destination IP address to select the network interface. The IP
address and the netmask related to each network interface are checked against the
remote IP address to reach. When a network interface that matches the remote IP
address is found, it is used. To understand how the IP stack selects the network
interface, you may enter ‘route print’ console command to list the interface order, IP
address and network address mask.

e You can select one network interface from the list of network interfaces plugged. “IP
Traffic — Test & Measure” will only use the selected network interface to translate the
IP address and to make connection. You must select the network interface compatible
with the remote IP address you want to receive. When the IP address translation failed,
current connection parameters area is updated as follows:

Current source parameters of this connection

[P Wersion: 1Pv4
Selected Interface; Local Area Connection (IPv4 Address: 192 168.0.60)

Infarmation about destination parameters resolution
IF Address or Host name: ANY _ADDRESS
I[P Address after Resolution: 255255255255

o Network interface types are restricted: only Ethernet and PPP are listed.
A PPP interface should be in ‘connected’ state to belong to the interface list.

(2) select IP address button is available when multiple IP addresses are attached to the
network interface. This network interface configuration is also known as ‘multihomed’
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interface. Selection of a Source IP address is generally not required: “IP Traffic — Test &
Measure” uses the default IP address of the interface to establish connections. It may be
useful when routing priority or policy is defined. This IP address is used to filter the coming
connection. Only the coming connection, having the same destination IP address, is
accepted by the IP Generator. In other cases, the connection is rejected.

Example of IP address selection for a multihomed interface:

Sl T T ES TRV EASTITE S e Erie T e St res s o s T omed i i enace \21
Selectan IPv4 Address
IPvd Addresses. |192.168.0.20 j
152 168.0.40
| Ok | Cancel ‘
Note:

Select IP address is not available if the default interface ‘Interface chosen by the system’ is
selected.

(3) Current parameters of this connection area are an abstract for the connection. It
summarizes IP address, numerical IP address format and network interface selection.
e [P addresses are static. The IP address translation will process only when you click on
OK.
¢ Current network interface is dynamically updated with the user selection.

Note:

When you click on the OK button, if the network interface is selected, the IP address translation is
automatically started. It may be time consuming.

So, you can configure various incoming connection criteria:

e Interface: you limit a connection to a specific Interface or let the Operating System to return
connections from any interfaces.

o When multiple IP addresses are attached to one interface, you should select the destination IP
address the incoming connection should refer to. By default, the first IP address returned by
the system is selected.
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6.9.2.3 Description of the floating menu mechanism
In the ‘Listening To’ object, the labels ‘Port’ and ‘Protocol’ are mouse sensitive.

Listening To ... Coming From ..

Fort, Protocoly | Remaote IP Address or Host Mame

Connection#01 | »| | 2008 |TcP ~| | ANY_ADDRESS
Connection#02 | /| 2008 |TCP ~| | ANY_ADDRESS

When the mouse is located on the ‘Port’ text area for example, the text color changes to
white. Then click left your mouse to display the associated menu.

6.9.2.3.1 Floating menu for the ‘Port’ label

Listening To .. Coming From ...

Protornl FEeamnta IP Addrecs nr Host B
Increase only UDP ports (From First UDP crd
Connection F#01 ﬂ ﬁ Decrease only UDP parks (From Firsk LUDP crx) '

Connection #02 | ﬁ Increase all ports {From crx #1) |
connection #03 ﬂ ﬁ Cecrease all ports (From crx #1) I

L |

With this menu you can:
¢ Set the port number increasingly or decreasingly for every UDP connection, based on the
port number of the first UDP connection.

¢ Set the port number increasingly or decreasingly for every connection, based on the port
number of the first connection without taking account the protocol in use.

6.9.2.3.2 Floating menu for the ‘Protocol’ label

Listening To ... Caming Frarm ..

Fll:lr-t Doarmnta ID Addrac e ar Lloct Rlaean |
Select TCP Far all connections (Fram crs #1)

Connection 201 | | | 2008 |TCP Select UDP for all connections (From cr #1)
Connection#0z *|| 2008 [TcP ~| | ANY_ADDRESS

This menu helps to set the same protocol to every connection.
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6.9.3 Coming From ...

Remote IP address or Enter the IP address (numerical format) or Host Name (canonical
Host Name: format), with the help of AutoComplete when active. The IP
address is not a mask.
By default, the value is ANY_ADDRESS (This address is used to
accept connection from any source address).

6.9.3.1 IP address floating menu
When the mouse is located, on the ‘IP address’ text area, the color changes to white.

Listening To ... Coming From ... Receiving Wo
— I-lnnln..h..lnl:
Fort, Protocol, Copy ko all connections (From creg #1) l
Gonnection#01 | *|| 2008 |[TCP ~| | ANY_ADDRESS | |absorber

Click on the left mouse button to display the short menu as above. With this function, the IP
Address field from connection #01 is copied to all connections from #02 to #16.

6.9.3.2 IP Address translation mechanism

“IP Traffic — Test & Measure” tries to translate — e.g. to resolve - the IP address from a canonical
to a numerical format. This operation is called the IP address translation mechanism. When the
‘IP Address or Host Name’ field or Interface parameters changes, when you move from ‘IP
Address or Host Name’ field to another field, to another tab, when the Enter key is pressed or
when Interface parameters change, automatically starts the IP address translation mechanism.

Because the IP address translation mechanism is time consuming, a particular attention should
apply when using IP canonical addresses. Time consumption depends on the DNS answer speed,
the number of DNS configured and the network load when the DNS request is sent.

If network environment changes — e.g. a new DNS has been defined - you should press the Enter
key in the ‘IP Address or Host Name’ field to force “IP Traffic — Test & Measure” restart the
translation mechanism for this connection.

Note:

When the IP address translation failed, the IP address is written red on white. This connection
cannot be started. If all connections have a red IP Address, the “Start Receiving Traffic” button in
the ‘IP Answering — Parameters + Statistics’ tab is grayed

Note:

To summarize, the IP address translation mechanism is activated when:
- the focus leaves the ‘ IP Address or Host Name’ field,
- the focus is in the “ IP Address or Host Name’ field and the user press the Enter key,
- another tab is selected,
- you duplicate parameters from one connection to another,
- you change the Interface parameters.
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6.9.4 Receiving working mode

“IP Traffic — Test & Measure” offers five different active working modes for the IP Answering part:
’Absorber’, ’Absorber File’, ’Echoer’, ’Echoer file’ or ’Absorber + Generator’. A ’Disable’ (or
inactive) mode is also available.

6.9.4.1 Absorber mode
With this working mode, “IP Traffic — Test & Measure” absorbs data on this connection.

Connection # n Remote IP answering (absorber mode)

(no specific treatment for each received IP packet)

Local IP generator

6.9.4.2 Absorber File mode

When a receiving connection is operating in the ‘Absorber File’ mode, the ‘IP Answering’ module
will save received data in a file. The name of the file must be entered in the Filename field. A
“Browse” button allows selecting the file easily.

Connection #m Remote IP answering (absorber file mode)
(each received IP packet is saved in a file)

N

Local IP generator

6.9.4.3 Echoer mode

When a receiving connection is operating in echoer mode, the received data are sent back to the
‘IP Generator’ module.

Connection # p > Remote IP answering (echoer mode)
Local IP generator ¢ (each received IP packet on the connection is

sent to the transmitter)

With UDP protocol, the ‘Echoer’ mode is available only if a connected ‘IP Generator’ address is
specified.

Remind:
Echoed data can be saved in a file by the local ‘IP Generator module via the tab 1 “IP
Generator - Parameters”.

6.9.4.4 Echoer File mode

When a receiving connection is operating in this mode, the received data are sent back to the ‘IP
Generator’ module and are saved in a file. The name of the file must be entered in the Filename
field. A “Browse” button allows selecting the file easily.

Connection # q Remote IP answering (echoer file mode)
Local IP generator » (each received IP packet on the connection
< is sent to the transmitter and saved in a file)

~g

6.9.4.5  Absorber + Generator mode
This mode is displayed as “Absorber Gen.” in the combo-box mode.
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Remote IP answering (absorber + generator mode)
® (this mode allows dissymetrical IP flows : IP flow1 is
Local IP generator Connection #r absorbed by the remote IP answering entity.
< T o 2 IP flow2 is generated by the remote IP answering entity
when the first UDP packet is received or when the
TCP connection is established).

IP flow 1

Properties of the IP flow 1 are defined at the local ‘IP Generator’ level and each IP packet
received by the remote ‘IP Answering’ module is only used to compute statistics.

Connection#01 | »| | 2008 |uDP ~| | |192.168.0.30 ! ~| Param. |#01

When you select the “Absorber gen.” mode for a connection (#1 in the example above), a
“Param.” Button is displayed in order to specify the traffic parameters generated by the remote ‘IP
Answering’ module (i.e. IP flow 2). When you press the “Param.” button, an “IP Traffic —
Parameters in unitary mode” window is displayed (the same as IP Generator — configure unitary
testing mode). So you can input parameters for this /P flow 2 as you like (for example, generate
10000 packets with an average throughput of 250 Kb/s).

For a TCP connection, IP flow 2 is generated as soon as the TCP connection will be established
between the local ‘IP Generator’ and the remote ‘IP Answering’ modules.

For an UDP connection, IP flow 2 is generated as soon as the remote ‘IP Answering’ module will
receive the first UDP packet.

6.9.4.6 Disable mode

When this mode is selected for a connection, “IP Traffic — Test & Measure” does not those
parameters to establish a connection. The disabled connections are grayed when you start
receiving traffic. Statistics fields of disabled connections are filled in with the following message:
“Connection disabled”. There is no statistics in the file for these connections.

6.9.4.7 The command button: “Replay mode parameters”
The check box ‘Replay mode’ must be checked in
| ReplayMode order to access to the replay mode. By clicking on

the “Replay Mode Parameters” button, the following
window is displayed.
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S |- e e WA " 3 e . ¥
N S E S I e e I O e L O d1

Drata Traffic File to replay

Filernarme |H:"~Eaptures'widéu:-2 Browsze

Analpze the Data Traffic File 10000% of 5E3IMB

[&]) Result of analyziz [zt of data sniffed connectionz]

192.168.0.120 9 - 192.168.0.60 2063 [TCF) o
192168.0.120 9 - 192.168.0.60 2064 [TCF) i
192168.0.120 9 - 192.168.0.60 2065 [TCF)
192.168.0.120 9 - 132.168.0.60 2067 [TCF)
192168.0.120 9 - 192.168.0.60 2063 [TCF

[B] Connection(z] actually defined in |P Traffic

| Connection #1 : ANY_ADDRESS 2003 TCP
Connection #2 : ANY_ADDRESS 2003 TCP 1
Connection #3 : AWNY_ADDRESS 2003 TCP i
Connection #4 : ANY_ADDRESS 2003 TCP
Connection #5 ; ANY_ADDRESS 2003 TCP

| Comrection #6 : ANY ADDRESS 2003 TCP

Linking of data sniffed connection(s] defined in [&] with IP Traffic connection(z] defined in [B]

To link connections, select one connection in (&)
and one connection in [B]

Connection #1 - 192.168.0.120 9 - 192.168.0.60 2088 [TCF)
Connection #3 - 192.168.0.120 3 - 132.168.0.60 2063 [TCF)

(] 4 Cancel Help |

First, select a ‘Data traffic file to replay’ and then press the “Analyze the data traffic file” button. At
the end of the process, an indication is displayed: “100.00% of xxx Kb” (where xxx is the file size).

After the analysis of the data traffic file, all IP connections found in the sniffed traffic file are then
displayed in the “(A) Result of analysis (list of data sniffed connections)” object.

Connections that have already been defined by the user in the current IP Answering module are
displayed in the “(B) Connection(s) already defined in IP Traffic* object.

You must then link one ‘data sniffed connection’ to one ‘defined connection’ by pressing the “Link”

button. If needed, one association can be removed by pressing the “Delete the selected link”
button.

Once that the needed links have been defined, then press OK. “IP Traffic — Test & Measure” will
replay traffic on actually defined connections of the ‘IP Answering’ module by using data of
connections from the ‘data traffic file to replay’ specified by the different links you have made.
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6.9.5 ‘IP Answering’ Statistics

By using the "Choose Columns" button at the bottom,

Choose Columns .
you can select the parameters to display.

Up to 5 parameters can be simultaneously displayed among 13 parameters described later in this
paragraph, and at least one parameter must be selected.

These statistics are computed at the application level (and based on application data sent or
received). No MAC, IP and TCP/UDP headers and trailers are taken into account.

To reset the statistics displayed, you can use the 'Reset Display' button at any time.

The "N/A" (Not Applicable) mention can be displayed instead of a value in the cell of the statistics
table if the parameter cannot be calculated.

Statistics (based on application data)

Fx Rx Pkts Rx Seq. Mum.
Packets Throughput Throughput — Jitter Errars

2769 p 47 pls | 536 Khis FIA A

1044 p A 1.03 Mbis 0ms 0

If a problem is detected for a connection, a warning message is displayed.
Example:

e Problem: disconnection due to TCP inactivity (see registry).
The IP Answering has ended the TCP connection because no data has been received (timeout
defined with the TCPINACTIVITY parameter of “IP Traffic - Test & Measure” in the Registry).

Statistics (based on application data)

Rx Rx Pkis Fix Seq. Mum.
Packets ThroughputThroughput  Jitter Errors
524 p 46 pils | 525 Khis A A

Problem: disconnection due to TCP inactivity {cf registry).
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6.9.5.1 Transmitting statistics

¢ Tx Packets Tx Packets (Tx = Transmit) is the number of packets that "IP Traffic - Test &
Measure" has sent since the connection is started.

¢ Tx Pkts Tx Pkts Throughput (Tx = Transmit) is the mean number of packets that "IP Traffic

Throughput - Test & Measure" is sending per second. This value is only available with UDP

connections.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Tx Throughput Tx Throughput (Tx = Transmit) is the mean throughput of data sent.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Tx Volume Tx Volume (Tx = Transmit) is the number of bytes that "IP Traffic - Test & Measure"
has sent since the connection is started.

6.9.5.2 Receiving statistics

¢ Rx Packets Rx Packets (Rx = Receive) is the number of packets that "IP Traffic - Test &
Measure" has received since the connection is started.

¢ RxPkts Rx Pkts Throughput (Rx = Receive) is the mean number of packets that "IP Traffic

Throughput - Test & Measure" is receiving per second. This value is only available with UDP

connections.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Rx Throughput Rx Throughput (Rx = Receive) is the mean throughput of data received.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Rx Volume Rx Volume (Rx = Receive) is the number of bytes that "IP Traffic - Test & Measure"
has received since the connection is started.

6.9.5.3 Other statistics

¢ Data Not Echoed 'Data Not Echoed' is the number of bytes that the 'IP Answering' part couldn't echo.

This value is only available if the 'IP Answering' part works in the Echoer mode.

¢ Jitter Jitter is the mean variation of delays on packets received. This value is only
available when Timecode option is selected (on the remote IP Generator). This
value corresponds to the mean one-way variation only.
¢ Remaining 'Remaining Volume' is the number of bytes that "IP Traffic - Test & Measure" has
Volume still not sent. This information is only available for two Traffic Generator types:
Mathematical Law and File to Send.
¢ Seq. Numb. 'Seq. Numb. Errors' (Sequence Number Errors) is the sum of the Out Of Sequence
Errors packets number (OOS) and the number of lost packets. This value is only available
if the Timecode option is selected (for the remote 'IP Generator') and if the working
mode of the local 'IP Answering' is Absorber Generator or Echoer.
¢ Volume To Send | 'Volume To Send' is the number of bytes that "IP Traffic - Test & Measure should

send. This information is only available for two Traffic Generator types:
Mathematical law and File to Send.

When pressing the “Start receiving traffic” button:

All connected IP Generator information and working mode information are grayed,

Disabled connections statistics fields are empty on gray background,
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- UDP enabled connections statistics fields are filled in with “00” value on white background,

- TCP connections statistics fields are empty on white background (they will be filled in only

when connection will be established).

- Statistics are exported into the file (see bellow)

When pressing the “Stop receiving traffic” button:

- Statistics fields are cleared up,

‘Connected remote’ and ‘Working mode parameters’ become available.

6.9.6 “Export IP Answering statistics in a file” parameters
To export all or part of statistics into a file, click on the 'Parameters' button when enabled (i.e. if

the IP Answering is not active):

Export Statistics into a File

Farameters Export is disabled

When no parameters are defined, the state is:
Export is disabled

Then a new window allows defining parameters for the export process:

e Enable or disable the export process,

o The filename (.log extension by default) of the export file,

e The identification of the needed connections,

e The parameters to export (up to 13).

| - rr: . Tl n L N 1 . Cp gl an 'R 3 x v
IR e S U AT e e X O T S e T S ali S S Caty oIy Se Ve 5_3

Export Statistics

When this option is enahled, "IP Traffic - Test & Measure” exports automatically the statistics, following parameters

define below, for the selected connections.

This mechanism starts each time that"IP Traffic - Test & Measure" receives ar sends data on these selected

cannections.

v Enahble the Automatic Exportation Mechanism (SEM)

Filename: | CATemplUPAnsweringstats log

Caonnections to expaort

All MHaone

Connections Subset

M1 & 9 [ 13
W2 W& W10 [ 14
W3 W7 11 [ 18
W4 [ 8B [ 12 [ 168

Farameters to export
Transmitting Statistics
v TxThroughput

[~ TxPkts Throughput

v Txolume
[~ TuPackets

Cther Statistics
|v Data Mot Echoed

[ Remaining Yolume
[ “olume Tao Send

Cancel

Help

Receiwing Statistics
[v Rx Throughput
[~ R Pkts Throughput

v Rxvolume
[~ RxPackets

[ Jitter
v Seq. Mum. Errars

Browse

Then press OK to validate, and a new state is displayed:
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When parameters have been defined and the
export process is enabled, the state is:

Export Statistics into a File

Exportis enabled

Export is enabled

Note:

I

Do not specify the same filename to save statistics for the 'IP Generator' and the 'IP Answering
parts; otherwise a warning message is displayed.

The statistics file is updated at the same rate than the statistics are displayed.

A special mark is added to keep special TCP and UDP events e.g. Begin and End of sending
traffic.

When you reset statistics, the displayed values and the exported values are reset.

Statistics are saved into the file as soon as the 'Start Receiving Traffic' button of the IP Answering
has been pressed and the 'Export is running' state is displayed:

Export Statistics into a File

|:| Exportis running

When the 'Stop Receiving Traffic' button of the IP Answering has been pressed, then the export
process is automatically suspended and the following idle state is displayed:

Export Statistics into a File
/ E Export is enabled

6.9.6.1 The 'IP Answerinq' statistics file format

The IP Generator statistics file is formatted line by line as follows (example):
First line: Starting session MM/DD/YYYY at HH:MM:SS,mmm (UTC)

Second line: IP Traffic - Test & Measure IP Answering

Third line: (Only five statistics headers are showed here. Statistics headers can be up to thirteen)

Cnx#l Date Time Throughp Data sent Data received Seq. Num. | Data not echoed
Protocol t E
{Prosol; & (UDP:Packets/ (UDP:Packets/ Erors (UDP:Packets/
(Kb/s)
TCP:KB) TCP:KB) TCP:KB)
Other lines:
Cnx #i (TCP MM/DD/YYYY HH:MM:SS,mmm nnn.nn | nnn.nn nnn.nn X nnn.nn
or UDP)
Additional mark for TCP connection events
Cnx #n (TCP) STARTIt indicates the connection #n starts (n: from 01 to 16).

When this mark is included in the IP Generator traces, numerical values are set to 0.

Cnx #n (TCP) END

It indicates the connection #n has stopped. Numerical values are
latest values computed by “IP Traffic - Test & Measure”.
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Additional mark for TCP or UDP disconnection events

Cnx #n (TCP) ERROR This mark indicates the reason of the disconnection if this one is not
produced by the click on “Stop receiving” button or the normal shutdown
of the traffic generation (due to the remote generator parameters, for
example: Number packets to send = 1000)

When this mark is included in the IP Generator traces, numerical values
are replaced by the error message returned by “IP Traffic — Test &
Measure”.

Idle connections

When the connection is idle, numerical values are set to 0O for “Tx Throughput” and “Rx
Throughput”.

“Tx Volume”, “Rx Volume”, “Tx Packets”, “Rx Packets” and “Data Not Echoed” columns are
zeroes if the selected protocol is TCP. The UDP connection remains active until the IP Answering

is stopped: latest values remains displayed and exported too.

Conventions

“Volume to send” and “Remaining Volume” are filled with the “N/A” symbol when the generator is
not configured with “File to send”.

“Seq. Num. Errors” and “Jitter” are filled with the “N/A” symbol until one “RTT” header is found in
the received data by the 'IP Generator' part.

“Tx Pkts Throughput” and “Rx Pkts Throughput” are filled with the “N/A” symbol when the protocol
used for the concerned connection is not UDP.

In addition, when a connection is using ICMP protocol, all statistics are filled with the “N/A”

symbol, except “RTT”, “Seq. Num. Errors”, “Tx Packets” and “Rx Packets”.

Export an IP Answering file sample

In this example, 3 connections have been selected with all parameters exported.
For each connection, the 'IP Answering' is operating with the echoer mode.

e Connection #01 is configured with the TCP protocol, and the remote 'lP Generator'
includes the RTT information (so, “IP Traffic — Test & Measure” can check sequence
errors at the 'IP Answering' level).

e Connection #02 is configured with the TCP protocol.

e Connection #03 is configured with the UDP protocol, and the remote 'IP Generator'
includes the RTT information.

The “Refresh time” parameter is set to 2 seconds.

Starting session 04/02/2005 at 12:05:52.328
IP Traffic - Test & Measure IP Answering
Data

Crx#i 5 . LS. s RX tout | Not Jitter | >4
(Protocol) ate ime roughput olume roughput olume Echoed (ms) um.

(Kb/s) (KB) (Kb/s) (KB) (KB) Errors
Cnx#3
(UDP)
START 04/02/2005 | 12:05:56.562 0.00 0.00 0.00 0.00 0 N/A N/A
Cnx#3
(UDP) 04/02/2005 | 12:05:56.578 0.00 0.00 0.00 0.00 0| N/A N/A
Cnx#3
(UDP) 04/02/2005 | 12:05:59.359 0.00 0.00 0.00 0.00 0| N/A N/A
Cnx#3
(UDP) 04/02/2005 | 12:06:01.359 0.00 0.00 0.00 0.00 0| NA N/A
Cnx#3
(UDP) 04/02/2005 | 12:06:03.359 0.00 0.00 0.00 0.00 0| NA N/A
Cnx#3
(UDP) 04/02/2005 | 12:06:05.343 0.00 0.00 0.00 0.00 N/A N/A
Cnx#3 04/02/2005 | 12:06:07.359 0.00 0.00 0.00 0.00 N/A N/A
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(UDP)

Cnx#3

(UDP) 04/02/2005 | 12:06:09.359 0.00 0.00 0.00 0.00 0| N/A N/A
(Cl:JnIS(I;{f)3 04/02/2005 | 12:06:11.359 0.00 0.00 0.00 0.00 0| NA N/A
(CUnE)(#Ii:;’ 04/02/2005 | 12:06:13.359 0.00 0.00 0.00 0.00 0| NA N/A
?Unlgﬁ:)% 04/02/2005 | 12:06:15.343 0.00 0.00 0.00 0.00 0| NA N/A
(Cl:Jnls(lif’:)3 04/02/2005 | 12:06:17.359 0.00 0.00 0.00 0.00 0| N/A N/A
Cnx#1

(TCP)

START 04/02/2005 | 12:06:19.343 0.00 522.86 0.00 557.48 33992 0 0
Cnx#2

(TCP)

START 04/02/2005 | 12:06:19.390 0.00 0.00 0.00 14.26 N/A | N/A N/A
(C':I'rgﬁg 04/02/2005 | 12:06:19.453 0.00 604.29 0.00 661.48 50376 0 0
(C_Jrrg(;#)Z 04/02/2005 | 12:06:19.453 0.00 0.00 0.00 19.96 N/A | N/A N/A
?Unlgﬁ:)% 04/02/2005 | 12:06:19.453 31.94 32.79 31.94 32.79 0 0 1
(C_)rrgﬁ; 04/02/2005 | 12:06:21.406 9250.20 11887.52 9432.08 12070.66 180240 0 0
(C':I'n())(ﬁ)2 04/02/2005 | 12:06:21.406 0.00 0.00 141.44 156.84 N/A | N/A N/A
(CUnE)(#Ii:;’ 04/02/2005 | 12:06:21.406 264.63 303.69 264.63 303.69 0 33 1
E:Trgﬁg 04/02/2005 | 12:06:23.375 28277.21 24094.18 28719.79 | 24433.61 347576 0 0
(C_)rrgﬁ)Z 04/02/2005 | 12:06:23.375 0.00 0.00 371.84 297.99 N/A | N/A N/A
(Cl:JnIS(I;{f)3 04/02/2005 | 12:06:23.375 720.88 586.00 720.88 586.00 0 42 1
(C_)rrg(li#; 04/02/2005 | 12:06:25.359 46881.32 36029.09 47598.91 36568.44 | 552296 0 0
E?Trg(é#)Z 04/02/2005 | 12:06:25.359 0.00 0.00 577.16 440.57 N/A | N/A N/A
(Cl:Jnls(lif’:)3 04/02/2005 | 12:06:25.359 1140.63 865.45 1140.63 865.45 0 43 1
(C':I'n():(ﬁ)1 04/02/2005 | 12:06:27.359 46094.04 | 46994.14 46856.10 | 47709.81 724656 0 0
(C_Jrrg(z)Z 04/02/2005 | 12:06:27.359 0.00 0.00 570.31 584.57 N/A | N/A N/A
?Unlgﬁ:)% 04/02/2005 | 12:06:27.359 1131.50 1150.61 1131.50 1150.61 0 42 1
(C_)rrgﬁ; 04/02/2005 | 12:06:29.359 45097.41 58641.58 45805.09 | 59512.11 889964 0 0
(C':I'n():(ﬁ)2 04/02/2005 | 12:06:29.359 0.00 0.00 570.31 725.72 N/A | N/A N/A
(CUnE)(#Ii:;’ 04/02/2005 | 12:06:29.359 1129.22 1431.48 1129.22 1431.48 0 43 1
E:Trgﬁg 04/02/2005 | 12:06:31.359 40478.24 | 67846.58 41069.34 | 68839.57 | 1008628 0 0
(C_)rrgﬁ)Z 04/02/2005 | 12:06:31.359 0.00 0.00 570.31 868.30 N/A | N/A N/A
(Cl:JnIS(I;{f)3 04/02/2005 | 12:06:31.359 1131.50 1716.64 1131.50 1716.64 0 45 1
(C_)rrg(li#; 04/02/2005 | 12:06:33.359 41607.71 78889.18 42226.82 80073.30 | 1204352 0 0
(CTn(;(IﬁE)2 04/02/2005 | 12:06:33.359 0.00 0.00 570.31 1010.88 N/A | N/A N/A
(Cl:JnISG{If)3 04/02/2005 | 12:06:33.359 1131.50 1993.24 1131.50 1993.24 0 40 2
(C_)rrg(;#; 04/02/2005 | 12:06:35.359 36696.95 | 87350.39 37303.76 | 88657.93 | 1322532 0 0
?rné(;#)Z 04/02/2005 | 12:06:35.359 0.00 0.00 568.03 1153.46 N/A | N/A N/A
(CEJnlsdlf’:)3 04/02/2005 | 12:06:35.359 1120.09 2276.97 1122.38 2278.40 0 40 2
(C':I'rgﬁg 04/02/2005 | 12:06:37.359 39717.18 | 98786.34 40323.89 | 100270.92 | 1503824 0 0
(C_Jrrg(;#)Z 04/02/2005 | 12:06:37.359 0.00 0.00 570.31 1294.61 N/A | N/A N/A
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Cnx#3
(UDP) 04/02/2005 | 12:06:37.359 1122.38 2556.43 1124.66 2557.85 0 40 2

Cnx#2
(TCP)
ERROR 04/02/2005 | 12:06:38.968 | IPTr:Ending on close for cnx 2

Cnx#2
(TCP)
END 04/02/2005 | 12:06:38.968 0.00 0.00 570.31 1395.84 N/A N/A N/A

Cnx#1
(TCP)
ERROR 04/02/2005 | 12:06:39.031 | IPTr:Ending on close for cnx 1

Cnx#1
(TCP)
END 04/02/2005 | 12:06:39.031 39717.18 | 106137.41 40323.89 | 107746.29 | 1631104 0 0

Cnx#3
(UDP) 04/02/2005 | 12:06:39.359 1126.94 2756.04 1129.22 2757.46 0 40 2

Cnx#3
(UDP) 04/02/2005 | 12:06:41.359 755.09 2756.04 755.09 2757.46 0 40 2

Cnx#3
(UDP) 04/02/2005 | 12:06:43.359 305.69 2756.04 305.69 2757.46 0 34 2

Cnx#3
(UDP) 04/02/2005 | 12:06:45.343 0.00 2756.04 0.00 2757.46 0 26 2

Cnx#3
(UDP) 04/02/2005 | 12:06:45.687 0.00 2756.04 0.00 2757.46 0 0 2

The delimiter mark used between each field is the tabulation character.
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6.10 The ‘Traffic Sniffer’ tab

This tab is composed of three numbered areas:

1. Step 1: Capture parameters: traffic can be captured by “IP Traffic — Test & Measure” with

2 options: all IP traffic or IP traffic on connections specified by the user.

2. Step 2: Capture sniffed traffic in a file: once that capture parameters have been defined,

captured traffic may be saved in a file.

3. Step 3 (optional): Run analysis algorithm on a sniffed traffic file to generate data
traffic files: from an IP capture file, “IP Traffic — Test & Measure” uses an internal
algorithm to produce two traffic files used by the Replay mode of the IP Generator and of

IP Answering.

Note: “IP Traffic — Test & Measure” allows capturing traffic in a file.
This is used in two cases:

- For off-line statistics (see tab 5: 'Traffic Observer'): in this case, step 3 is not necessary.

- In order to replay traffic via the ‘IP Generator’: in this case, step 3 must be done.

IP Generator - Parameters ] IP Generator - Traffic + Statistics ] IF Answering - Parameters + Statistics  Traffic Sniffer ]Trafﬂc Observer}

Capture Parameters

@ Use filter(s) Source IF addr. Destination IP addr. Source Port Destination Port Protocal
Mew filter v 192.168.0.30 i ZH T From any port To any port TCF &LUDF
1| Edititer |

AN TCP and UDP packets {unicast andfor multicast)

Capture sniffed fraffic in a file (used for statistics or traffic generaton

HACapturas\HTTP Traffic.Tre Browse

Select adapters

2 Start |

W Save only headers ofthe packets (Data are not registerad)
W Automatic refresh mode
v Enable automatic startin ‘Local operation’

Run analysis algarithm an a sniffed traffic file to aenerate data traffic files (for use by the IF Trafic generator)
Input trafiic file

| HiCaptures\Capture Netmeeting 1.7 Browse

Cutput data traffic file 1 to replay after processing
3 |H10apturesINetmeeting1 Browse

Cutput data traffic file 2 to replay after processing

| HiCapturesiMetmeeting2 Browse

Tab 4: “Traffic Sniffer”

d
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6.10.1 Capture Parameters
Step 1: two options are available:

= All TCP and UDP unicast and/or multicast packets: “IP Traffic — Test & Measure” will
capture all TCP and UDP unicast packets seen by the ‘Traffic Sniffer’. This option is selected
by default.

= Use filter(s): Traffic capture is made according to user defined filters as explained below.

Note:

With “Use filter(s)” option selected, at least one user defined filter should be selected in the list
box to be allowed to start the traffic capture.

Capture Parameters
@ Use filter(s) Source IP addr. Destination P addr. Source Port Destination Port Protacol

Meswy filter bt
1 Edit filter g
Delete filter Select adapters

Al TCF and UDP packets (unicast andior multicast)

Step 1: Capture Parameters Specification

6.10.1.1 Create/Modify/Delete user defined filters

You can define many ffilters’ composed of five parameters: Source IP address, Destination IP
address, Source Port number, Destination Port number and Protocol.

The command buttons “Add filter”, “Edit filter” and “Delete filter” allow adding, editing and
removing the user-defined filters. By clicking on “Add filter”, the window below appears:

l RNl ES M Eas ITE sl el ot acapiureNlien Q
The IP Traffic Sniffer should capture the traffic
coming ...
" From any source IP Address or Hostname
+ From this specific source IP Address or Hostname
192168.0.30

Lsing ...
f« Any source Port Mumber

"~ Onlythis specific source Port Mumber

And gaing ...
" Tao any destination IP Address or Hostname

¢ Tothis specific destination IP Address or Hostname

i ZH L

Using .
& Any destination Port Mumber

" Only this specific destination Port Mumhber

and including ...

TCP or UDP | packets (unicast andfar multicast)

Cancel

Filter edition window
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This window is composed by three main areas.

1. Specification of the “Coming ...” information
a. Specification of the source IP Address or Host Name of the traffic
b. Specification of a particular source port number
2. Specification of the “And going ...” information.
a. Specification of the destination IP Address or Host Name of the traffic
b. Specification of a particular destination port number
3. Specification of the protocol(s) :
a. Capture only TCP packets
b. Capture only UDP packets (including multicast traffic)
c. Capture TCP and UDP packets

Note:
Each parameter is optional. It is not necessary to specify a value. In this case, this parameter is
not used to filter packets.

Warning:
You can input different filters, but “IP Traffic — Test & Measure” doesn’t control the functional

coherence between the filters.

To edit a filter, select it in the list box and then press the ‘Edit filter’ button.
To delete a filter, select it in the list box and then press the ‘Delete filter’ button.

6.10.1.2 Select Adapters (optional)

By clicking on the “Select Adapters” button, the window below opens. By default, if your machine
contains more than one network card, IP Traffic Sniffer driver pools all of the network cards and
captures all packets. This polling capacity can be greedy for resource. If it is not necessary, up to
one network card could be specified.

ST e ST CRS LTSS Cl ECl e M e U e wariead apieris)| @1

Selectane or more adapters which will be used by the driver to capture the traffic

“|P Traffic - Test & Measure" has found the adapter(s) below:

Adapters Mame

¥  3Com EtherLink PCI (Microsoft's Packet Scheduler) {192.168.0.60)
¥  CMet PROZOOWL PCI Fast Ethernet Adapter (Microsoft's Packet Scheduler) {192.168.0.30)

Ok | Cancel

Adapters selection window
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6.10.2 Capture sniffed traffic into a file

Step 2: once that capture parameters have been defined in the previous area, you must define a
capture file. The command buttons “Start” and “Stop” allow starting and stopping the traffic
capture.

Capture sniffed traffic in a file (used for statistics or traffic generator)

HACaptures\tHTTPTraffic. Tre Browse

Start |

lv Save only headers ofthe packets (Data are not registered)
v Automatic refresh mode
v Enable automatic startin 'Local operation’

Step 2: Capture traffic control panel

During the capture process, information is displayed in the “Traffic overview during capture” object
(statistics if available).

“Save only the headers of the captured packets (Data are not saved)” check box: if checked,
only the packet headers are saved (thus significantly reducing the size of the capture file) but you
will be not able to use this file for the step 3.

“Automatic refresh mode” check box: allows refreshing display in the “Traffic overview during
capture” object.

“Enable automatic start in ‘Local operation’ check box: if checked, the “Start all processes”
button of the “Local operation” will launch automatically the ‘Traffic Sniffer’.

6.10.3 Run analysis algorithm
Step 3: in step 2, the capture process has generated a capture traffic file.

Fun analysis algarithrm an a sniffed traffic file to generate data trafiic files (for use by the IP Traffic generatar)

Input traffic file

|H:ICaptures‘tCamure Metmeeting 1.7 Browse

Cutput data traffic file 1 to replay after processing _Start
3 |H:ICaptureslNetmeeting1 Browse

T

Qutput data traffic file 2 to replay after processing

| HACapturesiMetmeeting2 Browse

Then if needed, you specify a capture traffic fle name in the “Input traffic file” object and two
output files.

Note:

The ‘“Input traffic file” must contain data (see Step 2). Files containing only headers can’t be
used by the Step 3.

This file contains IP frames with different IP source addresses and IP source destinations.

The goal is to find in the input traffic file the communication entities (IP Generator and IP
Answering) and to produce two traffic files to replay. An internal “IP Traffic — Test & Measure”
algorithm analyzes IP frames from the Input traffic file and produces the two traffic files named
“Output data traffic file1 to replay after processing” and “Output data traffic file2 to replay
after processing”.
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When you press the “Start” button, the following window is displayed:

Current file : IH"'ulLaptLlres'*.lLaptl e Metmesting 1. Tic 100.00% of 8.03ME

|F addrezzes [zize and duration) Protocol and ports

192 168.0.60 192.168.0.14 [7.12 MB in 17 mn 23 5]
192168.0.14 192.168.0.14 (D B in 154 ms)

UDP 43533

Process with selection | | Cancel I

You can select connections to consider (addresses + protocol and ports) and then activate
“Process with selection”.

After processing, the object “Synthesis after processing“ displays statistics information about
generated files and connections.

© ZTI, 2000-2005 Page 118/169



“IP Traffic — Test & Measure” User Guide Part 6: Using “IP Traffic”

6.11The ‘Traffic Observer’ tab
This fifth tab allows to:

Visualize statistics and graphs for different parameters: IP throughput, Inter packet delay,
Packet Erasure Rate quality (PER quality) and Packet transit delay,

Download remote statistics traffic files,
Analyze off-line traffic,

Export statistics in a file.

The tab is divided into three main areas:

o The central area displays graphs and values,
e The right area contains objects and command buttons to select parameters to display,
e The bottom area is composed of four blocks:

- Remote (statistics) traffic files: to download statistics traffic files from the remote, in
order to do off-line statistic analysis.

- Off-line traffic analysis: to do off-line analysis. It is necessary to have a local statistic
traffic file and a remote statistic traffic file (downloaded via the previous area).

- Index (on-line or off-line): one index is a marker set by the user that is used during
off-line analysis for graphics display.

- Export statistics: you can define statistic parameters to export in a file and Start /
Stop the export process.

IP Generatar - Parameters ] IP Generator - Traffic + Statistics | IP Answering - Parameters + Statistics | Traffic Sniffer  Traffic Observer
Statistical Values (based on Driver Statistics)

IP Throughput 1P Throughput UDP or TGP Inter Packet Packet Transit  Packet Erasure || & IF Generator
Snapshot Average Throughput Delay Delay Rate (FER) P Answering
IF AddressfHost Hame  Port  Prot. Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx R . )
BT ] 0.00bfs| 0.00bés| 0.00b/s| 0.00bs| 0.00bis| 0.00bds 0 ms: Oms| MNA s iR NI :t ?::I:: S
EDnnEEtonES 000b/s 000bis| 0.00bfs| 0.00bi| 0.00bis| 0.00bs 0 ms Oms| Nk Hitt Mtk Nits Graphics
Connection #3 0.00bfs| 0.00bés| 0.00bss| 0.00 bés| 0.00 bis| 0.00 bis 0 ms Oms|  NA it [ Hit ’—_l
EonnGEtonE 000bis| 000k 000k 000bE 000bi 000bis  Oms  Oms  NA HiA NiA Nis
Connection #5 000bis| 0.00b| 000bis| 000bE| 000bs| 000bE|  Oms|  Oms| Nia His, WA, Mis ® (PRI
Connection #6 ~ Inter Packet
0.00bfs 000bés| 0.00b/s 0.00b/s| 0.00bis| 0.00 b 0 ms Oms — MNA [Ty iR NI Delay
Connection #7 0.00 bfs| 0.00bis| 0.00biz| 0.00 bis| 0.00 bis| 0.00 bis 0 ms. Oms| Mk M Mk Mit
Connection #8 0.00bis 0.00b4s 00064 0000 0.00bs 0006 0ms Oms| HA M MR N
Connection #9 0.00bfs| 0.00bés| 0.00bs| 0.00b/s| 0.00bs| 0006 0 ms Oms| NA Ny N NiA
Connection #10 0.00b/s 0.00bés| 0.00bs 0.00b/s| 0.00bis 0.00kbs 0 ms Oms| M iy His A o
Connection #11 0.00bfs| 0.00bés| 0.00b/s| 0.00bs| 0.00bis| 0.00bds 0 ms: Oms| MNA s iR NI
Connection #12 0.00bfs 0.00bis| 0.00bis 0.00bis| 0.00bis| 0.00 bis 0 ms. Oms|  MiA Mt Mk Mt
Connection #13 0.00bis| 0.00bés| 0.00bis 00060 00064k 0006 0ms Oms|  HNA His HiA M
Connection #14 0.00bfs 000bés| 0.00b/s 0.00b/s| 0.00bis| 0.00 ks 0 s Oms — MNA s HNiA Nif Reset Statistics
Connection #15 0.00bis| 0.00kés| 0.00bis 0006 0.00b4s| 0006 0 ms Orms|  HA i A M Help
Connection #16 0.00bfs 000bés| 0.00b/s 0.00b/s| 0.00bis| 0.00 ks 0 s Oms — MNA s HNiA Nif
Remote Traffic Files Export Statistics

" Yes
o i oo s o9 ||| > | oo 63758 romoe| oo | pumnstm o | s |

Tab 5: Traffic Observer (on-line mode)

Note:
Values and statistics displayed in this tab are calculated at the ‘time’ point of reference (see “IP
Traffic — Test & Measure” architecture in Part 1) i.e. under the TCP/IP protocol stack.
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6.11.1 “IP Traffic — Test & Measure”: On-line and Off-line modes for statistics

When “IP Traffic — Test & Measure” is operating (‘IP Generator’ is active and/or ‘IP Answering’ is
active), this mode is named on-line. On-line statistics are displayed in the following tabs:

- ‘IP Generator — Traffic + statistics’: statistics area,
- ‘IP Answering — Parameters + statistics’: statistics area,

- ‘Traffic Observer’: statistics area, but all parameters are not displayed: PER (Packet Erasure
Rate) and Packet transit delay need remote information to be computed.

By using the “Traffic Sniffer” tab, a capture traffic file can be defined (see step 2 in the Traffic
Sniffer tab, Part 6-9) to save traffic that would be used in the off-line mode. Both file formats (With
Data or Headers only) can be used for Off-line calculation.

" Yes | | | | | On-Line mode
+ Mo

You can switch between the off-line and on-line mode by using the Yes / No radio button.

Off-Line Traffic Analysis

f+ Mes!

............ Flrl:ll:ess F|IES | | | | |
" Mo

Off-Line mode

Off-line mode is defined as a state where all “IP Traffic — Test & Measure” activity is stopped (‘IP
Generator’, ‘IP Answering’ and ‘Traffic Sniffer are stopped). In this mode, only the “Traffic
Observer” tab is available. All other tabs are inhibited.

In order to analyze traffic files and obtain all statistics, the user must first download a traffic file
from the remote. “IP Traffic — Test & Measure” uses two traffic files to do off-line statistics
analysis: a ‘local’ traffic file (generated by the ‘Traffic Sniffer’) and a downloaded ‘remote’ traffic
file (generated by the remote ‘Traffic Sniffer’).

Note:
A red color for objects or command buttons in the 'Traffic Observer' tab means that these items
are only available in the off-line mode.
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6.11.2 Objects and command buttons

All objects and command buttons on the right and at the bottom of the ‘Traffic Observer’ tab are

explained here.

6.11.2.1

On the right of the ‘Traffic Observer’ tab

f+ |F Generator
" IFP Answering

This choice allows selecting display connections for the
Generator’ or the “IP Answering” module. So, the user can switch
simply to see statistics for the 16 ‘IP Generator’ connections and the

‘1P

16 ‘IP Answering’ connections.

You can define different scale factors for the Transmit (Tx) and the Receive (Rx) graphs, and one

value for the time scale.

Triggers Parameters

Start Triggers

Triggers are used for graphics displays (see
statistics display below). The command button
“Triggers Parameters” opens a dialog window
where user defines 2 triggers (low and high)
according to the parameters: IP throughput,
Inter packet delay, PER and Packet transit
delay. The command buttons “Start Triggers”
and “Stop Triggers” allow enabling or disabling
the defined triggers.

High rmark. Lo mark, .

_ _ When a parameter is lower or upper than the
threshold defined, counters are incremented in
the graphic area. Triggers are displayed in red
color.

[“H—" Traifile = T=an e Glasny =t = M= s for Tl g2y |
Tranzmit [T=] Receive [Rx)
High mark. |E”:| Kbis =l High mark |E":| Kbis =]
Low mark, |-||:I |K|:|.-"$ ﬂ Lo mark: |1|:| |K|:u.-"$ ﬂ
Qk | Cancel |

Parameters for the triggers
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The statistics display area allows choosing a display item:

On-line mode

Statistics Display
" Walues

Graphics

All connections ™

f* |P Throughput

~ Inter Packet
Delay

~

~

Off-line mode

Statistics Display
* Nalues
Graphics

" IP Throughput

~ Inter Packet
Delay

FPacket Transit
Delay

(" PER Cluality

Values: a values table (6 parameters for each
connection with Tx and Rx values) is displayed
(on-line and off-line),

Graphics: select first 1 or all connections and
then the parameter to display:

- IP Throughput (on-line and off-line),

- Inter Packet Delay (on-line and off-line),

- Packet Transit Delay (off-line only),

- PER (Packet Erasure Rate) quality (off-line
only)

Packet Statistics: off-line only and when traffic

- LA files have been previously loaded and
processed.
The command button “Reset statistics” resets all statistics values
Reset Statistics displayed whatever the statistics display item is selected (see
above).
Help The command button “Help” displays a help window explaining all
functionalities and commands for the 'Traffic Observer' tab.
6.11.2.2 In the lower part of the ‘Traffic Observer’ tab

3

The command button “Download...” is used to download remote
traffic files generated by “IP Traffic — Test & Measure” (via the ‘Traffic
Sniffer’).

To calculate off-line statistics for all parameters, “IP Traffic — Test &
Measure” uses 2 traffic files generated by the ‘Traffic Sniffer (see
step 2 in the ‘Traffic Sniffer’ tab): a local traffic file and a remote
traffic file.

Remote Traffic Files

Diowenload...

Off-Line Traffic Analysis The command buttons of the “Off-line
| | traffic analysis” area are used in off-line
mode to display values and statistics from

traffic files.

Process Files | | |

3

“‘Process files...”: to select two traffic files (a local traffic file and a remote traffic file
downloaded via the previous “Download...” command button by example).

o “Play >”: “IP Traffic — Test & Measure” replays the local traffic file at the beginning (selected
via the previous “Process Files...” command) according to timing contained in the file.

e “Play >>": idem “Play >” with a quick replay speed.
e “Pause’: traffic replay is halted. You can continue replay traffic with “Play >” or “Play >>".

o “Stop”: ends traffic replay.
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The “Play >”, “Play >>” and “Stop” buttons are enabled once that traffic files have been analyzed
via the “Process files...” button (see further in this paragraph).

Off-Line Traffic Analysis The “Play >” or “Play >>” buttons

o are replaced by “>” and “>>” after

- the user has pressed “Pause” for
the first time.

| = | = Stop

The command buttons of the “Index (On-
Index (On-Line or Off-Line) line or Off-line)” area are used to manage
| Im HEmwe| E— aII| display index (or markers) in graphic
displays for the off-ine mode. These
buttons are used:
- To add and remove index,
- To help the user to navigate when
displaying off-line traffic analysis.

Mext =

o “Next >": the current position in the traffic file to analyze is set to the next display index set by
the user.

e “Add”’: adds a display index at the current position.

o “XX/IYY”: displays the actual XX index number (YY is the total number of indexes set by the
user).

o “‘Remove”: removes the current displayed index.
¢ “Remove all’: removes all displayed indexes.

The “Export statistics” area allows exporting in a file statistics
values calculated by “IP Traffic — Test & Measure” with filter
parameters defined by the user.
Export Statistics You define first the export filters and filename by using the
command button “Parameters”. Export filters allow selecting:
connection(s) and parameter(s).
The statistics export file is a text file with a format defined in the
annex part.
The command buttons “Start” and “Stop” allow starting and
stopping the export statistics process in the user-defined file.

Parameters Start

© ZTI, 2000-2005 Page 123/169



“IP Traffic — Test & Measure” User Guide Part 6: Using “IP Traffic”

HIHOT Rl = TTagn e =i =t - Bt Sraieigiles jll
Filename: |E:'xTemp'xSave_Statistiu:s.t:-:t Browse |
Connections to export Farameters bo export

v Include total statistics
al | MNone
EDI"II"IEC'IIDI"IS SutlSEt ............................................
M1 5T 9 [ 13
Wz [ B 101 14 [~ PER quality

e I B O B
4 T 81 121 16

[ IP Throughput

[v Packet tranzit delay

[v Erable automatic expart in ‘Local operation’

Cancel

Parameters to export statistics

Filename

Statistics are saved in the specified file accordingly to parameters described below.
Connections to export.

Include total statistics

If checked, the following parameters are saved in the file for the ‘IP Generator and the ‘IP
Answering’ modules (see the file format explained in the next paragraph).

[Total Throughput Tx] [Total Throughput Rx] [Total Inter packet delay Tx] [Total Inter packet delay
Rx] [Total PER Tx] [Total PER RXx] [Total Transit delay Tx] [Total Transit delay Rx]

where the term total is used as the sum of values for connections selected by user. Tx is used as
Transmit and Rx as Receive.

‘All’ or ‘None’

These buttons select all the connections or none.

Connections subset

Select the needed connections in order to save statistics for these connections.
Parameters to export.

Select the parameter you want to save as statistics.

Enable automatic export in ‘Local operation’ check box

If checked, the “Run all processes” button of the “Local operation” will launch automatically the
export of statistics in the file according to parameters defined in the above window.
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Format of the statistics file

The general format is defined for one line in the file (with the tab character as delimiter) as:

<Location (if GPS operational)> <Date> <Time> [< Total statistics for the IP Generator>]
<Connections Statistics for the IP Generator> [< Total statistics for the IP Answering>]
<Connections Statistics for the IP Answering>

[< Total statistics for the IP Generator>] and [< Total statistics for the IP Answering>] are included
if the ‘Include total statistics’ check box has been checked.

<Total statistics for the ...> is structured as follows:

[Total Throughput Tx] [Total Throughput Rx] [Total Inter packet delay Tx] [Total Inter packet delay
Rx] [Total PER Tx] [Total PER RXx] [Total Transit delay Tx] [Total Transit delay Rx]

where the term total is used for the sum or the total of connections saved in the file, and Tx =
Transmit, Rx= Receive.

<Connections Statistics for the IP Generator> or <Connections Statistics for the IP Answering>
are structured as follows for a connection:

[#nn Throughput Tx] [#nn Throughput Rx] [#nn Inter packet delay Tx] [#nn Inter packet delay Rx]
[#nn PER Tx] [#nn PER RXx] [#nn Transit delay Tx] [#nn Transit delay Rx]

These fields are present depending of the parameter(s) selected:
- IP Throughput
- Inter packet delay
- PER quality
- Packet transit delay

Note:

It is recommended to define carefully the parameters to use;otherwise, the number of columns in
the file can be high (and an application like Excel may have problems to import this file).

The ‘Include total statistics’ generate 16 columns per line (8 columns for the 'IP Generator' and '8
columns' for the IP Answering)

When you select the 4 parameters to export (IP Throughput, Inter packet delay, PER quality and
packet transit delay), that generates 16 columns to export for each connection (2 columns Rx and
Tx per parameter = 8 columns for the 'IP Generator' and 8 columns for the 'IP Answering'). When
16 connections are selected, that generates 16 x 16 = 256 columns.

The following example has been generated for connection # 1 by using:

I i et ES L Eas ITE s O S el G LGS ﬂ1
Fileriame: |E:"sTemp'xSave_Statistiu:s.t:-:t Browse
Connections to export FParameters to export

[ Inchude total statistics

sl | Mone

Connectionz subszet

W1 I 51 9 [ 13
2 T 61 101 14 ™ PER quality
30 71 11T 15
4 T 81 121 18

[v |P Throughput

[ Inter packet delay

[ Packet tranzit delay

[ Enable automatic export in 'Local operation?

Cancel
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View of the generated file (by Excel):

Starting session 04/02/2005 at 10:04:53,828
IP generator then IP answering
#1 #1 #1 #1
Throughput | Throughput | Throughput | Throughput
Location | Date Time Tx (Kb/s) Rx (Kb/s) Tx (Kb/s) Rx (Kb/s)
04/02/2005 | 10:05:32 | 585.37 7.80 7150.11 6724.68
04/02/2005 | 10:05:33 | 585.37 7.80 34786.69 35534.52
04/02/2005 | 10:05:34 | 575.34 7.83 47907.98 48467.63
04/02/2005 | 10:05:35 | 585.94 7.50 38407.81 39074.06
04/02/2005 | 10:05:36 | 573.66 7.80 47592.21 48103.96
04/02/2005 | 10:05:37 | 585.94 7.81 38394.09 39121.09
04/02/2005 | 10:05:38 | 573.66 7.80 43840.07 44810.15
04/02/2005 | 10:05:39 | 575.34 7.51 38888.61 39524.54
04/02/2005 | 10:05:40 | 574.22 7.81 45008.19 45548.91
04/02/2005 | 10:05:41 | 585.94 7.81 39250.31 39998.91
04/02/2005 | 10:05:42 | 573.66 7.80 47448.26 48630.01
04/02/2005 | 10:05:43 | 574.78 7.51 40484.63 41211.65
04/02/2005 | 10:05:44 | 585.37 7.80 46030.45 46680.51
04/02/2005 | 10:05:45 | 574.78 7.82 38802.36 39085.05
04/02/2005 | 10:05:46 | 585.94 7.81 43434.16 44418.28
04/02/2005 | 10:05:47 | 562.50 7.81 45220.88 46275.47
04/02/2005 | 10:05:48 | 562.50 7.50 47115.25 48163.28
04/02/2005 | 10:05:49 | 561.95 7.80 47547.44 48164.68
04/02/2005 | 10:05:50 | 585.94 7.81 44028.91 44662.66
04/02/2005 | 10:05:51 | 574.78 7.51 40255.09 40881.64
04/02/2005 | 10:05:52 | 573.66 7.80 46573.20 47739.16
04/02/2005 | 10:05:53 | 574.22 7.50 37604.41 37977.81
04/02/2005 | 10:05:54 | 586.51 7.82 49914.37 50371.54
04/02/2005 | 10:05:55 | 573.66 7.80 37785.75 38784.15
04/02/2005 | 10:05:56 | 574.22 7.81 46445.88 47119.38
04/02/2005 | 10:05:57 | 574.22 7.50 44737.72 45502.97
04/02/2005 | 10:05:58 | 574.78 7.82 46436.63 47073.00
04/02/2005 | 10:05:59 | 539.06 7.19 42642.66 43495.94
Column 4 Column 5 Column 6 Column 7

The columns 4 and 5 refer to the 'IP Generator' part and columns 6 and 7 to the 'IP Answering'
part.
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The “Process Files ...” command button

Off-Line Traffic Analysis This button is enabled only with the
~ e Process Files | | | | | Off-line mode. It allows sniffed traffic
Mo files to replay. Once pressed, the
following window is displayed:

ol T N S U A E S T e i S S el S e LT e d R rati i e
Sniffed Traffic Files by the Traffic Sniffer
(&) || Browze

i

(B | Browse
[&]): Local File of captured Traffic [used as reference for the analysis) ] <> [B]

[B]: Remate File of captured Traffic
Start Analysis

| | | Cancel |

In order to proceed, you must input a local sniffed traffic file in (A) and a remote sniffed traffic file
in (B).

The “(A) < --- > (B)” button inverts the (A) and (B) filenames.

Note:
(A) will be used as reference to find the packet synchronization between these two files and to
compute the statistics (for example, lost packets and the transit delay).

f 1

ol R i e S L M EaE e s i e AN al S Eeean e dn ratiiicaaies

Sniffed Traffic Fles by the Traffic Sniffer

[&) |H:‘\Eaptures\3_n_1 E c1.Tre Browse

[B): |H:'\Eaptures\r_n_'l B cl.Tc :
[&]): Local File of captured Traffic [used az reference for the analyziz) (4] <>(E]

[B]: Remate File of captured Traffic
Start Analysiz

Cancel

Once files have been selected, then you can press the “Start Analysis” button and a new window
is displayed:
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[ S T T e S W E e T e D e S DT A e e d R i I I ES

Step 1: Files Overview

[a): |H:\Captures\s_n_'| B cl.Trz (B): [H:\Captureshr_n_16_c1.Tre
(A) is used as reference for the analysis Collapze Expand
i -_|
Mot Scanmed Start Scan Mot Scanned
[ I I
[ [

Three steps are defined in this window:

- Step 1: scanning of the selected files in order to display the TCP and UDP connections
found.

- Step 2: once a couple of IP addresses or connections for a couple of IP addresses have
been selected by using the step 1, you can specify one or more criteria in order to search
the synchronization between these two files.

- Step 3: once the synchronization has been found in the step 2, you can now start the
analysis in order to play these traffic files via the Traffic Observer off-line mode and
compute the “Packet Statistics”.

To proceed, you must first do the Step 1 by pressing the “Start Scan” button. This scan allows
display of couples of IP addresses found in these files and for each couple the number of
connections and packets.
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An example is given below by using two traffic files provided with the “IP Traffic — Test & Measure”
software: These sniffed traffic files have been generated with the following configuration:

PC#A
192.168.0.30

1 UDP connection

PC#B
192.168.0.130

IP Traffic
« Sniffer »

File Samplel_PC#A . .trc

» Port = 2011
IP Network
with impairments
===
N mperments s T
. .
1 TCP connection IP Traffic

« Sniffer »

File Samplel_PC#B.trc

Step 1: Files Overview

[A): |H:\Captures\s n 16_c1.Trc

(A) is used as reference for the analysis

[E): |H:\Eaptures\l_n_1 B c1.Tre

Collapze Expand |

+-172.17.3.2 > 172.16.97.35 (33 Pktz - 1 Connection(s] )
+-[]172.16.97.35 --» 172.17.3.2 [26 Pkts - 1 Connection(s] ]

Packets scanned: 53 [finished]

| |

+-17217.3.2 -» 172.16.97.35 (30 Pkts - 1 Connection(s] ]
+- 17216.97.35 - 172.17.3.2 26 Pkts - 1 Connection(s] ]

Packets zcanned: 56 [finished)

when the scarn iz complete, please zelect in (4] a couple of IP addresses or connections for a couple of IP addresses. Then go to Step 2
Mote: If pou expect o replay connections, please select up to 16 connections.

For each file, a descriptive is given with the following description when the scan is complete:
<Couple of IP addresses> (<Number of packets> — <Number of connections>)

where:
<Couple of IP addresses> = Source IP address - Destination IP address
<Number of packets> = number of packets found in the file for this couple of addresses
<Number of connections> = number of connections found in the file for this couple of
addresses

So, you can examine easily the (A) and (B) file overviews in order to choose for analysis a specific
couple of IP addresses or connection(s) for a couple of IP addresses.
For (B), two additional buttons are available ‘Collapse’ and ‘Expand’.

As a sniffed traffic file may content a huge number of connections with for example IP address
translation between the two files, you can examine the overview of these two files and decide
which couple of IP addresses to consider or select one or more connections for a couple of IP
addresses.

The selection can only be made on (A) which is used as reference.

Once selection is made, then the Step 2 is enabled.
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Step 1: Files Overview

[&]: |H:'\Eaptures\s_n_1 B ol Tic [B]: |H:\Captures\r_n_1B_c1.Tlc:

(A) is used as reference for the analysis Collapse | Expand I
+- [ 172.17.3.2 --» 172.16.97.35 [33 Pkts - 1 Connections] | H- 1721732 - 172.16.97.35 [30 Pkts - 1 Connection(z] |
-+ | +-172.16.97.35 --» 172.17.3.2 [26 Pkts - 1 Connection(s] ]

Ports: 2003 --» 2650 [Protocal: TCP)

Packets zcanned: 53 [finished) Packets scanned: 56 [finished)

When the scan is complete, please select in [4) a couple of IP addresses or connections for a couple of IP addresses. Then go to Step 2
Mate: If wou expect to replay connections, please select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source Drestination Others ..
v 1P Address v P Address v Identification [IF header figld)
¥ Port Humber [+ Part Number
Statug
Start Scan | |

The Step 2 is aimed to find the synchronization between the two files by using up to 5 criteria:
- Source IP address
- Source Port Number
- Destination IP address
- Destination Port Number
- ldentification number (corresponding to the Identification field of the IP header)

Note at least one criterion must be selected.

Once you have defined one or more criteria, press the “Start Scan’ button to run the search for
synchronization.

During this process, the ‘Status’ field indicates statistics on the number of combinations analyzed.
At the end, this field is updated with the result of the search synchronization (see examples
below).

Synchronization found: Status  [Synchro Found [File & Packet #1 < File B: Packet #1]

SynChronlzatlon nOt fOU nd Statuz Mo S_lrlnghrg Found

If the synchronization is not found, you can modify the search criteria and then retry.

Remark: for example, if the receiving IP traffic system is behind a gateway that translates the
source IP addresses, don’t use the ‘Source IP address’ criterion.
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With our example, we obtain the following results:

Step 1: Files Overview

[&): |H:\Captures'\s_n_1 E_cl.Trc B |H:\Eaptures\r_n_‘l Fcl.Tic

{A) is used as reference for the analysis Callapse Expand |
+-[J17217.3.2 > 172.16.97.35 [33 Pkts - 1 Connection(z] ) - 1721732 - 17216.97.35 (30 Pkts - 1 Connection(s]
= 17216.97.35 > 17217 3.2 [26 Pktz - 1 Connection[s] | +- 1721697 36 - 172173 2 (26 Pkts - 1 Connection(z) )

Ports: 2009 - 2690 (Protocaol: TCP)

Packets scanned: 53 [finished) Packets scanned: 56 (finished)

“When the scan iz complete, please select in (4] a couple of P addrezzes or connections for a couple of P addresses. Then go to Step 2
Mate: IF you expect to replay connections, please select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source Destination Others ...
[V IP &ddress V' IP &ddress W |dentification [IF header field)
[V Part Mumber IV Part Mumber

Statug  Synchro Found [File &; Packet #1 <--> File B: Packet #1]

I |

“ou can now do the Step 3

When the synchronization is found (for example the packet #2 of the file (A) has been founded in
the file (B) as packet #2 for the search criteria defined), the Step 3 is enabled.

Note:
if needed you can modify the search criteria or change the selection made in step 1. In this case,
you have to re-start the synchronization process

How does it work?

For packet #i in the file (A), a search is made in the whole file (B) by applying the user defined
criteria. If success, the synchronization is found and computing is stopped, else the following
packet #i+1 is considered for the next search up to the end of file (A) if necessary.

You can now run the Step 3 by pressing the “Start Analysis” button n order to calculate the packet
statistics (number of lost packets, transit delay for each packet and total statistics).

Step 3: Analysis to compute "Packets Statistics™
MNumber of packets analyzed:

Start Analysis

Sunthesis of the Analyziz made on theze bwo Files

As soon as processing is started, the number of packets analyzed is displayed with the
percentage already done.

How does it work?

For packet #i in the file (A), the search is made in the file (B) by applying the user defined criteria
defined in the Step 2. As the packet #i can be received fragmented or desequenced, the search
uses a depth parameter (DEPTHFORPACKETANALYSIS) in order to limit the processing time.
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This process is applied to all packets contained in the two files in order to find the lost packets and
to calculate the transit delay between the two endpoints (A) and (B).

A packet is considered as LOST in a source file if the search on the target file has failed on
a depth relative to the previous packet found in the target file.

The depth is defined by the DEPTHFORPACKETANALYSIS parameter located in the Registry
and valued by default to 500. To modify the DEPTHFORPACKETANALYSIS parameter located in
the Registry, you must use the Registry Editor (run ‘regedit’).

The based key to access this parameter is \HKEY LOCAL_MACHINE\Software\IPTraffic.

Warning:
Once you have changed the value, you have to quit and re-start the “IP Traffic — Test & Measure’

software in order “IP Traffic — Test & Measure” takes into account the new value.

i

At the end of process, the number of packets analyzed is given and a synthesis is displayed:
- Couple of IP addresses selected
- Number of packets found corresponding to the search criteria defined in the Step 2
- Number of UDP connections found
- Number of TDP connections found
- Replay traffic duration (useful if you want to play these sniffed traffic files via the Traffic
Observer)

Step 3: Analysis to compute "Packets Statistics™

Humber of packets analpsed: 115 /115100 & processed)

Sunthesiz of the Analysiz made on these bwo Files
Couple of IP Addresses selected: 17217 3.2 <> 17216.97.35
Mumber of Packets found comesponding to the Search Criteria: 59
Mumber of UDP Connections found: 0
MWurmber of TCP Connections found: 1
Replay Traffic Duration; 13 =

Proceszing of the sniffed traffic files iz ended, you can now press "OK"

Note:
In this example, 25,022 packets have been analyzed (in fact 12,511 for file (A) and 12,511 for file
(B)) and 12,513 packets match the search criteria.

You can then press OK to quit this window and come back to the previous window as shown
below:

r

Rt e S e a s e e e S Sl ared Mt e s
Sniffed Traffic Files by the Traffic Sniffer
[&]: |H:\Captures'\s_n_1E_c:'I.Trc Browse
[B): |H:\Captures'\r_n_1B_c:1.Tr-: Browse

[&]: Local File of captured Traffic (used as reference for the analysis) 4] <--5[E]
[B]: Remote File of captured Traffic

Synthesis of the Analysis made on these two Files
Couple of IP Addreszes selected: 17217.3.2 <> 1721E6.97.35
Mumber of Packets found cormesponding to the Search Criteria; 53
Mumber of UDF Connections found: 0
Mumber of TCP Connections found: 1
Replay Traffic Duration: 13 =

0K
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In this window, the synthesis is reminded. You can now press OK to quit the Off-line analysis.

Statistics Display

Graphics

The packet statistics can be viewed directly by using the
[ Packet Statistics option of the Statistics display object.

" IP Throughput

~ Inter Packet
Delay

Facket Transit
Dielay

" PER tiuality

(" Packet StatisTics

With our example, we obtain the following results:

Offline Packet Statistics

| Computer A ==> Computer B | Computer B === Computer A

IF address of A: 1721732 IF address of B 172.16.97 .35

Time [UTC) Sta.. Tra.. Port-= .. | IPsize(pr.. | Ident.. Time (LT Sta.. Tra.. Port-= .. | IPsize(pr.. | Ident...
(518:38:35.198  Sent o 2BO0-2 48 (TCF)  #67C3 D18:36:40 141 Sent . 200922 52 (TCF)  #33F7
PC13:33:40.758 Sent 23.. ZE90-=2. 44 (TCF)  xB7C5 PC13:33:40578  Sent 14, Z009-=2.. 186 (TCF)  %33F8
PC13:33:40.760 Sent 21.. ZE90-=2.. 186 (TCF)  «67CH PC13:33:41.338 Sent BO... Z2009-=2.. a76 (TCF)  »33F9
PC13:33:40803 Sent 14, ZE90-x2. S7E (TCFY «B7CY PC13:33: 415620 Sent 51, Z2009-:2.. 80 (TCF)  x33FA
PC13:33:40803  Sent 14.. ZE90-=2.. B0(TCF) «67CHE  |PC18:38:42.801 Sent &9 200952 576 (TCPy  x33FC
PC18:38:41.336 Sent 17... 2690-=2.. 576 (TCP) #6702 PC18:38:42.880 Sent 12 2009-:2.. 576 (TCF)  x33FD
PC13:33:42.555 Sent 16.. Z690-=2.. are (TCFY  x6703 PC13:33:42.5960 Sent 12 2009-:2.. 576 (TCP)  x33FE
PC13:33:42.556 Sent 16.. ZE90-=2.. arg (TCFY  x6704 PC13:353:44.280 Sent 7 (%) Z2009-=2.. 56 (TCF)  x33FF
PC18:358:42556 Sent 15, ZE90-=2. 576 (TCFY  xB7D05 PC13:358:44.280 Sent 39 .. Z2009-=2.. 576 (TCP)  x3400
PC18:38:42655 LO... e 2BO0-»2. S76 (TCFY #6706 PC13:33:44380 Sent 7 (7 2009-=2.. 56 (TCF)  »3401
PC18:38:42655 LO... o 2BO0-2. S7E (TCF)  «6707 PC13:33:44.500 Sent 10 .. Z2009-=2.. 56 (TCF) 3402
PC158:358:44016 Sent 16.. 2690-=2.. 576 (TCP)  «67D9 PC18:38:44 620 Sent 9(¥) 2009-22.. 56 (TCF)  x3403
PL1A-9R-A4 N1R Sent 15 PRAN- = AFRTEFY wﬁ?lﬂ.& PL1A-3R-44 790 Sent 707 2009-%7 ARMTEPY «=4n4
Port -= Part(Prot. . | Fackets | Lost | % L. | Delay | Jitter | Fart -= Part(Prot. .. | Packets | Lost | % L. | Delay | Jitter |
Total Computer A 33 3 9% 1888 .. 230 ms | Total Computer B 26 ] 0%  208ms 128 ms
2650 -= 2009 (TCP) 3 3 9% 1888 ... Z30wms |2009-» 2690 (TCF) 2B 0 0% 208 ms 128 ms

More information on the ‘Packet Statistics’ object is explained further in this chapter.
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6.11.3 Values and statistics display

Statistics Display You can select six statistics displays via the “Statistics Display”

@ Walues object:
Graphics - Values
| <] - 4 graphs:
e |P Throughput
™ IP Throughput e Inter Packet Delay
~ Inter Packet e PER (Packet _Erasure Rate) quality
Delay e Packet Transit Delay
- Packet Statistics

Facket Transit

Dielay
 PER Quality Before, you must select the 'IP Generator' or the 'lP Answering' part
via:
" Packet Statistics * |P Genergtor

" IP Answering

Note: switching between “IP Generator” and “IP Answering” can be done at any
time.

6.11.3.1  Statistics display = Values
A value table is displayed as below (on-line example):

Statistical Values (based on Driver Statistics)

IP Throughput [P Throughput LIDP or TCP Inter Packet Facket Transit  FPacket Erasure

Snapshot Average Throughput Delay Delay Rate (PER)

IP AddressfHost Name  Port  Prot. Tx Rix Tx R T R Tx R Tx R Tx R

(HEE T ] 0.00bis| 0.00b/s| 0.00bs 000bis| 0.00bf| 0.00bs 0ms Oms| N A, s M
(AT 000bis| 0.00b/s 0.00bss 000bis 0.00bf 000 b 0ms Oms  NA [ NiA HiA
Connection #3 000b/s| 0.00b/ 000bE| OO0bés| 00O0bs 000bs — Oms|  Oms| N N N Mg
Connection #4 000b/s 0.00b/ 000bE 000k O00bs 000bs  Oms|  Oms Mo Wi Wi M
Connection #5 000bis| 000k 0.00b/s 000bss| 000bSs| 000bfs|  oms[  oms| wa Nis Nia NiA
Connection #6 000b/s 000k 0.00b/s O00bss 000bfs 000bfs|  Oms|  oms  wia Nia Nia Nia
Connection #7 000bis| 0.00bk 000b4E| D00k 00O0bAs 000bs — Oms|  Oms| Mo W Hes M
Connection #8 000b/s 0.00b/ 000bE 000k O00bs 000bs  Oms|  Oms Mo Wi Wi M
Connection #9 000bis| 000k 0.00b/s 000bss| 000bSs| 000bfs|  oms[  oms| wa Nis Nia NiA
Connection #10 000b/s 000k 0.00b/s O00bss 000bfs 000bfs|  Oms|  oms  wia Nia Nia Nia
Connection #11 0.00bis| 0.00bs 0.00bis| 000bs| 0.00bi| 000bs 0 ms Oms| N et His, His,
Connection #12 000bis| 000k 0.00bis 000k 000bi 000bE 0 ms Oms| N His His, His,
Connection #13 0.00 bis| 0.00 b/s| 0.00 b/s| 000k 000k 0.00bis 0 ris Orms| M N NP NP
Connection #14 0.00kb/s 0.00b/s 0.00b/s 000k 000bS 000k 0 ris O HiA Mo M MNP
Connection #15 0.00 bis| 0.00 b/s| 0.00 b/s| 000k 000k 0.00bis O ms Ormns| Mo Mis Mis, s
Connection #16 0.00kb/s 0.00b/s 0.00b/s 000k 000bS 000k 0 ms Orns Mo Misy Mis, M

For each connection (from 1 to 16), the following 6 parameters (and for each parameter, Tx =
Transmit and Rx = Receive) are displayed in 3 distinct areas:

Area 1 - IP address, Port number and protocol

Area 2 - Four parameters (available on-line and off-line):
= IP throughput snapshot (immediate value),
= |P throughput average,
= UDP or TCP throughput,
= Inter packet delay.
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Area 3 - Two parameters (only available off-line):
= PER quality (Packet Erasure Rate),
= Packet transit delay.

In the Off-line mode, we have the following display, where a new object is defined: “Off-line
duration information”. This object is used to indicate time of playing traffic files.
Statistical Values (based on Driver Statistics)

IP Throughput [P Throughput — UDP or TGP Inter Packet Packet Transit  Packet Erasure
Snapshot Average Throughput Celay Delay Rate (FER)
IF Address/Host Name  Part Prat. Tx Rx Tx Ry Tx Rx Tx Rx Tx R Tx Rx
Connection #1
Connection #2
Connection #3
Connection #4

Connection #5
Connection #6
Connection #7
Connection #8
Connection #9
Connection #10
Connection #11
Connection #12
Connection #13
Connection #14
Connection #15
Connection #16

Of-Line duration information
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6.11.3.2 Statistics display = Graphics

“IP Traffic — Test & Measure” allows displaying four graphics for the following parameters:

= |P throughput (immediate value): on-line and off-line,
= Inter packet delay: on-line and off-line,

= PER quality: only off-line,

= Packet Transit Delay: only off-line.

When you select a graphic, the following view is displayed:

—Graphic display

m Amplitude scale factar |

__m "'.___—._, s (-

X n n _ non
) L‘._.'J-IL.'—‘ ‘—urlu—‘ '—":"—"—‘l_,r—'nL,JﬂLJj”r‘u—'nL JI-IL‘ n J—lLJI_‘”l_ﬂunLF‘ L Llnl-.JI_lL .JﬂLln—|

— — ==
——'..."_u_-—l-l—_:cr':'._.q_.'T\_.fU_"-‘ il R T

{* P generator
[P answering

Define interval
values for statistics

— Triggers

Statistic law to display —,

Average

Standard deviation

Confidence digtance

Parameters

an OFF

—Statistics display —
 Values
—Graphics =

Selact

IAH connactions Vl

[a IF'throughput

’—| High mark.

Lows mark.

= =

+FER quality

" FER guality

|+ Packet transit delay

. Packet transit

delay
" Packet statistics
towna [
Reset Hel
m Ampllludescalefacur ) statistics el
Remote raffic fles - Off-Line traffic hysi Index {On-Line or Off-Line} Export
* Yeg
’7 Download... HV Loadﬂles..l Play = | Play == Pausel Stop | Mext = Add ”DEIIEM Removel Remave alll Parametersl Start | stop |

Example where all curves are displayed for all parameters

On the right area of the graphic display: ‘Statistical law to display’ and ‘Other parameters’

Statistic law to display

Standard Deviation
Confidence Distance

Other parameters

— T
i Peci Doy |
~ EETETTTE
— BT

Select one or many statistic laws to display. The mechanism is
based on an ON/OFF button command (the red color indicates
that the curve is displayed):

= Average (1 curve)

= Standard deviation (1 curve)

= Confidence distance (2 curves)

Select the other parameter(s) to display on the same graphic by
pressing one or more buttons as shown on left.

These ON/OFF command buttons allow adding graphical display
for the other parameters not currently displayed. Up to 3
parameters may be added to the current parameter. So, you can
see on the same graphic simultaneous displays of the 4
parameters.

Notes:

PER (Packet Erasure Rate) quality and Packet Transit Delay are only available with the off-line

mode.

Time base scale for additional parameter to display is identical to the time base scale of the

current parameter.
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Formulas used for the statistical laws:

n

S

i=1
n

e Average m: m =

n

>x

i=1
n

e Standard deviation o: o = \/; (with variance v defined as: v = —m?)

e Confidence distance: 95.45 % of the values are between (m - 20') and (m + 20) .

In the graphic display area: amplitude and time scales

The following buttons allow entering values for the “Amplitude scale factor” and the “Time base
scale” necessary to display the different curve(s).

Scales

Time Scale

Tw Amplitude Scale Factor

Rix Amplitude Scale Factor

Amplitude szale factor | Amplitude szale factor |
(Transmit part) (Receive part)
| It EE Tl A S et | Bl S e R e [ Tyaafiie = s = Gesilan Feiei o {ae =0
Yalue ir | a Kbis -] Walue mir | I Kbis -]

Step: i‘ Step: il
Value max Walle max

0k, | Cancel k. | Cancel |

ol I ] S S A e S T R T s e |

TineSisele | Scale of time iz : | |Minutes =l
=====> JJ
ITI Cancel |

When you change values during processing, the graphic is automatically updated with the new
values.
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6.11.3.3 Statistics Display = Packet Statistics
This display is only available off-line if sniffed traffic files have been already processed.

The two columns “Computer A ==> Computer B” and “Computer B ==> Computer A” display all IP
packets exchanged and show if packets have been lost or received.
For each part, a synthesis is calculated and shown just under the packets list.

IP Generator - Parameters | IP Generator - Traffic + Statisti | IP A ing - Parameters + Statisti | Traffic Sniffer Traffic Observer |
r~ Offline Packet
= |F Generatar
| Computer & ==> Computer B | Computer B ==> Computer & € 1P Answering
IP address of A 192.168.0.30 IP address of B : 192.168.0.130
Define parameters
Time (UTC) | Sta...| Transit ... | Port > Port | IP size (pr.. | Ide2]| Time (UTC) | Sta..| Transit... | Port -> Port | IP size (pr... | Ider2] | for statistics |
220043428 Sent 2010-»1055 48 (TP wf |B220043.420  Sent 1085-2010 40 (TCF) x| [ Triggers
PC22:00:43.451  Sent 0 2010-»1055 A0(TCR) x[  |PC22:00:43.423  Sent 0 1085-:2010 1500 (TCPY  «6 Parammetars
PC22:00:43.450  Sent 0 2010-»1055 A0(TCR) x[ |PC22:00:43.442  Sent 0 1085-:2010 1500 (TCPY  «6
PC22:00:43.530 Sent  O(7)  2010-=1055 AD(TCP)  x[  |PC2200:43462 Sent 07y  1085->2010 1500 (TCP) 6 ORl OFF
PC22:00:43.570  Sent 0 2010-»1055 A0(TCR) x[ |PC22:00:43.481  Sent 0 1085-:2010 1500 (TCPY  «6 _ Statistics Display
PC22:00:43611  Sent 0 2010-»1055 A0(TCR) x[ |PC22:00:43501  Sent 0@ 1085-:2010 1500 (TCPY  «6 P
PC22:00:43.651 Sent 07 2010-=1055 40 (TP« PC22:00:43.521  Sent 0 10585-=2010 1500 (TCP) b
PC22:00:43691  Sent 0 2010-»1055 A0(TCR) x[L  |PC22:00:43.541  Sent 0@ 1085-:2010 1500 (TCPY  «6 - Graphics
PC22:00:43.73 Sent 0 2010-»1055 A0(TCR) x[  |PC22:00:43561  Sent 0 1085-:2010 1500 (TGP #6 Select
PC22:00:43771 Sent 07 2010-»1055 40 (TCP)  xC PC22:00:43 582 Sent 0 1055-:2010 1500 (TCP)  xB. IW
PC22:00:43.810  Sent 0 2010-»1055 A0(TCR) x[ |PC22:00:43B02  Sent 1% 1055-=2010 1500 (TCR)  «6
PC22:00:43.850 Sent 07 2010-=1055 40 (TCP)  xC PC22:00:43.622 Sent 07 1055-=2010 1500 (TCP)  xb  IP Thraughput
P[i??'ﬂﬂ'dﬂ A90 Sent M 2010-=1054 AN (TR _wliﬂ P[i??ﬂﬂ'dﬂ R4?  Sent M 10R5-=2010 1AM (TGP wRT
[l | 3 1 | 3 ¢~ Inter Packet
Part -> Port(Pratoc... | Packets | Last | %o Lost | Delay | Part -=> F’on(Protoc...l Packets | Laost | % Lost | Delay | SE _
2010 -> 1055 (TCP) 2507 0 0% B ms 1055 - 2010 (TCP) 5008 3 0% 7 ms ‘® PIER Gualiyy
1066 -» 2011 (UDF) 5000 3 0%  178ms  |Total Computer B 5006 3 0% 7 ms e Eif:emans”
Total Computer A 7807 3 0% 120 ms Y
f* Packet Statistics
Reset
Btatistics|  HEIP |
— Remote Traffic Files - Off-Line Traffic Analysi Index {(On-Line or Off-Line) Export
Download... | ‘ ’7:‘_ LEDS Frocess Files | Flay= | Flay == Pausel Stop | ’7 [Ext = Add ”DDIDD Removel Remaove all |‘ ’7 Parametersl Start | Stop |‘

Description of the column headers for the packets list

Time (UTC): in this column different symbols are used.

o the ‘@ (clock) symbol indicates that the absolute time reference is not available in one of
the two traffic capture files used. In such case, “IP Traffic — Test & Measure” considers that
the packet transit delay is valued to O for the first packet. For the following packets, the
transit delay value is calculated by using the first packet as reference. Therefore, the
calculated value for these packets corresponds to the time transit variation in relation to
this first packet.

¢ the ‘PC’ symbol indicates that the PC clock has been used to timestamp the packet.

o the " symbol is used when the GPS time was available to timestamp the packet.

Status: 2 states: LOST(*) or Sent (meaning that the packet has been sent and received).

Note:
You can navigate from one LOST packet to another one in the (A) or (B) file by double-clicking the
left button of your mouse.

Transit in ms (accuracy): time expressed in milliseconds for the packet transit delay and

precision of the measure in brackets.

Three values can be displayed for the accuracy:

- (?) The question-mask means that the software cannot define the accuracy of the
measurement because time stamping of packets in the source and the target files has not
been done with an absolute time reference (use of the GPS) and a precise clock. This case is
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encountered in particular when the PC clock has been used to timestamp the sent or received
packets.

- (x5) More or less five means that the accuracy is less than or equal to 5 milliseconds. This
accuracy is obtained via the use of the GPS kit delivering an absolute time reference.

- (x1) More or less one means that the accuracy is less than or equal to 1 millisecond. This
accuracy is obtained via the use of the GPS kit delivering an absolute time reference and via
the ZClock product delivering a very precise clock.

Ports: xxxx-yyyy with xxxx = source port number and yyyy= destination port number
IP size (protocol): IP size is the size of the IP packet (including the IP header) and (protocol) is

the protocol used (TCP or UDP).

Description of the column headers for the synthesis

Port > Port (Protocol): indicates the Source Port number and the Destination Port number of the
connection.

Packets: number of packets found for this connection.

Lost: number of LOST(*) packets for this connection.

%Lost: percentage of LOST(*) packets.

Delay: average of the transit delay calculated for all packets of the connection.

Jitter: average jitter calculated for all packets of the connection.

LOST(*): see the “Process Files...” button description above for the definition of a lost packet.

All these results can be saved in a file by using the “Save...” button as shown in the following
example in a text format.

This file is saved as a .txt file. Then it has been formatted using Excel (import is made with the tab
as separator). Only a few lines have been selected to illustrate.

Reference time SYN represents the synchronization point.
PC indicates that the PC clock has been used to timestamp this
packet.

Status Indicates that this packet has been ‘Sent’ or ‘LOST".

Transit in ms (accuracy) |Packet transit delay expressed in milliseconds.
(?) means that the accuracy of the measure cannot be defined.
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Computer A is: 192.163.0.30 - Computer B is: 192.168.0.130

Symthesis for Computer A

Connection(P rotool) Packets Los=t % Lost Delay Jitter
Total Computer & 7507 3 0% 120m= 1ms
1066 -= 2011 (UDP) 000 3 0% 178 ms 1ms
2010 -= 1055 (TCP) 2507 1 0% Ems Oms

Computer A ==> Computer B

Tranzitinms Sowrce Destination

Feference time Time (UTCY Status  (accuracy) P ort Port IP size (protocol)
Sy 22:00:43.428  Sert 2010 1055 43 (TCP)
pc 22:00:43 451 Sert 0™ 2010 1055 40 (TCP)
pC 22:00:43.490 Sert 0 2010 1055 40 [TCP)
pc 22:00:48.730  Sert 184 (7 10868 2011 14858 [UDF)
pC Z200:46.733 Sert 0 2010 1055 40 (TCP)
pC 22:00:46.745  Sert 186 (%) 1066 2011 1485 [UDP)
pC 22:00:48.769 Sert 18507 1086 2011 1485 [UDF)
pc 220046 773 Sert 0™ 2010 1055 40 [TCP)
pC 220235847 Sert 17007 1066 2011 1485 [UDP)
pc 220235867 Sert 17007 10868 2011 14858 [UDF)
pc 2202358588 Sert 1637 1065 2011 1485 [UDF)
PC 220235905 Sert 1697 1066 2011 1435 [UDP)
P 220235929 Sert 168 (7 1 066 2011 1455 [UDP)
pc 220240433 Sert 1507 2010 1055 40 (TCP)
Symthesis for Computer B
Connection(P rotoool ) Packet= Liost % Lost Delay Jitter
Tatal Computer B S00o7 3 0% ams Oms
1055 = 2010 (TCP) =007 3 0% gms Oms
Computer B ==> Computer A
Sy 22:00:43.420  Sert 1055 2010 43 (TCP)
PC 220043420 Sert 0 1055 2010 40 (TCP)
P 22:00:43.423  Sert 107 1055 2010 1500 (TCP)
pc 22:00:43 442 Sert 107 1055 2010 1500 (TCP)
PC 220124 718 Sert G (7 1055 2010 1500 (TCP)
P 22:01:24.735  Sert 77 1055 2010 1500 (TCP)
pc 22:01:24 758 Sert B (7 1055 2010 1500 (TCP)
pC 22:01:24 778 Sert 707 1055 2010 1500 (TCP)
pC 22:01:24 795 Sert G (7 1055 2010 1500 (TCP)
pC 22:01:24 318 Sert 707 1055 2010 1500 (TCF)
pC 220229810 Sert 1517 1055 2010 1500 (TCP)
pC 220229830 Sert 167 1055 2010 1500 (TCP)
pc 220229851 Sert 1507 1055 2010 1500 (TCP)
pc 220229871 Sert 167 1055 2010 1500 (TCP)
PC 220229891 Sert 167 1055 2010 1500 (TCP)
P 22:0229.911  Sert 1517 1055 2010 40 (TCP)
pc 22:02:40.409  Sert 167 1055 2010 40 (TCP)

Three examples are shown more precisely in the Part 9 “Examples of sniffed traffic files” at the
end of this user guide.
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Part 7: Calculation Mode for the Statistics

7.1 Introduction

“IP Traffic — Test & Measure” allows calculating a set of statistics associated to every part of this
tool:

e |P Generator
e |P Answering
e Traffic Sniffer

e Traffic Observer

The statistics can be calculated on-line (real time mode) or off-line (differed time).

The off-line mode requires to have analyzed two sniffed traffic files (the local traffic file and the
remote traffic file sent back on the local machine) and allows to calculate parameters such as the
PER quality (Packet Erasure Rate) and the packet transit delay.

A sniffed traffic file is captured by the “Traffic Sniffer” module (with filters customizable by the
user) which stores on hard disk and timestamps all the IP frames sent and received.
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7.2 Statistics computed by “IP Traffic — Test & Measure”

7.2.1 Reference points to compute the statistics

“““““““““ Web browser | IP applications
: . FTP :
S /P Traffic
- - - = ZwueewnUp cppplicative’ point of reference
| (used by IP Traffic to calculate
| TCP | | upp | statistics in the generator and
IP answering modules)
. == ‘ ————————————— - ‘Time’ point of reference (sniffer)
1 —l (used by the sniffer to timestamp
/E’ﬁrl_i{ﬁﬁiﬁ%'ﬁ\%@\ Drivers IP packets sent and received)
= +
access products
Ethernet

o ' ' N  Celular
ISDN / / l Wireless

ATM PSTN  satellite

Two points of reference are used by the “IP Traffic — Test & Measure” software.
o ‘Applicative’ point of reference

In the ‘IP Generator and the ‘IP Answering’ modules, statistics (e.g. throughput, RTT,...) are
calculated at the application level (above the TCP/IP stack). These statistics refer to data sent or
received by the “IP Traffic — Test & Measure” application, and are independent of the protocol
(TCP or UDP).

lllustration: the ‘Tx Throughput’ parameter displayed in the « IP Generator — Traffic +
Statistics » tab for each active IP connection, is computed by using the following formula:
data volume sent on the IP connection during the last seconds (defined by the
‘Throughput sampling period’ — this parameter is defined in the following paragraph and
represents the sampling period of the throughput. The transmitted volume of data
corresponds to the sum of the packet size sent at the WinSock2 interface (i.e. the
‘Applicative’ point of reference).

e ‘Time’ point of reference

The Traffic Sniffer uses this point of reference in order to timestamp IP packets sent and
received. Timestamp of packets is made at the nearest of the physical link (under the TCP/IP
stack). Therefore, “IP Traffic — Test & Measure” can identify lost and retransmitted IP packets.
Values and statistics of the ‘“Traffic Observer’ tab use this point of reference.

lllustration: the ‘IP Throughput snapshot’ parameter presented in this tab and valued for
each active IP connection, is calculated according to the following formula: volume of data
sent on the connection during the last second. The volume of data sent corresponds to the
sum of IP datagram with regard to the driver access except the IP header. At this level,
one sees really the totality of the transmitted data whatever the protocol used (for
example, TCP packets retransmission participate in the volume of data transmitted).
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7.2.2 Statistics description

This paragraph lists all statistics calculated by “IP Traffic — Test & Measure” for the different parts.
On-line statistics are blue colored and statistics only available off-line are red colored.

7.2.2.1 “IP Generator — Traffic + Statistics” tab

e Tx Throughput

e Rx Throughput

e Tx Packets Throughput
e Rx Packets Throughput
e Tx Packets

e Rx Packets

e Tx Volume

e RxVolume

o itter

e Volume to send

e Remaining volume

e Seq. numb errors (sequence numbering errors)
e RTT (Round Trip Time)

7.2.2.2 “IP Answering — Parameters + Statistics” tab

e Tx Throughput

e Rx Throughput

e Tx Packets Throughput
e Rx Packets Throughput
e Tx Packets

e Rx Packets

e Tx Volume

e RxVolume

o itter

e Volume to send

¢ Remaining volume

e Seq. numb errors (sequence numbering errors)

e Data not echoed
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7.2.2.3 The 'Traffic Observer' tab
With the on-line mode, the following parameters are displayed by the ‘Statistics display’ object:

= Table of values (if ‘Statistics display’ = values):

IP throughput snapshot

IP throughput average
UDP or TCP throughput

Inter packet delay

= Graph: IP Throughput with the statistical laws average, standard deviation and confidence
distance

= Graph: Inter packet delay with the statistical laws average, standard deviation and
confidence distance

With the off-line mode, the following parameters are displayed by the ‘Statistics display’ object:
= Table of values (if ‘Statistics display’ = values):
e |P throughput snapshot
e |P throughput average
e UDP or TCP throughput
e Inter packet delay
o Packet Erasure Rate (PER)
o Packet Transit Delay

= Graph: IP Throughput with the statistical laws average, standard deviation and confidence
distance

= Graph: Inter packet delay with the statistical laws average, standard deviation and
confidence distance

= Graph: PER quality with the statistical laws average, standard deviation and confidence
distance

= Graph: Packet transit delay with the statistical laws average, standard deviation and
confidence distance

= Tables of packets sent and received (if ‘Statistics display’ = Packet statistics and sniffed
traffic files have been previously processed)
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7.3 General parameters used to calculate the statistics

The ‘General parameters’ item of the ‘Configuration’ menu contains parameters used for display
and to calculate the statistics.

| T aff ] E |y = ' = - g [p— ntore v
iR S A s e s e Eral aramELETs: d]

Fefresh Time and Throughput Sampling Period

The refresh time parameter defines the frequency of statistics updates on *IF
Traffic". This parameter applies also to the statistics exportation processes.

The Throughput Sampling Period defines the number of seconds of traffic to take
in accountto calculate the throughput.

Fefresh time {1 to 60 seconds) 2
Throughput sampling period (1 to 60 seconds) a

TCP and LDP received Data Timeaut

These parameters concern the Sender Part anly. When there are no more data to
send, "IP Traffic" continues to receive data until the timeout expires. Then the
connhection is released. When the timeout is 0, the connection is stopped as soon
as there are no data to send.

Timeout for TGP packets echoed {1 to 9,995 ms) 500

Tirmeout for LIDP packets echoed (1 to 9,999 ms) oo

IF Traffic Buffer Size (30_RCVBLF and S0O_SMNDBUF)

The buffers used by "IP Traffic" to dialog with the Winsock APl influence the
throughput perormance for high speed network. The best performance can be
reached with a high buffer size. Change in one of these sizes concerns the new
connhections only.

Receive huffer size {1,024 to 500,000 hytes) | 8192
Tranzmit buffer size (1,024 to 500,000 bytes) | 8192

Acquisition period of statistics

This parameter is used to define the polling driver time in order to get statistics by
the "IP Traffic" application. This parameter defines the period to compute statistical
average presented inthe Traffic Observer' tab.

Acquisition period of statistics (10 to 60,000 ms) | 1000

0] Cancel |

Refresh time: this parameter defines the frequency to update the man machine interface. The
different statistical values are updated all the xx seconds (for all tabs) where xx is the value
defined by the user.

This parameter is also used to update the display of the following items:
o the ‘GPS’ state (if selected)
o the ‘ZClock’ state (if selected)
o the ‘Activity’ counter

e ‘File size’ and "Time before disk limit’ for the "Traffic Sniffer' activity

© ZTI, 2000-2005 Page 145/169



“IP Traffic — Test & Measure” User Guide Part 7: Calculation mode for statistics

Throughput sampling period: this parameter specifies the last traffic seconds to use in order to
calculate the throughput. More this value is high and more the average is smoothed. This
parameter is also used to calculate the IP throughput average parameter of the ‘Traffic
Observer’.

Acquisition period for statistics: this parameter is used by the “Traffic Sniffer” module to define
the frequency of data acquisition (i.e. the IP packets) at the driver level (under the TCP/IP stack).
This parameter is also used to generate traffic when “IP Traffic — Test & Measure” is in replay
mode.

The more the value is weak (without being lower than 10 ms) and the more one obtains samples
for the calculation of the statistics. In return more and more records are saved in the statistics
export file (if this option is selected) and the CPU load is increased by the number of statistical
calculations to be realized.

Notes

Every second, the following processes are realized:

+ Calculation of the CPU load (‘Activity’ counter),

+ Calculation of the statistics for activity (‘IP Generator Activity’ and ‘IP Answering Activity’ displayed at the
bottom of the “IP Traffic — Test & Measure” main window).

Every 5 seconds, update of ‘Activity Sniffer’ is made (see ‘Traffic Sniffer’ - Traffic overview during capture).

These values of 1 and 5 seconds are not customizable and are fixed in the current version of the software.
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7.4 Detailed description for calculation of the statistics

7.41 The'IP Generator — Traffic + Statistics' tab
The statistics in this tab are calculated at the ‘Applicative’ point of reference.

Tx Throughput = volume of data sent on the connection during the last seconds considered for
calculation (see above description of the ‘Throughput sampling period 'parameter).

Rx Throughput = volume of data received on the connection during the last seconds considered
for calculation (see above description of the ‘Throughput sampling period 'parameter).

Tx Packets Throughput = number of data packets sent on the connection during the last
seconds considered for calculation (see above description of the ‘Throughput sampling period
‘parameter). This statistic is only available with the UDP connections.

Rx Packets Throughput = number of data packets received on the connection during the last
seconds considered for calculation (see above description of the ‘Throughput sampling period
‘parameter). This statistic is only available with the UDP connections.

Tx Packets = It is the number of data packets sent on the connection. This statistic is only
available with the UDP connections, because the TCP stack for the TCP connections cuts data to
send in one or more TCP packets.

Rx Packets = It is the number of data packets received on the connection. This statistic is only
available with the UDP connections, because the TCP stack for the TCP connections cuts data to
send in one or more TCP packets.

Tx Volume = it’'s the number of data bytes sent on the connection.
Rx Volume = it's the number of data bytes received on the connection.

Jitter = Jitter is the mean variation of delays on packets received. This value is only available
when the Timecode option is selected. This value corresponds to either the mean one-way
variation (remote 'IP Answering' = Absorber Generator mode) or the mean two-ways variation
(remote 'IP Answering' = Echoer mode).

Volume to send = Size of data (in bytes) to send on the connection. This information is displayed
only if the ‘IP Generator’ can give this value, as by example for a file or for a mathematical law.

Remaining volume = size of data (in bytes) remaining to send on the connection. This
information is available only if the ‘Volume to send’ parameter has been calculated.

Seq. numb errors (sequence numbering errors) = it's the number of packets whose sequence
number is not correct. This value is present only if the packets include the Timecode information.
For each received packet, the process to find the Timecode information is applied. If the RTT
identifier is found, “IP Traffic — Test & Measure” tests if the sequence number for the received
packet follows the sequence number of the previous received packet. If an error is detected, the
‘Sequence numbering errors’ parameter is incremented. To calculate this parameter, the remote
‘IP Answering’ module must be configured in ‘echoer’ mode (each packet received is transmitted
to the originator).

RTT (Round Trip Time) = average of the differences between the sending times and the
receiving times (the multimedia timers of the OS are used, giving an accuracy of 1 ms — Microsoft
information).

To calculate this parameter, the remote must be configured in echoer mode for the connection.

Remark

The “IP Generator” builds data packets according to parameters defined by the user (contents,
size and inter packet delay). The data packets are then provided to the Winsock 2 interface to be
sent by the TCP/IP stack with the selected protocol (TCP or UDP). The volume of data sent or
received does not include the encapsulated data added by the TCP/IP stack.
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RTT information

The information necessary to calculate the RTT parameter is included in each data packet, at
the beginning of the data.

Format of the RTT header (in little endian notation) is structured as follows:

4 bytes magic number (always 0x54 0x87 0x54 0x41)

4 bytes sequence number

16 bytes time when sent

2 bytes length (without the RTT header)

7.4.2 The'IP Answering — Parameters + Statistics' tab

The statistics in this tab are calculated at the ‘Applicative’ point of reference.
Tx Throughput = see previous description above.

Rx Throughput = see previous description above.

Tx Packets Throughput = see previous description above.

Rx Packets Throughput = see previous description above.

Tx Packets = see previous description above.

Rx Packets = see previous description above.

Tx Volume = see previous description above.

Rx Volume = see previous description above.

Jitter = Jitter is the mean variation of delays on packets received. This value is only available
when the Timecode option is selected (on the remote 'IP Generator'). This value corresponds to
the mean one-way variation only.

Volume to send = see previous description above.
Remaining volume = see previous description above.
Seq. numb errors (sequence numbering errors) = see previous description above.

Data not echoed = this information is available only if the working mode of the connection is
defined as ‘Echoer’ or ‘Echoer file’ and indicates that the “IP Answering’ module has not been
able to re-send data due to the TCP/IP stack performances.

For an UDP connection, it's the number of packets not re-sent.

For a TCP connection, it's the number of bytes not re-sent.
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7.4.3 The 'Traffic Observer' tab
The statistics in this tab are calculated at the driver level (under the TCP/IP stack).

The parameters described in this paragraph are calculated for each active connection. As a
connection can send and receive simultaneously data, the two values Tx (Transmit) and Rx
(Receive) are calculated for each parameter.

Calculation is made simultaneously for the 32 connections (16 for the ‘IP Generator’ module and
16 for the ‘IP Answering’ module).

Definition of terms used in this paragraph:

e the term ‘IP data’ does not include the IP header.

¢ the term ‘protocol data’ does not include the IP header and the specific header of the
protocol. In this way for a TCP connection, the ACKnowledge packet does not contain
data.

¢ Most values displayed in the ‘Traffic Observer’ tab are ‘snapshot’ values.

7.4.3.1 Calculation of instantaneous values

The coherence between the numerical values “Statistical values” and their graphical display is
respected by using the following rules:

e The scale unit defined by the ‘Time scale’ parameter for the graph allows calculating the
number of milliseconds of traffic for 1 pixel.

e For each data acquisition (see description of the ‘Acquisition period for statistics’ parameter in
general parameters used for statistics), “IP Traffic — Test & Measure” updates the statistics
with the following manner:

= Example 1: a pixel is valued to 30 ms and ‘Acquisition period for statistics’ is valued to 100
(ms).
- First data acquisition: data associated to the pixels number 1, 2 and 3 correspond to
90% of the acquisition. The rest of 10% is used with the next acquisition.

- Second data acquisition: the previous rest (10%) added to the 20% of the new
acquisition are associated to the pixel number 4, then 30 % for pixel #5 and 30% for
pixel #6. The rest of 20% will be used with the next acquisition.

= Example 2: a pixel is valued to 200 ms and ‘Acquisition period for statistics’ is valued to 80
(ms).
- First data acquisition: there is not enough data to associate to one pixel. Data is put
aside (the rest for the next acquisition is 80 ms).

- Second data acquisition: the rest and the new data are not sufficient to correspond to 1
pixel. The new rest is then 160 ms.

- Third data acquisition: the rest and new data can be associated to pixel #1 (this pixel
represents the two first acquisitions and 50% of the third). Then the rest is 50% that
will be used with the next acquisition.

The ‘snapshot’ value is the last calculated value allocated to a pixel.

7.4.3.2 Triggers update

Each time a value is allocated to a pixel, the comparison is made with the trigger values. Then the
min or max trigger value is updated if the value exceeds the threshold.
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7.4.3.3 Calculation of parameters displayed in the “Statistical values” table

IP throughput snapshot = instantaneous throughput calculated by using the IP data volume
received on the connection.

IP throughput average = average of the IP throughput by using the IP data volume received on
the connection during the last seconds used for calculation (see the ‘Throughput sampling period’
parameter)

UDP or TCP throughput = instantaneous throughput calculated by using the protocol data
volume received on the connection.

Inter packet delay = instantaneous average distance from time between two successive received
IP packets, calculated by dividing the sum of the distances by the number of received packets.

Packet Erasure Rate (PER) = instantaneous rate of loss packets, expressed in percentage of the
number of packets not received with regard to the number of packets sent.

Packet transit delay = instantaneous delay for the transfer of packets. It's the average of the
transfer delays for all packets exchanged between two “IP Traffic — Test & Measure” machines.
The transfer delay (named ‘transit delay’) for a packet is the difference of time between the time
when the packet has been sent and the time when the packet has been received.

Both times — sent and received time - are stored in the record of the capture file made by the
‘Traffic Sniffer’.

7.4.3.4 Statistical laws for the graphs
“IP Traffic — Test & Measure” allows displaying four graphs for the following parameters:

IP Throughput = corresponds to the ‘IP throughput snapshot’ parameter (see above)
Inter packet delay = corresponds to the ‘Inter packet delay’ parameter (see above)
PER quality = corresponds to the ‘Packet Erasure Rate (PER) parameter (see above)
Packet transit delay = corresponds to the ‘Packet transit delay’ parameter (see above)
For these parameters, three statistical laws are calculated and can be displayed:

- Average

- Standard deviation

- Confidence distance

Formulas used to calculate these variables:

n

S

i=1

n

e Averagem: m =

N2
2x,
e Standard deviation o: o =+/v (with variance v defined as: v=-"1——m")
n

e Confidence distance : 95.45 % of the values are between (m —2c) and (m+20) .

Notes:

- n is the minimum between the number of calculated pixels and the number of displayed
pixels.

- the confidence distance is calculated only at the time of display.
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Part 8: Annexes

8.1 Description of the Mathematical Laws used by “IP Traffic — Test &
Measure”

“IP Traffic — Test & Measure” is based on the use of random number generation laws to

determine the starting time connection and data volume to send, and for the inter packet delay in

the ‘IP Generator module. Four mathematical laws are offered. Uniform, Exponential and Gauss

laws are used for starting time connection and data volume. Pareto’s law is only used for data
volume. The mathematical laws are used:

= For the unitary mode when the mathematical law data source is selected. In this case, only
data volume laws are available.

= For the automatic mode: starting time connection generation and data volumes laws are
required parameters.

Hereafter is a detailed description of each mathematical law.

8.1.1 Uniform Law
% Presentation:

The Uniform law has two parameters: o and B. It generates a random number included uniformly
between a and B. If a is equal to B, the generated number is always o = .

With the Uniform law, the units used are millisecond for the starting time connection generation
laws and byte for the data volume to send laws.

< Mathematical function:

Uniform law on (a, ) range

fx)=1/(f-a) if a<x<pf
f(x)=0 else

R/

% Uniform law - example of generated values for 1000000 draws for this law with: a =0 and
S =100.

The factor 1000000 is because the figure intents to show the actual behavior of the random
generator. To do that, we draw 1000000 times a random value and count the actual frequencies.
The theoretical (= calculated values) curve and actual (= generated values) curve are displayed
below.

Uniform law

10 300.00
10 200.00 4 Generated values
10 100.00 §
10 000.00 - Calculated values

9900.00 +

9800.00 +

Frequencies

970000 -

960000 4

9500.00 +

940000 -

9 300,00 ~HHHHHHHHHHHHHHHHHHHHHH A

mmmmmmmmmmmmmmmmmmmmmmmmm
mmmmmmmmmmmmmmmmmmmmmm

Values
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8.1.2 Exponential Law
s Presentation

The Exponential law has only one parameter: A. The more X is small, the more the power of 10 of
the generated number is high.

The unit is the millisecond for the starting time connections generation laws and byte for the data
volume laws.

s Mathematical function:
Exponential law (4 > 0)
f(x)=Ae™ if x>0
f(x)=0 if x<0
% Exponential law - example of generated values for 1000000 draws with: A =0,1.

The factor 1000000 is because the figure intents to show the actual behavior of the random
generator (not to show the theory of the exponential law). To do that, we draw 1000000 times a
random value and count the actual frequencies. The theoretical (=calculated values) and actual
(=generated values) curves match perfectly for bigger values.

120 000.00 1

Exponential law (linear scale)
100 000.00

80 000.00 +

Calculated values

60 000.00 +

Fregquencies

40000.00 +

20000.00 +

IRER R
bt [oy) (s3] o P — o 1) P — Lo (s3] " P = Lo (s3] o =
™ o™ [} o o =t =+ = L o oW o w0 P L ] o o (s3] (s3]

Values
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100 000.00

10 000.00

1000.00 4

Frequencies

100.00 4

10.00

1.00 4

— . m M re

Exponential lavw (logaritmic scale)

P~ — W m M P — Dm0 e
Mmo= = S D bW @ @ ke om

Values

s Exponential law- Table of generated values:

W om M e
o @ m W

Values Starting time laws results | Data volume laws results
r=1 10 ms 10 bytes
A=0,1 100 ms 100 bytes
A =0,01 1s 1 Kbytes
A =0,001 10s 10 Kbytes
A =0,0001 1mn43 100 Kbytes
A =0,00001 17mn19 1 Mbytes
A =0,000001 2h53 10 Mbytes
Precision limit for A
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8.1.3 Law of Pareto
< Presentation:

This mathematical law is available only for data volume generation in the unitary and automatic
mode.

The law of Pareto is based on two parameters: @ and f. @ unit is the final unit of the volume.
does not have unit because it represents a coefficient of variation of result around ¢ value.

The following values have been noticed:

S=1000 Result very near to @

£ =100 Result very near to @

p=15 Result between the interval [a, a x 2] (estimation)

[=1 Result between the interval [a, £, fis very high (& x 1000000)
ﬂ’= 0,1 Result two high — Calculation bursting.

The law of Pareto offers the advantage to generate a result statistically very near to a, but it can
generate in some exceptional cases a number very far from a.

» Mathematical function:
Pareto law (a, f > 0)

f(x)=fa’x"" if x>a
f(x)=0 if x<a

% Pareto Law - example of generated values for 1000000 5a” x”~" with: =10 and B =1.

120 000.00 +
100 000.00 + Generated values
Pareto law { linear scale)

80 000.00 +

60 000.00 +

Frequencies

40000.00 +

20000.00 +

Calculated values

Values
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8.1.4 Gauss law
< Presentation:

The Gauss law has two parameters: u (average) and o (standard deviation).

With this law, the unit used is the millisecond for the starting time connection generation laws and
byte for the data volume to send laws.

R/

% Mathematical function:
Gauss law on (- o0,+w) range

(x—p)
26"

for x e R, with average g and variance 02

1
f(x)—me

Y/

% Gauss law - example of generated values with: =50 and o =10.

45 000.00 +

40 000.00 + Gauss law (linear scale)

35000.00 +

30 000.00 +

25000.00 +

20 000.00 +

Frequencies

15 000.00 + Generated values

Calculated values

10 000.00 +

5000.00 +

0.00 -+ T T
~— [te} (2] ™ N~ — Te) D (%] N~ ~— 0 [=2] (52 N~ — 0 D ™ ~ - 0 (o2} e} N~
~— — N N N [3] (3] < < < 0 Te] © © © ~ ~ o @ [ce] (o2} [<2]

Values
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8.2 “IP Traffic — Test & Measure” Traces

In case of problem when using “IP Traffic — Test & Measure”, the trace functionality allows to
retrieve in a file or in a debug window, information regarding Winsock exchanges made by “IP
Traffic — Test & Measure”.

Traces activation is done by modifying directly in the registry database of Windows, the value of
DebuglLevel in the key \HKEY_LOCAL_MACHINE\SOFTWARE\PTraffic.

TraceFile parameter defines the name for the file receiving traces (by default DEBUG.LOG).

The user shall reset the content of this file manually to avoid disk space wasting. If the TraceFile
parameter is not selected (empty chain), traces are sent to the debug standard output -via
OutputDebugString- in external tools trace (e.g. ‘Softlce’ from Compuware, the Microsoft
Development environment).

“IP Traffic — Test & Measure” must be restarted after
“‘Debuglevel” or “TraceFile” parameter modification.

8.3 Configuration parameters saved in the Registry database
The based key to access these parameters is \HKEY LOCAL MACHINE\Software\IPTraffic.

Key name

Type

Default value
(dec)

Description

DEBUGLEVEL

REG_DWORD

0x00000000
0x00000001
0x00000002
0x00000010
0x00000080

0x00000100

0x00000400

0x00001000

0x00002000

0x00004000
0x00008000

0x00010000
0x00020000
0x00040000
0x00080000

0x00100000

No trace.

Add errors in the trace.

Important information for the ZTI support.

Add verbose information used by the ZTI support.
Save debug information into a file specified by the
DEBUGFILENAME key.

Add the current time to each trace message.
Add intermediate value computed during the
statistics process providing information to the
Observer Tab.

Detail the operation of the Sniffer Analyzer when
splitting a captured file into data files replay.
Detail operations of the IP Answering (Receiver
verbose mode).

Provide information via the GPS.

Detail operations of the Sender (Sender verbose
mode).

Detail operations when the Replay mode is used
(Replay verbose mode).

Detail operations for the Off-line mode.

Provide information for the Remote control mode.
Specific flag for statistics generated at the 'IP
Generator' and 'IP Answering' levels.

IP Traffic-API specific traces which details
exchanges between the external application and
IP Traffic

DEBUGFILENAME

REG_SZ

DEBUG.LOG

Filename to save the traces.

DEPTHFORPACKETANALYSIS

REG_DWORD

500

Parameter used in the search algorithm of the 'Traffic Observer'
to calculate the packets statistics. Use a higher value if needed.

UDPINACTIVITY

REG_DWORD

10

For UDP connections, timer (expressed in seconds) used in the
Absorber/Generator mode to identify a connection has stopped
(10 seconds by default). In such a case, the generator stops too.

TCPINACTIVITY

REG_DWORD

10

For TCP connections, timer (expressed in seconds) to detect the
'IP Generator' has stopped the connection (10 seconds by
default). The TCP connection is closed by "IP Traffic".
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Key name Type va?::a(zletc) Description
Maximal period (expressed in milliseconds) allocated to
SENDTIMEOUT REG DWORD 500 send/receive data (default is 500 milliseconds).
B Use a higher value for IP network with low throughput or with
high latency (for example: 10000)
TCPCONNECTRETRYCOUNTER REG_DWORD 0x1 Number of retry to establish a TCP connection
TCPNODELAY REG_DWORD 0x0 0x0 : Nagle algorithm enabled
Other value: Nagle algorithm disabled
Buffer size (expressed in bytes) used by "IP Traffic" to get TCP
TCPRECEIVERPACKETSIZE REG DWORD 8192 data from the Winsock?2 interface. It is not the MTU. If the size
B is big then the performances are better because Winsock 2 is
called less often. Max value = 65,535
When the file downloading is active, this timer (expressed in
FILETRANSFERINACTIVITY REG_DWORD 5 seconds) is used to detect the sender has stopped the
connection (5 seconds by default). The file transfer connection
is closed by "IP Traffic" when the timer is reached.
Maximum size of a packet used during a file transfer.
REG_DWORD 1460

FILETRANSFERPACKETSIZE

(Expressed in bytes. Default value = 1460. Max value =
65,535).

Warning: "IP Traffic — Test & Measure” must be restarted
after each modification of these parameters.

The following registry values list is given for information ONLY.

Default it
Key name Type value (dec) Description
ACROREADINFO REG_SZ 20050412 | pate (YYYYMMDD) of the "IP Traffic" help file in PDF format
When a command is sent to Acrobat, it should answer within
ACROREADTIMER REG_DWORD 30 this timeout value, otherwise an error message will be
generated (Expressed in second)
HELP-GENERAL REG_DWORD 8 Page number where general help is located
HELP-OBSERVER REG_DWORD 119 Page number where the 'Traffic Observer' tab help is located
HELP-AUTOMATICMODE REG_DWORD 82 Page number where 'Generator Automatic' help is located
HELP-UNITARYMODE REG_DWORD 72 Page number where 'Generator Unitary' help is located
HELP-SNIFFER REG_DWORD 114 Page number where 'Traffic Sniffer' tab help is located
HELP-GPS REG_DWORD 53 Page number where GPS configuration help is located
HELP-REPLAYMODE REG_DWORD 86 Page number where Replay operation help is located
HELP-REPLAYMODE-RCV REG_DWORD 106 Page number where Replay operation for the 'IP Answering' tab
help is located
HELP-FILEMANAGER REG_DWORD 52 Page number where File Operating modes help is located
HELP-EXPORTSTATS-SENDER REG_DWORD 90 E)ig?egumber where Export IP Generator statistics help is
HELP-EXPORTSTATS-RECEIVER REG_DWORD 109 llzig?egumber where Export IP Answering statistics help is
HELP-PARAMCNX-SENDER REG_DWORD 68 IF’age gumber where IP Generator network interface help is
ocate
HELP-FILEDOWNLOADING REG_DWORD 58 Page number where File Downloading help is located
HELP-PARAMCNX-RECEIVER REG_DWORD 100 Eig?egumber where IP Answering network interface help is
AUTOMATION PATH REG_SZ Full pa”t’h name Fo Aut_IPTraff .exe (“Automation Tool for IP
Traffic” binary file.
IPTRAFFICPATH REG_Sz Full path name to the “IP Traffic - Test & Measure” binary file.
CURRENTVERSION REG_SZ V2.3.0 | current version installed.
REG_SZ Selected installation path (‘[Your Windows Drive]\Program

INSTALLATIONPATH

Files\IP Traffic’ by default.
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8.4 Default Value of a Context

The default values when opening a new context are:

¢ |IP Generator parameters

IP address NO_ADDRESS

Port Number 2009

Protocol TCP

Testing mode  Unitary mode Data source Packet generator (number of

packets: infinite, packet
contents: fix = 5A)

¢ IP Answering parameters

Packets size

Fix = 1460 bytes

Inter Packet Delay

Fix =20 ms

RTT option

No

IP address ANY_ADDRESS
Port number 2009
Protocol TCP
Receiving working mode | Absorber
+ Configuration
TCP stack parameters
| TCP Buffer size
S0_RCVBUF 8192
S0_SNDBUF 8192
| TCP Windows size
TCPWindowSize |Windows configuration dependant
SACKS Options Windows configuration dependant

Display parameters

Refresh time 2s
Throughput sampling period 5s
Connection parameters

Timeout for TCP packets echoed 500 ms
Timeout for UDP packets echoed 700 ms
Acquisition period for statistics 1000 ms

File Operating Modes parameter

| File Operating Mode

| Overwrite
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¢ File transfer

Port number 2500

¢ Remote port

Port number 2600

¢ GPS parameter

Port number COM1

Speed 9600

Data 8 bytes

Stop 1 bit

Parity Odd

¢ Traffic Observer

Mode Generator

Statistics display Values

+ Graphical units

UNIT Value Trigger

IP throughput 0-100 Kb/s 10-90 Kb/s
Inter packet delay 0-50 ms 10-90 ms
PER quality 0-100 10-90
Packet transit delay 0-1000 ms 100-900 ms
+ Driver polling interval

Period 1000 ms

+ Shniffer

Auto refresh period 5s
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8.5 External File for the ‘IP Generator’ module
The IP Generator module can use an external file defined by the user. Information of this file is
used to send data packets on an IP connection. This file is independent of the specified protocol
(UDP or TCP).
The file is composed of two sections: [HEADER] and [DATA].

Section [HEADER] : Code, Parameters

Section [DATA] : data size, delay (in milliseconds) before sending of next packet

Example of external data file [generation of random characters comprised between 32(decimal

value) and 48 (decimal value)]

; Sanpl e DataFile for «IP Traffic» generator
Section [HEADER] defines the content

; 1, char = fix character
; 2, cmn, cmax = random char act er
; 3, ¢cl1, c2 = alternate character
; 4, Fil eNane = Content is based on a file
[ HEADER]
2, 32, 48
[ DATA]
100, 20
200, 10
300, 30
400, 40
500, 5
600, 50
700, 60
800, 70
10, 80
20, 10
30, 20
40, 30
50, 50
60, 60
70, 100
80, 200

Section [HEADER] : Code, Parameters

Code | Meaning Parameters Example
1 Fix character Char to use 1,7
2 Random character | Char 1 (min), Char 2 (max) 2,32,48
3 Alternate character |Char 1, Char 2 3, x32,x48
4 File Filename 4, C:\Temp\test.bin

Coding of characters:

e character between quotes, e.g. ‘Z’
e decimal value, e.g. 32

e hexadecimal value, e.g. X32

8.6 External DLL for the ‘IP Generator’ module

This external DLL is loaded by the 'IP Generator' module. This DLL must offer three entry points
described in the following paragraphs:
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- Trafficlnit

- PacketDelay

- PacketData

An example of external DLL is available. See the directory IPTraffic\SAMPLES\User-DLL with all
files to compile and generate the DLL (DlISample.dll).

8.6.1 Trafficlnit

BOOL CALLBACK Trafficlnit( int CnxID, unsigned long IPAddr, unsigned char protocol, unsigned
port)

To init a new connection identified by par CnxID.

Parameters:

CnxID Connection identifier

IPAddr Remote IP address

Protocol Protocol to use (UDP or TCP)
Port Port number

Return codes:
True The DLL is ready to provide data to the IP Generator.

False The DLL can’t provide data. The complementary error code is handled by the
DLL and the DLL must warn the user directly.

Remark:

When a connection must use an external DLL, the IP Generator module verifies that the DLL is
present (via LoadLibrary). Then it looks for the 3 required entry points. Trafficlnit() is called when
a connection is established with the remote.

8.6.2 PacketDelay

BOOL CALLBACK PacketDelay( int CnxID, unsigned long *pulDelay)

Parameters:
CnxID Connection identifier
pulDelay Address for delay expressed in milliseconds

Return codes:
True The DLL has provided the delay for the next packet. If this delay equals 0, the
IP Generator calls immediately PacketData().

False The DLL has not provided a delay. The connection is stopped by the IP
generator.

Remark:
The PacketDelay() function is used to get the delay before a new packet contents.
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8.6.3 PacketData

BOOL CALLBACK PacketData( int CnxID, unsigned short usBufferSize, unsigned char *pBuffer,
unsigned short *pusUsedSize)

Parameters:
CnxID Connection identifier

usBufferSize Max size of the buffer (pBuffer)
pBuffer Address of data to send

pusUsedSize Address of the data size to send. If size equals 0, a new delay is asked.
To avoid a ‘deadlock’, it is not authorized to provide more than 2 data packets with

a zero size.
Return codes:
True The DLL has provided data to send immediately.
False The DLL has not provided data. Connection is stopped by the IP Generator.

Remark:
Before calling the PacketData() function, the buffer pointed by pBuffer is initialized with zeros. The
used length is initialized with zeros. The maximum size is 1460 in the sample.
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Part 9: Examples of sniffed traffic files

Six traffic captured files are provided to illustrate the off-line analysis:

- Example 1: two files without use of the GPS Kit and the ZClock module
(Sample1_PC#A.Trc and Sample1_PC#B.Trc)

- Example 2: two files with use of the GPS Kit
(Sample2_PC#A_with_GPS.Trc and Sample2_PC#B_with_GPS.Trc)

- Example 3: two files with use of the GPS Kit and the ZClock module
(Sample3_PC#A_with_GPS&ZClock.Trc and Sample3_PC#B_with_GPS&ZClock.Trc)

The test configuration used to generate these traffic files is defined as below:

PC#A PC#B
192.168.0.30 192.168.0.130

1 UDP connection

» Port = 2011

IP Network

==

with impairments
/ BEEEEE_ por - 2010 < .
IP Traffic 1 TCP connection IP Traffic
« Sniffer » « Sniffer »
File SampleX_PC#A---.trc File SampleX_PC#B---.1rc

Example 1: no GPS kit and no ZClock module

|'“L’-‘ Jraiiice Es e asaTE s T e a s s A et N rai e ES
Sniffed Traffic Files by the Traffic Sniffer
[&) |G:‘\F‘rogram Filez\IP TraffichSamplel_PCHA Trc Browse

i

(B |G:'\F'n:ugram FileshIP TraffichS amplel_PCHE. Tre Browse
[&]): Local File of captured Traffic [used az reference for the analyziz) (8] <--3[)
[B]: Remate File of captured Traffic

Start Analysiz

Cancel
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By pressing the « Start Analysis » button, the following window is displayed.

I S T T e S W E e T e D e S DT A e e d R i I I ES

Step 1: Files Overview
(&) |G:\F'mgram FileshF TraffichSamplel_PCHA Trc

(B): |G:\Program Files\IP TraffichSamplel_PCHE Trc

Collapze Expand |

+1192.168.0.130 --» 192,168,030 (5007 Pkts - 1 Connection(z] |
+192.168.0.30 > 192.168.0.130 (7504 Pkts - 2 Connection(s] ]

(A) is used as reference for the analysis

+ [ 192.168.0.130 > 192.168.0.30 (5004 Pkts - 1 Cannection(s) ]
- 152 168.0.30 > 192 168.0.130 (7507 Pktz - 2 Connection(z] |
Fortz: 2010 -» 1055 (Protocol: TCP)
Ports: 1066 --» 2017 [Protocol: UDP)

Fackets scanned: 12511 [finizhed) Fackets zcanned: 12511 [finished)

YWhen the zcan iz complete, pleasze select in [A] 2 couple of IP addresses or connections for & couple of IP addresses. Then go to Step 2
Mote: If you expect to replay connections, pleasze select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source Destination Others ...
W IP &ddress W P Address v ldentification [P header figld)
v Part Mumber v Port Number

Statuz  |Synchro Found (File &: Packet #1 <-> File B: Packet #1]

[Sten |

You can now do the Step 3

Step 3: Analysis to compute "Packets Statistics”
Mumber of packets analyzed: 26022 / 26022 (100 % processed)

Synthesis of the Analysis made on these two Files
Couple of IP Addreszes selected: 192.168.0.30 <> 152 168.0.130
Mumber of Packets found comesponding to the Search Criteria; 12514
MWumber of UDF Connections found: 1
Mumber of TCP Connections found: 1
Replay Traffic Duration: 1 mn 57 =

Processing of the sniffed traffic filzz iz endad, you can now press "OK"

Cancel

In the Step 1 the couple of IP addresses 192.168.0.30 = 192.168.0.130 is selected. Then the
synchronization between these two files is founded for the step 2. After running the step 3, the
synthesis is displayed showing 1 TCP and 1 UDP connections.

By using the “Packet Statistics” option, the following results are displayed.
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Offline Packet Statistics

| Computer A ==> Computer B | Computer B ==> Computer A
IP address of A: 192.168.0.30 IP address of B 192168.0.130

Time (UTC) Sta.. | Tra.. | Port-».. | IP size (pro.. | |denti.. Tirme (UTC) Sta.. | Tra..  Port-» ... | IP size (pro... | ldenti..
(B22:00:43 428 Sent .. 2010-1. 43 (TCP)  xD013 — |(DZ22:00:43.420  Sent .. 108522 48 (TCP)  «B441 b |
PC22:00:43.451  Sent 0O(7) 2010-=1.. 40 (TCPy  xDO14 PC22:00:43.420  Sent 04 10852, A0 (TCF) w5442
PC22:00:43.490  Sent 0(7) 2010-=1... 40 (TP «D01a PC22:00:43.423  Sent 1(7) 10552, 1800 (TCF) w5443
PC22:00:43.530  Sent 0(7) 2010-»1... 40 (TCP)  xDO16 PC22:00:43.442  Sent 1(7) 108522 1800 (TCF)  xB444
PC22:00:43.570  Sent 0O(7) 2010-=1.. 40 (TCPy  =DO17 PC22:00:43.462  Sent 1(M 10852, 1500 (TCF) w5445
PC22:00:43.611  Sent 0(7) 2010-=1... 40 (TP «D01E PC22:00:43.481  Sent 1(7) 1055->2.. 1800 (TCF)  xBd446
PC22:00:43.651  Sent 0(7) 2010-»1... 40 (TCP)  xD0O19 PC22:00:43.501  Sent  1(7) 108522, 1800 (TCF)  xB447
PC22:00:43.681  Sent 0O(7 2010-=1.. 40 (TCP)  «DOMA PC22:00:43.521  Sent  1(M 10852, 1500 (TCF)  x5448
PC22:00:43.731  Sent 0(7) 2010-»1.. 40 (TP <DOE PC22:00:43.541  Sent 1(7) 10552, 1800 (TCF)  xB449
PC22:00:43.771  Sent 0(7) 2010-»1... 40 (TCP)  xDO1C PC22:00:43.561  Sent 1(7) 108522 1800 (TCF)  wB44A
PC22:00:43.810  Sent 0O(7) 2010-=1.. 40 (TCPy  «DOMD PC22:00:43.582  Sent 1(M 10852 1500 (TR «B44B
PC22:00:43.850 Sent 0(7) 2010-=1... 40 (TP «xDOME PC22:00:43.602 Sent 2(7) 1055->2.. 1800 (TCF)  xB44C
PLIMNAR RS0 Sant 007 01 AN TP mn|1 F PLIIMMA3RI? Sant 1 6™ ANRA.=D 1RNN (TR \{Rdlfll']
Port -= Port(Prat. . | Packets | Lost | %L | Delay | Jitter | Part -> Port{Prat... | Packets | Lost | %L | Delay | Jitter |
Total Computer A 7807 3 0% 120 ms 1 ms Total Computer B 5007 3 0% 8 ms 0ms
1066 -= 2011 (UDP) 5000 3 0% 178 ms 1 ms 1085 -= 2010 (TCP) s007 3 0% B ms 0 ms
2010 -= 1055 (TCH) 2507 0 0% G s 0 ms

In this example, 3 UDP packets have been lost and the transit delay has an average of 178 ms
for the UDP connection. 3 TCP packets sent by the PC #B have been lost and the average for the

transit delay is 7 ms.

Note:

The ‘Transit ...” column contains the symbols (?) to indicate that the accuracy for measurement
cannot be defined (no common clock reference between the PCs and the PC clock is used for
packet time stamping by the IP Traffic Sniffer when capturing the packets).

Example 2: use of the GPS kit and no ZClock module

ol R I 0 G S LA B ST

Sniffed Traffic Fles by the Traffic Sniffer

S Rnes NS s e N rai e Es

[&) |G:‘\F‘rogram Filez\IP TraffichSample2_PCHA_with GPS.Trc

[B): |G:'\F'n:ugram FilehP TraffichS ample2 PCHE_with_GPS.Trc

[&]): Local File of captured Traffic [used az reference for the analyziz)

[B]: Remate File of captured Traffic

Start Analysiz

Cancel

(4] <[]

Browse
[_Bowse |

Browze

By pressing the « Start Analysis » button, the following window is displayed.
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iles

[ e R i B S S E S T e D s S DT R e LU I B

Step 1: Files Overview
[&): |G:\F'mgram Files\P TraffichS ample2_PCHe_with_GPS. Tre

(B): |G:\Pragram Files\|P TraffichSample2_PCHE_with_GPS.Trc

Collapze | Expand |

+-192.168.0.30 - 132.168.0.130 7503 Pkts - 2 Connection(s] |
+192.168.0.130 --» 192.168.0.30 (5007 Pkts - 1 Connection(s] |

(A) is used as reference for the analysis

= 1592 168.0.30 > 192.168.0.130 (7508 Pktz - 2 Connection(z] |
Forts: 10684 - 20171 [Protocol: UDP)
Ports: 2010 -3 1053 (Protocol: TCP)

+ [0 192.168.0.130 > 192.168.0.30 (5003 Pkt - 1 Cannection(s) |

FPackets scanned: 12511 [finizhed) FPackets zcanned: 12510 (finished)

YWwhen the zcan is complete, please select in [&] a couple of IP addresses or connections for a couple of IP addreszes. Then go to Step 2
Mote: If you expect to replay connections, pleasze select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source Destination Others ...
W IP &ddress W IP Address W Identification [IF header fizld)
¥ Part Humber v Part Mumber

Statuz  Synchro Found (File &: Packet #1 <--> File B: Packet #1)

[ Simesean |

You can now do the Step 3

Step 3: Analysis to compute "Packets Statistics™
Murnber of packets analysed: 25021 / 25021 (100 % processed)

Synthesis of the Analysis made on these two Files
Couple of IP Addresses selected: 192.168.0.30 <> 152 168.0.130
Mumber of Fackets found corresponding to the Search Criteria: 12515
Mumber of UDP Connections found: 1
Mumber of TCP Connections found: 1
Replay Traffic Duration: 2 mn 04 5

Frocessing of the sniffed traffic files iz ended, pou can now press "OK"

[1]% Cancel

In Step 1, the couple of IP addresses 192.168.0.30 =» 192.168.0.130 is selected. Then the
synchronization between these two files is founded for the step 2. After running the step 3, the

synthesis is displayed showing 1 TCP and 1 UDP connections.
By using the “Packet Statistics” option, the following results are displayed.
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Offline Packet Statistics

| Computer A ==> Computer B | Computer B ==> Computer A

IP address of A 192.168.0.30 IP address of B : 192.168.0.130

Tirme (LITC) Sta.. | Tra.. | Port-» .. P size (pro.. | Identi... Tirme (LITC) Sta.. | Tra.. | Port-» .. P size (pro.. | ldenti..
CF21:55:03859  Sent 180 10B4-»2... 1488 (UDP) %9867 | 218520725 Sent 1(. 105332 48 (TCP) #3021
CF216503679 Sent 180 1064-52. 1488 (UDP)  xD5E8 CF21E8520726  Sent 1(. 1083-s2.. 40 (TCP) %3022
BF21:55:03898  Sent 171 10B4-»2... 1438 (UDP) #5569 EF21:55:20728  Sent 3 (.. 1083-»2.. 1500 (TCF) %3023
CF21:85:03620  Sent 179 10B4-»2... 1488 (UDP) #9564, EF21:8520 747  Sent 1(.. 1083-»2.. 1500 (TCF)  x3024
CF216503639 Sent 179 1064-52. 1488 (UDP)  »956B CF218520 767 Sent 2(. 1083-s2.. 1500 (TCF)  x3025
BF21:55:03661  Sent 178 10B4-»2... 1438 (UDP)  #956C EF21:55:20 787 Sent 1(.. 1083-»2.. 1500 (TCF) %3026
CF21:55:03685 Sent 173 10B4-»2... 1488 (UDP)  »956D EF21:55:20807  Sent 1(.. 1083-»2.. 1500 (TCF) #3027
CF216503 717 Sent 171 1064-52. 1488 (UDP)  #956E GF218520827  Sent 1(. 1083-s2.. 1500 (TCF)  »3D28
F21:55:03739  Sent 180 10B4-»2... 1438 (UDP)  x956F EF21:55:20.847  Sent 1(.. 1083-»2.. 1500 (TCF) %3029
GF21:55:03758  Sent 170 10B4-»2... 1488 (UDP) #8570 EF21:8520866 Sent 2(.. 1083-»2.. 1500 (TCF)  »3D2A
CF216503 780 Sent 179 1064-52. 1488 (UDP)  x9571 GF216520886  Sent 1(. 1083-s2.. 1500 (TCF)  »3D2B
EF21:55:03793  Sent 179 10B4-»2... 1438 (UDP) #9572 EF21:55:20006  Sent 2(.. 1083-»2.. 1500 (TCF)  »3D2C
GFI1-RAN3AZ71  Sant 174 10FR4->7 14RR (1 1INPY yqﬁl?q GFI1-RA-IN G9F  Sant 1 ¢ 1NA3-7 1A0N (TR ﬂn|7r1
Port -> Port{Prat... | Packets | Lost | L. | Delay | Jitter | Port -> Port{Prat... | Packets | Lost | L. | Delay | Jitter |
Total Computer A 7503 ] 0%  122ms  1ms Total Computer B s007 4 0% 1 ms 0 ms
2010 -» 1053 (TCF) 2508 ] 0% 0ms 0 ms 1053 -» 2010 (TCF) 5007 4 0% 1ms 0 ms
1064 -=> 2011 (UDP) 5000 5 0% 184ms  1ms

In this example, 5 UDP packets have been lost and the transit delay has an average of 184 ms
for the UDP connection. 4 TCP packets sent by the PC #B have been lost and the average for the
transit delay is 1 ms.

Note: the ‘Transit ...” column indicates the symbols (* 5) in order to precise that the accuracy for
measurement is less than or equal to 5 ms (due to use of the GPS Kit that delivers a precise time
reference used for packet time stamping by the IP Traffic Sniffer when capturing the packets).

Example 3: use of the GPS kit and the ZClock module

ol e R e S U e s e i S el ST o LT e d N ratif Cai e s

Sniffed Traffic Files by the Traffic Sniffer

[&] |G:'\F'n:ugram Filez\IP TraffichSample3 PCHA_with_GPSEZClock. Tro Browse

(B]: |G:'\F’mgram FilesMP TraffichS ampled PCHE_with_GPSEZClock. Tro Erowsze
[&]): Local File of captured Traffic [used as reference for the analysis) i8] <3 [E]

[B]): Remate File of captured Traffic
Start &nalvsiz

Cancel

By pressing the « Start Analysis » button, the following window is displayed.
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[ e R i B S S E S T e D s S DT R e LU I B

Step 1: Files Overview
[ |G:\F'mgram FileshP TraffichSampled PCHA_with_GPS#LClock. Tro

[BI: JG:\F‘roglam Filzs4IP TraffichSample3d PCHE_with GPS%ZClock. Tro

Collapze | Expand |

+-192.168.0.30 - 132.168.0.130 7502 Pkts - 2 Connection(s] |
+192.168.0.130 --» 192.168.0.30 (5007 Pkts - 1 Connection(s] |

(A) is used as reference for the analysis

= 1592 168.0.30 > 192.168.0.130 (7508 Pktz - 2 Connection(z] |
Forts: 1065 - 20171 [Protocol: UDP)
Portz: 2010 --» 1054 (Protocol: TCP)

+ [0 192.168.0.130 > 192.168.0.30 (5003 Pkt - 1 Connection(s) |

FPackets scanned: 12511 [finizhed) Packets zcanned: 12503 (finished)

YWwhen the zcan is complete, please select in [&] a couple of IP addresses or connections for a couple of IP addreszes. Then go to Step 2
Mote: If you expect to replay connections, pleasze select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source Destination Others ...
W IP &ddress W IP Address W Identification [IF header fizld)
¥ Part Humber v Part Mumber

Statuz  Synchro Found (File &: Packet #1 <--> File B: Packet #1)

[ Simesean |

You can now do the Step 3

Step 3: Analysis to compute "Packets Statistics™
Murnber of packets analysed: 25020 /4 25020 (100 % processed)

Synthesis of the Analysis made on these two Files
Couple of IP Addresses selected: 192.168.0.30 <> 152 168.0.130
Mumber of Fackets found corresponding to the Search Criteria: 12515
Mumber of UDP Connections found: 1
Mumber of TCP Connections found: 1
Replay Traffic Duration: 1 mn 53 5

Frocessing of the sniffed traffic files iz ended, pou can now press "OK"

[1]% Cancel

In Step 1, the couple of IP addresses 192.168.0.30 =» 192.168.0.130 is selected. Then the
synchronization between these two files is founded for the step 2. After running the step 3, the

synthesis is displayed showing 1 TCP and 1 UDP connections.
By using the “Packet Statistics” option, the following results are displayed.
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Offline Packet Statistics

| Computer A==>Computer B Save | Computer B ==> Computer A

IP address of A 192.168.0.30 IP address of B : 192.1658.0.130

Tirme (UTC) Sta.. | Tra.. | Port-= ... | IP size (pro... | Identi.. Time (UTC) Sta.. | Tra.. | Port-= .. | IP size (pro... | Identi..
GFO1E8:02199  Sent 0. 2010-=1.. AD(TCP)  xB454 wm | F 21:58:00793  Sent 0. 1054->2. 48 (TCP)  #50B1
BFO1:58:02.203  Sent 187 10852 1438 (UDP) xB455 BF21:58:00794  Sent Of.. 1054-32. 40 (TCP) 5082
EF21:58:02.225  Sent 185.. 106532 1488 (UDP)  xB456 EF21:58:00796  Sent 1(.. 1084-32.. 1800 (TCP)  x50B3
GF2188:02.239  Sent 0. 2010-=1.. A0 (TCR)  xB4s7 218800815 Sent 1(.. 1054-=2.. 1500 (TCP) =50B4
EF21:58:02.244  Sent 186.. 10652 1488 (UDP)  »B458 BF21:58:00.835  Sent 1(.. 1054-32. 1500 (TCF) 5085
EF21:53:02.266  Sent 184 108532 1488 (UDP)  xB459 BF21:58:008585  Sent (.. 1084-32. 1800 (TCP)  x50B6
BPO1:58:02279 Sent O(..  2010-+1.. 40 (TCF)  xB45A BF2158:00875  Sent (.. 1054-32. 1500 (TCP) 5067
EF21:58:02.285 Sent 185.. 106532 1488 (UDP) xB45B GF21:58:00.895 Sent 1(.. 1084-32.. 1800 (TCP)  x50B8
GF21:50:02.307  Sent 183.. 10B5-:2.. 1435 (UDP) =B45C GP21:53:00.915  Sent 1(.. 105432 1800 (TCP) 5069
EF21:58:02.320 Sent O(.. 2010-»1.. 40 (TCF)  xB45D EF21:58:00935  Sent (.. 105432 1500 (TCF)  x50BA
EF21:53:02.326  Sent 184 108532 1488 (UDP) xB45E BF21:58:009585  Sent (.. 1084-32. 1500 (TCP)  x50BB
PC BF25800975  Sent (.. 1054-32. 1500 (TCP)  x50BC
GF1-RA-N7 /A Sent N1 IN1N-1 AN (TR m;ilﬁn GF91-RANT NAR Sant 1 ¢ 1NA4.7 1ANN (TEPY wANRN
Port -= Port(Prat. . | Packets | Lost | % L. | Delay | Jitter | Part -> Port{Prat. . | Packets | Lost | % L. | Delay | Jitter |
Total Computer A 7508 5] 0% 123 ms 1 ms Total Computer B s007 4 0% 1 ms 0ms
2010 -= 1054 (TCF) 2508 a 0% 0rms 0 s 1054 -> 2010 (TCP) s007 4 0% 1 s 0 s
1065 -= 2011 (UDP) 5000 5 0% 186ms 1ms

In this example, 6 UDP packets have been lost and the transit delay has an average of 186 ms
for the UDP connection. 4 TCP packets sent by the PC #B have been lost and the average for the
transit delay is 1 ms.

Note: the ‘Transit ...” column indicates the symbols (* 1) in order to precise that the accuracy for
measurement is less than or equal to 1 ms (due to use of the GPS Kit that delivers a precise time
reference and the ZClock module used for packet time stamping by the 'Traffic Sniffer' when
capturing the packets).
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