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The content of this User Guide is provided for informational use only. It is subject to change without
notice, and must not be used as a commitment by ZTI.

ZTI could not be liable for any direct or indirect damages caused by the software or User guide
imperfection.

The elaboration of this guide has been made to be as accurate as possible. We hope that you will
find all the information required to use our software in a convenient way. Failing to do so, do not
hesitate to contact us at support@zti-telecom.com.

Except when allowed by license agreement between ZT| and User, no part of this guide or the
software may be reproduced, transmitted in any form or by any means.

To contact us:

ZTI

1 boulevard d’Armor
BP 20254

22302 Lannion Cedex
France

Phone: +33 2 9648 4343

Fax: +33 2 9648 1485
Web: http://www.zti-telecom.com or http://www.zti.fr
Email: sales@zti-telecom.com (marketing & sales)

support@zti-telecom.com (technical support)

Copyrights

Copyright ZT| 2000-2007. All rights reserved. The software described in this manual is furnished under a
France Telecom licensed product. License Agreement and may only be used in accordance with
the terms of this agreement.

No part of this manual may be copied, photocopied, reproduced, translated, or reduced to any electronic medium or
machine-readable form without prior written consent from ZTI.

All products and company names mentioned in this document are trademarks or registered trademarks of their
respective owners.
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Software License Agreement

This is an agreement between you (legal entity or physical person) and ZT]I.

e COPYRIGHT
The enclosed Software and documentation (here after called the Products) remains the property of ZTI.

French copyright laws and international treaties protect the products. ZTI grants you the right to use the
products according to the following:

e USE OF THE SOFTWARE
You may:

e Install the software on the hard disk of your system accordingly with the software protection
described in the next paragraph.

o Make one backup copy of the software, provided that this copy is not used or install on any
computer.

e Use the Products properly.
In accordance with copyright and patent laws, the Licensee undertakes:
e To use the Products only for its own use
¢ Not to modify the Products
¢ Not to make illegal copy of the Products
* Not to give, rent, sublicense or sale the Products
e To protect and respect ZTI and Products reputation.

e SOFTWARE PROTECTION

"IP Traffic — Test & Measure" with its add-ons is licensed on a workstation basis. You will need to
purchase a separate license for each machine that you install it on. Each licensed copy of the software
installed on a workstation has a unique Site Code, which requires the corresponding unique Site Key to be
entered before the tool is operational.

e LIMITED WARRANTY

The software is supplied without any express or implied warranty regarding the performances or results
obtained by the use of the Products.

ZTIl warrants that the software media (i.e. CD-ROM) will be free of material defects for a ninety (90) days
period following purchase. The limited warranty applies to the media and not the information contained on it.
If the media does not comply with this limited warranty, the only remedy is the replacement of the media
software. In no event, ZTI will be liable for any kind of direct or indirect damages caused by the Products.

e JURISDICTION
French laws will govern this agreement.

The court of GUINGAMP (France) shall finally settle all disputes arising out of or in connection with this
Agreement.

FOR FURTHER INFORMATION, PLEASE CONTACT: ZTI CUSTOMER SUPPORT DEPARTMENT.

ZTI

1 boulevard d'Armor

BP 20254

22302 Lannion Cedex

France

Phone: +33 29648 4343

Fax: +33 2 9648 1485

Email:  support@zti-telecom.com or support@zti.fr
Web: http://lwww.zti-telecom.com or http://www.zti.fr

© ZTl1, 2000-2007 Page 3/196



"IP Traffic — Test & Measure" Table of Contents

Table of contents

PART 0 PREFACE . ......cocieitittiteeeeteeeeeeeeesesesesessnsnsnsnsssnsasnsssssssssssssssssssssssssssssssssssssssssnsssssssssssssnsnsnsnnnsnnnnnnnnn 7
0.1 ORGANIZATION OF THIS MANUAL ....uueeeeeeee et e eeeeeeeeeeeeeeeeee et eeeeeeeaeeseeeeeeeeseseasreaereeesssessssreneeeeeees 7
0.2 MINIMUM SYSTEM REQUIREMENTS ....uuuutitieeeeeeeeeeiieeeeeeeeeseeeeeeeeeeeeeeseeesnaeesesesssassssnssesessssssssnsnneees 8
0.3 REFERENCES ...coeiiiiiieeettte ettt ee et ee e e e eeeeeaaateeeesseseeaaaaeeeeessasaasaaaaeeeeeesasaaaasaeeeesssassssssseeesssssnnnnaeeees 8
0.4 TERMS USED IN THIS DOCUMENT ... eetteeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeessesasesaeeeeeesseeessseaereeesssesasneeeeeeeees 9
0.5 TECHNICAL SUPPORT ...ttt nsssnnnsnsnsnnsssnnnnsnnnnnnnnns 9

PART 1 OVERVIEW .......cteeeeeeiiiieccissssseessressssssssnssssseessasssnssseeeessas s snnsraseresaa s aasnsreeeressassnnnnnrsenerssasnnnrns 10
1.1 GENERAL DESCRIPTION ......uuuuuutitieteieieeeieetteeeeeeeseesseeeeeessessessssesseessessssssssesessssssssssssesessssssmnnsseees 10
1.2 ARCHITECTURE ...ttt e e ee et e e e e e e e e et eeeeeseea s eeeeeeesesaa e aeeeeeeesaaasaeeeeeeeesseaanaeeereeeeesaaannaeees 13
1.3 HARDWARE OPTIONS AVAILABLE .......oeeoeeeteteeeeeeeeeeeeeeeeeeeeeeeseeeeeeseseeasereeeeeeessseeessereeeeeseseaasnneees 14
1.4 "IP TRAFFIC — TEST & MEASURE" KEY FEATURES ... oteeeutetteeeeeeeeeeeieeeeeeeeseeeeiieeeeeeesesesesrsseeeeeees 15
1.5 THE AUTOMATION TOOL FOR "IP TRAFFIC — TEST & MEASURE"......uoooieiieeeeeeeeeeeeeeeeeeeeeeeee e 22

PART 2 WHAT’S NEW IN "IP TRAFFIC — TEST & MEASURE" VERSION 2.4........ccccoeiiriiiiiiiiiiiininns 23
2.1 NEW FEATURES AND IMPROVEMENTS INCLUDED IN THE VERSION 2.4 .. ..eeueeiiieieeeeeeeeeeeeeeeeeeeeeens 23
2.2 UPGRADING FROM "IP TRAFFIC — TEST & MEASURE" VERSION 2.3 ....uuiiiiieieeeeeeeeeeeeeeeeeeeeee e 24
2.3 UPGRADING FROM "IP TRAFFIC — TEST & MEASURE" VERSION 2.2 ...uuiiiiiiiieeeieeeeeeeeeeeeeeeeeeeeeenns 24
2.4 UPGRADING FROM "IP TRAFFIC — TEST & MEASURE" VERSION 2.1 <.euuiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeann 25
2.5 UPGRADING FROM "IP TRAFFIC — TEST & MEASURE" VERSION 2.0 ....uuuiiiiieieeeeeeeeeeeeeeeeeeeeee e 25
2.6 UPGRADING FROM VERSIONS 1 (INCLUDING VERSION 1.3) ..ioiiiiiieiiiieeeiiee e 26
2.7 ACROBAT READER VERSION COMPATIBILITY ...euueeteeeeeeeeeeeeeeeeeeeseseeaeeeeeeeeesssessseneeeresssssessnneeens 26

PART 3 INSTALL "IP TRAFFIC — TEST & MEASURE" ........coooeeeeeeeemeeemeeemensnsnsnsnsssnsnsssssssssssssssssssssssnes 27
3.1 HOW TO INSTALL THE SOFTWARE DOWNLOADED FROM THE INTERNET ....cccceetviiieieeeeeeeeeeennenns 27
3.2 HOW TO INSTALL THE SOFTWARE FROM THE CD-ROM.......ccooiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeen 31

PART 4 SOFTWARE LICENSE CONFIGURATION .....ccumvmeeemteeesnsnsnsnsnsssssssssssssssssssssssssssssssssssssssssssnsnnnn 34
4.1 HOW TO CONFIGURE THE LICENSE ...t tetetteeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseseeaeeeeereeeesseseseeeereeeessesanneeees 34
4.2 LICENSE TRANSFERS ...eetttttteettteeeeeeeeeeeeeeeeeeeeeesaaeeeeeeeeesesaaasraeeeeessesaaaseeereeesesaaasaerereesseseaannneees 37

4.2.1 Direct Transfer: move the license from one local directory to another ....................c..cc........ 37
4.2.1 Transfer by media (floppy disk or USB key) from a source PC to a target PC..................... 38
4.3 HOW TO KILL A LICENSE ...ttt et e e eeeeeeeeeeeeeeeeeeeeeeeesaeesaseeeeessesaseeseeeeesssasasseeeeeeeseseasnnneees 44

PART 5 UNINSTALL "IP TRAFFIC — TEST & MEASURE" ......eeeeeeeerercciremere e e resssssssmsssse s essssssnsnmssesees 45

PART 6 "IP TRAFFIC — TEST & MEASURE" GETTING STARTED ......ccoocmrieeiiercinemreesersssssnsnseseees 46

PART 7 RUN "IP TRAFFIC — TEST & MEASURE" ..ottt iremeeeriiisisssssnssssesssssssssssssssssssssssssssnssssees 51

PART 8 "IP TRAFFIC — TEST & MEASURE" / WINDOWS FIREWALL.....cc.cocovveeiimmererernsssssneeseees 52
8.1 CONFIGURATION FOR UDP, TCP CONNECTIONS AND ICMP IPV4......ouvveiiiiiiiiiiiieeeeeeeeeei 52
8.2 CONFIGURATION FOR ICMP IPVO CONNECTIONS ...ttt eeans 55
8.3 HOW TO CONFIGURE A FIREWALL (LIST OF THE PORTS USED).....cccctteeitirerereennreenereesneessreessneesnens 56

PART 9 HARDWARE INSTALLATION (GPS KIT AND ZCLOCK) ....cccccceieeirrcerreeerrcseesssmeesseesssnnesnns 57
9.1 CONFIGURATION 1: "IP TRAFFIC — TEST & MEASURE" + GPS KIT . uieeeeeeeeeeeeeeeeee e 57
9.2 CONFIGURATION 2: "IP TRAFFIC — TEST & MEASURE" + ZCLOCK ....euuueueeeeeeieeeeieeeeeeeeeeeseeeneeennns 58
9.3 CONFIGURATION 3: "IP TRAFFIC — TEST & MEASURE" + GPS KIT + ZCLOCK .....covvvuueeeeeeeeenan. 59

PART 10 GRAPHICAL USER INTERFAGCE........cccettmttetiiiiisssssnsesseeissssssssssssesssessssssssssssssressssssssnssssssrsnas 60
JO.T  IMAIN WINDOW ...eeiiiiiieeeeeeeeeete ettt e ettt e e e e e s e e eeeeeseseseeaaeeeeessessasnasaseseessessasesaeeeessssssnnnasseeeeeens 60
10.2 DISPLAY GENERAL RULES OF THE "IP TRAFFIC — TEST & MEASURE" GUI ........covvviviiiiiiiiiiiiennnns 61
10.3  USED UNITS IN INFORMATION DISPLAY ...ooititiieinieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeraseeeeesssasessasseeeeses 62

10.3.1 FOIUING URIILS ..o e 62
10.3.2  TRIOUGADUE URTLS ..ottt ettt ettt b e sbe et e s abeesbeeabeenseasaensaenseens 62
JO.3.3  DUFQEION UTTES ..o oo e e 62

© ZTI, 2000-2007 Page 4/196



"IP Traffic — Test & Measure" Table of Contents

PART 11 USING "IP TRAFFIC — TEST & MEASURE" ........... e eesses s enne s 63
L1.1 IMAIN STEPS ...ueiiuiitieuieteetieteetteetesteettenteeseeaeesseeneensesseensanseestanseeneensesseensansesstenseaseanseseentensesseensanseas 63
11.2  LAUNCH "IP TRAFFIC — TEST & MEASURE" .......cccciitiiintiniientiniterenteeeeresieenesneeeeennesneenesreennenne s 64
11.3  MENU DESCRIPTION ....ccceiuttttieiureeeeitreeeestreeeeaassseeessssseseasssseeesssssesssssssssssssssessssssssesssssesesssssesessssses 65

131 FELE MEMU. ...ttt ettt ettt e ettt ebe e st e abesabeenbeenbeenbeannaans 65
T1.3.2 Bl M@RU ..ottt ettt ettt ettt et et et 66
11.3.3  CONFIGUIQLION MERU. ..ot ettt ettt ettt eebeesbe et e e tbeenbeesbeesseesseesaeeasens 68
T1.3:4  TOOLS MERU. ...ttt ettt e et e bt e bt e abeeabeeabeenseasaeeseanseans 75
11.3.5  File downlOQding Memh ................ccooouiiiiiiiiiii ettt 76
11.3.6  Automation TOO! MR ............cccooiiiiiiiie ittt ettt sttt 79
T1.3.7  HEID MERU ...ttt ettt et e e et e et e et e e eabeeenreeans 79
11.3.8  Operating MOAE MEMU ..............ccoocuiiiiiie ittt ettt ettt neee s 82
11.4  MAIN WINDOW: THE FIVE TABS ....coiutttieiititeeeeittteeeeiirteeeeetreeeesaveeeeesassesessassssesassseseassssesessnssesesnnnnes 83
11.5 MAIN WINDOW: THE ACTIVITY DISPLAY ......coiiiiiiiriiiiiniiniietiniteresreeeenesieenesneeenesassneenesaeennesnenn &3
11.6 MAIN WINDOW: THE GENERAL COMMANDS ......uuutiiiieieeiiiiiiireeeeeeeeeeiiireeeeeeeeeeeesssseeeeeeeeeensrsseeeaeens 84
11.7  THE ‘IP GENERATOR — PARAMETERS’ TAB .....coutestiriieientenitentenieerenieeeeestesieessenieeeeensesneensesiesmsennens 85
11.7.1  DeSHNALION PAVATNEIEFS .........cooeeiiiiiiiii ittt ettt 86
11.7.2  Configure the UnitATy MOME...............cccceeoeiiiiieei ittt e 92
11.7.3  Configure the QUIOMALIC MOAE ................cccoooouiiiiiiiieieeeeeeee ettt 102
11.7.4  Configure the replay sniffed traffic MOde..................cc.ccceevviiiviiiniiiiiiiiieiiieecie e 106
11.8  THE ‘IP GENERATOR — TRAFFIC + STATISTICS’ TAB....ccceiruirieiiriieiiriereiieeeie e 108
11.8.1  DeStination PAramMeELers QFeEQ..................cccueeeuueeieeaeiieeeiieseesee et e steeeiaeesieeesneeensaeennneas 108
11.8.2  Statistics (ApPLliCAtion Level)..............c...cccccoovviiiiiiiiiiiiiiieeiieeiie e 109
11.8.3  Run an unitQry teStiNG SESSION .......c...cccueeeeueeeiuieeeieeeteeeeieeeeteesiaeesseesteeestaeesseeensseessseeeneeas 115
11.8.4  Run an autoOmatic teSHNG SESSTOM..........c...cccuueiiueeeeieeeeie et e et estee ettt e staeesiaeesnaeeetreesnnee e 116
11.8.5  Run a replay traffic SESSIOM ..........cccoeiiiiiiiieiieee ettt 117
11.8.6  Using ICMP capacity of the Traffic GENerator.............cccccoueeeereeieeeeceiesieeesiieeieeeeveeenens 118
11.9  THE ‘TP ANSWERING” TAB ....cccttiiiiitiiieeeiiieeeeiiteeeeeeiteeeeetteeeeetseeesesseeessssesesassesesssssesesssssesessnnses 119
11.9.1  Duplicate parameters of @ CONNECLION ONLO OLRETS...........ccceeecueiieieiieiesieee e 119
11.9.2  LISEHINGZ TO ... woooeeeee ettt ettt ettt e e e e e e et e e e et e e e e ntbbeeeenbaeeeennes 120
T11.9.3  COMING FFOM ... c.ooooiieeiie et ettt e et e et e e eb e e e abae et e e snbeeesseenaseas 124
11.9.4  Receiving WOFKING MOUE. ..............cccooiuiiiiiiiiiiiiiieeie ettt 125
11.9.5  “IP ANSWEFING ™ STALISTICS ......oeieeiiieeeee ettt ettt 128
11.9.6  “Export IP Answering statistics into a file” parameters................cccocuecvevevevveneeneenneannn. 130
11.10 THE ‘“TRAFFIC SNIFFER’ TAB ...oviiiiiiieiiiiiiiieeeeeeeeeiittreeeeeeeeeeittaaeeeaeeeeesestsssseaeeeeesessssesseeeeenannes 134
11.10.1 Capture Parameters (SED 1) .........ccooou oottt 135
11.10.2 Capture sniffed traffic into a file (Step 2)........ccccooveveiieciiiiiiiieeiie e 137
11.10.3 Run analysis algorithin (SteP 3) ....c...ocvviivouiiieiieeieee ettt 138
11.11 THE “TRAFFIC OBSERVER™ TAB .....coutiutiitiniteieniinteniesieetenieeetentesstetesteemeensesieessesbeessensesneensenses 139
11.11.1 "IP Traffic — Test & Measure": On-line and Off-line modes for statistics...................... 140
11.11.2 Objects and commMaAnd DULONS..................cccoeecieiiiieeiie et 141
11.11.3 Values and StatiStics diSPIAY...............ccoovieviiviiiiiiiiiee ettt 154

PART 12 CALCULATION MODE FOR THE STATISTICS. ... e esses s s eeesmeseme s 162
12,1 INTRODUCTION ....ccotiiieiiiieeeeeiteeeeeetteeeeeetteeeeettaeeestraeeeesseseesssaseeassasaesssseseeasseseeassesesassesesansses 162
12.2  STATISTICS COMPUTED BY "IP TRAFFIC — TEST & MEASURE" ......ccccctevviniiniiiiniiienreneeie e 163

12.2.1  Reference points t0 COMPULE the STATISTICS .........c..ccoveeveeieeieeieeeieeeeeee et et eeiaeeite e eve e 163
12.2.2  StatiStiCS d@SCHIPIION ..........ooeeeieiee ettt ettt 164
12.3  GENERAL PARAMETERS USED TO CALCULATE THE STATISTICS ....cecvevuieueeuinieerenieerenresreenenneenns 166
12.4 CALCULATION METHOD USED BY "IP TRAFFIC — TEST & MEASURE" TO COMPUTE STATISTICS. 168
12.4.1  The two calculation MEIROAS .................cccccceiiiiiciiiieiieee et 168
12.4.2  IP Traffic - IP Generator STALISLICS...........cc.euvueeeeueeeeeeesreeeeieeeeieeeeseeeeieeesseesveeeseseeenseeenaeas 168
12.4.3  IP Traffic - IP ARSWEFING STALISTICS ........c..ccvvevveeiiieeiieeiieeieereeie ettt eaeeaaeeaveesse s 169
12.4.4  IP Traffic — Traffic ODSErver SIALISTICS ............ccccuevuereiieeeeeeeee ettt 169
12.4.5  IP Traffic —Packets StatiStics SYRIAESIS .........c.cocceeiceeiieiieee ettt 169
12.5 DETAILED DESCRIPTION FOR CALCULATION OF THE STATISTICS .....cocuvvrieeeeeeeeeiinreeeeeeeeeeeennnees 170

© ZTI, 2000-2007 Page 5/196



"IP Traffic — Test & Measure" Table of Contents

12.5.1  The 'IP Generator — Traffic + StatiSticS  tAD .............cccocoueeeueeiieiiiiieiieeieeie e 170
12.5.2  The 'IP Answering — Parameters + StatiSticS' tAb...............ccc.cccevevuieviiiniieiiiieeieeereeenn 172
12.5.3  The "Traffic OBSErVEr' tAD.............c.c.cccoovvevieiiieiieieeeiieie ettt 173
PART 13 COMMAND LINE PARAMETERS .......cootiitiiiiiciissnneiessisssssssssssssssssssssssssssssssssssssssssnsssssnnssas 175
13.1  GENERAL RULE .....ooutiitiiettiee e eeeeee ettt e et e e et e et e e e e et e e e e s et e e s saaateesssaaeeessaraeeesssaeeessasaeeessnaes 175
13.2  START "IP TRAFFIC — TEST & MEASURE" AND OPEN A CONTEXT FILE .......cccovvvvuriiieeeeeeeeinnenenns 175
13.3  STOP "IP TRAFFIC — TEST & MEASURE".......cocotitiiiireeeeeereee e eeeeee e eeeree e eeree e eearee e e eeareeeeeans 175
PART 14  ANNEXES .......ooicccciemtiiiiii i issseies s issssssssss s s s sas s asss s e s s ia s s s s s s s e e e aa s s ansnsaeaeeaasssssnnnnesasannsnn 176
14.1 DESCRIPTION OF THE MATHEMATICAL LAWS USED BY "IP TRAFFIC — TEST & MEASURE" ....... 176
T4 1.1 URIFOTIL LAW.....oooeieiee ettt ettt s ettt been e 176
14.1.2  EXPORENIIAL LAW.........ccooveeiieeeiiieeiee ettt ettt ettt e et e e ensaeessseennneas 177
T4.1.3  LAW O PAFELO ...ttt ettt ettt be b nsbe e 179

T4 14 GAUSS LAW e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaas 180
14.2  "IP TRAFFIC — TEST & MEASURE" TRACES ......ccocutteiieeeeieeeteeeeeeeeeeeeeieeeeeeeeeeeeeeeneeeeeeeeeeennnnneens 180
14.3 CONFIGURATION PARAMETERS SAVED IN THE REGISTRY DATABASE ......coceeeieiiiirreeeeeeeeeeeennnene 181
14.4 DEFAULT VALUES OF A CONTEXT .. .uoiiiiitittiiitieeeeeeteeeeeeeeeeeeateesseateesseaeessseaeessssseessssseesssenees 183
14.5 EXTERNAL FILE FOR THE ‘IP GENERATOR’ MODULE .......cccoouvuriiiieeeieeiieeeeeeeeeeeeeneneeeeeeeeeeeennnnns 185
14.6 EXTERNAL DLL FOR THE ‘IP GENERATOR’ MODULE........cccccuvtiieeeeeeeeiiirreeeeeeeeeeeiinreeeeeeeeeennnnnns 186
T4.6.1  THAIFICINIL.......ccoeioeieiieiieeeeee ettt ettt ettt et e st e st e e sbeebe e st e nsaeesbeennas 186
14.6.2  PACKCIDEIAY ..ottt ettt ettt 186

VN T TR 0 Te) €=1 1 D 17 1 1 187
PART 15 EXAMPLES OF SNIFFED TRAFFIC FILES.........ccooomiiiiiiiiiennrrsniisssssssssssssssssssssssnssssssssnnsns 188

© ZTI, 2000-2007 Page 6/196



"IP Traffic — Test & Measure" PART 0 Preface

PART 0 Preface

0.1 Organization of this manual

This user guide is aimed at helping you to discover and use "IP Traffic — Test & Measure". This
manual is organized as follows:

e Part 1: Product Overview

This part briefly describes the key features of the “IP Traffic — Test & Measure» and
Automation Tool for "IP Traffic — Test & Measure".

e Part 2: What's new in "IP Traffic — Test & Measure" version 2.4

This part is a general overview of new features, main improvements provided with "IP Traffic —
Test & Measure" version 2.4 and important information to upgrade from previous versions.

e Part 3: Install "IP Traffic — Test & Measure"

Product requirements and how to install the software downloaded from the Internet or from the
CD-ROM.

e Part 4: Software License Configuration

Describes how to configure the license and how to proceed for the license transfer

e Part 5: Uninstall "IP Traffic — Test & Measure"
How to uninstall the software.

e Part 6: "IP Traffic — Test & Measure" Getting Started

New users can use this help as an introduction to "IP Traffic — Test & Measure" and generate or
receive traffic with the IPv4 protocol in a few clicks.

e Part 7: Run "IP Traffic — Test & Measure"
How to run the software and configure the license if needed.

e Part 8: "IP Traffic — Test & Measure" / Windows Firewall
How to configure the Windows firewall to authorize the use of "IP Traffic — Test & Measure".

e Part 9: Hardware Installation (GPS Kit and ZClock)
How to connect the GPS Kit via a serial cable and ZClock via a parallel cable to the PC.

¢ Part 10: Graphical User Interface

Presents the "IP Traffic — Test & Measure" Graphical User’s Interface, i.e. the main rules and
principles of representation and display.

e Part 11: Using "IP Traffic — Test & Measure"

How to use "IP Traffic — Test & Measure". This part includes the menu and functionalities
description. It is based on windows and tabs description. Each tab is presented separately.
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¢ Part 12: Calculation Mode for the Statistics

This part describes the rules and methods used to calculate statistics displayed by "IP Traffic —
Test & Measure™.

e Part 13: Command Line Parameters

How to use a command line with parameters to start or to stop "IP Traffic — Test & Measure".

e Part 14: Annex

Provides additional information about the mathematical laws used by "IP Traffic — Test &
Measure", "IP Traffic — Test & Measure" traces, configuration parameters saved in the Registry
database, default values of a new context, information on external objects for the ‘IP Generator’
module (file or DLL).

¢ Part 15: Examples of sniffed traffic files

Eight sample files (containing IP packets captured with the 'Traffic Sniffer') are provided with "IP
Traffic — Test & Measure". These files can be used with the off-ine mode of the 'Traffic
Observer'.

0.2 Minimum System Requirements

To appropriately operate "IP Traffic — Test & Measure" you need the following minimum system
requirements:

e Windows 98 (SE recommended), 2000 (SP 3 or earlier recommended), XP or Server 2003
e Pentium processor with 128 MB memory
e 1024 x 768 display

e 25 MB free hard disk space
p To use IPv6, Windows XP or Server 2003 is required.

==y Acrobat Reader is needed to display the "IP Traffic — Test & Measure" Help. If
.‘E Acrobat reader hasn'’t been installed, a warning message is displayed to inform
that "IP Traffic — Test & Measure" is available but without the help file

0.3 References

[WINSOCK2] « Windows Socket 2 - Application Programming Interface » Revision 2.2.0 - May

10, 1996

[RFC2460] “Internet Protocol, Version 6 (IPv6) - Specification”

[RFC2373] “IP Version 6 Addressing Architecture”

[RFC1889] “‘RTP: A Transport Protocol for Real-Time Application” explaining the jitter
calculation.
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0.4 Terms used in this document

Interface Generic term used to reference a NIC (LAN adapter), a connected RAS

connection (ISDN, ADSL, Modem) or a tunneling path.

Tooltip A tooltip is a popup window displayed when you move the mouse over a
sensitive area. "IP Traffic — Test & Measure" displays the tooltip during 5
seconds.

Automation Automation is an add-on scripting tool used to pilot automatically "IP Traffic —

Test & Measure".

0.5 Technical Support

ZTIl Technical Support can assist you with all your technical problems from installation to
troubleshooting.

Before contacting our Technical Support, please read the relevant sections of the product
documentation and the “Read Me First” file.

Before contacting our technical support, make sure you record the following information:

Product name and version.

Demo version or licensed product.

System configuration.

Problem details: settings, error messages...

If the problem is persistent, give the details of how to create the problem.

You can contact the technical support by:

Email Send as many details as possible to support@zti-telecom.com or support@zti.fr

Fax

Send as many details as possible to +33 2 9648 1485

Telephone |Telephone support is available from 09:00 am to 06:00 pm (GMT Time +1 or +2),

Monday to Friday. Call +33 2 9648 4343
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PART 1 Overview

1.1 General Description

"IP Traffic — Test & Measure" is a connection and data generation tool for IP networks. Data
flows use TCP (Transmission Control Protocol), UDP (User Datagram Protocol) or ICMP (Internet
Control Message Protocol) protocols, which are used by mailing exchanges, file transfers, ping
programs and World Wide Web transmissions.

"IP Traffic — Test & Measure" needs at least two PCs running on Windows 98, 2000, XP or
Server 2003. The screen resolution must be at least 1024x768.

Various testing configurations can be implemented using more than two PCs. "IP Traffic — Test
& Measure" establishes TCP or UDP connections between PCs through IP networks.

D IP generator IP generator

IP Traffic — Test & Measure IP Traffic — Test & Measure
4
EE’ - IP answering — EE
) A

ZClock|)— Esime=w_ PC # 1 pc#n E==s_ [ZClock]

IP Traffic — Test & Measure

IP generator
s — (I
EE’ IP answering

N

IP answering

N

ZClock|)—EEE=s,__ pC # 2

"IP Traffic — Test & Measure" is an IP software testing tool using the Microsoft Windows TCP/IP
stack (Winsock2 interface). So, "IP Traffic — Test & Measure" is independent of any
transmission or telecom link and can use any transmission link managed by the Windows
operating system: LAN (Ethernet, Token-ring, hyperlan...), WLAN, WAN (modem, ISDN, ATM,
satellite link...), remote access, mobile or cellular networks.

"IP Traffic — Test & Measure" can be used with two optional external products to have a very
precise time reference to realize measurements with a high accuracy: a GPS kit and a very
precise clock (ZClock) manufactured by ZTI (see next paragraph for more information).

"IP Traffic — Test & Measure" is composed of four modules: ‘IP Generator’, ‘IP Answering’,
‘Traffic Sniffer’ and ‘Traffic Observer’.

¢ Module 1: ‘IP Generator’ to generate IP traffic on 16 simultaneous connections.

¢ Module 2: ‘IP Answering’ able to receive IP traffic on 16 simultaneous connections with
different working modes (Absorber, Absorber file, Echoer, Echoer file and Absorber +
Generator).
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Local ‘IP Traffic’ . Remote ‘IP Traffic’
Up to 16 connections
IP generator IP answering
IP answering
Caption Traffic I

Echoed traffic m—

The ‘IP Generator’ and ‘IP Answering’ modules

¢ Module 3: ‘Traffic Sniffer’ to capture traffic files at the driver level (under the TCP/IP stack)
in order to calculate traffic statistics and timestamp IP packets. The ‘IP Generator’ module can
replay these traffic files.

Applications server
(HTTP,FTP, ..)

s

Sniffer mode

GPRS or UMTS
NETWORK

"IP Traffic — Test & Measure": sniffer mode

"IP Traffic — Test & Measure" can be used to capture IP traffic with the ‘Traffic Sniffer’: for
example, the IP flows between a mobile and an application server (web, video telephony...) can
be captured and saved in a file. IP packets are time stamped, to replay IP traffic with the same
timing as for the capture. The user can then use an internal "IP Traffic — Test & Measure"
algorithm in order to obtain two traffic files (traffic client file and traffic server file). These traffic
files can be used by the "IP Traffic — Test & Measure" generator as source traffic.

e Module 4: the ‘Traffic Observer’ is a powerful graphic tool to display and visualize traffic
statistics of IP connections. Statistics are displayed in real time [on-line mode] or by using an
off-line mode [user can replay traffic files by using a 'video recorder' mode (play, pause, stop)
with index management].
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"IP Traffic — Test & Measure™ can be operated with two main modes:

e The normal mode: the user can access all commands and functionalities

e The remote control mode: the user can’t access locally commands of “IP Traffic — Test &
Measure". It's mainly used for control by a remote "IP Traffic — Test & Measure" system. It's
very useful for example to use an "IP Traffic — Test & Measure" system as a server that the

user can operate remotely.

The design of the "IP Traffic — Test & Measure” man machine interface offers a main window
allowing easy access to all functionalities and commands. Counters and Indicators give an

overview of the overall traffic activities.

2 “IP Traffic - Test & Measure™

File Edit Configuration Tools File Downloading  Automation Tool Help  Operating mode

IP Generator - Parameters I IP Generatar - Traffic + Statistics ] IP Answering - Parameters + Statistics ] Traffic Bniﬁer] Traffic Observer]
Destination Parameters & Lnitary Mode
IF Address or Host Mame - Frotocole Portw Type
Connection#01 | | | NO_ADDRESS [Tce | |2000 Packet generstar  Parameters #1
Connestion#02 | | | NO_ADDRESS [TcP +||z2008 Packet generator  Paramaters #2
Connection#03 | | [ NO_ADDRESS [Tcp | [z008 Packetgenerator  Paramsters #3
Connection#04 | ¥/ | NO_ADDRESS [TcP ~]| 2009 Facketgenerator  Paramaters #4
Connection#05 | »| | NO_ADDRESS [TcP | |z2000 Packet generator  Parameters #5
Connection #06 | | NO_ADDRESS |TCF‘ j |2EIE|9 Packet generatar Parameters #6
Connection #07 | | MO_ADDRESS |TCP j |2nng Packet generator Parariaters #7
Connection#08 | _»| | NO_ADDRESS |TCP j |2009 Facket generator Parameters #3
Connection#0a | _»| | NO_ADDRESS [TcP | |2000 Packet generator  Parameters #9
Connection#10 | | NO_ADDRESS |TCF‘ j | 2009 Packet generatar Parameters #0
Connection#11 | | MO_ADDRESS |TCP j |2009 Packet generator  Parameters #11
Connection#12 | _#| | NO_ADDRESS |TCP j |2009 Facket generator Parameters #1 2
Connection#13 | _»| | NO_ADDRESS [TcP | |2000 Packet generator  Pararneters #13
Connection #14 | | NO_ADDRESS |TCF‘ j | 2009 Packet generatar Parameters #1 4
Connection#15 | | | NO_ADDRESS [tcp +|[z2009 Packetgenerator  Pararneters #15
Cannection#16 | | | NO_ADDRESS [Tce | |2008 Packet generatol  Pararneters #16

" Automatic Mode " Replay Mode

100000000 200008

GPS  ZClock  Activity

Remaote file context

=

0%

Remote Control of an IF Traffic - Test & Measure system
Remote IP address or Host Mame

o

Port

MO_ADDREES

|2ann

Rermote Operation

=

e

Local Operation

| Start All
Local Processes

"IP Traffic — Test & Measure" main window
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1.2 Architecture

Web br‘owser. 1 IP applications

O /P Traffic [

- WIS SZn e Applicative’ point of reference
{used by IP Traffic to calculate
‘ TCP ‘ ‘ uopP statistics in the generator and

answering modulss)

IP

------------- & Time’ point of reference (sniffer)
s e [rmmTmm—————y {used by the sniffer to timestamp
[|Eaiaaeanians= o= Ce s N i Drivers i IP packets sent and received)

- | +
‘/" . access products L~
Ethernet ) SO | . B celiu
- / Y k ejltiar
e // / A A
ISDN » J v \:‘ Wireless
ATM PSTN  satellite

Two points of reference are used by "IP Traffic — Test & Measure".
‘Applicative’ point of reference
In the ‘IP Generator’ and the ‘IP Answering’ modules, statistics (e.g. throughput, RTT...) are

calculated at the application level (above the TCP/IP stack). These statistics refer to data sent or
received by "IP Traffic — Test & Measure", and are independent of the protocol (TCP or UDP).

‘Time’ point of reference
The ‘Traffic Sniffer’ uses this point of reference in order to timestamp IP packets sent and
received. Timestamp of packets is made at the nearest of the physical link (under the TCP/IP

stack). Therefore, "IP Traffic — Test & Measure" can identify lost and retransmitted IP packets.
Values and statistics of the ‘Traffic Observer’ tab use this point of reference.

To have a good accuracy to timestamp IP packets, additional hardware options are available as
described in the following paragraph.

When no additional hardware is used, the ‘Traffic Sniffer’ uses the PC internal clock to
timestamp IP packets sent and received. Because, the PC internal clock can’t provide an
absolute time reference, and needs to be synchronized with all the PCs internal clocks used by
"IP Traffic — Test & Measure" ZT| recommends an additional hardware option to allow precise
time propagation delays calculations into IP networks.
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1.3 Hardware Options Available

To free "IP Traffic — Test & Measure" from the constraints related to the use of the PC internal
clock, ZTI proposes two optional systems, allowing the ‘Traffic Sniffer’ to timestamp sent and
received IP packets with more accuracy.

Option available

ﬁ Serial port

’ ZClock = more accuracy

Parallel port ’/

The ZClock product manufactured
by ZTI provides accuracy with 1 ms.

The GPS provides the absolute (oscillator 0.27 ppm)

time reference, coordonates and
velocity.

Accuracy for IP packets Option available

timestamping <or=5ms

With the GPS Kit and ZClock options, 4 configurations to use "IP Traffic — Test & Measure":

Configuration Description Absolute Time reference Accuracy for
Measurement
0 "IP Traffic — Test & Measure" | No or user defined Not defined
(PC clock used)
1 "IP Traffic — Test & Measure" | GPS 5 milliseconds
+ GPS
2 "IP Traffic — Test & Measure" |No or user defined 1 millisecond
+ ZClock (ZClock is initialized with

the PC clock).This is a
relative reference.

3 "IP Traffic — Test & Measure" | GPS (ZClock is initialized | 1 millisecond
+ GPS + ZClock with the GPS time). This
is an absolute reference.

It is recommended to use ZClock to have the best accuracy for measurement.

The GPS and ZClock systems provide time reference with more accuracy than the PC internal
clock. ZClock provides a very precise clock time reference (by the use of a high stability quartz
oscillator < +/- 1.10° on 1 day), and authorizes to lose the GPS signal, without yet losing the time
reference. For example, whereas GPS signal on a mobile system is lost in a tunnel, ZClock
continues to timestamp the IP packets in a precise way. When the ZClock and GPS work
together, the GPS provides the reference time to the ZClock. Then the ZClock time is used to
timestamp the packets.

The GPS system provides an absolute time reference. So each IP Traffic system equipped with
one GPS system will have the same time reference. By using only the GPS system and the
internal PC clock, accuracy for IP packets time stamping is < or = 5 milliseconds.

ZClock provides a very precise clock with a high stability (long term stability is < 1 ms for 1 hour
on 1 year). When used with IP Traffic, accuracy is one (1) millisecond for IP packets time
stamping. When the GPS time signal is available, IP traffic initializes the ZClock product with this
time reference. Even if the GPS signal is lost during many hours, the accuracy of one (1)
millisecond is preserved.
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1.4

"IP Traffic — Test & Measure" key features

Module 1:’ IP Generator’ Overview with TCP or UDP protocol

a The ‘IP Generator’ module generates up to 16 simultaneous unicast — or multicast UDP -
connections. Connections can be generated following three different testing modes:

= Unitary mode: for each IP connection, you can select the traffic generator data source

(internal or external), define a time code option (time code is added as data in the packet
data), specify the ToS (Type of Service) byte, specify the Time To Live (TTL) and if
needed save incoming traffic in a file.

Internal data generator with five parameter groups:

o Data to send: automatic data generation by using a mathematical law, packet
generator (fix, random, alternate and increasing / decreasing) or file to send

e TCP or UDP Data size: fix, random, alternate and increasing / decreasing

o Inter packet delay: fix, random, alternate, increasing / decreasing or use of a
mathematical law

e Mean Throughput for the connection in Kb/s: data size or inter packet delay
adjustable

o Mean Packet Throughput for the connection in p/s (packets per second): this option
is only available with UDP connections

e Save generated traffic in a file
External data source generator: select a file or an external DLL providing traffic to send

(packet starting time, size, contents, inter packet delay...) and if needed use of a loop
counter with an idle time between each loop.

= Automatic mode: use of a mathematical law for connections generation starting time and

another mathematical law for data volume to send, in order to generate up to 16 outgoing
IP connections.

Replay sniffed traffic: use of a traffic file previously captured by the Traffic Sniffer and
the ‘IP Generator’ module replays this traffic file with timing accordingly to time capture (IP
resolution addressing is made by the user before replay).

o Statistics: different statistics parameters are displayed by the 'IP Generator' module for each
connection

Sent throughput

Received throughput

Sent packet throughput

Received packet throughput

Sent data volume

Received data volume (volume of data sent by the remote)
Sent packets

Received packets (packets sent by the remote)
Data volume to send

Remaining volume (of data to send)

Seq. numb errors (sequence numbering errors)
Mean RTT (Round Trip Time)

Min RTT
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Max RTT
Jitter

A RTT summary is also available. This summary shows the minimum, maximum and Mean
RTT values for all connections of the ‘IP Generator’ part.

These statistics can be saved in a CSV file defined by the user.

Module 1:’ IP Generator’ Overview with ICMP protocol

o The ‘IP Generator’ module generates up to 16 simultaneous connections. Connections can
be generated using only one testing mode:

= Unitary mode: for each IP connection, only the internal data source is allowed. Moreover

you can specify the ToS (Type of Service) byte or specify the Time To Live (TTL).

Internal data generator proposed three parameter groups. Below are listed the different
possibilities offer with ICMP protocol:

e ICMP Echo request packet number and content: packet generator (fix, random,
alternate and increasing / decreasing).

e ICMP Echo Request data size: fix, random, alternate and increasing /
decreasing.

e ICMP Echo Reply receiving timeout: fix, random, alternate, increasing /
decreasing or use of a mathematical law.

¢ Mean Packet Throughput for the connection in p/s (packets per second)

o Statistics: different statistics parameters are displayed by the IP Generator module for each
connection:

Sent ICMP requests (Tx Packets)

Received ICMP replies (Rx Packets, responses sent by the target remote)
Seqg. numb errors (sequence numbering errors)

Mean RTT (Round Trip Time)

Min RTT

Max RTT

A RTT summary is also available. This summary shows the minimum, maximum and Mean
RTT values for all connections of the ‘IP Generator’ part.

These statistics can be saved in a CSV file defined by the user.
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Module 2: ‘IP Answering’ Overview

o The ‘IP Answering’ module receives traffic (up to 16 simultaneous connections), and
operates for each connection following different working modes: ‘Absorber’, ‘Absorber file’,
‘Echoer’, ‘Echoer file’ ‘Absorber + Generator’ or ‘Disable’.

In this User Guide, we will consider that the local machine is used for generating IP traffic and the

remote one is used for IP answering.

Local IP . Connection #n 5 Remote IP answering (absorber mode)
ocal I generator (no specific treatment for each received IP packet)

Local IP generator Connection # m > Remote IP _answering (ab_sorber filf-z mosje)
(each received IP packet is saved in a file)

~B

Connection # p Remote IP answering (echoer mode)
(each received IP packet on the connection is
sent to the transmitter)

Local IP generator <

Connection # q Remote IP answering (echoer file mode)
» (each received IP packet on the connection
is sent to the transmitter and saved in a file)

~g

Remote IP answering (absorber + generator mode)
» (this mode allows dissymetrical IP flows : IP flow1 is
Local IP generator Connection #r absorbed by the remote IP answering entity.
< P o 2 IP flow2 is generated by the remote IP answering entity
when the first UDP packet is received or when the
TCP connection is established).

Local IP generator <

IP flow 1

o Statistics: different statistics parameters are displayed by the IP Answering module for each
connection:

e Sent throughput

e Received throughput

e Sent packet throughput

o Received packet throughput

e Sent data volume

¢ Received data volume (volume of data sent by the remote)
e Sent packets

o Received packets (packets sent by the remote)

e Data volume to send

¢ Remaining volume (of data to send)

e Seq. numb errors (sequence numbering errors)

e Data not echoed

o itter

These statistics can be saved in a CSV file defined by the user.
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Module 3: ‘Traffic Sniffer’ Overview

Sent and received IP packets are time stamped by the ‘Traffic Sniffer’ and then saved in a file to
generate capture traffic files.

The user can define IP filters to capture IP traffic in a file.

From one traffic file captured by the ‘Traffic Sniffer’, an analysis algorithm produces two data files
as shown below (because a traffic file contains IP packets sent and received):

. D
This file has been captured
by the Traffic Sniffer

| Analysis algorithm |

Data Output files Data
File 1 File 2

Then it is possible to use a data file generated in order to replay traffic via the 'IP Generator'

module:
Data File 1 or 2 8

IP Traffic — Test & Measure
IP Traffic — Test & Measure
|:] IP generator IP generator I L
“"— =
A

IP answering IP answering ———1
T . ZCIoCk

ZClock])~ s
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Module 4: ‘Traffic Observer’ Overview

The ‘Traffic Observer’ displays statistics for the ‘IP Generator’ or the ‘IP Answering’ modules
according two modes: on-line (real time) and off-line (batch mode). In the example shown below,
the ‘Traffic Sniffer’ is activated on each system to generate a traffic file. Two traffic files are
produced: File A and File B. The ‘Traffic Observer’ can then use these traffic files A and B in
order to calculate off-line statistics.

The off-line mode allows calculating statistics parameters (e.g. ‘Packet Erasure Rate’ and ‘Packet
Transit Delay’) needing to have time stamped packets from the local and the remote systems.

IP Traffic — Test & Measure

IP Traffic — Test & Measure

GPS)) ~~ D I: — |GPS

ZCIOCk/E;E}ﬁaﬁE%@‘NQ ““”VME@N@\ ZClock ]

5 Traffic ca
_ pture by )
Traffic capture by M using the IP sniffer @

using the IP sniffer

This mode uses and analyzes the two traffic files (Files A and B in the schema) captured by the
‘Traffic Sniffer’. The statistics in red are only available with the offline mode. The green values
are available with both offline and online modes.

o Features available with the on-line mode

= Select ‘IP Generator’ or ‘IP Answering’ display

= Display of statistic parameters in a table for 16 connections:
e |P throughput snapshot
e |P throughput average
e UDP or TCP throughput
e Inter packet delay
Or
Graphic statistics display for the following parameters with triggers defined by user
e |P throughput

e Inter packet delay

The graphic display enables to choose ‘all connections’ or a specific connection (from 1 to 16) and to calculate
in real time the following parameters: average, standard deviation and confidence distance

= Export statistics in a CSV file with filters defined by user
= Reset statistics
= Help window

Q Features available with the off-line mode
= Load traffic files and process analysis for these files to detect that these files are coherent

= User can replay traffic files by using a 'video recorder' mode (play, pause, stop) with index
management (next, add, remove)

= Display of statistic parameters in a table for 16 connections:
e |P throughput snapshot
e |P throughput average
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e UDP or TCP throughput

e Inter packet delay

o Packet erasure rate

e Packet transit delay

Or

Graphic statistics display for the following parameters with triggers defined by user
e |P throughput

e Inter packet delay

e PER (Packet Erasure Rate) quality

e Packet transit delay

The graphic display enables to choose ‘all connections’ or a specific connection (from 1 to 16) and to calculate
the following parameters: average, standard deviation and confidence distance.

Or
Packet statistics display
For each packet:
e Packet Status: Lost or Sent
e Transit Delay
e Packet transit delay
e |Psize

e |P Identification (available for each packet with IPv4 and only on fragment packets
in IPv6)

For each connection (TCP or UDP) and for each side:

e Number of sent packets

e Mean Transit Delay

e Mean Jitter

e Number (and percentage) of lost packets

e Number of TCP packets which have been retransmitted (only for TCP connection)

= Export statistics in a CSV file with filters defined by user (the GPS location is also exported
in this CSV file).

= Reset statistics
= Help window
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Multicast feature

p "IP Traffic — Test & Measure" is able to generate and receive Unicast and Multicast
IP traffic (IPv4 and IPv6). The multicast feature is used for the UDP protocol only.

e Multicast & IPV4: IPv4 addresses from 224.0.0.0 to 239.255.255.255 are
MULTICAST IP addresses. These addresses can be used to generate multicast
IP traffic (define the multicast IP address in the Sender part) or to receive
multicast IP traffic (define the multicast IP address in the Receiver part).

For information: these IPv4 addresses 224.0.0.0 to 224.255.255.255 do not
generate IGMP JOIN /LEAVE messages.

e Multicast & IPv6: IPv6 multicast addresses are defined in "IP Version 6
Addressing Architecture" [RFC2373].
This defines fixed and variable scope multicast addresses.
IPv6 multicast addresses are distinguished from unicast addresses by the value
of the high-order octet of the addresses: a value of OxFF (binary 11111111)
identifies an address as a multicast address; any other value identifies an
address as a unicast address (FE80::/10 are Link local addresses, FECO0::/10 are
Site Local addresses where FF00::/8 are Multicast addresses).
Multicast addresses from FFO1:: through FFOF:: are reserved.
The complete list of Reserved IPv6 multicast addresses can be found in “IPv6
Multicast Address Assignments” [RFC 2375].

The ICMPv6 messages are used to convey IPv6 Multicast addresses resolution.

IP version selection (Windows XP and later)

Please note that "IP Traffic — Test & Measure" supports IPv6 for Windows XP and later versions
(i.e. Server 2003) but doesn't support IPv6 for Windows 2000.

IPV6 is not installed by default: it should be added on the network interface you want to use.

"IP Traffic — Test & Measure" supports the IPv6 numerical address format (128 bits long) as
well as canonical addresses. The IPv6 multicast is available with "IP Traffic — Test & Measure"
in accordance to RFC 2373 where a multicast IPv6 address starts with FF.

With IPv6 the maximum size of the packet to avoid fragmentation is 1440 bytes whereas it is
1460 bytes in TCP with IPv4.

Interface selection

The interface selection of a LAN card (NIC), a virtual NIC such as an IP tunneling protocol or a
remote access is useful to control the data traffic hardware route.

"IP Traffic — Test & Measure" is able to generate and receive Unicast and Multicast IP traffic on
a selected interface, giving the user a deeper control where data are exchanged and makes
multiple routes definition easily.
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1.5 The Automation Tool for "IP Traffic — Test & Measure"

The add-on software Automation Tool for "IP Traffic — Test & Measure" allows you to edit
scenarios, carry out scenarios, set the "IP Traffic — Test & Measure" parameters and pilot "IP
Traffic — Test & Measure" automatically on the same PC.

Automation Tool for IP Traffic

Scenario i
Scenario j

Scenario k .

Commands IP Traffic — Test & Measure

IP Generator

IP Answering
Traffic Sniffer

Instructions

______________________

A scenario is a succession of commands and instructions.

A command is used to set parameters and/or activate a function of "IP Traffic — Test &
Measure”.

For example the Set and Start connection(s) command helps to set parameters for IP
connections and to start the traffic on these connections. With such command you specify the IP
address, port number, protocol, packet size, inter packet delay, duration, etc. and you start the
traffic generation for these connections.

An instruction is used by the Automation Tool to create an internal process. For example, the
Wait Date/Time instruction suspends the scenario execution up to the specified date and time
before to continue.

By using the Automation Tool for "IP Traffic — Test & Measure" you can:

e Set automatically the parameters of the "IP Traffic — Test & Measure" software,
e Start and stop IP connections based on timers,

e Execute the scheduled operations in accordance with your own timing,

e Make repetitive tests operations automatically,

e Simplify the tests reproduction,

e And more...
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PART 2 What’s new in "IP Traffic — Test & Measure" Version
2.4

This part is a general overview of new features and main improvements of "IP Traffic — Test &
Measure" version 2.4. You will find some important information on how to upgrade your software
from previous versions. Details regarding features and corrections included in the different
versions of "IP Traffic — Test & Measure™ can be found in the version.txt file located in the
installation directory (by default: C:\Program Files\IP Traffic).

To upgrade your software from 1.3, 2.0, 2.1, 2.2 or 2.3 to 2.4 version, please refer to paragraphs
below.

2.1 New features and improvements included in the version 2.4

= "IP Traffic — Test & Measure" (Version 2.4)

e |Pv6 ready (generation, capture, replay and conversion)
e First time users: Getting Started information

¢ Min/Max/Mean RTT values are available for each connection (a synthesis of all values is also
available).

e RTT, Sequence numbers errors and jitter values calculation for each connection are now
based on a sampling period

e The statistics are saved in CSV files
¢ By double-clicking on a context file, IP Traffic starts and opens the context file.

e The RPC port number used by the Automation Tool and IP Traffic to dialog can be changed
using the key sited into the registry (more details in the "IP Traffic — Test & Measure" User
Guide).

The contexts created with versions 2.0 and higher are reused automatically. When saved, they

become the new 2.4 context file format.

= Automation Tool for "IP Traffic — Test & Measure" (Version 1.4)
e By double-clicking on a .scn file, the Automation Tool starts and opens the scenario file.

e The RPC port number used by the Automation Tool and IP Traffic to dialog can be changed
using the key sited into the registry (more details in the "IP Traffic — Test & Measure" User
Guide).

e During a wait command execution, the elapsed and the remaining time are displayed

e The number of iteration passed when using a repeat command is shown on the execution
result area

¢ Start and stop the Automation Tool using command lines

The scenarios created with older versions are reused automatically. When saved, they become
the new 1.4 scenario file format.
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2.2 Upgrading from "IP Traffic — Test & Measure"” version 2.3

There is no need to uninstall "IP Traffic — Test & Measure" version 2.3 before upgrading to
version 2.4. The installation procedure checks if a previous version of "IP Traffic — Test &
Measure" was installed. When the version 2.3 is found, it updates automatically the "IP Traffic —
Test & Measure" components.

Installation of the "IP Traffic — Test & Measure" version 2.4 over the "IP Traffic — Test &
Measure" version 2.3 replaces the IPTraff.exe application and the old znpf.sys driver by the new
znpf.sys driver where they have been installed. The old help file named
‘User Guide IP Traffic V2.3.pdf is replaced by the ‘IP Traffic V2.4 User Guide.pdf file. The
registry content is extended with new parameters needed by the help mechanism and the
“‘Automation Tool for IP Traffic’. Finally, the DLL file “packet.dll” is replaced by a new version
including ZTI extensions (only for Windows 2000/XP/Server 2003 systems).

The license scheme is retained during the upgrade process. If an unlimited license was available,
the "IP Traffic — Test & Measure" version 2.4 is ready to be used unlimited. If the trial version
was used, the number of remaining days isn’t changed: it will continue to decrease up to the final
date.

Acrobat Reader is needed with "IP Traffic — Test & Measure" version 2.4: see ‘paragraph 2.7
Acrobat Reader version compatibility’ for more details.

2.3 Upgrading from "IP Traffic — Test & Measure"” version 2.2

There is no need to uninstall "IP Traffic — Test & Measure" version 2.2 before upgrading to
version 2.4. The installation procedure checks if a previous version of "IP Traffic — Test &
Measure" was installed. When the version 2.2 is found, it updates automatically the "IP Traffic —
Test & Measure" components.

Installation of the "IP Traffic — Test & Measure" version 2.4 over the "IP Traffic — Test &
Measure" version 2.2 replaces the IPTraff.exe application and the Itsnif.sys driver by the znpf.sys
driver where they have been installed. The old help file named ‘User Guide IP Traffic V2.2.pdf is
replaced by the ‘IP Traffic V2.4 User Guide.pdf file. The registry content is extended with new
parameters needed by the help mechanism and the “Automation Tool for IP Traffic”. Finally, the
DLL file “packet.dll” is replaced by a new version including ZTI| extensions (only for Windows
2000/XP/Server 2003 systems).

The license scheme is retained during the upgrade process. If an unlimited license was available,
the "IP Traffic — Test & Measure™" version 2.4 is ready to be used unlimited. If the trial version
was used, the number of remaining days isn’t changed: it will continue to decrease up to the final
date.

Acrobat Reader is needed with "IP Traffic — Test & Measure" version 2.4: see ‘paragraph 2.7
Acrobat Reader version compatibility’ for more details.
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2.4 Upgrading from "IP Traffic — Test & Measure" version 2.1

There is no need to uninstall "IP Traffic — Test & Measure" version 2.1 before upgrading to
version 2.4. The installation procedure checks if a previous version of "IP Traffic — Test &
Measure" was installed. When the version 2.1 is found, it updates automatically the "IP Traffic —
Test & Measure" components.

Installation of the "IP Traffic — Test & Measure” version 2.4 over the "IP Traffic — Test &
Measure" version 2.1 replaces the IPTraff.exe application and the Itsnif.sys driver by the znpf.sys
driver where they have been installed. The old help file named ‘User Guide IP Traffic V2.1.pdf is
replaced by the ‘IP Traffic V2.4 User Guide.pdf file. The registry content is extended with new
parameters needed by the help mechanism and the “Automation Tool for IP Traffic”. Finally, the
DLL file “packet.dll” is replaced by a new version including ZTIl extensions (only for Windows
2000/XP/Server 2003 systems).

The license scheme is retained during the upgrade process. If an unlimited license was available,
the "IP Traffic — Test & Measure" version 2.4 is ready to be used unlimited. If the trial version
was used, the number of remaining days isn’t changed: it will continue to decrease up to the final
date.

Acrobat Reader is needed with "IP Traffic — Test & Measure" version 2.4: see ‘paragraph 2.7
Acrobat Reader version compatibility’ for more details.

2.5 Upgrading from "IP Traffic — Test & Measure" version 2.0

There is no need to uninstall "IP Traffic — Test & Measure" version 2.0 before upgrading to
version 2.4. The installation procedure checks if a previous version of "IP Traffic — Test &
Measure" was installed. When the version 2.0 is found, it updates automatically the "IP Traffic —
Test & Measure" components.

Installation of the "IP Traffic — Test & Measure" version 2.4 over the "IP Traffic — Test &
Measure" version 2.0 replaces the IPTraff.exe application and the Itsnif.sys driver by the znpf.sys
driver where they have been installed. The old help file named IPTraffic.chm is replaced by the ‘IP
Traffic V2.4 User Guide.pdf file. The registry content is extended with new parameters needed by
the help mechanism. Finally, the DLL file “packet.dll” is replaced by a new version including ZTI
extensions (only for Windows 2000/XP/Server 2003 systems).

The license scheme is retained during the upgrade process. If an unlimited license was available,
the "IP Traffic — Test & Measure" version 2.4 is ready to be used unlimited. If the trial version
was used, the number of remaining days isn’t changed: it will continue to decrease up to the final
date.

Acrobat Reader is needed with "IP Traffic — Test & Measure" version 2.4: see ‘paragraph 2.7
Acrobat Reader version compatibility’ for more details.
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2.6 Upgrading from versions 1 (including version 1.3)

An upgrade from "IP Traffic — Test & Measure" versions earlier that version 2.0 needs to
uninstall the current version before upgrading to "IP Traffic — Test & Measure" version 2.4. Due
to the changes in the license scheme introduced with version 2.0, the reinstallation will not keep
the unlimited license information. You should contact ZTI (contact@zti-telecom.com) to get back
a new unlimited license number when upgrading to version 2.4 with the new site code. Finally, the
DLL file “packet.dll” is replaced by a new version including ZTI| extensions (only for Windows
2000/XP/Server 2003 systems).

Context files from version 1.3 and earlier are not compatible with the version 2.4. There is no
converter tool to translate versions 1’s context files into version 2.4.

Acrobat Reader is needed with "IP Traffic — Test & Measure" version 2.4: see ‘paragraph 2.7
Acrobat Reader version compatibility’ for more details.

2.7 Acrobat Reader version compatibility

To access the "IP Traffic — Test & Measure"'s help file, Acrobat Reader is required.
"IP Traffic — Test & Measure" supports Acrobat Reader version from 4.01 to 7.0 that have been
tested successfully.

If the Acrobat reader version you are using is too old, you can find the latest version on the "IP
Traffic — Test & Measure™s CD-ROM or download it straight from the Acrobat reader’s website:
www.adobe.com.
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PART 3 Install "IP Traffic — Test & Measure"

"IP Traffic — Test & Measure" requires less than 25 MB of free disk-space. The default settings
folder is C:\Program files\IP Traffic.

The Automation Tool for "IP Traffic — Test & Measure" add-on software is automatically
installed with "IP Traffic — Test & Measure".

A * To run "IP Traffic — Test & Measure"” your computer screen resolution must be at
least 1024 X 768 and the DPI setting should be set up with the “Normal size (96

DPI)” value.

* To install "IP Traffic — Test & Measure” for Windows 2000, XP and Server 2003,

you must log on with your administrators rights.

p We recommend that you shutdown first your anti-virus application before installing "IP
Traffic — Test & Measure".

Please note that you should mask the task bar in a 1024x768 screen resolution, so you
get an optimal view of the software interface.

The default settings of "IP Traffic — Test & Measure™ come with a 15-day limited license. When
it reaches the deadline, "IP Traffic — Test & Measure" stops running. Go to PART 4 for more
information about the license program.

The installation procedure is a standard installation program for Windows 98, 2000 and XP.

3.1 How to install the software downloaded from the Internet

To install "IP Traffic — Test & Measure" for Windows 2000, XP and Server 2003, you
A must log on with your administrators rights.

If you have downloaded "IP Traffic — Test & Measure" trial version from our website, you have
downloaded the “IPTraffic.zip” file including the software and the related documentation.

You must first unzip this file in a temporary directory.

Then run Setup_IPTrafficBundle.exe from this temporary directory to launch the setup procedure
and follow the instructions on the screen.

The default settings install "IP Traffic — Test & Measure" in the following directory: C:\Program
Files\IP Traffic.

The "IP Traffic — Test & Measure" installation procedure installs the following files on your hard
disk:

IPTraff.exe: program file

o "IP Traffic — Test & Measure" User Guide: PDF file (use the free version of Adobe®
Acrobat® Reader® software. Available on www.adobe.com).

o Aut_IPTraff.exe: program file (Automation tool)
e Automation Tool for "IP Traffic — Test & Measure" User Guide: PDF file
¢ |IP Traffic license help file
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e Version.txt: text file that contains information about the versions and the Registry
parameters.

All files created by "IP Traffic — Test & Measure"” are saved in the folder
where "IP Traffic — Test & Measure" has been installed.

e The following step of the installation procedure depends on the target Operating System
(Windows 98 or Windows 2000/XP/Server 2003). Follow the instructions relating to your
Operating System in the table below:

Windows 98 install Windows 2000/XP/Server 2003 install
Just before the end of the installation, The installation procedure automatically
the WinPcap Setup Program is installs the packet capture driver named
automatically launched in order to install ‘znpf.sys‘ on your system in the ‘IP Traffic’

the packet capture driver used by "IP directory.
Traffic — Test & Measure".

When the installation is finished, you need
You will find below the different windows to reboot your computer to consider
displayed by WinPcap 3.0 during the changes.

install procedure.

Once the install procedure of WinPcap is
finished, you can end the "IP Traffic —
Test & Measure" installation procedure.

You must then reboot your PC.

Start Menu shortcuts created:

Start > Programs > IP Traffic — Test & Measure
= IP Traffic - Test & Measure (click to run the software)
= IP Traffic - Test & Measure User Guide (PDF file)
= Automation Tool for IP Traffic — Test & Measure (click to run
the software)
= Automation Tool for IP Traffic — Test & Measure User Guide
(PDF file)
= License help
= Read Me First
= Uninstall IP Traffic — Test & Measure

f You will need to restart your system in order to complete the installation.

When launching a "IP Traffic — Test & Measure" trial version for the first time, a
message is displayed showing the remaining days of use (for example, 15 days left out of
15 in the following example):
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\~—-i-'/

left outof 145

Press <Enter> to configure your license.

Please refer to PART 4 (Software License Configuration)
to configure your unlimited license.

Automatic install of the packet capture driver by WinPcap for Windows 98

Note: The WinPcap program includes software developed by the Polytecnico di
Torino and its contributors.

i, WinPcap 3.0 setup rg|
Welcome to the Installation Wizard
Thiz wizard will guide you through the entire WinPcap 2.0 installation.

‘welcome to the 'wWinPeap 3.0 Setup program. This program will instal %/inPeap 3.0 an vour
computer.

It iz strongly recommendad that you exit all \Windows pragrams befare running this Setup
program. Click Cancel to quit Setup and cloze any programs you have running. Click Nest to
continue with the Setup program.

WARMING: Thiz program iz pratected by copyright law and international treaties.

Unauthorized reproduction or distribution of this program, or any portion of it, may result in

zevere civil and criminal penaltizs, and will be prozecuted to the masimur extent possible
under law.

[ Mext > l [ Cancel ]

Then press Next to continue and display the License Agreement.

i WinPcap 3.0 setup rg|
License Agreement

Pleaze read the following license agreement carefully.

Please clozely read the following license agreement. Do pou accept all the terms of the follawing
license agreement?

ICopyright () 2003 P
MetGroup, Politecnica di Tarino, Al ights reserved, F

Redistribution and use in source and binary farme, with or without madification, are
permitted provided that the following conditions are met;

Redistibutions of source code must retain the above copyright natice, this list of
conditions and the following disclaimer.

Redistibutions i binary form must reproduce the above copyright natice, this list of
conditiohs and the follawing disclaimer in the documentation andfor other material: provided
with the distribution.

Meither the name of the "Politecnico di Torine' nor the names of itz contributors may be

P S Y Y U AP PU (MY NPT < S| NSP SRS S

b

[*ves. | agree with all the terms of this license agreement
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Once you have checked "Yes, | agree with all the terms of this license agreement”,
then press Next to continue.

5 WinPcap 3.0 setup E|

Readme Information

Fleasze read the following information about the WinPoap 3.0 carefully,

Important information about WinPcap 3.0,

It an old wersion of WinPcap was already present on the spstem, it is strongly recommended to
reboat the system,

Pleaze visit the WinPcap home page hittp: //winpcap. polita.it for information and updates.

Mest » ] ’ Cancel

Press Next to continue.

K

5! WinPcap 3.0 setup
Installation Complete

The Inztallation Wizard has successfully installed WinPoap 3.0

WinPoap 3.0 haz been successfully installed,

Prezs the OF. button to exit Setup program.
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3.2 How to install the software from the CD-ROM

The installation procedure is a standard installation program.

To install "IP Traffic — Test & Measure"” for Windows 2000, XP or Server 2003, you
A must log on with your administrators rights.

e First, insert the "IP Traffic — Test & Measure" CD-ROM in your CD-ROM drive.

e Click on “Start”, “Execute” and type “CD unit>: \Setup_IPTrafficBundle.exe”.
Follow the "IP Traffic — Test & Measure™ setup instructions to proceed with the installation.

"IP Traffic — Test & Measure" default settings install files in the following directory:
C:\Program Files\IP Traffic.

e The following step of the installation procedure depends on the target Operating System
(Windows 98 or Windows 2000/XP/Server 2003). Follow the instructions relating to your
Operating System in the table below:

Windows 98 install Windows 2000/XP/Server 2003 install
Just before the end of the installation, The installation procedure automatically
the WinPcap Setup Program s installs the packet capture driver named
automatically launched in order to install ‘znpf.sys‘ on your system in the ‘IP Traffic’
the packet capture driver used by "IP directory.

Traffic — Test & Measure”. When the installation is finished, you need

You will find below the different windows to reboot your computer to consider
displayed by WinPcap 3.0 during the changes.
install procedure.

Once the install procedure of WinPcap is
finished, you can end the "IP Traffic —
Test & Measure" installation procedure.

You must then reboot your PC.

Start Menu shortcuts created:
Start > Programs > IP Traffic — Test & Measure
= IP Traffic - Test & Measure (click to run the software)
= IP Traffic - Test & Measure User Guide (PDF file)
= Automation Tool for IP Traffic - Test & Measure (click to run the
software)
= Automation Tool for IP Traffic - Test & Measure User Guide
(PDF file)
= License help
= Read Me First
= Uninstall IP Traffic - Test & Measure

f You will need to restart your system in order to complete the installation.

When launching "IP Traffic — Test & Measure" for the first time, a message is displayed showing
the remaining days of use, even if you have bought an unlimited license (for example, 15 days left
out of 15 in the following window):
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\-*—-"/

eft out of 15

Press <Enter> to configure your license.

Please refer to PART 4 (Software License Configuration)
to configure your unlimited license.

Automatic install of the packet capture driver by WinPcap for Windows 98

Note: The WinPcap program includes software developed by the Polytecnico di
Torino and its contributors.

i WinPcap 3.0 setup rz|
Welcome to the Installation Wizard
This wizard will guide you through the entire WinPcap 2.0 installation,

wielcome to the winPcap 3.0 Setup program. This program will instal %inPoap 3.0 on your
computer.

It iz strongly recommended that you exit all “Windows programs before running this Setup
program. Click Cancel to quit Setup and cloge any programs you hawve running. Click MNest to
continue with the Setup progran.

WARMIMNG: Thiz program iz protected by copyright law and interational treaties.
Unauthorized repraduction ar distribution of this program, or any partion of it, may result in

severe civil and criminal penalties, and will be prosecuted to the masimum extent possible
under law.

[ Mext > ][ Cancel ]

Then press Next to continue and display the License Agreement.

5 WinPcap 3.0 setup rg|
License Agreement

Flease read the following license agreement carefully.

Please clozely read the following license agreement. Do oy accept all the terms of the following
license agreement™?

ICopyright () 2003 ~
MetGroup, Politecnica di Tarino. All rights reserved. 3

Redistibution and uze in zource and binary forms, with or without modification, are
permitted provided that the following conditions are met:

Redistibutions of source code must retain the above coppright notice, this list of
conditions and the following disclaimer.

Redistibutions in binary farm must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other maternials provided
with the distribution.

Meither the narme of the "Palitechico di Torina' nor the names of its contributars may be
ea L e doiiod Eee e o fleime et e e

hd
R oo - R =

[J+es, | agree with all the terms of this license agreement
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Once you have checked "Yes, | agree with all the terms of this license agreement”,
then press Next to continue.

5 WinPcap 3.0 setup E|

Readme Information

Fleasze read the following information about the WinPoap 3.0 carefully,

Important information about WinPcap 3.0,

It an old wersion of WinPcap was already present on the spstem, it is strongly recommended to
reboat the system,

Pleaze visit the WinPcap home page hittp: //winpcap. polita.it for information and updates.

Mest » ] ’ Cancel

Press Next to continue.

K

5! WinPcap 3.0 setup
Installation Complete

The Inztallation Wizard has successfully installed WinPoap 3.0

WinPoap 3.0 haz been successfully installed,

Prezs the OF. button to exit Setup program.
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PART 4 Software License Configuration

4.1 How to configure the license

Note: This software is licensed on a per workstation basis. This means that you will need to get a
separate license for each machine that you'll install it on. Each licensed copy of the software
installed on a system has a unique Site Code which requires a corresponding unique Site Key to
be entered before the tool is operational (except for a trial version: a duration of 15 days is
automatically enabled at the first installation of the software. If you try to install the software again,
the license program will disable the trial period).

If you wish to configure your license before the trial period ends, press Enter just after launching
the software when the following message is displayed:

\-—-I-"/

15 days leftoutof 14

Press <Enter= to configure your license.

You will then see the following license configuration window:

“ |PTraffic - License Configuration E"E'rE'

Program  License Help

Z 15 days left out of 15
Site Code: DAGE OB7E 35073 AEAS 60

Site Kew: |

To get an autharization to use this program on this machine,
please email your company's name, your name and the Site
Code ta:

|

Phone: +33 296 48 43 43

Fax: +33 295481485

Email: contacti@@zti-telecom.com

To move a license to another directory or computer, you can use the
"Licen=se" menu at the top of thiz dialog.
You can bring up thiz configuration dialog when the program starts by w

At the end of the trial period when you launch "IP Traffic — Test & Measure”, the
same license configuration window appears, but says, “Program not authorized”
instead of showing the remaining days of use.
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7 |PTraffic - License Configuration

Program License Help

Z Frogram naot authorized
Site Code: DAEREA1T 3503 2ERE 7D

Site Key: |

To get an autharization to use this program an this machine,
please emall your campany's name, your name and the Site
Code to:

il

Phone: +33 2 95 48 43 43

Fax: +33 296 43 14 85

Email: contact@zti-telecom.com

To move a license to anather directary or computer, you can use the
"License" menu at the top of this dislog.
“ou can bring up this configuration dialog when the program starts by w

To get the Site Key and obtain an unlimited version, please send an email to contact@zti-
telecom.com or contact@zti.fr with the following information:

a. The Site Code (you can copy and paste the Site Code displayed in the license window)

b. The name of the software, for example: "IP Traffic — Test & Measure" or the "IP Traffic —
Test & Measure" software bundle (including the Automation Tool for "IP Traffic — Test &
Measure")

The OS used
Your company's name

Your name and phone number

- o o o0

The purchase order number and date of purchase

We will then email you the Site Key. You can now close the license window.

After you have received the email with the Site Key, open the license configuration window again
by pressing the Enter key as explained before.

Copy the Site Key in and then click "Validate".
After validation of the Site Key, you will get the following message:

Congratulations!

i ‘fou are now licensed ko run this software,
Press OF to cantinue ar Cancel if wau wank b run your software laker,

K | Cancel
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= Important: one Site Code is associated with one Site Key, and only one. A Site Code is
unique for each PC installed. For security reasons, as soon as you validate a Site Key
(trial or unlimited), the license program generates a new Site Code automatically.

= For any question or further information, please contact our technical support:

Email: support@zti-telecom.com or support@zti.fr
Phone: +33 2 96 48 43 43
Fax: +33 296 48 14 85

When you launch "IP Traffic — Test & Measure" with an unlimited license, you will
see the following window:

\*w——‘/

LInlimited license

Press <Enter> to configure your license.
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4.2 License Transfers

: A license transfer is not a duplication of any type.

purchase.

Please contact ZTI or your authorized distributor for one or several licenses

Licenses can be transferred using one of the following methods:

= Direct transfer: move the license to another directory on the same PC or between two

PCs of a same ne

twork.

= Transfer by media: move the license from a source PC to a target PC by using a floppy

disk or USB key.

4.2.1 Direct Transfer: move the license from one local directory to another

This transfer mechanism

must be used to move a license in two cases:

- from a source to a target directory of the same PC
- from a source to a target directory of networked PCs

o First, copy the program (copy "IP Traffic — Test & Measure" folder) to the target

directory.

For example from “C:\Program Files\IP Traffic” to “C:\Temp\IPTraffic”

e Then run the program from its original directory (from “C:\Program Files\IP Traffic”). When the
license configuration window appears, press Enter and select “License > Transfer to
directory ...” in the license menu as shown below:

Program §E

¢ IPTraffic - License Configuration

S TransFer out to another computer.,.

L Walidate
¢ Killlicense

To get an authorization to use this program on this machine, »
please email your company's name, your name and the Site
Code to:

|

Phone: +33 2 95 48 43 43

Fax: +33 206 48 1485

Ermail: contact@zti-telecom. com

To mowve a license to anather directory or computer, you can use the
"Licenze" menu &t the top of thiz dialog.
“ou can bring up this configurstion dislog wwhen the program starts by b

e Provide the path name of the target program (for example C:\Program Files\IP

Traffic\IPTraff.exe).

The license is now transferred to the new directory.
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4.2.1 Transfer by media (floppy disk or USB key) from a source PC to a target
PC

p A floppy disk or USB key is needed for this kind of transfer.

To transfer the license from the source PC (PC #1) to the target PC (PC #2), proceed as
described in the following order:

1) First install the program on the target PC (PC # 2).

2) Run the software on PC # 2 and delete the trial license in order to get an unauthorized license
on this PC.

If the "Transfer in from another computer ..." item of the license menu is disabled, you must kill
the license.

How to kill a license?

When the license configuration window appears, press Enter and select “License > Kill license” in
the license menu.

% IPTraffic - License Configuration

Prograrm NEEEEE Help

Z Transfer to directory...
S Transfer out ko anokther computer, ..

W alidat
Kill license

Ta get an autharization to use this program an this machine,
please email your company's name, your name and the Site
Code to:

il

Fhone: +33 296 43 43 43

Fax: +33 296 43 14 85

Email: contacti@zti-telecom.com

To move a license to anather directary or computer, you can use the
"License" menu st the top of this dialog.
“ou can bring up this configuration dialog when the program starts by w
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A message box will appear:

Kill License

\_‘_I:.:/' Are you sure you want to delete vour curent license?
Warning

After deleting vour licenze, you will need to purchase a new licenze o
continue uzing thiz progran.

ez | | Mo |

Press ‘Yes' to kill the license and a confirmation code is displayed:

Kill License X

'our kill canfirmation code iz

|DE'IE EEBO 7458 01BD 3038 47F2 DB

'ou zhould write down thiz number in caze you need to
prove that the license was actually deleted.

Click 'OK' and the license window displays now "Program not authorized":

“: |PTraffic - License Configuration |Z||E|r5__(|

Program License Help

Z Program not authorized

Site Code: DAES E411 3503 2ESE 7D

Site Keyw: ||

Ta get an autharization to use this program an this machine,

please email your company's name, your name and the Site
Code to:

Il

Fhone: +33 2 95 43 43 43

Fax: +33 296 43 14 85

Email: contact@zti-telecom.com

To move a license to anather directary or computer, you can use the
"Licenze" menu at the top of this dialog. B

You can bring up this configuration dialog when the program starts by

| &
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3) Select “License > Transfer in from another computer ...” from the license menu:

“ IPTraffic - License Configuration :||:,[z|

Program HEE=REE

Sil

=

Help

et in From another camputer, ..

Code to:

Al
Phone:
Fax:
Ermail:

To get an autharization to use this program on this machine, &
please emall your campany's name, your name and the Site

To move a license to anather directary or computer, you can use the
"Licenze" menu at the top of this dislog.
You can bring up this configuration dialog when the program starts by A

+33 2 95 48 43 43
+33 2 95 48 14 35
contactZzti-telecom. com

The "Transfer License In (Step 1 of 3)" window is displayed:

Transfer License In (Step 1 of 3) fz

Transfer In enables you to transfer a licenze to thiz program from
a licensed copy on another compliker.

Far this pracess vau will need 1 floppy disk and accessto a
licensed copy of thiz program an anather computer.

Inzert a Hloppy digk. into vour computer's “A" drive and press
"Mext' at the bottom of this dialog box.

IF pou are uzing a drive other than drive "A", enter itz path here:

|.-'1'-.:"\ Browse. ..

Hext > | Cancel |
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4) Insert a floppy disk or use a USB key as requested in step 1 of 3 and specify the path. Then
press “Next >": the "Transfer License In (Step 2 of 3)" window is displayed:

Transfer License In (Step 2 of 3) [$__<|

Mow the license needs to be copied to the floppy disgk:

1. Remove the floppy dizk and take it to the computer with
the licensed copy of thiz program.

2. Run the licenzed copy of this program and select
"Trangfer Qut"'.

3. Brng the disk back to this computer and press "Mest".

[f there is a significant delay between ransfers [for example, you
are maving a license from vour work, computer ta your hame
computer], you can suspend the transfer process and continue

later :

Continue Tranzsfer Later |

Mext » Cancel |

5) Go to the source PC (PC #1) and insert the media (floppy disk or USB key). Then start the
program on PC #1. When the license configuration window appears, press Enter and select
“License > Transfer out to another computer ...” as shown below:

“ IPTraffic - License Configuration

Program BEEEGEEN Help

Z Transfer to direckary, ..

Transfer out ko another computer ...

- Y alidate
¢ FKillicense

Sil

To get an authorization to use this program on this machine, 4
please email your company's name, your name and the Site
Code to:

ATl

Phone: +33 2 896 43 43 43

Fax: +33 2 86 43 14 85

Ermail: contact@zti-telecom. corm

To move a license to another directary or computer, you can use the
"Licenze" menu at the top of this dialog.
Yol can bring up this configuration dialog when the program starts by W
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The following window is displayed:

Transfer License Out [Step 1 of 2)

Transfer Out enables you ta transfer a licenze fram thiz program
to an unlicenzed copy on another compker.

To begin, run the unlicenzed copy on the remate computer,
zelect "Transfer License In"', and follow the instructions an the
FCIeEh,

YWhen pou are ready, insert the transfer floppy digk into pou
computer's "A" drive and press "Wext',

IF pou are uzing a drive other than drive "A", enter itz path here:

Mext > | Cancel |

Input the media path (floppy disk or USB key) and then press "Next >".

When the license is put on the media, you get the “Program not authorized” message:

“ IPTraffic - License Configuration |Z||E|[5__(|

Program License Help

Z Program nat authorized

Site Code: DAEB E411 3503 2E8E 7D

Site Keyw: ||

To get an authorization to use this program on this machine,
please emall your company's name, your name and the Site
Code to:

21l

Phone: +33 2 95 48 43 43

Fax: +33 29543 14 85

Email: contact@@zti-telecom.com

To move a license to another directory or computer, you can use the
"Licenze" menu at the top of this dislog.
~ou can bring up this configuration dialog when the program starts by w

You can check that the license is not available anymore on the source PC since the "IP Traffic — Test &
Measure" software license is on a workstation basis.
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Contact us to get information on site license (contact@zti.fr or contact@zti-telecom.com).

6) Remove the media from PC #1 and return to PC #2.

Click the 'Next' button on the step 2 of 3 of the “Transfer license in” window (on PC #2) to
complete the transfer.

The unlimited license key is now transferred from the source PC to the target PC, and you get the
following message:

Transfer, License In (Step 3 of 3) r>__(|

Congratulations!
The licenze haz been successfully transferned.

Prezs "Finish'' to continue.

Fimzh

Click Finish to continue.
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4.3 How to kill a license

If you would like to transfer an unlimited license key onto a PC where a trial period is still active,
you should first delete the active trial period. If you don’t delete the active trial period, you will not
be able to transfer an unlimited license.

To delete the trial license, you should proceed as follows:

e From the license configuration window, select “License > Kill License” in the license menu
as shown below:

“ IPTraffic - License Configuration ZHEWS__Q

Program BEE=REN Help

Z Transfer ta direckary. ..

S Transfer out to anather computer, ..

o W alidate
i Killlicense

To get an autharization to use this program aon this machine,
please email your campany's name, your name and the Site
Code to:

Al
FPhone: +33 296 458 43 43
Fax +33296 453 14 85

Email: contacti@zti-telecom. com

To move a license to ancther directory or computer, you can use the
"Licen=se" menu at the top of this dialog.
“ou can bring up this configuration dislog when the program starts by w

Kill License

\_:.:/‘ Are pou gure you want o delete your current licenze?
Warning

After deleting your icenze, you will need to purchase a new license to
continue uzsing thiz program.

Tes | Mo |

e Press 'Yes' and your license is now deleted. Please write down the kill confirmation code.
This code may be requested by ZTI.

Kill License [x]

Your kil confirmation code iz

|DE1E EEBO 74523 01BD 3098 47F3 DB

You should write down this number in casze you need to
prove that the licenze waz actually deleted.
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PART 5 Uninstall "IP Traffic — Test & Measure"

The uninstall procedure is a standard uninstall program.

To uninstall "IP Traffic — Test & Measure" select “Uninstall IP Traffic — Test & Measure” in the
“Start > Programs > IP Traffic — Test & Measure” menu.

Windows 98 uninstall Windows 2000/XP/Server 2003 uninstall

Then delete all remaining files in the directory | Then delete all remaining files in the
"C:\Program Files\IP Traffic". directory "C:\Program Files\IP Traffic".

To uninstall the packet capture driver
installed by the WinPcap Setup program,
select the ‘Add/Remove programs’ icon of
the “Control Panel’ and then uninstall the
"WinPcap 3.0" program.

Then reboot your PC.
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PART 6 "IP Traffic — Test & Measure" Getting Started

p Anti-virus or firewall applications may disrupt "IP Traffic — Test & Measure” when
sending or receiving data.

Please set up your security software before using "IP Traffic — Test & Measure” (see
PART 7 and PART 8).

New users can use this help as an introduction to "IP Traffic — Test & Measure" and generate or
receive traffic with the IPv4 protocol in a few clicks.

Just after launching "IP Traffic — Test & Measure", the Getting Started Window is displayed:

“IP Traffic - Test & Measure™ - Getting Started [IPw4)

Getting Started will assist you for your first use with "IP Traffic - Test & Measure®

YWiould you like to use this help?

Yes Mo

[ Don't show this window next time.

Press No if you don't want to use this help.
Press Yes, the next window will ask you if you want to use 1 or 2 PCs:

“IP Traffic - Test & Measure™ - Getting Started (IPwv4) - Step 1/3

How to generate the traffic?
fo luse anly one PC AP Generator and IP Answering)

~ luse twio PCs. One generates the traffic P Generator) and the other one receives the
traffic 4P Answering)™

Mext Step = Giuit
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Depending on your choice to use 1 or 2 PCs, the plan below shows the steps:

ep 1

Use 1 or 2 PCs

PC#1 with « IP Traffic — Test & Measure »
PC#2 with « IP Traffic — Test & Measure »

1 PC with « IP Traffic — Test & Measure »

The traffic is sent and
received onthe samePC| ..

{ Set PC#2 using IP Answering ] v i:'.”.Step 2

i, Step 3 —V
G te Traffi R TV
l enerate Traffic I " Step 3 \':/e matic || e
. | o T,
Y _ Step3 ;

For the use of 1 PC

The following windows are displayed.

“IP Traffic - Test & Measure™ - Getting Started [IPv4) - Step 3/3

In arder to help you to use "IP Traffic - Test & Measure”, this assistant is going to generate traffic using
twao connections. The first one will set around 200 Kb/s and will use TCP protocol and the secand one will

set around 100 kb/s and will use UDP protocal.
The data are generated fram the IP Generator to the IP Answering of "IP Traffic - Test & Measure" on

your PC.
IP Traffic
Test & Measure

.

-~

IP Generator | = —

= Data
IP Answering - -

For this configuration, the IP«d address and port number used are specified as follows

IPvd Address: ‘

FPort Murnber:

To generate the traffic, click on the "Start IP Generator and IP Answering” button.

< Back | | Start IP Generator and IP Answering | Cluit
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Then press the "Start IP Generator and IP Answering" button to continue. The "IP Generator —
Traffic + Statistics" tab of "IP Traffic — Test & Measure" will display the two first active
connections as shown on the following window:

22 "IP Traffic - Test & Measure” E”E|E‘

File Edit Configuration Tools File Downloading Automation Tool Help  Cr

IP Generator- Parameters [P Generator - Trafiic + Statistics | IP Answering - Parameters + Statistics I Traffic Sniffer | Traffic Chserver

Destination Parameters Statistics (based on application data) r Unitary Mode
T T T Rt R R
IP Address or Host Mame Port Throughput Wolume  Packets Throughput Volume  Packets Jitter
Connection #01 | 127.0.01 2009 000bis 285 KB 2p  0.00bis 0B 0Op  MiA Stap #01
Connection #02 | 127.0.0.1 2009 0.00kiz 143K 1p  0.00bis 0B op N Sipl2

Caonnection #03
Connection #04
Caonnection #05
Caonnection #06

Connection #07

Stop All
Connections

Cohnection #08
Connection #09
Conhnection #10
Conhnection #11
Cohnection #12
Connection#13
Cohnection #14

Connection #15

FEEEEEEEEEEEEE

Connection #1686

Export Statistics into a File

Parameters Exportis disabled s Co|umn9| |

IP Generator Activity (based on application data) IP Answering Activity (hased on application data)
GPS  ZClock  Activity

- - 0% Active connections 2 Throughput 0.00 hig Active connections 2 Throughput 0.00 his

Remote Control of an IP Traffic - Test & Measure system
Remaote file context Remote IP address or Host ame  Port Remote Operation Leeal) ety

| HO_ADDRESS | 2800 | ‘

Stop All
Local Processes

For the use of 2 PCs

If you select the option: | use two PCs, read the following instructions.
"IP Traffic — Test & Measure™ must be installed on the two PCs.

“IP Traffic - Test & Measure™ - Getting Started (IPv4) - 5tep 1/3

Howy to generate the traffic?

i~ luze only one PC {P Generator and IP Answering)

i lusetwo PCs. One generates the trafiic P Generator) and the other one receives the
traffic (P Answering)*

*Mate: fyou choose this configuration, proceed as follows.

a) Install "IP Traffic - Test & Measure” software on the twao PCs.

k) With Getting Started, set up your first PC using the IP Generator to generate traffic.

¢ With Getting Stared, set up your second PC using the IP Answering to receive traffic.

Mext Step = it

Press "Next Step >" to continue.
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“IP Traffic - Test & Measure™ - Getting Started (IPv4) - Step 2/3

Wihat do wou want to do with "IP Traffic - Test & Measure" on this PCY
f* To use the IP Generator (to generate traffic)?
" Touse the IP Answering o receive traffic)?

= Back Mext Step = it

Then choose if you want to generate or receive the traffic on this PC.

If you select "Use the IP Generator" the following window will appear:

“IP Traffic - Test & Measure” - Getting Started [IPv4) - Step 3/3

In arder to help you to use "IP Traffic - Test & Measure®, this assistant is going to generate traffic using
two connections. The first ane will set around 200 Kb/s and will use TCP protocol and the second one will
set around 100 kbés and will use UDF protocol.

The data are generated by the IP Generator of the "IP Traffic Test & Measure” based on the PC #1 and
are received by the IP Answering of the "IP Traffic Test & Measure” based on the PC #.

IP Traffic IP Traffic
Test & Measure Test & Measure

PC #1 PC #2
IP Generator |, IP Gener3or
. * Data .
IP Answering & | 1P Answering

For this configuration, you should set up the IPvd destination address and port number to the PC #2

*

[Pvd Destination Address:

Fort Murnber: 2009 (the value shauld be between 1 and BS535)™

* ¥ou can specify an |Pvd Address respecting the standard farmat (ex: 192.168.0.1) or use a host

name (ex: myremotepc, mysemer, ...
™ Set up the same port number that you have specified an the PC using the IP Answering.

To generate the traffic, click on the "Start the IP Generator” button.

< Back Stant the IP Generator Cluit

Define the IPv4 address and port number to use.
Then press the "Start the IP Generator" button and a warning dialog is displayed:

“IP Traffic - Test & Measure™ - Getting Started [IPv4)

1 ) Did wou set up and skart the "IP Traffic - Test & Measure" IP Answering on PC #27

Yes Mo |
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Before generating traffic towards PC # 2, the PC # 2 must be configured as IP Answering.

“IP Traffic - Test & Measure™ - Getting Started (IPv4) - Step 2/3

What do you want to do with "IP Traffic - Test & Measure” on this PC?
" Touse the IP Generator (to generate traffic)?
& Touse the P Answering (o receive traffiic)?

= Back Mext Step = cluit

Press "Next Step >" to continue on PC # 2.

“IP Traffic - Test & Measure™ - Getting Started (IPv4) - Step 3/3

In arder to help you to use "IP Traffic - Test & Measure”, this assistant is going to receive traffic an twa
connections. The first one will set around 200 Kb's and will use TCP protocol and the second ane will
set around 100 kb's and will use UDP protocal.

The data are generated by the IP Generator of the "IF Traffic - Test & Measure" based on the PC #1
and are received by the IP Answering of the "IP Traffic - Test & Measure” based on the PC #2.

IP Traffic IP Traffic
Test & Measure Test & Measure

P
Netwiork

PC #1 PC #2
1P Generétur ~ Data_ IP Generator
IP Answering = 1p Answering

Specify the port where "IF Traffic - Test & Measure" should wait the trafiic coming from PC #1
Paort Number: m ithe value should be between 1 and 635351

*Set up the same port number that you have specified on the PC using the IP Generator.

To be able to receive the traffic, click on the "Start the IP Answering” buttan.

| < Back | ‘ Start the IP Answering Cluit

After pressing the "Start the IP Answering" button, a warning message will appear:

“IP Traffic - Test & Measure” - Getting Started (IPv4)

1 ) Mows, vour PC #2 is ready to receive kraffic, Please, go ko PC #1 to set up and start the "IP Traffic - Test & Measure" IP Generator,

Press "OK" and the "IP Answering — Parameters + Statistics" tab of "IP Traffic — Test &
Measure" is displayed on PC # 2.

Then go to PC # 1 and start the "IP Traffic — Test & Measure” IP Generator. The "IP Generator—
Traffic + Statistics" tab of "IP Traffic — Test & Measure" displays now the two first active
connections.

You have now 2 connections generating traffic from PC #1 to PC # 2.
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PART 7 Run "IP Traffic — Test & Measure"

Use the Windows start menu:

Start » All Programs » IP Traffic —
Test & Measure »

Click
here.

E IP Traffic - Test & Measure

After a few seconds and depending of your license,
you will get one of the following license windows:

Limited license Unlimited license

14 days leftoutof 14 Unlimited license

Press <Enter> to configure your license. Press <Enter> to configure your license.

Press Enter only if you need to configure your license,
If you don't, allow a few seconds for the main window of "IP Traffic — Test & Measure" to open.
With Windows XP Service Pack 2, the window below may appear.

This window allows configuring the Windows Firewall settings for "IP Traffic — Test & Measure".
Click on the “Unblock” button to add "IP Traffic — Test & Measure" into the authorized programs
list.

%= Windows Security Alert E'

i‘ﬁ b 1o help protect your computer, Windows Firewall has blocked
zome features of thiz program.

Do you want to keep blocking this program??

Z t arne: IP Traffic - Test & Meazure Yersion 2. 4.0 - May 2006
Publigher: ZTI

F.eep Blocking ] l IInblock ] [ Azk Me Later

Windows Firewall has blocked thiz program from accepting connections frarm the
Internet ar a netwark. |f you recognhize the program or trugt the publizher, pou can
unblock it when should | unblock. a program’?

© ZTI, 2000-2007 Page 51/196



"IP Traffic — Test & Measure" PART 8 "IP Traffic — Test & Measure" / Windows Firewall

PART 8 "IP Traffic — Test & Measure" / Windows Firewall

p Anti-virus or firewall applications may disrupt "IP Traffic — Test & Measure" from
sending or receiving data. Please set up your security software before using "IP Traffic —
Test & Measure".

Some anti-virus configurations can stop "IP Traffic — Test & Measure" working because of their
security settings. For commercial anti-virus, please refer to the related documentation to authorize
"IP Traffic — Test & Measure".

8.1 Configuration for UDP, TCP connections and ICMP IPv4

See below how to configure the Windows Firewall included in Windows XP Service Pack 2 or in
Windows Server 2003 to use UDP & TCP connections for IPv4 and IPv6, and the ICMP (IPv4)
connections.

1. Open the Windows Firewall settings window by right clicking on the two computers
representing the network interface that "IP Traffic — Test & Measure" will use.

Disable
Status
Repair

Change Windows Firewall settings

Cpen Metwork Connections @

2. The window below appears. If the Firewall is off, there is no need to change the settings. If
the Firewall is active, proceed as described below:

%= Windows Firewall

General | Exceptions | &dvanced

ws Firewall iz helping to protect your PC

‘windows Firewall helps protect your computer by preventing unauthorized users
fran gaining access to vour computer through the Intemet or a network.

@ (%) On [recommended]

Thiz setting blocks all outside sources from connecting to this
computer, with the exception of thoze selected on the Exceptions tab.
[JDon't allow exceptions
Select this when you connect to public networks in less secure
locations, such az airports. You will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ighared.

@ () Off (not recommended)

Avoid using this setting. Turning off “Windows Firewall may make this
carmputer more vulherable bo viruzes and intruders.

what elze should | know about “Windows Firewall?

Ok l [ Cancel

3. First switch on the “Exceptions” tab.
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%= Windows Firewall

General | Exceptions | Advanced|

Windows Firewall is blocking incoming netwaork, connections, except for the
programs and services selected below. Adding exceptions allows zome programs

to work better but might increasze your security rizk.

Programs and Services:

Mame

File: and Printer Sharing
Femate Aszistance

[ Remote Desktop

O UPnF Framewark

[ AddProgam.. | [ addPot. |[  Edi. Delets

Display a natification when *Windows Firewall blocks a program

What are the risks of lowing exceptions?

[ oK H Cancel ]

If "IP Traffic — Test & Measure" is already in the list, just select it by checking the box
and press “OK”.
If "IP Traffic — Test & Measure" is not in the list, click on the “Add Program ...” button.

Then click on the “Browse” button and add it by selecting the |IPTraff.exe file placed in the
installation directory (default settings: “[Drive]:\Program Files\IP Traffic\”).

™= Windows Firewall

.
Add aPro
B ;
Browse
Look in: | (3 IP Traffic v Q2
T @ Aut_IPTraff.exe
3!5 Ea ﬁcks.exe
My Recent | | & IPTRAFF.exe
Documents .Setupex.exe
Desklop
ty Documents
My Computer
ﬁg File name: IPTRAFF. sxe
Py M ek, Files of type: |Ap|:-|i-:atic-ns [* e com;™icd)
[ ]S ] [ Cancel
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4. Then select "IP Traffic — Test & Measure" into the program list and press “OK”.

2 Windows Firewall

General | Exceplions |.-“-‘-.|:Ivan|:ed

Windows Firewall iz blocking incoming netwark, connections, except far the
programs and services selected below. Adding exceptions allows zome programs
to work better but might increase your securnty nsk.

Programs and Services:

Mame

File and Frinter Sharing
IF Traffic - Test & Measure
Remote Azzistance

[J Remaote Deszktop

O UPHP Framewark,

| &ddProgiam... | | addPot. || Edi. Delete

Dizplay a notification when \Windows Firewall blocks a program

What are the risks of allowing exceptions?

[ Ok ][ Cancel ]

Now "IP Traffic — Test & Measure" is allowed to use ports, generate and receive TCP and UDP
IPv4 and IPv6 traffic, including ICMP (IPv4). Click “OK” to save the new settings.
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8.2 Configuration for ICMP IPv6 connections

A The use of the ICMP IPv6 connection requires disabling the Windows Firewall
before using "IP Traffic — Test & Measure".

By disabling the Windows Firewall, you enable the TCP, UDP and ICMP (IPv4)
connections as described in the paragraph 8.1 .

See below how to disable the Windows Firewall included in Windows XP Service Pack 2 or in
Windows Server 2003 to use ICMP IPv6 connections, as well as TCP, UDP and ICMP (IPv4)
connections.

1. Open the Windows Firewall settings window by right clicking on the two computers
representing the network interface that "IP Traffic — Test & Measure™ will use.

Disable
Status
Repair

Change Windows Firewall settings

Open Mebwork, Connections ﬂ

2. The window below appears. If the Firewall is off, there is no need to change the settings. If
the Firewall is active, select the Off option as shown. Then click OK.

B = 5
= Windows Firewall

General |E:<ceptiu:|ns Advanced

vour PC

‘windows Firewall helpz protect pour computer By preventing unautharized uzers
from gaining access o wour computer through the Intemet or a network,

@ ) On [recommended])

Thiz zetting blacks all outzide sources from connecting to this
computer, with the exception of those selected on the Exceplions tab.

Select thig when pou connect to public networks in less secure
locations, such as airparts. You will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ (=) DFf [not recommended)

Avwoid uging thiz zetting. Tuming off Windows Firewall may make thiz
computer more vulnerable to viruzes and intruders.

what else should | know about Windows Firewall?

[ ok | [ Cancel
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8.3 How to configure a firewall (list of the ports used)

To be able to quickly configure a firewall, a list of the port number and protocols used by "IP
Traffic — Test & Measure" is shown hereafter. Note also the user can redefined all ports used by

"IP Traffic — Test & Measure".

Functionality Port Number Protocol IP Version
Remote Mode* 2600 TCP IPv4 & IPv6
File Downloading* 2500 TCP IPv4 & IPv6
RPC Server (used to dialog 1001 TCP IPv4
with the Automation Tool)*

Source port number (IP 1 to 65535 TCP or UDP IPv4 or IPv6
Generator)
Destination port Number (IP 1 to 65535 TCP or UDP IPv4 or IPv6
Generator)
Listening to ... (IP 1 to 65535 TCP or UDP IPv4 or IPv6
Answering)
Ping Mode(IP Generator) - ICMP IPv4 or IPv6

* These ports are opened when the software starts. For the functionalities using IPv4 and IPv6, two ports are opened

(one using IPv4 and one using IPv6).
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PART 9 Hardware Installation (GPS Kit and ZClock)

9.1 Configuration 1: "IP Traffic — Test & Measure” + GPS Kit

The GPS kit is provided with the GPS box, a serial cable and a —35 db patch antenna. This GPS
provides an absolute time reference (accuracy: £ 500 nanoseconds).

By using this GPS kit (Trimble OEM), the accuracy for IP packets time stamping is < 5

milliseconds.

Power supply

(8-40VDC/0.4A)

IP Traffic — Test & Measure

; ; 12/24V
Cigar lighter | ——

Serial port
(V.24/RS232C)
> GPS ' '
>  (Trimble OEM)

GPS antenna

. Patch antenna (-35db) -

Aerial

et

7

Power supply

[8—40vDC/0.4A|

Serial port

=

S e e e
.
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9.2 Configuration 2: "IP Traffic — Test & Measure” + ZClock
The ZClock module is provided with a parallel cable and the PC must operate in the EPP

(Enhanced Parallel Port) mode.

In this configuration, there is no absolute time reference, but a relative time. The user can use an
external system in order to provide an absolute time reference to the PC. ZClock is initialized with
the PC clock time reference. By using ZClock, the accuracy for IP packets time stamping is + 1

millisecond.

Power supply
(8—40VDC/0.6-2A)

IP Traffic — Test & Measure

or 2

Parallel port

— 12124V " ZClock (EPP mode)
[Cisrimer| 12124V
Parallel port
(EPP mode)

ZCIock

OUT-IN PARALLEL (EPP

oo,
\

i
¥
5

[ ~

Power supply | [ Input 8-40V DC /0.6 A|
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9.3 Configuration 3: "IP Traffic — Test & Measure"” + GPS Kit + ZClock

The GPS Kit is provided with the GPS box, a serial cable and a —35 db patch antenna. This GPS
provides an absolute time reference (accuracy: £ 500 nanoseconds).

The ZClock module is provided with a parallel cable and the PC must operate in the EPP
(Enhanced Parallel Port) mode.

The GPS time reference is used to initialize ZClock. By using the GPS and ZClock, time stamping
of IP packets by the Traffic Sniffer is made with an accuracy of £ 1 millisecond.

Power supply
(8-40VDC/0.6-2A)

IP Traffic — Test & Measure

- ‘_| Parallel port

12124V ZClock (EPP mode)
Cigar lighter | ———— :I ‘ >

A

Serial port
8/40V (V.24/RS232C)
+—>
GPS
(Trimble OEM)

GPS antenna

. Patch antenna (-35db) -

/j Serial port| /- | Parallel port |

) '
/ —~ | .
Aerial

é PORT 2 PORT 1

GPS ZClock

e o /—\ET IN PARALLEL (EPP

5 =1 [ input 8-40vDC/06-2A
ower suppy Output 8 —40 VDC /0 — 1.4 A
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PART 10 Graphical User Interface
10.1 Main Window

When you launch "IP Traffic — Test & Measure" (after the adapter selection on Windows 98),
the following window is displayed:

Z “IP Traffic - Test & Measure™

File Edit Configuration Tools File Downloading Automation Tool Help  Operating mode

|P Generatar - Parameters ] IP Generator - Traffic + Statistics ] IP Answering - Parameters + Statistics ] Traffic Sniﬁer] Traffic Observer]

Destination Parameters ' Unitary Mode " Autornatic Mode i Replay Maode
IP Address or Host Mame - Protocol-  Port- Type
Connection#01 | | | NO_ADDRESS [TcP || 2008 Packetgenerator  Parameters #1
Connection #02 | | | NO_ADDRESS [TcP ~|| 2009 Packetgenerator  Parameters #2
Connection #03 | | | NO_ADDRESS |TcP ~|| 2008 Packetgererator  Parameters #3
Connection#04 | | | NO_ADDRESS |TcP -] [ 2008 Packetgenerator  Parameters #4
Connection #05 | | NO_ADDRESS |TCP j | 2004 Packet generatar Parameters #5
Connection #06 | | | NO_ADDRESS |TcP ~|| 2008 Packetgenerator  Parameters #6
Connection #07 | | | NO_ADDRESS [TcP ~]|2009 Packetgenerator  Parameters #7
Connection#08 | | MNO_ADDRESS |TCP j | 2009 Facket generator Farameters #8
Connection#09 | | | NO_ADDRESS [TcP || 2008 Packet generator  Parameters #3

Connection#10 | _»| | NO_ADDRESS [TcP ~|| 2009 Packet generator  Parameters #10
Connection#11 | | | NO_ADDRESS [TcP ~]||2009 Packelgeneralor  Paramaters #11

Connection#12 | ¥ | NO_ADDRESS |TCP j | 2009 FPacket generator Parameters #12
Connection#13 | | NO_ADDRESS |TCF' j | 2009 Packet generator  Parameters #13
Connection#14 | | | NO_ADDRESS |TcP ~|| 2008 Packetgenerator  Parameters #14
Connection#15 | | | NO_ADDRESS [tcP ~]|2009 Packetgenerstor  Parameters #15

RRERERRRNARAANE

Connection#15 | | | NO_ADDRESS [TcP ~|| 2008 Packet generatar  parameters #16

GPS  ZClock  Activity

B - [ o [ ooows [ ¢ [ ooowis

Remote Controf of an IP Traffic - Test & Measure system

Remate file context Remote IP address or Host Name  Port Remate Operation Local Operation
Start All
| MNO_ADDRESS | 2600 | | Local Processes ‘

"IP Traffic — Test & Measure" main window

The "IP Traffic — Test & Measure" main window is composed of four parts:

e Menu bar: File, Edit, Configuration, Tools, File downloading, Automation Tool, Help,
Operating mode.

e Tabs area: this main area displays the five tabs. To see a tab, click on the tab title you want to
display.

e Activity display: ‘GPS’ state, ‘ZClock’ state, ‘Activity’ parameter, ‘IP Generator Activity’, ‘IP
Answering Activity’ and ‘Sniffer Activity’.

¢ General commands: for remote control or local operations.

Menu bar, activity display and global commands are always visible whatever the tab displayed.
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10.2 Display General Rules of the "IP Traffic — Test & Measure"” GUI

The fields of the "IP Traffic — Test & Measure" software interface can be filled following four
situations:

e Fields in which you can enter values

All the fields in which you can enter or choose values are recognizable by black writing on white
background color. If an address is not valid, the red color is displayed instead of black.

e Statistics fields

Statistics fields are automatically filled in. They are identifiable by blue writing on white
background color. You can only configure the refresh time of statistics display or reset statistics
display by pressing the “Reset Display” buttons.

When a statistic value cannot be computed, “N/A” for Not Applicable is displayed in the field.

e Fields generated further to user action and displayed as information use only

These fields are filled automatically by "IP Traffic — Test & Measure" further to use enter or
parameters selection. They are displayed as reminder and will be modified by another user
action.

These fields are recognizable by black writing on gray background.

e Fields turned out of reach further to user action

User actions and parameters selection may turn some "IP Traffic — Test & Measure" GUI fields

and action buttons out of reach. Usually all the out of reach fields are grayed.

Fields can become out of reach in several cases, for example:

- As soon as a connection is running, it is impossible to change its parameters. You must stop
the connection in order to change the parameters of the connection.

- When a testing mode (unitary or automatic) is selected, it is impossible to change parameters
of the unselected testing mode.

If you enter a non valid value in a field, the connection could be disabled or actions button in the
configuration’s window could become out of reach.
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10.3 Used Units in Information Display

All information used by "IP Traffic — Test & Measure"” is displayed with its unit and unit is
changing in order to limit figure size.

10.3.1 Volume units

Display Meaning

10B 10 Bytes

1 KB 1 Kilo Bytes (1024 bytes)

1 MB 1 Mega Bytes (1048576 bytes)

1GB 1 Giga Bytes (1073741824 bytes)

1TB 1 Tera Bytes (1099511627776 bytes)
1.23%65 1.23 x 1065 Bytes

1p 1 packet

10.3.2 Throughput units

Display Meaning

10 b/s 10 bits per second

1 Kb/s 1 Kilo bits per second (1024 b/s)

1 Mb/s 1 Mega bits per second (1048576 b/s)

1 Gb/s 1 Giga bits per second (1073741824 b/s)

1 Th/s 1 Tera bits per second (1099511627776 b/s)
1.23"65 1.23 x 10”65 bits per second

1 p/s Packet per second

.\V Throughput computing
Y The "IP Traffic — Test & Measure” displayed throughputs correspond to payload data on

the sampling period (defined in the "IP Traffic — Test & Measure" configuration menu)
and bring back to a bits/second number. The displayed throughput is an “application”
throughput. At some instant, it could be different from the physical network throughput
because data can be split and buffered at various system levels.

10.3.3 Duration units

Display Meaning
31ms 31 milliseconds
1s 1 second
1mn32s 1 minute 32 seconds
1h24mn 1 hour 24 minutes
>24h Time superior to 24 hours

1 Unit changing
T‘\ To change, a volume value in KB to a volume value in MB, "IP Traffic — Test &

Measure” divides the first value per 1024. Ex: 1000 KB = 0.98 MB. The same rule is
applied with throughput values. In order to have a throughput in Mb/s coming from a
throughput in Kb/s, "IP Traffic — Test & Measure" divides the first value per 1024. Ex:
2048 Kb/s = 2.00 Mb/s.
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PART 11 Using "IP Traffic — Test & Measure"
11.1 Main steps

The main steps to use "IP Traffic — Test & Measure" are:
¢ To send data:
1. In Tab 1 ‘IP Generator — Parameters’:
Configure IP Generator parameters (IP address or Host Name, port number, and protocol),
Select and configure testing mode,
2. In Tab 2 ‘IP Generator — Traffic + Statistics’:
Run connections,
3. Results: see and exploit statistics in the ‘Traffic Observer’ tab.
To receive data:
1. In Tab 3 ‘IP Answering - Parameters + Statistics’
Configure IP Answering parameters (connected remote, working mode),
2. In Tab 3 ‘IP Answering - Parameters + Statistics’:
Start receiving connections,
3. Results: see and exploit statistics in the “Traffic Observer” tab.

~ | | About the context file

.EQ‘ In order to avoid entering again all parameters for a new testing session, or to create again
mathematical laws, all "IP Traffic — Test & Measure" parameters can be saved in a
context file (see File menu description below).

So, if you want to repeat a test session with the same parameters later, do not forget to
save the current parameters in a context file before changing some parameters.
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11.2 Launch "IP Traffic — Test & Measure"”

In the ‘Start > programs > |IP Traffic — Test & Measure’ Menu, select "IP Traffic — Test &
Measure" and click. The software is launched.

Step 1: depending of your license, you will get the following license window:
Limited license Unlimited license

15 days left out of 15 Lnlimited license

Press <Enter> to configure your icense. Press <Enter> to configure your license.

If you need to configure your license press <Enter>. Otherwise don’t press any key: after a
few second this window will automatically disappear.

Step 2: depending of the operating system, you will get the following window

Windows 98 Windows 2000, XP or Server 2003
The user must first select the adapter needed After a while due to initializations, the "IP
to send and receive IP traffic. Traffic — Test & Measure" main window is
IP Traffic - Adapter Selection | displayed.

Lizt of availlable adapter|z]

ACarn EtherLink, PCI

Select the adapter to use and click 'OK'
or 'Cancel to stop [P Traffic

Cancel |

For example, select the 3Com Ethernet
adapter in this desktop configuration and
then press OK.

After a while due to initializations, the "IP
Traffic — Test & Measure" main window is
displayed.
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11.3 Menu description

The menu’s bar is made of 8 items:

File Edit Corfiguration Tools File Downloading  Automation Tool Help  Operating mode

11.3.1 File Menu

Mes
Open ...

Save
Save Bs ..,

Recent Contexts ... #

Exxit

11.3.1.1  File/New

This command opens a new default context in "IP Traffic — Test & Measure". Before opening a
new default context, running connections must be stopped. The default values of a new context
are presented in the Annex part.

11.3.1.2 File/Open

“‘Open” command allows reading a context file (.ctx file), which contains a previously saved
configuration. Before opening a context, running connections must be stopped.

Note:

Context file contains configuration parameters and a copy of the laws defined by the user.
Reading of a context file will delete currently used laws and replace them by the laws saved in
the context file.

11.3.1.3 File/Save

“Save” option allows saving the entire configuration parameters and parameters of the laws
defined in the opened context file.

11.3.1.4 File/Save as

This option allows saving all the configuration parameters and the parameters of the laws defined
in a context file (.ctx file), which name is requested in a standard enter dialog box.

11.3.1.5 File/Recent Contexts
This option allows charging the 4 most recent used context files (.ctx file).

11.3.1.6  File/Exit

This command stops "IP Traffic — Test & Measure". To stop "IP Traffic — Test & Measure", all
active connections (‘IP Generator’ and ‘IP Answering’) shall be stopped. A message box will ask
you to save or not changes made to parameters in a context file.
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11.3.2 Edit menu

Destination Parameters: IP Address or Hosk Mame  # Liskening To: Part »

Destination Parameters: Protocol r Listening To: Protocal »

Destination Parameters: Paork » Coming From: Remote IP Address or Host Mame ¢

Active tab: “IP Generator — Parameters” Active tab: “IP Answering — Parameters +
Statistics”

11.3.2.1 Edit/Destination Parameters: IP Address or Host Name (for IP Generator)

One option is available: Copy the IP Address from Connection £01 to all Connections

By selecting this item, the 'IP Address' field from connection #01 is copied out for all connections
from #02 to #16.

11.3.2.2 Edit/Destination Parameters: Protocol (for IP Generator)

TWO Options are available: Select TCP for all Connections
Select UDP for all Connections

By selecting one option, the 'Protocol’ field for the connections #01 to #16 is set to TCP or UDP.

11.3.2.3 Edit/Destination Parameters: Port (for IP Generator)

Four options are available: Increase only UDP Ports (from first UDP Connection)
Decrease anly UDP Ports (from first UDP Connection)

Increase all Ports (from Connection #01)
Decrease all Ports (from Connection #01)

With this menu, you can:

e Set the port number increasingly or decreasingly for all UDP connections, based on the
port number of the first UDP connection.

o Set the port number increasingly or decreasingly for all connections, based on the port
number of the first connection without taking considering the protocol in use.

© ZT1, 2000-2007 Page 66/196



"IP Traffic — Test & Measure" PART 11 Using "IP Traffic — Test & Measure"

11.3.2.4 Edit/Listening To: Port (for IP Answering)

Four options are available: Increase only UDP Ports (from first UDP Connection)
Decrease anly UDP Ports (from first UDP Connection)

Increase all Ports (from Connection #01)
Decrease all Ports (from Connection £01)

With this menu, you can:

e Set the port number increasingly or decreasingly for all UDP connections, based on the
port number of the first UDP connection.

e Set the port number increasingly or decreasingly for all connections, based on the port
number of the first connection without taking considering the protocol in use.

11.3.2.5 Edit/Listening To: Protocol (for IP Answering)

TWO Options are available: Select TCP for all Connections
Select UDP for all Connections

By selecting one option, the 'Protocol’ field for the connections #01 to #16 is set to TCP or UDP.

11.3.2.6 Edit/Coming From: Remote IP Address or Host Name (for IP Answering)

One option is available: Copy the IP Address from Connection #01 to all Connections

By selecting this item, the IP Address field from connection #01 is copied out for all connections
from #02 to #16.
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11.3.3 Configuration menu

Configuration

Microzoft WWindows TCP stack parameters

General parameters
Eile Operating Modes
AutoComplete ...

| GPS parameters

£Clack canfiguration [meelected
Dizable Sniffer and Obzerver tabs to increaze performances [EETH
(R
R
Windows 98

Configuration

Microsoft Windows TCP stack parameters

General parameters
File Cperating Modes
AutoComplete ..

GPS parameters

ZClack configuration k
Disable the "Traffic Observer" tab to increase performances

Windows 2000, XP or Server 2003

The ZClock module is not available with Windows 98. That is why, the parallel ports are grayed on
Windows 98 computer.
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11.3.3.1  Microsoft Windows TCP Stack Parameters

"IP Traffic — Test & Measure" uses the Microsoft TCP/IP stack via the Winsock2 interface (or
API). This interface enables modifying some parameters of the Microsoft TCP/IP stack. "IP Traffic
— Test & Measure" enables modifying the TCP Receive Window size and enables the TCP

Selective Acknowledgements. When the Stack Parameters command is selected, the following
window is pop up:

“IP Traffic - Test & Measure” - Microsoft Stack Parameters

TCP Receive Window Size Parameter

The TGP Receive Window specifies the number of bvtes an application can
transmit without receiving any acknowledament. Ifthis option is disahled, the
TCPAP Stack uses the default value provided with the operating system.
Lzually a large TCP Receive Window improves performance aver high-delay ar
high-bandwidth networks.

[ TCP Receive Window Size (1,024 to 1,073,741 823 bytes) G5535

MHaote: OnWindows 2000, P and Server 2003, you can specify a TCP Receive
Window Size larger than 64KB (as specified in RFC 1323).

TCP Selective Acknowledgements [SACE., az specified in RFC 2018)
The Selective Acknowledgement (SACK) is important for a large TCP
Receive Window Size.
Without SACK, TCP can acknowledge the latest sequence number of
contiguous data received, ar the left edge ofthe receive window only.
When SACK option is enabled, TGP continues to use the ACK number to
acknowledge the left edge of the receive window, butit can also acknowledge
other non-contiguous blocks of received data individually,

I¥ Enable TCF Selective Acknowledgements (SACK)

WARMIMG
Thesevalues are saved in the Registry. They influence all
applications using the TCRIP stack (fip, web hrowser, mail
application, etc.).

[fyou modify these values, you should restart your PC.

0] 4 | Cancel

Microsoft Windows TCP stack parameters window

p The TCP Receive Window Size value must be included between 1,024 and
1,073,741,823 bytes.

The “OK” button allows saving changes made to the TCP/IP stack Parameters. If some changes
have been made, you must restart your PC.

Important: these values are saved in the Registry and
A influence all applications using the TCP/IP stack.

Paths to these parameters on the registry depend on the operating system:
¢ Windows 2000, XP or Server 2003 Key is:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\TCPIP\Parameters
Name: TcpWindowSize & Tcp13230pts & SackOpts.
e Windows 98 Key is:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\VXD\MSTCP
Name: DefaultRcvWindow & Tcp13230pts (no SACK).
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11.3.3.2 General parameters

This command allows configuring parameters applied to graphical display, timeouts for echoed
connections and the size of buffers used by "IP Traffic — Test & Measure". When selected, the
following window is pop up:

“IP Traffic - Test & Measure™ - General Parameters

Refresh Time and Throughput S ampling Penod
The refresh time parameter defines the frequency of statistics updates on"IP
Traffic - Test & Measure”. This parameter also applies to statistics expartation

The throughput sampling period defines the number of seconds of traffic needed
to calculate the throughpuot.

Fefresh Time (1 to 60 secaonds) 2
Throughput Sampling Period (1 to B0 seconds) a

TCF and UDP received Data Timeout

These parameters are for the IP Generator Part anly. When there is no maore
data to be sent, "IP Traffic - Test & Measure" continues to receive data until the
timeout expires. Then the connection is released. When the timeout is 0, the
connection is stopped as soon as there is no more data to be sent.

Timeout for TGP Packets echoed ¢1 to 9,999 ms) &00

Tirneout for LDP Packets echoed {1 to 9 9899 ms) Foa

—"|F Traffic - Test & Measure" Buffer Size [S0_RCVYEUF and SO_SHDBUF]

The buffers used by "IP Traffic - Test & Measure” to dialog with the Winsock AP
influence the throughput perfarmance far high speed network, The best
petformance can be reached with a high buffer size. Change in one of these sizes
concerns the new connections anly.

Receive Buffer Size {1,024 to 65,535 bytes) 8192
Transmit Buffer Size {1,024 to 65,534 bytes) 81492

]34 Cancel |

General parameters window

Parameters applying to the GUI display

Refresh time: the value entered in this field configures the display refresh time for all statistics
displayed in "IP Traffic — Test & Measure".

Throughput sampling period: the value entered in this field is used to compute the throughput for
the statistics display.

Parameters applying to echoed connections

Timeout for TCP packets echoed (ms): value entered in milliseconds. This field is used for echoed
TCP connections. When the connection is stopping, "IP Traffic — Test & Measure" continues TCP
data acquisition during a time defined by this timeout except if this value equals zero.

Timeout for UDP packets echoed (ms): value entered in milliseconds. This field is used for echoed
UDP connections. When the connection is stopping, "IP Traffic — Test & Measure" continues UDP
data acquisition during a time defined by this timeout. except if this value equals zero.
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Parameters applying to the data buffer size

Receive buffer size: this value is saved in the current context only and is used when receiving
data from the Microsoft Winsock?2 interface.

Transmit buffer size: this value is saved in the current context only and is used when sending data
to the Microsoft Winsock2 interface.

Acaquisition period for statistics

This parameter is used to define the polling driver time in order to get statistics by "IP Traffic —
Test & Measure". This parameter defines the period to compute statistical average presented in
the ‘Traffic Observer’ tab.

11.3.3.3 File Operating Modes

This command allows selecting the file operation mode for every file generated by "IP Traffic —
Test & Measure" except for the context file. When selected, the following window is displayed:

“IP Traffic - Test & Measure™ - File Operating Modes

Mate: The rules below are applied on each file of “IP Traffic - Test & Meazure" [Sniffed
traffic files and statiztics fles).

Chooze an Operating kMode
(o DOyenwrite: ovenartes the file if it exists.

" Rename: adds date and time ta the filename if it exists.

| k. | Cancel Help

File Operating Modes window

Overwrite

If you choose this mode, each time you start a statistics export process or the traffic capture, IP
Traffic overwrites the file you have defined if it exists.

Rename

By choosing this mode, IP Traffic adds a suffix to the file name, if the file still exists. The suffix
follows the format: mmddyyyy hhmmss

Example: For a file name IPGenerator_Statistics, the resulting file name generated by IP
Traffic will be IPGenerator_Statistics 01242004 193020.
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11.3.3.4 GPS parameters

This command allows configuring parameters applying to the GPS system connected to the PC
via a serial link.

“IP Traffic - Test & Measure” - GPS Parameters

Communication port for GPS

GPS legend in the main window

GFS ) ) . .
- B The GPS system provides time synchronization and position

Bl Synchronization pending or no GPS system available

|nformation from the GPS zpstem

Satelite information Time
S atellite Signal strength UTLC time from GPS
GEPS position
Latitude Longitude Altitude

‘When GPS position s available
[ Save GPS position value in data packets at periodic interval = |30 zeconds

Ok | Cancel | Help ‘

This window is divided into four sections:

e Communication port for GPS: to select the GPS communication port (COM1 to COMG6) or not
(no GPS).

e GPS legend in the main window: colored icons giving information on the state of the GPS
system (see the GPS color box on the lower left of the "IP Traffic — Test & Measure™ main
window)

= Green color: the GPS system provides complete timing and position information (3D). For
this state, the GPS system is synchronized with at least three satellites.

= Red color: no information is available via the GPS system: either the GPS system is not
operational (no GPS system or no power by example), or there is not enough satellites
seen by the GPS to get precise timing information and position. In this case, change the
position of the outdoor antenna of the GPS system and wait some minutes to see the
result.

e Information from the GPS system:

= Satellite information: for each satellite recognized by the GPS, satellite number and signal
level is displayed.
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S atellite information
Satelite Signal strength

10 12.20

13 380

2 v.en

[23] Q.oo

[24] Q.oo

[27] Qoo

[4] Q.oo

]

In this example, 8 satellites are displayed, and only the
satellites number 10, 13 and 2 have a significant level.

Satellite information

XX means that the satellite XX is used for computation.
[XX] means that the satellite XX is not used for
computation (time and localization).

Signal strength information
xX.yy indicates the signal level
-.-- means that the signal level is not significant

= Time: time provided by the GPS system (GMT time).

= GPS position: 3D reference (latitude, longitude and altitude).

e When GPS position is available: the GPS position (latitude, longitude and altitude) can be
added for data packets at a user-defined rate. This additional information is stored by "IP
Traffic — Test & Measure" in a specific record of the Traffic sniffed file and it is not included in
the data packets. By saving the GPS position, IP Traffic is able to provide the location of the
computers when they receive or send a packet. (see 11.11.3.3 Statistics Display = Packet

Statistics).

In the “GPS parameters” window, a Help button delivers information about ‘How GPS works’ and

how to use it.

Example of GPS parameters window (obtained in Lannion, FRANCE)
In this example, three satellites have a significant level, and GPS position is available.

“IP Traffic - Test & Measure® - GPS Parameters

Communication port for GPS

R ~

GPS

The GFS zygtem provides hime synchromzation and pozition

Synchromzation pending or no GFS spgtem avalable

GPS legend in the main window

Information from the GP'S syztem
S atellite: infarmation Time
Satelite  Signal strength UTC time from GPS
10 1220 =TE
13 280 | 200604419 15:54:21
2 7.80
[23] noo o
(24] 0.on GFS position
E]ﬂ ggg L atitude Longitude Altitude
(5] ' +48" 44' 37 96" 3028 21 54" 143
Wwhen GPS pozition iz available
| Save GPS position value in data packets at periodic interval = |20 zeconds

ak | Cancel ‘ Help |

p When loading a context having the GPS enabled, IP Traffic checks each
COM Port to find the GPS unit.
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p Moreover, if a GPS is already active when loading a context having the GPS
enabled, IP Traffic doesn’t resynchronize itself with the GPS unit.

11.3.3.5 AutoComplete

The AutoComplete option is a help mechanism to input values for the user. It lists possible entries
that match user entries typed before. The AutoComplete mechanism with "IP Traffic — Test &
Measure" is available for IP address entries in the “IP Generator — Parameters” and “IP
Answering — Parameters + Statistics” tabs.

IF Address or Host Mame «

Connection #01 | ¢ | w

www zti4elecom.com

Connection #02 | R

There are 5 different historical records:

= Historical record for IP address entry in the IP Generator tab,

= Historical record for IP address entry in the IP Answering tab

= Historical record for IP address in the File Downloading dialog box.
= Historical record for IP address on the Remote Control panel

= Historical record for IP address entry in user-defined filter edition window on the Traffic Sniffer
tab.

The AutoComplete parameters dialog is used to enable/disable and to clear all historical records.

“IP Traffic - Test & Measure™ - AutoComplete parameters

AutoCaomplete
The AutoComplete option helps the userto enter values. It shows the latest entries
matching the current pattern entered by the user. The entries historical is not kept
hetween two sessions of "IP Traffic - Test & Measure" for security reason.

The AutoComplete of"IP Traffic - Test & Measure” iz available for IP address entries
inthe"Sender - Parameters" and "Feceiver - Traffic + Statistics" tabs.

W Enable AutoComplete

Clear History
The Clear Histary button removes current user entries.

QK | Cancel |

Up to 30 entries can be kept in the historical record. When a 31% entry is typed, the 1% entry is
deleted: the historical record is handled like a FIFO list.

The Clear History button removes user entries from historical records leaving two predefined
entries:

¢ NO_ADDRESS: this is the default IP Address of the Traffic Generator - a void address,
used to disable the connection.

o ANY_ADDRESS: this is the default IP Address of the Answering, used to accept any
incoming connection.

When AutoComplete is disabled, the historical record doesn’t continue to be filled. User entries
available - before AutoComplete deactivation - remain when AutoComplete is activated again.

Note: the historical record is associated to the "IP Traffic — Test & Measure" session. For
confidential reasons, the historical record is not kept between sessions and is lost at the end of
the "IP Traffic — Test & Measure" session.
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11.3.3.6 ZClock configuration

This item allows configuring parameters applying to the ZClock module connected to the PC via a
parallel cable in EPP mode. You can configure the EPP mode at boot time in the Setup menu or
by using the specific driver of the addition card - PCl and PC card add-ons supporting EPP mode
are commonly available.

You can select the parallel port to use ZClock with "IP Traffic — Test & Measure".

Configuration

Microsoft Windows TCP stack parameters

General parameters
File Operating Modes
AukoComplete ..

GPS parameters

ZClock configuration b| v Unselected
Disable the "Traffic Observer" tab to increase performances LPT1

LPTZ

LPTS

11.3.3.7 Disable the 'Traffic Observer' tabs to increase performances

This item allows disabling the 'Traffic Observer' tab in order to free processors and memory
resources for traffic generation on slow computers.

When this option is selected, IP level statistics (and graphics) are not available any more.

11.3.4 Tools menu

Corvert Sniffed Traffic File ko Ethereal Format File, .,

“IP Traffic - Test & Measure™ - Convertion of Sniffed Traffic File

Corvert a Sniffed Traffic File

Select a Sniffed Traffic File and specify the Ethereal Format Filename Cdmp). Click an
"Comert! to start the comvertion. You can abort itwhenever you want by clicking on Stop.

Shiffed Traffic File: | | Browse

Ethereal Format File:| Browse

This tool allows converting the Sniffed Traffic files by "IP Traffic — Test & Measure" format to
Ethereal standard format. By realizing this operation, the result file (dmp) can be opened by a
Network Analyzer software such as Ethereal or Network Instruments Observer. This tool can
convert capture traffic files containing IPv4 and IPv6 packets.
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11.3.5 File downloading menu

File Dovwnloading

This command allows downloading a file from one "IP Traffic — Test & Measure" machine to
another one. In order to avoid confusion, “Local” and “Remote” terms are used to indicate the
machines for this command.

File Downloading is mainly used when a receiving connection is operating in Absorber File

working mode. It is aimed at repatriating the absorbed file from IP Answering to IP Generator, as
shown in the following scheme (any file from the remote machine can be downloaded).

Local “IP Traffic” Remote “IP Traffic”
[1] Connection Remaoie
Local T =
= B P A.PI.S‘I-PEHEHE
IP Generato
enenator - 121 File downloading Ahsorher File
working mode

Example of File downloading in File absorber receiving working mode environment

[1] The Remote ‘IP Answering’ stocks received data in a file.

[2] The user of the Local ‘IP Generator machine can get the file back by using the File
downloading function.

Example of File Downloading usage:

File Downloading may be used when a receiving connection at the Remote side is operating in
Absorber File working mode. It is aimed at repatriating the absorbed file from the ‘IP Answering’
part to compare it to the file sent by the ‘IP Generator’ part, as shown below.

The Remote ‘IP Answering’ is configured in the Absorber file Mode, for TCP connection.
The Local ‘IP Generator’ establishes a TCP connection and sends data from a file.

When the connection is finished, the ‘IP Generator’ uses the File downloading function to get
received data from the Remote ‘IP Answering’. The user of Local ‘IP Generator’ can check if data
transfer was successful.

Process a file downloading

When clicking on the file downloading command, the following window appears:

© ZT1, 2000-2007 Page 76/196



"IP Traffic — Test & Measure" PART 11 Using "IP Traffic — Test & Measure"

“IP Traffic - Test & Measure® - File downloading Parameters

This function allows file downloading frorm a remaote "IP Traffic - Test & Measure" PC to the local "IP Traffic - Test &
Measure” by using a specific TCP port number, The remaote and the local PCs must have the same port number.

File downloading Port Mumber
:DLDcaI port number {1 to 65,539) | 2500

File downloading fram a Remote

2 Remaote source filename | GaProgram FilesiP TrafficilogsiCapture tro
IP Address or Host Mame |192168.035
4 Local destination filename |C:1F'rngram FilesiP TrafficilogsiCaptureFromRemaote tro Browse

@ v Delete the remote file atthe end of the downloading

0 100

0]78 | Cancel | Help ‘

File downloading window

To process a file transfer, do the following steps:

On local and remote machines:

[1] Configure port number — Port number must be the same for local and remote machines.
On local machine:

[2] Give the name and path of the remote file to download. To be downloaded, file must not be
read or enriched on the remote machine at the same time.

[3] Give the IP address of the remote machine from which file is downloaded. Can be an IPv4 or
an IPv6 address.

[4] Give local name of the destination file.

[5] If necessary, the remote file can be deleted after the downloading

[6] Press the “Start” button to begin file downloading from remote machine.
“OK” button allows saving the entered parameters and closes the window.

Note:

When the “Start” button is pushed, it is impossible to press OK or to close the window. You should
press “Stop” or wait the end of file transfer operation.

On the remote machine, the following message box will warn that a file downloading is in
progress:

“IP Traffic - Test & Measure™ - File downloading in Progress from a Remote

Remote IP Address: |192.1aa.n_51

Fart Mumber: 2500

Local Filename downloaded by the Remote: |CZIF'YDQFEH’H Files\P TrafficllogsiCapture.tre

Data volume to send (Bytes): |EEEIEEIE!3EI4

Wolurme of Data remaining (Bytes): |2TEBT1384

Warning message displayed on the remote machine from which file is downloaded
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= Remote IP address is the IP address or host name of the machine from which you want to
download the file. Can be an IPv4 or an IPv6 address.

= Port number is the port number for the file downloading process (it must be the same for
remote and local machines).

= Local flename downloaded by remote is the name of the downloaded file.

= Data volume to send is the total volume of the file to download.

= Data remaining volume is the volume still to send.

During a file transfer, you will not be allowed to close the application on the Remote machine.

File downloading is working as follows:

- The Local requests the file that is sent by the Remote machine.

- The Local establishes the connection.

- When the Remote receives the connection demand, it stops all of its running processes.

- The Remote accepts the connection and waits for the filename (with a timeout - default 10 s.
This value can be customized. For more information, see the parameter TCP_INACTIVITY
at 14.3 Configuration parameters saved in the Registry database).

- When connected, the Local sends the filename.

- When the Remote receives the filename, it checks if the file exists and sends the size (0
means no file or file access error) and data.

- When the Local wants to stop the reception of the file, it disconnects.

- When the Remote has sent the file, it waits for an ACK (with a timeout — 5 s. by default).
- When the reception of the file is complete, the Local sends an ACK.

- When the Remote receives an ACK, it waits for the deletion order

- If the Local receives the whole file, it sends the deletion order (the order can be: “delete” or
“do not delete” the file).

- If the file should not be deleted:
- When the Remote receives the deletion order, it disconnects (no more operation to
do).
- If the file should be deleted:

- When the Remote receives the deletion order, it deletes the file and sends back the
result of the deletion (succeeded or not). Then, it disconnects.

- When the Remote receives an expiration of the Timeout, it disconnects.
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11.3.6 Automation Tool menu

Automation Tool

Open Automation Tool ...

11.3.6.1 Open
The Open command launches the Automation Tool for “IP Traffic — Test & Measure".

11.3.6.2 Close
The Close command stops the Automation Tool for “IP Traffic — Test & Measure".

11.3.6.3 Bring to the top

The Bring to the top command displays the Automation Tool for “IP Traffic — Test & Measure"
on the top of other windows.

11.3.7 Help Menu

Farewarnings. ..
Getking Skarked (IPw4) ...

Abouk IP Traffic, ..

11.3.7.1 Help

Help command displays help on “IP Traffic — Test & Measure". Pressing the F1 key can also
activate help. To display the “IP Traffic — Test & Measure" Help, Acrobat Reader should be
installed. If Acrobat reader is not installed, a warning message is displayed.

You can download the latest version from http://www.adobe.com, or use the version of Acrobat
Reader provided with the “IP Traffic — Test & Measure» CD ROM.

A “IP Traffic — Test & Measure" doesn’t support other PDF readers than Acrobat Reader.

© ZT1, 2000-2007 Page 79/196



"IP Traffic — Test & Measure" PART 11 Using "IP Traffic — Test & Measure"

11.3.7.2 Forewarnings menu

“IP Traffic - Test & Measure” - Forewarnings

IP Traffic leans on Microsoft Winsock2 interface to generate and receive traffic. As a consequence, application hehavior is dependent on Microsoft
Winsock2 TCP stack and operating system working modes (indows 98 or 2000).

Inter packets delay remark

To define values of inter packet delay, user must consider that the minimum resaolution handled by IP Traffic is relating to timer resolution of
operating system.

This timer resolution varies according to operating system and PC used {generally 10 or 15 milliseconds).

UDF connections remarks

When several UDP connections are running and according to traffic level and systemn loading, IP Traffic could behave padicularly due to TP
stack limits and warking mode.

Winsock? interface in its current release does not provide any system limit information to applications such as IP Traffic. So, the following
situations could occur:

Packets loszes - Winzock? does nat transmit all received pakets ta IP Traffic receiver

IF Traffic: - PC #1 IP Traffic - PC #2
------------------------- EEEREE A
sentpackets =N received packets =M
SENDER g UDF connection RECZEIVER {echoer mada)
received packets fechoedi= sentpackets (echoed)= P

L oo

The fallowing situation could occur: B =or=M ; M=P; QG =0r= P

UDP zohnections distribution - some conhections could be favaored

When several UDP connections are running together, the TCF stack could favor some connections.
It has heen naoticed that echoed connections are favored. Throughput of some connections warking in receiver absorber mode could
decrease to 0 for a variable while.

UDF tatal throughput
Sender total instant throughput could indicate at some instant a higher throughput than the face value of physical link thraughput.

When these situations occur, it can be limited by regulating connections throughput according to the face value of physical link throughput.
To regulate throughput, reduce packets size or increase inter packets delay of connections.

Cther mean to curh these limits is to configure huffer size in "configuration Microsoft Windows TCP stack” menu or to tune Microsoft TCP stack.

This menu is aimed to inform you of "IP Traffic — Test & Measure" special behaviors due to
system limits.

"IP Traffic — Test & Measure" leans on Microsoft Winsock 2 Interface to generate and receive
TCP or UDP traffic. Therefore, "IP Traffic — Test & Measure™s behavior, as any Winsock 2
application, is dependent on Winsock 2 Interface, Microsoft TCP Stack and operating system
working modes.

11.3.7.2.1 Inter packets Delay

When defining Inter packet delay, the user must consider that minimum resolution handled by "IP
Traffic — Test & Measure" is related to timer resolution of operating system. This timer resolution
varies according to the used operating system and PC. Usually, timer resolution is 10 or 15 ms.

11.3.7.2.2 UDP connections

When several UDP connections are running and according to traffic level and system loading, "IP
Traffic — Test & Measure" can have strange behavior due to TCP stack limits and working mode.

=  Packet losses

a) UDP connection from Local IP Generator to Remote IP Answering - the working mode of
the Remote IP Answering is absorber.
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IP Generator IP Answering (Absorber mode)

UDP connection
n sent packets P m received packets

n>m

UDP connection

n sent packets } m received packets
IP Generator IP Answering (echoer mode)
q received packets (echoed) _ p sent packets (echoed)
n2m

qsp

b) UDP connection from Local IP Generator to Remote IP Answering - the working mode of
the Remote IP Answering is echoer.

In this case, the number of received packets (m) will be equal to the number of echoed packet (p)
in the 'IP Answering' part. Nevertheless, the number of received packets (q) in the 'IP Generator'
part could be inferior to the number of packets (p) sent by the Remote 'IP Answering' in echoer
mode.

=  UDP connection distribution

When several UDP connections are running together, the TCP/IP stack may be favor echoed
connections.

Throughput of some connections working in the 'IP Answering' absorber mode may decrease to
zero for a variable time.

= UDP total throughput

IP Generator total instant throughput could indicates at some instant a higher throughput than the
face value of physical link throughput.

When these situations occur, it can be limited by regulating connections throughput according to
the face value of physical link throughput. To regulate throughput, reduce packets size or increase
inter packets delay of connections. Other mean to curb these limits is to configure buffer size in
“configuration-Microsoft Windows TCP stack” menu or to tune the Microsoft TCP stack.

11.3.7.3 Help/Getting Started (IPv4)
The “Getting Started (IPv4)” command displays the Getting Started procedure.

11.3.7.4 About "IP Traffic — Test & Measure"...

“About” command displays the version number and the copyright of "IP Traffic — Test &
Measure" and ZTI contact information.
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11.3.8 Operating mode menu

operating mode

w Local
Reroke

11.3.8.1 Local mode

By selecting this mode, all "IP Traffic — Test & Measure"” functionalities and commands are
available.

11.3.8.2 Remote control mode

The “Remote” item is enabled only if you have previously filled in the port number in the
“Remote control of an «IP Traffic — Test & Measure» system” (for example, 2600 in the
example below). Therefore, this system will wait an incoming TCP connection on this port in order
to operate under control of a remote system. A port is opened with IPv4 and another port with
IPVv6.

Remote Controf of an P Traffic - Test & Measure system

Remaote file context Remaote IP address or Host Mame  Part Remate Operation

|| |NO_ADDRESS |26IJIJ

When the remote control mode is selected, a message is displayed at the bottom of the "IP
Traffic — Test & Measure" main window as described below, and all button commands and tabs
are inhibited.

This IP Traffic system is operating under control of another IP Traffic system.
Ifyou want to quit this mode, please select 'Local' in the 'Operating mode' memn.

The “Traffic Observer” tab is displayed and you can see the connections activity if any.

To quit this mode, select the item menu “Normal” of the Operating mode menu. A message is then
displayed:

“IP Traffic - Test & Measure™

] Do wou want ko quit the remaote conkral mode 7
. (a8l connections will be disconnected).

fes i lu] ‘

Press OK to return in normal operating mode.

A remote "IP Traffic — Test & Measure"” system can operate with another "IP Traffic — Test &
Measure" system in remote control mode by using commands at the bottom of the "IP Traffic —
Test & Measure" main window (left part):

Remote Control of an IP Traffic - Test & Measure system
Remate file context Femate IP address or Host Mame  Part Remote Cperation

|RemuteCDntext.cb{ |IEIru1330 |2500| Run all processes

First, you define the remote context file to load on the remote "IP Traffic — Test & Measure"
machine, and define the remote IP address or host name (IPv4 or IPv6) and the port number.
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H

Note: the remote "IP Traffic — Test & Measure"” machine must be set before in the ‘Remote
mode (by using the ‘Remote’ item of the ‘Operating mode’ menu).

When the “Run all processes” button is pressed, a TCP connection is established with the remote
system in order to supervise the link between the two systems. Then the context filename
previously defined is sent to the remote. The remote system loads this file context and then
executes the “Run all processes”. This specific TCP connection between local and remote is
stopped when you press the “Stop” button of the ‘Remote operations” on the local system.

11.4 Main window: the five tabs

Tabs general presentation:
"IP Traffic — Test & Measure" presents five tabs:

IP Generator - Parameters ] IP Generator - Traffic + Statistics ] IF Answiering - Parameters + Statistics ] Traffic Sniffer  Traffic Observer |

"IP Traffic — Test & Measure" tabs titles

= The first two tabs are related to the ‘IP Generator’ module. They are named “IP Generator -
Parameters” and “IP Generator - Traffic + Statistics”.

= The third one is related to the 'IP Answering' module, it is named “IP Answering - Parameters
+ Statistics”.

For the first three tabs related to the ‘IP Generator’ and ‘IP Answering’ modules, each one of
the 16 connections is represented by one line (from “connection #1” to “connection #16”).
Columns represent parameters or status of connections and statistics.

= The fourth tab concerns the management of the Sniffer allowing IP traffic capture: the “Traffic
Sniffer”.

= The fifth tab is named “Traffic Observer”: all statistics and graphs are displayed in this tab
with many user commands and parameters.

Each tab is composed of several areas. For each tab, we will present in this guide each area
separately.

11.5 Main window: the activity display

"IP Traffic — Test & Measure" displays four information areas:

IP Generator Activity (based on application data) IP Answering Activity (hased on application data) Sniffer Activity
GPE  ZClock  Activity ) ) File si 2B
- - 7o Active connections | 16 Throughput T.25 Mhis Active connections | 16 Throughput 7.26 Mhis lle size

Time hefore digk limit =24 h

e The left area contains three indicators:
- The GPS colored status (green or red). If green, GPS is present and operational.
- The ZClock colored status (green or red). If green, ZClock is present and operational.
- The Activity counter expressed in % indicating the general O.S. activity

¢ [P Generator Activity with the total number of active connections and the total throughput for
these connections. This throughput shows Rx and Tx activities for the IP Generator part.

¢ [P Answering Activity with the total number of active connections and the total throughput for
these connections. This throughput shows Rx and Tx activities for the IP Answering part.

o Sniffer Activity to indicate the current Sniffer activity (saving files) with the current total file
size already saved on disk and time available before disk limit.

Statistics display refresh time, and sampling period to compute throughputs are configured in
Configuration / General Parameters menu.
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11.6 Main window: the general commands

"IP Traffic — Test & Measure" offers two command blocks at the bottom of the main window:

¢ On the left: commands for Remote control of an "IP Traffic — Test & Measure" system
Remote Control of an IP Traffic - Test & Measure system
Remote file context Remote IP address or Host Mame  Port Rernate Operation

|RemmeCuntex‘t.c1}{ ||E|n4330 |2500| Run all processes

For remote control, you must first specify the following parameters:

= Remote file context: filename of the "IP Traffic — Test & Measure" context to load located
on the remote

= The remote IP address or host name (IPv4 or IPv6)
= The associated Port number
Then you control the remote "IP Traffic — Test & Measure" system with these commands:

= Run all processes: the ‘IP Generator’ and ‘IP Answering’ modules of the remote system
are started. Moreover, if the option is selected, the Traffic Sniffer and the statistics export
process of the Traffic Observer can be handle by this button.

= Stop: the ‘IP Generator’ and ‘IP Answering’ modules of the remote system are stopped.

Note:

The previous commands are used to control a remote "IP Traffic — Test & Measure" system.
The remote system must be switched before in ‘Remote control mode’ by using the “Operating
mode” menu (and you must specify on this remote system the same port number as the one
defined previously for the local system).

e Ontheright: Local Operation
Local Operation

Stop All
Local Processes

The user can launch four main functionalities independently: IP Traffic Generator (“Run All
Connections’), IP Answering (“Start receiving traffic’), Traffic Sniffer (“Start”) and Export
statistics of the Traffic Observer tab (“Start”). For the Traffic Sniffer and the Traffic Observer
tabs, read the note below.

The command button “Start All Local Processes” is used to activate simultaneously these
functions. The command button “Stop All Local Processes Stop” stops all active functions.

Note:

User must first define if the start commands for the ‘Traffic Sniffer’ and the export of statistics
in the ‘Traffic Observer’ tab are included in the “Run all processes” command. See the check
boxes in the ‘Traffic Sniffer’ (Enable automatic start and stop in local operation) in the
paragraph 11.10.2 Capture sniffed traffic into a file and in the parameters button of ‘Export
statistics’ in the ‘Traffic Observer’ (Enable automatic export in local operation) in the paragraph
11.11 The ‘Traffic Observer’ tab.
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11.7 The ‘IP Generator — Parameters’ tab

The ‘IP Generator’ module is composed of two tabs:
= IP Generator — Parameters tab: to configure connections and testing mode.

= |IP Generator — Traffic + statistics tab: to command traffic generation and visualize traffic
statistics.

The “IP Generator — Parameters” tab is described in this chapter. The “IP Generator — Traffic +
statistics” tab is explained in the next chapter.

The ‘IP Generator module handles up to 16 simultaneous connections and traffic can be
generated following three exclusive testing modes:

e Unitary mode
e Automatic mode
e Replay sniffed traffic

The “IP Generator — Parameters” tab allows:
= Entering the destination parameters (IP address, port number, protocol) for each connection.

= Selecting files in which to save the received data when connections are working in echoer or
Absorber/Generator mode on the remote IP Answering part.

= Selecting and configuring the testing mode: Unitary, Automatic or Replay.

These actions are represented by the “IP Generator-Parameters” tab in 4 distinct areas and
detailed below.

IP Generator - Parameters ] |F Generatar - Traffic + Statistics ] IF Angwering - Pararmeters + Statistics } Traffic SnnTer] Traffic Observer]

Destination Parameters # Unitary Mode " Automatic Mode " Replay Mode
IP Address or Host Mame » Protocole Portw Type
Connection #1 | »|[192.168.030 |upF ~||z008 Mathematical law  Parameters #1
Connestion#2 | | [192.168.030 [upP ~|[2010 Packetgenerator  Parameters #2
Connection #3 j|192.168.030 |UDPj|2DW1 File to send Pararneters #3 ’—4|
Cannection#4 | | [192.163.0.30 [upp -] 2012 User file Parameters #4 l—_|
Cornection #5 | [ 192.168.030 |upP ~||2013 User DLL Parameters#5 || | | =]
Connection#5 | | | NO_ADDRESS [TcP ~||2014 Packetgenerator  Parameters #6 | || [Eranies <]
Connection #7 | | [ 192.168.0.30 [TcP ~|[2018 Packetgenerator  Parameters #7 ||| [Enanled |
Connection#8 | | [192.168.0:30 [TcP ~|[2076 Packetgenerator  Parameters #8 ||| [coanied |
Connection#a | »|[192.168.030 [TcPp —][2017 Packetgenerator  Parameters #9 l—_| J J
Gonnection #10| [ 192168030 [TcP ~||2018 Packetgenerator  Parameters #10 lﬁ
Connactian #11 j|192.168.030 |TCF’ j|2mg Facketgenerator  Parameters 211 l—_|
Connection #13| | [192.168.030 [TcP ~||2020 Packetgenerator  Paramsters#12 | || [Eranics -]
Connection#13| || 192.168.030 [TeP ~||20m Packetgenerator  Paramaters#13 | || [Enanies -]
Connection #14| | [192.188.0:30 [TcP ~|[2022 Packstgenerator  Parameters#14 ||| [Fianled |
connection#15| »|[192.168.030 [upP ~|[2023 Packetgenerator  Parameters #15 l—_|
Cornection #16| [ 192.168.030 [TcP +||2024 Packetgeneratot  paramaters #16 l—_|

IP Generator — Parameters tab

© ZT1, 2000-2007 Page 85/196



"IP Traffic — Test & Measure" PART 11 Using "IP Traffic — Test & Measure"

11.7.1 Destination Parameters

Located at the left part of the tab, this area allows configuring the destination parameters of each
sending connection. You can enter the following information:

Network interface selection and | The black arrow has two purposes:
IP version | e To display a summary of the connection’s parameters.

e To select the network interface, the IP version, the IP
source address or the source port for a connection.

IP address or Host Name IP address should be entered following the numerical writing
of IP address (i.e. Xxxx.xxx.xxx.xxx) or using the canonical
format (e.g. an URL).

The default IP address is NO_ADDRESS (0.0.0.0 for IPv4).

Once the value entered, verification of the syntax or address
resolution is made and the field becomes red if the value is

invalid.
Protocol TCP, UDP or ICMP protocol (default = TCP protocol).
Port The port number is limited to 65,535.

By default, the port number is 2009.
In case of invalid value, the value is red colored.

11.7.1.1  Summary of connection parameters

When you move the mouse over the black arrow, a popup window - called a tooltip — is
displayed.

Destination Parametars = LI
IP Address or Host Mame » Frotocol- Port- Type
Connection #01 | ¥ |mﬁnw.ﬁ_.fahnn.cnm |TCF' j | 2009 Packe

Connection #02 | _Melick to select the network interface and IP Yersion to use with the connection #01 |

Connection #03 | _Mconnection 401
IP Address or Hosk Mame: win, wahoo, com

Connection #04 | _MIp address after resolution: 68,142, 197,69 (IPv4)
) IP Wersion: IPv4 automatically selected
Connection #05 | _MSelected Inkerface: Interface chosen by the system (IPw4 and IPvE available)

The tooltip for the IP Generator connection includes 5 items:
o The first item is the connection number the tooltip refers to.
e The nextitem is the IP address or host name defined by the user.

e The next item is the IP address translated when IP Translation address has succeeded
(e.g. the address is not NO_ADDRESS nor 0.0.0.0).

e The nextitem is the IP version currently selected.

e The last item is the interface’s name selected. The name displayed is the name of the
connection presented in the “Settings/Network and Dial-up Connections” Start menu of the
operating system (Default is “Interface chosen by the system”).
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11.7.1.2 Select the network interface, source IP address and source port number

When you click on the black arrow, a window is displayed:

“IP Traffic - Test & Measure” - Source IP Address and IP Version selection for, connection #01

 Select an Interface in the List Below.

Mote: IPvE is anly available with Windows XP and later.

— Select an IP Wersion
Selectthe IP Version to use on this connection or let"|P Traffic - Test & Measure” choose the IP Version automatically regarding the address resolution

result. In this case, ifthe resolution process returns two addresses, one in IPw4 and one in IPvE, the IPv4 address is chosen by default.
f+ Use IPv4 only " Use IPYB only " hased onthe IP Address or Host Name resolution @

 Selection of IP Address on Multihomed Interface

Select IP Address IPv4 Address selected: 192.168.0.35 @

 Source port number is dynamically assigned by the Windows TCPAP stack [with a value between 1024 and 5000]

Specify a static source port number. YWarning: specify judiciously the static local source port number in order 1024 @
to prevent a conflict with another application reserved port. (Allowed values: 1 to 655348)

— Current Parameters of this Connection
Source Port Mumber: 1024

IP Address or Host name: www _yahoo.com
IP Address after Resolution: 68.142.197.75 @
IP versian: IPv4 automatically selected

Selected Interface: Default: Interface chosen by the system (IP¥4 and IP¥6 available)

Ok cancel Help |

Network interface, IP version and IP source address for a Sender connection

(1) The network interface selection is optional with IPv4. It is used to constrain connections
to be established using a specific interface.
e By default:
= The IP version is automatically selected by "IP Traffic — Test & Measure"
regarding the destination address or host name specified on the “IP Generator -
Parameters” tab (see below).
= The IP stack resolves the interface selection to send packets to the remote.
The IP stack uses the destination IP address to select the correct interface. The IP
address and the netmask related to each interface are checked against the remote
IP address to reach. When an interface that matches the remote IP address is
found, it is used. To understand how the IP stack selects the interface, you may
enter ‘route print’ console command to list the interface order, the IP address and
the network address mask.

e You can select one interface from the list of the connected interfaces. "IP Traffic —
Test & Measure" will only use the selected interface to translate IP address and to
make a connection. You must select the interface compatible with the remote IP
address you want to reach. When the IP address translation failed, the current
connection parameters area is updated as follows:

— Current Parametears of thiz Connection
Source Port Mumber: 1024

IP Address or Host name: www yahoo com

IP Addrezs after Resolution: 68142 197 75

P Yersion; IPv4 automatically selected

Selected Interface: Default: Interface choszen by the system (IP¥4 and IP¥6 available)
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e Interface types are restricted: only Ethernet and PPP are listed.
A PPP interface should be in a ‘connected’ state to belong to the interface list.

(2) The IP version selection is available:

e with Windows XP or Windows Server 2003

e |f IPv6 features are installed on the target machine. Please refer to the Windows XP or
Server 2003 documentation to install the IPv6 stack.

e You can allow "IP Traffic — Test & Measure" to choose automatically the good IP
version regarding the address or host name resolution result. If a canonical name
corresponds at the same time to an IPv4 and IPv6 address, "IP Traffic — Test &
Measure" chooses the IPv4 address. In that case, to use the IPv6 address, you should
leave the automatic selection mode and specify the use of IPv6.

If you have selected an IP version, the IP address translation (see 11.7.1.3) uses the

current selected IP version to get the IP address numerical form.

(3) Select IP address is available when multiple IP addresses are attached to the network
interface. This interface configuration is also known as ‘multihomed’ interface. The
selection of a Source IP address is generally not required: "IP Traffic — Test & Measure"
uses the default IP address of the interface to establish connections.

It may be useful when routing priority or policy is defined.

Example of an IP address selection for a multihomed interface:

“IP Traffic - Test & Measure™ - Select an IPv4 Address for this Multihomed Interface

Select an IPv4 Address

IPvd4 Addresses: [192.168.0.35 j

192.168.0.40

Ok Cancel

Select IP address is not available if the default interface ‘Interface chosen by the system’ is
selected.

(4) Specification of the local source port number is disabled by default. In this case, the
system automatically chooses the source port number for any connection generating
traffic. In order to respect the rules of a firewall for example, the source port number can
be user defined.

(5) Current parameters of this connection area are an abstract for the connection. It
summarizes the IP address, the numerical |IP address format, the IP version and the
interface selection.

® The source port used is dynamically updated with the user selection.

e |P addresses are static. The IP address translation process occurs after you click on
OK.

e |P version field is dynamically updated with the user selection.
e Current interface is dynamically updated with the user selection.

A When you click on the OK button if the interface selected or IP version has changed, the
IP address translation is automatically started. It may be time consuming.
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11.7.1.3 IP Address translation mechanism

"IP Traffic — Test & Measure" tries to translate — e.g. to resolve - the IP address from a
canonical to a numerical format. This operation is called the /P address translation mechanism.
When the ‘IP Address or Host Name’ field or Interface parameters changes, when you move from
‘IP Address or Host Name’ field to another field, or to another tab, when the Enter key is pressed
or when the Interface parameters change, all of these actions start the IP address translation
function.

Because the IP address translation mechanism is time consuming, you should be carefully when
using IP canonical addresses. The time consumption depends on the DNS answer speed, the
number of DNS configured and the network load when the DNS request is sent.

If network environment changes — e.g. a new DNS has been defined - you should press the Enter
key in the ‘IP Address or Host Name’ field to force "IP Traffic — Test & Measure" to restart the
translation mechanism for this connection.

When the IP address translation failed, the IP address is written in red on a white
A background. This connection cannot be started: the “Run” button in the ‘IP Generator —
Traffic + Statistics’ tab is grayed.

To summarize, the IP address translation mechanism is activated when:
p - the focus leaves the ‘ IP Address or Host Name’ field,
- another tab is selected,
- you change the Interface parameters,
- a context file is loaded.

If no IP version has been selected, the IP address translation mechanism chooses the
good IP version regarding the IP version returned by the resolution process. If for

Q example, a canonical name represents at the same time an IPv4 and an IPv6

addresses, the IP Address Translation mechanism chooses the IPv4 address. If you

want to use the IPv6 address, you should select IPv6 version (see 11.7.1.2 Select the

network interface, source IP address and source port number).
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11.7.1.4 Duplicate parameters of a connection onto others

In order to facilitate the input of these parameters, a copy/paste mechanism for all parameters of a
connection is available. This mechanism is not available when the canonical IP address cannot be
translated into numerical format.

Duplication of connection’s parameters doesn’t copy the interface information. When you copy a
connection to another one, the IP address translation mechanism is started.

Step 1: ﬁl’St, inpUt parameters for a Desnnanlog:dagfgggtg:SHnstName Frotocal Fart
connection (for example, connection #01) ” T

Connection#1 | || 192.168.013 |TcP ~|| 2008

Connection#2 | | | NO_ADDRESH| [TcP ~| 2008

Connection#3 | | | NO_ADDRESS [TcP || 2008
Step 2: move the mouse cursor on the IP Address ar Host Mame - Pratocale  Portw
‘Connection #1’ label (source). The Connection#1 | | [192.168.0.13 [TcP +| 2009

mouse cursor appears as shown beside. ?1

Step 3: mouse click left. Then the IP Address or Host Name Protocale Portw
‘Connection #1’ label is blue colored. Connection #01 SIS REPRETYRE [tce +| 2010

Connection #02 | | | NO_ADDRESS |TcP || 2009
Step 4: when you move the mouse cursor IP Address or HostName»  Protocoly  Porty
on one another ‘Connection #02’ label for | CETEETEDR »/[192162013 [Tce x| 2010

example, the mouse cursor changes. Connection #02 | _»| [NO_ADDRESS [rce ~] [2000

N

(Copy mode)

Step 5: then you can paste all parameters

of connection #01 to the desired IP Address or Host Name « Protocol+ Porte
connection (#02 for example as target). Cannection #01 | »| [192.168.0.13 [tcp +] [2010
Put the mouse cursor on the 'Connection . cion 202 »[192168013 [fer <] [2070
#02' label and then use the left mouse

button.

Note: this copy/paste function allows copying parameters from one connection (source) to another
one (target). Repeat this process for others connections if needed.
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11.7.1.5 Description of the floating menu mechanism

In the Destination Parameters object, the labels ‘IP address’, ‘Port’ and ‘Protocol’ are mouse
sensitive.

Crestination Farameters
Protocol-= Fortw

Connection#1 | _+]|194.1.1.100 'TcP || 2009

When the mouse is located on the ‘IP Address or Host Name’ text area for example, the text color
changes to white. Then click left your mouse to display the associated menu.

Floating menu for the ‘IP Address or Host Name’ label

Destination Parameters

Protnenl =  Port =
Copy ko all conneckions (Fraom cns #17
Connection#1 | || 194.1.1.100 [TCF—w Tz

With this function, you can duplicate the IP address or the Host name from the first connection to
the others fifteen connections.

Floating menu for the ‘Protocol’ label

Destination Farameters o Lnitary Mode
IP Address or Host Mame « — =
Select TCP for all connections (From cnx #1)
Connection #1 | ¥ | 194.1.1.100 |TCF' Select UDP For all connections {Fram cnix #10 E
Connection #2 | _H | HO_ADDRESS |TCF' j | 20049 Packet generator Para

This menu helps to set the same protocol to every connection.

Floating menu for the ‘Port’ label

Destination Parameters * LUnitary Mode
IF Address or HostMame » Protacol- Increase anly UDP ports (From First UDP crec
Connection#1 | ¥ | 194 11.100 |TCF' j m Diecrease only UDP ports (From first UDP cnix)
Connection#2 | ¥ | NO_ADDRESS |TCF' j W Increase all ports (From cre #1)
Decrease all ports (From crx #1)
Connection #3 ﬂ | NO_ADDRESS |TCF' j WU'J T FHCRE T ETTETE T CATATITETE TS %

With this menu you can:

e Set the port number increasingly or decreasingly for every UDP connection, based on the
port number of the first UDP connection,

e Set the port number increasingly or decreasingly for every connection, based on the port
number of the first connection without taking account the protocol in use.
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11.7.2

Configure the unitary mode

o Unitary Mode
Type

Mathematical law
Packet generator
File to send
Userfile
User DLL
Facket generator
Packet generator
Facket generator
File to send
Mathematical law
Facket generator
UserDLL
Userfile
Facket generator
Facket generator

Packet generator

Parameters #1
Parameters #2
Parameters #3
Parameters #4
Farameters #6
Parameters #7
Parameters #3
Parameters #3
Parameters #10
Farameters #11
Parameters #12
Parameters #13
Parameters #14
Parameters #145
Parameters #16

The unitary mode is one of the three testing modes offered by
the ‘IP Generator module. Note that each testing mode is
exclusive, i.e. it is impossible to mix connections in unitary
testing mode and connections in another mode.

Unitary mode is configured in Tab 1 “IP Generator -
Parameters” and launched from Tab 2 “IP Generator - Traffic
+ Statistics”.

To run or configure unitary testing session, you must first
select ‘Unitary mode’.

By pressing “Parameter #n” buttons, a parameters window is
displayed and the parameters for this connection can be
configured.

The main selected unitary testing parameter of connection #n
is reminded beside the “Parameters #n” button: Mathematical
law, Packet generator, File to send, User file or User DLL.

When the “Parameters #n” button is pressed, the following window is displayed.

“IP Traffic - Test & Measure™

r Mode 1: Using the Internal Data Generator

- Parameters in unitary testing mode

&+ Packets generator

 Mathematical law

" File to send

Stepl: Select the traffic generator tppe Stepd: Specify Data size and packets parameters
First of all, select the traffic generatar which is going to be used on this connection. In this step, define Data Gize and packets parameters as well as
Packetz Generator Parameters the delay hetween each sent packet.
Packets number (0 to 89,993,985) | o (0 = infinite value) TCP Data Size (1 to 65535 bytes)
Packet Contents [00 to FF hexa byte) & Fix 1 4B0
= Fix A
" Random
" Random min max
" Alternate size-1 size-2
" Alternate value-1 value-2 o ‘
' ncreasing )
Increasing f ; min max step
- e min max step Decreasmg | | |
Inter Packet Delay [0 to 9,999 ms]
J o Fix 20 (See Forewarnings menu please)
" Random min max
" Alternate value-1 value-2
Increasing ! | . | | 4
Decreasing min max step
Mathernatical
~
=1 J

tean Throughput (B to 933,939 Kb/s)

[~ Usevalue ~ o

Step 3 [Optional]: Activate a throughput lirnit
‘When one of these two options is selected, "IP Traffic - Test & Measure" generates the traffic in hest effort to respect the throughput chosen.

- [0

™ Mode 2: Using the External Data Source Generator <05 )

T

—

—

Options

Timecode [RTT) option

|\fthe RTT is enahled, IP Traffic adds 14 bytes to the "Data Size" defined by the Mode 1 or Mode 2 settings.

" Yeg & Mo

TOS [1 hexa byla] Time To Live [TTL]
|_ Walue _I |_ Yalue DD

o]

Save incoming data traffic [needs remote in echo mode]

Save generated traffic inta file [only data are saved) ——

Browse |

Browse

o]

Cancel |

Help |

Unitary testing parameters window
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This window is divided into three main areas:

e Mode 1: Using the Internal data generator

¢ Mode 2: Using the External data source generator (allowing to use an user file or an user DLL)
e Options:

- Time code option (used to calculate the RTT — Round Trip Time and Jitter, if the remote is
operating in the echoer mode)

- TOS (Type of Service) byte (hex value)
- TTL (Time To Live) byte (hex value)

- Save incoming data traffic in a file for this connection (if the remote is operating with the
echoer mode)

- Save generated traffic into a file for this connection
The “OK” button validates new entered parameters for this connection and closes the window.

Note: The first parameter to configure a unitary testing session is to select the mode between the
internal data generator and the external data source generator.

11.7.2.1 Mode 1: Using the Internal data generator

rf* hode 1: Using the Internal Data Generator

Stepl: Select the traffic generator type Step2: Specify D ata size and packets parameters
First of all, select the trafiic generatorwhich is going to be used on this connection. In thig step, define Data Size and packets parameters as well ag
Packets Generator Parameters the delay between each sent packet.
Packets nurber (0 to 99 999, 9983 | 0 {0 = infinite valug) TEF Data Size (1 to BE535 bytes]
Packet Contents [00 ta FF hexa byte] ————— & Fix 1460
* Fix 54
v " Random rmin FriEs
FPackets generatar  Randam l_ min ,— i
" Alternate Size-1 Size-2
" Alternate value-1 value-2 | —-—
; necreasing )
Increasing ! . f min ma step
~
R ————. min max step Decreasing | | |

Inter Packet Delay [0 to 9,939 ms]

J 4 " Fix 20 (See Forewarnings menu please)
" Mathematical [aw
" Random min max
" Alternate yalue-1 value-2
Increasing f .
- .
C Fileto send _ Bowse | Beoran | rin | | step
Mathematical
~
(=1 | J

Step 3 [Optional]: Activate a thraughput limit
When one ofthese two options is selected, "IP Traffic - Test & Measure" generates the traffic in best effort to respect the throughput chosen.

Mean Throughput [8 to 999,933 Kbis)

[~ Usewvalue " . -

This area is divided into three parts:
o Step 1: Select the traffic generator type
e Step 2: Specify Data size and packets parameters
- Data size (in bytes)
- Inter packet delay (in milliseconds)
e Step 3 (Optional): Activate a throughput limit
- Mean throughput (in Kb/s)
- Mean packet throughput (in Pkts/s, only for UDP connection)
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11.7.2.1.1 Step 1: Select the traffic generator type

This area is divided into three parts corresponding to the three types of data source; beside each
data source selection is a sub-area that displays data source parameters:

= Mathematical law (Law: data volume to send)
= Packets generator (Packets generator parameters)
= File to send (Filename)

11.7.2.1.1.1 Mathematical law

In the unitary mode, the offered mathematical law is a data volume to send law. Volume will
modify on the duration of the connection.

"IP Traffic — Test & Measure™" unitary mode offers four mathematical laws related to data
volume:

»  Uniform law
= Exponential law
= Pareto’s law
= Gauss law
These laws are presented in details in the Annex Part.

Law : data wolume to zend

Default j Edit ..

+ tathematical law Unifarm law
Fange : [9.77 KB, 2.38 MAB]

Mathematical law for the unitary testing selection

In the “Law: data volume to send “sub-area, a list box allows selecting an existing law. The main
features (type of mathematical law and values range) of the selected law are reminded below the
list box.

You can add, modify or delete laws by pressing the “Edit” button. Then a new window is
displayed:

“IP Traffic - Test & Measure” - Edit data volume to send laws E|

Laws identifier

Create

Law parameters

Law narme: Lniform law: dibeta - alpha)

alpha: 10000 beta: 2800000

Range: [ [9.77 KB, 2.38 MB]

] 4 Cancel

Edit data volume to send laws
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To add a new data volume to send law:
1. Press “Create” button, then a new window is displayed:

“IP Traffic - Test & Measure™ - Edit data volume to send laws PX|

Law identifier; ||

Mathematical law associated

Laws narme: | Uniform law: dxibeta - alpha) ~|

alpha:| 0.0 heta: [ 100.0

Fanoe: [08, 100 8]

Cancel |

Edit data volume to send laws window

2. Select one mathematical law: Uniform, Exponential, Pareto or Gauss.

Enter parameters value for the selected mathematical law (1 or 2 parameters are required
depending on the selected law),

4. Save and close the window by pressing the “OK” button.
Your new law is selected in the parent window
Repeat operations 1 to 5 to create other laws.

w

5.
‘ Note: Range is computed automatically each time you modify the parameters of the law.

\ Note: Laws created from this window will also be available for the Automatic mode.

11.7.2.1.1.2 Packets Generator

When the Packet Generator data source is selected, "IP Traffic — Test & Measure" generates n
IP packets for this connection. Packet contents can also be configured.

Packetz Generator Parameters

Fackets number (0 to 898 9958 9953 | 0 (0 = infinite value)
Packet Contentz [00 ta FF hexa byte]

v Fix 54,
v | f
Packets generator ~ Random l_ iR l_ i

" Alternate walue-1 value-2
Increasing [ l_ . l_ l_

~
Decreasing in s elh
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= Packets number

You specify the number of packets to send in the “Packets generator’ sub-area. The number of
packets to send is limited to 99,999,999. Zero value means infinite (Zero is the default value).

= Packet contents
A content is one hex byte. Accepted values are all combinations from 00 to FF. If a no valid value
is entered, it will be automatically replaced by FF.
You can configure packet contents as follows:
¢ Fix: each packet has the same content.
e Random: "IP Traffic — Test & Measure" computes random packet content included
in a range (min to max).
e Alternate: you define two values. "IP Traffic — Test & Measure" uses the first value
(value #1) for odd packets and the second value (value #2) for even packets.

e Increasing/Decreasing: the content of each packet varies in a range from the
minimal to the maximal value; each packet content following is incremented by the
step value (0 is an invalid value). When the maximal value is reached, the packet
content decreases by the step value, until the minimal value is reached.

Note:

When ‘Packets generator’ data source is selected, the ‘Volume to send’ and the
‘Remaining volume’ statistics cannot be computed. In the statistics fields of the tab 2 “IP
Generator - Traffic + Statistics”, “N/A” will be displayed in “Sent” and “Remain” columns.

11.7.2.1.1.3 File to send

With this selection, "IP Traffic — Test & Measure" sends the content of the file defined in
“Filename” sub-area. The “Browse” button is made to ease the “file to send” selection.
Filename

& Fiig i send | e

................................ FP—
Loop counter 1 to 99}|1 el i (1 i 65 €6

Note: it is not allowed to send an empty file.

With the two input fields “Loop counter” and “Idle time between each loop (sec.)’, you can
specify how many times this file must be sent and the idle time (expressed in seconds) before
sending the file again. Notice that the remote IP Answering should be configured accordingly to
accept an idle time greater than the ‘Idle time between each loop value’.
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11.7.2.1.2 Step 2: Specify Data size and packets parameters

11.7.2.1.2.1 Data Size
This parameter defines the size of transmitted packets.
IIDF Data Size [1 to BEE0Y byptes]

i« Fix 1460

i~ Random
i Alternate gize-1 size-2
I i
C Dotronsing |7 min [Taen max[T step

The maximum accepted value is 65 535 for TCP connections and 65507 for UDP connections. 0
(null) is not a valid value. By default, the entered value is 1460.

Data size can be configured as follows:

¢ Fix: each packet has the same size. The last packet may have an inferior size to fit
the data volume to send when a mathematical law or file to send data source is
selected.

e Random: "IP Traffic — Test & Measure" computes a random data size included in
a range for each packet to send.

o Alternate: "IP Traffic — Test & Measure™” uses the first value for odd packets and
the second value for even packets.

¢ Increasing/Decreasing: the size of each packet varies in a range from the minimal
to the maximal value, each size is incremented by step value (0 is an invalid value).
When the maximal value is reached, the data size decreases step by step until the
minimal value.

Note:

The TCP or UDP data size is the data payload, not including headers (MAC, IP and protocol
headers). It is not the frame size e.g. Ethernet frame size.

When UDP is used, the data size, greater than the MTU, generates IP fragmentation.

If TCP is used, the TCP protocol can aggregate packets with a size smaller than the MTU. To
avoid aggregation, you should configure IP Traffic — Test & Measure with a TCP No Delay option
set (see 14.3 Configuration parameters saved in the Registry database for more details).

In addition, if the time code option is selected, the real TCP or UDP data size adds the size of the
time code option. (see 11.7.2.3.1 Time code option).
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11.7.2.1.2.2 Inter Packet Delay

This parameter allows defining the time interval between two packets to send. Values are limited
to 9999 milliseconds i.e. 10 seconds. A value of zero means no inter packet delay.

Inter Packet Delay [0 ko 9,999 mz]

f+ Fix 20 {See Forewarnings menu please)
i Randaom min Max
" Alternate value-1 value-2
Increasing f l_ .
~
Decreasing rin | ma}{| step
Mathermatical
~
lam | J

The Inter Packet Delay can be configured as follows:
¢ Fix: inter packet delay is the same for all transmitted packets.

¢ Random: "IP Traffic — Test & Measure” computes a random inter packet delay
included in a range you have specified for each packet to send.

o Alternate: "IP Traffic — Test & Measure" uses the first value for odd packets and
the second value for even packets.

¢ Increasing/Decreasing: inter packet delay varies in a range from the minimal to the
maximal value; each inter packet delay is incremented by the step (0 is not an
accepted value for step). When the maximal value is reached, inter packet delay
decreases by step value until the minimal value is reached.

e Mathematical law: you can choose between one of the fourth available laws:
Uniform, Exponential, Pareto and Gauss.

11.7.2.1.3 Step 3 (optional): Activate a throughput limit
For the TCP connection, the average throughput limit is expressed in Kb/s (or Kbps):

Step 3 [Optional); Activate a throughput limit
When one ofthese two options is selected, "IP Traffic - Test & Measure" generates the traffic in hest effort to respect the throughput chosen.

Mean Throughput [ to 999,999 Kb/s) Mean Packet Throughput (1 ko 99,999 Pkis/s |

[~ Usewvalue ~ o [ Usewvalue {except for TGP connection)

With this feature, you can define a throughput limit for this connection (in Kilo bits per second) with
the check box ‘Use value’. You specify the average throughput in Kbps in the edit box and select
one of the two parameters (data size or inter packet delay). "IP Traffic — Test & Measure"
automatically adapts data traffic generation with adjustment of data size or inter packet delay
(user choice) up to the throughput requested by the user.

For the UDP connection, the average throughput is expressed in Kb/s or can also be expressed in
number of packets per second (p/s):

Note:
The throughput value must be greater than or equal to 8 Kbps.
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11.7.2.2 Mode 2: Using the External data source generator (allowing to use an
user file or DLL)
If you select the external data source generator, the following area is active:

{+ Mode 2: Using the External Data Source Generator| (6 Userfile ord™ User DLL.
Filenarmne

| Browse Loop counter |1 Idle time between each loop (sec) |0

Two external data sources (file or DLL) are selectable, and you specify which filename to use:

= User file: this external data file is provided by the user (see 14.5 External File for the ‘IP
Generator’ module). It contains different parameters: data, data size, inter packet delay...

= User DLL: "IP Traffic — Test & Measure" invokes the user DLL each time data is needed to
send (see 14.6 External DLL for the ‘IP Generator’ module for more information)

Note: when the ‘User file’ parameter is selected two parameters can be defined allowing sending
the same file many times:

- Loop counter,

- Idle time (expressed in seconds) between each loop.

11.7.2.3 Options

11.7.2.3.1 Time code option

Timecaode [RTT] option
Ifthe RTT is enabled, |P Traffic adds 14 bytes to the "Data Size" defined by the Mode 1 or Mode 2 settings. ¢ Yes & Mo

When this option is selected, "IP Traffic — Test & Measure" will add RTT (Round Trip Time)
information to packets. The RTT header format (in the little endian notation) is:

e 4bytes magic number

e 4bytes sequence number

e 4bytes time when sent

e 2bytes length (without the RTT header)

This information is used in conjunction with connections running in the echoer mode on the
Remote IP Answering module. The Local ‘IP Generator module analyzes each echoed packet.
When the RTT header is found, the RTT value is computed and displayed in statistics.

For the remote IP Answering module, the RTT information is checked to update ‘sequencing
errors’ statistics.
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11.7.2.3.2 The TOS byte

The TOS field is available only if IPv4 is selected for the connection. This option is not available in
the IPv6 header.

You can input the TOS byte (by default, TOS = 00) used for each
packet sent on the IP connection.

TOS [1 hexa byte]
|V velle |W Example: value = 24 (or in binary: 0010 1000) means:
Precedence bits 7-5 (COS) = 001 (priority)
Type of Service bits 4-1 (TOS) = 0100 (maximize throughput)

Bits: 7 6 5

Precedence

H_J

RFC 1122 RFC 1349  Must

NDE O

G _/ Be
hd Zero
IP Type of Service (TOS)
RFC 791

IPv4 Type of Service byte

The TOS value entered is included without modification in the IP header i.e. "IP Traffic —
Test & Measure" doesn't change what you set in the TOS byte.

Use of DSCP (Differentiated Services Code Point)

The Differentiated Services Code Point is a selector for router’s per-hop behaviors. Because it is a
selector, there is no implication that a numerically greater DSCP implies a better network service.

The RFC 2474 redefined the Type of Service Byte to be:

7 6 5 4 3 2 1 0

Differentiated Services Code Point ECT CE

The ECT and CE fields have nothing to do with the quality of service. They are spare bits in the IP
Header used by the Explicit Congestion Notification (see RFC 3168 for more details).

The DSCP totally overlaps the Precedence field.
This is why the values of DSCP have been carefully chosen to be backward compatible.

This leads the notion of “class”, each class being a group of the DSCPs with the same
Precedence value.

Values within a class offer similar network services but with slight differences (different levels of

service such as “gold”, “silver” and “bronze”).

From the initial definition of the RFC 2474, RFC 2697 added the “assured forwarding” service and
RFC 2598 defined the “expedited forwarding” service.
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The DSCPs are defined as following:

TOS byte in hexadecimal to be used
DSCP Service by "IP Traffic — Test & Measure"
(if ECT =0 and CE = 0)
0 Best effort 00
8 Class 1 20
10 Class 1, gold (AF11) 28
12 Class 1, silver (AF12) 30
14 Class 1, bronze (AF13) 38
16 Class 2 40
18 Class 2, gold (AF21) 48
20 Class 2, silver (AF22) 50
22 Class 2, bronze (AF23) 58
24 Class 3 60
26 Class 3, gold (AF31) 68
28 Class 3, silver (AF32) 70
30 Class 3, bronze (AF33) 78
32 Class 4 80
34 Class 4, gold (AF41) 88
36 Class 4, silver (AF42) 90
38 Class 4, bronze (AF43) 98
40 Express forwarding A0
46 Expedited forwarding (EF) B8
48 Control (o))
56 Control EO

p A new registry key must be added on Windows 2000/XP/Server 2003. It is necessary to
edit the Registry and modify this key in order to use the TOS byte with "IP Traffic — Test
& Measure".

Using Registry Editor inaccurately can cause serious problems that may require
you to reinstall your operating system. Microsoft cannot guarantee that problems
resulting from the incorrect use of Registry Editor can be solved.
For information about how to edit the registry, view the "Changing Keys and
Values" Help topic in Registry Editor (regedit.exe) or the "Add and Delete
Information in the Registry"” and "Edit Registry Data" Help topics in regedit.exe.
Note that you should back up the registry before you edit it. If you are running
Windows 2000, XP or Server 2003 you should also update your Emergency Repair
A Disk (ERD).

Follow these steps to enable the IP_TOS option for the Winsock setsockopt
function and the -v option for the ping utility on Windows 2000/XP/Server 2003:

Start Registry Editor (regedit.exe). Go to the following key on Local Machine:
HKEY LOCAL MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters\
NOTE: The registry key is one path.

On the Edit menu, click Add Value, and then type DisableUserTOSSetting. Click
REG_DWORD in the Data Type box, and then click OK. Enter 0 in the prompt box.
Quit Registry Editor, and then restart the computer.
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11.7.2.3.3 The TTL field

The user can input the TTL/Hop Limit value (hexadecimal) used for
Walue |00 each packet sent on the connection.

Default value = 00

|—Time ToLive [TTL]

The TTL field is only considering with the UDP connections.

11.7.2.3.4 Save incoming data traffic or generated traffic into a file

Save incoming data traffic [needs remote in echo mode]
| Browse

With this feature, you save in a file all incoming data traffic on the considered connection. The
remote ‘IP Answering’ module must be set before in “Echoer” or “Echoer file” mode.

If the internal traffic generator is used and a file has been specified:
Save generated traffic into file [only data are saved]
| Browse

then it would be possible to compare the two files: sent data and received data on this connection.

11.7.3 Configure the automatic mode

The Automatic Mode is a mode in which all enabled
connections are generated in loop, according to a
“Starting time connections generation” law and a “Data
volume to send” law.

D
=
=]
[
3
o
=
=
[m)
[
o

Enabled | ™
Enabled -

Enabled [ As the unitary mode, the automatic mode is configured
Enabled - in Tab 1 ”IP Generator — Parameters” and is run in Tab

2 “IP Generator — Traffic +Statistics”.

Enahled -

Enabled

Enabled - Once the automatic mode is selected in Tab 1, the user
can choose to enable or disable each connection by

Enabled S P using the combo-box.

Enabled -
Enabled -
Enabled -
Enabled -
Enabled -
Enabled -
Enabled -

EEEERE R

™,

Enahled -

By clicking on the “[P]“ button, the following window is displayed, allowing configuring the
automatic mode parameters:

© ZT1, 2000-2007 Page 102/196



"IP Traffic — Test & Measure" PART 11 Using "IP Traffic — Test & Measure"

“IP Traffic - Test & Measure™ - Parameters in automatic testing Mode

These parameters apply to all enabled connections

k athematical Lawes Parameters

Starting time connections: generation Drata volume ta zend on connectians

| Default ~]
LInifarem | _ LInifarem law .
Range : [20ms , 50 ms] Edi.. Range : [8.77 KB , 2.38 ME] Edt...

Data size (hytes) | 1460 (Max size = B5539)

0] Cancel | Help

Automatic testing parameters window

3.1 Starting time connections generation laws

Starting time connection laws regulates the timing between the beginnings of two connections.
The available mathematical laws for starting time connection are Uniform and Exponential laws.
(Mathematical laws are presented in details in Annex part).

To modify, delete or add a law, click on the “Edit” button. Then the following window is displayed:

“IP Traffic - Test & Measure® - Edit starting time connectio... r5__<|

Law identifier

Create

Law parameters

Lawy narme: [Uniform law: dwiiheta - alpha)

alpha: 20,00 beta: /000

Fange: [[20 ms , 50 ms]

(0] 4 Cancel

This window is composed of three areas:
- “Law identifier”
This area allows selecting, creating, modifying or deleting an existing law.
- “Law parameters”
This area displays the parameters associated to the selected law.
- Action buttons
“OK” button: to quit the law-editing window and accept all changes.
“Cancel” button: to ignore all modifications made since the window has been opened.
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To add a new Starting time connections generation law:
1. Press the “Create” button, then a new window is displayed:

“IP Traffic - Test & Measure™ - Edit starting time connection... g|

Law identifier; ||

Mathematical law associated

Laws narme: | Uniform law: dxibeta - alpha) ~|

alpha:| 0.0 heta: [ 100.0

Fanoe: [0 ms, 100 ms]

Cancel |

Edit starting time connections generation law window

2. Select one mathematical law: Uniform or Exponential.

3. Enter parameters value for the selected mathematical law (1 or 2 parameters are required
depending on the selected law).

4. Save and close the window by pressing the “OK” button.
5. The new law is selected in the parent window.
6. Repeat operations 1 to 5 to create other laws

3.2Data volume to send laws

Data volume laws define the data volume to send for a connection. The available mathematical
laws for data volume to send are: Uniform, Exponential, Pareto and Gauss laws (Mathematical
laws are presented in details in Annex Part).

You can add, modify or delete a law by pressing the “Edit” button. Then a new window is
displayed:

“IP Traffic - Test & Measure” - Edit data volume to send laws E|

Law identifier

|Default |
Create | |

Law parameters

Law name: Lniform laws dwiheta - alpha)

alpha: 10000 beta: 2500000

Range: [ [8.77 KB, 2.38 MB]

] 4 Cancel

Edit data volume to send laws
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To add a new data volume to send law:
1. Press the “Create” button, then a new window is displayed:

“IP Traffic - Test & Measure” - Edit data volume to send laws g'

Law identifier: ||

mMathematical law associated

Laws narme: | Uniform law: dxibeta - alpha) ~|

alpha;| 0.0 hets; | 100.0

Fange: [0B, 100 B]

Cancel |

2. Select one mathematical law: Exponential, Uniform, Pareto or Gauss.

3. Enter parameters value for the selected mathematical law (1 or 2 parameters are required
depending on the selected law),

4. Save and close the window by pressing the “OK” button.
5. Your new law is selected in the parent window
6. Repeat operations 1 to 5 to create other laws

Note:

Up to the used OS (Windows 98, 2000, XP or Server 2003), WinSock 2 Interface could present
number-limits of the incoming simultaneous calls. Consequence for "IP Traffic — Test &
Measure" is the presence of “connection failed”, particularly when connections frequency is very
near (inferior to 150 ms), and when the data volume to transmit is very small, which implies to
make many connections. These connection failures do not disturb "IP Traffic — Test & Measure”.
To reduce these failures, increase the frequency of connection or the data volume.

3.3Data size

In the automatic mode, entering a value (in bytes) in «Mathematical laws parameters» window
configures the data size.

The data size is limited to 65,535 bytes for TCP connections and to 65507 bytes for UDP
connections.
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11.7.4 Configure the replay sniffed traffic mode

& Replay Mode In this mode, "IP Traffic — Test & Measure" uses traffic files captured by the
“Traffic Sniffer” (see 11.10 The ‘Traffic Sniffer’ tab).

N

When you click on the command button “[P]”, the following window is
displayed.

> [Fl

First, select a ‘Data traffic file to replay’ and then press the “Analyze the data traffic file” button. At
the end of the process, an indication is displayed: “100.00% of xxx MB” (where xxx is the file size).

“IP Traffic - Test & Measure™ - Replay Configuration

Data Traffic File to replay

Filename |C:datal.dbr Browse

Analyze the Data Traffic File 100.00%  of 621 MB

[A] Result af analysis [ist of data sniffed connections]

af Port: 2009 [TCP Data Yolume found: 283 ME

e3b:efak Pork 2009 (UDF D ata Volume found: 2,89 ME]

[B] Connection(s] actually defined in IP Traffic

Connection #1: 1921 0 2009 [TCF

Connection §2 : 192.168.0.120 2009 [UDRP]

Linking of data sniffed connection(s] defined in (&) with [P Traffic connection(z) defined in [B]

Ta link connections, select one connection in [4) and one connection in (B)

Connection 871 - feB0:217:43(F fe03:a218 Port: 1028 - feB0:: 210:5afkfe3b:ebak Port:2009 [TCP)
Connection #2 - feB0: 217:43F fe(03:a218 Pork: 1029 - feB80:: 210:5afffe3b:eBab Port: 2003 (UDF)

(n] | Cancel Help
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After the analysis of the data traffic file, all IP connections found in the sniffed traffic file are then
displayed in the “(A) Result of analysis (list of data sniffed connections)” object.

Connections that have already been defined in the current IP Generator module are displayed in
the “(B) Connection(s) already defined in IP Traffic* object.

Then you must link one ‘data sniffed connection’ to one ‘defined connection’ by pressing the “Link”
button. If needed, one association can be removed by pressing the “Delete the selected link”
button.

Once the needed links have been defined, press OK. "IP Traffic — Test & Measure" is ready to
replay traffic on actually defined connections of the ‘IP Generator’ by using data of connections
from the ‘data traffic file to replay’ specified by the different links made by the user.

11.7.4.1 How does "IP Traffic — Test & Measure" replay the traffic?

The first step, as explained before, is to link a connection #A from the « .dtr » file to a connection
#B defined on the IP Generator.

When the replay is started, "IP Traffic — Test & Measure" reads the “.dtr” file to get the packets
of the connection #A. Two data are necessary for the replay mode : the timestamp of the packet
and the data payload. "IP Traffic — Test & Measure" is not be concerned by the IP version (IPv4
or IPv6), the protocol or the IP addresses used by the connection #A. The replay process, in
relation with the link done between the connection #A and the connection #B, reuses the data
payload respecting the timestamp of each packet some is the protocol or the IP version used to
replay the data. For example a UDP connection using IPv4 can be replayed on a TCP connection
using IPv6.

Note: the “.dtr” file contains only one-way packets. More details about how creating “.dtr” files are
available in the paragraph 11.10.3 Run analysis algorithm
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11.8 The ‘IP Generator — Traffic + Statistics’ tab

This second tab related to the IP Generator module allows:
e To visualize destination parameters and traffic statistics for each connection,

e To save traffic statistics for all or a set of active connections of the IP Generator module in a
CSV file,

e If unitary mode is selected in Tab 1, to control traffic generation in unitary mode, i.e. to start
and to stop each connection,

e If automatic mode is selected in Tab 1, to command traffic generation in automatic mode, i.e.
to start and to stop all enabled connections,

o If replay sniffed traffic mode is selected in Tab 1, to command replay traffic generation on
connection(s).

The “IP Generator - Traffic + Statistics” tab is divided into five areas. Each area is presented in the
following paragraphs.

Destination Parameters Statistics (hased on application data) ™ Unitary Mode
T T T Rix R Rix
IP Address or Host Mame Fort Thraughput Packets Yolume Throughput Volume Packets RTT

Connection #01| 182 168.0.120 g 570 Kbis 558p  797KB  0.00kis 0B Op  MNiA Stop #01
Connection#02 | 1532 168.0.120 7 570 Kifs 550p  TOTKE ST0KWs TTKB  &58p B ms Stop #02
Connection#03 | 192.168.0.120 g §70Kbis  558p 797K 0D.00hbis 0B Op  MA EIRETY
Connection#04 | 192.168.0.120 g §70Kbis  558p  79TKB  D.00hbis 0B Op  MA ERET
Connection #05 | 192 168.0.120 7 570 Kifs 550p  TOTKE STOKWs  TOTKB  &54p 5 ms Stop #05
Caonnection #06

Connection #07

Connection #08

Connection #09

Connection #10 Coitﬁgci\i!ns
Connection #11 -
Connection #12

Connection #13

Connection #14

Caonnection #15

Connection #16

Export Statistics into a File RTT summary of all connections - Min: 0 ms - Max: 63 ms - Mean: 6 ms
Export is running ’m‘ |

Tab 2: “IP Generator - Traffic + Statistics”

11.8.1 Destination Parameters area

In this area, the destination parameters (IP address and port number) of each connection are
shown for information. These parameters can be modified in the “IP Generator —Parameters” tab,
when all connections are stopped.
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11.8.2 Statistics (Application Level)
The statistics are displayed for each connection in the “Statistics” area:

| By using the "Choose Columns" button at the bottom,

Choose Cnlumns| .
you can select the parameters to display.

Up to 7 parameters can be simultaneously displayed among the 15 parameters described later in
this paragraph, and at least one parameter must be selected.

These statistics are computed at the application level (and based on application data sent or
received). No MAC, IP and TCP/UDP headers and trailers are taken into account.

To reset the statistics displayed, two methods can be used:

o by clicking on the "Reset Display" button (this button is enabled when all connections are
stopped).
o by checking the "Clear on Stop" option (when the connection stops, the statistics for this
connection are automatically cleared).
Statistics (based on application data) [~ Clear on Stop

The "N/A" (Not Applicable) mention can be displayed instead of a value in the cell of the statistics
table if the parameter cannot be calculated.

Statistics (based on application data) [
Tx T R R Seq. Mum.

Packets Throughput Packets Throughput  Jitter Errars
4817 p 223 Mbis Op 0.00his A PIA

If a connection is in progress or cannot be activated (in case of invalid parameters or connection
problem), a warning message is displayed. Examples of warning messages:

e Connection failed: no response from the Remote. Please check your parameters.
e Connection pending: "IP Traffic — Test & Measure" is waiting for the Remote response.
e Connection reset: the Remote has reset the connection.

Statistics (based on application data) v Clear on Stop
Lk T T R Fix Seq. Mum.
Packets Throughput Yolume Packets Throughput  Jitter Errars

o B n failed: T resnponse fror he Rer B ease check I parameter

Note: the warning message isn't erased if the "Clear on Stop" option is selected.

11.8.2.1 Transmitting statistics

¢ Tx Packets Tx Packets (Tx = Transmit) is the number of packets that "IP Traffic — Test &
Measure" has sent since the connection started.
¢ TxPkts Tx Pkts Throughput (Tx = Transmit) is the mean number of packets that "IP Traffic
Throughput — Test & Measure" is sending per second. This value is only available with UDP
connections.

The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Tx Throughput |Tx Throughput (Tx = Transmit) is the mean throughput of data sent.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Tx Volume Tx Volume (Tx = Transmit) is the number of bytes that "IP Traffic — Test &
Measure" has sent since the connection started.
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11.8.2.2 Receiving statistics

¢ Rx Packets Rx Packets (Rx = Receive) is the number of packets that "IP Traffic — Test &
Measure" has received since the connection is started.

¢ RxPkts Rx Pkts Throughput (Rx = Receive) is the mean number of packets that "IP Traffic

Throughput — Test & Measure" is receiving per second. This value is only available with UDP

connections.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Rx Throughput |Rx Throughput (Rx = Receive) is the mean throughput of data received.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ RxVolume Rx Volume (Rx = Receive) is the number of bytes that "IP Traffic — Test &

Measure" has received since the connection is started.

11.8.2.3 Other statistics

¢ Jitter Jitter is the mean variation of delays on packets received. This value is only available
when Timecode option is selected (for the local 'IP Generator'). This value corresponds
to either the mean one-way variation (remote 'IP Answering' = Absorber Generator
mode) or the mean two-ways variation (remote 'IP Answering' = Echoer mode).
¢ Remaining 'Remaining Volume' is the number of bytes that "IP Traffic — Test & Measure" has
Volume still not sent. This information is only available for two Traffic Generator types:
Mathematical Law and File to Send.
¢ MeanRTT 'Mean RTT' is the Round Trip Time of a packet that was sent by "IP Traffic — Test &
Measure". This value is calculated if the Timecode option is selected for the local 'IP
Generator' and if the remote 'IP Answering' works in the Echoer mode.
¢ MinRTT "Min RTT" is the minimum value of the Round Trip Time calculated by "IP Traffic —
Test & Measure". For more information, please see the "Mean RTT" column
information.
¢ MaxRTT "Max RTT" is the maximum value of the Round Trip Time calculated by "IP Traffic —
Test & Measure"”. For more information, please see the "Mean RTT" column
information
¢ Seq. Numb. 'Seq. Numb. Errors' (Sequence Number Errors) is the sum of the Out Of Sequence
Errors packets number (OOS) and the number of lost packets. This value is only available if
the Timecode option is selected (for the local 'IP Generator') and if the working mode
of the remote 'IP Answering' is Absorber Generator or Echoer.
¢ Volume To "Volume To Send' is the number of bytes that "IP Traffic — Test & Measure"
Send should send. This information is only available for two Traffic Generator types:
Mathematical law and File to Send.

A RTT summary for all connections is also available. This summary displays the minimum,
maximum and Mean RTT values of all connections (for connections having RTT (Timecode)
option selected (see 11.7.2.3.1 Time code option for more information) ).

When you press the “Stop all connections” button, statistics remain displayed in black writing on
gray background.

If a connection cannot be activated (in case of invalid parameters), the statistics fields are empty
on gray background.
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11.8.2.4 Export statistics into a file

To export all or part of statistics into a CSV file, click on the 'Parameters' button when enabled
(i.e. when no connection of the IP Generator is active):

When no parameters are defined, the state is:
Export is disabled

Export Statistics into a File
3 i Exportis disahled

Then a window allows defining parameters for the export process:

e Enable or disable the export process,

e The filename (.csv extension) of the export file,

e The identification of the needed connections,

e The parameters to export (up to 15).

Include or not the RTT summary or the IP Generator activity into the statistics file.

*|P Traffic - Test & Measure™ - Export IP Generator, Statistics (Appplication Level)

Export Statiztics
When this option is enakled, "IP Traffic - Test & Measure" exports automatically the statistics, following parameters
define below, for the selected connections.

This mechanism starts each time that"IP Traffic - Test & Measure" receives or sends data on these selected
connections.

v Enahle the Automatic Expartation Mechanism (AEM)

Filename:| CATempliPGeneratorStats te Browse
Connections o export Parameters to export
All Mone Tranzmitting Statiztics Receiving Statistics
. [v Tx Throughput [v RxThroughput
Cennestions Subset [ T Pkts Throughput [ R Pkts Throughput
Vi1 [ 5 T 8 [13 [v Txolume [v Rxaolume
M2 T B T 10 T 14 [~ TxPackets [ RxPackets
W23 [ 7 11 [ 14
4 — &8 12 [ 18 Other Statistics
[~ Remaining Yolume [v Mean RTT

Include the IP Generatar Activity - v.ulumeTn el & Bl By
statistics v Jitter [v Max RTT

Include the RTT summary of all v Seq. Num. Errors

connections.

Ok Cancel Help

“Export IP Answering Statistics”
Then press OK to validate, and a new state is displayed:

When parameters have been defined and the
export process is enabled, the state is:

Export is enabled

Export Statistics into a File
Exportis enabled

Note: do not specify the same filename to save statistics for the 'lP Generator' and the 'IP
Answering' parts. If you do so, a warning message is displayed.
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Note: The maximum number of columns handled by Excel is 255. If the number of statistics and
connections you have selected exceeds this limit of Excel, you have to restrict to the most
important statistics that you need, or to reduce the number of connections.

The statistics file is updated with the same refresh period than the statistics displayed.

A special mark is added to keep special TCP and UDP events e.g. Start and End of sending
traffic.

When you reset statistics, the displayed values and the exported values are reset.

Statistics are saved into the CSV file as soon as one connection of the IP Generator is started and
the 'Export is running' state is displayed:
Export Statistics into a File

Export is running

When all the connections are stopped, then the export process is automatically suspended and
the following idle state is displayed:

To export all or part of statistics displayed (in other words, there is the possibility of saving also
the statistics which are not displayed) in a file, you can use the parameters connection and
statistics dialog.

The RTT summary is exported even if the selected connections don’t use the RTT option.

11.8.2.4.1 The IP Generator statistics CSV file format

The IP Generator statistics file is formatted line by line as follows (example):

First line: (All types of statistics are represented here. The general statistics (RTT summary, IP
Generator activity, Date/Time, etc ...) and the statistics available for each connection. The
statistics headers can be up to fifteen for each connection)

Tx Throughput Tx Pkts Tx Volume
IP Generator | RTT Summary: | RTT Summary:| RTT Summary: State Connection #xx Throughput Connection #xx
Date/Time [Mean RTT (ms)| Min RTT (ms) | Max RTT (ms) | Connection #xx Connection #xx
(Kb/s) (KB)
(Pkts/s)
Tx Packets | Rx Throughput Rx Pkts Rx Volume Rx Packets Remaining Volume To Mean RTT
; . Throughput . . Volume Send .
Connection #xx | Connection #xx c ion # Connection #xx | Connection #xx c ion #xx | C ion # Connection #xx
(Pkts) (Kbls) onnection #xx (KB) (Pkts) onnection #xx | Connection #xx (ms)
(Pkts/s) (KB) (KB)
Jitter Seq. Num. Min RTT Max RTT
Connection #xx Errors Connection #xx | Connection #xx
(ms) Connection #xx (ms) (ms)
Next lines:
MM/DD/YYYY TCP or UDP or
HH:MM:SS.mmm mmm mmm mmm ICMP nnn.nn nnn.nn mmm
mmm nnn.nn nnn.nn mmm mmm mmm mmm mmm
mmm mmm mmm mmm
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Additional mark for TCP, UDP or ICMP connection events

TCP START This mark indicates the connection starts. When this mark is included in
the IP Generator traces, the numerical values are set to 0.

TCP END This mark indicates the corresponding connection has stopped. The
numerical values are the latest values computed by "IP Traffic — Test &
Measure". Moreover, for IP Generator part, the line containing the END
flag shows a synthesis of all statistics. The averages are calculated from
the START flag time to the END flag time.

TCP PENDING This mark indicates the connection is launched but that no data packet
has been sent for the moment (for example in TCP, time to realize the
“Three-ways Handshake”).

TCP WAITING END This mark indicates the connection has sent all of its packets but still
waiting for the echoed packets until the timeout is reached (see 11.3.3.2
General parameters).

Additional mark for TCP or UDP disconnection events

TCP ERROR This mark indicates the reason of the disconnection if this one is not
produced by the click on the stop button or the scheduled end of the
traffic generation (due to the generator parameters, for example: Number
packets to send = 1000)

When this mark is included in the IP Generator traces, the error message
returned by "IP Traffic — Test & Measure" is placed after the “ERROR”
mark.

Idle connections

When the connection is idle, no numerical value is set into the file. The field is empty.

Conventions

“Volume to send” and “Remaining Volume” are filled with the “N/A” symbol when the generator is
not configured with “File to send”.

“Seq. Num. Errors”, “Jitter”, “Mean RTT”, “Min RTT” and “Max RTT” are filled with the “N/A”
symbol until one RTT header is found in the received data by the 'IP Generator' part.

“Tx Pkts Throughput” and “Rx Pkts Throughput” are filled with the “N/A” symbol when the protocol
used for the concerned connection is not UDP.

In addition, when a connection is using ICMP protocol, all statistics are filled with the “N/A”
symbol, except “Mean RTT”, “Min RTT” and “Max RTT”, “Seq. Num. Errors”, “Tx Packets” and “Rx
Packets”.

Then for the RTT summary, "Mean RTT”, “Min RTT” and “Max RTT” are filled with the “N/A”
symbol until one “RTT” header is found in the received data by the 'IP Generator' part (at least for
one connection).

When “Mean RTT”, “Min RTT” or “Max RTT” is filled with the value 0, this means that the result is
less than 1 millisecond.

How to open this CSV file with Excel?

To open this file with Microsoft Excel, the comma should be defined as “list separator” (this is the
default value with English regional settings). In case of problem, click on “Start > Control Panel”
and click on “Regional and Language Options”, select an item in the list or click Customize to
define your own parameters.

How to change the date/time format?

To change the format of the date/time column, select the whole column and right click on the
column. Choose “Format Cells ...”, then, in the Category list, choose “Custom”. In the “Type”
area, enter the following string: mm/dd/yyyy hh:mm:ss.000. Using this string, the date/time format
will be changed to : 04/20/2006 09:45:50.840.
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Export an IP Generator file sample

In this example, 2 connections have been selected with all parameters exported. For each
connection, the 'lP Answering' is operating with the echoer mode.

RTT activated).

(with RTT activated).
The “Refresh time” parameter is set to 2 seconds.

Connection #01 is configured with the TCP protocol and uses the internal data generator (with

Connection #02 is configured with the UDP protocol and uses the internal data generator

. Tx RX | Mean RTT Tx Rx | Mean RTT
IP Generator Date/Time State Connection Throughput Throughput Connection | State Connection #02 Throughput Throughput Connection
#01 C;(())qnectlon Connection #01 (ms) Connection |Connection #02 (ms)
(Kb/s) | #01 (Kb/s) #02 (Kb/s) | #02 (Kb/s)

04/20/2006 13:25:40.421 UDP PENDING 0 0 N/A
04/20/2006 13:25:40.421 UDP START 0 0 N/A
04/20/2006 13:25:40.437 UDP 0 0 N/A
04/20/2006 13:25:40.453|TCP START 0 0 N/A UDP 0 0 N/A
04/20/2006 13:25:41.859|TCP 98.09 98.09 2 UDP 98.09 98.09 1
04/20/2006 13:25:43.843|TCP 326.22 326.22 1 UDP 326.22 326.22 1
04/20/2006 13:25:45.843|TCP 554.34 554.34 1 UDP 554.34 554.34 1
04/20/2006 13:25:47.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:25:49.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:25:51.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:25:53.843|TCP 570.31 574.88 1 UDP 570.31 572.59 2
04/20/2006 13:25:55.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:25:57.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:25:59.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:26:01.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:26:03.843|TCP 570.31 574.88 1 UDP 570.31 574.88 2
04/20/2006 13:26:05.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:26:07.843|TCP 570.31 570.31 0 UDP 570.31 570.31 1
04/20/2006 13:26:09.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:26:11.859|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:26:13.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:26:15.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:26:17.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:26:19.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
04/20/2006 13:26:20.453[TCP WAITING END 570.31 570.31 1 UDP WAITING END 570.31 570.31 1
04/20/2006 13:26:20.453[TCP WAITING END 570.31 570.31 1 UDP WAITING END 570.31 570.31 1
04/20/2006 13:26:20.968/TCP END 563.1 563.1 1 UDP WAITING END 570.31 570.31 1
04/20/2006 13:26:21.046 UDP WAITING END 570.31 570.31 1
04/20/2006 13:26:21.156 UDP END 559.93 559.93 1

The delimiter mark used between each field is the comma character (in conformance with the
CSV file format). In this example, the lines containing the END flag have a synthesis of all
statistics exported. The throughputs showed are the mean throughputs calculated from the
START flag time to the END flag time.
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11.8.3 Run an unitary testing session

LInitary Mode

Stop #01
Stop #02
Stop #03
Stop #04
Stop #049

Stop All
Connections

LLEEEEEEEFEREREE

The unitary testing session can be started from the “Unitary mode*
area in Tab 2 “IP Generator - Traffic + Statistics”. From this area,
you can start or stop connections in unitary testing separately or all
together.

To run an unitary mode session:
1. In Tab 2 “IP Generator - Traffic + Statistics”:

— If the IP Generator connections are active, stop all running
connections by pressing the “Stop All connections” button.

2. In Tab 1 “IP Generator - Parameters”:
— Select the unitary testing mode.

3. In Tab 1 “IP Generator - Parameters”:

— If necessary configure the unitary parameters for each
connection by pressing the “Parameters #n” button.

4. In Tab 2 “IP Generator - Traffic + Statistics™:

— Press the “Start All Connection” button to start all
connections together or press the “Start #n” buttons to start
connections one by one.
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11.8.4 Run an automatic testing session

Automatic Mode

Start enabled
connections with
|2,

An automatic testing session is launched from the “Automatic Mode*
area in Tab 2 “IP Generator - Traffic + Statistics”. In this area, there is
only one button to start and to stop all enabled connections in the
automatic mode.

To carry out the automatic mode session:
1 In Tab 2 “IP Generator - Traffic + Statistics”:

— If the IP Generator connections are active, stop all running
connections by pressing the “Stop All connections” button.

2 In Tab 1 “IP Generator - Parameters™:
— Select the automatic testing mode.

3 In Tab 1 “IP Generator - Parameters”:

— If necessary, configure the automatic parameters by pressing
the “[P]” button and enable or disable connections by using the
combo boxes.

4 In Tab 2 “IP Generator - Traffic + Statistics”:

— Press the “Start enabled connections with laws” button to start
all enabled connections.
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11.8.5 Run a replay traffic session

Renlay hode A replay traffic testing session is launched from the “Replay
Mode* area in Tab 2 “IP Generator - Traffic + Statistics”. In this
area, there is only one button to start replay traffic from a traffic
file on connections.

To run a replay traffic session:
1. In Tab 2 “IP Generator - Traffic + Statistics”:

- If the IP Generator connections are active, stop all
running connections by pressing the “Stop All
Connections” button.

2. In Tab 1 “IP Generator - Parameters”:

Start traffic
generation on — Select the “Replay sniffed traffic” mode.
multiple connectians
frarm a file.
3. In Tab 1 “IP Generator - Parameters”:
autarmatic replay - If necessary, configure and select the traffic file by
[ all connections at pressing the “[P]” button.
the end

4. In Tab 2 “IP Generator - Traffic + Statistics”:

- Press the “Start traffic generation on multiple
connections from a file” button to start replay traffic
generation.

5. The option “Automatic replay at the end of all connections”
| restarts the replay of traffic generation when all connections
are stopped.
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11.8.6

Using ICMP capacity of the Traffic Generator

"IP Traffic — Test & Measure" offers the possibility to generate ICMP Echo Request traffic. (the
protocol used by Ping) which can uses IPv4 or IPv6 IP version.

Drestination Parameters
IF Address or Host Name

Connection #1 | | [ NO_ADDRESS

icvr |

& Unitary Mode - i
Frotocole  Forts Type

Ping Sirnulator Farameters #1

By using the ICMP protocol, only the unitary mode can be used. You are still allowed to use TCP

and/or UDP on other connections.

By pressing the “Parameters #n” button, the window below is displayed:

rf* Mode 1: Ping Simulator

Stepl: Define ICMP Echo Request packet number and packet content
First of all, select the traffic generatorwhich is going to be used on this connection.
ICMF Echo Request Packets Generator Parameters

— Step2: Specify ICMP Echo Request Data size and packets parameters

In this step, define Data Size and packets parameters as well as
the delay between each sent packet.

Packets number (0 to 93,999,339 | 0 (0 = infinite valug) ICMP Echo Request Data Size (1 to 55,535 bytes)
ICMP Echo Request Packet Contents [00 to FF hexa byte) & Fix 1460
" Fix A
o " Random tmin K
Fackets Generatar  Random ,7 - ,7 ma

" Allernate size-1 size-2

" Alternate value-1 value-2
~ Increasing f _

| min ‘ rnas | step

Increasing f ;
- . Decreasin
Decreasing il g

’_max l_ step
J o Fix

ICMP Echo Reply Receiving Timeout

Mathernatical

’_ l_ . lawve

Step 3 [Optionall: Activate a thioughput limit
‘When one ofthese two options is selected, "IP Traffic - Test & Measure” generates the traffic in best effort to respect the throuahput chosen.

Mean Packet Throughput [1 to 99,993 Pkte/s |
r = (v [~ Usevalue (exceptfor TCP connection)

20 (See Farewarnings menu please)
-~
" Random min e
" Alternate value-1 value-2
Increasing ! .
. L. DesEesin | rmin | max‘ step

2

Three areas are proposed to configure the Ping Simulator:
¢ Inthe Step 1, the packets number and the packet content can be specified.
¢ In the upper part of the Step 2, the ICMP Echo Request data size can be defined.
e The lower part of Step 2 allows the definition of the replies timeout.
¢ In Step 3 you can define the mean packet throughput.

Note: more information about these three areas is available in paragraph 11.7.2.1 Mode 1: Using
the Internal data generator.

Destination Parameters Statistics (based on application data) [ Unitary Made
Seq. Num. Tx Rx
IP Address or Host Mame Fort Errors Packets  Packets MaxRTT Mean RTT Min RTT
Connection #01 | 182 168.0.120 iR 0 2025p 2024p  16mS 2ms oms Stop #01

For the “IP Generator — Traffic + Statistics” tab, four statistics are available when using ICMP
Echo Request:

e Tx packets: this value represents the number of ICMP Echo Request packets sent.
e Rx packets: this value is the number of ICMP Echo Reply packets received.

e Mean RTT: this value shows the average Round Trip Time.

e Min RTT: this value is the minimum Round Trip Time calculated

e Max RTT: this value is the maximum Round Trip Time calculated

e Seq. Num. Errors: this value represents the number of replies that "IP Traffic —
Test & Measure" does not receive.
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11.9 The ‘IP Answering’ tab

The ‘IP Answering’ part allows receiving UDP and TCP traffic in accordance with five different
working modes: ‘Absorber’, ‘Absorber file’, ‘Echoer’, ‘Echoer file’ or ‘Absorber + Generator’'.

IP Answering - Parameter + Statistics tab

This third tab is related to the 'IP Answering' part activity to:

e Configure the “Listening to” parameters: network interface, port number and protocol of the
listening port,

e Configure IP connected remote: source IP address or host name from which connection is
received,

¢ Configure receiving working mode for each connection,
e Visualize the statistics for each connection,

e Save traffic statistics for all active connections of the IP Answering module in a file.

The tab is divided into four areas: Listening To..., Coming From..., Receiving Working Mode and
Statistics (calculated at the application level).
IP Generatar - Parameters] IF Generator - Traffic + Statistics  |P Answering - Parameters + Statistics ]Trafﬂc Sniﬁer} Trafie Observer}

Listening To ... Coming From ... Receiving Working Mode Statistics (based on application data)

R R Tx Tx

Port, Protocol.| Remote IP Address or HostMame., || Replay Mode Throughput Yolume Throughput Valume Jitter

Connection #01 | | 2009

[TcP ~|| | Anv_ADDRESS

\Absorber | #01

connection #02 | | | 2008

[TcP ~|| |Anv_ADDRESS

|AhsnrberFiIe j Browse | #02

Connection #03| | | 2008

[TcP ~|| | Anv_ADDRESS

|Echoer - #03

Connection #04 | | 2008

[tcP +| | [anv_aDDRESS

|absoroer | #04

Connection #05 | | 2009

[tcP +| | [anv_sDDRESS

[EchoerFile  ~| Browse |#05

connection #06 | | | 2008

[tcP +| | [anv_aDDRESS

|absoroer | #06

Connection #07 | | | 2008

[tcP +| | [anv_sDDRESS

|absorber Gen. v | Param. |#07

Connection #08 | | | 2008

[tcP +| | [anv_sDDRESS

|absober  +| #08

Connection #09 | | | 2008

[tcP +| | [anv_sDDRESS

|pisable - #09

connection #10 | | 2008

[tcP +| | [anv_sDDRESS

|Disanle - #10

connection #11 | | | 2008

[tcP ~| | [anv_sDDRESS

|isable - #11

Connection #12 | | | 2008

[tcP ~| | [anv_sDDRESS

|absorber  ~| #12

Connection #13 | | 2009

[ToP ~|| [Anv_aDDRESS

|absorber  ~| #13

Connection#14| 2| [ 2008 [TcP || |ANY_ADDRESS | B #14

Connection#15 | *| | 2008 [TcP || | ANY_ADDRESS |absorber  ~| #15

Connection#16| 21 [2008  [Tcp ~|| |ANy_ADDRESS |absoroer  ~| #16
Sous BBl Start Receiving Choose Columng Reset Display
Parameters Export is disabled Trafic

Tab 3: “IP Answering - Parameters + Statistics”

11.9.1 Duplicate parameters of a connection onto others

In order to facilitate input of the parameters for a connection, a copy/paste mechanism for all
parameters of a connection is available (identical to the copy/paste mechanism for the IP
Generator part — see 0).

This function is not available when the canonical IP address cannot be translated in numerical
format.
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11.9.2 Listening To ...

In this area, you configure each receiving connection with the following parameters corresponding
to the connected sender from which connections are received. In this area, you configure the
parameters "IP Traffic — Test & Measure" uses to listen to incoming connections. These
parameters are:

The black arrow has two purposes:
o To display a summary of the connection's parameters

e To select the network interface and the IP version for a
connection.

Network interface selection _*/

The port number is limited to 65,535. By default, the port

Port number is 2009. In case of invalid value, the value becomes
red.
Protocol TCP or UDP protocol (default = TCP protocol).

11.9.2.1 Specific Rules to receive TCP or UDP traffic

Rules TCP | UDP

The same port number can be used by several IPv4 or IPv6 connections YES NO

The same port number can be used by two connections using either IPv4 or IPv6 | YES | YES

The same port number can be used by connections using different NICs YES | YES*

The same port number can be used by connections using the same multihomed YES | YES*
NIC but by selecting different IP Addresses

* If a UDP connection uses the "default interface", this connection is disabled in favor of the
connection using an interface.

11.9.2.2 Summary of connection parameters

When you move the mouse over the black arrow, a popup window - called a tooltip — is
displayed.

Listening Tao ... Caming Frarm ... Feceivir

Part, Protocol,|| Remote IP Address or HostMame o | | Repk

Connection#01 | *| | 2008 |TCP «| ||| ANY_ADDRESS Ahsorhe

Connection #02 | |Click ko select the network interface and IP Yersion o use with the connection #01

Connection #03 | _|Connection #01

IP Address or Host Mame: ANY_ADDRESS
Cannection #04 | _{IP Address after resolution: 255,255,255, 255
IP Version; IPv4 automatically selected

Cannection #05 | _{Selected Interface; Interface chosen by the system (IPv4 and IPv6 available)

IP Answering connection tooltip

The tooltip for the IP Answering connection includes five items:
e The first item is the connection number the tooltip refers to.
e The nextitem is the IP address defined by the user.

e The nextitem is the IP address translated when |IP Translation address has succeeded
(e.g. the address is not NO_ADDRESS or 0.0.0.0).

e The nextitem is the IP version currently selected.
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e The lastitem is the interface name selected. The name displayed is the name of the
connection presented in the “Settings/Network and Dial-up Connections” Start menu of
the operating system (Default is “Interface chosen by the system”).

11.9.2.3 Select the network interface, IP version and local IP address
When you click on the black arrow, a window is displayed:

“IP Traffic - Test & Measure” - Local IP Address and IP Version selection for connection #01

 Select an Interface in the List Below.

LAM ZT1 2 {IPv4 Address: 192.168.0.35 - IPv6 Address: feB0:211:43Mke03:a218) Q) j

Mote: IPvE is only awailable with Windows ¥P and later.

— Select an [P Yerzsion
Selectthe IP Version to use on this connection or let"IP Traffic - Test & Measure" choose the IP Version automatically regarding the address resolution
result. In this case, ifthe resolution process returns two addresses, one in IPwd and one in IPvE, the IPvd address is chosen by default.

+ Use IPvd4 anly " Lse IPv6 only " based onthe IP Address or Host Mame resolution @

— Selection of IP Address on Mulihomed Interface

Select IP Address IPv4 Address selected: 192.168.0.35 @

=

oz @

Current Parameters of this Connection

IP Address or Host name: ANY_ADDRESS
IP Address after Resolution: 255.255.255.255 (IPv4) @
IP %ersion: IP¥4 automatically selected

Selected Interface: Default: Interface chosen by the system (IP¥4 and IP¥6 available)

(0]34 Cancel Help |

Network interface, IP version and IP local address for an IP Answering connection

(1)  The network interface selection is optional. It is used to constrain connections to be
established using a specific interface.

e By default:

= The IP version is automatically selected by "IP Traffic — Test & Measure"
regarding the destination address or host name specified on the “IP Answering —
Traffic + Statistics” tab (see below). By default, NO_ADDRESS is an IPv4 address.

» The IP stack resolves the interface selection to send packets to the remote.
The IP stack uses the destination IP address to select the correct interface. The IP
address and the netmask related to each interface are checked against the remote
IP address to reach. When an interface that matches the remote IP address is
found, it is used. To understand how the IP stack selects the interface, you may
enter ‘route print’ console command to list the interface order, the IP address and
the network address mask.

e You can select one interface from the list of connected interfaces. "IP Traffic — Test &
Measure" will only use the selected interface to translate the IP address and to make a
connection. You must select the interface compatible with the remote IP address you
want to reach. When the IP address translation failed, current connection parameters
area is updated as follows:

— Current Parameters of this Connection

IP Address or Host name: ANY_ADDRESS

IP Address after Resolution: 255255255255 (IP¥4)

IP Version: IPy4 automatically selected

Selected Interface: Default: Interface chosen by the system (IP¥4 and IP¥6 available)
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(2)

(3)

e Network interface types are restricted: only Ethernet and PPP are listed.
A PPP interface should be in ‘connected’ state to belong to the interface list.

The IP version selection is available:
e with Windows XP (or later)

e [f IPv6 features are installed on the target machine. Please refer to the Windows XP or
Windows Server 2003 documentation to install the IPv6 stack.

e You can allow "IP Traffic — Test & Measure" to choose automatically the good IP
version regarding the address or host name resolution result. If a canonical name
corresponds at the same time to an IPv4 and IPv6 addresses, "IP Traffic — Test &
Measure" chooses the IPv4 address. In that case, to use the IPv6 address, you should
select the use of IPv6 only (Use IPv6 only).

If you have selected an IP version, the IP address translation (see 11.7.1.3) uses the

current selected IP version to get the IP address numerical form.

Select IP address is available when multiple IP addresses are attached to the network
interface. This interface configuration is also known as ‘multihomed’ interface. The
selection of a Source IP address is generally not required: "IP Traffic — Test & Measure"
uses the default IP address of the interface to establish connections.

it may be useful when routing priority or policy is  defined.
Example of an IP address selection for a multihomed interface:

“IP Traffic - Test & Measure™ - Select an IPv4 Address for this Multihomed Interface

Select an IPv4 Address

IPvd4 Addresses: [192.168.0.35 j

192.1658.0.40

192.168.0.35

Ok Cancel

Select IP address is not available if the default interface ‘Interface chosen by the system’ is
selected.

Specification of the local source port number is disabled in the receiver Interface
configuration because the source port number and the destination port number are
generated by the remote as the originator of the connection.

Current parameters of this connection area are an abstract for the connection. It
summarizes the IP address, the numerical IP address format, the IP version and the
interface selection.

e The source port used is dynamically updated with the user selection.

e The IP addresses are static. The IP address translation process occurs after you click
on OK.

e The IP version field is dynamically updated with the user selection.
e The current interface is dynamically updated with the user selection.

A\

When you click on the OK button, if the interface selected or IP version has changed,
the IP address translation is automatically started. It may be time consuming.
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So, you can configure various incoming connection criteria:

o Interface: you limit a connection to a specific Interface or let the Operating System to return
connections from any interfaces.

o IP version: when an Interface offers the two IP versions, you can select the IP version
expected or not. By default, the automatic selection is activated.

o When multiple IP addresses are attached to one interface, you should select the destination IP
address the incoming connection should refer to. By default, the first IP address returned by
the system is selected.

11.9.2.4 Description of the floating menu mechanism
In the ‘Listening To’ object, the labels ‘Port’ and ‘Protocol’ are mouse-sensitive.

Listening To ... Coming From ..
Forte Protocole | Remote P Address or Host Name .

Connection#01 | »|| 2008 |TCP +| | ANY_ADDRESS
Connection#02 | */ | 2008 [TCP -| | ANY_ADDRESS

When the mouse is located on the ‘Port’ text area for example, the text color changes to
white. Then click left your mouse to display the associated menu.

11.9.2.4.1 Floating menu for the ‘Port’ label

Listening To .. Coming From ..

Protorcnl Eerermnte [P Address nor Host B

Increase only UDP ports {From Firsk DP crx)
Connection #01 | ﬁ Decrease only UDP ports (From First UDP crs

connection #02 ﬂ ﬁ Increase all ports (From cre #173
Connaction #03 ﬂ ﬁ Decrease all porks (From cro #1)

T |

With this menu you can:

¢ Set the port number increasingly or decreasingly for every UDP connection, based on the
port number of the first UDP connection.

¢ Set the port number increasingly or decreasingly for every connection, based on the port
number of the first connection without taking account the protocol in use.

11.9.2.4.2 Floating menu for the ‘Protocol’ label

Listening To ... Coming Fraorm ...

Fll:lr-tv Dearncnta 1D Mddraee ar Llact blaman |
Select TCP for all connections (From crx #1)

Connection#01 | _* | 2008 TGP Select UDP for all connections (from cre: #1)
Connection#02 || 2008 [TCP ~| | ANY_ADDRESS

This menu helps to set the same protocol to every connection.
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11.9.3 Coming From ...

Remote IP address or Enter the IP address (numerical format) or Host Name (canonical
Host Name: format), with the help of AutoComplete when active. The IP
address is not a mask.

By default, the value is ANY_ADDRESS (This address is used to
accept connection from any source address).

With a TCP connection, the incoming connection is rejected if "IP Traffic — Test & Measure"
can’t correlate this IP Address or host name with the source IP Address of the incoming packet.

With a UDP connection, the incoming packets are received but if "IP Traffic — Test & Measure"
can’t correlate this IP Address or host name with the source IP Address of the incoming packets,
"IP Traffic — Test & Measure" doesn’t take them into account in the statistics.

11.9.3.1 IP address floating menu
When the mouse is located on the ‘IP address’ text area, the color changes to white.
Listening To ... Coming Frorm ... Feceiving Wo

T Miessleas kds

Copy ko all connections (From creg #1) |.
Cannection 201 ﬂ|2':”:'9 |T'3F' j |*ﬂ*f“l“f’_?ﬂﬂ:":'RE55 l ]Ahsurher

Fort, Protocol,

Click on the left mouse button to display the short menu as above. With this function, the IP
Address field from connection #01 is copied out to all connections from #02 to #16.

11.9.3.2 IP Address translation mechanism

"IP Traffic — Test & Measure" tries to translate — e.g. to resolve - the IP address from a
canonical to a numerical format. This operation is called the /P address translation mechanism.
When the ‘IP Address or Host Name’ field or Interface parameters changes, when you move from
‘IP Address or Host Name’ field to another field, to another tab, when the Enter key is pressed or
when the Interface parameters change, all of these actions start the IP address translation
function.

Because the IP address translation mechanism is CPU consuming, you should be carefully when
using IP canonical addresses. CPU consumption depends on the DNS answer speed, the number
of DNS configured and the network load when the DNS request is sent.

If the network environment changes — e.g. a new DNS has been defined - you should press the
Enter key in the ‘IP Address or Host Name’ field to force "IP Traffic — Test & Measure" to restart
the translation mechanism for this connection.

When the IP address translation failed, the IP address is written in red on a white
A background. This connection cannot be started.

To summarize, the IP address translation mechanism is activated when:
;) - the focus leaves the ‘ IP Address or Host Name’ field,
- another tab is selected,
- you change the Interface parameters,
- a context file is loaded.
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11.9.4 Receiving working mode

"IP Traffic — Test & Measure" offers five different active working modes for the IP Answering
part: ’Absorber’, ’Absorber File’, ’Echoer’, ’Echoer file’ or ’Absorber + Generator’. A
’Disable’ (or inactive) mode is also available.

11.9.4.1 Absorber mode
With this working mode, "IP Traffic — Test & Measure" absorbs data on this connection.

Connection # n Remote IP answering (absorber mode)
(no specific treatment for each received IP packet)

Local IP generator

11.9.4.2 Absorber File mode

When a receiving connection is operating in the ‘Absorber File’ mode, the ‘IP Answering’ module
will save the received data in a file. The name of the file must be entered in the Filename field. A
“Browse” button allows selecting the file easily.

Connection #m Remote IP answering (absorber file mode)
(each received IP packet is saved in a file)

NS

Local IP generator

11.9.4.3 Echoer mode

When a receiving connection is operating in echoer mode, the received data are sent back to the
‘IP Generator’ module.

Connection # p Remote IP answering (echoer mode)
Local IP generator < (each received IP packet on the connection is
sent to the transmitter)

With UDP protocol, the ‘Echoer mode is available if a connected ‘IP Generator address is
specified only.

Remind:

Echoed data can be saved in a file by the local ‘IP Generator module via the tab 1 “IP
Generator - Parameters”.

11.9.4.4 Echoer File mode

When a receiving connection is operating in this mode, the received data are sent back to the ‘IP
Generator’ module and are saved in a file. The name of the file must be entered in the Filename
field. A “Browse” button allows selecting the file easily.

Connection # q Remote IP answering (echoer file mode)
Local IP generator » (each received IP packet on the connection
< is sent to the transmitter and saved in a file)

~B
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11.9.4.5 Absorber + Generator mode
This mode is displayed as “Absorber Gen.” in the combo-box mode.

Remote IP answering (absorber + generator mode)
» (this mode allows dissymetrical IP flows : IP flow1 is
Local IP generator Connection # r absorbed by the remote IP answering entity.
< T o 2 IP flow2 is generated by the remote IP answering entity
when the first UDP packet is received or when the
TCP connection is established).

Properties of the IP flow 1 are defined at the local ‘IP Generator’ level and each IP packet
received by the remote ‘IP Answering’ module is used to compute statistics only.

Connection#01 | || 2008 |uDP || |182.168.0.30 \sbsorber Gen. w| Param. |#01

IP flow 1

When you select the “Absorber gen.” mode for a connection (#1 in the example above), a
“Param.” Button is displayed in order to specify the traffic parameters generated by the remote ‘IP
Answering’ module (i.e. IP flow 2). When you press the “Param.” button, an “IP Traffic —
Parameters in unitary mode” window is displayed (the same as IP Generator — configure unitary
testing mode). So you can input parameters for this /P flow 2 as you like (for example, generate
10000 packets with an average throughput of 250 Kb/s).

For a TCP connection, IP flow 2 is generated as soon as the TCP connection will be established
between the local ‘IP Generator’ and the remote ‘IP Answering’ modules. The IP flow 2 is stopped
when the FIN or RESET flag is received or when the user stops the IP Answering. The IP flow 2 is
also stop is no data are received during TCPINACTIVITY seconds. (see 14.3 Configuration
parameters saved in the Registry database)

For an UDP connection, IP flow 2 is generated as soon as the remote ‘IP Answering’ module will
receive the first UDP packet. The IP flow 2 is stopped when the RESET flag is received or when
the user stops the IP Answering. The IP flow 2 is also stop is no data are received during
UDPINACTIVITY seconds. (see 14.3 Configuration parameters saved in the Registry database)

11.9.4.6 Disable mode

When this mode is selected for a connection, "IP Traffic — Test & Measure" does not those
parameters to establish a connection. The disabled connections are grayed when you start
receiving traffic. Statistics fields of disabled connections are filled in with the following message:
“Connection disabled”. There is no statistics in the file for these connections.

11.9.4.7 The command button: “Replay mode parameters”

The check box ‘Replay mode’ must be checked in

' ReplayMade order to access to the replay mode. By clicking on
the “Replay Mode Parameters” button, the following
window is displayed.
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“IP Traffic - Test & Measure™ - Replay Configuration

Drata Traffic File ta replay

Filenhame |C:%Support'Fichiers de captures 2.4.04data. du Browse

Analyze the Data Traffic File 10000 %  of 102 KB

[&] Besult af analvziz [list of data sniffed connectionz]

feBl:: 21 0:5aff:fedb:ebak Part: 2009 - feB0:: 21 1: 43 fel3: 2218 Port: 1028 [TCP D ata Yolume faund: 20 B]

[B] Connection(z] actually defined in IF Traffic

Connection $1 : 192.168.0.30 2009 UDP ~

Connection #2 : ANy ADDRESS 2003 TCP
Connection #3 : ANY_ADDRESS 2009 TCP
Connection 84 : AWY_aDDRESS 2009 TCP
Connection 85 : AWY_aDDRESS 2009 TCP
Caonnection 86 : ANY ADDRESS 2009 TCP b/

Linking of data zhiffed connection(z] defined in [&] with IP Traffic connection(z] defined in [B]

To link connections, select one connection in (4] and one connection in [B]

Connection 82 - fe80::210:5aff:fe3b: eBab Port: 2009 - feB80::217:43:fe02:54218 Por: 10238 [TCF)

] Cancel Help |

First, select a ‘Data traffic file to replay’ and then press the “Analyze the data traffic file” button. At
the end of the process, an indication is displayed: “100.00% of xxx Kb” (where xxx is the file size).

After the analysis of the data traffic file, all IP connections found in the sniffed traffic file are then
displayed in the “(A) Result of analysis (list of data sniffed connections)” object.

Connections that have already been defined by the user in the current IP Answering module are
displayed in the “(B) Connection(s) already defined in IP Traffic* object.

You must then link one ‘data sniffed connection’ to one ‘defined connection’ by pressing the “Link”
button. If needed, one association can be removed by pressing the “Delete the selected link”
button.

Once that the needed links have been defined, then press OK. "IP Traffic — Test & Measure" will
replay traffic on actually defined connections of the ‘IP Answering’ module by using data of
connections from the ‘data traffic file to replay’ specified by the different links you have made.
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11.9.5 ‘IP Answering’ Statistics

By using the "Choose Columns" button at the bottom,

Choose Columns .
you can select the parameters to display.

Up to 5 parameters can be simultaneously displayed among 13 parameters described later in this
paragraph, and at least one parameter must be selected.

These statistics are computed at the application level (and based on application data sent or
received). No MAC, IP and TCP/UDP headers and trailers are taken into account.

To reset the statistics displayed, you can use the 'Reset Display' button at any time.

The "N/A" (Not Applicable) mention can be displayed instead of a value in the cell of the statistics
table if the parameter cannot be calculated.

Statistics (based on application data)
R R Plts R Seq. Mum.
Fackets ThroughputThroughput — Jitter Errors

2769 p 47 pfs| 536 Kbfs A MIA
1044 p A 1.03 Mb/ls 0ms 0

If a problem is detected for a connection, a warning message is displayed.
Example:

e Problem: disconnection due to TCP inactivity (see registry).
The IP Answering has ended the TCP connection because no data has been received (timeout
defined with the TCPINACTIVITY parameter of "IP Traffic — Test & Measure" in the Registry).

Statistics (based on application data)

Rx Rx Pkis Fix Seq. Mum.
Packets ThroughputThroughput  Jitter Errors
524 p 46 pils | 525 Khis A A

Problem: disconnection due to TCP inactivity {cf registry).

11.9.5.1 Transmitting statistics

¢ Tx Packets Tx Packets (Tx = Transmit) is the number of packets that "IP Traffic - Test &
Measure" has sent since the connection is started.

¢ Tx Pkts Tx Pkts Throughput (Tx = Transmit) is the mean number of packets that "IP

Throughput Traffic - Test & Measure" is sending per second. This value is only available with

ubP connections.

The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Tx Throughput Tx Throughput (Tx = Transmit) is the mean throughput of data sent.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Tx Volume Tx Volume (Tx = Transmit) is the number of bytes that "IP Traffic - Test &
Measure" has sent since the connection is started.
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11.9.5.2 Receiving statistics

¢ RxPackets Rx Packets (Rx = Receive) is the number of packets that "IP Traffic - Test &
Measure" has received since the connection is started.

¢ RXPkts Rx Pkts Throughput (Rx = Receive) is the mean number of packets that "IP Traffic

Throughput - Test & Measure" is receiving per second. This value is only available with UDP

connections.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Rx Throughput Rx Throughput (Rx = Receive) is the mean throughput of data received.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ RxVolume Rx Volume (Rx = Receive) is the number of bytes that "IP Traffic - Test &

Measure" has received since the connection is started.

11.9.5.3 Other statistics

Data Not Echoed

'Data Not Echoed' is the number of bytes that the 'IP Answering' part couldn't echo.
This value is only available if the 'IP Answering' part works in the Echoer mode.

¢ Jitter Jitter is the mean variation of delays on packets received. This value is only
available when Timecode option is selected (on the remote IP Generator). This
value corresponds to the mean one-way variation only.
¢ Remaining 'Remaining Volume' is the number of bytes that "IP Traffic - Test & Measure" has
Volume still not sent. This information is only available for two Traffic Generator types:
Mathematical Law and File to Send.
¢ Seq. Numb. 'Seq. Numb. Errors' (Sequence Number Errors) is the sum of the Out Of Sequence
Errors packets number (OOS) and the number of lost packets. This value is only available
if the Timecode option is selected (for the remote 'IP Generator') and if the working
mode of the local 'IP Answering' is Absorber Generator or Echoer.
¢ Volume To Send |'Volume To Send' is the number of bytes that "IP Traffic - Test & Measure”

should send. This information is only available for two Traffic Generator types:
Mathematical law and File to Send.

When pressing the “Start receiving traffic” button:

All connected IP Generator information and working mode information are grayed,

Disabled connections statistics fields are empty on gray background,

UDP enabled connections statistics fields are filled in with “00” value on white background,

TCP connections statistics fields are empty on white background (they will be filled in only
when connection will be established).

Statistics are exported into the file (see bellow)

When pressing the “Stop receiving traffic” button:

Statistics fields are cleared up,

‘Connected remote’ and ‘Working mode parameters’ become available.
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11.9.6 “Export IP Answering statistics into a file” parameters

To export all or part of statistics into a CSV file, click on the 'Parameters' button when enabled
(i.e. if the IP Answering is not active):

e When no parameters are defined, the state is:

Parameters Export is disabled Export is disabled

Then a new window allows defining parameters for the export process:
e Enable or disable the export process,

e The filename (.csv extension) of the export file,

e The identification of the needed connections,

e The parameters to export (up to 13).

*IP Traffic - Test & Measure®” - Export IP Answering Statistics [Appplication Lewvel)

Export Statistics

When this option is enahled, "IP Traffic - Test & Measure" exports automatically the statistics, following parameters
define helow, for the selacted cannections.

This mechanism starts each time that"IP Traffic - Test & Measure” receives or sends data on these selected
connections.

v Enahle the Automatic Exportation Mechanism (AER)

Filenarme: | CATemplPAnsweringStats.csv Browse

Connections o expart Parameters to expart
All ‘ Hone Tranzmitting Statiztics Receiving Statistics
[ TxThroughput [ R Throughput
Connesions Subset W TiPkts Throughput W R Pkts Throughput
M1 5 M3 13 v TxVaolume [v Rx‘Valume
V2 B W10 v 14 [v TxPackets [v RxFackets
W 3 7 W11 |15
W4 Wi W12 W 16 Other Statistics
v Drata Mot Echoed v “olume To Send

IHelide the TF BRSwering W Remaining Valume

ictivite statistics [ Jitter
[~ Seq. Mum. Errars

0]34 | Cancel Help

Then press OK to validate, and a new state is displayed:

When parameters have been defined and the
export process is enabled, the state is:

Export is enabled

Export Statistics into a File
Exportis enabled

Note:

Do not specify the same filename to save statistics for the 'IP Generator' and the 'IP Answering'
parts. If you do so, a warning message is displayed.
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Note: The maximum number of columns handled by Excel is 255. If the number of statistics and
connections you have selected exceeds this limit of Excel, you have to restrict to the most
important statistics that you need, or to reduce the number of connections.

The statistics file is updated at the same rate than the statistics are displayed.
A special mark is added to keep special TCP and UDP events e.g. Begin and End of sending
traffic.
When you reset statistics, the displayed values and the exported values are reset.
Statistics are saved into the file as soon as the 'Start Receiving Traffic' button of the IP Answering
has been pressed and the 'Export is running' state is displayed:

Export Statistics into a File

|:| Exportis running

When the 'Stop Receiving Traffic' button of the IP Answering has been pressed, then the export
process is automatically suspended and the following idle state is displayed:

Export Statistics into a File
Export is enabled

11.9.6.1 The 'IP Answering' statistics file format

The IP Answering statistics file is formatted line by line as follows (example):

First line: (All types of statistics available for each connection are represented here. The statistics
headers can be up to fifteen for each connection)

Tx Pkts Rx Pkts
IP Answering State_ Tx Throt_Jghput Throughput Tx Vqur_ne Tx Pac_:kets Rx Throgghput Throughput
) Connection | Connection #xx : Connection | Connection #xx | Connection #xx :
Date/Time dhyx (Kbls) Connection #xx #xx (KB) (Pkts) (Kbls) Connection
(Pkts/s) #xx (Pkts/s)
Rx Volume Rx Packets Remaining [ Volume To Data Not Jitter Seq. Num.
A . Volume Send Echoed . Errors
Connection Connection c : c . c : Connection c 8
#xx (KB) #xx (Pkts) onnection onnection onnection #xx (ms) onnection
#xx (KB) #xx (KB) #xx (KB) #xx
Next lines:
MM/DD/YYYY | TCP or UDP nnn.nn nnn.nn mmm mmm nnn.nn nnn.nn
HH:MM:SS.mmm| or ICMP : ’ ’ ’
| mmm | mmm | mmm | mmm | mmm | mmm mmm |

Additional mark for TCP or UDP connection events

TCP START It indicates the corresponding connection starts. When this mark is
included in the IP Answering traces, the numerical values are set to 0.

TCP END It indicates the corresponding connection has stopped. The numerical
values are the latest values computed by "IP Traffic — Test & Measure".
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Additional mark for TCP or UDP disconnection events

TCP ERROR This mark indicates the reason of the disconnection if this one is not
produced by the click on “Stop receiving” button or the normal shutdown
of the traffic generation i.e. when the number of packets to send has
been reached.

When this mark is included in the IP Answering traces, the error
message returned by "IP Traffic — Test & Measure" is placed after the
“‘ERROR” mark.

Idle connections
When the connection is idle, no numerical values are set. The fields are empty.

Conventions

“Volume to send” and “Remaining Volume” are filled with the “N/A” symbol when the generator is
not configured with “File to send”.

“Seq. Num. Errors” and “Jitter” are filled with the “N/A” symbol until one “RTT” header is found in
the received data by the 'IP Generator' part.

“Tx Pkts Throughput” and “Rx Pkts Throughput” are filled with the “N/A” symbol when the protocol
used for the concerned connection is not UDP.

How to open this CSV file with Excel?

To open this file with Microsoft Excel, the comma should be defined as list separator (this is the
default value with English regional settings). In case of problem, click on “Start > Control Panel’
and click on “Regional and Language Options”, select an item in the list or click Customize to
define your own parameters.

How to change the date/time format?

To change the format of the date/time column, select the whole column and right click on the
column. Choose “Format Cells ...”, then, in the Category list, choose “Custom”. In the “Type”
area, enter the following string: mm/dd/yyyy hh:mm:ss.000. Using this string, the date/time format
will be changed to: 04/20/2006 09:45:50.840.
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Export an IP Answering file sample
In this example, 2 connections have been selected with all parameters exported.
For each connection, the 'IP Answering' is operating with the echoer mode.

e Connection #01 is configured with the TCP protocol

e Connection #02 is configured with the UDP protocol.

The “Refresh time” parameter is set to 2 seconds.

State_ Throl—;hput Throﬁghput Trﬁéuzlﬁ;ut State_ Thro-llj-ghput Throﬁghput Thl—\;zuzil(f\trs)ut

IP Answering Date/Time Con;gftlon Connection | Connection | Connection Con;gzctlon Connection | Connection | Connection

#01 (Kb/s) | #01 (Kb/s) |#01 (Pkts/s) #02 (Kb/s) | #02 (Kb/s) |#02 (Pkts/s)
12/5/2005 15:12:15.850 UDP START 0 0 0
12/5/2005 15:12:15.850 UDP 0 0 0
12/5/2005 15:12:17.084|TCP START 0 O[N/A UDP 0 0 0
12/5/2005 15:12:17.787|TCP 75.28 75.28|N/A UDP 77.56 77.56 6
12/5/2005 15:12:19.787|TCP 303.41 303.41|N/A UDP 305.69 305.69 26
12/5/2005 15:12:21.787TCP 531.53 531.53|N/A UDP 533.81 533.81 46
12/5/2005 15:12:23.787|TCP 568.03 568.03|N/A UDP 568.03 568.03 49
12/5/2005 15:12:25.787|TCP 568.03 568.03|N/A UDP 570.31 570.31 50
12/5/2005 15:12:27.787|TCP 570.31 570.31|N/A UDP 570.31 570.31 50
12/5/2005 15:12:29.787TCP 568.03 568.03|N/A UDP 570.31 570.31 50
12/5/2005 15:12:31.787|TCP 570.31 570.31|N/A UDP 568.03 568.03 49
12/5/2005 15:12:33.787|TCP 568.03 568.03|N/A UDP 568.03 568.03 49
12/5/2005 15:12:35.787|TCP 570.31 570.31|N/A UDP 568.03 568.03 49
12/5/2005 15:12:37.787TCP 570.31 570.31|N/A UDP 572.59 572.59 50
12/5/2005 15:12:39.787|TCP 572.59 572.59|N/A UDP 572.59 572.59 50
12/5/2005 15:12:41.787|TCP 572.59 572.59|N/A UDP 572.59 572.59 50
12/5/2005 15:12:43.787|TCP 572.59 572.59|N/A UDP 570.31 570.31 50
12/5/2005 15:12:45.787TCP 570.31 570.31|N/A UDP 570.31 570.31 50
12/5/2005 15:12:47.787|TCP 568.03 568.03|N/A UDP 568.03 568.03 49
12/5/2005 15:12:49.787|TCP 568.03 568.03|N/A UDP 570.31 570.31 50
12/5/2005 15:12:51.787|TCP 572.59 572.59|N/A UDP 572.59 572.59 50
12/5/2005 15:12:53.787TCP 570.31 570.31|N/A UDP 570.31 570.31 50
12/5/2005 15:12:55.787|TCP 570.31 570.31|N/A UDP 570.31 570.31 50
12/5/2005 15:12:57.787|TCP 568.03 568.03|N/A UDP 568.03 568.03 49
12/5/2005 15:12:59.787|TCP 572.59 572.59|N/A UDP 570.31 570.31 50
12/5/2005 15:13:00.850|TCP 572.59 572.59|N/A UDP 570.31 570.31 50
12/5/2005 15:13:00.850|TCP END 572.59 572.59|N/A UDP 570.31 570.31 50
12/5/2005 15:13:00.912 UDP END 570.31 570.31 50

The delimiter mark used between each field is the comma character (respecting the CSV format).
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11.10 The ‘Traffic Sniffer’ tab

This tab is composed of three numbered areas:

1. Step 1: Capture parameters: traffic can be captured by "IP Traffic — Test & Measure"
with 2 options: all IP traffic or IP traffic on connections specified by the user.

2. Step 2: Capture sniffed traffic in a file: once that capture parameters have been defined,
captured traffic may be saved in a file.

3. Step 3 (optional): Run analysis algorithm on a sniffed traffic file to generate data
traffic files: from an IP capture file, "IP Traffic — Test & Measure" uses an internal
algorithm to produce two traffic files used by the Replay mode of the IP Generator and of
IP Answering.

Note: "IP Traffic — Test & Measure" allows capturing traffic in a file.

This is used in two cases:

- For off-line statistics (see tab 5: 'Traffic Observer'): in this case, step 3 is not necessary.
- In order to replay traffic via the ‘IP Generator’: in this case, step 3 must be done.

IF Generatar - Parameters ] IF Generator - Traffic + Statistics ] IF Answering - Parameters + Statistics  Traffic Sniffer lTrafﬂc Observer]

Capture Parameters

& Usefilter(s) Source [P addr. Diestination [P addr. Source Port Diestination Port Protocol
Mew filter Iv 192.168.0.30 To any destination From any port To any port TCP & LIDP

. Help
1 Edit filter
Delete filter Select adapters

" Al TCP and LUDP packets {(unicast andior multicast)

Capture sniffed traffic in a file (used for statistics ar traffic generator)

CilocalCapturedTrafiic.tre Browse

Start |

v Save only headers ofthe packets (Data are not registered)

Iv Automatic refresh mode

v Enable automatic start and stop in 'Local operation’

Run analysis algorithm on a sniffed traffic file to generate data traffic files {for use by the P Traffic generator)
Input traffic file

| CihLocalCapturedTraffic.tre Browse
; Start
Qutput data traffic file 1 to replay after processing

3 |C:18p|iﬂedData1 Browse

d

Qutput data traffic file 2 to replay after processing
| CigplitedDataz] Browse

Tab 4: “Traffic Sniffer”
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11.10.1 Capture Parameters (Step 1)
Two options are available:
= All TCP and UDP unicast and/or multicast packets: "IP Traffic — Test & Measure™ will

capture all TCP and UDP unicast packets seen by the ‘Traffic Sniffer’. This option is selected
by default.

= Use filter(s): Traffic capture is made according to user defined filters as explained below. Up
to 20 filters can be specified.

Note:

With “Use filter(s)” option selected, at least one user defined filter should be selected in the list
box to be allowed to start the traffic capture.

Capture Parameters
o Lsefilter(s)

e

Source Port

IP Wersian Caming Fram ... Going to ... Destination ... Protocal

Mew Tilter #01  |IPvd & IPvB 192.168.0.30 . Zt 1 Fram any port  To any port TCP & UDP
- Help
1 Editfilter

Delete filter

" Al TCP and UDF packets (IPY4 and IPvE unicast andfor multicast)

Select adapters

Step 1: Capture Parameters Specification

11.10.1.1 Create/Modify/Delete user defined filters

You can define up to 20 ffilters’ composed of five parameters: Source IP address, Destination IP
address, Source Port number, Destination Port number and Protocol.

The command buttons “Add filter’, “Edit filter” and “Delete filter” allow adding, editing and
removing the user-defined filters. By clicking on “Add filter”, the window below appears:

“IP Traffic - Test & Measure™ - CreatefModify a capture filter §|

The IP Traffic Sniffer should capture the Traffic

Uzing thiz IP wersion

" 1Pvd " IPvE {+ Bath

Coming from ...

" Any source IP Address or Hostname

t* This specific source IP Address or Hosthame
192.168.0.30

Using ...

o Any source Port Mumhber

¢ Qnly this specific source Port Mumber

Apd going to ...
" Any destination IP Address or Hostname

* This specific destination IP Address or Hostname

wAnt ZtiL T

Uzing ...
' Any destination Port Mumber

" Only this specific destination Port Murnber

and inciuding ..

TCPorUDP  »| packets (unicast andior multicast)
| Cancel

Filter edition window
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Four main areas compose this window.
1. Specification of the IP version: Only IPv4, Only IPv6 or both IPv4 and IPv6

2. Specification of the “Coming ...” information
a. Specification of the source IP Address or Host Name of the traffic (IPv4 or IPv6)
b. Specification of a particular source port number

3. Specification of the “And going ...” information.
a. Specification of the destination IP Address or Host Name of the traffic (IPv4 or IPv6)
b. Specification of a particular destination port number

4. Specification of the protocol(s) :
a. Capture only TCP packets
b. Capture only UDP packets (including multicast traffic)
c. Capture TCP and UDP packets

Note:
Each parameter is optional. It is not necessary to specify a value. In this case, this parameter is
not used to filter packets.

Warning:
You can input different filters, but "IP Traffic — Test & Measure" doesn’t control the functional

coherence between the filters.

To edit afilter, select it in the list box and then press the ‘Edit filter’ button.
To delete a filter, select it in the list box and then press the ‘Delete filter’ button.
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11.10.1.2 Select Adapters (optional)

By clicking on the “Select Adapters” button, the window below opens. By default, if your machine
contains more than one network card, IP Traffic Sniffer driver pools all of the network cards and
captures all packets. This polling capacity can be greedy for resource. If it is not necessary, up to
one network card could be specified.

“IP Traffic - Test & Measure™ - Select sniffed network adapter(s)

Select one or mare adapters which will be used by the driver to capture the traffic

"IP Traffic - Test & Measure" has found the adapter(s) helow:

Adapters Mame
v Broadcom Met<treme Gigabit Ethernet Driver (Microsoft's Packet Scheduler) (192.168.0.35)

0K | Cancel

Adapters selection window

Note:
When loading a context, if the interface in this context saved can not be found, "IP Traffic — Test
& Measure" selects the first interface available to replace the one saved.

11.10.2 Capture sniffed traffic into a file (Step 2)

Once that capture parameters have been defined in the previous area, you must define a capture
file. The command buttons “Start” and “Stop” allow starting and stopping the traffic capture.

Capture sniffed traffic in a file {used for statistics or traffic generator)

GiTrafficCapture tre Browse

2 Start |

v Save only headers ofthe packets (Data are not registered)
Iv Automatic refresh mode
v Enahle automatic start and stop in 'Local operation'

Step 2: Capture traffic control panel

During the capture process, information is displayed in the “Traffic overview during capture” object
(statistics if available).

“Save only the headers of the captured packets (Data are not saved)” check box: if checked,
only the packet headers are saved (thus significantly reducing the size of the capture file) but you
will be not able to use this file for the step 3.

“Automatic refresh mode” check box: allows refreshing display in the “Traffic overview during
capture” object.

“Enable automatic start and stop in ‘Local operation’ check box: if checked, the “Start all
processes” button of the “Local operation” will launch automatically the ‘Traffic Sniffer’.
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11.10.3 Run analysis algorithm (Step 3)
In step 2, the capture process has generated a capture traffic file.

Warning:
The aim of step 3 is to splits the captured data into two files. These two files are ONLY used by

the IP Traffic Replay Mode available on the IP Generator and IP Answering parts. If you don’t
need to replay the traffic captured you keep time by avoiding reading this paragraph.

Run analysis algarithrm on a sniffed traffic file to generate data trafiic files {for use hy the IP Traffic generator)

Input traffic file

| HACaptures\Capture Metmeeting 1.7 Browse
-
Output data traffic file 1 ta replay after processing

3 | HACapturesitetmeeting1 Browse

Output data trafiic file 2 to replay after processing

| HACapturesitetmeeting2 Browise

You specify a capture traffic file name in the “Input traffic file” object and two output files.

Note:

The “Input traffic file” must contain data (see Step 2). The Step 3 can'’t use the files containing
only headers.

This file contains IP frames with different IP source addresses and IP source destinations.

The goal is to find in the input traffic file the communication entities (IP Generator and IP
Answering) and to produce two traffic files to replay. An internal "IP Traffic — Test & Measure™
algorithm analyzes IP frames from the Input traffic file and produces the two traffic files named
“Output data traffic file1 to replay after processing” and “Output data traffic file2 to replay
after processing”. The extension of these files must be “.dtr” (data to replay). This is an owner
format used only by the IP Generator and IP Answering parts. This algorithm reassembles the
fragmented packets before dispatching them in the two files. It is able to handle up to 50
fragments to reassemble a packet.

When you press the “Start” button, the following window is displayed:

“IP Traffic - Test & Measure™ - Sniffed Traffic Analysis

Current file : | 100.00% of 128ME

IP addrezzes [data size and duration) Frotocol and ports

192.168.0.35 192.168.0.51 [D1ata Size: 5.86 MB in 42 5]
feB0::217: 436 fe03:a218 feB0;: 210:5aff:fe3b ebak [Data Size: 5.81 MBE in 43 5]

TCP 1054 445

| Process with selection | Cancel |

You should select connections to consider (addresses + protocol and ports) and then press the
“Process with selection” button.

After processing, the object “Synthesis after processing“ displays statistics information about
generated files and connections.
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11.11 The ‘Traffic Observer’ tab

This fifth tab allows:

e Visualizing statistics and graphs for different parameters: IP throughput, Inter packet delay,
Packet Erasure Rate quality (PER quality) and Packet transit delay,

¢ Downloading remote statistics traffic files,
e Analyzing off-line traffic,
e Exporting the statistics into a file.

The tab is divided into three main areas:
e The central area displays graphs and values,
e The right area contains objects and command buttons to select parameters to display,
e The bottom area is composed of four blocks:

- Remote (statistics) traffic files: to download statistics traffic files from the remote, in
order to do off-line statistic analysis.

- Off-line traffic analysis: to do off-line analysis. It is necessary to have a local statistic
traffic file and a remote statistic traffic file (downloaded via the previous area).

- Index (on-line or off-line): one index is a marker set by the user that is used during
off-line analysis for graphics display.

- Export statistics: you can define statistic parameters to export in a CSV file and Start
/ Stop the export process.

IP Generatar - Parameters ] IP Generator - Traffic + Statistics ] IF Answering - Parameters + Statistics | Traffic Sniffer  Traffic Observer
Statistical Values (based on Driver Statistics)

IP Throughput 1P Throughput UDP or TGP Inter Packet Packet Transit  Packet Erasure || & IF Generator
Snapshot Average Throughput Delay Delay Rate (FER) £ P Answering
IF AddressfHost Hame  Port  Prot. Tx Rx Tx Rx Tx Rx Tx Rx Tx Rx Tx R L )
BT ] 0.00bfs| 0.00bés| 0.00b/s| 0.00bs| 0.00bis| 0.00bds 0 ms: Oms| MNA s iR NI :t ?::I:: S
EDnnEEtonES 000b/s 000bis| 0.00bfs| 0.00bi| 0.00bis| 0.00bs 0 ms Oms| Nk Hitt Mtk Nits Graphics
Connection #3 0.00bfs| 0.00bés| 0.00bss| 0.00 bés| 0.00 bis| 0.00 bis 0 ms Oms|  NA it [ Hit ’—_l
EonnGEtonE 000bis| 000k 000k 000bE 000bi 000bis  Oms  Oms  NA HiA NiA Nis
Connection #5 000bis| 0.00b| 000bis| 000bE| 000bs| 000bE|  Oms|  Oms| Nia His, WA, Mis ® (PRI
Connection #6 ~ Inter Packet
0.00bfs 000bés| 0.00b/s 0.00b/s| 0.00bis| 0.00 b 0 ms Oms — MNA [Ty iR NI Delay
Connection #7 0.00 bfs| 0.00bis| 0.00biz| 0.00 bis| 0.00 bis| 0.00 bis 0 ms. Oms| Mk M Mk Mit
Connection #8 0.00bis 0.00b4s 00064 0000 0.00bs 0006 0ms Oms| HA M MR N
Connection #9 0.00bfs| 0.00bés| 0.00bs| 0.00b/s| 0.00bs| 0006 0 ms Oms| NA Ny N NiA
Connection #10 0.00b/s 0.00bés| 0.00bs 0.00b/s| 0.00bis 0.00kbs 0 ms Oms| M iy His A o
Connection #11 0.00bfs| 0.00bés| 0.00b/s| 0.00bs| 0.00bis| 0.00bds 0 ms: Oms| MNA s iR NI
Connection #12 0.00bfs 0.00bis| 0.00bis 0.00bis| 0.00bis| 0.00 bis 0 ms. Oms|  MiA Mt Mk Mt
Connection #13 0.00bis| 0.00bés| 0.00bis 00060 00064k 0006 0ms Oms|  HNA His HiA M
Connection #14 0.00bfs 000bés| 0.00b/s 0.00b/s| 0.00bis| 0.00 ks 0 s Oms — MNA s HNiA Nif Reset Statistics
Connection #15 0.00bis| 0.00kés| 0.00bis 0006 0.00b4s| 0006 0 ms Orms|  HA i A M Help
Connection #16 0.00bfs 000bés| 0.00b/s 0.00b/s| 0.00bis| 0.00 ks 0 s Oms — MNA s HNiA Nif
Remote Traffic Files Export Statistics

" Yes
o oo s o9 ||| > | oo 63758 romae| oo | pumnstm| o | s |

Tab 5: Traffic Observer (on-line mode)

Note:

Values and statistics displayed in this tab are calculated at the ‘time’ point of reference (see "IP
Traffic — Test & Measure" architecture in 1.2 Architecture) i.e. under the TCP/IP protocol stack.
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11.11.1  "IP Traffic — Test & Measure": On-line and Off-line modes for statistics

When "IP Traffic — Test & Measure" is operating (‘'IP Generator’ is active and/or ‘IP Answering’
is active), this mode is named on-line. On-line statistics are displayed in the following tabs:

- ‘IP Generator — Traffic + statistics’: statistics area,
- ‘IP Answering — Parameters + statistics’: statistics area,

- ‘Traffic Observer’: statistics area, but all parameters are not displayed: PER (Packet Erasure
Rate) and Packet transit delay need remote information to be computed.

By using the “Traffic Sniffer” tab, a capture traffic file can be defined (see step 2 in the Traffic

Sniffer tab, Part 6-9) to save traffic that would be used in the off-line mode. Both file formats (With

Data or Headers only) can be used for Off-line calculation.

r ves | | | | | On-Line mode
s Mo

You can switch between the off-line and on-line mode by using the Yes / No radio button.

Off-Line Traffic Analysis ]
* o | | | | Off-Line mode

5
A Process Files |
" Mo

Off-line mode is defined as a state where all "IP Traffic — Test & Measure" activity is stopped (‘IP
Generator’, ‘IP Answering’ and ‘Traffic Sniffer are stopped). In this mode, only the “Traffic
Observer” tab is available. All other tabs are inhibited.

In order to analyze traffic files and obtain all statistics, the user must first download a traffic file
from the remote. "IP Traffic — Test & Measure" uses two traffic files to do off-line statistics
analysis: a ‘local’ traffic file (generated by the ‘Traffic Sniffer’) and a downloaded ‘remote’ traffic
file (generated by the remote ‘Traffic Sniffer’).

Note:
A red color for objects or command buttons in the 'Traffic Observer' tab means that these items
are only available in the off-line mode.
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11.11.2 Objects and command buttons

All objects and command buttons on the right and at the bottom of the ‘Traffic Observer’ tab are

explained here.

11.11.2.1 On the right of the ‘Traffic Observer’ tab

f+ |FP Generator
I Answering

This choice allows selecting display connections for the
Generator’ or the “IP Answering” module. So, the user can switch
simply to see statistics for the 16 ‘IP Generator’ connections and the

‘1P

16 ‘IP Answering’ connections.

You can define different scale factors for the Transmit (Tx) and the Receive (Rx) graphs, and one

value for the time scale.

Triggers

Triggers Parameters

Start Triggers

High mark:. Lo mark,

Triggers are used for graphics displays (see
statistics display below). The command button
“Triggers Parameters” opens a dialog window
where user defines 2 triggers (low and high)
according to the parameters: IP throughput,
Inter packet delay, PER and Packet transit
delay. The command buttons “Start Triggers”
and “Stop Triggers” allow enabling or disabling
the defined triggers.

When a parameter is lower or upper than the
threshold defined, counters are incremented in
the graphic area. Triggers are displayed in red
color.

“IP Traffic - Test & Measure™ - Parameters for Trigger

Tranzmit [T=]
Highmark |90 Kbis =)
Lo rark, |1 0 |Kl:u"s j

o]

Receive [Fx
Highmark |30 Kbis =]
Law rark: |1 0 | Kbz j
Cancel |

Parameters for the triggers
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The statistics display area allows choosing a display item:

On-line mode Off-line mode
Statistics Display Statistics Display | o  Values: a values table (6 parameters for each
~ Values o Malues: connection with Tx and Rx values) is displayed
Graphics Graphics (on-line and off-line),
Al cnnnec’tinnsﬂ | J
PIpEE— o Graphics: select first 1 or all connections and
" IF Throughput iz then the parameter to display:
s ::?S;:ackm . ::r;teelgfacket - IP Throughput (on-line and off-line),
. Packet Transit - Inter Packet Delay (on-line and off-line),
Dielay - Packet Transit Delay (off-line only),
r~ " PER Gluality - PER (Packet Erasure Rate) quality (off-line
only)
" " Packet Statistics

e Packet Statistics: off-line only and when traffic
files have been previously loaded and
processed.

The command button “Reset statistics” resets all statistics values

Reset Statistics displayed whatever the statistics display item is selected (see
above).
Help The command button “Help” displays a help window explaining all

functionalities and commands for the 'Traffic Observer' tab.

11.11.2.2 In the lower part of the ‘Traffic Observer’ tab

The command button “Download...” is used to download remote
Remote Traffic Giles,  traffic files generated by "IP Traffic — Test & Measure" (via the

‘Traffic Sniffer’).
Dowmioad... To calculate off-line statistics for all parameters, "IP Traffic — Test &

Measure" uses 2 traffic files generated by the ‘Traffic Sniffer’ (see
step 2 in the ‘Traffic Sniffer’ tab): a local traffic file and a remote

traffic file.
Off-Line Traffic Analysis The command buttons of the “Off-line
(* iesi Process Files | | | | | traffic analysis” area are used in off-line
T mode to display values and statistics from

traffic files.

“Process files...”: to select two traffic files (a local traffic file and a remote traffic file
downloaded via the previous “Download...” command button by example).

o “Play >": "IP Traffic — Test & Measure" replays the local traffic file at the beginning (selected
via the previous “Process Files...” command) according to timing contained in the file.

e “Play >>”: idem “Play >” with a quick replay speed.
o “Pause’; traffic replay is halted. You can continue replay traffic with “Play >” or “Play >>".
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o “Stop”: ends traffic replay.

The “Play >”, “Play >>" and “Stop” buttons are enabled once that traffic files have been analyzed
via the “Process files...” button (see further in this paragraph).
Off-Line Traffic Analysis The “Play >” or “Play >>" buttons
o are replaced by “>” and “>>” after
f‘ the user has pressed “Pause” for
the first time.

| = | == Stop

The command buttons of the “Index (On-

Index (On-Line or Off-Line) line or O_ff-line)” area are used to manage

display index (or markers) in graphic

| 02704 I:*E'””'Z“’E| Remove E'”| displays for the off-line mode. These
buttons are used:

- To add and remove index,

- To help the user to navigate when
displaying off-line traffic analysis.

Mext =

“Next >": the current position in the traffic file to analyze is set to the next display index set by
the user.

o “Add”: adds a display index at the current position.

o  “XX/YY”: displays the actual XX index number (YY is the total number of indexes set by the
user).

¢ “Remove”: removes the current displayed index.
¢ “Remove all’: removes all displayed indexes.

The “Export statistics” area allows exporting in a CSV file the
statistics values calculated by "IP Traffic — Test & Measure"
with the filter parameters defined by the user.

Export Statistics You define first the“ export filterf, and filename by using the
command button “Parameters”. The export filters allow

Farameters | [ Start selecting: connection(s) and parameter(s). The statistics export
file is a CSV file.

The command buttons “Start” and “Stop” allow starting and
stopping the export statistics process in the user-defined file.

“IP Traffic - Test & Measure™ - Export Statistics g|
Filename: |E:HTemp'xTraffiu:ElbsewerStats.csv Browze
Connections to export Parameters to export

[+ Include total statistics R .
v AP Throughput
Al ;

Mane | || ST
Connections subset

M1 T &1 9 [ 13
W2 T 6T 107 14 ™ PER quality
W3 7T 11T 18
4 T 8l 121 18

v Inter packet delay

[v Packet tranzit delay

[v Enable automatic export in ‘Local operation’

Parameters to export statistics
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Filename

The statistics are saved in the specified CSV file accordingly to parameters described below.
Connections to export.

Include total statistics

If checked, the following parameters are saved in the file for the ‘IP Generator and the ‘IP
Answering’ modules (see the file format explained in the next paragraph).

[Total Throughput Tx] [Total Throughput Rx] [Total Inter packet delay Tx] [Total Inter packet delay
Rx] [Total PER Tx] [Total PER RXx] [Total Transit delay Tx] [Total Transit delay Rx]

where the term total is used as the sum of values for connections selected by user. Tx is used as
Transmit and Rx as Receive.

‘All’ or ‘None’

These buttons select all the connections or none.

Connections subset

Select the needed connections in order to save statistics for these connections.
Parameters to export.

Select the parameter you want to save as statistics.

Enable automatic export in ‘Local operation’ check box

If checked, the “Run all processes” button of the “Local operation” will launch automatically the
export of statistics in the file according to parameters defined in the above window.

Note: Only up to 255 columns can be exported in the statistics file. It's impossible to select all
statistics for all connections. A warning message is display if this limit is reached.
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Format of the statistics file

The general format is defined for one line in the file (with the comma character as delimiter) as:

<Location (if GPS operational)> <Date/Time> [< Total statistics for the IP Generator>]
<Connections Statistics for the IP Generator> [< Total statistics for the IP Answering>]
<Connections Statistics for the IP Answering>

[< Total statistics for the IP Generator>] and [< Total statistics for the IP Answering>] are included
if the ‘Include total statistics’ check box has been checked.

<Total statistics for the ...> is structured as follows:

[Total Throughput Tx] [Total Throughput Rx] [Total Inter packet delay Tx] [Total Inter packet delay
Rx] [Total PER Tx] [Total PER RXx] [Total Transit delay Tx] [Total Transit delay Rx]

where the term total is used for the sum or the total of connections saved in the file, and Tx =
Transmit, Rx= Receive.

<Connections Statistics for the IP Generator> or <Connections Statistics for the IP Answering>
are structured as follows for a connection:

[#nn Throughput Tx] [#nn Throughput Rx] [#nn Inter packet delay Tx] [#nn Inter packet delay Rx]
[#nn PER Tx] [#nn PER RXx] [#nn Transit delay Tx] [#nn Transit delay Rx]

These fields are present depending of the parameter(s) selected:
- IP Throughput
- Inter packet delay
- PER quality
- Packet transit delay

Note:

It is recommended to define carefully the parameters to use; otherwise, the number of columns in
the file can be high (and an application like Excel may have problems to import this file).

The ‘Include ftotal statistics’ generate 16 columns per line (8 columns for the 'IP Generator' and '8
columns' for the IP Answering)

When you select the 4 parameters to export (IP Throughput, Inter packet delay, PER quality and
packet transit delay), that generates 16 columns to export for each connection (2 columns Rx and
Tx per parameter = 8 columns for the 'IP Generator' and 8 columns for the 'IP Answering'). When
16 connections are selected, that generates 16 x 16 = 256 columns.

The following example has been generated for connection # 1 by using:

“IP Traffic - Test & Measure™ - Export Statistics E'
Filerame: |E:HTemp'xTraffiu:ElbsewerStats.csv Browse
Connections to export Parameters to export

[ dnclude total statistics
v P Throughput
s

Maone
Connections subset

M1 T &1 9 [ 13
21T 607 100 14 ™ PER quality
3 70 11T 18
4 T 8l 121 18

[ Inter packet delay

[ Packet tranzit delay

[v Enable automatic export in ‘Local operation’
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View of the generated file (by Excel):

IP Generator - | IP Generator - | IP Answering - | IP Answering -
Location Date / Time #01 #01 #01 #01
Throughput Tx | Throughput Rx | Throughput Tx | Throughput Rx
(Kb/s) (Kb/s) (Kb/s) (Kb/s)
04/02/2005 10:05:32 | 585.37 7.80 7150.11 6724.68
04/02/2005 10:05:33 | 585.37 7.80 34786.69 35534.52
04/02/2005 10:05:34 | 575.34 7.83 47907.98 48467.63
04/02/2005 10:05:35 | 585.94 7.50 38407.81 39074.06
04/02/2005 10:05:36 | 573.66 7.80 47592.21 48103.96
04/02/2005 10:05:37 | 585.94 7.81 38394.09 39121.09
04/02/2005 10:05:38 | 573.66 7.80 43840.07 44810.15
04/02/2005 10:05:39 | 575.34 7.51 38888.61 39524.54
04/02/2005 10:05:40 | 574.22 7.81 45008.19 45548.91
04/02/2005 10:05:41 | 585.94 7.81 39250.31 39998.91
04/02/2005 10:05:42 | 573.66 7.80 47448.26 48630.01
04/02/2005 10:05:43 | 574.78 7.51 40484.63 41211.65
04/02/2005 10:05:44 | 585.37 7.80 46030.45 46680.51
04/02/2005 10:05:45 | 574.78 7.82 38802.36 39085.05
04/02/2005 10:05:46 | 585.94 7.81 43434.16 44418.28
04/02/2005 10:05:47 | 562.50 7.81 45220.88 46275.47
04/02/2005 10:05:48 | 562.50 7.50 47115.25 48163.28
04/02/2005 10:05:49 | 561.95 7.80 47547.44 48164.68
04/02/2005 10:05:50 | 585.94 7.81 44028.91 44662.66
04/02/2005 10:05:51 | 574.78 7.51 40255.09 40881.64
04/02/2005 10:05:52 | 573.66 7.80 46573.20 47739.16
04/02/2005 10:05:53 | 574.22 7.50 37604.41 37977.81
04/02/2005 10:05:54 | 586.51 7.82 49914.37 50371.54
04/02/2005 10:05:55 | 573.66 7.80 37785.75 38784.15
04/02/2005 10:05:56 | 574.22 7.81 46445.88 47119.38
04/02/2005 10:05:57 | 574.22 7.50 44737.72 45502.97
04/02/2005 10:05:58 | 574.78 7.82 46436.63 47073.00
04/02/2005 10:05:59 | 539.06 7.19 42642.66 43495.94
Column 3 Column 4 Column 5 Column 6

The columns 3 and 4 refer to the 'IP Generator' part and columns 5 and 6 to the 'IP Answering'

part.
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The “Process Files ...” command button

Off-Line Traffic Analysis This button is enabled only with the
¥ psgi Off-line mode. It allows sniffed traffic
files to replay. Once pressed, the

e FProcess Files | | | | |
following window is displayed:

" Mo

“IP Traffic - Test & Measure” - Off-Line Analysis of Captured Traffic Files

Sniffed Traffic Files by the Traffic Sniffer

[ ‘ Browse
(BY: ‘ Browsze

[&): Local File of captured Traffic [used as reference for the analysiz) (8] <—>[B]

[B]: Remate File of captured Traffic
Start Analyziz

| Cancel |

In order to proceed, you must input a local sniffed traffic file in (A) and a remote sniffed traffic file
in (B).
The “(A) < --- > (B)” button inverts the (A) and (B) filenames.

Note:

(A) will be used as reference to find the packet synchronization between these two files and to
compute the statistics (for example, lost packets and the transit delay).

“IP Traffic - Test & Measure™ - Off-Line Analysis of Captured Traffic Files

Sniffed Traffic Files by the Traffic Sniffer

[&]: ‘E:'\F'n:ugram Filez\IP TraffichSamplel _PCHA. Tro Browse

[B]: ‘E:'\F'n:ugram Filez4IP TraffichSamplel_PCHE. Tro Browse
[&): Local File of captured Traffic [used as reference for the analysiz) (8] <~>[B]

[B]: Remate File of captured Trafhic
Start Analyziz

Cancel

Once files have been selected, then you can press the “Start Analysis” button and a new window
is displayed:

© ZT1, 2000-2007 Page 147/196




"IP Traffic — Test & Measure" PART 11 Using "IP Traffic — Test & Measure"

“IP Traffic - Test & Measure™ - Processing of the Captured Traffic Files

Step 1: Files Overview
[s]: |C:\F‘rogram FileshIP TraffichS ample]_PCHA Tro [B]: |E:\F‘rogram FileshIP TraffichSample1_PCHE. Trc

{A} is used as reference for the analysis Collapze | Expand |

S >

Mot Scanned Start Scan Mat 5 canned

<1<
<1<

Cancel

Three steps are defined in this window:

- Step 1: scanning of the selected files in order to display the TCP and UDP connections
found.

- Step 2: once a couple of IP addresses or connections for a couple of IP addresses have
been selected by using the step 1, you can specify one or more criteria in order to search
the synchronization between these two files.

- Step 3: once the synchronization has been found in the step 2, you can now start the
analysis in order to play these traffic files via the Traffic Observer off-line mode and
compute the “Packet Statistics”.

To proceed, you must first do the Step 1 by pressing the “Start Scan” button. This scan allows
display of couples of IP addresses found in these files and for each couple the number of
connections and packets.
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An example is given below by using two traffic files provided with the "IP Traffic — Test &
Measure" software: These sniffed traffic files have been generated with the following
configuration:

PC#A PC#B

192.168.0.30 192.168.0.130
1 UDP connection

» Port = 2011

IP Network

with impairments

/ EEEEEE_ port - 2010 <

/ =
IP Traffic 1 TCP connection IP Traffic
« Sniffer » « Sniffer »
File Samplel_PC#A .trc File Sample1l_PC#B.trc

Step 1: Files Overview
[A): |E:\Pr0gram FilesMP TraffichSamplel_PCHA Tro [B]: |C:\Pr0gram FileshIP TrafficsSamplel_PCHE Tro

{A)is u Collapze | Expand I
+- 14k +-192.168.0.130 ~» 192.168.0.30 (5007 Pkts - 1 Connection(s) |
+-[192.168.0.30 > 192.168.0.130 7507 Pkts - 2 Connection(s] | +-192.168.0.30 > 192.168.0.130 (7504 Pkts - 2 Connection(s] )
Packets scanned: 12511 [finished) Packets scanned: 12511 [finished)

When the scan iz complete, pleaze select in [4] & couple of IP addreszes or connections for a couple of IP addrezzes. Then goto Step 2
Mate: If you expect to replay connections, please select up to 16 connections.

For each file, a descriptive is given with the following description when the scan is complete:
<Couple of IP addresses> (<Number of packets> — <Number of connections>)

where:
<Couple of IP addresses> = Source |IP address - Destination IP address
<Number of packets> = number of packets found in the file for this couple of addresses

<Number of connections> = number of connections found in the file for this couple of
addresses

So, you can examine easily the (A) and (B) file overviews in order to choose for analysis a specific
couple of IP addresses or connection(s) for a couple of IP addresses.

For (B), two additional buttons are available ‘Collapse’ and ‘Expand’.

As a sniffed traffic file may content a huge number of connections with for example IP address
translation between the two files, you can examine the overview of these two files and decide
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which couple of IP addresses to consider or select one or more connections for a couple of IP
addresses.

The selection can only be made on (A) which is used as reference.
Once selection is made, then the Step 2 is enabled.

Step 1: Files Overview

[&): |C:\Program FileshIP TraffichSample1_PCHA. Tre B): |C:\Program FilesMP TraffichSample]_PCHE. Tre

{A) is used as reference for the analysis Collapse Expand |
+-[]192.168.0.130 --> 192.168.0.30 (5004 Pkts - 1 Connection(s) ) +- 1921680130 > 192.168.0.30 [5007 Pkts - 1 Connection(z] |
= 192.168.0.30 --» 192.168.0.130 [7507 Pkts - 2 Connection(s] ] +-192.168.0.30 --» 192.168.0.130 (7504 Pkts - 2 Connection(s] |

Ports: 2010 - 1055 [Pratocal: TCP)
Parts: 1066 --> 2011 [Protocal: UDP]

Packets scanned: 12511 [finished] Packets scanned: 12517 [finished)

wihen the scan is complete, please select in (&) a couple of IP addresses or connections for a couple of IP addresses. Then go to Step 2
Mote: If you expect to replay connections, please select up to 16 connections.

The Step 2 is aimed to find the synchronization between the two files by using up to 6 criteria:
- Source IP address
- Source Port Number
- Destination IP address
- Destination Port Number
- ldentification number (corresponding to the Identification field of the IP header)

- Hash Code (MD5 Algorithm), available on the captured traffic files generated since the

version 2.4.0 of "IP Traffic — Test & Measure". This Hash Code is based on the IP data
payload.
The Hash Code is very useful to identify the packets captured for example on mobile or
satellite networks. In this case, packets can go through a NAT. So the IP addresses and
the IP Identifier may be replaced. If the port numbers are changed too, the Hash Code
can’t be used anymore to identify the packets.

Note at least one criterion must be selected.

Once you have defined one or more criteria, press the “Start Scan’ button to run the search for
synchronization.

During this process, the ‘Status’ field indicates statistics on the number of combinations analyzed.
At the end, this field is updated with the result of the search synchronization (see examples
below).

Synchronization

found: Status | Senchro Found [File &; Packet #1 <--> File B: Packet #1]

Synchronization

not found: Status Mo synchronization found. Pleaze check the criteria and check also if pou have specified both good files.

If the synchronization is not found, you can modify the search criteria and then retry.

Remark: for example, if the receiving IP traffic system is behind a gateway that translates the
source IP addresses, don’t use the ‘Source IP address’ criterion.
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With our example, we obtain the following results:

Step 1: Files Overview

&) |C:\Program FilestIP TraffichSample]_PCHA. Tre (B): |C:\Program Files\IP TraffichSample]_PCHE. Tre

{A) is used as reference for the analysis Collapse Expand |
+-[]192.168.0.130 --> 192.168.0.30 [5004 Pkts - 1 Connection(s) ) +- 1921680130 > 192.168.0.30 [5007 Pkts - 1 Connection(z] |
= 192.168.0.30 --» 192.168.0.130 [7507 Pkts - 2 Connection(s] ] +-192.168.0.30 --» 192.168.0.130 (7504 Pkts - 2 Connection(s] |

Ports: 2010 - 1055 [Pratocal: TCP)
Portg: 1086 --» 2011 [Protocol: UDP)

Packets scanned: 12511 [finished] Packets scanned: 12517 [finished)

wihen the scan iz complete, pleaze select in (4] a couple of IP addreszes or connections for a couple of IP addresses. Then go to Step 2
Mote: If you expect to replay connections, please select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source Destination Others ...
v P &ddress v P Address v Identification [IF header field)
v Part Mumber Iv Part Mumber I~

Statuz  |Swnchro Found [File A: Packet #1 <--> File B: Packet #1]

I |

‘Y'ou can now do the Step 3

When the synchronization is found (for example the packet #2 of the file (A) has been found in the
file (B) as packet #2 for the search criteria defined), the Step 3 is enabled.

Note:

if needed you can modify the search criteria or change the selection made in step 1. In this case,
you have to re-start the synchronization process

How does it work?

For packet #i in the file (A), a search is made in the whole file (B) by applying the user defined
criteria. If success, the synchronization is found and computing is stopped, else the following
packet #i+1 is considered for the next search up to the end of file (A) if necessary.

You can now run the Step 3 by pressing the “Start Analysis” button n order to calculate the packet
statistics (number of lost packets, transit delay for each packet and total statistics).

Step 3 Analysis to compute "Packets Statistics™
Mumber of packetz analysed:

Start Analysiz

Synthesiz of the Analyzsiz made on these twa Files

As soon as processing is started, the number of packets analyzed is displayed with the
percentage already done.

How does it work?

For packet #i in the file (A), the search is made in the file (B) by applying the user defined criteria
defined in the Step 2. As the packet #i can be received fragmented or desequenced, the search
uses a depth parameter (DEPTHFORPACKETANALYSIS) in order to limit the processing time.

This process is applied to all packets contained in the two files in order to find the lost packets and
to calculate the transit delay between the two endpoints (A) and (B).
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A packet is considered as LOST in a source file if the search on the target file has failed on
a depth relative to the previous packet found in the target file.

The depth is defined by the DEPTHFORPACKETANALYSIS parameter located in the Registry
and valued by default to 500. To modify the DEPTHFORPACKETANALYSIS parameter located in
the Registry, you must use the Registry Editor (run ‘regedit’).

The based key to access this parameter is \HKEY LOCAL MACHINE\Software\ZTI\IPTraffic.

Moreover, this algorithm reassembles the fragmented packets before dispatching them in the two
files. It is able to handle up to 50fragments to reassemble a packet.

Warning:
Once you have changed the value, you have to quit and re-start the "IP Traffic — Test &
Measure" software in order "IP Traffic — Test & Measure" takes into account the new value.

At the end of process, the number of packets analyzed is given and a synthesis is displayed:
- Couple of IP addresses selected
- Number of packets found corresponding to the search criteria defined in the Step 2
- Number of UDP connections found
- Number of TDP connections found

- Replay traffic duration (useful if you want to play these sniffed traffic files via the Traffic
Observer)
Step 3: Analysis to compute "Packets Statistics™
Mumber of packets analysed: 26022 / 26022 (100 % processed)

Swnthesis of the Analysis made on these two Files
Couple of IP Addreszes selected: 192.168.0.30 <--> 192.168.0.130
Mumber of Packets found comesponding to the Search Criteria; 12514
MNumber of UDP Connections found: 1
Mumber of TCF Connections found: 1
Replay Traffic Duration: 1 mn 57 =

Froceszing of the sniffed traffic filez iz ended. you can now press "OK"

Note:

In this example, 25,022 packets have been analyzed (in fact 12,511 for file (A) and 12,511 for file
(B)) and 12,513 packets match the search criteria.

You can then press OK to quit this window and come back to the previous window as shown
below:

“IP Traffic - Test & Measure™ - Off-Line Analysis of Captured Traffic Files

Sniffed Traffic Files by the Traffic Sniffer
[&]: |C:\Program FilezhIP TraffichSamplel _PCHA Trc Browse

i

[B]: |C:\Program FileshIP TraffichSample]_PCHE. Tro Erowse
[&): Local File of captured Traffic [used as reference for the analysiz) 4] <3[R

[B): Remote File of captured Traffic

Synthesis of the Analysis made on these two Files
Couple of IP Addresses selected: 1921680030 <> 192.168.0.130
Mumber of Packets found comesponding to the Search Critenia; 12574
Mumber of UDF Connections found: 1
Murmber of TCP Connections found: 1
Replay Traffic Duration: 1 mn 57 &

oK
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In this window, the synthesis is reminded. You can now press OK to quit the Off-line analysis.

Statistics Display

@ Walues

Graphics

| [ The packet statistics can be viewed directly by using the

Packet Statistics option of the Statistics display object.
" IP Throughput

~ Inter Packet
Delay

Facket Transit
Delay

" PER Gluality

(" Packet StatisTcs

With our example, we obtain the following results:
Offline Packet Statistics

| Computer A === Computer B | Computer B === Compurter A

IP address of A: 192 162.0.30 IP address of B : 192.162.0.130

Tirme (UTC) Sta... | Tra Paort -» ... | [P size (pro... | denti... #/| Time (UTC) Sta.. | Tra.. | Port-> ... | [P size (pro... | Identi.. #
¢H22:00:43.428  Sent .. 2010->1.. 48 (TCF)  =DO13 (52200143420 Sent .. 108552 43 (TCF) 6441
PCZ2:00:43.451  Sent 0(Y) 2010-=1.. 40 (TCF)  =D0O14 PCZ200:43.420  Sent 0(¥) 105852 40 (TCP)  xB442
PCZ2:00:43.490  Sent 0(Y) 2010-=1.. 40 (TCFy  =DM5 PCZ200:43.423  Sent 1(¥) 1058552 1500 (TCP)  x6443
PCZ22:00:43530  Sent 00(7) 2010-=1.. 40 (TCF)  =DME PCZ2200:43 442  Sent 1(7) 1058522 1500 (TCP)  xB5444
PCZ2:00:43570  Sent 0(Y) 2010-=1.. 40 (TCF)  =DM7 PCZ200:43.462 Sent 1(¥) 105852 1500 (TCP)  xB445
PC22:00:43.611  Sent 0(7) 2010-=1.. 40 (TCH) =D& PC22:00:43.481  Sent 1(7) 10585-»2.. 1500 (TCP)  xB446
PCZ22:00:43651  Sent 00(7) 2010-=1.. 40 (TCF)  =DMM9 PCZ2200:43.501  Sent 1(7) 10585-=2.. 1500 (TCP)  wB6447
PCZ2:00:43691  Sent 0(Y) 2010-»1.. 40 (TCF)  =DO1A PCZ200:43521  Sent  1(¥) 105552 1500 (TCP)  x6448
PC22:00:43.731  Sent O0(7) 2010-=1.. 40 (TCH)  «DME PC22:00:43.541  Sent  1(7) 10585-»2.. 1500 (TCP)  xB6449
PCZ22:00:43771  Sent 0(Y) 2010-=1.. 40 (TCFy  «D01C PCZ2200:43561  Sent 1(¥) 105852 1500 (TCP)  »Bd44
PCZ2:00:43.810  Sent 0(Y) 2010-=1.. 40 (TCFy  xD01D PCZ200:43.532  Sent 1(¥) 1058552 1500 (TCP)  xB44B
PCZ2200:43850 Sent 0(7) 2010-=1.. 40 (TCH)  =DME PCZ200:43602 Sent 2(7) 1058522 1500 (TCP)  #B44C
lzr:w-nmﬂ AON Sent N2 2N10-21 AN (TP mm; b I:r:‘)?-ﬂﬂ-xﬂ R?7  Sent 1 (M NAA-37 1AM (TP wﬁddg s
Port -» Port(Pro... | Packets | Lost | % ... | Delay | Jitter |TCP... || Port - Pori(Pro... | Packets | Lost | % .. | Delay | dJitter [TCP.. |
Total Computer A 7a07 3 0% 120... 1ms 0 Total Computer B 007 3 0% 8ms  Oms 3
1066 -= 2011 (... 5000 3 0% 178 ... 1ms [ 1055 -» 2010 (T... 5007 3 0% 8ms  Oms 3
2010 -= 1055 (T... 2507 ] 0% 6Bms  Oms 0

More information on the ‘Packet Statistics’ object is explained further in this chapter.

Note:

If the captures have been realized without GPS and ZClock systems, the values show in the
“delay” column are close to the definition of the jitter. Why ? The first packet found in the both files
allows realizing the synchronization. "IP Traffic — Test & Measure" compares the two timestamps
to calculate the delta time between the transmitting and the receiving of the packet. Then, this
delta time is added or suppressed to each transit delay calculated for each packet. That is why the
result is close to a variation of the transit delay and so close to the jitter notion.
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11.11.3 Values and statistics display

Statistics Display You can select six statistics displays via the “Statistics Display”

+ Malues! object:
ottt Values
4 graphs:
e |P Throughput
e Inter Packet Delay

Graphics

[

" IP Throughput

~ Inter Packet _
Delay e PER (Packet Erasure Rate) quality

Packet Transit o Packet Transit Delay
DEEY - Packet Statistics
" PER tiuality

Before, you must select the 'IP Generator' or the 'IP Answering' part
via:

(" Packet Statistics

f« |F Generator
P Answering

Note: switching between “IP Generator” and “IP Answering” can be done at any
time.

11.11.3.1 Statistics display = Values

A value table is displayed as below (on-line example):
Statistical Values (based on Driver Statistics)

IP Throughput — IP Throughput LIDP or TCP Inter Packet Facket Transit  Facket Erasure

Snapshot Average Throughput Delay Delay Rate (PER)

IF AddressiHost Mame  Port  Frot, Tx R T R T R Tx R Tx R T R

(HEIE T ] 0.00bis| 0.00b4s| 0.00bs| 000bi| 0.00bf| 0.00bs 0rms Orms| MR Nis Nis HiA
(AT 0.00bis| 0.00bis 0.00bis 000bis 0.00bf 000 b/ 0rms Orms A Nis NiA NiA
Connection #3 000 b/s| 0.00b/s 000bE| DO0ké| 000k 000bE  Oms|  Oms| Mo N Nt Nis
Connection #4 000b/s 0.00b/s 000bi O00ké 000/ 000b/E  Oms|  Oms Mo N N N
Connection #5 0.00bis| 000k 000bi| 000k D00bS| 000bA|  Oms|  Oms  NiA Nia NiA NiA
Connection #6 000bis 000b/s 000biz| 000k D00bS 000bA|  Oms  Oms  N& Nias Nia NiA
Connection #7 000 b/s| 0.00b/s| 000b/| OO0k 000bAE| 000b/s  Oms|  Oms| M Nt N N
Connection #8 000b/s| 0.00b/s 000bi O00bés O00bi 000b/  Oms|  Oms| M Nt N N
Connection #9 0.00bis| 000k 000bi| 000k D00bS| 000bA|  Oms|  Oms  NiA Nia NiA NiA
Connection #10 000bis 000b/s 000biz| 000k D00bS 000bA|  Oms  Oms  N& Nias Nia NiA
Connection #11 000 bis| 00064 00064 000k 000bS 000bS 0 ms Oms| M His His, His,
Connection #12 000bis| 000bss 00064 000 000bS 000bS 0 ms Oms| M His His, His,
Connection #13 0.00b/s| 0.00b/s| 0.00b/s| 000k 000k 0.00bis 0 s Orms| M N Mg Mg
Connection #14 0.00b/s 0.00b/s 0.00b/s 000k 000bAs 0.00bis 0 s Orms — HiA Ny M Mg
Connection #15 0.00b/s| 0.00b/s| 0.00bss| 000k 000k 0.00bis 0 ms Orms| M s i i
Connection #16 0.00b/s 0.00b/s 0.00b/s 000k 000bAs 0.00bis 0 ms Oms Mo Hié i i

For each connection (from 1 to 16), the following 6 parameters (and for each parameter, Tx =
Transmit and Rx = Receive) are displayed in 3 distinct areas:

Area 1 - IP address, Port number and protocol

Area 2 - Four parameters (available on-line and off-line):
= |P throughput snapshot (immediate value),
= |P throughput average,
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= UDP or TCP throughput,
= Inter packet delay.
Area 3 - Two parameters (only available off-line):
= PER quality (Packet Erasure Rate),
= Packet transit delay.

In the Off-line mode, we have the following display, where a new object is defined: “Off-line

duration information”. This object is used to indicate time of playing traffic files.

Statistical Values (based on Driver Statistics)
IP Throughput  IP Throughput LIDP or TGP Inter Packet Facket Transit  FPacket Erasure
Snapshot Average Throughput Delay Delay Rate (FER)

IF AddressiHost Hame  Fort  Prot. Tx Rx Tx Rx Tx Rx Tx Rx T Rx Tx Rx
Connection #1

Connection #2
Connection #3
Connection #4
Connection #5
Connection #6
Connection #7
Connection #8
Connection #9
Connection #10
Connection #11
Connection #12
Connection #13
Connection #14
Connection #15
Connection #16

Of-Line duration information
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11.11.3.2 Statistics display = Graphics
"IP Traffic — Test & Measure" allows displaying four graphics for the following parameters:
= |P throughput (immediate value): on-line and off-line,
= Inter packet delay: on-line and off-line,
= PER quality: only off-line,
= Packet Transit Delay: only off-line.
When you select a graphic, the following view is displayed:

—Graphic display

{* P generator

L || [P answering

Average Definge interval
values for statistics

Standard deviation -
— Triggers

Confidence distance O
i o n nonn nnnnn |
AL AL n A M
I |_J‘|”|—L—' Lt LJI‘H—‘I_IL. L LJ|_|~| — pes
|_F| Honmot [ | Stetstcs wislay
T = S . n P T —  Walues
S I B W e W W = W= 0 W | al Low mark. -
— —Graphil:s—‘
5 TimeScale | Select
|m\ connections vl
" IP throughput
~ e
+FER quality " FER gualty
(| +Packet tranzit delay P Packet transit
delay
N Ao 1 M
pom=Ced=e( |  Packet statistics
Mo il Lo mark,
— Reset Hel
Receive [Fx] statistics Y
Remote raffic fles - Off-Line traffic hysi Index {On-Line or Off-Line} Export
* eg
’7 Download... Hr(_ Mo Loadﬂles..l Play = | Play == Pausel Stop | Mext = Add ”DEIIEM Removel Remave alll Parametersl Start | stop |

Example where all curves are displayed for all parameters

On the right area of the graphic display: ‘Statistical law to display’ and ‘Other parameters’

Statistic law to display Select one or many statistic laws to display. The mechanism is
Average based on an ON/OFF button command (the red color indicates

T p——— that the curve is displayed):
— — = Average (1 curve)
onfidence Histance = Standard deviation (1 curve)

= Confidence distance (2 curves)

Other parameters Select the other parameter(s) to display on the same graphic by

B P Thoughput pressing one or more buttons as shown on left.

These ON/OFF command buttons allow adding graphical display
- for the other parameters not currently displayed. Up to 3

- + PER Quality parameters may be added to the current parameter. So, you can
see on the same graphic simultaneous displays of the 4
Ll + Packet Tranzit Delay parameters.

Notes:

PER (Packet Erasure Rate) quality and Packet Transit Delay are only available with the off-line
mode.
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Time base scale for additional parameter to display is identical to the time base scale of the
current parameter.

Formulas used for the statistical laws:

n

in

i=1

e Average m: m =
n

n

>x

e Standard deviation o: o = «/; (with variance v defined as: v ==L— —m?)
n

e Confidence distance: 95.45 % of the values are between (m - 20') and (m + 20) .

In the graphic display area: amplitude and time scales

The following buttons allow entering values for the “Amplitude scale factor” and the “Time base
scale” necessary to display the different curve(s).

Scales

Time Scale

Tw Amplitude Scale Factor

Rix Amplitude Scale Factor

I Tx Amplitude Scale Factor | | R Amplitude Scale Factor |

(Transmit part) (Receive part)

IP Traffic - Amplitude 5cale Factor, (Tran... IP Traffic - Amplitude Scale Factor (Rece...

Walue min 0 Walue ik - 1]
Step : i‘ Step: i‘
Walue max Walue max

0k, | Cancel | k. | Caricel

"IP Traffic - Test & Measure” - Time scale

Time Scale Scale of time iz : Seconds
KN |

| k. | Cancel

When you change values during processing, the graphic is automatically updated with the new
values.

© ZT1, 2000-2007 Page 157/196



"IP Traffic — Test & Measure" PART 11 Using "IP Traffic — Test & Measure"

11.11.3.3 Statistics Display = Packet Statistics
This display is only available off-line if sniffed traffic files have been already processed.

The two columns “Computer A ==> Computer B” and “Computer B ==> Computer A” display all IP
packets exchanged and show if packets have been lost or received.

For each part, a synthesis is calculated and shown just under the packets list.

| | | Traffic Ohserver ]
Offline Packet Statistics

=
| Computer A === Computer B | Computer B ==> Compter A ~

IP address of A 192.168.0.20 IP address of B : 192.168.0.130

Display
Tirme (UTC) Sta... | Tra.. | Port-> ... | IP size (pro... | ldenti.. # | Time (UTC) Sta.. | Tra.. Port-> ... | IP size (pro... | Identi.. # ~ vajes
(522:00:43.428  Sent Lo 20101 453 (TGP xD013 (022:00:43.420  Sent oo 10B8-=2. 453 (TCPY  xB4d1 Graphics
PC22:00:43.451  Sent 0(?) 2010-=1.. 40 (TCPY  =D014 PC22:00:43.420 Sent 07 10565-%2.. 40 (TCPY  xbB442 l—_l
PC22:00:43.480 Sent 0(9) 2010-=1.. 40 (TGP xD015 PC22:00:43.423  Sent 1(7) 1085-:2.. 1500 (TGP xB443
PC22:00:43.530  Sent 0(?) 2010-=1.. 40 (TCPy  xD016 PC22:00:43.442  Sent 1(?) 1055-»2.. 1500 (TCP)  xBd4dd " IP Throughput
PC22:00:43.570  Sent 0(9) 2010-=1.. 40 (TGP =D017 PCZ22:00:43.462 Sent 1(7) 1085-:2.. 1500 (TGP xB445 it Eralich
PC22:00:43.611  Sent 0(?) 2010-=1... 40 (TCPy  xD018 PC22:00:43.481  Sent 1(?) 1085-:2.. 1500 (TCP)  xB446 . Delay
PC22:00:43.651 Sent 0(9) 2010-=1.. 40 (TGP xDDM9 PC22:00:43.501  Sent  1(7) 1085-:2.. 1500 (TGP xB447 Perl TR
PC22:00:43.691  Sent 0(?) 2010-=1.. 40 (TCPY  =D01A PC22:00:43.521  Sent 1(?) 1085-:2.. 1500 (TCP)  xB448 e Delay
PC22:00:43731  Sent 0(9) 2010-=1.. 40 (TGP xDO1BE PC22:00:43.541  Sent 1(7) 1085-:2.. 1500 (TGP xB449 ~ PER Quality
PC22:00:43.771  Sent 0(?) 2010-=1... 40 (TCPy  =DO1C PC22:00:43.561  Sent  1(?) 1085-:2.. 1500 (TCPY #6444
PC22:00:43.810 Sent 0(9) 2010-=1.. 40 (TGP =DO1D PC22:00:43.582 Sent 1(7) 1085-:2. 1500 (TGP «644B
PC22:00:43.850 Sent 0(?) 2010-=1.. 40 (TCP)  =DO1E PC22:00:43602 Sent 2(?) 1085-:2.. 1500 (TGP xB44C
I:[: “NN-43 "/An Saent A MN0-=1 AN TrPY srl']l"l1§ by I:[! N4 R Sant 1M RA-RD TANON (TEFY yﬁddg by
Port -= Port(Pro | Packets ‘ Lost | % | Delay | Jitter | TCP | Port -= Port(Pro | Packets | Lost | % | Delay | Jitter ‘ TCP |
Total Computer A 7807 3 0% 120... 1ms 0 Total Computer B 5007 3 0% 6Bms Oms 3
1065 -= 2011 (U... 5000 3 0% 178.. 1ms [ 1055 -= 2010 (T... 5007 &) 0% Bms Oms &)
2010 -= 1085 (T... 2807 0 0% bBms Oms 0 Help
Remote Traffic Files| - Off-Line Traffic Analysis Index {On-Line or Off-Line) Export Statistics

* Yes ;
Download... £ No Process F|Ies...| | | ‘ | | | 00700 ‘ | | | |

Description of the column headers for the packets list
Time (UTC): in this column different symbols are used.

o the ‘@ (clock) symbol indicates that the absolute time reference is not available in one of
the two traffic capture files used. In such case, "IP Traffic — Test & Measure™ considers
that the packet transit delay is valued to 0 for the first packet. For the following packets, the
transit delay value is calculated by using the first packet as reference. Therefore, the
calculated value for these packets corresponds to the time transit variation in relation to
this first packet.

o the ‘PC’ symbol indicates that the PC clock has been used to timestamp the packet.
o the "’ symbol is used when the GPS time was available to timestamp the packet.

Status: 2 states: LOST(*) or Sent (meaning that the packet has been sent and received).

Note:

You can navigate from one LOST packet to another one in the (A) or (B) file by double-clicking the
left button of your mouse.

Transit in ms (accuracy): time expressed in milliseconds for the packet transit delay and
precision of the measure in brackets. Three values can be displayed for the accuracy:

- (?) The question-mask means that the software cannot define the accuracy of the
measurement because time stamping of packets in the source and the target files has not
been done with an absolute time reference (use of the GPS) and a precise clock. This case is
encountered in particular when the PC clock has been used to timestamp the sent or received
packets.
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- (x5) More or less five means that the accuracy is less than or equal to 5 milliseconds. This
accuracy is obtained via the use of the GPS kit delivering an absolute time reference.

- (x1) More or less one means that the accuracy is less than or equal to 1 millisecond. This
accuracy is obtained via the use of the GPS kit delivering an absolute time reference and via
the ZClock product delivering a very precise clock.

Ports: xxxx-yyyy with xxxx = source port number and yyyy= destination port number

IP size (protocol): IP size is the size of the IP packet (including the IP header) and (protocol) is
the protocol used (TCP or UDP).

Description of the column headers for the synthesis

Port &> Port (Protocol): indicates the Source Port number and the Destination Port number of the
connection.

Packets: number of packets found for this connection.

Lost: number of LOST(*) packets for this connection.

%Lost: percentage of LOST(*) packets.

Transit Delay: average of the transit delay calculated for all packets of the connection.
Jitter: average of the jitter values calculated for all packets of the connection.

TCP Retransmission: number of TCP packets retransmitted

LOST(*): see the “Process Files...” button description above for the definition of a lost packet.

All these results can be saved in a file by using the “Save...” button as shown in the following
example in a text format.

This file is saved as a .txt file. Then it has been formatted using Excel (import is made with the tab
as separator). Only a few lines have been selected to illustrate.

Reference time SYN represents the synchronization point.
PC indicates that the PC clock has been used to timestamp this
packet.

Status Indicates that this packet has been ‘Sent’ or ‘LOST".

Transit in ms (accuracy) |Packet transit delay expressed in milliseconds.
(?) means that the accuracy of the measure cannot be defined.

Note:

If the sniffed traffic files contain GPS location, the location is exported into the statistics file. Two
columns are created. The first one is the GPS location of the computer when it sends the packet
and the second one is the GPS location when the other computer receives the packet.

Note:
The column "Transit Delay" available for the list of packets and for the synthesis means:
- a transit delay if the PCs have been synchronized using the GPS kit

- or a transit delay variation in the other cases. In this case, the first delay is not available: it is the
reference time to calculate the delta time between both PCs. IP Traffic adds/subtracts the delta
time to the other delays calculated. The result value is a transit delay variation in millisecond.
However, it isn't a jitter in the sense that the delay variation refers to the first packet of the list
where the jitter refers to the previous packet.
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Computer A is: 192.168.0.30 - Computer B is: 192.168.0.130

Synthesis for Computer A

Connection(Protocol)

Packets

Lost

% Lost

Delay

Jitter

TCP Retransmission

Total Computer A

7508

0%

122 ms

1ms

0

2010 -> 1053 (TCP)

2508

0%

0ms

0ms

0

1064 -> 2011 (UDP)

5000

0%

184 ms

1ms

N/A

Computer A ==> Co

mputer B

Reference time

Location of
Computer A

Location of
Computer B

Time (UTC)

Status

Transit in
ms
(accuracy)

Destination
Port

Source
Port

IP
size

(protocol)

Identifier

GPS

Lat +48° 44"
38.03" Lon -
3°28'21.11"
Alt 121
Speed 0.000
m/s

Lat +48° 44"
37.94" Lon -
3°28'20.71"
Alt 122
Speed 0.000
m/s

21:55:03.559

Sent

180 (£ 5)

1064 2011

1488

(UDP)

x9567

GPS

Lat +48° 44"
38.03" Lon -
3°28'21.11"
Alt 121
Speed 0.000
m/s

Lat +48° 44"
37.94" Lon -
3°28'20.71"
Alt 122
Speed 0.000
m/s

21:55:03.579

Sent

180 (¢ 5)

1064 2011

1488

(UDP)

x9568

GPS

Lat +48° 44'
38.03" Lon -
3°28'21.11"
Alt 121
Speed 0.000
m/s

Lat +48° 44'
37.94" Lon -
3°28'20.71"
Alt 122
Speed 0.000
m/s

21:55:03.598

Sent

171 ( 5)

1064 2011

1488

(UDP)

x9569

GPS

Lat +48° 44'
37.99" Lon -
3°28' 20.99"
Alt 122
Speed 0.000
m/s

Lat +48° 44'
37.96" Lon -
3°28'20.76"
Alt 122
Speed 0.000
m/s

21:56:36.804

Sent

185 (+ 5)

1064 2011

1488

(UDP)

xAD1F

GPS

Lat +48° 44"
37.99" Lon -
3° 28' 20.99"
Alt 122
Speed 0.000
m/s

Lat +48° 44"
37.96" Lon -
3° 28' 20.76"
Alt 122
Speed 0.000
m/s

21:56:36.826

Sent

183 (£ 5)

1064 2011

1488

(UDP)

xAD20

GPS

Lat +48° 44"
37.99" Lon -
3°28'20.99"
Alt 122
Speed 0.000
m/s

Lat +48° 44"
37.96" Lon -
3°28'20.76"
Alt 122
Speed 0.000
m/s

21:56:36.837

Sent

1 (£ 5)

2010 1053

40

(TCP)

xAD21

PC

Lat +48° 44'
37.99" Lon -
3° 28' 20.99"
Alt 122
Speed 0.000
m/s

21:56:36.845

LOST

1064 2011

1488

(UDP)

xAD22

GPS

Lat +48° 44'
37.99" Lon -
3° 28' 20.99"
Alt 122
Speed 0.000
m/s

Lat +48° 44'
37.96" Lon -
3° 28'20.76"
Alt 122
Speed 0.000
m/s

21:56:36.867

Sent

182 (+ 5)

1064 2011

1488

(UDP)

xAD23
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Synthesis for Computer B

Connection(Protocol)|Packets Lost % Lost Delay | Jitter |TCP Retransmission
Total Computer B 5007 4 0% 1ms 0ms 4
1053 -> 2010 (TCP) 5007 4 0% Tms | Oms 4
1053 -> 2010 (TCP) 5007 4 0% 1Tms | Oms 4

Computer B ==> Computer A

Transitin Source | Destination | IP
Time (UTC) | Status ms ) (protocol) [Identifier

Port Port size
(accuracy)

Location of | Location of

Reference time Computer B | Computer A

Lat +48° 44" [Lat +48° 44'
37.94" Lon - (38.03" Lon -
3°28'20.71"(3° 28' 21.11"
Alt 122 Alt 121
Speed 0.000|Speed 0.000
m/s m/s

Lat +48° 44' |Lat +48° 44"
37.94" Lon - [38.03" Lon -
3°28'20.71"|3° 28' 21.11"
Alt 122 Alt 121
Speed 0.000[Speed 0.000
m/s m/s

Lat +48° 44' |Lat +48° 44"
37.94" Lon - |38.03" Lon -
3°28'20.71"(3° 28' 21.11"
Alt 122 Alt 121
Speed 0.000|Speed 0.000
m/s m/s

GPS 21:55:20.725| Sent | 1(x5) | 1053 2010 48 (TCP) | x3D21

GPS 21:55:20.726( Sent | 1 (x5) | 1053 2010 40 (TCP) | x3D22

GPS 21:55:20.728( Sent | 3 (x5) | 1053 2010 1500| (TCP) | x3D23

Lat +48° 44' |Lat +48° 44"
37.94" Lon - [38.01" Lon -
3° 28' 20.72"(3° 28' 21.05"
Alt 121 Alt 122
Speed 0.000|Speed 0.000
m/s m/s

Lat +48° 44" [Lat +48° 44'
37.94" Lon - (38.01" Lon -
3° 28' 20.72"(3° 28' 21.05"
Alt 121 Alt 122
Speed 0.000|Speed 0.000
m/s m/s

Lat +48° 44' |Lat +48° 44"
37.94" Lon - [38.01" Lon -
3°28'20.72"|3° 28' 21.05"
Alt 121 Alt 122
Speed 0.000[Speed 0.000
m/s m/s

Lat +48° 44'
37.94" Lon -
3°28'20.72"
Alt 121
Speed 0.000
m/s

Lat +48° 44' |Lat +48° 44"
37.94" Lon - |38.01" Lon -
3° 28' 20.72"|3° 28' 21.05"
Alt 121 Alt 122
Speed 0.000|Speed 0.000
m/s m/s

GPS 21:55:56.395 Sent | 2 (+5) | 1053 | 2010 [1500| (TCP) | x43A7

GPS 21:55:56.415| Sent | 1(x5) | 1053 2010 1500 (TCP) | x43A8

GPS 21:55:56.435 Sent | 2 (x5) | 1053 2010 1500| (TCP) | x43A9

PC 21:55:56.455( LOST 1053 2010 1500| (TCP) | x43AA

GPS 21:55:56.475 Sent | 2(x5) | 1053 | 2010 [1500| (TCP) | x43AB

Four examples are shown more precisely in the Part 9 “Examples of sniffed traffic files” at the end
of this user guide.
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PART 12 Calculation Mode for the Statistics

12.1 Introduction
"IP Traffic — Test & Measure" allows calculating a set of statistics associated to every part of
this tool:

e |P Generator

e [P Answering

o Traffic Sniffer

o Traffic Observer

The statistics can be calculated on-line (real time mode) or off-line (differed time).

The off-line mode requires the analysis of two sniffed traffic files (the local traffic file and the
remote traffic file sent back on the local machine) and allows calculating parameters such as the
PER quality (Packet Erasure Rate) and the packet transit delay.

A sniffed traffic file is captured by the “Traffic Sniffer” module (with filters customizable by the
user) which stores on hard disk and timestamps all the IP frames sent and received.
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12.2 Statistics computed by "IP Traffic — Test & Measure"

12.2.1 Reference points to compute the statistics

---------------------
ey
w
.

Web browser IP applications

IP Traffic |

.
.
. .
......
-------------------------

------
et
ws®
Ry
.
.
.

-
",

(used by IP Traffic to calculate
| TCP | | ubpP | statistics in the generator and

IP answering modules)
. = } ————————————— - ‘Time’ point of reference (sniffer)
. _._........-AE..._J_. : (used by the sniffer to timestamp
/gsgr;{{{.g_{i.z_r:vﬁ\ﬁ\\@ Drivers IP packets sent and received)
+
access products
Ethernet

/ | \ Cellular
ISDN ,/ / l \ Wireless
ATM

PSTN  satellite

Two points of reference are used by "IP Traffic — Test & Measure".
o ‘Applicative’ point of reference

In the ‘IP Generator’ and the ‘IP Answering’ modules, the statistics (e.g. throughput, RTT,...) are
calculated at the application level (above the TCP/IP stack). These statistics refer to data sent or
received by "IP Traffic — Test & Measure", and are independent of the protocol used (TCP or
UDP).
lllustration: the ‘Tx Throughput’ parameter displayed in the « IP Generator — Traffic +
Statistics » tab for each active IP connection, is computed by using the following formula:
data volume sent on the IP connection during the last seconds (defined by the
‘Throughput sampling period’ — this parameter is defined in the following paragraph and
represents the sampling period of the throughput. The transmitted volume of data
corresponds to the sum of the packet size sent at the WinSock2 interface (i.e. the
‘Applicative’ point of reference).

e ‘Time’ point of reference

The Traffic Sniffer uses this point of reference in order to timestamp IP packets sent and
received. Timestamp of packets is made at the nearest of the physical link (under the TCP/IP
stack). Therefore, "IP Traffic — Test & Measure" can identify lost and retransmitted IP packets.
The values and statistics of the ‘Traffic Observer’ tab use this point of reference.

lllustration: the ‘IP Throughput snapshot’ parameter presented in this tab and valued for
each active IP connection, is calculated according to the following formula: volume of data
sent on the connection during the last second. The volume of data sent corresponds to the
sum of IP datagram with regard to the driver access except the IP header. At this level,
one sees really the totality of the transmitted data whatever the protocol used (for
example, TCP packets retransmission participate in the volume of data transmitted).

© ZTI, 2000-2007 Page 163/196



"IP Traffic — Test & Measure” PART 12 Calculation Mode for the Statistics

12.2.2  Statistics description

This paragraph lists all statistics calculated by "IP Traffic — Test & Measure" for the different
parts. On-line statistics are blue colored and statistics only available off-line are red colored.

12.2.2.1 “IP Generator — Traffic + Statistics” tab

e Tx Throughput

e Rx Throughput

e Tx Packets Throughput

e Rx Packets Throughput

e Tx Packets

e Rx Packets

e TxVolume

e RxVolume

o itter

e Volume to send

e Remaining volume

e Seq. numb errors (sequence numbering errors)
e Mean RTT (Round Trip Time)

e MINRTT

e MaxRTT

e RTT summary (Minimum, Maximum and Mean RTT based on all RTT values calculated)

12.2.2.2 “IP Answering — Parameters + Statistics” tab

e Tx Throughput

e Rx Throughput

e Tx Packets Throughput
e Rx Packets Throughput
o Tx Packets

e Rx Packets

e Tx Volume

e RxVolume

o itter

¢ Volume to send

¢ Remaining volume

e Seq. numb errors (sequence numbering errors)
e Data not echoed
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12.2.2.3 The 'Traffic Observer' tab

With the on-line mode, the ‘Statistics display’ object displays the following parameters:
= Table of values (if ‘Statistics display’ = values):

IP throughput snapshot

IP throughput average

e UDP or TCP throughput

e Inter packet delay

= Graph: IP Throughput with the statistical laws average, standard deviation and confidence
distance

= Graph: Inter packet delay with the statistical laws average, standard deviation and
confidence distance

With the off-line mode, the ‘Statistics display’ object displays the following parameters:
= Table of values (if ‘Statistics display’ = values):
e [P throughput snapshot
e [P throughput average
e UDP or TCP throughput
e Inter packet delay
o Packet Erasure Rate (PER)
e Packet Transit Delay
= Graph: IP Throughput with the statistical laws average, standard deviation and confidence
distance
= Graph: Inter packet delay with the statistical laws average, standard deviation and
confidence distance
= Graph: PER quality with the statistical laws average, standard deviation and confidence
distance
= Graph: Packet transit delay with the statistical laws average, standard deviation and
confidence distance
= Tables of packets sent and received (if ‘Statistics display’ = Packet statistics and sniffed
traffic files have been previously processed)

12.2.2.4 Main Window: IP Generator and IP Answering throughputs

This calculation is based using a sampling period (this parameter - Throughput sampling period,
is defined by using the "Configuration / General Parameters" item menu. If the sampling period is
for example 5 seconds, IP Traffic realizes the sum of received or sent data volume for the last 5
seconds and divides the result by 5 to obtain the throughput. Note that this throughput is an
application level throughput (i.e this throughput corresponds to the TCP and/or UDP payload
throughput). This calculation is realized for the both parts (IP Generator and IP Answering) and
displayed at the bottom of the IP Traffic window.
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12.3 General parameters used to calculate the statistics

The ‘General parameters’ item of the ‘Configuration’ menu contains parameters used for display
and to calculate the statistics.

“IP Traffic - Test & Measure™ - General Parameters

Refresh Time and Throughput S ampling Penod
The refresh time parameter defines the frequency of statistics updates on"IP
Traffic - Test & Measure”. This parameter also applies to statistics expartation

The throughput sampling period defines the number of seconds of traffic needed
to calculate the throughpuot.

Fefresh Time (1 to 60 secaonds) 2
Throughput Sampling Period (1 to B0 seconds) a

TCF and UDP received Data Timeout
These parameters are for the IP Generator Part anly. When there is no maore
data to be sent, "IP Traffic - Test & Measure" continues to receive data until the
timeout expires. Then the connection is released. When the timeout is 0, the
connection is stopped as soon as there is no more data to be sent.

Timeout for TGP Packets echoed ¢1 to 9,999 ms) &00

Tirneout for LDP Packets echoed {1 to 9 9899 ms) Foa

—"|F Traffic - Test & Measure" Buffer Size [S0_RCVYEUF and SO_SHDBUF]

The buffers used by "IP Traffic - Test & Measure” to dialog with the Winsock AP
influence the throughput perfarmance far high speed network, The best
petformance can be reached with a high buffer size. Change in one of these sizes
concerns the new connections anly.

Receive Buffer Size (1,024 to 65,535 bytes) 3192
Transmit Buffer Size {1,024 to 65,534 bytes) 81492

]34 Cancel |

Refresh time: this parameter defines the frequency to update the man machine interface. The

different statistical values are updated all the xx seconds (for all tabs) where xx is the value
defined by the user.

This parameter is also used to update the display of the following items:
o the ‘GPS’ state (if selected)
o the ‘ZClock’ state (if selected)
o the ‘Activity’ counter
o ‘File size’ and “Time before disk limit’ for the 'Traffic Sniffer' activity
¢ the Statistics Export Processes (on IP Generator and IP Answering Parts)

Throughput sampling period: this parameter specifies the last traffic seconds to use in order to
calculate the throughput. More this value is high and more the average is smoothed. This

parameter is also used to calculate the IP throughput average parameter of the ‘Traffic
Observer'.
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Acquisition period for statistics: this parameter is used by the “Traffic Sniffer” module to define
the frequency of data acquisition (i.e. the IP packets) at the driver level (under the TCP/IP stack).
This parameter is also used to generate traffic when "IP Traffic — Test & Measure" is in replay
mode.

The more the value is weak (without being lower than 10 ms) and the more one obtains samples
for the calculation of the statistics. In return more and more records are saved in the statistics
export file (if this option is selected) and the CPU load is increased by the number of statistical
calculations to be realized.

Notes
Every second, the following processes are realized:
+ Calculation of the CPU load (‘Activity’ counter),

+ Calculation of the statistics for activity (‘IP Generator Activity’ and ‘IP Answering Activity’ displayed at the
bottom of the "IP Traffic — Test & Measure" main window).

Every 5 seconds, update of ‘Activity Sniffer’ is made (see ‘Traffic Sniffer’ - Traffic overview during capture).
These values of 1 and 5 seconds are not customizable and are fixed in the current version of the software.
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12.4 Calculation method used by "IP Traffic — Test & Measure” to
compute statistics.

This document describes what calculation method is used by "IP Traffic — Test & Measure" to
compute statistics.

12.4.1 The two calculation methods

12.4.1.1 Based on a sampling period

The statistics defined in this category are calculated by using a sampling period. The size of these
sampling periods are defined either by the “Throughput Sampling Period’ or by the “Acquisition
period of statistics” specified in the “Configuration > General Parameters” window.

12.4.1.2 Cumulative

The statistics defined in this category are cumulative statistics. They are reset when a new
connection or a new analysis is launched.

12.4.2 IP Traffic - IP Generator statistics

Calculation method Sampling Cumulative
Tx Throughput X
Rx Throughput
Tx Packets Throughput
Rx Packets Throughput
Jitter
Tx Packets
Rx Packets
Tx Volume
Rx Volume
Mean RTT (cumulative average)
Min RTT
Max RTT
Sequence Error Number
Mean RTT (summary)
RTT Min (summary)
RTT Max (summary)
Tx+RxThroughput (Activity)

X| X[ X| X

X| X| X| X

X[ X[ X[ X| X| X| X

X

Table 1 - "IP Traffic - Test & Measure" - IP Generator calculation method
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12.4.3 IP Traffic - IP Answering statistics

Calculation method

Sampling Cumulative

Tx Throughput

X

Rx Throughput

Tx Packets Throughput

Rx Packets Throughput

Jitter

X| X[ X| X

Tx Packets

Rx Packets

Tx Volume

Rx Volume

Date Not Echoed

X| X| X| X| X

Sequence Error Number

X

Tx+RxThroughput (Activity)

X

Table 2 - "IP Traffic - Test & Measure™ - IP Answering calculation method

12.4.4 IP Traffic — Traffic Observer statistics

Calculation method Sampling Cumulative
IP Throughput Snapshot* X
IP Throughput Average** X
UDP or TCP Throughput* X
Inter Packet Delay* X
Packet Transit Delay* X
Packet Erasure Rate* X

*: These values are instantaneous values (the sampling is based on the “Acquisition period of statistics” specified in

the “Configuration > General Parameters” window.

**: This value are an average based on the sampling period defined by the “Throughput Sampling Period’ specified in

the “Configuration > General Parameters” window.

Table 3 - "IP Traffic - Test & Measure" — Traffic Observer calculation method

12.4.5 IP Traffic —Packets Statistics Synthesis

Calculation method | Sampling | Cumulative
Packets X
Lost X
% Lost X
Delay X
Jitter X
TCP Retransmission X

Table 4 - "IP Traffic - Test & Measure" — Packets Statistics calculation method
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12.5 Detailed description for calculation of the statistics

12.5.1 The 'IP Generator — Traffic + Statistics' tab
The statistics in this tab are calculated at the ‘Applicative’ point of reference.

Tx Throughput = volume of data sent on the connection during the last seconds considered for
calculation (see above description of the ‘Throughput sampling period 'parameter).

Rx Throughput = volume of data received on the connection during the last seconds considered
for calculation (see above description of the ‘Throughput sampling period 'parameter).

Tx Packets Throughput = number of data packets sent on the connection during the last
seconds considered for calculation (see above description of the ‘Throughput sampling period
‘parameter). This statistic is only available with the UDP connections.

Rx Packets Throughput = number of data packets received on the connection during the last
seconds considered for calculation (see above description of the ‘Throughput sampling period
‘parameter). This statistic is only available with the UDP connections.

Tx Packets = It is the number of data packets sent on the connection. This statistic is only
available with the UDP connections, because the TCP stack for the TCP connections cuts data to
send in one or more TCP packets.

Rx Packets = It is the number of data packets received on the connection. This statistic is only
available with the UDP connections, because the TCP stack for the TCP connections cuts data to
send in one or more TCP packets.

Tx Volume = it's the number of data bytes sent on the connection.
Rx Volume = it's the number of data bytes received on the connection.

Jitter = The jitter is the transit delay variation. This value is available only if the packets include
the Timecode information (see "Parameters" in the IP Generator tab). For each received packet,
the process to find the Timecode information is applied. If the RTT identifier is found, IP Traffic
proceeds as follows: First, it compares the "time when sent" of the previously received packet with
the "time when sent" of the last received packet. This information is added in the timecode
structure just before sending the packet. Then, IP Traffic compares the arrival time of the
previously received packet with the arrival time of the last received packet. After that, IP Traffic
compares these two results. If the transit delay is a constant, the results should be the same. In
the other case, it means that a jitter is found. IP Traffic adds the absolute value of this comparison
and calculates the mean jitter (using a sampling period). Note that the jitter displayed on the IP
Answering part is a one-way jitter and the jitter displayed on the IP Generator part is a two-ways
jitter. Note also, that this jitter is an application level statistic. An IP level jitter is available with the
offline mode analysis.

Volume to send = Size of data (in bytes) to send on the connection. This information is displayed
only if the ‘IP Generator’ can give this value, as by example for a file or for a mathematical law.

Remaining volume = size of data (in bytes) remaining to send on the connection. This
information is available only if the ‘Volume to send’ parameter has been calculated.

Seq. numb errors (sequence numbering errors) = It's the number of packets whose the
sequence number is not correct. This value is available only if the packets include the Timecode
information. For each received packet, the process to find the Timecode information is applied. If
the RTT identifier is found, IP Traffic tests if the sequence number of the received packet follows
the sequence number of the previous received packet. If an error is detected, the ‘Sequence
numbering errors’ parameter is incremented. Note that the sequence error number is incremented
of one unit even if the sequence number gap is one unit, ten units or more. Moreover, no
distinction is made about the origin of this error. IP Traffic doesn't know if the gap is due to a
packet lost or a desequenced packet. To calculate this parameter on the IP Generator part, the
remote ‘IP Answering’ module must be configured in ‘echoer mode (each packet received is
transmitted to the originator).
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Mean RTT (Round Trip Time) = average of the differences between the sending times and the
receiving times (the multimedia timers of the OS are used, giving an accuracy of 1 ms — Microsoft
information). This value is available only if the packets include the Timecode information. For
each received packet, the process to find the Timecode information is applied. If the RTT
identifier is found, IP Traffic compares the "time when sent" of the last received packet with the
arrival time of this packet. The difference gives a RTT value.

To calculate this parameter, the remote must be configured in echoer mode for the connection.
RTT information
The information necessary to calculate the RTT parameter is included in each data packet, at
the beginning of the data.
Format of the RTT header (in little endian notation) is structured as follows:
e 4 bytes magic number (always 0x54 0x87 0x54 0x41)

o 4 bytes sequence number
e 4 bytes time when sent
o 2 bytes length (without the RTT header)

Min RTT = minimum value of the differences between the sending times and the receiving times
(the multimedia timers of the OS are used, giving an accuracy of 1 ms — Microsoft information) for
one connection. This is the minimum RTT value since the connection beginning.

Max RTT = maximum value of the differences between the sending times and the receiving times
(the multimedia timers of the OS are used, giving an accuracy of 1 ms — Microsoft information) for
one connection. This is the maximum RTT value since the connection beginning.

RTT Summary = minimum, maximum and average of the differences between the sending times
and the receiving times (the multimedia timers of the OS are used, giving an accuracy of 1 ms —
Microsoft information) but for all connections. The average is calculated on all RTT values of all
connections that are using the Timecode option. In others words, the average is not an average
of the Mean RTT of each connection.

Remark

The “IP Generator” builds data packets according to parameters defined by the user (contents,
size and inter packet delay). The data packets are then provided to the Winsock 2 interface to be
sent by the TCP/IP stack with the selected protocol (TCP or UDP). The volume of data sent or
received does not include the encapsulated data added by the TCP/IP stack.
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12.5.2 The 'IP Answering — Parameters + Statistics' tab
The statistics in this tab are calculated at the ‘Applicative’ point of reference.

Tx Throughput = see previous description above.

Rx Throughput = see previous description above.

Tx Packets Throughput = see previous description above.

Rx Packets Throughput = see previous description above.

Tx Packets = see previous description above.

Rx Packets = see previous description above.

Tx Volume = see previous description above.

Rx Volume = see previous description above.

Jitter = Jitter is the mean variation of delays on packets received. This value is only available

when the Timecode option is selected (on the remote 'IP Generator'). This value corresponds to
the mean one-way variation only.

Volume to send = see previous description above.
Remaining volume = see previous description above.
Seq. numb errors (sequence numbering errors) = see previous description above.

Data not echoed = this information is available only if the working mode of the connection is
defined as ‘Echoer’ or ‘Echoer file’ and indicates that the “IP Answering’ module has not been
able to re-send data due to the TCP/IP stack performances.

For an UDP connection, it's the number of packets not re-sent.
For a TCP connection, it's the number of bytes not re-sent.
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12.5.3 The 'Traffic Observer' tab
The statistics in this tab are calculated at the driver level (under the TCP/IP stack).

The parameters described in this paragraph are calculated for each active connection. As a
connection can send and receive simultaneously data, the two values Tx (Transmit) and Rx
(Receive) are calculated for each parameter.

Calculation is made simultaneously for the 32 connections (16 for the ‘IP Generator’ module and
16 for the ‘IP Answering’ module).

Definition of terms used in this paragraph:
o the term ‘IP data’ does not include the IP header.

o the term ‘protocol data’ does not include the IP header and the specific header of the
protocol. In this way for a TCP connection, the ACKnowledge packet does not contain
data.

e Most values displayed in the ‘Traffic Observer’ tab are ‘snapshot’ values.

12.5.3.1 Calculation of instantaneous values

The coherence between the numerical values “Statistical values” and their graphical display is
respected by using the following rules:

e The scale unit defined by the ‘Time scale’ parameter for the graph allows calculating the
number of milliseconds of traffic for 1 pixel.

e For each data acquisition (see description of the ‘Acquisition period for statistics’ parameter in

general parameters used for statistics), "IP Traffic — Test & Measure" updates the statistics
with the following manner:

= Example 1: a pixel is valued to 30 ms and ‘Acquisition period for statistics’ is valued to 100

(ms).

- First data acquisition: data associated to the pixels number 1, 2 and 3 correspond to
90% of the acquisition. The rest of 10% is used with the next acquisition.

- Second data acquisition: the previous rest (10%) added to the 20% of the new
acquisition are associated to the pixel number 4, then 30 % for pixel #5 and 30% for
pixel #6. The rest of 20% will be used with the next acquisition.

= Example 2: a pixel is valued to 200 ms and ‘Acquisition period for statistics’ is valued to 80

(ms).

- First data acquisition: there is not enough data to associate to one pixel. Data is put
aside (the rest for the next acquisition is 80 ms).

- Second data acquisition: the rest and the new data are not sufficient to correspond to 1
pixel. The new rest is then 160 ms.

- Third data acquisition: the rest and new data can be associated to pixel #1 (this pixel
represents the two first acquisitions and 50% of the third). Then the rest is 50% that
will be used with the next acquisition.

The ‘snapshot’ value is the last calculated value allocated to a pixel.

12.5.3.2 Triggers update

Each time a value is allocated to a pixel, the comparison is made with the trigger values. Then the
min or max trigger value is updated if the value exceeds the threshold.
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12.5.3.3 Calculation of parameters displayed in the “Statistical values” table

IP throughput snapshot = instantaneous throughput calculated by using the IP data volume
received on the connection.

IP throughput average = average of the IP throughput by using the IP data volume received on
the connection during the last seconds used for calculation (see the ‘Throughput sampling period’
parameter)

UDP or TCP throughput = instantaneous throughput calculated by using the protocol data
volume received on the connection.

Inter packet delay = instantaneous average distance from time between two successive received
IP packets, calculated by dividing the sum of the distances by the number of received packets.

Packet Erasure Rate (PER) = instantaneous rate of loss packets, expressed in percentage of the
number of packets not received with regard to the number of packets sent.

Packet transit delay = instantaneous delay for the transfer of packets. It's the average of the
transfer delays for all packets exchanged between two "IP Traffic — Test & Measure™" machines.
The transfer delay (named ‘transit delay’) for a packet is the difference of time between the time
when the packet has been sent and the time when the packet has been received.

Both times — sent and received time - are stored in the record of the capture file made by the
‘Traffic Sniffer’.

12.5.3.4 Statistical laws for the graphs

"IP Traffic — Test & Measure™ allows displaying four graphs for the following parameters:
IP Throughput = corresponds to the ‘IP throughput snapshot’ parameter (see above)
Inter packet delay = corresponds to the ‘Inter packet delay’ parameter (see above)
PER quality = corresponds to the ‘Packet Erasure Rate (PER) parameter (see above)
Packet transit delay = corresponds to the ‘Packet transit delay’ parameter (see above)
For these parameters, three statistical laws are calculated and can be displayed:

- Average

- Standard deviation

- Confidence distance
Formulas used to calculate these variables:

n

S

i=1
n

e Average m: m =

>x

e Standard deviation o: o =+/v (with variance v defined as: v=-"1——m")

e Confidence distance : 95.45 % of the values are between (m - 20) and (m + 20') .

Notes:

- n is the minimum between the number of calculated pixels and the number of displayed
pixels.

- the confidence distance is calculated only at the time of display.
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PART 13 Command Line Parameters

The "IP Traffic — Test & Measure" software can be started by using a command line with
parameters.

13.1 General rule

Parameters should be separated from the application name by a space. The application name of
"IP Traffic — Test & Measure" is "IPTraff.exe". Under Windows, the application name is not case
sensitive.

13.2 Start "IP Traffic — Test & Measure"” and open a context file

The context file contains all parameters of "IP Traffic — Test & Measure". These parameters can
be saved in this file and reloaded later.

The command line parameter to start the "IP Traffic — Test & Measure" and load a context
file: -START
Syntax: -START:filename
Where filename may be:
C:\temp\Scenario4 ContextFile  PC#A.Ctx or

“C:\Program Files\IP Traffic\Scenario4_ContextFile_PC#A.Ctx". The “ symbol is
necessary to use spaces in flenames or directories.

There is NO space between the parameter —START: and the filename.

Example:
IPTraff —START: “C:\Program Files\IP Traffic\Scenario4 ContextFile  PC#A.Ctx”

13.3 Stop "IP Traffic — Test & Measure"

There is only one command line parameter to stop "IP Traffic — Test & Measure".
Syntax: -STOP

Example:
IPTraff —-STOP
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PART 14 Annexes

14.1 Description of the Mathematical Laws used by "IP Traffic — Test &
Measure”

"IP Traffic — Test & Measure" is based on the use of random number generation laws to

determine the starting time connection and data volume to send, and for the inter packet delay in

the ‘IP Generator module. Four mathematical laws are offered. Uniform, Exponential and Gauss

laws are used for starting time connection and data volume. Pareto’s law is only used for data
volume. The mathematical laws are used:

= For the unitary mode when the mathematical law data source is selected. In this case, only
data volume laws are available.

= For the automatic mode: starting time connection generation and data volumes laws are
required parameters.

Hereafter is a detailed description of each mathematical law.

14.1.1 Uniform Law
<+ Presentation:

The Uniform law has two parameters: o and B. It generates a random number included uniformly
between a and . If a is equal to B, the generated number is always o = .

With the Uniform law, the units used are millisecond for the starting time connection generation
laws and byte for the data volume to send laws.

s Mathematical function:
Uniform law on («, ) range

fx)=1/(f-a) if a<x<p
f(x)=0 else

% Uniform law - example of generated values for 1000000 draws for this law with: ¢ =0 and
S =100.

The factor 1000000 is because the figure intents to show the actual behavior of the random
generator. To do that, we draw 1000000 times a random value and count the actual frequencies.
The theoretical (= calculated values) curve and actual (= generated values) curve are displayed
below.

Uniform law

10 300.00
10 200.00 4 Generated values
10 100.00 1
10 000.00 Calculated values

980000 4

9800.00 +

Frequencies

970000 -

960000 -

950000 4

9400.00 +

5 300.00

mmmmmmmmmmmmmmmmmmmmmmmmm
mmmmmmmmmmmmmmmmmmmmmm
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14.1.2 Exponential Law
% Presentation

The Exponential law has only one parameter: L. The more X is small, the more the power of 10 of
the generated number is high.

The unit is the millisecond for the starting time connections generation laws and byte for the data
volume laws.

« Mathematical function:
Exponential law (4 > 0)
f(x)=de™ if x>0
f(x)=0 if x<0
< Exponential law - example of generated values for 1000000 draws with: A =0,1.

The factor 1000000 is because the figure intents to show the actual behavior of the random
generator (not to show the theory of the exponential law). To do that, we draw 1000000 times a
random value and count the actual frequencies. The theoretical (=calculated values) and actual
(=generated values) curves match perfectly for bigger values.

120 000.00 1

Exponential law (linear scale)
100 000.00 -

80 000.00 +

Calculated values
G0 000.00 +

Frequencies

40000.00 +

20000.00 +

Generated values

Values
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100 000.00

10 000.00

1000.00 4

Frequencies

100.00

10.00

1.00 -

— . m M re

Exponential law (logaritmic scale)

P~ — W m M P — Dm0 e
moo= = S D bW @ @k~ oo

Values

« Exponential law- Table of generated values:

W om M e
o @ ®m m

Values Starting time laws results | Data volume laws results
A=1 10 ms 10 bytes
A=0,1 100 ms 100 bytes
A =0,01 1s 1 Kbytes
A = 0,001 10s 10 Kbytes
A =0,0001 1mn43 100 Kbytes
A =0,00001 17mn19 1 Mbytes
A =0,000001 2h53 10 Mbytes
Precision limit for A
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14.1.3 Law of Pareto

« Presentation:

This mathematical law is available only for data volume generation in the unitary and automatic
mode.

The law of Pareto is based on two parameters: a and f. a unit is the final unit of the volume. /3
does not have unit because it represents a coefficient of variation of result around a value.

The following values have been noticed:

[/ =1000 Result very near to @

£ =100 Result very near to @

[=15 Result between the interval [aQ, a x 2] (estimation)

[=1 Result between the interval [a, [, fis very high (@ x 1000000)
£=0,1 Result two high — Calculation bursting.

The law of Pareto offers the advantage to generate a result statistically very near to a, but it can
generate in some exceptional cases a number very far from a.

« Mathematical function:

Pareto law (a, f > 0)

f(x)= pa’x"! if x>a
f(x)=0 if x<a

% Pareto Law - example of generated values for 1000000 5a” x 7" with: a =10 and B =1.

120 000.00 1

100 000.00 + Generated values
Pareto law { linear scale)

80 000.00 +

60 000.00 +

Frequencies

40000.00 +

20000.00 +

Calculated values

Values
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14.1.4 Gauss law
« Presentation:
The Gauss law has two parameters: u (average) and o (standard deviation).

With this law, the unit used is the millisecond for the starting time connection generation laws and
byte for the data volume to send laws.

« Mathematical function:
Gauss law on (— o0, +) range

_(x—ﬁzl)z

1 20

aN2r

fx)= e

for x e R, with average g and variance 02

% Gauss law - example of generated values with: 11 =50 and o =10.

45000.00 —

40 000.00 + Gauss law (linear scale)

35000.00 +

30 000.00 +

25000.00 +

20 000.00 +

Frequencies

15 000.00 + Generated values
Calculated values

10 000.00 +

5000.00 +

0.00 ~HHHHHAHHTT

Values

14.2 "IP Traffic — Test & Measure" Traces

In case of problem when using "IP Traffic — Test & Measure”, the trace functionality allows
retrieving in a file or in a debug window, information regarding Winsock exchanges made by "IP
Traffic — Test & Measure".

Traces activation is done by modifying directly in the registry database of Windows, the value of
DebuglLevel in the key \HKEY_LOCAL_MACHINE\SOFTWARE\PTraffic.

TraceFile parameter defines the name for the file receiving traces (by default DEBUG.LOG).

The user shall reset the content of this file manually to avoid disk space wasting. If the TraceFile
parameter is not selected (empty chain), traces are sent to the debug standard output -via
OutputDebugString- in external tools trace (e.g. ‘Softlce’ from Compuware, the Microsoft
Development environment).

"IP Traffic — Test & Measure" must be restarted after
“‘Debuglevel” or “TraceFile” parameter modification.
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14.3 Configuration parameters saved in the Registry database
The based key to access these parameters is \HKEY LOCAL MACHINE\Software\ZTI\IPTraffic.

Key name

Type

Default value
(dec)

Description

DEBUGLEVEL

REG_DWORD

0x00000000
0x00000001
0x00000002
0x00000010

0x00000080

0x00000100
0x00000400

0x00001000

0x00002000
0x00004000
0x00010000
0x00020000
0x00080000

No trace.
Add errors in the trace.
Important information for the ZTI support.

Add verbose information used by the ZTI
support.

Save debug information into a file specified by
the DEBUGFILENAME key.

Add the current time to each trace message.

Add intermediate value computed during the
statistics process providing information to the
Observer Tab.

Detail the operation of the Sniffer Analyzer
when splitting a captured file into data files
replay.

Detail operations of the IP Answering
Provide information for the GPS.

Detail operations of the Replay mode

Detail operations for the Off-line mode.
Specific flag for statistics generated at the 'IP

Generator' and 'IP Answering' levels.

DEBUGFILENAME

REG_SZ

DEBUG.LOG

Filename to save the traces.

DEPTHFORPACKETANALYSIS

REG_DWORD

500

Parameter used in the search algorithm of the "Traffic
Observer' to calculate the packets statistics.

UDPINACTIVITY

REG_DWORD

10

For UDP connections, timer (expressed in seconds) used in
the Absorber/Generator mode to identify a connection has
stopped (10 seconds by default).

TCPINACTIVITY

REG_DWORD

10

For TCP connections, timer (expressed in seconds) to detect
the 'IP Generator' has stopped the connection (10 seconds
by default). “IP Traffic” closes the TCP connection.

SENDTIMEOUT

REG_DWORD

500

Maximal period (expressed in milliseconds) allocated to
send/receive data (default is 500 milliseconds).

TCPCONNECTRETRYCOUNTER

REG_DWORD

0x1

Number of retry to establish a TCP connection

TCPNODELAY

REG_DWORD

0x0

0x0: Nagle algorithm enabled
Other value: Nagle algorithm disabled

TCPRECEIVERPACKETSIZE

REG_DWORD

8192

Buffer size (expressed in bytes) used by "IP Traffic" to get
TCP data from the Winsock? interface. It is not the MTU. If
the size is big then the performances are better because
Winsock 2 is called less often. Max value = 65,535

FILETRANSFERINACTIVITY

REG_DWORD

When the file downloading is active, this timer (expressed in
seconds) is used to detect the sender has stopped the
connection (5 seconds by default). “IP Traffic” closes the file
transfer connection when the timer is reached.

FILETRANSFERPACKETSIZE

REG_DWORD

1460

Maximum size of a packet used during a file transfer.
(Expressed in bytes. Default value = 1460. Max value =
65,535).

RPCPORT

REG_DWORD

1001

This is the port number used by the RPC server to dialog
with the Automation Tool.

Warning: "IP Traffic — Test & Measure” must be restarted
after each modification of these parameters.
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The following registry values list is given for information ONLY.

Key name Type va?:;a(::c) Description

ACROREADINFO REG_SZ X Reserved

ACROREADTIMER REG_DWORD X Reserved

HELP-GENERAL REG_DWORD X Reserved

HELP-OBSERVER REG_DWORD X Reserved
HELP-AUTOMATICMODE REG_DWORD X Reserved

HELP-UNITARYMODE REG_DWORD X Reserved

HELP-SNIFFER REG_DWORD X Reserved

HELP-GPS REG_DWORD X Reserved

HELP-REPLAYMODE REG_DWORD X Reserved
HELP-REPLAYMODE-RCV REG_DWORD X Reserved

HELP-FILEMANAGER REG_DWORD X Reserved
HELP-EXPORTSTATS-SENDER REG_DWORD X Reserved
HELP-EXPORTSTATS-RECEIVER REG_DWORD X Reserved
HELP-PARAMCNX-SENDER REG_DWORD x Reserved
HELP-FILEDOWNLOADING REG_DWORD X Reserved
HELP-PARAMCNX-RECEIVER REG_DWORD X Reserved

AUTOMATION PATH REG_S7 'Fl'lrJ;‘fFi)sEhb?naanfitl?a .Aut_IPTraff .exe (“Automation Tool for IP
IPTRAFFICPATH REG_SzZ Full path name to the "IP Traffic — Test & Measure" binary file.
CURRENTVERSION REG_SZ V 2.4.0 [Currentversion installed.

INSTALLATIONPATH REG_SZ Eﬁ(laesﬁltgqr il'r;sfF?c;l’I%t;/OgeFf):Hl]t_(‘[your Windows Drive]\Program
USELOCALTIME REG._DWORD x Save in the registry the time reference used by the Automation

Tool
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14.4 Default Values of a Context

The default values when opening a new context are:
¢ |IP Generator parameters

IP address NO_ADDRESS

Port Number 2009

Protocol TCP

Testing mode  Unitary mode Data source Packet generator (number of

packets: infinite, packet
contents: fix = 5A)

Packets size Fix = 1460 bytes
Inter Packet Delay |Fix =20 ms
RTT option No
¢ IP Answering parameters
IP address ANY_ADDRESS
Port number 2009
Protocol TCP
Receiving working mode | Absorber
¢+ Configuration
TCP stack parameters
| TCP Buffer size
S0_RCVBUF 8192
S0_SNDBUF 8192

| TCP Windows size

TCPWindowSize |Windows configuration dependant
SACKS Options Windows configuration dependant

Display parameters

Refresh time 2s
Throughput sampling period 5s

Connection parameters

Timeout for TCP packets echoed 500 ms
Timeout for UDP packets echoed 700 ms
Acquisition period for statistics 1000 ms

File Operating Modes parameter

| File Operating Mode | Overwrite |
¢ File transfer

‘ Port number ‘ 2500 ‘
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¢ Remote port

Port number

2600

IP address

ANY_ADDRESS

¢ GPS parameter

Port number COM1

Speed 9600

Data 8 bytes

Stop 1 bit

Parity Odd

¢ Traffic Observer

Mode Generator

Statistics display Values

+ Graphical units

UNIT Value Trigger

IP throughput 0-100 Kb/s 10-90 Kb/s
Inter packet delay 0-50 ms 10-90 ms
PER quality 0-100 10-90
Packet transit delay 0-1000 ms 100-900 ms
¢ Driver polling interval
| Period 1000 ms |
¢ Sniffer
| Auto refresh period 5s |
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14.5 External File for the ‘IP Generator’ module
The IP Generator module can use an external file defined by the user. Information of this file is
used to send data packets on an IP connection. This file is independent of the specified protocol
(UDP or TCP).
The file is composed of two sections: [HEADER] and [DATA].

Section [HEADER] : Code, Parameters

Section [DATA] : data size, delay (in milliseconds) before sending of next packet

Example of external data file [generation of random characters comprised between 32(decimal
value) and 48 (decimal value)]

Sample DataFile for «IP Traffic» generator

Section [HEADER] defines the content

R T T TR T

1, char = fix character
2, cmin, cmax = random character
3, cl, c2 = alternate character
4, FileName = Content is based on a file
[HEADER]
2, 32, 48
[DATA]
100, 20
200, 10
300, 30
400, 40
500, 5
600, 50
700, 60
800, 70
10, 80
20, 10
30, 20
40, 30
50, 50
60, 60
70, 100
80, 200

Section [HEADER] : Code, Parameters

Code | Meaning Parameters Example
1 Fix character Char to use 1,7
2 Random character |Char 1 (min), Char 2 (max) 2,32,48
3 Alternate character |Char 1, Char 2 3, x32,x48
4 File Filename 4, C:\Temp\test.bin

Coding of characters:

e character between quotes, e.g. 'Z’
e decimal value, e.g. 32

e hexadecimal value, e.g. X32

© ZTI, 2000-2007 Page 185/196




"IP Traffic — Test & Measure" PART 14 Annexes

14.6 External DLL for the ‘IP Generator’ module

The ‘IP Generator’ module loads this external DLL. This DLL must offer three entry points
described in the following paragraphs:

- Trafficlnit

- PacketDelay

- PacketData

An example of external DLL is available. See the directory IPTraffic\SAMPLES\User-DLL with all
files to compile and generate the DLL (DIlISample.dll).

14.6.1 Trafficlnit

BOOL CALLBACK Trafficlnit( int CnxID, unsigned long IPAddr, unsigned char protocol, unsigned
port)
To init a new connection identified by par CnxID.

Parameters:

CnxID Connection identifier

IPAddr Remote IP address

Protocol Protocol to use (UDP or TCP)
Port Port number

Return codes:
True The DLL is ready to provide data to the IP Generator.

False The DLL can’t provide data. The complementary error code is handled by the
DLL and the DLL must warn the user directly.

Remark:

When a connection must use an external DLL, the IP Generator module verifies that the DLL is
present (via LoadLibrary). Then it looks for the 3 required entry points. Trafficlnit() is called when
a connection is established with the remote.

14.6.2 PacketDelay

BOOL CALLBACK PacketDelay( int CnxID, unsigned long *pulDelay)

Parameters:
CnxID Connection identifier
pulDelay Address for delay expressed in milliseconds

Return codes:

True The DLL has provided the delay for the next packet. If this delay equals 0, the
IP Generator calls immediately PacketData().

False The DLL has not provided a delay. The connection is stopped by the IP
generator.

Remark:

The PacketDelay() function is used to get the delay before a new packet contents.
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14.6.3 PacketData

BOOL CALLBACK PacketData( int CnxID, unsigned short usBufferSize, unsigned char *pBuffer,
unsigned short *pusUsedSize)

Parameters:

CnxID Connection identifier
usBufferSize Max size of the buffer (pBuffer)
pBuffer Address of data to send

pusUsedSize Address of the data size to send. If size equals 0, a new delay is asked.
To avoid a ‘deadlock’, it is not authorized to provide more than 2 data packets with

a zero size.
Return codes:
True The DLL has provided data to send immediately.
False The DLL has not provided data. Connection is stopped by the IP Generator.

Remark:
Before calling the PacketData() function, the buffer pointed by pBuffer is initialized with zeros. The
used length is initialized with zeros. The maximum size is 1460 in the sample.
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PART 15 Examples of sniffed traffic files

Six traffic captured files are provided to illustrate the off-line analysis:

Example 1: two files without use of the GPS Kit and the ZClock module
(Sample1_PC#A.Trc and Sample1_PC#B.Trc)

Example 2: two files with use of the GPS Kit
(Sample2_PC#A_with_GPS.Trc and Sample2_PC#B_with_GPS.Trc)

Example 3: two files with use of the GPS Kit and the ZClock module

(Sample3_PC#A_with_GPS&ZClock.Trc and Sample3_PC#B_with_GPS&ZClock.Trc)

Example 4: two files with IPv6 packets
(Sample4_PC#A_with_IPv6.Trc and Sample4_PC#B_with_IPv6.Trc)

The test configuration used to generate three first traffic files is defined as below:

PC#A PC#B

192.168.0.30
1 UDP connection

192.168.0.130

>

Port = 2011

IP Network

with impairments

[

EEESEE\, Port = 2010 <
IP Traffic

« Sniffer »

1 TCP connection

File SampleX_PC#A--- .trc

File SampleX_PC#B---.trc

IP Traffic
« Sniffer »

e
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Example 1: no GPS kit and no ZClock module

“IP Traffic - Test & Measure™ - Off-Line Analysis of Captured Traffic Files
Sniffed Traffic Files by the Traffic Sniffer

[): |E:"~F'n:|gram Filez\IP TraffichSamplel_PCHA Tro Browsze

[B]: |E:"~F'ru:ugram FilesIP TraffichSamplel_PCHE. Tre Browse

i

[&): Local File of captured Traffic [used as reference for the analysiz]

[E]: Remote File of captured Traffic e {E]
Start Analyzis

| Cancel |

By pressing the « Start Analysis » button, the following window is displayed.

“IP Traffic - Test & Measure™ - Processing of the Captured Traffic Files

Step 1: Files Overview

[&): |C:\Program Files\IP TraffichSample1_PCHA Trc

{A) is used as reference for the analysis
+-[]192.168.0.130 --> 192.165.0.30 (5004 Pkts - 1 Connection(s] |
- 192.168.0.30 - 192.168.0.130 (7507 Pkts - 2 Cannectian(s] )

Portz: 2010 --> 1055 [Protocol: TCP)
Parts: 1066 --» 2017 [Pratocal: UDP)

[B]: |E:\F'rogram Filez\IP TraffichSamplel_PCHE. Trc
Collapse | E xpand |

+-192.168.0.130 --» 192.168.0.30 (5007 Pkts - 1 Connection(z] |
+-192.168.0.30 > 192.168.0.130 (7504 Pkts - 2 Connection(z] |

Packets zcanned: 12511 [finished)

‘wihen the scan iz complete, please select in (4] a couple of [P addresses or connections for a couple of IP addreszes. Then go ta Step 2
Mate: If you expect ta replay connections, please select up ta 16 connechions.

Packets scanned: 12517 [finizhed)

Step 2: Criteria to search the Synchronization between these two files

Source Destination Others ...
v |F Address v IF Address v Identification [IP header field)
v Port Number v Port Humber r

Statuz  |Synchro Found [File A Packet #1 <--» File B: Packet #1]

[Starsean |

*Y'ou can now do the Step 3

Step 3: Analysis to compute "Packets Statistics™

Mumber of packets analysed: 25022 / 25022 (100 % processed)

Sunthesis of the Analyzsis made on these bwo Files
Couple of IP Addresses selected: 192.168.0.30 <--> 192.168.0.130
MNumber of Packets found corresponding to the Search Criteria: 12514
Mumber of UDP Connections found: 1
Mumber of TCP Connections found: 1
Fieplay Traffic Duration: 1 mn 57 =

Froceszzing of the sniffed traffic files iz ended, you can now press "0E"

oK Cancel
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In the Step 1 the couple of IP addresses 192.168.0.30 = 192.168.0.130 is selected. Then the
synchronization between these two files is found for the step 2. After running the step 3, the
synthesis is displayed showing 1 TCP and 1 UDP connections.

By using the “Packet Statistics” option, the following results are displayed.

Offline Packet Statistics

| Computer A ==> Computer B Save ... | Computer B ==> Computer A

IP address of A: 192.165.0.20 IP address of B : 192.168.0.130

Time (UTC) Sta.. | Tra... | Port-= ... | IP size (pro... | Identi.. 2| Time (UTC) Sta.. | Tra.. | Port-= ... | IP size (pro... | Identi.. &
(522:00:43.428  Sent Lo 20101 48 (TCP) =003 (522:00:43.420  Sent oo 10552 48 (TCP)  xBdd
PC22:00:43.451 Sent 0(7) 2010-=1.. 40 (TCPy  =xD0O14 PC22:00:43.420 Sent 0O(7) 105552 40 (TCP)  xB442
PC22:00:43.480 Sent 0O(" 2010-=1.. 40 (TCP)  =DDMs PC22:00:43.423  Sent 1" 1055-»4.. 1500 (TCP)  #B443
PC22:00:43530  Sent 0(%) 2010-21.. 40 (TCPy  =xD01B PC22:00:43.442  Sent 1(7) 1085-=2.. 1500 (TCP) w5444
PC22:00:43.570  Sent O(%) 2010-21.. 40 (TCPy  =DO7 PC22:00:43 462 Sent 1(%) 1085-=2.. 1500 (TCP)  xB445
PC22:00:43.611  Sent 0O(7) 2010-=1... 40 (TCPy  =xD018 PC22:00:43.481 Sent 1(7) 10552 1500 (TCP) #6446
PC22:00:43.651  Sent 07 2010-=1.. 40 (TCP)  =xD019 PC22:00:43.501  Sent 1 (7)) 1055-=2.. 1500 (TCP)  xB447
PC22:00:43621  Sent O(" 2010-=1.. 40 (TCP)  =DO1A PC22:00:43.521  Sent 1(" 10585-»4.. 1500 (TCP)  #B448
PC22:00:43.731  Sent 0O(" 2010-=1.. 40 (TCPy  xDO1B PC22:00:43.541  Sent 1(* 1055-2.. 1500 (TCP) #6449
PC22:00:43.771  Sent 0O(%) 2010-21.. 40 (TCPy  xDO1C PC22:00:43.561  Sent 1(%) 1085-=2.. 1500 (TCP)  xB444
PC22:00:43.810  Sent 0O(7) 2010-=1.. 40 (TCP)  xD0O1D PC22:00:43.582 Sent 1(7) 105522 1500 (TCP)  x644B
PC22:00:43.850 Sent 0O(7) 2010-=1.. 40 (TCP)  xDO1E PC22:00:43.602 Sent 2 (7)) 105552 1500 (TCP)  x644C
I;I'!??-ﬂﬂ-:ﬂ SN Sant O MM AN TRy srl"lﬂ1§ MUPR72.NN-473 R Sent 1M INRA-STD 1R00 TP wﬁdﬂg b
Port -= Part(Pra... | Packets | Last |% | Delay | Jitter |TCF'.. Port -= Part(Pra... | Packets | Last |% | Delay | Jitter |TCF'... |
Total Computer A 7807 3 0% 120ms  1ms 0 |Total Computer B 5007 3 0% 8ms 0Oms 3
1066 -= 2011 (U... 5000 3 0% 178 ms  1ms M, (10585 -= 2010 (T... 007 3 0% 8ms 0Oms 3
2010 -» 1055 (T... 2807 1] 0% B ms Oms 1]

£ 2

In this example, 3 UDP packets have been lost and the transit delay has an average of 178 ms
for the UDP connection. 3 TCP packets sent by the PC #B have been lost and the average for the
transit delay is 8 ms. Note also that 3 TCP packets sent by the PC #B have been retransmitted.

Note:

The ‘Transit ...” column contains the symbols (?) to indicate that the accuracy for measurement
cannot be defined (no common clock reference between the PCs and the PC clock is used for
packet time stamping by the IP Traffic Sniffer when capturing the packets).
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Example 2: use of the GPS kit and no ZClock module

“IP Traffic - Test & Measure™ - Off-Line Analysis of Captured Traffic Files

Sniffed Traffic Files by the Traffic Sniffer
[): |E:"~F'n:|gram Filez\IP TraffichSamplez_PCHA_with_GPS Tro

Browse

[B]: |E:"~F'ru:ugram FilessIP TraffichSample2_PCHE_with GPS. T Browse

i

[&): Local File of captured Traffic [used as reference for the analysiz]

[E]: Remote File of captured Traffic e {E]
Start Analyzis

| Cancel |

By pressing the « Start Analysis » button, the following window is displayed.

“IP Traffic - Test & Measure™ - Processing of the Captured Traffic Files

Step 1: Files Overview
[&): |C:\Program Files\IP TraffichSample2_PCHA_with_GPS. Trc
{A) is used as reference for the analysis
- 192.168.0.30 - 192.168.0.130 (7508 Pkts - 2 Cannectian(s] )
Portz: 1064 --> 2011 [Protocol: UDF)

Portz: 2010 --> 1053 [Protocol: TCP)
+-[J192.168.0.130 --> 192.168.0. 30 [5003 Pkts - 1 Connection(s) ]

[B]: |E:\F'rogram Filez\IP TraffichSample? PCHE_with_GPS.Trc
Collapse | E xpand |

+-192.168.0.30 > 192.168.0.130 (7503 Pkts - 2 Connection(z] |
+-192.168.0.130 --» 192.168.0.30 (5007 Pkts - 1 Connection(z] |

Packets zcanned: 12511 [finished)

‘wihen the scan iz complete, please select in (4] a couple of [P addresses or connections for a couple of IP addreszes. Then go ta Step 2
Mate: If you expect ta replay connections, please select up ta 16 connechions.

Packets scanned: 12510 [finizhed)

Step 2: Criteria to search the Synchronization between these two files

Source Destination Others ...
v |F Address v IF Address v Identification [IP header field)
v Port Number v Port Humber r

Statuz  |Synchro Found [File A Packet #1 <--» File B: Packet #1]

[Starsean |

*Y'ou can now do the Step 3

Step 3: Analysis to compute "Packets Statistics™

Mumber of packets analysed: 25021 / 25021 [100 % processed)

Sunthesis of the Analyzsis made on these bwo Files
Couple of IP Addresses selected: 192.168.0.30 <--> 192.168.0.130
MNumber of Packets found corresponding to the Search Criteria: 12515
Mumber of UDP Connections found: 1
Mumber of TCP Connections found: 1
Fieplay Traffic Duration: 2 mn 04 5

Froceszzing of the sniffed traffic files iz ended, you can now press "0E"

oK Cancel
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In Step 1, the couple of IP addresses 192.168.0.30 =» 192.168.0.130 is selected. Then the
synchronization between these two files is found for the step 2. After running the step 3, the
synthesis is displayed showing 1 TCP and 1 UDP connections.

By using the “Packet Statistics” option, the following results are displayed.

Offline Packet Statistics] on Driver Statistics)

| Computer A ==> Computer B | Computer B ==> Computer A

IP address of A 192 162.0.30 IP address of B : 192.165.0.130

Tirne (UTC) St | Transit ... | Port-= ... | IP size (p... | [denti... # || Time (UTC) St.. | Tran.. | Port-= ... | IF size (pro... | ldenti... | #
BF21:55:03559 Sent 180 (+5) 10B4-»2. . 1488 (UDP)  x9567 EF21:55:20725 Sent 1 (¢5) 105332 48 (TCP) %3021
BF21:55:03579 Sent 180 (+5) 10B4-52. . 1488 (UDP)  x9568 EFP21:55:20 726 Sent 1 (5) 105332 40 (TCP)  x3D22
GF21.55:03.598 Sert 171 (£5) 1064-»2.. 1488 (UDF)  x9569 GF 218520720 Sent 3 (x5 105332, 1500 (TCPY  x3D23
BF21:55:03620 Sent 179 (x5 10B4->2. 1485 (UDP)  xBERA EFP21E5:20747 Sent 1(¢F) 1053-=2. 1500 (TCPY  x3D24
BF21:55:03639 Sent 179 (+5) 10B4-»2. . 1488 (UDP)  x956B EF21:55:20 767 Sent 2 (+5) 105332 1500 (TCPY  x3D25
BF21:55:03 661 Sent 178 (&) 10B4-32. . 1488 (UDP)  «956C EF21:55:20787 Sent 1 (5) 105332 1500 (TCPy  x3D26
GF21.55:03685 Sent 173 (x5) 1064-»2.. 1488 (UDF) x9560 GF21:55:20.807 Sent 1(x5) 1053-32.. 1500 (TCPY  x3D27
BF21:55:03717 Sent 171 (+8) 10B4-»2 . 1488 (UDP)  x9E6E HFP21:E5:20827 Sent 1(¢F) 1053-=2. 1500 (TCPY  x3D28
BF21:55:03739 Sent 180 (+5) 10B4-»2. . 1488 (UDP)  %956F EF21:55:20.847 Sert 1(5) 105332 1500 (TCP) %3029
BF21:55:03758 Sent 170 (+5) 10B4-52 . 1488 (UDP)  x9570 EF21:55:20 866 Sent 2 (+5) 105332 1500 (TCP) %3024
BF21.55:03.760 Sent 179 (x5) 1064-»2.. 1488 (UDF)  x9571 GF21.55:20.806 Sent 1(x5) 105332, 1500 (TCPY  %3DZ2B
BF21:55:03799 Sent 179 (x5 10R4-»2 . 1488 (UDP)  xBE72 EFP2:E5:20906 Sent 2 (+F) 1053-=2. 1500 (TCPY  %3D2C

EP 215507 A2 Sert 178 451 10RL-37 14RA (INPY was73 M| BF 2105520926 Sent 1 (#5) 105332 1500 (TCP) %3020

< > GP31-55-90 Q47 Sent 2 481 1NA7-57 1800 TEPY o 3AnoFE Y
Port-» Port(Pro... | Packets | Lost | % .. | Delay | Jitter | TCP.. || Port-= Por(Pro... | Packets | Lost | % .. [ Delay | Jitter [ToP.. |
Total Computer A 7508 8 0% 122... 1ms 0 Total Computer B 5007 4 0% 1ms 0Oms 4
2010-= 1053 (T... 2508 ] 0% Oms Oms ] 1053 -= 2010 (T... 5007 4 0% 1ms Oms 4
1064 -= 2011 (U... 5000 ] 0% 184... 1ms [

In this example, 5 UDP packets have been lost and the transit delay has an average of 184 ms
for the UDP connection. 4 TCP packets sent by the PC #B have been lost and the average for the
transit delay is 1 ms. Note also that 4 TCP packets sent by the PC #B have been retransmitted.

Note: the ‘Transit ...” column indicates the symbols (* 5) in order to precise that the accuracy for
measurement is less than or equal to 5 ms (due to use of the GPS Kit that delivers a precise time
reference used for packet time stamping by the IP Traffic Sniffer when capturing the packets).
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Example 3: use of the GPS kit and the ZClock module

raffic - Test & Measure™ - Off-Line Analysis of Captured

Sniffed Traffic Files by the Traffic Sniffer
[): |E:"~F'n:|gram Filez\IP TraffichSampled PCHA_ with_GPS&Clock. Tre Browsze

i

[B]: |E:"~F'ru:ugram FilezsIP TraffichSample3 PCHE_with GPSESClock. Tro Browse
[&): Local File of captured Traffic [used as reference for the analysiz] 8] <—>(B]

[B]: Remate File of captured Traffic
Start Analyzis

Cancel

By pressing the « Start Analysis » button, the following window is displayed.

“IP Traffic - Test & Measure” - Processing of the Captured Traffic Files

Step 1: Files Overview

(&) |E:\F'rogram Files\IP TraffichSample3 PCHA_with GPSE2Clock. Tro [B): |E:\F'rogram FileshIP TraffichSampled PCHE_with_GPSE2Clock. Tro
{A) is used as reference for the analysis Collapse | E xpand |
- 192.168.0.30 - 192.168.0.130 (7508 Pkts - 2 Cannectian(s] ) +- 192.168.0.30 -» 192.168.0.130 (7502 Pkts - 2 Cannectian(s] )
Fuorts: 1065 --» 2011 [Pratocol: UDP) +-192.168.0.130 --> 192.168.0.30 (5007 Phts - 1 Connection(s) )

Portz: 2010 --> 1054 [Protocol: TCP)
+-[]192.168.0.130 --> 192.168.0.30 [5003 Pkts - 1 Connection(s] |

Fackets scanned: 12511 [finished) Packets szanned: 12509 [finizhed)

Wwhen the scan iz complete, pleaze select in [4) a couple of IP addreszes or connections for a couple of IP addresses. Then go to Step 2
Mate: If you expect to replay connections, please select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source Destination Others ...
v P Address v P Address Iv Identification [IF header figld)
v Part Number v Part Mumber -

Statuz  |Sunchro Found [File &: Packet #1 <--» File B: Packet #1]

[Stetsean |

*Y'ou can now do the Step 3

Step 3: Analysis to compute "Packets Statistics™
Mumber of packets analysed: 25020 / 25020 (100 % processed)

Synthesis of the Analysis made on these bwo Files
Couple of IP Addresses selected: 192.168.0.30 <-> 192.168.0.130
Mumber of Packets found corresponding to the Search Criteria; 12515
Mumber of UDP Connections found: 1
Mumber of TCP Connections found: 1
Replay Traffic Duration: 1 mn 53 s

Processing of the sniffed traffic files iz ended. you can now press "OK"

oK. Cancel
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In Step 1, the couple of IP addresses 192.168.0.30 =» 192.168.0.130 is selected. Then the
synchronization between these two files is found for the step 2. After running the step 3, the
synthesis is displayed showing 1 TCP and 1 UDP connections.

By using the “Packet Statistics” option, the following results are displayed.

Offline Packet Statistics

| Computer A ==> Computer B | Computer B ==> Computer A

IF address of A 192 168.0.30 IP address of B : 192 168.0.130
Time (UTC) St | Transit... | Port-= ... | IP size (p...| Identi.. # | Time (UTC) St | Tran.. | Port-> ... | IP size (pro... | Identi.. | #

GF 215754067 Sent 182 (+1) 1085-=2.. 1488 (UDP) xB2BC  |%¥F21:58:00.793 Sent O (1) 1054-32... 48 (TCP)  x50B1
GF21:57:54.285 Sent 184 (1) 10B5-»2.. 1488 (UDP) xB2BD  |ZF21:58:00.794 Sent 0 (1) 1054-32.. 40 (TCP) %5082
BF21:57.54306 Sent 183 (1) 10B5-»2.. 1488 (UDP) xB2BE  |FF21:58:00.796 Sent 1(t1) 1054-=2.. 1500 (TCP) x50B3
GF21.57.54.326 Sent 183 (£1) 1085->2.. 1488 (UDP) xB2BF |%F21:53.00.815 Sent 1(x1) 1084-»2.. 1500 (TCP) x50B4
GFD1:57.54.347 Sent 182 (1) 1085-=2.. 1488 (UDP) xB2C0 |9 21:53:.00.835 Sent 1(x1) 10584->2.. 1500 (TCP) x50B5
GF21:57:54.367 Sent 182 (1) 10B5-»2.. 1488 (UDP) xB2Ct  |FF21:58:00855 Sent 1(x1) 1054-x2.. 1500 (TCP)  x50B6
BF21:57.54.388 Sent 191 (1) 10B5-»2.. 1488 (UDP) xB2c2  |FF21:58:00878 Sent 1(x1) 1054-x2.. 1500 (TCP) x50B7
GF21.57.54.408 Sent 181 (£1) 1085->2.. 1488 (UDP) xB2C3  |%F21:53.00.895 Sent 1(£1) 1084-»2.. 1500 (TCP) x50B8
GFD1.57.54.427 Sent 182 (1) 1085-=2.. 1488 (UDP) xB2C4 |9 21:53.00.915 Sent 1(x1) 10584->2.. 1500 (TCP) x50BE9
GF21:57:54.449 Sent 191 (1) 10B5-»2.. 1488 (UDP) xB2cs | 21:58:00.935 Sent 1 (1) 1054-x2.. 1500 (TCP) x50BA
BF21:57.54.468 Sent 191 (1) 10B5-»2.. 1488 (UDP) xB2CE  |FF21:58:00.955 Sent 1(x1) 1054-x2.. 1500 (TCP) x50BB
GF21.57.54.490 Sent 190 (£1) 1085->2.. 1488 (UDP) xB2C7  |%F21:53.00.975 Sent 1(£1) 1084-»2.. 1500 (TCP) xS0BC
CPO1-57-R4 AN0 Sert 100 (10 ANRG-37 1487 1INEY «ForR M0 EF 295301 046 Sent 1 (1) 1054-32.. 1500 (TCPY %5080
< > GP21-68:M1 MRR Sent 1 (+ 17 1NR4-=7 1800 TrPY wanRE Y

Port-» Port(Pro... | Packets | Lost | % ... | Delay | Jiter | TCP... || Port-> Pont(Pro... | Packets | Lost | % .. [ Delay | Jitter [TCP.. |
Total Computer A& 7805 B 0% 123.. 1ms 0 Total Computer B a007 4 0% 1ms 0Oms 4
2010-» 1054 (T 2508 0 0% Oms Oms 0 [1054-=2010(T.. 5007 4 0% 1ms Oms 4
1065 -> 2011 (U 5000 B 0% 1865 Tms NiA

In this example, 6 UDP packets have been lost and the transit delay has an average of 186 ms
for the UDP connection. 4 TCP packets sent by the PC #B have been lost and the average for the
transit delay is 1 ms. Note also that 4 TCP packets sent by the PC #B have been retransmitted.

Note: the ‘Transit ...” column indicates the symbols (* 1) in order to precise that the accuracy for
measurement is less than or equal to 1 ms (due to use of the GPS Kit that delivers a precise time
reference and the ZClock module used for packet time stamping by the 'Traffic Sniffer' when
capturing the packets).
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Example 4: capture containing IPv6 packets

raffic - Test & Measure™ - Off-Line Analysis of Captured

Sniffed Traffic Files by the Traffic Sniffer
[): |E:"~F'n:|gram Filez\IP TraffichSampled PCHA_ with_IPvE. Tro Browsze

i

[B]: |E:"~F'ru:ugram FilessIP TraffichSampled PCHE_with |PvE.Trc Browse
[&): Local File of captured Traffic [used as reference for the analysiz] 8] <—>(B]

[B]: Remate File of captured Traffic
Start Analyzis

Cancel

By pressing the « Start Analysis » button, the following window is displayed.

“IP Traffic - Test & Measure” - Processing of the Captured Traffic Files

Step 1: Files Overview

(&) |E:\F'rogram Files\P TraffichSampled PCHa,_with [PvE.Trc [B): |E:\F'rogram FileshIP TraffichS ampled_PCHE with [PywE. Tro
{A) is used as reference for the analysis Collapse | E xpand |
= feBl:211: 436 fel3: 2218 -» feB0: 210:5aff fe3b:ebab (4004 Pkiz - 2 Connection(s] | +- feB:211: 43 fe03:2218 > feB0:210:5af fe3b:eBab [4004 Pkls - 2 Connection(z] |
Ports: 1051 --» 20083 [Protocol: UDP) +- [eB0:210:5aff fe3b:ebab --» feB0:211:43fffel3:a218 (1003 Pktz - 1 Connection(z] |

Ports: 1052 --» 2009 [Protocol: TCP)
+- [ te80:210:5aff:fe3b:eBab > FeB0::211:43H:fe03:a218 [1003 Pkts - 1 Connection(s] |

Fackets scanned: 5007 [finished) Packets scanned: 5007 (finizhed)

Wwhen the scan iz complete, pleaze select in [4) a couple of IP addreszes or connections for a couple of IP addresses. Then go to Step 2
Mate: If you expect to replay connections, please select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source Destination Others ...
v P Address v P Address Iv Identification [IF header figld)
v Port Number v Port Humber ¥ Hash Code (MDA)

Statuz  |Sunchro Found [File &: Packet #1 <--» File B: Packet #1]

[Stetsean |

*Y'ou can now do the Step 3

Step 3: Analysis to compute "Packets Statistics™
Mumber of packets analyzed: 10014 /10014 (100 % processed)

Synthesis of the Analysis made on these bwo Files
Couple of P Addresses selected: feB0:211:43M:fel3:2218 <> feB0::210:5aff.fe3b.ebab
Mumber of Packets found corresponding ko the Search Criteria; 5007
Mumber of UDP Connections found: 1
Mumber of TCP Connections found: 1
Replay Traffic Duration: 40 =

Processing of the sniffed traffic files iz ended. you can now press "OK"

oK. Cancel
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In Step 1, the couple of IP addresses fe80::211:43ff:fe03:a218 =» fe80::210:5aff:fe3b:e6ab is
selected. Then the synchronization between these two files is found for the step 2. After running
the step 3, the synthesis is displayed showing 1 TCP and 1 UDP connections.

By using the “Packet Statistics” option, the following results are displayed.

Offline Packet Statistics

| Computer A ==> Computer B Save .. | Computer B ==> Computer A

IP address of A: fefil::211:43fffe03: 2218 IP address of B : fefiD: 210:5aff.-fe3b: ebab

Time (UTC) Sta.. | Tra.. | Port-> ... | IP size (pro... | Identi.. #/| Time (UTC) Sta.. | Tra.. | Port-= ... | IP size (pro... | Identi... #
(516:27:49.350  Sent . 1061-»2. 1488 (UDP) MAA, (DIE27E7 B8 Sent . 2009-»1 B4 (TCF) MAA,
PC16:27:49.351  Sent 0 (7)) 1052-x2.. B4 (TCF) T, PC16:27:57 642 Sent 0(7) 2009-»1.. B0 (TCF) T
PC16:27:49.351  Sent 0(7) 1052-32.. B0 (TCF) T, PC16:27:57 682 Sent 0(7) 2009-=1.. B0 (TCF) Ti
PC16:27:49354  Sent 0(?) 1052-32.. 1500 (TCP) MEA, PC1G:27:57 722 Sent 0(7) 2009-=1.. 60 (TCF) [
PC16:27:49.370 Sent 0(" 1051-22.. 1488 (UDP) [ PC16:27:57 762 Sent 0(7) 2008-=1.. B0 (TCF) MAA,
PC16:27:49.375 Sent 0(7) 1052-x2.. 1500 (TCPF) T, PC16:27:57.802 Sent 0(7) 2009-»1.. B0 (TCF) T
PC16:27:49.389 Sent 0(?) 1051-32.. 1488 (UDP) T, PC16:27:57.842 Sent 0(7) 2009-=1.. B0 (TCF) Ti
PC16:27:49394  Sent 0(?) 1052-32.. 1500 (TCP) MEA, PC1G:27:57.882 Sent 0(7) Z2009-=1.. 60 (TCF) [
PC16:27:49.410  Sent 0(" 1051-22.. 1488 (UDP) [ PC16:27:57.921  Sent 0(7) 2009-=1.. B0 (TCF) MAA,
PC16:27:49.415  Sent 0 (7)) 1052-x2.. 1500 (TCPF) T, PC16:27:57.962 Sent 0(7) 2009-»1.. B0 (TCF) T
PC16:27:49.429  Sent 0(7) 1051-32.. 1488 (UDP) T, PC16:27:58.002 Sent 0(7) 20039-=1.. B0 (TCF) Ti
PC16:27:49.434  Sent 0(?) 1052-32.. 1500 (TCP) MEA, PC16:27:58.042 Sent 0(?) 2009-=1.. 60 (TCF) [
I:I'!'IR-?T-&Q 4A0 Rent N ANA1.>D 14FR (11INEY h”i Y I:I'HR-D?-»’-T.R 087 Sent N INNE-»1 ROTEEY nl.fi b
Port -= Pant{Pro... | Packets | Lost | % .. | Delay | Jitter | TCP.. | Port -> Pant{Pro... | Packets | Last | % . | Delay | Jitter | TCP... |
Total Computer A& 4004 0 0% 0 ms 0 ms 0 |Total Computer B 1003 ] 0% Oms Oms 0
1052 -= 2009 (T... 2004 ] 0% 0 ms 0 rms 0 |2009 -= 1052 (T... 1003 0 0% Oms Oms ]
1051 -= 2009 (L. 2000 ] 0% 0ms 0ms [N

< *

In this example: no lost packets and no delay.

In fact, in this example, GPS and Zclock systems were not used. That is why, "IP Traffic — Test &
Measure" can’t give a transit delay. In that case, the values shown in the “delay” column are
closed to the jitter.

Note:

The ‘Transit ...” column contains the symbols (?) to indicate that the accuracy for measurement
cannot be defined (no common clock reference between the PCs and the PC clock is used for
packet time stamping by the IP Traffic Sniffer when capturing the packets).
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