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The content of this User Guide is provided for informational use only. It is subject to change without
notice, and must not be used as a commitment by ZTI.

ZTI could not be liable for any direct or indirect damages caused by the software or User guide
imperfection.

The elaboration of this guide has been made to be as accurate as possible. We hope that you will
find all the information required to use our software in a convenient way. Failing to do so, do not
hesitate to contact us at support@zti-telecom.com.

Except when allowed by license agreement between ZTI and User, no part of this guide or the
software may be reproduced, transmitted in any form or by any means.

To contact us:

ZTI

1 boulevard d’Armor
BP 20254

22302 Lannion Cedex
France

Phone: +33 2 9648 4343

Fax: +33 2 9648 1485
Web: www.zti-telecom.com or www. zti.fr
Email: contact@zti-telecom.com (marketing & sales)

support@?zti-telecom.com (technical support)

Copyrights

Copyright ZTI 2000 - 2009. All rights reserved. The software described in this manual is protected by a License
France Telecom licensed product. Agreement and may only be used in accordance with the terms of this
agreement.

No part of this manual may be copied, reproduced, translated or recorded by any mean without prior written consent from
ZTI. All products and company names mentioned in this document are trademarks or registered trademarks of their
respective owners.
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End User License Agreement

This is an agreement between you (legal entity or physical person) and ZT]I.

«  COPYRIGHT
The enclosed Software and documentation (here after called the Products) remains the property of ZTI.

French copyright laws and international treaties protect the products. ZTI grants you the right to use the
products according to the following:

* USE OF THE SOFTWARE
You may:

- Install the software on the hard disk of your system accordingly with the software protection
described in the next paragraph.

- Make one backup copy of the software, provided that this copy is not used or install on any
computer.

- Use the product properly and on the following platforms only: Windows Vista, Windows Server 2003,
Windows XP and Windows 2000 (SP 3 or earlier recommended).

In accordance with copyright and patent laws, the Licensee undertakes:
- To use the Products only for its own use
- Not to modify the Products
- Not to make illegal copy of the Products
- Not to give, rent, sublicense or sale the Products
- To protect and respect ZTI and Products reputation.

*  SOFTWARE PROTECTION

IP Traffic — Test & Measure with its add-ons is licensed on a workstation basis. You will need to purchase
a separate license for each machine that you install it on. Each licensed copy of the software installed on a
workstation has:

- aunique Site Code that requires the corresponding unigue Site Key to be entered

- oraunique USB Software Protection Key to be plugged
to run the software.

*  LIMITED WARRANTY

The software is supplied without any express or implied warranty regarding the performances or results
obtained by the use of the Products.

ZTI warrants that the software media (i.e. CD-ROM) will be free of material defects for a ninety (90) days
period following purchase. The limited warranty applies to the media and not the information contained on it.
If the media does not comply with this limited warranty, the only remedy is the replacement of the media
software. In no event, ZTI will be liable for any kind of direct or indirect damages caused by the Products.

*  COURT OF LAW
French laws will govern this agreement.

The court of Saint-Brieuc (France) shall finally settle all disputes arising out of or in connection with this
Agreement.

FOR FURTHER INFORMATION, PLEASE CONTACT: ZTI CUSTOM ER SUPPORT DEPARTMENT.

ZTI

1 boulevard d'Armor

BP 20254

22302 Lannion Cedex

France

Phone: +33 2 9648 4343

Fax: +33 2 9648 1485

Email:  support@zti-telecom.com or support@zti.fr
Web: www. zti-telecom.com or www. zti.fr
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PART O Preface

0.1 Organization of this manual
This manual is aimed at helping you to discover and use IP Traffic - Test & Measure . It is

organized as follows:

e Part 1: Product Overview

Describes the key features of the IP Traffic - Test & Measure and Automation Tool for IP Traffic

- Test & Measure .

e Part 2: What's new in IP Traffic - Test & Measure version 2.6

Is a general overview of new features, main improvements provided with IP Traffic - Test &
Measure version 2.6.

e Part 3; Install IP Traffic - Test & Measure

Presents the product requirements, how to install the software downloaded from the Internet or
from the CD-ROM, provides important information to upgrade from previous versions and explains
how to choose the most suitable IP Traffic - Test & Measure package.

e Part 4: How to handle your license?

Describes how to proceed for the license transfer

e Part 5: Uninstall IP Traffic - Test & Measure

Explains how to uninstall the software

» Part 6: Getting Started

New users can use this help as an introduction to IP Traffic - Test & Measure and generate or
receive traffic with the IPv4 protocol in a few clicks.

e Part 7: Run IP Traffic - Test & Measure

Details how to run the software.

» Part 8: IP Traffic - Test & Measure and Windows Firewall

Gives details about the way to configure the Windows firewall to authorize the use of IP Traffic -
Test & Measure .

» Part 9: Hardware Installation (Time Devices and zCl  ock)

How to connect one of the Time Device and zClock to the PC.

e Part 10: Graphical User Interface

Presents the IP Traffic - Test & Measure Graphical User’s Interface, i.e. the main rules and
principles of representation and display.

e Part 11: Using IP Traffic - Test & Measure

How to use IP Traffic - Test & Measure . This part includes the menu and functionalities
description. It is based on windows and tabs description. Each tab is presented separately.

Copyright © 2000-2009 ZTI. All rights reserved. Page 9/194



IP Traffic — Test & Measure PART O Preface

« Part 12: Calculation Mode for the Statistics

This part describes the rules and methods used to calculate statistics displayed by IP Traffic -
Test & Measure .

 Part 13;: Command Line Parameters

How to use a command line with parameters to start or to stop IP Traffic - Test & Measure .

* Part 14: Appendix

Provides additional information about the mathematical laws used by IP Traffic - Test & Measure
IP Traffic - Test & Measure traces, configuration parameters saved in the Registry database,
default values of a new context, information on external objects for the ‘IP Generator’ module (file
or DLL).

» Part 15: Examples of sniffed traffic files

Eight sample files (containing IP packets captured with the 'Traffic Sniffer' ) are provided with IP
Traffic - Test & Measure . These files can be used with the off-line mode of the 'Traffic Observer' .

0.2 Minimum System Requirements

To appropriately operate IP Traffic - Test & Measure you need the following minimum system
requirements:

» All modern versions of Microsoft Windows are supported - from 2000 to Windows 7 with 32-bit
or 64-bit environment, including Windows 2000, Windows XP, Windows Server 2003, Windows
Vista, Windows Server 2008 and Windows Seven.

* Pentium processor with 512 MB memory
o 1024 x 768 display
» 25 MB free hard disk space

0.3 References

[WINSOCK?2] « Windows Socket 2 - Application Programming Interface » Revision 2.2.0 - May 10,
1996

[IPV6-XP] http://www.microsoft.com/windowsserver2003/technologies/ipv6/ipv6.mspx
[RFC2544]  “Benchmarking Methodology for Network Interconnect Devices”
[RFC2460] “Internet Protocol, Version 6 (IPv6) - Specification”

[RFC2373]  “IP Version 6 Addressing Architecture”

[RFC1889] “RTP: A Transport Protocol for Real-Time Application” explaining the jitter
calculation.
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0.4 Terms used in this document

Interface Generic term used to reference a NIC (LAN adapter), a connected RAS

connection (ISDN, ADSL, Modem) or a tunneling path.

Tooltip A tooltip is a popup window displayed when you move the mouse over a sensitive

area. IP Traffic - Test & Measure displays the tooltip during 5 seconds.

Automation Automation is an add-on scripting tool used to pilot automatically IP Traffic - Test

& Measure .

0.5 Technical Support

ZTl Technical Support can assist you with all your technical problems from installation to
troubleshooting.

Before contacting our Technical Support, please read the relevant sections of the product
documentation and the “Read Me First” file.

Before contacting our technical support, make sure you record the following information:

Product name and version.

Demo version or licensed product.

System configuration.

Problem details: settings, error messages...

If the problem is persistent, give the details of how to create the problem.

You can contact Technical Support by:

Email Send as many details as possible to support@zti-telecom.com or support@zti.fr

Fax Send as many details as possible to +33 2 9648 1485

Telephone | Telephone support is available from 09:00 am to 06:00 pm (GMT Time +1 or +2),

Monday to Friday. Call +33 2 9648 4343

Copyright © 2000-2009 ZTI. All rights reserved. Page 11/194



IP Traffic — Test & Measure PART 1 Overview

PART 1 Overview

1.1 General Description

IP Traffic - Test & Measure is a connection and data generation tool for IP networks. Data flows
use TCP (Transmission Control Protocol), UDP (User Datagram Protocol) or ICMP (Internet
Control Message Protocol) protocols, which are used by mailing exchanges, file transfers, ping

programs and World Wide Web transmissions.

Various testing configurations can be implemented using more than two PCs. IP Traffic - Test &
Measure establishes TCP, UDP or ICMP connections between PCs through IP networks.

%5 GPS satellites

o ™
o it =3
o i M

\\

| IP Generator

zClock

O

IP Answering P Netwnrk

Lan, Man, Wan, Wi, Wrmix/,! 7 2
FTTx, satellite, mobile s
(¢ ,_ .
.. e ]

I —

A e e

e s P

4 1
"""i zClock | 3

- e Bl

IP Traffic - Test & Measure is an IP software testing tool using the Microsoft Windows TCP/IP
stack (Winsock2 interface). So, IP Traffic - Test & Measure is independent of any transmission or
telecom link and can use any transmission link managed by the Windows operating system: LAN
(Ethernet, Token-ring, hyperlan...), WLAN, WAN (modem, ISDN, ATM, ADSL, FTTx, satellite
link...), remote access, mobile or cellular networks.

IP Traffic - Test & Measure can be used to get high accuracy measurements by using optional
hardware providing a very precise time reference thanks to both the Time Devices synchronized by
GPS (z100, z200 or z300 device) and a very precise clock (zClock).

IP Traffic - Test & Measure is composed of four modules: ‘IP Generator’ , ‘IP Answering’ ,
‘Traffic Sniffer’ and ‘Traffic Observer’

* ‘IP Generator' is able to generate IP traffic on 16 simultaneous connections.
 ‘IP Answering’ is able to receive IP traffic on 16 simultaneous connections with different

working modes (Absorber, Absorber file, Echoer, Echoer file and Generator).
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IP Traffic — T&M (local) IP Traffic — T&M (remote)
IP Generator IP Answering
IP Answering IP Generator
Up o 'ié"é'c')'h'r:{éctions
Caption Traffic I

Echoed traffic = =o—

The ‘IP Generator’ and ‘IP Answering’ modules

» ‘Traffic Sniffer’ is able to capture traffic files at the driver level (under the TCP/IP stack) in
order to calculate traffic statistics and to add a timestamp to the IP packets and to put them into
a file. The ‘IP Generator'’ module can replay these traffic files.

Applications server
(HTTP, FTP, ._)

IP Traffic - Test & Measure: Sniffer mode

IP Traffic - Test & Measure can be used to capture IP traffic with the ‘Traffic Sniffer’: for
example, the IP flows between a mobile and an application server (web, video telephony...) can
be captured and saved in a file. IP packets are time-stamped, to replay IP traffic with the same
timing as for the capture. The user can then use an internal IP Traffic - Test & Measure
algorithm in order to obtain two traffic files (traffic client file and traffic server file). These traffic
files can be used by the IP Traffic - Test & Measure generator as source traffic.

» ‘Traffic Observer is a powerful graphic tool to display and visualize traffic statistics of IP
connections. Statistics are displayed in real time [on-line mode] or by using an off-line mode
[user can replay traffic files by using a 'video recorder' mode (play, pause, stop) with index
management].

‘Traffic Observer’ online mode displays real time statistics for the ‘IP Generator’ or the ‘IP
Answering’ modules.

‘Traffic Observer’ offline mode provides QoS statistics as ‘Packet Erasure Rate’ and ‘Packet
Transit Delay’.
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IP Traffic - Test & Measure can be operated with two main modes:

* The normal mode: the user can access all commands and functionalities

* The remote control mode: the user can't access locally commands of IP Traffic - Test &
Measure . It's mainly used for control by a remote IP Traffic - Test & Measure system. It's
very useful for example to use an IP Traffic - Test & Measure system as a server that the

user can operate remotely.

The design of the IP Traffic - Test & Measure man machine interface offers a main window
allowing easy access to all functionalities and commands. Counters and indicators give an

overview of the overall traffic activities.

2 "IP Traffic - Test & Measure"”

File Edit Configuration Time Reference Utiities Automation Tool Help Operating mode

Parameters #01 1
Parameters #02 | |
Parameters #03] |
Parameters #04 | |
Parameters #{)5]
Farameters #{]61
FParameters #07 1
Parameters #{)81
Parameters #09 i |
Parameters #10 j |
Parameters #11| |
Parameters #12]
Farameters #1 31
Parameters #14
Parameters #1 5] |
Parameters #1 61 |

C0NRRE ALY

¢ Automatic Mode

IF Generator - Parameters ] IP Generator - Traffic + Statistics ] IP Answering - Parameters + Statistics 1 Traffic Sniﬂer} Traffic Observer]
- Destination Parameters 7  Unitary Mode
IP Address or Host Name « Frotocol~ Port Type
Connection #01 | | | NO_ADDRESS |Tce ~||2009 Packet generator
Connection #02 | | | NO_ADDRESS {TcP ~||2009 Packet generator
Connection #03 | | | NO_ADDRESS |Tce ~||2000 Packet generator
Connection #04 | | | NO_ADDRESS |TcP ~||2009 Packet generator
Connection #05 | _»| | NO_ADDRESS [TcP ~||2009 Packet generator
Connection#05 | | | NO_ADDRESS fTce ~||2009 Packet generator
Connection #17 | | | NO_ADDRESS [Tce ~|[2009 Packet generator
Connection#08 | | | NO_ADDRESS |TcP ~||2009 Packet generator
Connection#09 | _»| | NO_ADDRESS fTce ~||2009 Packet generator
Connection#10 | | | NO_ADDRESS {TcP ~||2009 Packet generator
Connection #11 | | | NO_ADDRESS |TcP ~||2009 Packet generator
Connection#12 | || NO_ADDRESS |Tce ~||2009 Packet generator
Connection#13 | | | NO_ADDRESS |TcP ~||2009 Packet generator
Connection#14 | »| | NO_ADDRESS |TcP ~||2009 Packet generator
Connection#15 | | | NO_ADDRESS {Tce ~||2000 Packet generator
Connection #16 | _*| | NO_ADDRESS |Tce ~||2009 Packet generator

| (" Replay Mode

NoZTITime  Aduty | = [ [ || e e
Reference used 7% . Aidlve connecic W Rrougnput 144 AHVECOTNETTT
Remore Control of an IP Traffic - Test & Measure system-
Remote file context Remuote IP address or Host Name Fort [~ Remote Operation

NO_ADDRESS ] 2600

ity (hased o application data} — —IP Answering Activity (based on applic

IP Traffic - Test & Measure main window
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1.2 Architecture

......................
",
LN
"

Web browser IP applications

--------
e
..
o
.
.
-

.-
.....
.~ -
--------------------------

(used by IP Traffic to calculate
| TCP | | ubP | statistics in the generator and

answering modules)
IP
—————————————— » ‘Time’ point of reference (sniffer)
{ (used by the sniffer to timestamp
Drivers IP packets sent and received)

+
access products

/ Mobile
ISDN / / W|reless

PSTN  satellite

Ethernet

Two points of reference are used by IP Traffic - Test & Measure .

‘Applicative’ point of reference

In the ‘IP Generator' and the ‘IP Answering’ modules, statistics (e.g. throughput, RTT...) are
calculated at the application level (above the TCP/IP stack). These statistics refer to data sent or
received by IP Traffic - Test & Measure , and are independent of the protocol (TCP or UDP).

‘Time’ point of reference

The ‘Traffic Sniffer’ uses this point of reference in order to timestamp sent and received IP
packets. Timestamp of packets is made at the nearest of the physical link (under the TCP/IP
stack). Therefore, IP Traffic - Test & Measure can identify lost and retransmitted IP packets.
Values and statistics of the ‘Traffic Observer’ tab use this point of reference.

To get a good accuracy to timestamp IP packets, additional time devices are available as
described in the following paragraph.

When no additional hardware is used the ‘Traffic Sniffer’ uses the PC internal clock to timestamp
sent and received IP packets. Because, the PC internal clock can't provide an absolute time
reference and needs to be synchronized with all the PCs internal clocks used by IP Traffic - Test
& Measure ZTI recommends an additional time device to allow a precise calculation of the
propagation delays through IP networks.
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1.3 Use a hardware time device to get high precisi  on
measurements

Thanks to our hardware add-ons, you are able to get a precise time reference that can be used to
get precise measurements of QoS metrics provided by IP Traffic - Test & Measure. With such add-
ons, you can measure for example the transit delay of IP packets sniffed on the network with an
uncertainty reaching 1 millisecond max depending on the configuration you chose.

1.3.1 z100 — Time Device synchronized by GPS (Timin g & Navigation)

Based on the Trimble Copernicus technology (Trimble OEM), this
sensitive GPS receiver acquires autonomously GPS satellite signals and
quickly generates reliable position in extremely challenging environments
and even under poor signal conditions. It is recommended to use an
outdoor antenna for best results.

1.3.2 z200 — Time Device synchronized by GPS (High Precision
Timing)

Designed to provide an accurate pps (pulse per second) signal to use in
measurement and industrial applications, this GPS timing module is
designed to be used in indoor or outdoor static applications, requiring
accurate time stamp reference information. It delivers accurate pps
signal, even in very poor signal level environments (indoor, urban
canyons and obscured environments) or when only 1 satellite is visible
and being tracked. If the satellites signals are completely lost, the hold-
over mode enables the module to keep sending the pps signal, with low
drift over time.

1.3.3  z300 — High Precision Time Server synchroniz ed by GPS

This high precision NTP time server with POE (Power over Ethernet) is
designed for indoor or outdoor use and synchronized by GPS, in order to
provide accurate timing information for network synchronization and
measurement applications. It delivers accurate timing information, even
in poor signal level conditions as z200. Thanks to its self-survey mode,
the accuracy of the timestamp (compliant with SNTP protocol) is less
than 10us, and is achievable even with only 1 satellite being tracked.
z300 is available in different metal housings, either compact (z300-C) or
19" rack mounted form factor (z300-R).

1.3.4  zClock — High Precision Clock

The Real Time Clock (RTC) built into most common machines is far from
being reliable and most RTCs drift considerably over time. Based on a
high stability OCXO (Oven-Controlled Crystal Oscillator) with a fast warm
up, the zClock product offers a very precise clock (0,27 ppm) to any PC
applications all that in a small and compact device. By using zClock, the
application can rely on a precise clock with a drift lower than 1
millisecond for 1 hour on 1 year.
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1.3.5 Time Reference Accuracy vs. configuration ch

Configuration

Absolute Time reference

osen

Accuracy for
Measurement

IP Traffic - Test & Measure

None or user defined.

Not defined
(PC clock used)

IP Traffic - Test & Measure + z100 or z200

YES, provided by the time device
synchronized by GPS.
Absolute reference.

5 milliseconds

IP Traffic - Test & Measure + zClock

NO or user defined (zClock is
initialized with the PC clock).
Relative reference.

1 millisecond

IP Traffic - Test & Measure + z100 or z200 + zClock

YES, provided by the time device
synchronized by GPS (zClock is
initialized with the GPS time).
Absolute reference.

1 millisecond

IP Traffic - Test & Measure + z300

(one z300 unit for multiple machines running
IP Traffic — T&M)

YES, provided by the NTP Time
Server synchronized by GPS.
Absolute reference.

1 millisecond
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1.4 IP Traffic - Test & Measure Key Features

Module 1:'IP Generator’ Overview

a The ‘IP Generator’ module generates up to 16 simultaneous UDP (Unicast, Multicast or
Broadcast) and/or TCP connections and/or ICMP connections. The connections can be
established following three different testing modes:

= Unitary Mode: you can choose among two type of data generator

Internal data generator: you can select the traffic generator data source and configure
packets size and Inter Packet Delay for each connection. With the ICMP protocol you can
set:

* Request packet number and content: packet generator (fixed, randomized, alternated
and increasing / decreasing).

* Request data size: fixed, randomized, alternated and increasing / decreasing.

* Reply receiving timeout: fixed, randomized, alternated, increasing / decreasing or use of
a mathematical law.

IP Traffic - Test & Measure offers three different data sources:

« Automatic data generator by using mathematical laws®,

» Packets generator: many parameters can be defined (number of packets to send, inter
packet delay, packet contents, ...)

«  File: selection of a file to send .

External data source generator @ select a file or an external DLL providing traffic to send
(packet starting time, size, contents, inter packet delay...) and if needed use of a loop
counter with an idle time between each loop.

= Automatic mode @: use of a mathematical law for connections generation starting time
and another mathematical law for data volume to send, in order to generate up to 16
outgoing IP connections. This mode can not be used with ICMP connections.

= Replay sniffed traffic @: use of a traffic file previously captured by the Traffic Sniffer and
the ‘IP Generator’ module replays this traffic file with timing accordingly to time capture (IP
resolution addressing is made by the user before replay).

o Statistics:  different statistics parameters are displayed by the 'IP Generator' module for each
connection

. Sent throughput @

. Received throughput @

. Sent packet throughput @

. Received packet throughput @

. Sent data volume @

. Received data volume (volume of data sent by the remote) ®
. Sent packets

. Received packets (packets sent by the remote)
. Data volume to send ™

. Remaining volume (of data to send) ®

. Seq. numb errors (sequence numbering errors)
. Mean RTT (Round Trip Time)

. Min RTT

. Max RTT

. Jitter @

@ These statistics are not available with ICMP protocol.
@ Not available with ICMP.
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A RTT summary is also available. This summary shows the minimum, maximum and Mean RTT
values for all connections of the ‘IP Generator’ part. These statistics can be saved in a CSV file
defined by the user.

Module 2:'IP Answering’ Overview

o The ‘IP Answering’ module receives traffic (up to 16 simultaneous connections), and operates
for each connection following different working modes: ‘Absorber’, ‘Absorber file’, ‘Echoer’,
‘Echoer file’ ‘Generator’ or ‘Disable’.

We will consider hereafter that the local machine is used for generating IP traffic and the
remote one is used for IP answering.

Connection #n :
Local IP Generator Remote IP Answering

(Absorber mode)

Connection  #m Remote IP Answering

(Absorber File mode)

\@
Connection #p

p Remote IP Answering

Local IP Generator

Local IP Generator

Connection #q .
- Remote IP Answering

— (EChoer mOde)

Connection #r

Local IP Generator

Remote IP Answering

>
Te——

]

O Statistics: different statistics parameters are displayed by the IP Answering module for each
connection:

Local IP Generator

. Sent throughput

. Received throughput

. Sent packet throughput

. Received packet throughput

. Sent data volume

. Received data volume (volume of data sent by the remote)
. Sent packets

. Received packets (packets sent by the remote)
. Data volume to send

. Remaining volume (of data to send)

. Seq. numb errors (sequence numbering errors)
. Data not echoed

. Jitter

These statistics can be saved in a CSV file defined by the user.
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Module 3: 'Traffic Sniffer’ Overview

Sent and received IP packets are time-stamped by the ‘Traffic Sniffer’ and then saved in a file to
generate capture traffic files.

The user can define IP filters to capture IP traffic in a file.

From one traffic file captured by the ‘Traffic Sniffer’, an analysis algorithm produces two data files
as shown below (because a traffic file contains IP packets sent and received):

L )
This file has been captured
by the Traffic Sniffer

| Analysis algorithm |

Data Output files Data
File 1 File 2
Then it is possible to use a data file generated in order to replay traffic via the 'lP Generator'

module:
Data File 1 or 2 8

IP Traffic — Test & Measure
IP Traffic — Test & Measure

IP generator IP generator Y
= _ [ = | S
’ - IP answering IP answering

A

7 s (ZClock )
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Module 4: 'Traffic Observer’ Overview

The ‘Traffic Observer’ online mode displays real time statistics for the ‘IP Generator’ or the ‘IP
Answering’ modules.

The ‘Traffic Observer’ offline mode provides QoS statistics as ‘Packet Erasure Rate’ and ‘Packet
Transit Delay’. But some QoS statistics as the packet Transit Delay need to have time-stamped
packets from the local and the remote systems.

The off-line (batch mode) statistics are obtained using the two traffic files, File A and File B,
produced by the local and remote ‘Traffic Sniffer’ containing the sniffed traffic. Then, the ‘Traffic
Observer’ uses these files in order to calculate off-line statistics.

IP Traffic — Test & Measure IP Traffic — Test & Measure

apsf) ~ L] /%

(ZClock )~ e [ZClock ]

) Traffic capture b C
Traffic capture by M using the P siffer @

using the IP sniffer

The ‘Traffic Observer’ provides the statistics listed below:

* Inred, the statistics only available with the offline mode
« In green, the statistics available with both modes

0 Features available with the on-line mode

= Select ‘IP Generator’ or ‘IP Answering’ display

= Display of statistic parameters in a table for 16 connections:
e |IP throughput snapshot
e |P throughput average
e UDP or TCP throughput
e Inter packet delay
Or

Graphic statistics display for the following parameters with triggers defined by user

e |P throughput

e Inter packet delay

The graphic display enables to choose ‘all connections’ or a specific connection (from 1 to 16) and to calculate
in real time the following parameters: average, standard deviation and confidence distance

Export statistics in a CSV file with filters defined by user

Reset statistics

Help window

43430

0 Features available with the off-line mode

= Loading of the sniffed traffic files to analyze them and to check their coherency

= User can replay traffic files by using a 'video recorder' mode (play, pause, stop) with index
management (next, add, remove)

= Display of statistic parameters in a table for 16 connections:
e |P throughput snapshot
e |P throughput average
e UDP or TCP throughput
e Inter packet delay
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=

=
=

» Packet erasure rate

e Packet transit delay

Or

Graphic statistics display for the following parameters with triggers defined by user

e |P throughput
e Inter packet delay
¢ PER (Packet Erasure Rate) quality

e Packet transit delay
The graphic display enables to choose ‘all connections’ or a specific connection (from 1 to 16) and to calculate
the following parameters: average, standard deviation and confidence distance.

Or
Packet statistics display
For each packet:

e Packet Status: Lost or Sent
¢ Transit Delay
* Packet transit delay

e |P size
e |P Identification (available for each packet with IPv4 and only on fragment packets
in IPv6)

For each connection (TCP or UDP) and for each side:

¢ Number of sent packets

¢ Mean Transit Delay

e Mean Jitter

e Number (and percentage) of lost packets

¢ Number of TCP packets which have been retransmitted (only for TCP connection)

Export statistics in a CSV file with filters defined by user (the GPS location is also exported
in this CSV file).

Reset statistics

Help window

IP Traffic - Test & Measure performs the RFC 2544 with 2 differences:
1) It doesn't support the automatic recognition of the throughput.

2) Consequently, it doesn't generate the resulting graph for the automatic recognition of the
throughput.

IP Traffic - Test & Measure performs latency calculation for each packet, and then calculates
the average value, where RFC2544 expects the latency calculation for ONE packet in the flow of
120 seconds long (then calculate the average for 20 tests).

The RFC 2544 latency can be calculated using a script that gets 1 value returned from IP Traffic
- Test & Measure for each test of 120 seconds long.
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Multicast feature

IP Traffic - Test & Measure is able to generate and receive Unicast and Multicast IP
traffic (IPv4 and IPv6). The multicast feature is used for UDP protocol only.

e Multicast & IPV4 : IPv4 addresses from 224.0.0.0 to 239.255.255.255 are
MULTICAST IP addresses. These addresses can be used to generate multicast IP
traffic (define the multicast IP address in the Sender part) or to receive multicast IP
traffic (define the multicast IP address in the Receiver part).

e Multicast & IPv6 : IPv6 multicast addresses are defined in "IP Version 6 Addressing
Architecture" [RFC2373].
Q This defines fixed and variable scope multicast addresses.

IPv6 multicast addresses are distinguished from unicast addresses by the value of the
high-order octet of the addresses: a value of OXFF (binary 11111111) identifies an
address as a multicast address; any other value identifies an address as a unicast
address (FE80::/10 are Link local addresses, FECO::/10 are Site Local addresses
where FF00::/8 are Multicast addresses).

Multicast addresses from FFO1:: through FFOF:: are reserved.

The complete list of Reserved IPv6 multicast addresses can be found in “IPv6
Multicast Address Assignments” [RFC 2375].

The ICMPv6 messages are used to convey IPv6 Multicast addresses resolution.

Broadcast feature (with IPv4 only)

IP Traffic - Test & Measure is able to generate and receive Broadcast IP traffic (IPv4
only). The broadcast feature is used for UDP protocol only.

Q * Broadcast & IPV4 : IPv4 addresses as 255.255.255.255 or 192.168.0.255 are
BROADCAST IP addresses. These addresses can be used to generate broadcast IP
traffic (define the broadcast IP address in the IP Generator part). To receive
broadcast IP traffic, specify the unicast IP address of the IP Generator in the IP
Answering part.

e Broadcast & IPv6: broadcast does not apply to IPv6.

IP version selection (Windows XP and later)

Please note that IP Traffic - Test & Measure supports IPv6 for Windows XP and later versions
(i.e. Server 2003 or Vista) but doesn't support IPv6 for Windows 2000. IPv6 is not installed by
default under Windows XP and Server 2003: it should be added on the network interface you want
to use.

IP Traffic - Test & Measure supports the IPv6 numerical address format (128 bits long) as well as
canonical addresses. The IPv6 multicast is available with IP Traffic - Test & Measure in
accordance to RFC 2373 where a multicast IPv6 address starts with FF. With IPv6, the maximum
size of the packet to avoid fragmentation is 1440 bytes whereas it is 1460 bytes in TCP with IPv4.

Interface selection

The interface selection of a LAN card (NIC), a virtual NIC such as an IP tunneling protocol or a
remote access is useful to control the data traffic hardware route.

IP Traffic - Test & Measure is able to generate and receive Unicast, Multicast or Broadcast IP
traffic on a selected interface, giving the user a deeper control where data are exchanged and
makes multiple routes definition easily.

We have noticed that some operating systems may choose automatically the best network interface
to use when several NICs are plugged on the same network when it comes to network interface
selection. In that case, data can be sent on one interface and received on another one.
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1.5 The Automation Tool for IP Traffic - Test & Me asure

The add-on software Automation Tool for IP Traffic - Test & Measure allows you to edit
scenarios, carry out scenarios, set the IP Traffic - Test & Measure parameters and pilot IP Traffic
- Test & Measure automatically on the same PC.

Automation Tool for "IP Traffic - Test & Measure"

Scenario i

Scenario j

fnstructions

Scenario k

Commands RGALC R R4 G

IP Generator
IP Answering
Traffic Sniffer_‘

i Traffic Observer

A scenario is a succession of commands and instructions.

A command is used to set parameters and/or activate a function of IP Traffic - Test & Measure .

For example the Set and Start connection(s) command helps to set parameters for IP connections
and to start the traffic on these connections. With such command you specify the IP address, port
number, protocol, packet size, inter packet delay, duration, etc. and you start the traffic generation
for these connections.

An instruction is used by the Automation Tool to create an internal process. For example, the Wait
Date/Time instruction suspends the scenario execution up to the specified date and time before to
continue.

By using the Automation Tool for IP Traffic - Test & Measure  you can:

» Set automatically the parameters of the IP Traffic - Test & Measure software,
» Start and stop IP connections based on timers,

» Execute the scheduled operations in accordance with your own timing,

* Make repetitive tests operations automatically,

*  Simplify the tests reproduction,

* And more...
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PART 2 What's new in Version 2.6

This part is a general overview of new features and main improvements of IP Traffic - Test &
Measure version 2.6. You will find some important information on how to upgrade your software
from previous versions. Details regarding features and corrections included in the different versions
of IP Traffic - Test & Measure can be found in the version.txt file located in the installation
directory (by default: C:\Program Files\IP Traffic).

To upgrade your software from the version 1.3, 2.0, 2.1, 2.2, 2.3, 2.4 or 2.5 to the version 2.6,
please refer to paragraphs below.

= |IP Traffic - Test & Measure (Version 2.6)

e Support of Windows 64-bit environments

* All modern versions of Microsoft Windows are supported - from 2000 to Windows 7 with 32-bit
or 64-bit environment, including Windows 2000, Windows XP, Windows Server 2003, Windows
Vista, Windows Server 2008 and Windows Seven.

The contexts created with versions 2.0 and higher are reused automatically. When saved, they
become the new 2.6 context file format.

= Automation Tool for IP Traffic - Test & Measure (Ve  rsion 1.6)

e Support of Windows 64-bit environments

* All modern versions of Microsoft Windows are supported - from 2000 to Windows 7 with 32-bit
or 64-bit environment, including Windows 2000, Windows XP, Windows Server 2003, Windows
Vista, Windows Server 2008 and Windows Seven.

The scenarios created with older versions are reused automatically. When saved, they become the
new 1.6 scenario file format.
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PART 3 Install IP Traffic - Test & Measure

IP Traffic - Test & Measure requires less than 25 MB of free disk-space.
The default settings folder is C:\Program files\IP Traffic.

The Automation Tool for IP Traffic - Test & Measure  add-on software is automatically installed
with IP Traffic - Test & Measure .

* To run IP Traffic - Test & Measure your computer screen resolution must be at least

A 1024 X 768 and the DPI setting should be set up with the “Normal size (96 DPI)” value.
* To install IP Traffic - Test & Measure for Windows 2000, XP, Server 2003 or 2008,
Vista or Seven, you must log on with the administrator rights.

We recommend that you shutdown first your anti-virus application before installing IP
Q Traffic - Test & Measure . Please note that you should mask the task bar in a
1024x768 screen resolution, so you get an optimal view of the software interface.

The installation procedure is a standard installation program for Windows 2000, XP, Server 2003
or 2008, Vista or Seven.

3.1 Forewords before upgrading from version 2.0 an  d higher

There is no need to uninstall earlier version of IP Traffic - Test & Measure before upgrading to
version 2.6. IP Traffic - Test & Measure version 2.5 has introduced a new protection using the
USB Software Protection Key. But previous users of IP Traffic - Test & Measure can continue
using their Site Key license. When upgrading from a previous version of IP Traffic - Test &
Measure, do not uninstall the previous version to keep you r existing license : please refer to
the paragraph “3.5.2 Which package should | install?” here after to get more details.

3.2 Forewords before upgrading from versions 1 (in  cluding
version 1.3)

An upgrade from IP Traffic - Test & Measure versions earlier that version 2.0 needs to uninstall
the current version before upgrading to IP Traffic - Test & Measure version 2.6. Due to changes
in the license scheme introduced with version 2.0, the reinstallation will not keep the unlimited
license information. You should contact ZTI (contact@?zti-telecom.com) to get back a new unlimited
license number when upgrading to version 2.6 with the new site code. Context files from version
1.3 and earlier are not compatible with the version 2.6. There is no converter tool to translate
versions 1's context files into version 2.6.

3.3 Run the software installation from the downloa ded file

If you have downloaded IP Traffic - Test & Measure trial version from our website, you have
downloaded the “IPTraffic.zip” file including the software and the related documentation. You must
first unzip this file in a temporary directory.

Then run Setup_IPTrafficBundle.exe from this temporary directory to launch the setup.

3.4 Run the software installation from the CD-ROM

The installation procedure is a standard installation program.

e First, insert the IP Traffic - Test & Measure CD-ROM in your CD-ROM drive.
e Click on “Start”, “Execute” or “Run...” and type “CD unit>: \ Setup_I|PTrafficBundle.exe”.
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3.5 During the installation
Follow the instructions until reaching the IP Traffic package selection window.

B8 "IP Traffic - Test & Measure” V2.6 Setup | ) "P Traffic - Test & Measure" V2.6 Setup
Select the "IP Traffic - Test & Measure™ package to install . -__..-_/ Select the "IP Traffic - Test & Measure™ package to install . __/
The package to install depends on the licenses you own. The package to install depends on the license you own.

— You are installing "IP Traffic - Test & Measupem‘ting System — — You are installing "IP Traffic - Test & Measurepemting System —

The "IP Traffic - Test & Measure" Trial packageis a
fully functional version that is limited to 15 days use.

The "IP Traffic - Test & Measure" Trial package is a Package #1 - Trial Version
fully functional version that is limited to 15 days use.

Package #1 : Trial Version

i i . : : } R S S This package is designed for customers using the
. - ’ This package is designed for customers using the sekage H2:C e 55 = :
Package #2 : Customer with a Software v Frat e ctionlles o for Freowmees o e Brotection | Software Protection Key and forthe owners of the

Protection Key previols versions of 1P Traffic - Test & Messure™ previous versions of "IP Traffic - Test & Measure™.

The "IP Traffic - Test & Measure” LUSB Software
Protection Key package requires a USE Key available
from the version 2.5 of "IP Traffic - Test & Measurs",

The "IP Traffic - Test & Measure” USE Softwars
Protection Key package requires a LISE Key available
from the version 2.5 of "IP Traffic - Test & Measurs".

Package #3 : Customer with Software

Package #3 : Customer with Software Pratection using a USB Key

Protection using a USB Key

Select one of th ko to continue.
Select one of the packages to cortinue. SRS FHRGIANES N S

: : <Back |

Install on a 32-bit platform Install on a 64-bit platform

p The setup procedure detects and installs automatically the 32-bit or 64-bit version
depending of your target operating system.

3.5.1 IP Traffic - Test & Measure Packages in a few words
To use the IP Traffic - Test & Measure software, there are 3 license schemes:

= Package #1: the IP Traffic - Test & Measure Trial package allows you to use IP
Traffic - Test & Measure during 15 days after the first run. When the trial period
has expired, the license should be purchased.

= Package #2: the IP Traffic - Test & Measure Software Protection Key package
has been designed for users owning a Software License key and for the users of
the previous versions of IP Traffic - Test & Measure . It keeps your current
installation and files, without additional requirement.

= Package #3: the IP Traffic - Test & Measure USB Software Protection Key
package requires a USB key with the IP Traffic - Test & Measure license. The
USB key is provided with IP Traffic - Test & Measure from version 2.5. This
package allows the installation of IP Traffic - Test & Measure on several PCs but
the only PC able to run IP Traffic - Test & Measure is the one having the USB key
plugged in.

As previous users, you may be interested to move to a USB Software Protection Key:

.}Q please contact your distributor or ZTI to get more details about the license migration

b program (see 4.3 IP Traffic - Test & Measure & USB Software Protection Key for more
details).
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This software is licensed on a per workstation basis. This means that you will need to get

.}ﬂ a separate license for each machine you will run it on. The license may be a software key

b (for previous users) or the USB key. Each licensed copy of the software gets a USB
Software Protection key that can be moved from one installation to the other.

A The USB key contains only the license information.
The software is available on a separate CD-ROM.

3.5.2  Which package should | install?

Depending on your needs, please find here below the package most suitable for you.

3.5.21 | want to evaluate IP Traffic - Test & Meas ure V2.6
In that case, choose the Package #1 “IP Traffic - Test & Measure Trial Version”.
You will be able to use IP Traffic - Test & Measure during 15 days only.

3.5.2.2 | already use IP Traffic - Test & Measure ...

.g& This paragraph is dedicated to the users owning a previous version of IP Traffic - Test & Measure.

3.5.2.2.1 ... and | want to upgrade and keep my perma nent license
In that case, choose the Package #2 “Customers with a Software Protection Key”.
Your installation will be upgraded and your existing permanent license will be kept.

3.5.2.2.2 ... and | want to upgrade and use the USB S oftware Protection Key | bought

In that case, choose the Package #3 “Customers with Software Protection using a USB Key”. Plug
the USB Software Protection Key before launching IP Traffic - Test & Measure.

3.5.2.3 | just bought IP Traffic - Test & Measure ...

.g& This paragraph is related to the users purchasing IP Traffic - Test & Measure V2.6.

3.5.2.3.1 ... and | chose the Electronic Software Del ivery (ESD)
In that case, choose the Package #2 “Customers with a Software Protection Key”.

When you launch the software for the first time, press the “Enter” key when the ZTI logo appears.
Then, get the Site Code and email it to us with your details and your purchase order reference at
contact@zti-telecom.com.

We will email you back the Site Key enabling your permanent license.

More details about the way to proceed are available in paragraph “4.2.1 Installation of the
Software Protection Key.

3.5.2.3.2 ... and I received the CD-ROM & USB Softwar e Protection Key
In that case, choose the Package #3 “Customers with Software Protection using a USB Key”.
Plug the USB Software Protection Key before running IP Traffic - Test & Measure.

3.5.2.3.3 ... and I will receive CD-ROM & USB Softwar e Protection Key in a few days
In that case, choose the Package #2 “Customers with a Software Protection Key”.
You will get a fully functional but time-limited Software Protection Key.
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What has been installed on my computer?

The IP Traffic - Test & Measure installation procedure installs the following files on your hard disk:

B

IPTraff.exe: program file

IP Traffic — Test & Measure User Guide: PDF file (use the free version of Adobe® Acrobat®
Reader® software available on www.adobe.com).

Aut_|PTraff.exe: program file (Automation tool)

Automation Tool for IP Traffic - Test & Measure User Guide: PDF file

IP Traffic license help file (with the Software Protection Key package only)

Automation scenario samples and other files required by the software

Samples of sniffed traffic files

Viewer.exe: program file installed with the USB Software Protection package only
ElevatelPTraff.exe : allows running IP Traffic as administrator (for Windows Vista only)
Version.txt: a text file that contains information about the versions and the Registry
parameters.

All files created by IP Traffic - Test & Measure are saved in the folder where IP Traffic
- Test & Measure has been installed.

The installation procedure automatically installs the packet capture driver named ‘znpf.sys' on
your system in the ‘IP Traffic’ installation directory.

Start Menu shortcuts created:
Start > Programs > IP Traffic — Test & Measure

IP Traffic - Test & Measure (click to launch)

Automation Tool for IP Traffic - Test & Measure (click to launch)
Uninstall IP Traffic - Test & Measure (click to launch)

IP Traffic - Test & Measure User Guide (PDF file)

Automation Tool for IP Traffic - Test & Measure User Guide (PDF file)
Read Me First (PDF file)

License help (Software Protection Key only / Package #2)

USB Software Protection Key Viewer (Software Protection using a USB
key only / Package #3)

4833033308330

If the RPC mechanism is disabled, a message will ask automatically for the system reboot
at the end of the installation. This is mandatory to allow the dialog between the Automation
Tool and IP Traffic - Test & Measure .
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3.6 How to reinstall another package?

If you already have installed one of the IP Traffic - Test & Measure V2.6 packages, click
Setup_IPTrafficBundle.exe and select, in the window below, the new package you want to install.

% "IP Traffic - Test & Measure” V2.6 Setup

Select the "IP Traffic - Test & Measure™ package to install. H-—-""/
The package to install depends on the license you own.

— You are installing "IP Traffic - Test & Measure” for 32bit Operating System —

The "IP Traffic - Test & Measure” Tral package is a

Fackage #1 : Trial Version fulty functional version that is limited to 15 days use.

This package is designed for customers using the
Software Protection Key and for the owners of the
previous versions of "[P Traffic - Test & Measure”.

Package #2 : Customer with a Software
Protection ey

The "IF Traffic - Test & Measure” USE Software
Protection Key package requires a USE Key available
from the version 2.5 of "IP Traffic - Test & Measurs”.

Package #3 : Customer with Software
Protection using a USB Key

Select one of the packages to continue.

3.7 How to transfer the software to another comput  er?

Install the software on the target computer. You don’t need to do any particular operation with the
“Customers with Software Protection using a USB Key” and “IP Traffic — Test & Measure Trial”
packages.

With IP Traffic - Test & Measure & USB Software Protection Key, you do need to plug the USB
key before running the software on the target computer.

With the package #2 “Customers with a Software Protection Key”, install the software on the target
computer and refer to the paragraph “4.2.2 Software Protection Key Transfers” to know how to
transfer the software license.
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PART 4 How to handle your license?
4.1 IP Traffic - Test & Measure Trial

You don’t require any license to use the trial version of IP Traffic - Test & Measure . After the first
run of IP Traffic - Test & Measure, the IP Traffic - Test & Measure Trial can be used during 15
days.

4.1.1 |IP Traffic - Test & Measure License Informati on window

When you run IP Traffic - Test & Measure, the information about your trial license is displayed, as
shown below.

"IP Traffic - Test & Measure” - License Information

°IP Traffic - Test & Measure® - Trial Yersion

“ow are uzing a trial version of "IP Traffic - Test & Measure" expinng in 15 days.

To get mare details abaout "IP Traffic - Test & Meazure" or to get an unlimited
licerse:

- Send a email with pour details at contact@zti-telecom. com
- Or call on +33 2 9648 4343 [GMT+01:00).

Ok

You are now able to use IP Traffic - Test & Measure during the next 15 days.

4.1.2 End of the 15-day trial period

Once the trial period is finished, you are not allowed to use IP Traffic - Test & Measure anymore,
as shown below:

"IP Traffic - Test & Measure” - License Expired

Your trial license has expired.

Thank you for using our software!

T get mare detaily about '[P Traffic - Test & Measure! or o get an unlimited
icerse;

- Send a emal with your detally at contact@zt-telecom;mom

- O oall on +33 2.9648 4343 [GMT +071.00]

Ok

When you press the OK button, IP Traffic - Test & Measure will stop running.

To continue to use the software please contact you local distributor or ZTl to get a permanent
license.
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4.2 IP Traffic - Test & Measure & Software Protect ion Key

Licensed users of IP Traffic - Test & Measure that are already using the Software Protection Key
should not need to refer to the section 4.2.1. To transfer the owned Software Protection Key to
another PC or to another directory, please go directly to section 4.2.2.

4.2.1 Installation of the Software Protection Key

This software is licensed on a per workstation basis. This means that you will need to get a
separate license for each machine you will install it on. Each licensed copy of the software
installed on a system has a unique Site Code that requires a corresponding unique Site
Key to work. A period of 15-day is automatically enabled at the first installation of the
software. If you try to install the software again, the Software Protection Key will disable the
trial period.

If you want to configure your Software Protection Key before the time-limited period end, press
Enter just after launching the IP Traffic - Test & Measure when the following message is
displayed:

15 dapsg left out of 15

Press the <Enter> key to configure your license.

Then, you will see the following license configuration window:

“ IPTraffic - License Configuration E”E|E|

Program License Help

Z 15 days laft out of 15
Site Code: DAGS OB7E 3503 AEAS E0

Site Key: |

To get an authorization to use this program on this machine,
please email your company's name, your name and the Site
Code to:

|

Phone: +33 296 48 43 43

Faux: +33 296 48 14 85

Ermail:  contact@zti-telecorn com

To move a license to another directary or computer, you can use the
"License" menu at the top of this dialog.
Wou can bring up this configuration dialog when the program starts by w
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At the end of the trial period when you launch IP Traffic - Test & Measure , the same
license configuration window appears, but saying “Program not authorized” instead of
showing the remaining days of use.

. IPTraffic - License Configuration E”E'E'

Program License Help

Z Program not authonized
Site Code: DAERE411 3503 2E8E 7D

Site Key: |

To get an authaorization to use this program on this machine, #
please email your company's name, your name and the Site
Code to:

LTl

Phone: +33 296 43 43 43

Fax: +33 296 45 14 85

Email.  contacti@zti-telecom.com

To move a licenze to another directory or computer, you can use the
"Licenze" menu at the top of this dialog.
You can bring up thiz configuration dialog when the program stars by W

To get the Site Key and obtain a permanent license, please send an email to contact@zti-
telecom.com or contact@zti.fr with the following information:

a. The Site Code (you can copy and paste the Site Code displayed in the license
window)

b. The name of the software: IP Traffic - Test & Measure

C. The OS used

d. Your details

e. The purchase order's number and date of purchase

We will then email you the Site Key . You can now close the license's window.

After you have received the email with the Site Key, open the license configuration window again
by pressing the Enter key as explained before. Copy the Site Key in and then click "Validate". After
validation of the Site Key, you will get the following message:

Congratulations! g‘

i You are now licensed to run this software.
- Press OK to continue or Cancel if you want to run your software later.

Cancel ‘
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= Important: one Site Code is associated with one Site Key, and only one. A Site Code is
unique for each PC installed. For security reasons, as soon as you validate a Site Key (trial
or unlimited), the Software License program generates a new Site Code automatically.

= For any question or further information, please contact our technical support:

Email: support@zti-telecom.com or support@zti.fr
Phone: +33 2 9648 4343
Fax: +33 2 9648 1485

When you launch IP Traffic - Test & Measure  with a Software Protection Key
related to a permanent license, you will see the following window:

Unlirnited license

Press the <Enter> key to configure your license.
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4.2.2 Software Protection Key Transfers

A Software Protection Key transfer is not a duplication of any type. Please contact ZTI or
your authorized distributor for site Software Protection Key information and for several
Software Protection Keys purchase.

Software Protection Keys can be transferred using one of the following methods:

= Direct transfer: move the Software Protection Key to another directory of the same PC or
between two PCs linked to the same network.

= Transfer by media: move the Software Protection Key from a source PC to a target PC by
using a USB key or an external hard disk.

4.2.2.1 Direct Transfer: move the Software Protecti  on Key from one local
directory to another
This transfer mechanism must be used to move a Software Protection Key in two cases:

- From a source to a target directory of the same PC
- From a source to a target directory of networked PCs

» First, copy the program (copy the IP Traffic - Test & Measure folder) to the target directory.
For example from “C:\Program Files\IP Traffic” to “C:\Temp\IP Traffic”

e Then run the program from its original directory (from “C:\Program Files\IP Traffic”). When the
Software Protection Key configuration window appears, press Enter and select “License >
Transfer to directory ...” in the License menu as shown below:

“ IP Traffic - License Configuration E”E'E'

Program SEEEEES Help

Transfer to directory. .. |
Sil -
| Walidate
¢ Transfer out to another computer. ..

Kill license

To get an authorization to use this program on this machine,
please email your company's name, your name and the Site
Code to:

il

Phone: +33 2 95 48 43 43

Fax +33 2 95 43 14 85

Email. contact@@zti-telecom.com

To move a license to another directory or computer, vou can use the
"Licenze" menu at the top of this dialog.
You can bring up this configuration dialog when the program starts by L

« Provide the path name of the target program (for example C:\Temp\IP Traffic \IPTraff.exe)
e The Software Protection Key is now transferred to the new directory.
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4.2.2.2 Transfer by Media (USB key) from a source P C to a target PC
p A USB key or an external hard disk is needed for this kind of transfer.

To transfer the Software Protection Key from the source PC (PC #1) to the target PC (PC #2),
proceed as described in the following order:

1) First install the program on the target PC (PC #2).

2) Run the software on PC #2 and kill the time-limited Software Protection Key in order to get an
unauthorized license on this PC.

If the "Transfer in from another computer ..." item of the license menu is disabled,
you must Kill the time-limited license

42221 How to kill the Software Protection Key?

When the license configuration window appears, press Enter and select “License > Kill license”
in the license menu.

“ IP Traffic - License Configuration [Z||E|E|

Program SRS Help

Sil
L W alidate
¢ Transfer out ko ancther computer. .

Kill license

TransFer ta direckary...

To get an authorization to use this program on this machine, #
please email your company's name, your name and the Site
Code ta:

il

Phone: +33 296 48 43 43

Fax: +33 296 48 14 85

Email: contact@@zti-telecom.com

To move a license to another directory or computer, you can use the
"Licenze" menu at the top of thiz dialog.
ou can bring up thiz configuration dialog when the program starts by ~

A message box will appear:

Kill License

\:{/ Are you sure vou want to delete vour current icenze?

Warning
After deleting vour licenze, you will need to purchaze a new license to
continueg uzing this program.

Yes
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Press 'Yes' to kill the license and a confirmation code is displayed:

Kill License R|

Your kill confirmation code is:

|FDEIE C34F 7445 DESE FDAT F771 B4

You should write down thiz number in case pou need to
prowve that the licenze was actually deleted.

Click 'OK'" and the license configuration window displays now "Program not authorized":

“ IPTraffic - License Configuration |Z||§|f5__(|

Program License Help

Z Program not authonzed

Site Code: DAES E411 3503 2EBE 7D

Site K.ew ||

Tao get an authorization to use this program on this machine,
please email your company's name, your name and the Site
Code to:

il

Phone: +33 206 48 43 43

Fax: +33 29648 14 85

Email.  contact@zti-telecom. com

To move a license to another directory or computer, you can uze the
"License" menu at the top of this dialog.
ou can bring up this configuration dialog when the program starts by w

3) Select “License > Transfer in from another computer ...” from in the License menu:
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# |P Traffic - License Configuration :||:,E|

Program NEEGEEN Help

Z Acquire License

*in From anokb | Yalidate

|

Ta get an authonzation to use this program on this machine, A

please email your company's name, your name and the Site
Code to:

|

Phone: +33 2 95 45 43 43

Fax: +33 296 48 14 85

Email:  contactifzti-telecorm.com

To move a licenze to ancther directory or computer, you can use the
"License" menu at the top of this dialog.
“ou can bring up this configuration dislog when the program starts by w

The "Transfer License In (Step 1 of 3)" window is displayed:

Transfer, License In (Step 1 of 3)

Tranzfer In enables vou to transfer a licensze to this program from
a licensed copy on anather computer.

Far thiz process you will heed 1 floppy dizk and accessto a
licensed copy of thiz program on another computer.

Insert a floppy disk into your computer's "A" drive and press
"Mext' at the bottom of this dialog box,

If wou are using a drive other than drive "A", enter itz path here:

|,-.\;\ Browse...

Cancel ‘

4) Insert a USB key as requested in step 1 of 3 and specify the path.
Then press “Next >": the "Transfer License In (Step 2 of 3)" window is displayed:
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Transfer License In (Step 2 of 3)

the licensed copy of this program.

"Transfer Out".

Mow the license needs to be copied to the floppy disk:

1. Remove the Hoppy dizk and take it to the computer with

2. Runthe licenzed copy of this program and select

3. Bring the dizk back to thiz computer and press "Mest'".

[f there is a significant delay between transfers [for example, you
are moving a licenze from your work, computer to your home
compLter], you can suspend the fransfer process and continue
later :

Continue Transfer Later ‘

Cancel |

5) Go to the source PC (PC #1) and insert the media (USB key or external hard disk). Then start
the program on PC #1. When the license configuration window appears, press Enter and select

“License > Transfer out to another computer ...” as shown below:

“ |P Traffic - License Configuration

Program BEECGES Help

Transfer to directory. ..
Sil -
= - Yalidate
Transfer out ko another computer. ..

|

X

Kill license

To get an authorization to use this program on this machine, »

please email your company's name, your name and the Site
Code to:

Il
Phone: +33 296 45 43 43
Fax +33 2 96 458 14 85

Email. contact@zti-telecom. com

To move a license to anather directary or camputer, you can use the
"Licensze" menu at the top of this dialog.
“ou can bring up thiz configuration dialog when the program starts by bt

The following window is displayed:
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Transfer License Out [Step 1 of 2)

Transfer Out ehables you ta transfer a licenze fram thiz program
to an unlicensed copy on another comprker.

To begin, run the unlicenzed copy on the remote computer,
zelect "Transfer License In'', and follow the instructions on the
==

YWhen pou are ready, insert the bransfer floppy digk into pou
computer's "A" drive and press "Mest'.

IF pou are uzing a drive other than drive A", enter itz path here:

Ak Browsze...

Hext > | Cancel |

Input the media path (USB key) and then press "Next >".

When the license is put on the media, you get the “Program not authorized” message:

“ IPTraffic - License Configuration |Z||§|g|

Program License Help

Z Program not authorized

Site Code: DAES E411 3503 2E8E 7D

Y alidate

Site Key: |
To get an autharization to use this program an this maching, =
please email your company's name, your name and the Site
Code to:

il

Phone: +33 296 48 43 43

Fax: +33 296 48 14 85

Email: contact@zti-telecorm.com
To move a license to anather directory o computer, you can use the
"License" menu at the top of this dialog. B
o can bring up this configuration dislog when the program starts by hat

You can check that the license is not available anymore on the source PC since the IP
Traffic - Test & Measure software license is on a workstation basis. Contact us to get

information on a Site Software Protection Key (contact@zti.fr or contact@zti-
telecom.com).

6) Remove the media from PC #1 and return to PC #2.

Click the 'Next' button on the step 2 of 3 of the “Transfer license in” window (on PC #2) to complete
the transfer.

The license is now transferred from the source PC to the target PC, and you get the following
message:
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Transfer License In (Step 3 of 3)
Congratulationg!
The license has been successiully transferred.

Fress "Finish"' to continue.

Click Finish to continue.

4.3 IP Traffic - Test & Measure & USB Software Protection Key

The USB Software Protection Key is the most flexible way to transfer your license to any other PC.
Plug it in the computer you want to use IP Traffic - Test & Measure on.

If you are a user of a previous version of IP Traffic - Test & Measure (version 2.4 and under)
change for more flexibility to a USB Software Protection Key by contacting ZT| Sales Offices
(sales@zti-telecom.com) and get some information about how to exchange your software key to a
USB Software Protection key
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PART 5 Uninstall IP Traffic - Test & Measure

The uninstall procedure is a standard uninstall program. To uninstall IP Traffic - Test & Measure,
select “Uninstall IP Traffic — Test & Measure” in the “Start > All Programs > IP Traffic — Test &

Measure” menu.
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PART 6 Getting Started

p Anti-virus or firewall applications may disrupt IP Traffic - Test & Measure when sending
or receiving data.

Please set up your security software before using IP Traffic - Test & Measure (see
PART 7 and PART 8).

New users can use this help as an introduction to IP Traffic - Test & Measure and generate or
receive traffic with the IPv4 protocol in a few clicks.

Just after launching IP Traffic - Test & Measure , the Getting Started Window is displayed:

“IP Traffic - Test & Measure™ - Getting Started (IPwv1)

Getting Started will assistyou foryour first use with "IP Traffic - Test & Measure”

Would you like to use this help?

_. .......... Y ES ........... N 0 |

[ Don't show this window next time.

Press No if you don't want to use this help.
Press Yes, the next window will ask you if you want to use 1 or 2 PCs:

“IP Traffic - Test & Measure” - Getting Started (IPw4) - Step 1/3

Howe to generate the traffic?
f« | Use anly one PC P Generator and IP Answering)

~ | use two PiCs. One generates the traffic (P Generator) and the other one receives the
traffic JP Answering)™

Mext Step = Cwit

Depending on your choice to use 1 or 2 PCs, the plan below shows the steps:

Copyright © 2000-2009 ZTI. All rights reserved. Page 43/194



IP Traffic — Test & Measure PART 6 Getting Started

ep1 ;

Use 10or 2 PCs

PC#1 with « IP Traffic — Test & Measure »
PC#2 with « IP Traffic — Test & Measure »

1 PC with « IP Traffic — Test & Measure »

The traffic is sent and
receivedonthesame PC| ...

Step2 v

l Set PC#2 using IP Answering ] v ; Step 2

Step 3 _V
..... [.'é-enerate Traffic \ J;]
Step i;l \/ e Traffic e

For the use of 1 PC

The following windows are displayed.

“IP Traffic - Test & Measure™ - Getting Started (IPv4) - Step 3/3

In arder to help you to use "IP Traffic - Test & Measure”, this assistant is going to generate traffic using
two connections. The first one will set around 200 Kb's and will use TCP protocol and the second one will

set around 100 kbis and will use UDP protocal.
The data are generated frorm the IP Generator to the IP Answering of "IP Traffic - Test & Measure" on

your PC.
IP Traffic

Test & Measure

7
_

-

IP Generator | =—)

- Data
IP Answering |- -

Far this configuration, the |Pvd address and port number used are specified as follows

IPuvd Address: |

Port Mumber:

To generate the traffic, click on the "Start IP Generatar and IP Answering" button.

< Back | ‘ Start IP Generator and IP Answering | Cluit
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Then press the "Start IP Generator and IP Answering" button to continue. The "IP Generator —
Traffic + Statistics” tab of IP Traffic - Test & Measure will display the two first active connections

as shown on the following window:

,'2 "IP Traffic - Test & Measure"
File Edit Configuration Time Reference Utlities Automation Tool Help Creraing mods

IF Generator - Parameters  |P Generator - Traffic + Statistics | IP Answering - Parameters + Statistics | Traffic Sniffer | Trafic Obsenver ]
-Destination Farameters | Statistics (based on application data) I
X T* TX Rx Rx Rx
IP Address or Host Name Port | Throughput Volume — Packets Throughput Volume — Packets Jitter

Connection #071| 127.0.0.1 2009 205 Kbis 352 KB MNIA MIA 0B NI MiA
Connection #02| 127.0.0.1 2009 103Kbls  191KB 134p  NIA 08 0p M
Connection #03

Connection #04

Connection #05

Connection #06

Connection #07

Connection #08

Connection #09

Connection #10

Connection #11

Connection #12

Connection #13

Connection #14

Connection #15

Connection #16

-Expurl Slalistics into a File
Parameters Export is disabled Choose Cn\umnsi

Unitary Mode

Stop #01

Stop #02

Stop All
Connections

S EEEEELELEEE

No ZT1 Ti [ Aty | ~ . :
Ref:rencelilnseed (5o Active connections |_2 Throughput 308 Kbis || Active connections 2 Throughput 308 Kbis

Remore Conirol of an IP Traffic - Test & Measure sysiem -

 Remote Operation

Remote file context Remaote P address or Host Name Por

] JNO_ADDRESS ]zsou Run all processes l 1of ]

1~ 1P Generator Activity (based on application data) — [P Answering Activity (based on application data) — — Sniffer Activity —

| - Local Operation

Stop All
Local Processes

For the use of 2 PCs

If you select the option: | use two PCs , read the following instructions.
IP Traffic - Test & Measure must be installed on the two PCs.

“IP Traffic - Test & Measure™ - Getting Started (IPv4) - Step 1/3

Howy to generate the traffic?

i~ luse anly one PC (P Generator and IP Answering)

traffic (P Answering)™

*Mote: [Tyou choose this configuration, proceed as follows.
a) Install "IP Traffic - Test & Measure” software on the two PGS,

Mext Step = it

w | use two PCs. One generates the traffic P Generator) and the other one receives the

b} With Getting Started, set up your first PC using the IP Generator to generate traffic.
¢} Wiith Getting Started, set up your second PC using the IP Answering to receive traffic.

Press "Next Step >" to continue.
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“IP Traffic - Test & Measure™ - Getting Started (IPv4) - Step 2/3

What do vou want to do swith "IP Traffic - Test & Measure" an this PCY
* Touse the IP Generator (o generate traffic)?
" Touse the IP Answering (o receive traffic)?

= Back Mext Step = Gluit

Then choose if you want to generate or receive the traffic on this PC.

If you select "Use the IP Generator" the following window will appear:

“IP Traffic - Test & Measure™ - Getting Started [IPv4) - Step 313

In arder to help you to use "IF Traffic - Test & Measure”, this assistant is going to generate traffic using
two connections. The first ane will set around 200 Kkb/s and will use TCP protocol and the second one will
set around 100 kb/s and will use LUDP protocol.

The data are generated by the IP Generator of the “|F Traffic Test & Measure” based on the PC #1 and
are received by the IP Answering of the "|P Traffic Test & Measure” based on the PC #2.

IP Traffic IP Traffic
Test & Measure Test & Measure

PC #1 PC #2
IP Generator |, IP Gener 3or
i * Data
[P Answering | IP Answering

*

Fart Mumber: 2009 ithe value should be between 1 and BES35)™

*%ou can specify an IPvd Address respecting the standard format (ex: 192.168.0.1) or use a host
name (ex: myremotepc, myserer, ..J.
** Set up the same port number that you have specified on the PC using the IP Answering.

To generate the traffic, click on the "Start the IP Generator” button.

< Back Start the IP Generator Cuit

Define the IPv4 address and port number to use.
Then press the "Start the IP Generator" button and a warning dialog is displayed:

"IP Traffic - Test & Measure” - Getting Started (IPv4)

-
\]{) Did wou set up and stark the "IP Traffic - Test & Measure" IP Answering an PC #27

Yes Mo
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Before generating traffic towards PC #2, the PC #2 must be configured as IP Answering.

“IP Traffic - Test & Measure™ - Getting Started (IPv4) - 5tep 2/3

" Touse the IP Generator (to generate traffic)?
(v Touse the IP Answering (o receive traffic)?

= Back

MNext Step =

What do you want to doswith "IP Traffic - Test & Measure" on this PC?

Gt

Press "Next Step >" to continue on PC #2.

“IP Traffic - Test & Measure™ - Getting Started (IPv4) - Step 3/3

IP Traffic
Test & Measure

PC #1

IP Generator

[P 2nswering

IP Traffic

Test & Measure

P

Metwork

™ Data_

IP Generator

-

IP Answering

| < Back | ‘ Start the IP Answering

I arder to help you to use "IP Traffic - Test & Measure", this assistant is going to receive traffic on twa
connections. The first one will et around 200 Kb/s and will use TCP protocol and the second ane will
get around 100 kb/s and will use UDP protocal.
The data are generated by the IP Generator of the "IP Traffic - Test & Measure" based on the PC #1
and are received by the IP Answering of the "IP Traffic - Test & Measure" based on the PC #2.

Specify the port where "IP Traffic - Test & Measure" should wait the traffic coming fram PC #1
Fart Mumber: IW ithe value should be between 1 and 655357
*Set up the same port number that you have specified on the PC using the IP Generator.

To be able to receive the traffic, click on the "Start the IP Answering” button.

Cluit

After pressing the "Start the IP Answering" button, a warning message will appear:

“IP Traffic - Test & Measure” - Getting Started [IPv4)

1 ) Mow, wour PC #2 is ready to receive traffic. Please, go to PC #1 to set up and start the "IP Traffic - Test & Measure" IP Generator,

Press "OK" and the "IP Answering — Parameters + Statistics" tab of IP Traffic - Test & Measure is

displayed on PC #2.

Then go to PC #1 and start the IP Traffic - Test & Measure
Traffic + Statistics” tab of IP Traffic - Test & Measure

connections.

You have now 2 connections generating traffic from PC #1 to PC #2.

IP Generator. The "IP Generator—
displays now the two first active
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PART 7 Run IP Traffic - Test & Measure

Use the Windows start menu:

Start » All Programs » IP Traffic - Test & Measure » Z# 1P Traffic - Test & Measure [ENOIo Q1)

Under Windows Vista, you must have the administrato r rights to be able to use the DSCP
A field. To launch IP Traffic with the administrator rights, right-click on the IP Traffic - Test &
Measure shortcut as shown above and choose “Run as administrator”.

After a few seconds and depending on your license, you will get one of the following license
windows:

15-day Trial Version Software Protection Key Version

"IP Traffic - Test & Measure” - License Information

"IP Traffic - Test & Measure® - Trial Version

You are using a trial verzion of "IP Traffic - Test & Measure" expiing in 15 days.

To get more details about "IP Traffic - Test & Measure' or to get an unlimited
licenze:

- Send a email with wour details at contact@eti-telecanm.com Unlirmited license
- Orcall on +33 2 9645 4343 (GMT-01:00), Press the <Enter> key to configure your licenze.

ok

USB Software Protection Key Version
If you use a USB Software Protection Key, there is no window!

With some Windows O.S. the window below may appear. This window allows configuring the
Windows Firewall settings for IP Traffic - Test & Measure . Click on the “Unblock” button to add IP

Traffic - Test & Measure into the authorized programs list.

"= Windows Security Alert le

'ﬁ To help protect your computer, Windows Rrewall has blocked
zome fealures of this program_

Do you want to keep blocking this program?

Z Mame: IP Traffic - Test & Measure Version 2.5.1 - May 2008
Publisher: ZTI

| KeepBlocking | [  Unblock | [ Ask Me Later

Windows Firewall has blocked this program from accepting connections from the
Intemet or a netwark. f you recognize the program or trust the publisher, you can
unblock it. When should | unblock a program?
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PART 8 IP Traffic - Test & Measure and Windows Fire wall

Q Anti-virus or firewall applications may disrupt IP Traffic - Test & Measure from sending
or receiving data. Please set up your security software before using IP Traffic - Test &
Measure.

p Windows Firewall may also disrupt the IP Traffic - Test & Measure performances. To get
best performances, you should disable Windows Firewall.

p To use the z300 Time Device under Window Vista, the ICMP exchange must be allowed.
Please refer to the paragraph 8.3 “How to authorize ICMPv4 and ICMPv6 traffic under

Some anti-virus configurations can stop IP Traffic - Test & Measure working because of their
security settings. For commercial anti-virus, please refer to the related documentation to authorize
IP Traffic - Test & Measure to work.

8.1 How to authorize TCP and UDP connections under
Windows XP Service Pack 2 and Windows Server 2003

Windows Firewall on Windows XP Service Pack 2 and Windows Server 2003 blocks incoming
network connections except for the authorized programs. To allow IP Traffic - Test & Measure
receiving incoming TCP or UDP connections, you must add it in the exceptions list of Windows
Firewall by proceeding as follows:

Stepl: Open a command prompt window. You should be logged on an account giving the
administrator rights to be able to modify the firewall configuration.

Step 2: type the command line below and press "Enter".

%> netsh firewall add allowedprogram program="C:\Pro gram Files\IP Traffic\IPTraff.exe” name=IP
Traffic - Test & Measure mode=ENABLE scope=ALL profil e=ALL

Make sure that "C:\Program Files\IP Traffic\" is the installation directory of IP Traffic - Test &
Measure . A message of confirmation is returned by netsh if the command is succeeded. If the path
you have specified is invalid, netsh returns an error message close to the following message: The
system cannot find the file specified. In that case, please renew Step 2.

;) Unlike under Windows Vista and after, the firewall allows the incoming echo replies. You
don't need to add a rule to be able to receive ICMPv4/ICMPV6 "echo reply" messages.

Q This command line allows IGMP protocol used by the IPv4 multicast connections.
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8.2 How to authorize UDP and TCP connections under

Windows Vista and after

Windows Firewall on Windows Vista and after blocks incoming and outgoing network connections
except for the authorized programs. By default, all outgoing connections are allowed. But to
authorize IP Traffic - Test & Measure receiving incoming connections, you must add it in the
exceptions list of Windows Firewall by proceeding as follows:

Step 1. Open a command prompt window with the administrator rights. The administrator rights
are mandatory to set up the firewall configuration. Open the "All Programs / Accessories" folder
and right-click on the "Command Prompt" icon as shown on the figure below and choose "Run as
administrator”. A command prompt window is opened.

Windows Meeting Space
ﬁ Windows Movie Maker
E Windows Photo Gallery Standard User
2 Windows Update
. Accessories Documents

| Calculator
BF Comm|

=] Conneq' =
¥ Run as administrator

Open

'2] Nutepé

§ Paint Open file location

‘Bl Remotq

i Remoty Scan with Morton Internet Security

5] Run

Q}«, Snippiri

L Sound

@ Sync Cy Restore previous versions

W Welcon

& Windol Send Te

B Wmdmi Cut

Ei Wurdpi
Ease of|
Sy;temi Delete
Tablet | Rename

Pin to Start Menu
Add to Quick Launch

Copy

Back Properties

Step 2: type the command line below and press "Enter".

%> netsh firewall add allowedprogram program="C:\Pro gram Files\IP Traffic\IPTraff.exe" name="IP
Traffic - Test & Measure" mode=ENABLE scope=ALL profi  le=ALL

Make sure that "C:\Program Files\IP Traffic\” is the installation directory of IP Traffic - Test &
Measure . A message of confirmation is returned by netsh if the command is succeeded. If the path
you have specified is invalid, netsh returns an error message close to the following message: The
system cannot find the file specified. In that case, please renew Step 2.

/Q With Windows Vista, the firewall blocks the incoming echo replies. You must add a rule to
be able to receive ICMPv4/ICMPV6 "echo reply" messages. Please refer to the
paragraphs here after.

,Q This command line allows IGMP protocol used by the IPv4 multicast connections.

p To use the z300 Time Device under Window Vista and after, the ICMP exchange must be
allowed. Please refer to the paragraph 8.3 “How to authorize ICMPv4 and ICMPV6 traffic

under Windows Vista.”
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8.3 How to authorize ICMPv4 and ICMPV6 traffic und er
Windows Vista and after

Windows Firewall on Windows Vista blocks incoming ICMPv4 and ICMPV6 "echo reply" messages.
To be able to receive these messages, you must add two new rules by proceeding as follows:

Step 1: Open a command prompt window with the administrator rights. The administrator rights
are mandatory to do the firewall configuration. Open the "All Programs / Accessories" folder and
right-click on the "Command Prompt" icon as shown on the figure below and choose "Run as
administrator”. A command prompt window is opened.

Windows Meeting Space
ﬁ Windows Movie Maker
mﬂ Windows Photo Gallery Standard User
2 Windows Update
. Accessories Documents
[F Caleulator
@ Comm% Open
Q::) Conhey 'ff' Run as administrator
= NutepJ t

§ Paint Open file location

Cl—‘_ Remote Scan with Morton Internet Security

i=f Run

CE Snippiri

T_, Sound |

@ Sync C‘: Restore previcus versions

o Welcon

B Windol Send Te

B Windoy

) Wordp;
Ease of|
Sy;temi Delete
Tablet E Rename

Pin to Start Menu
Add to Quick Launch

Cut
Copy

Back Properties

Step 2: To create the rule for ICMPv4 echo reply messages, type the command line below and
press "Enter".
%> netsh advfirewall firewall add rule name="Echo Re  ply ICMPv4 (used by IP Traffic - Test & Measure)"
dir=in action=allow profile=any localip=any remotei p=any protocol=icmpv4:0,0 interfacetype=any

A message of confirmation is returned by netsh if the command is succeeded.

Step 3: To create the rule for ICMPv6 echo reply messages, type the command line below and
press "Enter".
%> netsh advfirewall firewall add rule name="Echo Re  ply ICMPv6 (used by IP Traffic - Test & Measure)"
dir=in action=allow profile=any localip=any remotei p=any protocol=icmpv6:129,0 interfacetype=any

A message of confirmation is returned by netsh if the command is succeeded.

p ICMP exchanges must be allowed to enable the use of the z300 Time Device.

Copyright © 2000-2009 ZTI. All rights reserved. Page 51/194



IP Traffic — Test & Measure PART 9 Hardware Installation (Time Devices and zClock)

PART 9 Hardware Installation (Time Devices and zClo  ck)

9.1 IP Traffic - Test & Measure + z100/ z200 Time Device

The z100/z200 GPS Time Device is provided with the z100/z200 box, a serial cable and a —35 db
patch antenna. This Time Device provides an absolute time reference (accuracy: + 500
nanoseconds).

By using this GPS Time Device, the accuracy for IP packets time stamping is < 5 milliseconds.

IP Traffic — Test & Measure

Serial Port
V.24 | RS232C

Power supply or 2100/ z200
(8—-40VDC/04A) Time Device

Cigar Lighter

12/ 24V
GPS Antenna
. Patch antenna (-35db) :
_ /
Aerial -~
/
PORT 2 PORT 1

i byt b i

T S et e
g_‘,bm{{::.{,,k;—;\ﬂ_\gg&@

Power supply| [8-40Vv DC/0.4A]|

ﬂ The use of a USB to RS232 converter must be banned.
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9.2 |IP Traffic - Test & Measure + z300 Time Device

The z300 GPS Time Device is provided with the z300 box and a —35 db patch antenna. This Time
Device provides an absolute time reference.

By using this z300 Time Device coupled with IP Traffic — Tests & Measure, the accuracy for IP
packets time stamping is + 1 milliseconds.

z300-C

Ethernet ‘ Aux Power

Example of use with direct Ethernet connection and auxiliary power

z300-C

Power over Ethernet Switch

Network Server
- - S

PoE Ethernet

Ethernet

Example of use with a PoE switch
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9.3 IP Traffic - Test & Measure + zClock

The zClock module is provided with a parallel cable and the PC must operate in the EPP
(Enhanced Parallel Port) mode.

In this configuration, there is no absolute time reference, but a relative time. The user can use an
external system in order to provide an absolute time reference to the PC. zClock is initialized with
the PC clock time reference. By using zClock, the accuracy for IP packets time stamping is + 1
millisecond.

IP Traffic — Test & Measure

Parallel Port

{EPP Mode)
Power supply ik N
(8-40VDC/06-2A) zClock %
Cigar Lighter
12 f24v

Parallel port ‘

(EPP mode)

£Clock .

OUT-IN PARALLEL (EPP)

ag,
\

Power supply | [ Input 8—40Vv DC/0.6A]

=

Q The use of a USB to Parallel converter must be banned.
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9.4 IP Traffic - Test & Measure + z100/ z200 Time Device + zClock

The z100/z200 Time Device is provided with the z100/z200 box, a serial cable and a —35 db patch
antenna. This Time Device provides an absolute time reference (accuracy: + 500 nanoseconds).

The zClock module is provided with a parallel cable and the PC must operate in the EPP
(Enhanced Parallel Port) mode.

The GPS time reference is used to initialize zClock. By using the GPS and zClock, time stamping
of IP packets by the Traffic Sniffer is made with an accuracy of £ 1 millisecond.

IP Traffic — Test & Measure

Parallel Port
{EPF Mode)
or
Power supply
(8- 40V DC 1 0.6 - 2 A) zClock
Cigar Lighter
Serial Port
12/ 24v V.24 | Rg232C
z100/z200 |-
8-40V| Time Device
GPS Antenna

- Patch antenna (-35db) |

i Serial port | Parallel port|

i i

/E,':,Er"s‘r?@,’#p* 32 gﬂ¥&

Aerial /
/

@() PORT 2 PORT 1

“GPS ZClock

\ET N PARALLEL (EPP)

= [ nput 8—40VDCT06-2A
ower SUPPY [ output 8 — 40V DC /0 — 1.4 A

Q The use of a USB to RS232 converter must be banned.
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PART 10 Graphical User Interface

PART 10 Graphical User Interface
10.1 Main Window

When you launch IP Traffic - Test & Measure , the following window is displayed:

z “IP Traffic - Test & Measure”

Fie Edt abon TimeReference Utlites AutomationTool Help Operatingmode,s 1 ¢
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" = I b
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P Connection#10 | | | NO_ADDRESS iTce -|| 2008 Packet genaralor  Parameters #10 [ = :|
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F Connection #12 +|[No_ADDRESS [rce -] 2000 Packetgenerator  Parameters #12| | | | : .
P Connedtion#13 | +| | NO_ADDRESS fTce =] 2008 Packelgenerator  Parameters#13] | || = A
. -
P Connection#14 | _+| [NO_ADDRESS frcp -||2009 Packetgenerstor  Parameters #14| | | | ] J
" ol
X Connection #15 | _»| ] NO_ADDRESS |TCF‘ :] !2009 Packet generator Parameters #15 E - :E
x NO_ADDRESS 2009 = ) =
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:
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- -
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IP Traffic - Test & Measure main window

The IP Traffic - Test & Measure main window is composed of four parts:

1 Menu bar: File, Edit, Configuration, Tools, File downloading, Automation Tool, Help, Operating
mode.

2 Tabs area: this main area displays the five tabs. To see a tab, click on the tab title you want to
display.

3 Time Reference display: this area shows the status of the time device(s) used as Time
Reference by IP Traffic - Test & Measure.

4 Activity display: ‘Activity’ parameter, ‘IP Generator Activity’, ‘IP Answering Activity’ and
‘Sniffer Activity'.

5 General commands: for remote control or local operations.

Menu bar, Time Reference display, activity display and global commands are always visible
whatever the tab displayed.
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10.2 Display General Rules of the IP Traffic - Test & Measure GUI

The fields of the IP Traffic - Test & Measure software interface can be filled following four
situations:

* Fields in which you can enter values

All the fields in which you can enter or choose values are recognizable by black writing on white
background color. If an address is not valid, the red color is displayed instead of black.

e Statistics fields

Statistics fields are automatically filled in. They are identifiable by blue writing on white background
color. You can only configure the refresh time of statistics display or reset statistics display by
pressing the “Reset Display” buttons.

When a statistic value cannot be computed, “N/A” for Not Applicable is displayed in the field.

+ Fields generated further to user action and displayed as information use only

These fields are filled automatically by IP Traffic - Test & Measure further to use enter or
parameters selection. They are displayed as reminder and will be modified by another user action.

These fields are recognizable by black writing on gray background.

* Fields turned out of reach further to user action

User actions and parameters selection may turn some IP Traffic - Test & Measure GUI fields and

action buttons out of reach. Usually all the out of reach fields are grayed.

Fields can become out of reach in several cases, fo r example:

- As soon as a connection is running, it is impossible to change its parameters. You must stop
the connection in order to change the parameters of the connection.

- When a testing mode (unitary or automatic) is selected, it is impossible to change parameters
of the unselected testing mode.

If you enter a non valid value in a field, the connection could be disabled or actions button in the
configuration’s window could become out of reach.
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10.3 Used Units in Information Display

All information used by IP Traffic - Test & Measure is displayed with its unit and unit is changing
in order to limit figure size.

10.3.1 Volume units

Display Meaning

10B 10 Bytes

1 KB 1 Kilo Bytes (1024 bytes)

1 MB 1 Mega Bytes (1048576 bytes)

1GB 1 Giga Bytes (1073741824 bytes)

1TB 1 Tera Bytes (1099511627776 bytes)
1.23"65 1.23 x 10765 Bytes

1p 1 packet

10.3.2 Throughput units

Display Meaning
10 b/s 10 bits per second
1 Kb/s 1 Kilo bits per second (1024 b/s)
1 Mb/s 1 Mega bits per second (1048576 b/s)
1 Gb/s 1 Giga bits per second (1073741824 b/s)
1Thb/s 1 Tera bits per second (1099511627776 b/s)
1.23765 1.23 x 10765 bits per second
1pls Packet per second

~ |  Throughput computing
| The IP Traffic - Test & Measure displayed throughputs correspond to payload data on

the sampling period (defined in the IP Traffic - Test & Measure configuration menu) and
bring back to a bits/second number. The displayed throughput is an “application”
throughput. At some instant, it could be different from the physical network throughput
because data can be split and buffered at various system levels.

10.3.3 Duration units

Display Meaning
31ms 31 milliseconds
1s 1 second
1mn32s 1 minute 32 seconds
1h24mn 1 hour 24 minutes
>24h Time superior to 24 hours

.& Unit changing

»  To change, a volume value in KB to a volume value in MB, IP Traffic - Test & Measure
divides the first value per 1024. Ex: 1000 KB = 0.98 MB. The same rule is applied with
throughput values. In order to have a throughput in Mb/s coming from a throughput in
Kb/s, IP Traffic - Test & Measure divides the first value per 1024. Ex: 2048 Kb/s = 2.00
Mb/s.
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PART 11 Using IP Traffic - Test & Measure
11.1 Main steps

The main steps to use IP Traffic - Test & Measure are:
¢ Tosend data:
1. InTab 1'IP Generator — Parameters’
Configure IP Generator parameters (IP address or Host Name, port number, and protocol),
Select and configure testing mode,
2. InTab 2 ‘IP Generator — Traffic + Statistics”
Run connections,
Results: see and exploit statistics in the ‘Traffic Observer’ tab.
¢ To receive data:
1. InTab 3 ‘IP Answering - Parameters + Statistics’
Configure IP Answering parameters (connected remote, working mode),
2. In Tab 3 ‘IP Answering - Parameters + Statistics’
Start receiving connections,
3. Results: see and exploit statistics in the “Traffic Observer” tab.

~ |  About the context file

.EQ‘ In order to avoid entering again all parameters for a new testing session, or to create again
mathematical laws, all IP Traffic - Test & Measure parameters can be saved in a context
file (see File menu description below).

So, if you want to repeat a test session with the same parameters later, do not forget to
save the current parameters in a context file before changing any parameter.

Copyright © 2000-2009 ZTI. All rights reserved. Page 59/194



IP Traffic — Test & Measure PART 11 Using IP Traffic - Test & Measure

11.2 Menu description

The menu’s bar is made of 8 items:

File Edit Configuration Time Reference Utilities Automation Tool Help  Operating mode

11.2.1 File Menu

Mty
Qpen ...

Save
Save As L.,

Recent Conkexts ... P

Exit

11.2.11 File/New

This command opens a new default context in IP Traffic - Test & Measure . Before opening a new
default context, running connections must be stopped. The default values of a new context are
presented in PART 14 Appendix.

11.2.1.2 File/Open

“Open” command allows reading a context file (.ctx file), which contains a previously saved
configuration. Before opening a context, running connections must be stopped.

Note:

Context file contains configuration parameters and a copy of the laws defined by the user.
Reading of a context file will delete currently used laws and replace them by the laws saved in
the context file.

11.2.1.3 File/Save

“Save” option allows saving the entire configuration parameters and parameters of the laws
defined in the opened context file.

11.2.1.4 File/Save as

This option allows saving all the configuration parameters and the parameters of the laws defined
in a context file (.ctx file), which name is requested in a standard enter dialog box.

11.2.15 File/Recent Contexts
This option allows charging the 4 most recent used context files (.ctx file).

11.2.1.6 File/Exit

This command stops IP Traffic - Test & Measure . To stop IP Traffic - Test & Measure , all active
connections (‘IP Generator’ and ‘IP Answering’) shall be stopped. A message box will ask you to
save or not changes made to parameters in a context file.
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11.2.2 Edit menu

Destination Parameters: IP Address or Hosk Mame  # Listening To: Park L4

Destination Parameters: Prokocol k Listening To: Protocol L4

Destination Parameters: Pork r Coming From: Remoke IP Address or Host Mame  #

Active tab: “IP Generator — Parameters” Active tab: “IP Answering — Parameters +
Statistics”

11.2.2.1 Edit/Destination Parameters: IP Address or  Host Name (for IP
Generator)

One option is available: Copy the IP Address from Connection #01 to all Connections

By selecting this item, the 'IP Address' field from connection #01 is copied out for all connections
from #02 to #16.

11.2.2.2 Edit/Destination Parameters: Protocol (for IP Generator)

Two Options are available: Select TCP for all Connections
Select UDP for all Connections

By selecting one option, the 'Protocol’ field for the connections #01 to #16 is set to TCP or UDP.

11.2.2.3 Edit/Destination Parameters: Port (for IP  Generator)

Four options are available: Increase only UDP Ports (from first UDP Connection)
Decrease only UDP Ports (from first UDP Connection)

Increase all Ports (from Connection #01)
Decrease all Ports (from Connection #01)

With this menu, you can:

e Set the port number increasingly or decreasingly for all UDP connections, based on the port
number of the first UDP connection.

e Set the port number increasingly or decreasingly for all connections, based on the port
number of the first connection without taking considering the protocol in use.
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11.2.24 Edit/Listening To: Port (for IP Answering)

Four options are available: Increase only UDP Ports (from first UDP Connection)
Decrease only UDP Ports (from first UDP Connection)

Increase all Ports (from Connection #01)
Decrease all Ports (from Connection £01)

With this menu, you can:

» Set the port number increasingly or decreasingly for all UDP connections, based on the port
number of the first UDP connection.

» Set the port number increasingly or decreasingly for all connections, based on the port
number of the first connection without taking considering the protocol in use.

11.2.25 Edit/Listening To: Protocol (for IP Answer  ing)

Two Options are available: Select TCP for all Connections
Select UDP for all Connections

By selecting one option, the 'Protocol’ field for the connections #01 to #16 is set to TCP or UDP.

11.2.2.6 Edit/Coming From: Remote IP Address or Hos t Name (for IP Answering)

One option is available: Copy the IP Address from Connection #01 to all Connections

By selecting this item, the IP Address field from connection #01 is copied out for all connections
from #02 to #16.

Copyright © 2000-2009 ZTI. All rights reserved. Page 62/194



IP Traffic — Test & Measure PART 11 Using IP Traffic - Test & Measure

11.2.3 Configuration menu

Configuration

Microsaft Windows TCP stack parameters

General parameters
File Operating Modes
AutoComplete ...

Disable the "Traffic Observer" tab ko increase performances

11.2.3.1 Microsoft Windows TCP Stack Parameters

The "Stack Parameters" window is not available unde  r Windows Vista. The TCP Window
Size and the selective acknowledge are automaticall  y handled by the operating system.

IP Traffic - Test & Measure uses the Microsoft TCP/IP stack via the Winsock?2 interface (or API).
This interface enables modifying some parameters of the Microsoft TCP/IP stack. IP Traffic - Test
& Measure enables modifying the TCP Receive Window size and enables the TCP Selective

Acknowledgements. When the Stack Parameters command is selected, the following window is
opened:

“IP Traffic - Test & Measure™ - Microsoft Stack Parameters

TCF Receive Window Size Parameter

The TCP Receive Window specifies the number of bytes an application can
transmit without receiving any acknowledgment. [fthis option is disahled, the
TCRIIP Stack uses the default value provided with the aperating system.
Lzually a large TCF Receive Window improves perfarmance over high-delay ar
high-bandwidth networks.

W TCP Recee \Window Size (1,024 to 1,073,741,823 hytes) B5535

MHote: OnWindows 2000, ¥P and Server 2003, vou can specify a TCP Receive
Window Size larger than 64KB (as specified in RFC 1323).

TCP Selective Acknowledgements (SACK, az specified in BFC 2018) ————
The Selective Acknowledgement (SACE) is imparttant for a large TSP
Receive Window Size.
Without SACK, TCF can acknowledge the latest sequence number of
contiguous data received, arthe left edge ofthe receive window anly.
When SACK option is enabled, TCF continues to use the ACK numbhber to
acknowledge the left edge of the receive window, but it can also acknowledge
other non-contiguous blocks of received data individually.

W Enahble TCF Selective Acknowledgerments (SACK)

WARMING
These values are saved in the Registry. They influence all
applications using the TCRIP stack {ftp, web hrowser, mail
application, efc..).

Ifyou modify these values, you should restart your PC.

0] 54 | Cancel

Microsoft Windows TCP stack parameters window

The TCP Receive Window Size value must be included between 1,024 and 1,073,741,823
bytes.

The “OK” button allows saving changes made to the TCP/IP stack Parameters. If some changes
have been made, you must restart your PC.

A Important: these values are saved in the Registry and influenc e all applications
using the TCP/IP stack.
The path to these parameters on the registry with Windows 2000, XP or Server 2003 is:
Key: HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\TCPIP\Parameters
Values: TcpWindowSize & Tcp13230pts & SackOpts.

Copyright © 2000-2009 ZTI. All rights reserved. Page 63/194



IP Traffic — Test & Measure PART 11 Using IP Traffic - Test & Measure

11.2.3.2 General parameters

This command allows configuring parameters applied to graphical display, timeouts for echoed
connections and the size of buffers used by IP Traffic - Test & Measure . When selected, the
following window is pop up:

“IP Traffic - Test & Measure™ - General Parameters g|

Riefrezh Time and Throughput S ampling Period
The refresh time parameter defines the frequency of statistics updates an"IP
Traffic - Test & Weasure”. This parameter also applies to statistics exportation
The throughput sampling period defines the number of secands of traffic needed
to calculate the throughpuot,

Refresh Time {1 to 60 seconds) 2
Throughput Sampling Period {1 to 60 seconds) a

TCP and UDF received Data Timeout
These parameters are for the IP Generator Part only. When there is no more
data to be sent, "IP Traffic - Test & Measure" continues to receive data until the
timeout expires. Then the connection is released. When the timeout is 0, the
connection is stopped as soon as there is no more data to be sent.

Tirmeout far TGP Packets echoed (1 to 9,939 ms) a0a

Timeout for UDP Packets echoed {1 10 8,999 ms) Ton

"IP Traffic - Test & Measwre" Bulfer Size [S0_RCWBUF and 50_SHDEBUF)

The huffers used by "IP Traffic - Test & Measure” to dialog with the YWinsock AP
influence the throughput pefarmance far high speed netwark. The best
performance can be reached with a high huffer size. Change in one ofthese sizes
concerns the new connections only.

Receive Buffer Size {1,024 to 65,535 bytes) 2192
Transmmit Buffier Size (1,024 to 65,535 bytes) g192

[8]%4 | Zancel ‘

General parameters window
Parameters applying to the GUI display

Refresh time: the value entered in this field configures the display refresh time for all statistics
displayed in IP Traffic - Test & Measure

Throughput sampling period: the value entered in this field is used to compute the throughput for
the statistics display.

Parameters applying to echoed connections

Timeout for TCP packets echoed (ms): value entered in milliseconds. This field is used for echoed
TCP connections. When the connection is stopping, IP Traffic - Test & Measure continues TCP
data acquisition during a time defined by this timeout except if this value equals zero.

Timeout for UDP packets echoed (ms): value entered in milliseconds. This field is used for echoed
UDP connections. When the connection is stopping, IP Traffic - Test & Measure continues UDP
data acquisition during a time defined by this timeout except if this value equals zero.

Parameters applying to the data buffer size

Receive buffer size: this value is saved in the current context only and is used when receiving data
from the Microsoft Winsock2 interface.

Transmit buffer size: this value is saved in the current context only and is used when sending data
to the Microsoft Winsock?2 interface.
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11.2.3.3 File Operating Modes

This command allows selecting the file operation mode for every file generated by IP Traffic - Test
& Measure except for the context file. When selected, the following window is displayed:

*IP Traffic - Test & Measure™ - File Operating Modes

Mate: The rulez below are applied on each file of "IP Traffic - Test & Meazure" [Smiffed
traffic files and statiztics files).

Choose an Operating Mode
(¥ Owenwrite: ovenarites the file if it exists.

" Rename: adds date and time to the filename if it exists.

(] | Cancel Help

File Operating Modes window

Overwrite

If you choose this mode, each time you start a statistics export process or the traffic capture, IP
Traffic overwrites the file you have defined if it exists.

Rename

By choosing this mode, IP Traffic adds a suffix to the file name, if the file still exists. The suffix
follows the format: mmddyyyy _hhmmss

Example: For a file name IPGenerator_Statistics, the resulting file name generated by IP
Traffic will be IPGenerator_Statistics_01242004_193020.

11.2.34 AutoComplete

The AutoComplete option is a help mechanism to input values for the user. It lists possible entries
that match user entries typed before. The AutoComplete mechanism with IP Traffic - Test &
Measure is available for IP address entries in the “IP Generator — Parameters” and “IP Answering
— Parameters + Statistics” tabs.

IP Address ar Host Mame

Connection #01 | | w

www ztitelecom.com

Connection #02 | ¥ -

There are 5 different historical records:

* Historical record for IP address entry in the IP Generator tab,

= Historical record for IP address entry in the IP Answering tab

= Historical record for IP address in the File Downloading dialog box.
= Historical record for IP address on the Remote Control panel

= Historical record for IP address entry in user-defined filter edition window on the Traffic Sniffer
tab.

The AutoComplete parameters dialog is used to enable/disable and to clear all historical records.
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“IP Traffic - Test & Measure™ - AutoComplete parameters

AutoComplete
The AutoComplete option helps the user to enter values. it shows the latest entries
matching the current pattern entered by the user. The entries histarical is not kept
hetween two sessions of"IP Traffic - Test & Measure" for security reason.

The AutoComplete of "IP Traffic - Test & Measure” is available for IP address entries
inthe "Sender - Parameters" and "Receiver - Traffic + Statistics" tabs.

v Enable AutoComplete

Clear Hiztomy
The Clear Histary button removes current user entries.

(0]54 | Cancel |

Up to 30 entries can be kept in the historical record. When a 31* entry is typed, the 1% entry is
deleted: the historical record is handled like a FIFO list.

The Clear History button removes user entries from historical records leaving two predefined
entries:

* NO_ADDRESS: this is the default IP Address of the Traffic Generator - a void address,
used to disable the connection.

« ANY_ADDRESS: this is the default IP Address of the Answering, used to accept any
incoming connection.

When AutoComplete is disabled, the historical record doesn’t continue to be filled. User entries
available - before AutoComplete deactivation - remain when AutoComplete is activated again.

Note: the historical record is associated to the IP Traffic - Test & Measure session. For
confidential reasons, the historical record is not kept between sessions and is lost at the end of the
IP Traffic - Test & Measure session.

Note: The IP address entries contained in a context are automatically added to the historical record
when loading it

11.2.35 Disable the 'Traffic Observer' tabs to inc  rease performances

This item allows disabling the 'Traffic Observer' tab in order to free processors and memory
resources for traffic generation on slow computers.

When this option is selected, IP level statistics (and graphics) are not available any more.
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11.2.4 Time Reference menu

Time Reference

Time Reference, what Far? ...

Choose the Time Device bype to use  #

Time Device parameters L4
High Precision Clock (zClock) »
11.24.1 Time Reference, what for? ...

This command opens a window showing a short presentation of the different time devices that can
be used with IP Traffic - Test & Measure.

11.2.4.2 Choose the Time Device type to use

Time Reference

Time Reference, what For? ...

Choose the Time Device type to use  k

Time Device parameters 4 Time Device | 2100
Time Device | 2200
MTP Time Server | 2300

High Precision Clack (zClock) »

Thanks to this menu, you can select the Time Device you want to use. Select “None” (no time
device used) or one of the ZTI Time Device (z100, z200, z300). Get more details on those Time
Devices at paragraph “1.3 Use a hardware time device to get high precision measurements”.

11.2.4.3 Time Device parameters

Time Reference

Time Reference, what far? ..,

Choose the Time Device type to use  #

Time Device parameters Time Device | 2100
Tirme Device | 2200
MTP Time Server | 2300

-

High Precision Clock {zClock)

11.2.4.3.1 Time Device / z100 or Time Device / z200

This command allows configuring parameters applying to the z100 / z200 Time Device connected
to the PC via a serial link.

“IP Traffic - Test & Measure™ - 2100 / 2200 Time Device Parameters

Parameter of the 2100 / 2200 Time Device
Communication port for 2100 / 2200 |[EEEEN ~
z100 / 2200 legend in the main window
O The 2100 / 2200 syztem provides time synchronization and pozition

0 Synchionization pending or no 2100 / 2200 system available

Infarmation from the: 2100 / 2200 Device

S atellite information Time
Satelite  Signal strength UTC time from GPS
GPS position
Latitude Longitude: Altitude

‘when GPS pozition is available
‘ ™ Save GPS position valus in data packets at periodic interval of |30 seconds

oK Cancel | Help ‘
This window is divided into four sections:

Copyright © 2000-2009 ZTI. All rights reserved. Page 67/194



IP Traffic — Test & Measure PART 11 Using IP Traffic - Test & Measure

e Communication port for z100 / z200: to select the z100 / z200 communication port (COML1 to
COMS6) otherwise select “no GPS".

* 7100 / z200 legend in the main window: colored icons giving information on the state of the
z100 / z200 system (see the z100 / z200 colored light on the lower left of the IP Traffic - Test
& Measure main window)

= Green color: the z100 / z200 system provides synchronization and position information
(3D). For this status, the GPS system is synchronized with at least three satellites.

= Red color: no information is available via the z100 / z200 device: either the time device is
not operational (no time device plugged or no power by example), or there is not enough
satellites seen by the GPS to get precise timing information and position. In this case,
change the position of the antenna of the z100 / z200 time device and wait for a few
minutes to see the result.

e [nformation from the z100 / z200 device:

= Satellite information: for each satellite recognized by the GPS, the satellite number and the
signal level are displayed.

S atellite information In this example, 8 satellites are displayed, and only the

Satelite  Signal strength satellites number 10, 13 and 2 have a significant level.
10 12.20
13 240 Satellite information
[53] E-Eg XX means that the satellite XX is used for computation.
[24] 0.00 [XX] means that the satellite XX is not used for
(27 0.00 computation (time and localization).
4] 0.00
(5] Signal strength information (in dBm)
xx.yy indicates the signal level
-.-- means that the signal level is not too low

= Time: time provided by the GPS system (GMT time).
= GPS position: 3D reference (latitude, longitude and altitude).

When GPS position is available: the GPS position (latitude, longitude and altitude) can be
added to data packets at a user-defined rate. IP Traffic - Test & Measure, stores this additional
information in a specific record of the Traffic sniffed file and it is not included in the data
packets. By saving the GPS position, IP Traffic is able to provide the location of the computers
when they receive or send packets. (see 11.10.3.3 Statistics Display = Packet Statistics).

In the “GPS parameters” window, a Help button gives information about ‘How GPS works’ and how
to use it.

Example of GPS parameters window (obtained in Lannion, FRANCE)
In this example, three satellites have a high signal level, and the GPS position is available.
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“IP' Traffic - Test & Measure® - 2100 f z200 Time Device Parameters

Parameter of the 2100 / 2200 Time Device

Communication port for 2100 4 2200:

I ~

2100 / 2200 legend in the main window

O The 2100 / 2200 zypztem provides time spnchronization and position

0 Synchronization pending or no 2100/ 2200 system available

Infarmation fram the 2100 4 2200 Device

Satellite information Time
S atellite Signal strength UTE time from GPS

I 120 2006/04/13 155421

2 F.an

[23) 0.00 B

[24) 0.00 GPS position

EE]'?] 8 gg Latitude Longitude Altitude
3 +48° 44' 37 96" -3t 28 21,94 143

“When GPS position iz available

[ Save GPS position value in data packets at periodic interval of |30 zeconds

0k | Cancel | Help |

0

When loading a context having the z100 / z200 device enabled, IP Traffic
checks each COM Port to find the GPS unit.

0

Moreover, if a z100 / z200 device is already active when loading a context
having the z100 / z200 device enabled, IP Traffic doesn’t resynchronize itself

11.2.4.3.2 NTP Time Server / z300
This command allows configuring parameters applying to the z300 NTP Time Server connected to

the PC through the network.

This window is made of four parts.

“IP Traffic - Test & Measure” - NTP Time Server Parameters f z300

MTP Time Server Status

dncertainty: M2

Statuz: Mo Synchronization running

MTF Time Server legend in the main window

Q The NTP Time Server provides time synchronization

O Synchronization pending or no MTP Time Server available

| General Parameters l Infarmation kMessages I Advanced |

Farameter of the MTF Time Server [z300]

Specify the IP addrezz [IPw4 only] af the MTP Time Server [2300]; | 192 168 . 10

Connect to the NTP Time Server |

. 128

Ok, | Cancel
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11.2.4.3.2.1 NTP Time Server Status
HTP Time Sermver Statuz

Statuz: Ma Sunchranization runming
Uncertainty: KA

HTF Time Server legend in the main window

G The MTF Time Server provides time synchronization

e Synchronization pending ar no HTP Time Server available

At the top of this window, you can follow the synchronization status. Three statuses exist:
- No Synchronization running
- Synchronizing
- Synchronized

When IP Traffic - Test & Measure is synchronized, you get the uncertainty value. In the other
cases, the uncertainty value is N/A (Not Applicable).

MTP Time Server Status —
Statuz: Svnchronized
ncertainty: 685 ps

This part explains also the legend shown in the main window. If the red light is on, there is no NTP
Time server available or the synchronization is pending. If the green light is on, IP Traffic - Test &
Measure is synchronized with the NTP Time Server.

11.2.4.3.2.2 General Parameters tab

General Parameters l Information Messages I Advanced |

FParameter of the MTF Time Server [2300]
Specify the P address [IPvd only] of the MTP Time Server [z300): | 192 168 . 0O . 128

Connect to the HTP Time Server |

The General Parameters tab allows specifying the IP Address of the z300 NTP Time Server
plugged on the network. By clicking on the button “Connect to the NTP Time Server”, you activate
the dialog with the NTP Time Server. In that case, the status presented in the last paragraph
changes from “No Synchronization running” to “Synchronizing”. Moreover, since the dialog is
initiated, you can access to the other tabs, “Information Messages” and “Advanced”.

General Parameters l I |

FParameter of the MTF Time Server [2300]
Specify the P address [IPvd only] of the MTP Time Server [z200]: | 192 168 . 0 . 128
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11.2.4.3.2.3 Information Messages tab

This tab shows the important messages related to the dialog between the NTP Time Server and IP
Traffic - Test & Measure.

| | Information Meszages I |

MTP Tirme Server [2300] Infarmation Meszages

03/26/2008 16:30:53.562 4 Z300 time frame iz out of the expected time range walues: it he A Save Logs
03/26/2008 16:31:07 578 A new drift walue has been calculated.

032642008 16:31:48.625 A 2300 time frame iz out of the expected time range walues: it he Clear Logs
03/26/2008 16:31:52 562 A 2300 time frame iz out of the expected time range values: it he
03/26/2008 16:31:58.562 & new drift walue has been calculated.

03/26/2008 16:35:43.603 & new drift value has been calculated.

4 b

‘

By using the “Clear Logs” button, you can delete all previous messages. By using the “Save Logs
button, you can save into a file all the current messages displayed in the list box.

11.2.4.3.2.4 Advanced tab

The “Advanced” tab allows having the access to embedded HTML interface of the z300 NTP Time
Server. This interface allows the parameters configuration and gives information about the satellite
visibility, the GPS status ...

| I l Advanced |

Arocess to the 2300 embedded administabion interface

Click, on the button here after to access to the embedded HTML interface ——
of the 2300 unit. Thiz interface allows, for esample, changing module Embedded Administration Interface
parameters or getting information about GPS zatellites vizibility.

By clicking on the “Embedded Administration Interface”, a browser window is opened asking for a
login and password. To be able to access to the interface, enter the following information:

Login: user

Password: heol

Connect to 192.168.0.128

2
A 3

The server 192,168.0,128 at MTP Server requires a Usernames
and passward,

Warning: This server is requesting that wour username and
password be sent in an insecure manner (basic authentication
without a secure connection),

Lser name: | € user v-|

Password: rm |

Reriember my passwiord

[ Ok ] [ Cancel
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Once you click on the OK button, you have access to the HTML interface. Please refer to the z300
documentation to get more details on the way to configure it.

(2 Heol Design Server - Windows Internet Explorer E]@E

- | httpuinsz 1680128 &% ] [Lve searct e

Ele Edt Yew Favortss Took  Help

¥ &0 | @rel Desinserver ‘ | 3 - B e v |ohBage v 0 Took ¢

B i —_—
HEOL DESIGN GPS Time Synchro T101

T101 Mode Welcome to Heol Design SNTP Server

Click on the links in the main menu to see some status information about the NTP server.

When simply monitoring the T101 mode, stay on the index web page teo limit the LAN
traffic.

Selfsurvey (10us)

| 16:38:06 |

Menu
1.INDEX

2.L0GIN

3.GPS Status

4.NTP Settings
5.NETWORK Settings

6.UNIT Settings
Copyright @ 2007-2008 HEOL DESIGN. Al rights reserved.

i\ Done & Internet H100% -

11.2.4.4 High Precision Clock (zClock)

This item allows configuring parameters applying to the zClock module connected to the PC via a
parallel cable in EPP mode. You can configure the EPP mode at boot time in the Setup menu or by
using the specific driver of the additional card - PCI and PC card add-ons supporting EPP mode
are commonly available.

You can select the parallel port to use zClock with IP Traffic - Test & Measure

Tirne: Rl

Time Reference, what for? ...

Choose the Time Device bype touse ¥

Time Device parameters L4

High Precision Clock (2Clock) J
Plugaed on LPT1
Plugged on LPTZ
Plugged on LPT3
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11.2.5 Utilities menu

Utilities

File Downloading
Corwvert Sniffed Traffic File bo Ethereal Format File, ..

11.251 File downloading

This command allows downloading a file from one IP Traffic - Test & Measure machine to another
one. In order to avoid confusion, “Local” and “Remote” terms are used to indicate the machines for
this command.

File Downloading is mainly used when a receiving connection is operating in Absorber File working

mode. It is aimed at repatriating the absorbed file from IP Answering to IP Generator, as shown in
the following scheme (any file from the remote machine can be downloaded).

Local “IP Traffic” Remote “IP Traffic”
1] Connection Remaie
Local —— =
= ﬁ IP Answering
IP Generato
erendiar 2] File downloading Ahsorher File
- working mode

Example of File downloading in File absorber receiving working mode environment

[1] The Remote ‘IP Answering’ stocks received data in a file.

[2] The user of the Local ‘IP Generator' machine can get the file back by using the File
downloading function.

Example of File Downloading usage:

File Downloading may be used when a receiving connection at the Remote side is operating in
Absorber File working mode. It is aimed at repatriating the absorbed file from the ‘IP Answering’
part to compare it to the file sent by the ‘IP Generator’ part, as shown below.

The Remote ‘IP Answering’ is configured in the Absorber file Mode, for TCP connection.
The Local ‘IP Generator’ establishes a TCP connection and sends data from a file.

When the connection is finished, the ‘IP Generator’ uses the File downloading function to get
received data from the Remote ‘IP Answering’. The user of Local ‘IP Generator’ can check if data
transfer was successful.

Process a file downloading

When clicking on the file downloading command, the following window appears:
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“|P Traffic - Test & Measure” - File downloading Parameters

This function allows file downloading frorm a rernote "IP Traffic - Test & Measure” PCto the local "IP Traffic - Test &
Measure” by using a specific TGP port number. The remote and the local PCs must have the same port number.

File downloading Fort Mumber
:D Local port number (1 to 65,535) | 2500

File downloading from a Remaote

2 Remote source filename | GAProgram FilesiP TraffictogsiCapture tre
IP Address ar Host Mame | 182168.0.35
4 Local destination filename | CAPradram FilesdP TrafficlogsCaptureFromBemate tre Browse

@ v Delete the remote file atthe end of the downloadine

0 100

@ Stat | |
Ok | Cancel ‘ Help ‘

File downloading window
To process a file transfer, do the following steps:
On local and remote machines:
[1] Configure port number — Port number must be the same for local and remote machines.
On local machine:

[2] Give the name and path of the remote file to download. To be downloaded, file must not be
read or enriched on the remote machine at the same time.

[3] Give the IP address of the remote machine from which file is downloaded. Can be an IPv4 or
an IPv6 address.

[4] Give local name of the destination file.

[5] If necessary, the remote file can be deleted after the downloading

[6] Press the “Start” button to begin file downloading from remote machine.
“OK” button allows saving the entered parameters and closes the window.

Note:

When the “Start” button is pushed, it is impossible to press OK or to close the window. You should
press “Stop” or wait the end of file transfer operation.

On the remote machine, the following message box will warn that a file downloading is in progress:

“IP Traffic - Test & Measure™ - File downloading in Progress from a Remote

Remote IP Address: |1 87 168.0.51

Fart Mumber: |25IIIEI

Lacal Filename downloaded by the Remate: |C:1F'r|:|gram FilesiP TrafficilogsiCapture tro

Data volume to send (Bytes): |EEEIEEIEEIEI4

volurme of Data rermaining (Bytas): |2T88T1384

Warning message displayed on the remote machine from which file is downloaded

= Remote IP address is the IP address or host name of the machine from which you want to
download the file. Can be an IPv4 or an IPv6 address.

= Port number is the port number for the file downloading process (it must be the same for
remote and local machines).
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» Local flename downloaded by remote is the name of the downloaded file.

= Data volume to send is the total volume of the file to download.

= Data remaining volume is the volume still to send.

During a file transfer, you will not be allowed to close the application on the Remote machine.

File downloading is working as follows:

- The Local requests the file that is sent by the Remote machine.

- The Local establishes the connection.

- When the Remote receives the connection demand, it stops all of its running processes.

- The Remote accepts the connection and waits for the filename (with a timeout - default 10 s.
This value can be customized. For more information, see the parameter TCP_INACTIVITY at
14.3 Configuration parameters saved in the Registry database).

- When connected, the Local sends the filename.

- When the Remote receives the filename, it checks if the file exists and sends the size (0
means no file or file access error) and data.

- When the Local wants to stop the reception of the file, it disconnects.

- When the Remote has sent the file, it waits for an ACK (with a timeout — 5 s. by default).
- When the reception of the file is complete, the Local sends an ACK.

- When the Remote receives an ACK, it waits for the deletion order

- If the Local receives the whole file, it sends the deletion order (the order can be: “delete” or
“do not delete” the file).

- If the file should not be deleted:
- When the Remote receives the deletion order, it disconnects (no more operation to do).
- If the file should be deleted:

- When the Remote receives the deletion order, it deletes the file and sends back the
result of the deletion (succeeded or not). Then, it disconnects.

When the Remote receives an expiration of the Timeout, it disconnects.

11.25.2 Convert Sniffed Traffic File to Ethereal F  ormat file

“IP Traffic - Test & Measure™ - Convertion of Sniffed Traffic File

Corvert a Sniffed Traffic File
Select a Sniffed Traffic File and specify the Ethereal Format Filename {dmp). Click on
"Convert" to start the convertion. You can abort it whenever you want by clicking on Stap.

Sniffed Traffic File: | |

Browse

Ethereal Format File: | Browse

This tool allows converting the Sniffed Traffic files by IP Traffic - Test & Measure format to
Ethereal standard format. By realizing this operation, the result file (dmp) can be opened by a
Network Analyzer software such as Ethereal or Network Instruments Observer. This tool can
convert capture traffic files containing IPv4 and IPv6 packets.
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11.2.6 Automation Tool menu

Aukomation Toaol

Automation Tool, what Far? ...

Cpen Automation Tool ...

11.2.6.1 Automation Tool, what for?...

This command opens a window showing a short presentation of the Automation Tool for IP
Traffic - Test & Measure.

11.2.6.2 Open Automation Tool
The Open command launches the Automation Tool for IP Traffic - Test & Measure.

11.2.6.3 Close Automation Tool
The Close command stops the Automation Tool for IP Traffic - Test & Measure.

11.2.6.4 Bring to the top Automation Tool

The Bring to the top command displays the Automation Tool for IP Traffic - Test & Measure  on
the top of other windows.

11.2.7 Help Menu

Forewarnings. ..
Getting Started (IPw4) ...

about IP Traffic. ..

11.2.7.1 Help

Help command displays help on IP Traffic - Test & Measure . Pressing the F1 key can also
activate help. To display the IP Traffic - Test & Measure Help, Acrobat Reader should be
installed. If Acrobat reader is not installed, a warning message is displayed.

You can download the latest version from http://www.adobe.com, or use the version of Acrobat
Reader provided with the “IP Traffic — Test & Measure» CD ROM.

A IP Traffic - Test & Measure doesn't support other PDF readers than Acrobat Reader.
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11.2.7.2 Forewarnings menu

"IP Traffic - Test & Measure” - Forewarnings

IP Traffic leans on Microsoft Winsock?2 interface to generate and receive traffic. As a consequence, application behavior is dependent on Microsoft
Winsock2, TCP stack and operating system working modes (Windows 2000, XP, Server 2003 or Vista).

Inter packets delay remark
To define values of inter packet delay, user must consider that the minimum resolution handled by IP Traffic is relating to timer resolution of
operating system.

This timer resclution varies according to operating system and PC used (generally 1 millisecond).

UDP connections remarks

‘When several UDP connections are running and according to traffic level and system loading, IP Traffic could behave paricularly due to TCP
stack limits and working mode.

Winsock2 interface in its current release does not provide any system limit information to applications such as IP Traffic. So, the following
situations could occur:

Packets loszes - Winsock2 does not transmit all received pakets to [P Traffic receiver

IP Traffic - PC #1 IP Traffic: - PC #2
——e R R .
sent packets = N received packets =M
SENDER E UDP connection RECEIVER {echoer mode)
received packets {echoed)=0  ____ sent packets (echoed) =P

The following situation could occur :N=or=M,M=P, Q=or=F

UDP connections distibution - some connechions could be favored

When several UDFP connections are running together, the TCFP stack could favor some connections.
It has been noticed that echoed connections are favored. Throughput of some connections working in receiver absorber mode could
decrease to 0 for a variable while.

LIDP total throughput
Sender total instant throughput could indicate at some instant a higher throughput than the face value of physical link throughput.

When these situations occur, it can be limited by regulating connections throughput according to the face value of physical link throughput.
To regulate throughput, reduce packets size or increase inter packets delay of connections.
Other mean to curb these limits is to configure buffer size in "configuration Microsoft Windows TCP stack”™ menu or to tune Microsoft TCP stack.

This menu is aimed to inform you of IP Traffic - Test & Measure special behaviors due to system
limits.

IP Traffic - Test & Measure leans on Microsoft Winsock 2 Interface to generate and receive TCP
or UDP traffic. Therefore, IP Traffic - Test & Measure behavior, as any Winsock 2 application, is
dependent on Winsock 2 Interface, Microsoft TCP Stack and operating system working modes.

11.2.7.2.1 Inter packets Delay

When defining Inter packet delay, the user must consider that minimum resolution handled by IP
Traffic - Test & Measure is related to timer resolution of operating system. This timer resolution
varies according to the used operating system and PC. Usually, timer resolution is 10 or 15 ms.

11.2.7.2.2 UDP connections

When several UDP connections are running and according to traffic level and system loading, IP
Traffic - Test & Measure can have strange behavior due to TCP stack limits and working mode.

=  Packet losses

a) UDP connection from Local IP Generator to Remote IP Answering - the working mode of
the Remote IP Answering is absorber.
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IP Generator IP Answering (Absorber mode)

UDP connection
n sent packets P> m received packets

n2m

UDP connection

n sent paCketS % m received packets

IP Generator IP Answering (echoer mode)
g received packets (echoed) _ p sent packets (echoed)
nzm
sp
p

b) UDP connection from Local IP Generator to Remote IP Answering - the working mode of
the Remote IP Answering is echoer.

In this case, the number of received packets (m) will be equal to the number of echoed packet (p)
in the 'IP Answering' part. Nevertheless, the number of received packets (q) in the 'IP Generator'
part could be inferior to the number of packets (p) sent by the Remote 'IP Answering' in echoer
mode.

=  UDP connection distribution

When several UDP connections are running together, the TCP/IP stack may be favor echoed
connections.

Throughput of some connections working in the 'IP Answering' absorber mode may decrease to
zero for a variable time.

= UDP total throughput

IP Generator total instant throughput could indicates at some instant a higher throughput than the
face value of physical link throughput.

When these situations occur, it can be limited by regulating connections throughput according to
the face value of physical link throughput. To regulate throughput, reduce packets size or increase
inter packets delay of connections. Other mean to curb these limits is to configure buffer size in
“configuration-Microsoft Windows TCP stack” menu or to tune the Microsoft TCP stack.

11.2.7.3 Help/Getting Started (IPv4)
The “Getting Started (IPv4)” command displays the Getting Started procedure.

11.2.7.4 About IP Traffic - Test & Measure...

“About” command displays the version number and the copyright of IP Traffic - Test & Measure
and ZTI contact information.

Copyright © 2000-2009 ZTI. All rights reserved. Page 78/194



IP Traffic — Test & Measure PART 11 Using IP Traffic - Test & Measure

11.2.8 Operating mode menu

Dperating mode

v Local
Femate

11.2.8.1 Local mode

By selecting this mode, all IP Traffic - Test & Measure functionalities and commands are
available.

11.2.8.2 Remote control mode

The “Remote” item is enabled only if you have previ ously filled in the port number in the
“Remote control of an «IP Traffic — Test & Measure» system” (for example, 2600 in the
example below). Therefore, this system will wait an incoming TCP connection on this port in order
to operate under control of a remote system. A port is opened with IPv4 and another port with IPv6.
Remote Control of an IP Traffic - Test & Measure system
Remote file context Remote IP address of Host Mame  Port Remate Operatian

I |NO_ADDRESS | 2600 ‘

When the remote control mode is selected, a message is displayed at the bottom of the IP Traffic -
Test & Measure main window as described below, and all button commands and tabs are
inhibited.

This IP Traffic system is operating under control of another IP Traffic system.
If you want to quit this mode, please select 'L ocal'in the 'Operating mode' memn.

The “Traffic Observer” tab is displayed and you can see the connections activity if any.

To quit this mode, select the item menu “Normal” of the Operating mode menu. A message is then
displayed. Press OK to return in normal operating mode.

A remote IP Traffic - Test & Measure system can operate with another IP Traffic - Test &
Measure system in remote control mode by using commands at the bottom of the IP Traffic - Test
& Measure main window (left part):

Remote Control of an IP Traffic - Test & Measure system
Remote file context Remote IP address or Host Mame  Port Remota Operatiah

| RemoteContenxt ch | 1BM330 | 2600 Run all processes ‘ |

First, you define the remote context file to load on the remote IP Traffic - Test & Measure
machine, and define the remote IP address or host name (IPv4 or IPv6) and the port number.

Note: the remote IP Traffic - Test & Measure machine must be set before in the ‘Remote’ mode
(by using the ‘Remote’ item of the ‘Operating mode’ menu).

When the “Run all processes” button is pressed, a TCP connection is established with the remote
system in order to supervise the link between the two systems. Then the context filename
previously defined is sent to the remote. The remote system loads this file context and then
executes the “Run all processes”. This specific TCP connection between local and remote is
stopped when you press the “Stop” button of the ‘Remote operations” on the local system.
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11.3 Main window: the five tabs

Tabs general presentation:
IP Traffic - Test & Measure presents five tabs:

IP Generator - Parameters ] IP Generatar - Traffic + Statistics ] IF Answering - Parameters + Statistics ] Traffic Sniffer  Traffic Observer |

IP Traffic - Test & Measure tabs titles

= The first two tabs are related to the ‘IP Generator’ module. They are named “IP Generator -
Parameters ” and “IP Generator - Traffic + Statistics ".

= The third one is related to the 'IP Answering' module, it is named “IP Answering - Parameters
+ Statistics .

For the first three tabs related to the ‘IP Generator’ and ‘IP Answering’ modules, each one of
the 16 connections is represented by one line (from “connection #01” to “connection #16").
Columns represent parameters or status of connections and statistics.

= The fourth tab concerns the management of the Sniffer allowing IP traffic capture: the “Traffic
Sniffer ”.

= The fifth tab is named “Traffic Observer ”: all statistics and graphs are displayed in this tab with
many user commands and parameters.

Each tab is composed of several areas. For each tab, we will present in this guide each area
separately.

11.4 Main window: the Time Reference display andt he activity display

IP Traffic - Test & Measure displays four information areas:

= — IP Generator Activity (based on application data) IP Answering Activity (based on application data) Sniffer Activity
@ NTP Time Server | Activity ) ) . . File size 665 B
N Active connections 1 Throughput 31.9 Khis || Active connections 1 Throughput I8
Uncertainty: 174 ps % ' N
Tirme before disk limit =24 h

e The left area contains two kind of indicators:
- Time Reference status with the uncertainty value:

No Time Device and 2100, z200 or z300 2100 or z200 + zClock only
no zClock used Time Device used zClock
Mo ZTI Time & MTP Time Server | @ Time Device 121 EIEI| = ZClock
Reference used Uncertainty 1 ms - ZClock Uncertainty: 1 ms

You can click on the When zClock is coupled
button to reach the with a z100 or z200 Time
configuration window. Device, the uncertainty is
not displayed.
The colored light (green or red) gives the status of the device (Time Device or zClock). If
green, zClock or the Time device is present and operational otherwise you get the red light.

- The Activity counter expressed in % indicating the general O.S. activity. Under Windows
Vista, the Activity counter is available only when IP Traffic - Test & Measure is launched
with administrator rights. In the other case, the value N/A is displayed.

* |P Generator Activity with the total number of active connections and the total throughput for
these connections. This throughput shows Rx and Tx activities for the IP Generator patrt.

* |IP Answering Activity  with the total number of active connections and the total throughput for
these connections. This throughput shows Rx and Tx activities for the IP Answering part.

» Sniffer Activity to indicate the current Sniffer activity (saving files) with the current total file
size already saved on disk and time available before disk limit.

Statistics display refresh time, and sampling period to compute throughputs are configured in
Configuration / General Parameters menu.
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11.5 Main window: the general commands

IP Traffic - Test & Measure offers two command blocks at the bottom of the main window:

* On the left: commands for Remote control of an IP Traffic - Test & Measure sy  stem
Remote Control of an IP Traffic - Test & Measure system
Remote file context Remote IP address or Host Mame  Port Remota Operatiah

| RemoteContenxt ch | 1BM330 | 2600 Run all processes

For remote control, you must first specify the following parameters:

= Remote file context: flename of the IP Traffic - Test & Measure context to load located on
the remote

= The remote IP address or host name (IPv4 or IPv6)
= The associated Port number
Then you control the remote IP Traffic - Test & Measure system with these commands:

= Run all processes : the ‘IP Generator’ and ‘IP Answering’ modules of the remote system
are started. Moreover, if the option is selected, this button can handle the Traffic Sniffer and
the statistics export process of the Traffic Observer.

= Stop: the ‘IP Generator’ and ‘IP Answering’ modules of the remote system are stopped.

Note:

The previous commands are used to control a remote IP Traffic - Test & Measure system.
The remote system must be switched before in ‘Remote control mode’ by using the “Operating
mode” menu (and you must specify on this remote system the same port number as the one
defined previously for the local system).

* Ontheright: Local Operation
Local Operation

Stop All
Local Processes

The user can launch four main functionalities independently: IP Traffic Generator (“Run All
Connections’), IP Answering (“Start receiving traffic”), Traffic Sniffer (“Start”) and Export
statistics of the Traffic Observer tab (“Start”). For the Traffic Sniffer and the Traffic Observer
tabs, read the note below.

The command button “Start All Local Processes " is used to activate simultaneously these
functions. The command button “Stop All Local Processes Stop " stops all active functions.

Note:

User must first define if the start commands for the ‘Traffic Sniffer’ and the export of statistics in
the ‘Traffic Observer’ tab are included in the “Run all processes” command. See the check
boxes in the ‘Traffic Sniffer’ (Enable automatic start and stop in local operation) in the
paragraph 11.9.2 Capture sniffed traffic into a file and in the parameters button of ‘Export
statistics’ in the ‘Traffic Observer’ (Enable automatic export in local operation) in the paragraph
11.10 The ‘Traffic Observer’ tab.
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11.6 The ‘IP Generator — Parameters’ tab

The ‘IP Generator’ module is composed of two tabs:
= |IP Generator — Parameters tab: to configure connections and testing mode.

= |IP Generator — Traffic + statistics tab: to command traffic generation and visualize traffic
statistics.

The “IP Generator — Parameters” tab is described in this chapter. The “IP Generator — Traffic +
statistics” tab is explained in the next chapter.

The ‘IP Generator' module handles up to 16 simultaneous connections and traffic can be
generated following three exclusive testing modes:

e Unitary mode
* Automatic mode
* Replay sniffed traffic

The “IP Generator — Parameters” tab allows:
= Entering the destination parameters (IP address, port number, protocol) for each connection.

= Selecting files in which to save the received data when connections are working in echoer or
Generator mode on the remote IP Answering part.

= Selecting and configuring the testing mode: Unitary, Automatic or Replay.

These actions are represented by the “IP Generator-Parameters” tab in 4 distinct areas and
detailed below.

IP Generator - Parameters l IP Generator - Traffic + Statistics ] IP Answering - Parameters + Statistics ] Traffic Sniﬁer] Traffic Observer]

Destination Parameters ¥ LUnitary Mode " Automatic Mode i Replay Mode
IP Address or Host Mame - Frotocols  Port Type
Connection#1 | | | 192.168.0.30 |upP ~||2008 Mathematical law  Parameters #01

Connection#2 | | [ 192.168.0.30 |upP ~| 2010 Packetgenerator  Parameters #02
Connection#3 | | [ 192.168.0.30 |upP ~| 2011 File to send Parameters #03
Connection#4 | »| [ 192.168.0.30 |upP ~||2012 User file Parameters #04

[Enabies =]
[Enabies ]
[Enabies ]
[Enabies ]
Connection#5 | | [192.168.0.30 [uoP ~|[2013 User DLL Parameters #05 | | | [Eranied -]
Connection#5 | _»| [NO_ADDRESS [TcP ~|[2014 Packetgenerator  Parameters #06 || | [Cranied |
Connection#7 | | [192.168.0.30 [Tcr =] [2015 Packetgenerator  Parameters #07 ||| [Eranied -
Connection #8 j|192.168.0.30 |TCF' j|2016 Facket generatar Parameters #08 l—_|
Connections#y | | [192.168.0.30 [tcp =] [2017 Packetgenerator  Parameters #09 | | [Eranied | J
Connectiona#10| 2| [192.168.0:30 [TcP ~|[2018 Packetgenerator  Parameters #10| | [Eranied |
Connection#11| | [192.168.0.30 [TcP ~|[2018 Packetgenerator  Parameters #11/ | | [Eranied |
Connection #12 j|192.168.0.30 |TCF' j|2020 Facket generatar Parameters #12 l—_|
Connectiona#13| 2| [192.168.0.30 [Tcp =] [2021 Packetgenerator  Parameters #13 | [Eranied |
Connections#14| 2 [192.168.0.30 [TcP ~|[2022 Packetgenerator  Parameters #14| | [Eranied |
Gonnection #15| | [ 192.168.0.30 [upp ~]|z023 Packstgenerator  Parameters #15 | | [Fnabicd
Cannection#16 | | 192.168.0.30 [TcP - || 2024 Packet generatr  parameters #16| | [0 -]

IP Generator — Parameters tab
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11.6.1 Destination Parameters

Located at the left part of the tab, this area allows configuring the destination parameters of each
sending connection. You can enter the following information:

Network interface selection and
IP version _*

The black arrow has two purposes:
e Todisplay a summary of the connection’s parameters.

« To select the network interface, the IP version, the IP
source address or the source port for a connection.

IP address or Host Name

IP address should be entered following the numerical writing
of IP address (i.e. XXX.XXX.XXX.XxxX) or using the canonical
format (e.g. an URL).

The default IP address is NO_ADDRESS (0.0.0.0 for IPv4).

Once the value entered, verification of the syntax or address
resolution is made and the field becomes red if the value is
invalid.

Protocol

TCP, UDP or ICMP protocol (default = TCP protocol).

Port*

The port number is limited to 65,535.
By default, the port number is 2009.

* Not available with ICMP connections

11.6.1.1 Summary of connection parameters
When you move the mouse over the black arrow, a popup window - called a tooltip — is displayed.
Destination Parameters v 1
IP Address or Host Mame - Frotocol- Porfw- Type
Connection#01 | |W.yahnn.cum |TCF' j |2EIEIE| FPacke

Connection #02 | _Melick ko select the network interface and IP Version ko use with the connection #01 |

Connection #03 | _McConnection #01

IP Address or Hosk Mame: v, vahoo, com

HIP address after resolution: 63, 142,197.69 (IPv4)

IP wersion: IPv4 automatically selected

_Mselected Interface: Interface chasen by the system (IPw4 and IPvG awvailable)

-

Connection #04

w

Connection #045

The tooltip for the IP Generator connection includes 5 items:
* The first item is the connection number the tooltip refers to.
* The next item is the IP address or host name defined by the user.

« The next item is the IP address translated when IP Translation address has succeeded
(e.g. the address is neither NO_ADDRESS nor 0.0.0.0).

* The next item is the IP version currently selected.

* The last item is the interface’s name selected. The name displayed is the name of the
connection presented in the “Settings/Network and Dial-up Connections” Start menu of the
operating system (Default is “Interface chosen by the system”).
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11.6.1.2
number

Select the network interface, source IP ad dress and source port

When you click on the black triangle, a window is displayed:

“|P Traffic - Test & Measure” - Source IP Address and IP Version selection for connection #01

— Select an Interface in the List below.

LAN ZTI 2 (IPv4 Add

Mote: IPvE is only available with Windows XP and later.

— Select an [P Yerzsion
Select the IP Version to use on this connection or let"IP Traffic - Test & Measure” choose the IP Yersion automatically regarding the address resolution
result. In this case, ifthe resolution process returns two addresses, one in IPwd and one in IPvE, the IPvd address is chosen by default.

+ Use IPvd anly " Use IPvE only " based on the IP Address or Host Wame resolution @

r— Selection of |P Address on Multihomed Interface

Select P Address IPv4 Address selected: 192.168.0.35 @

[ Source port number iz dynamically azsigned by the Windows TCPAP stack [with a value between 1024 and 5000)

Specify a static source part number. Warning: specify judiciously the static local source port number in order 1074 @
to prevent a conflict with another application reserved port. (Allovwed values: 1 to 65535)

— Current Parameters of this Connection
Source Port Mumber: 1024
IP Address or Host name: www _yahoo com
IP Address after Resolution: 68.142.197.75 @
IP Yersion: IPv4 automatically selected
Selected Interface: Default: Interface chosen by the system (IP¥4 and IP¥6 available)

O Cancel Help |

Network interface, IP version and IP source address for a Sender connection

(1) The network interface selection is optional with IPv4. It is used to constrain connections to
be established using a specific interface.
* By default:

The IP version is automatically selected by IP Traffic - Test & Measure regarding
the destination address or host name specified on the “IP Generator - Parameters”
tab (see below).

The IP stack resolves the interface selection to send packets to the remote.
The IP stack uses the destination IP address to select the correct interface. The IP
address and the netmask related to each interface are checked against the remote
IP address to reach. When an interface that matches the remote IP address is
found, it is used. To understand how the IP stack selects the interface, you may
enter ‘route print’ console command to list the interface order, the IP address and
the network address mask.

* You can select one interface from the list of the connected interfaces. IP Traffic - Test
& Measure will only use the selected interface to translate IP address and to make a
connection. You must select the interface compatible with the remote IP address you
want to reach. When the IP address translation failed, the current connection
parameters area is updated as follows:

— Current Pararneters of this Connection
Source Port Mumber: 1024
IP Address or Host name: www_yahoo.com
IP Address after Resolution: 68142197 75
IP Yersion: IPv4 automatically selected
Selected Interface; Default: Interface chosen by the system (IPv4 and IP¥6 available)
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* Interface types are restricted: only Ethernet and PPP are listed.
A PPP interface should be in a ‘connected’ state to belong to the interface list.

We have noticed that some operating systems may choose automatically the best network

,Q interface to use when several NICs are plugged on the same network when it comes to
network interface selection. In that case, data can be sent on one interface and received on
another one.

(2) The IP version selection is available:
* with Windows XP (or later)

* If IPv6 features are installed on the target machine. Please refer to the Windows XP or
Server 2003 documentation to install the IPv6 stack. On Windows Vista, the IPv6 stack
is installed by default.

* You can allow IP Traffic - Test & Measure to choose automatically the good IP version
regarding the address or host name resolution result. If a canonical name corresponds
at the same time to an IPv4 and IPv6 address, IP Traffic - Test & Measure chooses
the IPv4 address. In that case, to use the IPv6 address, you should leave the automatic
selection mode and specify the use of IPv6.

If you have selected an IP version, the IP address translation (see 11.6.1.3) uses the

current selected IP version to get the IP address numerical form.

(3) Select IP address is available when multiple IP addresses are attached to the network
interface. This interface configuration is also known as ‘multihomed’ interface. The
selection of a Source IP address is generally not required: IP Traffic - Test & Measure
uses the default IP address of the interface to establish connections.

It may be useful when routing priority or policy is defined.

Example of an IP address selection for a multihomed interface:

“IP Traffic - Test & Measure™ - Select an IPv4 Address for this Multihomed Interface
Selectan IPv4 Address

IPvd Addresses: [192168.0.35 j

Cancel

B Select IP address is not available if the default interface ‘Interface chosen by the system’ is
selected.

(4) Specification of the local source  port number is disabled by default. In this case, the
system automatically chooses the source port number for any connection generating traffic.
In order to respect the rules of a firewall for example, the source port number can be user
defined.

(5) Current parameters of this connection area are an abstract for the connection. It
summarizes the IP address, the numerical IP address format, the IP version and the
interface selection.

* The source port used is dynamically updated with the user selection.

* |P addresses are static. The IP address translation process occurs after you click on
OK.
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* |P version field is dynamically updated with the user selection.
* Current interface is dynamically updated with the user selection.

A When you click on the OK button if the interface selected or IP version has changed, the
IP address translation is automatically started. It may be time consuming.

11.6.1.3 IP Address translation mechanism

IP Traffic - Test & Measure tries to translate — e.g. to resolve - the IP address from a canonical to
a numerical format. This operation is called the IP address translation mechanism. When the ‘IP
Address or Host Name'’ field or Interface parameters changes, when you move from ‘IP Address or
Host Name’ field to another field, or to another tab, when the Enter key is pressed or when the
Interface parameters change, all of these actions start the IP address translation function.

Because the IP address translation mechanism is time consuming, you should be carefully when
using IP canonical addresses. The time consumption depends on the DNS answer speed, the
number of DNS configured and the network load when the DNS request is sent.

If network environment changes — e.g. a new DNS has been defined - you should press the Enter
key in the ‘IP Address or Host Name’ field to force IP Traffic - Test & Measure to restart the
translation mechanism for this connection.

When the IP address translation failed, the IP address is written in red on a white
A background. This connection cannot be started: the “Run” button in the ‘IP Generator —
Traffic + Statistics’ tab is grayed.

To summarize, the IP address translation mechanism is activated when:
p - the focus leaves the ‘ IP Address or Host Name’ field,
- another tab is selected,
- you change the Interface parameters,
- acontext file is loaded.

If no IP version has been selected, the IP address translation mechanism chooses the
good IP version regarding the IP version returned by the resolution process. If for

/Q example, a canonical name represents at the same time an IPv4 and an IPv6

addresses, the IP Address Translation mechanism chooses the IPv4 address. If you

want to use the IPv6 address, you should select IPv6 version (see 11.6.1.2 Select the

network interface, source IP address and source port number).
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11.6.1.4 Duplicate parameters of a connection onto  others

In order to facilitate the input of these parameters, a copy/paste mechanism for all parameters of a
connection is available. This mechanism is not available when the canonical IP address cannot be

translated into numerical format.

Duplication of connection’s parameters doesn’t copy the interface information. When you copy a

connection to another one, the IP address translation mechanism is started.

Step 1: first, input parameters for a
connection (for example, connection #01)

Step 2: move the mouse cursor on the
‘Connection #1’ label (source). The
mouse cursor appears as shown beside.

Step 3: mouse click left. Then the
‘Connection #1’ label is blue colored.

Step 4: when you move the mouse cursor

Connection #1
Connection #2

Caonnection #3

Connection #1

l

Connection #01

Connection #02

Destination Parameters

IP Address or Host Mame » Frotocols  Port-
»l[18z188.0.13 |TcP ~|| 2008
|| No_ADDRESH] |TcP ~|| 2009
| [no_sDDRESS [TcP || 2009

IP Address or Host Mame » Frotocal~  Port-
»[19z2188013 [TcP || 2003

IP Address or Host Name «

Protocol« Portw

+[192.168.0.13

|TcP || 2010

|| NO_ADDRESS

IP Address or Host Name -

|TcP | | 2009

Frotocol« Portw

on one another ‘Connection #02’ label for | Exm=TmEm /192168013 [Tce ~| 2010
example, the mouse cursor changes. Connection #02 | »| [NO_ADDRESS [TcP v ] [2008
+

(Copy mode)
Step 5: then you can paste all parameters
of connection #01 to the desired IP Address or Host Mame » Frotocole Porte
connection (#02 for example as target). Connection #01 | | [192.168.0.13 [rcp +] [2010
Put the mouse cursor on the 'Connection ., ions0z | (192166013 [fep | [2010

#02' label and then use the left mouse
button.

Note: this copy/paste function allows copying parameters from one connection (source) to another

one (target). Repeat this process for others connections if needed.
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11.6.15 Description of the floating menu mechanism

In the Destination Parameters object, the labels ‘IP address’, ‘Port’ and ‘Protocol’ are mouse
sensitive.

Destination Parameters
Protocol-« FPort-

Connection #1 | || 184.1.1.100 ITcP ~|| 2008

When the mouse is located on the ‘IP Address or Host Name’ text area for example, the text color
changes to white. Then click left your mouse to display the associated menu.

Floating menu for the ‘IP Address or Host Name’ label

Destination Parameters

Protnenl =  Port -
Copy to all connections (From crx #1)
Connection#1 | | 184.1.1.100 [TCETTZu0Y

With this function, you can duplicate the IP address or the Host name from the first connection to
the others fifteen connections.

Floating menu for the ‘Protocol’ label

Destination Parameters f* Lnitary Mode
IP Address or Host Mame - FLout Tones
Select TCP for all connections (From cnx #1)
Connection #1 | | 194.1.1.100 |TCF' Select UDP For all connections (From cnix #10 E
Connection #2 | | HO_ADDRESS |TCF' j | 20049 FPacket generatar Para

This menu helps to set the same protocol to every connection.

Floating menu for the ‘Port’ label

Destination Parameters v Lnitary Mode
[ AglEliEE s or astliame = Protocol~ Increase only UDP ports (From Firsk UDP chx)
Connection#1 | ¥ | 19411100 |TCF' j ’E Decrease only LDP ports (Fram First UDP croc)
Connection#2 | ¢ | MO_ADDRESS |TCF' j ’E Increase all ports (From cre #1)
Decrease all ports (From crx #1)
Connection#3 | _»| | NO_ADDRESS [TcP || 200

With this menu you can:

» Set the port number increasingly or decreasingly for every UDP connection, based on the
port number of the first UDP connection,

» Set the port number increasingly or decreasingly for every connection, based on the port
number of the first connection without taking account the protocol in use.
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= Lnitary Mode
Tywpe

Mathematical law
Facket generatar
File to send
Userfile
UserDLL
Facket generatar
Facket generatar
Facket generatar
File to send
Mathernatical law
Facket generatar
UserDLL
Userfile
FPacket generatar
Facket generatar

Facket generatar

Parameters #01
Parameters #02
Parameters #03
Farameters #04
Parameters #05
Parameters #06
Farameters #07
Farameters #08
Parameters #09
Parameters #10
Farameters #11
Parameters #12
Parameters #13
Parameters #14
Farameters #15
Parameters #16

11.6.2 Configure the Unitary Mode for TCP and/or UD P connections

The unitary mode is one of the three testing modes offered by
the ‘IP Generator’ module. Note that each testing mode is
exclusive, i.e. it is impossible to mix connections in unitary
testing mode and connections in another mode.

Unitary mode is configured in Tab 1 “IP Generator -
Parameters” and launched from Tab 2 “IP Generator - Traffic
+ Statistics”.

To run or configure unitary testing session, you must first
select ‘Unitary mode'.

By pressing “Parameter #n” buttons, a parameters window is
displayed and the parameters for this connection can be
configured.

The main selected unitary testing parameter of connection #n

is reminded beside the “Parameters #n” button: Mathematical
law, Packet generator, File to send, User file or User DLL.

When the “Parameters #n” button is pressed, the following window is displayed.

“IP Traffic

- Test & Measure”
i+ Mode 1 Using the Internal Data Generator

- Parameters in unitary testing mode

s Packets generator

Step2; Specity Data Size and packets parameters

" Mathematical law

" Fileto send

Stepl: Select the tralfic generator typa
First of all, select the traffic generator which is going to be used on this connection. In this step, define Data Size and packets parameters as well as
Packetz Generator Parameters the delay between each sent packet.
Packets number (0 to 99,999,999) |0 (0 = infinite value) TCP Data Size (1 to 65535 bytes)
Packet Contentz [00 to FF hexa bute] & Fix 1450
& Fix BA
(" Random min 4 max
" Random min max
- " Alternate : size-1 size-2
" Alternate value-1 value-2 I '
ncreasing
- Increasing / - min max step
e min max step Decreasing | ] |
lumetasend Inter Packet Delay (0o 9,939 ms]
=l E & Fix [0 [seeForewamings menu please)
" Random min max
i Alternate value-1 value-2
Increasing /
I L £
Bymga Decreasing | min | max] step
% 1 ‘e nNatnemadatcal e iit
g = law | —J —‘

When one of these two options is selected, "IP Traffic - Test & Measure” generates the traffic in best effort to respectthe thmughput chosen.
Mean Throughput [8 to 888 988 Ebiz]

I~ Usevalue L

Step 3 [Dptional]; Activate a thraughput fimit

it : "'- L Jitarmatcall U

" Mode 2 Using the External Data Source Generator -0% Lser ) 5

Ifenabled, IP Traffic adds 14 bytes to the "Data Size” defined by the Mode 1 or Mode 2 settings. © Yes & No

Options

Timecode [RTT] optian

DSCR 1 hesa hytel Time ToLive [TTL)
| Value (0x00 to 0x3F) |_ Walue 00 _I

Save incoming data traffic (needs remote in echo mods]

Save generated traftic into fils (only data are saved] —o
Browse

Browse ]

o]

Cancel ‘ Help ‘

Unitary testing parameters window
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This window is divided into three main areas:
* Mode 1: Using the Internal data generator
* Mode 2: Using the External data source generator (allowing to use an user file or an user DLL)

*  Options:

- Time code option (used to calculate the RTT — Round Trip Time and Jitter, if the remote is

operating in the echoer mode)

- DSCP value byte (hex value)

- TTL (Time To Live) byte (hex value)
- Save incoming data traffic in a file for this connection (if the remote is operating with the

echoer mode)

- Save generated traffic into a file for this connection
The “OK” button validates new entered parameters for this connection and closes the window.

Note: The first parameter to configure a unitary testing session is to select the mode between the

internal data generator and the external data source generator.

11.6.2.1 Mode 1: Using the Internal data generator
ri Mode 1: Using the Internal Data Generator
Stepl: Select the affic generator type
First of all, select the traffic generator which is going to be used on this connection.
Facket: Generator Parameters
Packets number (0 to 89,999 999) | 0 (0 =infinite value)
Packet Contents [00 to FF hexa byte]

f* Fix 5A
.
+ Packets generator  Random ,— - ,— max

" Alternate value-1 value-2

Increasing / ,— ; ,— ,—
~
Decreasing i . step
" Mathematical law
" File to send Q
Step 3 [Optional): Activate a thraughput lirit
When one of these two options is selected, "IP Traffic - Test & Measure” generates the traffic in best effort to respect the throughput chosen.
Mean Throughput [8 to 939,999 Kb./s)
[~ Usevalue o s

Step: Specify Data Size and packets parameters

In this step, define Data Size and packets parameters as well as
the delay between each sent packet.

TCP Data Size [1 to 65535 bytez)

+ Fix 1460

" Random min max

" Alternate size-1 size-2
Increasing / .

~
Decreasing S | max| step

Inter Packet Delay [0 ko 9,999 ms)

f* Fix 0 (See Forewarnings menu please)

" Random min max

" Alternate value-1 value-2
Increasing / | . | | t
Decreasing L R SEp

~
law

Mathematical

i

r [0

This area is divided into three parts:

Step 1: Select the traffic generator type

Step 2: Specify Data Size and packets parameters

Data Size (in bytes)
Inter Packet Delay (in milliseconds)

Step 3 (Optional): Activate a throughput limit

Mean Throughput (in Kb/s)

Mean Packet Throughput (in Pkts/s, only for UDP connection)
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11.6.2.1.1 Step 1: Select the traffic generator typ e

This area is divided into three parts corresponding to the three types of data source; beside each
data source selection is a sub-area that displays data source parameters:

= Mathematical law (Law: data volume to send)
= Packets generator (Packets generator parameters)
= File to send (Filename)

11.6.2.1.1.1 Mathematical law

In the unitary mode, the offered mathematical law is a data volume to send law. Volume will modify
on the duration of the connection.

IP Traffic - Test & Measure unitary mode offers four mathematical laws related to data volume:
= Uniform law
= Exponential law
= Pareto’s law
= Gauss law
These laws are presented in details in the PART 14 Appendix.

Law : data valume ta zend

Default - Edit ..

& Mathematical lawd Uniforrn e
Range : [9.77 KB, 2.38 MB]

Mathematical law for the unitary testing selection

In the “Law: data volume to send “sub-area, a list box allows selecting an existing law. The main
features (type of mathematical law and values range) of the selected law are reminded below the
list box.

You can add, modify or delete laws by pressing the “Edit” button. Then a new window is displayed:

“IP Traffic - Test & Measure” - Edit data volume to send laws E|

Law identifier

Create

Law parameters

Lawy niarme: Lniform law: dwfiibeta - alpha)

alpha: 10000 beta: 2500000

Range: |[9.77 KB, 2.358 MB]

] Cancel

Edit data volume to send laws
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To add a new data volume to send law:

1. Press “Create” button, then a new window is displayed:

“IP Traffic - Test & Measure” - Edit data volume to send laws E|

Law identifier: ||

Mathematical law associated

alpha:| 0.0

Range: [0B, 100 B]

Law narme: | Unifarm law: diibeta - alpha) |

hiets; | 100.0

Cancel |

Edit data volume to send laws window

w N

depending on the selected law),

Select one mathematical law: Uniform, Exponential, Pareto or Gauss.
Enter parameters value for the selected mathematical law (1 or 2 parameters are required

Save and close the window by pressing the “OK” button.

Your new law is selected in the parent window

4.
5.
6. Repeat operations 1 to 5 to create other laws.
N

| ote: Range is computed automatically each time you modify the parameters of the law.

| Note: Laws created from this window will also be available for the Automatic mode.

11.6.2.1.1.2 Packets Generator

When the Packet Generator data source is selected, IP Traffic - Test & Measure generates n IP
packets for this connection. Packet contents can also be configured.

+ Packets generator

Fackets Generator Farameters

Fackets number (0to 85 9958 99583 |0 (0 = infinite value)

Packet Contentz [00 ta FF hexa byte]

= Fix H

" Random rmin ey

" Alternate value-1 walue-2
Increasing ! l_ . l_ l_

~
Decreasing rrin Fra iz
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= Packets number
You specify the number of packets to send in the “Packets generator” sub-area. The number of
packets to send is limited to 99,999,999. Zero value means infinite (Zero is the default value).
= Packet contents
A content is one hex byte. Accepted values are all combinations from 00 to FF. If a no valid value
is entered, it will be automatically replaced by FF.
You can configure packet contents as follows:
» Fix: each packet has the same content.
* Random: IP Traffic - Test & Measure computes random packet content included in
a range (min to max).
» Alternate: you define two values. IP Traffic - Test & Measure uses the first value
(value #1) for odd packets and the second value (value #2) for even packets.

* Increasing/Decreasing: the content of each packet varies in a range from the
minimal to the maximal value; each packet content following is incremented by the
step value (0 is an invalid value). When the maximal value is reached, the packet
content decreases by the step value, until the minimal value is reached.

Note:

When ‘Packets generator’ data source is selected, the ‘Volume to send’ and the ‘Remaining
volume’ statistics cannot be computed. In the statistics fields of the tab 2 “IP Generator -
Traffic + Statistics”, “N/A” will be displayed in “Sent” and “Remain” columns.

11.6.2.1.1.3 File to send

With this selection, IP Traffic - Test & Measure sends the content of the file defined in “Filename”

sub-area. The “Browse” button is made to ease the “file to send” selection.
Fileriame

| Browse

Idle time between
Loop counter (1 to 99) | 1 aach loop (010 99 5)

| Note: it is not allowed to send an empty file.

With the two input fields “Loop counter " and “ldle time between each loop (sec.) ”, you can
specify how many times this file must be sent and the idle time (expressed in seconds) before
sending the file again. Notice that the remote IP Answering should be configured accordingly to
accept an idle time greater than the ‘Idle time between each loop value’.
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11.6.2.1.2 Step 2: Specify Data Size and packets pa rameters

11.6.2.1.2.1 Data Size
This parameter defines the size of transmitted packets.
LUDP Data Size [1 to G507 bytes)

v Fix 1460

" Random

(" Alternate size-1 size-2
Increaamgf
Decreasmg e | step

The maximum accepted value is 65 535 for TCP connections and 65507 for UDP connections. 0O

(null) is not a valid value. By default, the entered value is 1460.
Data size can be configured as follows:

» Fix: each packet has the same size. The last packet may have an inferior size to fit
the data volume to send when a mathematical law or file to send data source is

selected.

« Random: IP Traffic - Test & Measure computes a random data size included in a

range for each packet to send.

» Alternate: IP Traffic - Test & Measure uses the first value for odd packets and the

second value for even packets.

» Increasing/Decreasing : the size of each packet varies in a range from the minimal to
the maximal value, each size is incremented by step value (0 is an invalid value).
When the maximal value is reached, the data size decreases step by step until the

minimal value.

Note:

The TCP or UDP Data Size is the data payload, not including headers (MAC, IP and protocol

headers). It is not the frame size e.g. Ethernet frame size.

When UDP is used, the Data Size, greater than the MTU, generates IP fragmentation.

If TCP is used, the TCP protocol can aggregate packets with a size smaller than the MTU. To
avoid aggregation, you should configure IP Traffic — Test & Measure with a TCP No Delay option
set (see 14.3 Configuration parameters saved in the Registry database for more details).

In addition, if the time code option is selected, the real TCP or UDP Data Size adds the size of the

time code option. (see 11.6.2.3.1 Time code option).
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11.6.2.1.2.2

Inter Packet Delay

This parameter allows defining the time interval between two packets to send. Values are limited to
9999 milliseconds i.e. 10 seconds. A value of zero means no inter packet delay.

Inter Packet Delay [0 ko 9,993 mz]

v Fix 20 (See Forewarnings menu please)

£ Randarm li rrin Ii =k
" Alternate walle-1 | value-2

Increasing §
{ ) :
Decreasing min | ma}{| step

Mathematical
L = | J 4

The Inter Packet Delay can be configured as follows:

Fix: Inter Packet Delay is the same for all transmitted packets.

Random : IP Traffic - Test & Measure computes a random Inter Packet Delay
included in a range you have specified for each packet to send.

Alternate : IP Traffic - Test & Measure uses the first value for odd packets and the
second value for even packets.

Increasing/Decreasing : Inter Packet Delay varies in a range from the minimal to the
maximal value; each Inter Packet Delay is incremented by the step (0 is not an
accepted value for step). When the maximal value is reached, Inter Packet Delay
decreases by step value until the minimal value is reached.

Mathematical law : you can choose between one of the fourth available laws:
Uniform, Exponential, Pareto and Gauss.

11.6.2.1.3 Step 3 (optional): Activate a throughput  limit
For the TCP connection, the average throughput limit is expressed in Kb/s (or Kbps).

With this feature, you can define a throughput limit for this connection (in Kilo bits per second) with
the check box ‘Use value’. You specify the average throughput in Kbps in the edit box and select
one of the two parameters (Data Size or inter packet delay). IP Traffic - Test & Measure
automatically adapts data traffic generation with adjustment of Data Size or Inter Packet Delay
(user choice) up to the throughput requested by the user.

For the UDP connection, the average throughput is expressed in Kb/s or can also be expressed in
number of packets per second (p/s):

When one of these two options is selected, "IP Traffic - Test & Measure" generates the traffic in hest effort to respect the throughput chosen.

[~ Uszevalue = . [ Use value (except for TGP connection)

Step 3 [Dptional]: dctivate a throughput limit

tean Throughput [8 to 999,999 Kb/z) tean Packet Throughput [1 o 99,999 Pkis/s |

Note: The throughput value must be greater than or equal to 8 Kbps.
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11.6.2.2 Mode 2: Using the External data source gen erator (allowing to use an
user file or DLL)
If you select the external data source generator, the following area is active:

(¢ Mode 2: Using the External Data Source Generator | -(&¢ Userfile ar ¢ User DLL;
Filenarne

| Browse Loop counter |1 Idle tirne between each loop (sec) |0

Two external data sources (file or DLL) are selectable, and you specify which filename to use:

= User file: this external data file is provided by the user (see 14.5 External File for the ‘IP
Generator’ module). It contains different parameters: data, Data Size, Inter Packet Delay...
= User DLL: IP Traffic - Test & Measure invokes the user DLL each time data is needed to send
(see 14.6 External DLL for the ‘IP Generator’ module for more information)
Note: when the ‘User file’ parameter is selected two parameters can be defined allowing sending
the same file many times:
- Loop counter,
- ldle time (expressed in seconds) between each loop.

11.6.2.3 Options

11.6.2.3.1 Time code option

Timecode [RTT) option
[fthe RTT is enabled, IP Traffic adds 14 bytes to the "Data Size” defined by the Mode 1 or Mode 2 settings. ¢ Yes & No

When this option is selected, IP Traffic - Test & Measure will add RTT (Round Trip Time)
information to packets. The RTT header format (in the little endian notation) is:

e 4bytes magic number

» 4bytes sequence number

* 4 bytes time when sent

 2bytes length (without the RTT header)

This information is used in conjunction with connections running in the echoer mode on the
Remote IP Answering module. The Local ‘IP Generator' module analyzes each echoed packet.
When the RTT header is found, the RTT and the ‘sequencing errors’ values are computed and
displayed in statistics.

For the remote IP Answering module, the RTT information is checked to update ‘sequencing
errors’ statistics only.
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11.6.2.3.2 The DSCP field (with IPv4 only)

This field is available only if IPv4 is selected fo  r the corresponding connection.
Under Windows Vista, the DSCP field is not availabl e for ICMP connections.

You can input a DSCP value (by default, DSCP = 00) used for each

packet sent on the IP connection.

DSCR [1 hexa byte]
|:falue (0200 to 0x3F)) 00

The Differentiated Services Code Point is a selector for router’s per-hop behaviors. Because it is a
selector, there is no implication that a numerically greater DSCP implies a better network service.
The RFC 2474 redefined the Type of Service Byte to be:

7 6 5 4 \ 3 | 2 1 0

Differentiated Services Code Point ECT CE

The ECT and CE fields don't refer to the DiffServ quality of service. They are spare bits in the IP
Header used by the Explicit Congestion Notification (see RFC 3168 for more details).

This leads the notion of “class”, each class being a group of the DSCPs with the same Precedence
value. Values within a class offer similar network services but with slight differences (different

levels of service such as “gold”, “silver” and “bronze”).

From the initial definition of the RFC 2474, RFC 2697 added the “assured forwarding” service and
RFC 2598 defined the “expedited forwarding” service. The DSCP values are defined as following:

DSCP Service IP header TOS field value in hexadecimal
(Hexa value) (if ECT = 0 and CE = 0)

0 (0x00) Best effort 0x00
8 (0x08) Class 1 0x20
10 (Ox0A) Class 1, gold (AF11) 0x28
12 (0x0C) Class 1, silver (AF12) 0x30
14 (OxOE) Class 1, bronze (AF13) 0x38
16 (0x10) Class 2 0x40
18 (0x12) Class 2, gold (AF21) 0x48
20 (0x14) Class 2, silver (AF22) 0x50
22 (0x16) Class 2, bronze (AF23) 0x58
24 (0x18) Class 3 0x60
26 (0Ox1A) Class 3, gold (AF31) 0x68
28 (0x1C) Class 3, silver (AF32) 0x70
30 (OX1E) Class 3, bronze (AF33) 0x78
32 (0x20) Class 4 0x80
34 (0x22) Class 4, gold (AF41) 0x88
36 (0x24) Class 4, silver (AF42) 0x90
38 (0x26) Class 4, bronze (AF43) 0x98
40 (0x28) Express forwarding 0xAO0
46 (Ox2E) Expedited forwarding (EF) 0xB8
48 (0x30) Control 0xCO
56 (0x38) Control OxEOQ
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11.6.2.3.2.1 How to allow the use of the DSCP field on Windows 2000, XP and Server 2003

Using Registry Editor inaccurately can cause serious problems that may require you to
reinstall your operating system. Microsoft cannot guarantee that problems resulting from
the incorrect use of Registry Editor can be solved. Note that you should back up the

A registry before editing it. If you are running Windows 2000, XP or Server 2003 you should
also update your Emergency Repair Disk (ERD). For information about how to edit the
registry, view the "Changing Keys and Values" Help topic in Registry Editor (regedit.exe)
or the "Add and Delete Information in the Registry" and "Edit Registry Data" Help topics in
regedit.exe.

Stepl: Start Registry Editor (regedit.exe). Go to the following key on Local Machine:
HKEY_LOCAL_MACHI NE\ Syst eml Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Par anet er s\
Step 2: On the Edit menu, click Add Value, and then type DisableUserTOSSetting. Click

REG_DWORD in the Data Type box, and then click OK. Enter 0 in the prompt box. Quit Registry
Editor, and then restart the computer.

11.6.2.3.2.2 How to allow the use of the DSCP field on Windows Vista

Under Windows Vista, you must have the administrator rights to be able to use the DSCP
field. To launch IP Traffic with the administrator rights, right-click on the IP Traffic - Test &
Measure shortcut in “Start > All Programs > IP Traffic — Test & Measure>" and choose “Run as
administrator”.

11.6.2.3.3 The TTL field

Pl T s [T The user can input the TTL/Hop Limit value (hexadecimal) used for
value |00 each packet sent on the connection.

Default value = 00

The TTL field is only considering with the UDP connections.

11.6.2.3.4 Save incoming data traffic or generated traffic into a file

Save incoming data traffic [needs remate in echo mode]
| Browse

With this feature, you save in a file all incoming data traffic on the considered connection. The
remote ‘IP Answering’ module must be set before in “Echoer” or “Echoer file” mode.

If the internal traffic generator is used and a file has been specified:
Save generated traffic inta file [only data are zaved)
| Browse

then it would be possible to compare the two files: sent data and received data on this connection.
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11.6.3 Configure the Unitary Mode for

ICMP connecti ons

IP Traffic - Test & Measure offers the possibility to generate ICMP Echo Request traffic. (the
protocol used by Ping) which can uses IPv4 or IPv6 IP version.

Destination Parameters @ Unitary hode T i
IF Address or Host Mame - Protocole  Fortw Type
Connection #1 | ¥ | MNO_ADDRESS ||:|j ‘ Ping Simulator Parameters #1

By using the ICMP protocol, only the unitary mode can be used. You are still allowed to use TCP

and/or UDP on other connections.

By pressing the “Parameters #n” button, the window below is displayed:

r* Mode 1. Ping Simulator

Stepl: Defing ICMP Echo Request packet number and packet content — Step2: Specify ICMP Echo Request Data size and packets parameters —
First of all, select the traffic generator which is going to be used on this connection. In this step, define Data Size and packets parameters as well as
ICMP Echo Request Packets Generator Parameters the delay between each sent packet
Packets number (0 to 99,999,999) | 0 (0 = infinite value) ICtP Echo Request Data Size (1 to 65,500 bytes)
ICHMP Echao Request Packet Contents [00 to FF hexa byte] & Fix 1460
i Fix BA
+ " Random min max
+ Packets Generator ~ Random ’— — ’— max
" Alternate size-1 size-2
" Alternate value-1 value-2 ' =21l
) ncreasing ;
Increasing / . C : min max step
i Decreasin
Decreasing min max step g | | |
ICMF Echo Feply Feceiving Timeout
J Q (* Fix 0 (See Forewarnings menu please)
~
" Random min max
" Alternate value-1 value-2
Increasing / )
~
- Decreasing | AL | ma.x| step
Mathematical
~
law J
Step 3 [Optional]: Activate a throughput limit
When one ofthese two options is selected, "IP Traffic - Test & Measure” generates the traffic in best effort to respect the throughput chosen.
Mean Packet Throughput [1 to 99,999 Pkis/s |
r o o [~ Usewvalue (except for TCP connection)

Three areas are proposed to configure the Ping Si

In the upper part of the Step 2, the
(up to 65 500 bytes).

The lower part of Step 2 allows the
In Step 3 you can define the mean

mulator:

In the Step 1, the packets number and the packet content can be specified.

ICMP Echo Request Data Size can be defined

definition of the replies timeout.
packet throughput.

Note: more information about these three areas is available in paragraph 11.6.2.1 Mode 1: Using

the Internal data generator.

Destination Parameters

Seq. Num. Tx
IP Address or Host Mame Fort Errors Fackets  Pa
Connection #01 | 192168.0.120 IiA 1] 2025p

Statistics (hased on application data)

T Unitary Mode
Rix
ckets  MaxRTT Mean RTT Min RTT
2024p  16ms 2ms 0ms Stop #01

For the “IP Generator — Traffic + Statistics” tab, six statistics are available when using ICMP Echo

Request:

Min RTT: this value is the minimum

& Measure does not receive.

Tx packets: this value represents the number of ICMP Echo Request packets sent.
Rx packets: this value is the number of ICMP Echo Reply packets received.
Mean RTT: this value shows the average Round Trip Time.

Round Trip Time calculated

Max RTT: this value is the maximum Round Trip Time calculated
Seq. Num. Errors: this value represents the number of replies that IP Traffic - Test
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11.6.4 Configure the automatic mode for TCP or UDP  connections

The Automatic Mode is a mode in which all enabled
connections are generated in loop, according to a
“Starting time connections generation” law and a “Data
volume to send” law.

7
I=
=
[
=
i
=
=
[m )
(w2
(1]

/s

Enahled =
Enahled -

Enabled [ As the unitary mode, the automatic mode is configured
Enabled - in Tab 1 "IP Generator — Parameters” and is run in Tab

2 “IP Generator — Traffic +Statistics”.

Enabled -

Enabled

Erabled - Once the automatic mode is selected in Tab 1, the user
can choose to enable or disable each connection by

Enabled > S ® using the combo-box.

Enabled -
Enabled -
Enabled -
Enabled -
Enabled -
Enabled -
Enabled -

Enabled |

HEEE Rk EE R

By clicking on the “[P]* button, the following window is displayed, allowing configuring the
automatic mode parameters:

“IP Traffic - Test & Measure™ - Parameters in automatic testing Mode

These parameters apply to all enabled connections

M athernatical Laws Parameters

Starting bime conmectiong generation ['ata wolume to zend on connections

| Default =]
LInifarem e _ LInifarem lan .
Range : [20 ms , 50 ms] Edi.. Range : [9.77 KB/, 2.38 ME] Edit...

Data size (hytes) | 1460 (hax size = G530

Ok Cancel | Help

Automatic testing parameters window

Note: the Automatic Testing Mode can not be used if ICMP connections are selected
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11.6.4.1 Starting time connections generation laws

Starting time connection laws regulates the timing between the beginnings of two connections. The
available mathematical laws for starting time connection are Uniform and Exponential laws.
(Mathematical laws are presented in details in PART 14 Appendix).

To modify, delete or add a law, click on the “Edit” button. Then the following window is displayed:

“IP Traffic - Test & Measure® - Edit starting time connectio... E'

Law identifier

Create

Law parameters

Law name: [Unifarm law: defiiheta - alpha)

alpha: 20,00

Fange: | [20 ms , 80 ms]

Ok

heta: /000

Cancel

This window is composed of three areas:
- “Law identifier”

This area allows selecting, creating, modifying or deleting an existing law.

- “Law parameters”

This area displays the parameters associated to the selected law.

- Action buttons

“OK” button: to quit the law-editing window and accept all changes.
“Cancel” button: to ignore all modifications made since the window has been opened.
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To add a new Starting time connections generation law
1. Press the “Create” button, then a new window is displayed:

“IP Traffic - Test & Measure™ - Edit starting time connection... [‘S__<|

Law identifier: ||

Mathematical law associated

Law narme: | Unifarm law: diibeta - alpha) |

alpha:| 0.0 hiets; | 100.0

Randge: [0 ms, 100 ms]

Cancel |

Edit starting time connections generation law window

2. Select one mathematical law: Uniform or Exponential.

3. Enter parameters value for the selected mathematical law (1 or 2 parameters are required
depending on the selected law).

4. Save and close the window by pressing the “OK” button.
5. The new law is selected in the parent window.
6. Repeat operations 1 to 5 to create other laws

11.6.4.2 Data volume to send laws

Data volume laws define the data volume to send for a connection. The available mathematical
laws for data volume to send are: Uniform, Exponential, Pareto and Gauss laws (Mathematical
laws are presented in details in PART 14 Appendix).

You can add, modify or delete a law by pressing the “Edit” button. Then a new window is
displayed:

“IP Traffic - Test & Measure” - Edit data volume to send laws E'

Law identifier

|Default |
Create | |

Law parameters

Laww name: LIniform law: dxiheta - alpha)

alpha: 10000 beta: 2600000

Range: |[9.77 KB, 2.38 MB]

] Cancel

Edit data volume to send laws
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To add a new data volume to send law:
1. Press the “Create” button, then a new window is displayed:

“IP Traffic - Test & Measure” - Edit data volume to send laws [5__<|

Law identifier: ||

Mathematical law associated

Law narme: | Unifarm law: diibeta - alpha) |

alpha:| 0.0 hiets; | 100.0

Range: [0B, 100 B]

Cancel |

2. Select one mathematical law: Exponential, Uniform, Pareto or Gauss.

3. Enter parameters value for the selected mathematical law (1 or 2 parameters are required
depending on the selected law),

4. Save and close the window by pressing the “OK” button.
5. Your new law is selected in the parent window
6. Repeat operations 1 to 5 to create other laws

Note:

Up to the used OS (Windows 2000, XP, Server 2003 or Vista), WinSock 2 Interface could present
number-limits of the incoming simultaneous calls. Consequence for IP Traffic - Test & Measure is
the presence of “connection failed”, particularly when connections frequency is very near (inferior
to 150 ms), and when the data volume to transmit is very small, which implies to make many
connections. These connection failures do not disturb IP Traffic - Test & Measure . To reduce
these failures, increase the frequency of connection or the data volume.

11.6.4.3 Data size
In the automatic mode, entering a value (in bytes) in «Mathematical laws parameters» window
configures the Data Size.

The Data Size is limited to 65,535 bytes for TCP connections and to 65507 bytes for UDP
connections.
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11.6.5 Configure the replay sniffed traffic mode

& Replay Mode In this mode, IP Traffic - Test & Measure uses traffic files captured by the
“Traffic Sniffer” (see 11.9 The ‘Traffic Sniffer’ tab).

™

When you click on the command button “[P]", the following window is
displayed.

> [Fl

First, select a ‘Data traffic file to replay’ and then press the “Analyze the data traffic file” button. At
the end of the process, an indication is displayed: “100.00% of xxx MB” (where xxx is the file size).

“IP Traffic - Test & Measure®™ - Replay Configuration

[rata Traffic File to replay
Filename |C:datal.dr Browse

#nalyze the Data Traffic File ono0%  of 6.21 MB

(&) Result of analysiz [list of data zniffed connections)

fe80::211:43ff fe03:4218 Part: 1025 - fe80:: 210 5aff feSb eEaE F'ort 2DE|9 TEF' Data Volume found 2 89 B

fe B0 211: 431 } Port: 1029 - feB 0:5af 03 hEB]

[B] Conmection(s) actually defined in P Traffic

Connection #1 : 192.168.0.1:20 2009 TCF'
3 L

Connection #2 : 192

Linking of data sniffed connection(z] defined in (4] with IP Traffic connection(z) defined in (B]

To link connections, select one connection in [4] and one connection in [B) ‘ |

Connection #1 - feB0:2171:43fk1e03:2218 Port: 1028 - fe80:: 210 5aff.fe3b ebak Port: 2009 [TCP)
Connection #2 - feB0::2171:43ffe03:a218 Part: 1029 - feB0:210:5aff:fe3b: ebak Part: 2003 (UDP)

Ok, | Cancel | Help |

Note: the Replay Sniffed Traffic Mode can not be used if ICMP connections are enabled.
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After the analysis of the data traffic file, all IP connections found in the sniffed traffic file are then
displayed in the “(A) Result of analysis (list of data sniffed connections)” object.

Connections that have already been defined in the current IP Generator module are displayed in
the “(B) Connection(s) already defined in IP Traffic* object.

Then you must link one ‘data sniffed connection’ to one ‘defined connection’ by pressing the “Link”
button. If needed, one association can be removed by pressing the “Delete the selected link”
button.

Once the needed links have been defined, press OK. IP Traffic - Test & Measure is ready to
replay traffic on actually defined connections of the ‘IP Generator’ by using data of connections
from the ‘data traffic file to replay’ specified by the different links made by the user.

11.6.5.1 How does IP Traffic - Test & Measure replay the traffic?

The first step, as explained before, is to link a connection #A from the « .dtr » file to a connection
#B defined on the IP Generator.

When the replay is started, IP Traffic - Test & Measure reads the “.dtr” file to get the packets of
the connection #A. Two data are necessary for the replay mode: the timestamp of the packet and
the data payload. IP Traffic - Test & Measure is not be concerned by the IP version (IPv4 or
IPv6), the protocol or the IP addresses used by the connection #A. The replay process, in relation
with the link done between the connection #A and the connection #B, reuses the data payload
respecting the timestamp of each packet some is the protocol or the IP version used to replay the
data. For example a UDP connection using IPv4 can be replayed on a TCP connection using IPv6.

Note: the “.dtr” file contains only one-way packets. More details about how creating “.dtr” files are
available in the paragraph 11.9.3 Run analysis algorithm (Step 3).
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11.7 The ‘IP Generator — Traffic + Statistics’ tab

This second tab related to the IP Generator module allows:

» To visualize destination parameters and traffic statistics for each connection,

 To save traffic statistics for all or a set of active connections of the IP Generator module in a
CSV file,

» If unitary mode is selected in “IP Generator — Parameters” tab (please refer to “11.6 The ‘IP
Generator — Parameters’ tab”), to control traffic generation in unitary mode, i.e. to start and to
stop each connection,

 |If automatic mode is selected in “IP Generator — Parameters” tab, to command traffic
generation in automatic mode, i.e. to start and to stop all enabled connections,

» If replay sniffed traffic mode is selected in “IP Generator — Parameters” tab, to command replay
traffic generation on connection(s).

The “IP Generator - Traffic + Statistics” tab is divided into five areas. Each area is presented in the

following paragraphs.

Destination Parameters

Connection #01
Connection #02
Connection #03
Connection #04
Connection #05
Connection #06
Connection #07
Connection #08
Connection #09
Connection #10
Caonnection #11
Connection #12
Connection #13
Connection #14
Connection #15

Connection #1 6

192.168.0120
192.168.0.120
192.168.0120
192.168.0120

T

IP Address ar Host Mame FPart Throughput Packets
] 570 Khis 559 p
T 5970 Khis 959 p
] 570 Khis 559 p
] 570 Khis 559 p
7 570 Khis 559 p

192.168.0120

Export Statistics into a File

Exportis running

Tab 2: “IP Generator - Traffic + Statistics”

11.7.1 Destination Parameters area

In this area, the destination parameters (IP address and port number) of each connection are
shown for information. These parameters can be modified in the “IP Generator —Parameters” tab,
when all connections are stopped.

Statistics (hased an application data)
T

T

Rix

R

“alume  Throughput olume

7497 KB
797 KB
7497 KB
797 KB
7497 KB

0.00 his
570 Khis
0.00 his
0.00 his
570 Khis

Choose Columnsl

0B
797 KB
0B
0B
797 KB

-

Rix
Packets

Op
558 p
Op
Op
550 p

RTT
TIA
Bms
TIA
A

ams

RTT summary of all connections - Min: 0 ms - Max: 63 ms - Mean: 6 ms

Unitary Mode

Stop #01

Stop #02

Stop #03
Stop #04
Stop #04

Stap All
Connections

FEEEEEEEEEERES
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11.7.2 Statistics (Application Level)

The statistics are displayed for each connection in the “Statistics” area:

| By using the "Choose Columns" button at the bottom,

Ch Col )
oose Lo Umn5| you can select the parameters to display.

Up to 7 parameters can be simultaneously displayed among the 15 parameters described later in
this paragraph, and at least one parameter must be selected.

These statistics are computed at the application level (and based on application data sent or
received). No MAC, IP and TCP/UDP headers and trailers are taken into account. Please refer to
“PART 12 Calculation Mode for the Statistics” to get more details.

To reset the statistics displayed, two methods can be used:

. by clicking on the "Reset Display" button (this button is enabled when all connections are
stopped).
. by checking the "Clear on Stop" option (when the connection stops, the statistics for this
connection are automatically cleared).
Statistics (based on application data) [~ Clear on Stop

The "N/A" (Not Applicable) mention can be displayed instead of a value in the cell of the statistics
table if the parameter cannot be calculated.

Statistics (based on application data) [

T Tx Fx Fix Seq. Mum.
FPackets Throughput Packets Throughput  Jitter Errors

Connection failed: no response from the Remote. Please check your parameters.
4817p 223 Mbis Op 000bls N NI
If a connection is in progress or cannot be activated (in case of invalid parameters or connection
problem), a warning message is displayed. Examples of warning messages:
» Connection failed: no response from the Remote. Please check your parameters.
» Connection pending: IP Traffic - Test & Measure is waiting for the Remote response.
» Connection reset: the Remote has reset the connection.

Statistics (based on application data) v Clear an Stop

X Tx Tx Rx R Seq. Num.
Packets Throughput Yolume Packets Throughput  Jitter Errors
Connection failed: no response from the Remote. Please check your parameters.
Connection reset: the Remote has reset this connection.

Note: the warning message isn't erased if the "Clear on Stop" option is selected.

11.7.2.1 Transmitting statistics

¢ Tx Packets @ Tx Packets (Tx = Transmit) is the number of packets that IP Traffic - Test &
Measure has sent since the connection started.
¢ Tx Pkts Tx Pkts Throughput (Tx = Transmit) is the mean number of packets that IP Traffic
Throughput @@ - Test & Measure is sending per second. This value is only available with UDP

connections.

The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Tx Throughput &) Tx Throughput (Tx = Transmit) is the mean throughput of data sent.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ TxVolume @ Tx Volume (Tx = Transmit) is the number of bytes that IP Traffic - Test &
Measure has sent since the connection started.
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11.7.2.2 Receiving statistics
¢ Rx Packets® Rx Packets (Rx = Receive) is the number of packets that IP Traffic - Test &
Measure has received since the connection is started.
¢ RxPkts Rx Pkts Throughput (Rx = Receive) is the mean number of packets that IP
Throughput @@ Traffic - Test & Measure is receiving per second. This value is only available
with UDP connections.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.
¢ Rx Throughput @ Rx Throughput (Rx = Receive) is the mean throughput of data received.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.
¢ RxVolume @ Rx Volume (Rx = Receive) is the number of bytes that IP Traffic - Test &
Measure has received since the connection is started.
11.7.2.3 Other statistics
¢ Jitter @ Jitter is the mean variation of delays on packets received. This value is only available
when Timecode option is selected (for the local 'IP Generator'). This value corresponds
to either the mean one-way variation (remote 'IP Answering' = Generator mode) or the
mean two-ways variation (remote 'IP Answering' = Echoer mode).
¢+ Remaining 'Remaining Volume' is the number of bytes that IP Traffic - Test & Measure has
Volume ® still not sent. This information is only available for two Traffic Generator types:
Mathematical Law and File to Send.
¢ MeanRTT 'Mean RTT' is the Round Trip Time of a packet that was sent by IP Traffic - Test &
Measure . This value is calculated if the Timecode option is selected for the local 'IP
Generator' and if the remote 'IP Answering' works in the Echoer mode.
¢ MInRTT "Min RTT" is the minimum value of the Round Trip Time calculated by IP Traffic -
Test & Measure . For more information, please see the "Mean RTT" column
information.
¢ MaxRTT "Max RTT" is the maximum value of the Round Trip Time calculated by IP Traffic -
Test & Measure . For more information, please see the "Mean RTT" column
information
¢ Seq. Numb. 'Seq. Numb. Errors' (Sequence Number Errors) is the sum of the Out Of Sequence
Errors® packets number (OOS) and the number of lost packets. This value is only available if
the Timecode option is selected (for the local 'IP Generator') and if the working mode
of the remote 'IP Answering' is Generator or Echoer.
¢ Volume To 'Volume To Send' is the number of bytes that IP Traffic - Test & Measure should
Send @ send. This information is only available for two Traffic Generator types: Mathematical
law and File to Send.

M These statistics are not available with ICMP

@ These statistics are not available with TCP

A RTT summary for all connections is also available. This summary displays the minimum,
maximum and mean RTT values of all connections (for connections having RTT (Timecode) option
selected (see 11.6.2.3.1 Time code option for more information) ).

When you press the “Stop all connections” button, statistics remain displayed in black writing on

gray background.

If a connection cannot be activated (in case of invalid parameters), the statistics fields are empty
on gray background.

Copyright © 2000-2009 ZTI. All rights reserved. Page 108/194



IP Traffic — Test & Measure PART 11 Using IP Traffic - Test & Measure

11.7.2.4 Export statistics into a file

To export all or part of statistics into a CSV file, click on the 'Parameters' button when enabled
(i.e. when no connection of the IP Generator is active):

When no parameters are defined, the state is:
Export is disabled

Export Statistics into a File
Export is disabled

Then a window allows defining parameters for the export process:

» Enable or disable the export process,

* The filename (.csv extension) of the export file,

* The identification of the needed connections,

* The parameters to export (up to 15).

* Include or not the RTT summary or the IP Generator activity into the statistics file.

“IP Traffic - Test & Measure™ - Export IP Generator Statistics (Appplication Level)

Ewxport Statistics
VWhen this option is enahbled, "IP Traffic - Test & Measure" exports automatically the statistics, following parameters
define below, for the selected connections.

This mechanism starts each time that"IP Traffic - Test & Measure” receives or sends data on these selected
cannections.

[v Enahle the Automatic Exportation Mechanism (AER)

Filename:| CiTemplPGeneratorStats tad Browse
Connections o export Farameters to export
All Maone Tranzmitting Statiztics Feceiving Statistics
] [v TxThroughput [v R Throughput
Connections Subset [ TxPkts Throughput [ RxPkts Throughput
T B R L3 [v Tx'olume v Fuvolume
T B B B T B [~ TxPackets [~ RxPackets
W 3 [ 7 [ 11 [ 15
4 8 12 16 Other Statistics
[~ Remaining Yolume v Mean RTT
7 Include the IP Generator Activity - V.Dlume To Send v Min RTT
statistics [v Jitter W MaxRTT

Include the RTT surmrmary of all v Seq. Mum. Errors

connections.

] Cancel Help

“Export IP Answering Statistics”

Then press OK to validate, and a new state is displayed:

When parameters have been defined and the
export process is enabled, the state is:

Export is enabled

Export Statistics into a File
i Exportis enabled

Note: do not specify the same filename to save statistics for the 'IP Generator' and the 'IP
Answering' parts. If you do so, a warning message is displayed.
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Note: The maximum number of columns handled by Excel is 255. If the number of statistics and
connections you have selected exceeds this limit of Excel, you have to restrict to the most
important statistics that you need, or to reduce the number of connections.

The statistics file is updated with the same refresh period than the statistics displayed.
A special mark is added to keep special TCP and UDP events e.g. Start and End of sending traffic.
When you reset statistics, the displayed values and the exported values are reset.

Statistics are saved into the CSV file as soon as one connection of the IP Generator is started and
the 'Export is running' state is displayed:

Export Statistics into a File
Expart is running

When all the connections are stopped, then the export process is automatically suspended and the
following idle state is displayed:

Export Statistics into a File
Export is activated

To export all or part of statistics displayed (in other words, there is the possibility of saving also the
statistics which are not displayed) in a file, you can use the parameters connection and statistics
dialog.

The RTT summary is exported even if the selected connections don't use the RTT option.

11.7.2.4.1 The IP Generator statistics CSV file for mat

The IP Generator statistics file is formatted line by line as follows (example):

First line: (All types of statistics are represented here. The general statistics (RTT summary, IP
Generator activity, Date/Time, etc ...) and the statistics available for each connection. The
statistics headers can be up to fifteen for each connection)

Tx Throughput Tx Pkts Tx Volume
IP Generator | RTT Summary: | RTT Summary:| RTT Summary: State Connectiogn zXX Throughput Connection #xx
Date/Time |Mean RTT (ms)| Min RTT (ms) | Max RTT (ms) | Connection #xx Connection #xx
(Kb/s) (KB)
(Pkts/s)
Tx Packets | Rx Throughput Rx Pkts Rx Volume Rx Packets Remaining Volume To Mean RTT
; : Throughput . : Volume Send .
Connection #xx | Connection #xx - Connection #xx | Connection #xx . . Connection #xx
(Pkts) (Kbls) Connection #xx (KB) (Pkts) Connection #xx | Connection #xx (ms)
(Pkts/s) (KB) (KB)
Jitter Seq. Num. Min RTT Max RTT
Connection #xx Errors Connection #xx [ Connection #xx
(ms) Connection #xx (ms) (ms)
Next lines:
MM/DD/YYYY mmm mmm mmm TCP or UDP or nnn.nn nnn.nn mmm
HH:MM:SS.mmm ICMP ' '
mmm nnn.nn nnn.nn mmm mmm mmm mmm mmm
mmm mmm mmm mmm
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Additional mark for TCP, UDP or ICMP connection eve  nts

TCP START This mark indicates the connection starts. When this mark is included in
the IP Generator traces, the numerical values are set to 0.

TCP END This mark indicates the corresponding connection has stopped. The
numerical values are the latest values computed by IP Traffic - Test &
Measure. Moreover, for IP Generator part, the line containing the END
flag shows a synthesis of all statistics. The averages are calculated from
the START flag time to the END flag time.

TCP PENDING This mark indicates the connection is launched but that no data packet
has been sent for the moment (for example in TCP, time to realize the
“Three-ways Handshake”).

TCP WAITING END This mark indicates the connection has sent all of its packets but still
waiting for the echoed packets until the timeout is reached (see 11.2.3.2
General parameters).

TCP FAILED This mark indicates the connection could not be established.
Additional mark for TCP, UDP or ICMP disconnection events
TCP INFO This mark indicates the reason of the disconnection if this one is not

produced by the click on the stop button or the scheduled end of the traffic

generation (due to the generator parameters, for example: Number

packets to send = 1000)

When this mark is included in the IP Generator traces, the error message

returned by IP Traffic - Test & Measure is placed after the “INFO” mark.
Idle connections

When the connection is idle, no numerical value is set into the file. The field is empty.

Conventions

“Volume to send” and “Remaining Volume” are filled with the “N/A” symbol when the generator is
not configured with “File to send”.

“Seq. Num. Errors”, “Jitter”, “Mean RTT”, “Min RTT” and “Max RTT” are filled with the “N/A” symbol
until one RTT header is found in the received data by the 'IP Generator' part.

“Tx Pkts Throughput” and “Rx Pkts Throughput” are filled with the “N/A” symbol when the protocol
used for the concerned connection is not UDP.

In addition, when a connection is using ICMP protocol, all statistics are filled with the “N/A” symbol,
except “Mean RTT”, “Min RTT” and “Max RTT”, “Seq. Num. Errors”, “Tx Packets” and “Rx
Packets”.

Then for the RTT summary, "Mean RTT”, “Min RTT” and “Max RTT” are filled with the “N/A”
symbol until one “RTT" header is found in the received data by the 'IP Generator' part (at least for
one connection).

When “Mean RTT”, “Min RTT” or “Max RTT” is filled with the value 0, this means that the result is
less than 1 millisecond.

How to open this CSV file with Excel?

To open this file with Microsoft Excel, the comma should be defined as “list separator” (this is the
default value with English regional settings). In case of problem, click on “Start > Control Panel”
and click on “Regional and Language Options”, select an item in the list or click Customize to
define your own parameters.

How to change the date/time format?

To change the format of the date/time column, select the whole column and right click on the
column. Choose “Format Cells ...", then, in the Category list, choose “Custom”. In the “Type” area,
enter the following string: mm/dd/yyyy hh:mm:ss.000. Using this string, the date/time format will be
changed to : 03/20/2008 09:45:50.840.
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Export an IP Generator file sample

In this example, 2 connections have been selected with all parameters exported. For each
connection, the 'IP Answering' is operating with the echoer mode.

* Connection #01 is configured with the TCP protocol and uses the internal data generator (with
RTT activated).

RTT activated).
The “Refresh time” parameter is set to 2 seconds.

Connection #02 is configured with the UDP protocol and uses the internal data generator (with

. Tx RX | Mean RTT Tx RX | Mean RTT
IP Generator Date/Time State Connection Throughput Throughput Connection | State Connection #02 Throughput Throughput Connection
#01 Connection |Connection 401 (ms) Connection |Connection 402 (ms)
#01 (Kb/s) | #01 (Kb/s) #02 (Kb/s) | #02 (Kb/s)

03/20/2008 13:25:40.421 UDP PENDING 0 0 N/A
03/20/2008 13:25:40.421 UDP START 0 0 N/A
03/20/2008 13:25:40.437 UDP 0 0 N/A
03/20/2008 13:25:40.453|TCP START 0 0 N/A UDP 0 0 N/A
03/20/2008 13:25:41.859|TCP 98.09 98.09 2 UDP 98.09 98.09 1
03/20/2008 13:25:43.843|TCP 326.22 326.22 1 UDP 326.22 326.22 1
03/20/2008 13:25:45.843|TCP 554.34 554.34 1 UDP 554.34 554.34 1
03/20/2008 13:25:47.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:25:49.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:25:51.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:25:53.843|TCP 570.31 574.88 1 UDP 570.31 572.59 2
03/20/2008 13:25:55.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:25:57.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:25:59.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:26:01.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:26:03.843|TCP 570.31 574.88 1 UDP 570.31 574.88 2
03/20/2008 13:26:05.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:26:07.843|TCP 570.31 570.31 0 UDP 570.31 570.31 1
03/20/2008 13:26:09.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:26:11.859|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:26:13.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:26:15.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:26:17.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:26:19.843|TCP 570.31 570.31 1 UDP 570.31 570.31 1
03/20/2008 13:26:20.453|TCP WAITING END 570.31 570.31 1 UDP WAITING END 570.31 570.31 1
03/20/2008 13:26:20.453|TCP WAITING END 570.31 570.31 1 UDP WAITING END 570.31 570.31 1
03/20/2008 13:26:20.968/TCP END 563.1 563.1 1 UDP WAITING END 570.31 570.31 1
03/20/2008 13:26:21.046 UDP WAITING END 570.31 570.31 1
03/20/2008 13:26:21.156 UDP END 559.93 559.93 1

The delimiter mark used between each field is the comma character (in conformance with the CSV
file format). In this example, the lines containing the END flag have a synthesis of all statistics
exported. The throughputs showed are the mean throughputs calculated from the START flag time
to the END flag time.
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11.7.3 Run an unitary testing session

LInitary Mode

The unitary testing session can be started from the “Unitary mode*
area in Tab 2 “IP Generator - Traffic + Statistics”. From this area, you
Stop #01 can start or stop connections in unitary testing separately or all
together.
To run an unitary mode session:
S EALE 1. InTab 2 “IP Generator - Traffic + Statistics™:

Stop #04 - If the IP Generator connections are active, stop all running
Stop #05 connections by pressing the “Stop All connections” button.

Stop #02

2. InTab 1 “IP Generator - Parameters™:
- Select the unitary testing mode.

3. InTab 1 “IP Generator - Parameters™:

Stop Al - If necessary configure the unitary parameters for each
Connections connection by pressing the “Parameters #n” button.

4. InTab 2 “IP Generator - Traffic + Statistics™:

- Press the “Start All Connection” button to start all connections
together or press the “Start #n” buttons to start connections
one by one.

LEEEEEEEEEEREERE
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11.7.4 Run an automatic testing session

Autamatic Made

Start enahled
connections with
laws.

An automatic testing session is launched from the “Automatic Mode*
area in Tab 2 “IP Generator - Traffic + Statistics”. In this area, there is
only one button to start and to stop all enabled connections in the
automatic mode.

To carry out the automatic mode session:

1

In Tab 2 “ IP Generator - Traffic + Statistics”:

- If the IP Generator connections are active, stop all running
connections by pressing the “Stop All connections” button.

In Tab 1 “IP Generator - Parameters”™

- Select the automatic testing mode.

In Tab 1 “IP Generator - Parameters”:

- If necessary, configure the automatic parameters by pressing
the “[P]” button and enable or disable connections by using the
combo boxes.

In Tab 2 “ IP Generator - Traffic + Statistics™:

- Press the “Start enabled connections with laws” button to start
all enabled connections.
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11.7.5 Run a replay traffic session

Replay Mode

Start traffic
generation an
multiple connections
frorm a file.

Automatic replay
[ all connections at
the end

A replay traffic testing session is launched from the “Replay
Mode*" area in Tab 2 “IP Generator - Traffic + Statistics”. In this
area, there is only one button to start replay traffic from a traffic
file on connections.

To run a replay traffic session:
1. InTab 2 “IP Generator - Traffic + Statistics™:

- If the IP Generator connections are active, stop all
running connections by pressing the “Stop All
Connections” button.

2. InTab 1 “IP Generator - Parameters™:
- Select the “Replay sniffed traffic” mode.

3. InTab 1 “IP Generator - Parameters™:

- If necessary, configure and select the traffic file by
pressing the “[P]” button.

4. InTab 2 “IP Generator - Traffic + Statistics”:

- Press the “Start traffic generation on multiple
connections from a file” button to start replay traffic
generation.

5. The option “Automatic replay at the end of all connections”

restarts the replay of traffic generation when all connections
are stopped.
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11.8 The ‘IP Answering’ tab

The ‘IP Answering’ part allows receiving UDP and TCP traffic in accordance with five different
working modes: ‘Absorber’, ‘Absorber file’, ‘Echoer’, ‘Echoer file’ or ‘Generator’.

IP Answering - Parameter + Statistics tab

This third tab is related to the 'IP Answering' part activity to:

Statistics (calculated at the application level).

Configure the “Listening to " parameters: network interface, port number and protocol of the
listening port,

Configure IP connected remote “Coming From ...

which connection is received,
Configure “Receiving Working Mode ” for each connection,
Visualize the statistics for each connection,
Save traffic statistics for all active connections of the IP Answering module in a file.

The tab is divided into four areas: Listening To..., Coming From..., Receiving Working Mode and

" source IP address or host name from

11.8.1 Duplicate parameters of a connection onto ot

IP Generator - Parameters ] IP Generator - Traffic + Statistics  |P Answering - Parameters + Statistics lTrafﬂc Sniﬁer] Traffic Observer]

Listening To ... Coming Fram ... Receiving YWorking Mode Statistics (based on application data)
Part, Protocal, | Remate IP Address or HastMame , || | Replay Mode Thro':;hput VDEI):T]E Thro-Lll—);hput Vol?me Jitter
Gonnection#01 | *| | 2008 [TCP —||/|ANv_sDDRESS [apsorber  ~| Browee |#o1
cannection#02| *|[2008  [TcP -]/ [ANY_sDDRESS |EchoerFile | Browse |#02
Connection#03| »([2009  [tcP ~|||[ANv_sDDRESS |Echoer jJ#UB
Cornection#04| »|[2008  [TcP -/ [AnY_sDDRESS |Absorber j##m
Cornection#05| *|[2008  [TcP -/ [AnvY_sDDRESS |Echoer File jM#US
Connection#06| 1 [2009  [TcP - ||| [ ANY_ADDRESS |eneratar jm#ﬂﬁ
cannection#07| »|[2008  [TcP -]/ [ANY_sDDRESS [absommer ] Browse [#a7
Connection #02| || 2008 |[TCP || | ANY_ADDRESS |Disable j##us
Cornection#0a| »|[2008  [TcP -/ [Anv_sDDRESS |Disable =] Browse |#08
connection#10| *|[2008  [TcP -]/ [AnY_sDDRESS |Disable =] Browse [#10
cannection#11| »|[2008  [TcP -]/ [AnY_sDDRESS [absorer | Drovee [
Connection#12| »|[2008  [TcP -/ [AnY_sDDRESS |Absorber j##w
Connection#13| *|| 2008 [TCP ~|||ANY_ADDRESS 4#13
Connection#14| *|[2008  [TcP -]/ [ANY_sDDRESS [absorer ] Browse [#14
Connection#15| »([2009  [tcP ~|||[ANv_ADDRESS [absomer <] Brovee [#15
cConnection#16| *|[2008  [TcP -/ [AnY_sDDRESS |Absorber j##ﬂﬁ
ERpE SEEES M & e Start Receiving Choose Columns Reset Display
Parameters Exportis disabled Traffic ‘ ‘

Tab 3: “IP Answering - Parameters + Statistics”

hers

In order to facilitate input of the parameters for a connection, a copy/paste mechanism for all
parameters of a connection is available (identical to the copy/paste mechanism for the IP
Generator part — see “11.6.1.4 Duplicate parameters of a connection onto others”).

This function is not available when the canonical IP address cannot be translated in numerical
format.
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11.8.2 Listening To ...

In this area, you configure each receiving connection with the following parameters corresponding
to the connected sender from which connections are received. You configure the parameters IP
Traffic - Test & Measure uses to listen to incoming connections. These parameters are:

N The black arrow has two purposes:
e Todisplay a summary of the connection's parameters

* To select the network interface and the IP version for a
connection.

Network interface selection

The port number is limited to 65,535. By default, the port

Port number is 2009.

Protocol TCP or UDP protocol (default = TCP protocol).

11.8.2.1 Specific Rules to receive TCP or UDP traff ic

Rules TCP | UDP

The same port number can be used by several IPv4 or IPv6 connections YES | NO

The same port number can be used by two connections using either IPv4 or IPv6 | YES | YES

The same port number can be used by connections using different NICs YES | YES*

The same port number can be used by connections using the same multihomed

*
NIC but by selecting different IP Addresses YES | YES

* |If a UDP connection uses the "default interface"”, this connection is used in favor of the
connection using an interface.

11.8.2.2 Summary of connection parameters
When you move the mouse over the black arrow, a popup window - called a tooltip — is displayed.

Listening Ta ... Caoming Frorm ... Receivir
Port, Protocol,  Remate IP Address or Host Mame o | | Repl

Connection#01 || 2009 |TCP »| || ANY_ADDRESS Absorbe

Connection #02 | JClick to select the network interface and IP Yersion to use with the connection #01

Connection #03 | _|Connection #01
IP Address or Host Mame: ANY_ADDRESS
Caonnection #04 | {IP Address after resaolution: 255,255, 255,255
IP Wersion: IPw4 automatically selected
Cannection #04 | {Selected Interface: Interface chosen by the system (IPv4 and IPva available)

IP Answering connection tooltip

The tooltip for the IP Answering connection includes five items:
* The first item is the connection number the tooltip refers to.
* The next item is the IP address defined by the user.

 The next item is the IP address translated when IP Translation address has succeeded
(e.g. the address is not NO_ADDRESS or 0.0.0.0).

* The next item is the IP version currently selected.

* The last item is the interface name selected. The name displayed is the name of the
connection presented in the “Settings/Network and Dial-up Connections” Start menu of the
operating system (Default is “Interface chosen by the system”).
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11.8.2.3 Select the network interface, IP version a nd local IP address
When you click on the black triangle, a window is displayed:

“IP Traffic - Test & Measure” - Local IP Address and IP Yersion selection for connection #01

 Select an Interface in the List Below.

LAM ZT1 2 {IPvd Address: 192.168.0.35 - IPvE Address: feB80::211:4 3 fe03:2218) Q_) j

Mate: IPvE is anly available with Windows XP and later.

r Select an P Yersion
Select the |P Version to use on this connection ar l1et"|P Traffic - Test & Measure” choose the IP Yersion automatically regarding the address resolution
result. In this case, ifthe resolution process returns two addresses, one in IPw4 and one in IPvE, the IPvd address is chosen by default. :

+ Usgze |Pvd anly " Lse IPv6 only " based on the IP Address or Host Mame resolution

— Selection of IP Address on Multihomed Interface

Select IP Address |IPv4 Address selected: 192.168.0.35 @

=

[o - @

Current Parameters of this Connection

IF Address or Host name: ANY_ADDRESS @
IP Address after Resolution: 255 255 255 255 (IPv4)
IP Yersion: IPv4 automatically selected

Selected Interface. Default: Interface chosen by the system (IP¥4 and IP¥6 available)

QK cancel Help |

Network interface, IP version and IP local address for an IP Answering connection

(1)  The network interface selection is optional. It is used to constrain connections to be
established using a specific interface.
* By default:
= The IP version is automatically selected by IP Traffic - Test & Measure regarding
the destination address or host name specified on the “IP Answering —Traffic +
Statistics” tab (see below). By default, NO_ADDRESS is an IPv4 address.

= The IP stack resolves the interface selection to send packets to the remote.
The IP stack uses the destination IP address to select the correct interface. The IP
address and the netmask related to each interface are checked against the remote
IP address to reach. When an interface that matches the remote IP address is
found, it is used. To understand how the IP stack selects the interface, you may
enter ‘route print’ console command to list the interface order, the IP address and
the network address mask.

* You can select one interface from the list of connected interfaces. IP Traffic - Test &
Measure will only use the selected interface to translate the IP address and to make a
connection. You must select the interface compatible with the remote IP address you
want to reach. When the IP address translation failed, current connection parameters
area is updated as follows:

— Current Parameters of this Connection

IP Address or Host name: ANY _ADDRESS

IP Address after Resolution: 255255255255 (IPv4)

IP Version: IPv4 automatically selected

Selected Interface: Default: Interface chosen by the system (IPv4 and IP¥6 available)

* Network interface types are restricted: only Ethernet and PPP are listed.
A PPP interface should be in ‘connected’ state to belong to the interface list.
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0

(2)

3)

We have noticed that some operating systems may choose automatically the best network
interface to use when several NICs are plugged on the same network when it comes to
network interface selection. In that case, data can be sent on one interface and received on
another one.

The IP version selection is available:

* with Windows XP (or later)

* If IPv6 features are installed on the target machine. Please refer to the Windows XP or
Windows Server 2003 documentation to install the IPv6 stack. On Windows Vista, the
IPv6 stack is installed by default.

* You can allow IP Traffic - Test & Measure to choose automatically the good IP version
regarding the address or host name resolution result. If a canonical name corresponds
at the same time to an IPv4 and IPv6 addresses, IP Traffic - Test & Measure chooses
the IPv4 address. In that case, to use the IPv6 address, you should select the use of
IPv6 only (Use IPv6 only).

If you have selected an IP version, the IP address translation (see 11.6.1.3) uses the

current selected IP version to get the IP address numerical form.

Select IP address is available when multiple IP addresses are attached to the network
interface. This interface configuration is also known as ‘multihomed’ interface. The selection
of a Source IP address is generally not required: IP Traffic - Test & Measure uses the
default IP address of the interface to establish connections.

It may be useful when routing priority or policy is defined. Example of an IP address
selection for a multihomed interface:

“IP Traffic - Test & Measure™ - Select an IPv4 Address for this Multihomed Interface

Selectan IPv4 Address

IPvd Addresses: [192168.0.35 j

1921

.0.40

Cancel

i

(4)

(5)

Select IP address is not available if the default interface ‘Interface chosen by the system’ is
selected.

Specification of the local source port number is disabled in the receiver Interface
configuration because the source port number and the destination port number are
generated by the remote as the originator of the connection.

Current parameters of this connection area are an abstract for the connection. It
summarizes the IP address, the numerical IP address format, the IP version and the
interface selection.

* The source port used is dynamically updated with the user selection.

* The IP addresses are static. The IP address translation process occurs after you click
on OK.

* The IP version field is dynamically updated with the user selection.
* The current interface is dynamically updated with the user selection.

When you click on the OK button, if the interface selected or IP version has changed,
the IP address translation is automatically started. It may be time consuming.
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So, you can configure various incoming connection criteria:

* Interface: you limit a connection to a specific Interface or let the Operating System to return
connections from any interfaces.

* IP version: when an Interface offers the two IP versions, you can select the IP version expected
or not. By default, the automatic selection is activated.

*  When multiple IP addresses are attached to one interface, you should select the destination IP
address the incoming connection should refer to. By default, the first IP address returned by the
system is selected.

11.8.2.4 Description of the floating menu mechanism
In the ‘Listening To’ object, the labels ‘Port’ and ‘Protocol’ are mouse-sensitive.

Listening To ... Carming From ..

Fort, Protocole | Remote IP Address or Host Mame -

Connection #01 | || 2008 |TCP «| || ANY_ADDRESS
Connection#02 | *| | 2008 [TcP || | ANY_ADDRESS

When the mouse is located on the ‘Port’ text area for example, the text color changes to
white. Then click left your mouse to display the associated menu.

11.8.2.4.1 Floating menu for the ‘Port’ label

Listening To ... Coming Frarm ...

Protoenl Feamnte IP Address nor Host
Increase only UDP porks (From Firsk UDP cnsd

Connection #01 ﬂ ﬁ Decrease anly UDP ports (From first UDP cri)

Connection #02 ﬂ ﬁ Increase all porks (From cro #1)
Decrease all ports (Ffrom crex #1)

Connection#03 | ﬁ 1 1

With this menu you can:

. Set the port number increasingly or decreasingly for every UDP connection, based on the
port number of the first UDP connection.

. Set the port number increasingly or decreasingly for every connection, based on the port
number of the first connection without taking account the protocol in use.

11.8.2.4.2 Floating menu for the ‘Protocol’ label

Listening To ... Coming From ..

Fll:lr‘tv Darmnta 1D A deoe s v Llooet blaeam I
Select TCP for all connections {from crx #1)

Connection#01 | | 2009 |TCF' Select UDP for all connections (Fram cnx #1)
Connection#02 | *| | 2008 [TCP =| |ANY_ADDRESS

This menu helps to set the same protocol to every connection.
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11.8.3 Coming From ...

Remote IP address or Enter the IP address (numerical format) or Host Name (canonical
Host Name: format), with the help of AutoComplete when active. The IP
address is not a mask.

By default, the value is ANY_ADDRESS (This address is used to
accept connection from any source address).

With a TCP connection, the incoming connection is rejected if IP Traffic - Test & Measure can't
correlate this IP Address or host name with the source IP Address of the incoming packet.

With a UDP connection, the incoming packets are received but if IP Traffic - Test & Measure
can't correlate this IP Address or host name with the source IP Address of the incoming packets,
IP Traffic - Test & Measure doesn’t take them into account in the statistics.

11.8.3.1 IP address floating menu
When the mouse is located on the ‘IP address’ text area, the color changes to white.
Listening Ta ... Coming From ... Receiving Yo

| I e PN PN h..dn.[
Copy ko all conneckions (From crex #17 l

Connection#01 | »| | 2008 |TcP ~| | ANY_ADDRESS | |Apsorber

Click on the left mouse button to display the short menu as above. With this function, the IP
Address field from connection #01 is copied out to all connections from #02 to #16.

Fort, Protocole

11.8.3.2 IP Address translation mechanism

IP Traffic - Test & Measure tries to translate — e.g. to resolve - the IP address from a canonical to
a numerical format. This operation is called the IP address translation mechanism. When the ‘IP
Address or Host Name'’ field or Interface parameters changes, when you move from ‘IP Address or
Host Name’ field to another field, to another tab, when the Enter key is pressed or when the
Interface parameters change, all of these actions start the IP address translation function.

Because the IP address translation mechanism is CPU consuming, you should be carefully when
using IP canonical addresses. CPU consumption depends on the DNS answer speed, the number
of DNS configured and the network load when the DNS request is sent.

If the network environment changes — e.g. a new DNS has been defined - you should press the
Enter key in the ‘IP Address or Host Name’ field to force IP Traffic - Test & Measure to restart the
translation mechanism for this connection.

When the IP address translation failed, the IP address is written in red on a white
A background. This connection cannot be started.

To summarize, the IP address translation mechanism is activated when:
p - the focus leaves the ‘ IP Address or Host Name’ field,
- another tab is selected,
- you change the Interface parameters,
- a context file is loaded.
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11.8.4 Receiving working mode

IP Traffic - Test & Measure offers five different active working modes for the IP Answering part:
'Absorber’ , 'Absorber File’ , 'Echoer’ , 'Echoer file’ or Generator’ . A 'Disable’ (or inactive) mode
is also available.

11.8.4.1 Absorber mode
With this working mode, IP Traffic - Test & Measure absorbs data on this connection.

Connection #n Remote IP answering ( absorber mode)
(no specific treatment for each received IP packet)

Local IP generator

11.8.4.2 Absorber File mode

When a receiving connection is operating in the ‘Absorber File’ mode, the ‘IP Answering’ module
will save the received data in a file. The name of the file must be entered in the Filename field. A
“Browse” button allows selecting the file easily.

Connection # m Remote IP answering ( absorber file mode)
(each received IP packet is saved in a file)

Local IP generator

~

11.8.4.3 Echoer mode
When a receiving connection is operating in echoer mode, the received data are sent back to the
‘IP Generator’ module.

Connection # p > Remote IP answering ( echoer mode)
(each received IP packet on the connection is
sent to the transmitter)

With UDP protocol, the ‘Echoer’ mode is available if a connected ‘IP Generator’ address is
specified only.

Local IP generator <

Remind:

Echoed data can be saved in a file by the local ‘IP Generator’ module via the tab 1 “IP
Generator - Parameters”.

11.8.4.4 Echoer File mode

When a receiving connection is operating in this mode, the received data are sent back to the ‘IP
Generator’ module and are saved in a file. The name of the file must be entered in the Filename
field. A “Browse” button allows selecting the file easily.

Connection # q Remote IP answering ( echoer file mode)
Local IP generator » (each received IP packet on the connection
< is sent to the transmitter and saved in a file)

B
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11.8.4.5 Generator mode
This mode is displayed as “Generator” in the combo-box mode.
Remote IP answering (generafor mode)

1P Bow? = (this mode allows dissymetricallP flows : IP flowT is
Local IP generator Connectiond r absorbed by the remotelP answering entity
« - P flow2 Is generatedby the remote IP answering entity

when the first UDP packetis received or when the
TCP connection is establisheq.

Properties of the IP flow 1 are defined at the local ‘IP Generator’ level and each IP packet received
by the remote ‘IP Answering’ module is used to compute statistics only.

(2008 |upp || [192.168.0.30 Generatar Param.

When you select the “Generator” mode for a connection (#1 in the example above), a “Param.”
Button is displayed in order to specify the traffic parameters generated by the remote ‘IP
Answering’ module (i.e. IP flow 2). When you press the “Param.” button, an “IP Traffic —
Parameters in unitary mode” window is displayed (the same as IP Generator — configure unitary
testing mode). So you can input parameters for this IP flow 2 as you like (for example, generate
10000 packets with an average throughput of 250 Kb/s).

For a TCP connection, IP flow 2 is generated as soon as the TCP connection will be established
between the local ‘IP Generator’ and the remote ‘IP Answering’ modules. The IP flow 2 is stopped
when the FIN or RESET flag is received or when the user stops the IP Answering. The IP flow 2 is
also stopped when no data are received during TCPINACTIVITY seconds. (see 14.3 Configuration
parameters saved in the Registry database)

For an UDP connection, IP flow 2 is generated as soon as the remote ‘IP Answering’ module will
receive the first UDP packet. The IP flow 2 is stopped when the RESET flag is received or when
the user stops the IP Answering. The IP flow 2 is also stopped when no data are received during
UDPINACTIVITY seconds. (see 14.3 Configuration parameters saved in the Registry database)

11.8.4.6 Disable mode

When this mode is selected for a connection, IP Traffic - Test & Measure does not use this
connection. The disabled connections are grayed when you start receiving traffic. Statistics fields
of disabled connections are filled in with the following message: “Connection disabled”. There is no
statistics in the file for these connections.
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11.8.4.7 The command button: “Replay mode parameter  s”
The check box ‘Replay mode’ must be checked in
| Replay Mode order to access to the replay mode. By clicking on

the “Replay Mode Parameters” button, the following
window is displayed.

*IP Traffic - Test & Measure” - Replay Configuration

[rata Traffic File ta replay

Fileriame (C:ATemphudtrl dr Browsze

Analyze the Data Traffic File I 100.00%  of 409 ME

[&) Result of analpsis (st of data gniffed connections]

- 1892 168.0.1 20 Fort: 2009 [LIDF B ata Yolume found: 551 KB
- 192 168.0.120 Part: 20010 [UDP Data Valurme found: 232 KB
192 168.0.138 Park: 1307 - 192 168.0.120 Par: 20171 [UDP D ata Walume found: 16.3 KB
192.168.0.138 Port: 1302 - 192.168.0.120 Port:2009 [TCP Data Yolume found: 23.7 ME]
192.168.0.138 Port: 1303 - 192.168.0.120 Port: 2010 [TCP Data Yolume found: 17.9 MB]
192.168.0.138 Port: 1304 - 192 168.0.120 Port:2011 ITCP Data Yolume found: 2.40 ME] b

[B] Connection(z] actually defined in [P Traffic

Connection #07 : AMNY_ADDARESS 2009 TCP s
Connection #02 : AMNY_ADDRESS 2003 TCP 3
Connection #03 : AMY_ADDRESS 2009 TCF
Connection #04 : ANY_ADDRESS 2009 TCF
Connection #05 : ANY_ADDRESS 2009 TCF
Connection #06 : ANY ADDRESS 2003 TCF hs

Linking of data sniffed connection(z] defined in (&) with [P Traffic connection(z] defingd in [B]

To link connections, select one connection in [4] and one connection it [B]

| Cornection #01 - 192.168.0.138 Port; 1305 - 192.168.0.120 Port: 2009 (UDF)
Connection #02 - 132.168.0.138 Port: 1305 - 192.168.0.120 Port:2003 [UDF)

(]9 Cancel Help |

First, select a ‘Data traffic file to replay’ and then press the “Analyze the data traffic file” button. At
the end of the process, an indication is displayed: “100.00% of xxx Kb” (where xxx is the file size).

After the analysis of the data traffic file, all IP connections found in the sniffed traffic file are then
displayed in the “(A) Result of analysis (list of data sniffed connections)” object.

Connections that have already been defined by the user in the current IP Answering module are
displayed in the “(B) Connection(s) already defined in IP Traffic* object.

You must then link one ‘data sniffed connection’ to one ‘defined connection’ by pressing the “Link”
button. If needed, one association can be removed by pressing the “Delete the selected link”
button.

Once that the needed links have been defined, then press OK. IP Traffic - Test & Measure will
replay traffic on actually defined connections of the ‘IP Answering’ module by using data of
connections from the ‘data traffic file to replay’ specified by the different links you have made.

The connections that are not used to replay the traffic can be used but with the absorber Receiving
Working Mode only.
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11.8.5 ‘IP Answering’ Statistics

| By using the "Choose Columns" button at the bottom,

Ch Col :
oose Lo Umn5| you can select the parameters to display.

Up to 5 parameters can be simultaneously displayed among 13 parameters described later in this
paragraph, and at least one parameter must be selected.

These statistics are computed at the application level (and based on application data sent or
received). No MAC, IP and TCP/UDP headers and trailers are taken into account. Please refer to
“PART 12 Calculation Mode for the Statistics”.

To reset the statistics displayed, you can use the 'Reset Display' button at any time.

The "N/A" (Not Applicable) mention can be displayed instead of a value in the cell of the statistics
table if the parameter cannot be calculated.

Statistics (based on application data)
Fx Rx Pkis Fx Seq. Mum.
Fackets ThroughputThroughput  Jitter Errors

2769 p 47 pfs| 536 Kbis M MR
1044 p MR 1.03 Mbis 0ms 0

If a problem is detected for a connection, a warning message is displayed.
Example:

*  Problem: disconnection due to TCP inactivity (see registry).
The IP Answering has ended the TCP connection because no data has been received (timeout
defined with the TCPINACTIVITY parameter of IP Traffic - Test & Measure in the Registry).

Statistics (based on application data)
R Rx Phts Rx Seq. Mum.
Packets ThroughputThroughput — Jitter Errors

524 p 46 pfs| 525 Khis iA A
Problem: disconnection due to TCP inactivity {cf registry).

11.85.1 Transmitting statistics

¢ Tx Packets® Tx Packets (Tx = Transmit) is the number of packets that IP Traffic - Test &
Measure has sent since the connection is started.
¢ Tx Pkts Tx Pkts Throughput (Tx = Transmit) is the mean number of packets that IP Traffic
Throughput® - Test & Measure is sending per second. This value is only available with UDP
connections.

The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ Tx Throughput Tx Throughput (Tx = Transmit) is the mean throughput of data sent.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.

¢ TxVolume Tx Volume (Tx = Transmit) is the number of bytes that IP Traffic - Test &
Measure has sent since the connection is started.
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11.8.5.2

Receiving statistics

Rx Packets ¥

Rx Packets (Rx = Receive) is the number of packets that IP Traffic - Test &
Measure has received since the connection is started.

¢ RxPkts Rx Pkts Throughput (Rx = Receive) is the mean number of packets that IP Traffic -
Throughput® Test & Measure is receiving per second. This value is only available with UDP
connections.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.
¢ Rx Throughput Rx Throughput (Rx = Receive) is the mean throughput of data received.
The calculation of this value is based on the sampling period defined by the
throughput sampling period in the 'Configuration/General Parameters' menu.
¢ RxVolume Rx Volume (Rx = Receive) is the number of bytes that IP Traffic - Test & Measure
has received since the connection is started.
11.8.5.3 Other statistics
¢ Data Not Echoed | 'Data Not Echoed' is the number of bytes that the 'IP Answering' part couldn't echo.
This value is only available if the 'IP Answering' part works in the Echoer mode.
¢ Jitter Jitter is the mean variation of delays on packets received. This value is only
available when Timecode option is selected (on the remote IP Generator). This
value corresponds to the mean one-way variation only.
¢+ Remaining 'Remaining Volume' is the number of bytes that IP Traffic - Test & Measure has
Volume still not sent. This information is only available for two Traffic Generator types:
Mathematical Law and File to Send.
¢ Seq. Numb. 'Seq. Numb. Errors' (Sequence Number Errors) is the sum of the Out Of Sequence
Errors® packets number (OOS) and the number of lost packets. This value is only available
if the Timecode option is selected (for the remote 'IP Generator’) and if the working
mode of the local 'IP Answering' is Generator or Echoer.
¢ Volume To Send | 'Volume To Send' is the number of bytes that IP Traffic - Test & Measure should

send. This information is only available for two Traffic Generator types:
Mathematical law and File to Send.

M These statistics are not available with TCP

When pressing the “Start receiving traffic” button:

All connected IP Answering information and working mode information are grayed,

For disabled connections statistics, the message “Connection has been disabled” is displayed

UDP enabled connections statistics fields are filled in with “N/A” or “00” value,

TCP connections statistics fields are empty on white background (they will be filled in only
when connection will be established).

Statistics are exported into the file (see bellow)

When pressing the “Stop receiving traffic” button:

Statistics fields are cleared up,

‘Listening to ...", ‘Coming From ..." and ‘Receiving Working Mode’ areas become available.
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11.8.6 “Export IP Answering statistics into a file” parameters

To export all or part of statistics into a CSV file, click on the 'Parameters' button when enabled
(i.e. if the IP Answering is not active):

S irocoo o When no parameters are defined, the state is:

Farameters Exportis disabled Export is disabled

Then a new window allows defining parameters for the export process:
- Enable or disable the export process,

» The filename (.csv extension) of the export file,

* The identification of the needed connections,

* The parameters to export (up to 13).

“IP Traffic - Test & Measure” - Export IP Answering Statistics (Appplication Level)

Ewport Stahiztics
When this option is enabled, "IP Traffic - Test & Measure" exports automatically the statistics, following parameters
define below, for the selected connections.

This mechanism starts each time that"IP Traffic - Test & Measure" receives or sends data on these selectad
cannections.

v Enable the Automatic Exportation Mechanism (AEM)

FiIenamE:| CATempiPAnsweringStats.cov Browse

Connections to export Parameters bo export
All | MHaone Tranzmithing Statistics Receiving Statistics
v Tx Throughput v RxThroughput
e o |v Tx Pkts Throughpot v FxPkts Throughput
M1 s v v 13 v Txolume v Rx‘olume
V2 MEBE W10 v 14 [v TxPackets v RxPackets
W 3 T W11 w15
V4 W8 W12 1B Other Statizticz
v Data Mot Echoed v “olume To Send

fnicude e TP Engwering v Remaining Yalume

Betivite STAtiSHEg. .o LR
[~ Seq. Wum. Errors

(0]34 | Cancel Help

Then press OK to validate, and a new state is displayed:

When parameters have been defined and the
export process is enabled, the state is:

Export is enabled

Export Statistics into a File
i Exportis enabled

Note:

Do not specify the same filename to save statistics for the 'IP Generator' and the 'IP Answering'
parts. If you do so, a warning message is displayed.
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Note: The maximum number of columns handled by Excel is 255. If the number of statistics and
connections you have selected exceeds this limit of Excel, you have to restrict to the most
important statistics that you need, or to reduce the number of connections.

The statistics file is updated at the same rate than the statistics are displayed.
A special mark is added to keep special TCP and UDP events e.g. Begin and End of sending
traffic.
When you reset statistics, the displayed values and the exported values are reset.
Statistics are saved into the file as soon as the 'Start Receiving Traffic' button of the IP Answering
has been pressed and the 'Export is running' state is displayed:

Export Statistics into a File

I:l Exportis running

When the 'Stop Receiving Traffic' button of the IP Answering has been pressed, then the export
process is automatically suspended and the following idle state is displayed:
Export Statistics into a File

i Parameters Exportis enabled

11.8.6.1 The 'IP Answering' statistics file format

The IP Answering statistics file is formatted line by line as follows (example):

First line: (All types of statistics available for each connection are represented here. The statistics
headers can be up to fifteen for each connection)

Tx Pkts Rx Pkts
IP Answering State TX Throgghput Throughput Tx Volume TX Pat_:kets Rx Throyghput Throughput
) Connection | Connection #xx ; Connection | Connection #xx | Connection #xx :
Date/Time Hxx (Kbls) Connection #xx #xx (KB) (Pkts) (Kbls) Connection
(Pkts/s) #xx (Pkts/s)
Rx Volume Rx Packets Remaining [ Volume To Data Not Jitter Seq. Num.
Connection | Connection Volume Send Echoed Connection Errors
#xx (KB) #xx (Pkts) Connection| Connection [Connection #xx (ms) Connection
#xx (KB) #xx (KB) #xx (KB) H#XX
Next lines:
MM/DD/YYYY | TCP or UDP
HH:MM:SS.mmml  or ICMP nnn.nn nnn.nn mmm mmm nnn.nn nnn.nn
‘ mmm | mmm | mmm | mmm | mmm | mmm mmm ‘

Additional mark for TCP or UDP connection events

TCP START It indicates the corresponding connection starts. When this mark is
included in the IP Answering traces, the numerical values are set to 0.

TCP END It indicates the corresponding connection has stopped. The numerical
values are the latest values computed by IP Traffic - Test & Measure .
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Additional mark for TCP or UDP disconnection events

TCP INFO This mark indicates the reason of the disconnection if this one is not
produced by the click on “Stop receiving” button or the normal shutdown
of the traffic generation i.e. when the number of packets to send has been
reached.

When this mark is included in the IP Answering traces, the error message
returned by IP Traffic - Test & Measure is placed after the “INFO” mark.

Idle connections
When the connection is idle, no numerical values are set. The fields are empty.

Conventions

“Volume to send” and “Remaining Volume” are filled with the “N/A” symbol when the generator is
not configured with “File to send”.

“Seq. Num. Errors” and “Jitter” are filled with the “N/A” symbol until one “RTT” header is found in
the received data by the 'IP Generator' part.

“Tx Pkts Throughput” and “Rx Pkts Throughput” are filled with the “N/A” symbol when the protocol
used for the concerned connection is not UDP.

How to open this CSV file with Excel?

To open this file with Microsoft Excel, the comma should be defined as list separator (this is the
default value with English regional settings). In case of problem, click on “Start > Control Panel”
and click on “Regional and Language Options”, select an item in the list or click Customize to
define your own parameters.

How to change the date/time format?

To change the format of the date/time column, select the whole column and right click on the
column. Choose “Format Cells ...", then, in the Category list, choose “Custom”. In the “Type” area,
enter the following string: mm/dd/yyyy hh:mm:ss.000. Using this string, the date/time format will be
changed to: 03/20/2008 09:45:50.840.

Copyright © 2000-2009 ZTI. All rights reserved. Page 129/194



IP Traffic — Test & Measure

PART 11 Using IP Traffic - Test & Measure

Export an IP Answering file sample
In this example, 2 connections have been selected with all parameters exported.
For each connection, the 'IP Answering' is operating with the echoer mode.
* Connection #01 is configured with the TCP protocol
» Connection #02 is configured with the UDP protocol.

The “Refresh time” parameter is set to 2 seconds.

. . State_ Thro-lgghput Throﬁéhput Tth())(qu’glﬁSut State_ Throzghput Throﬁéhput Ttﬁéuzlﬁ;ut

IP Answering Date/Time Con;oefnon Connection | Connection | Connection Con;oe;:non Connection | Connection | Connection
#01 (Kb/s) | #01 (Kb/s) |#01 (Pkts/s) #02 (Kb/s) | #02 (Kb/s) |#02 (Pkts/s)

03/20/2008 15:12:15.850, UDP START 0 0 0
03/20/2008 15:12:15.850, UDP 0 0 0
03/20/2008 15:12:17.084|TCP START 0 O[N/A UDP 0 0 0
03/20/2008 15:12:17.787|TCP 75.28 75.28|N/A UDP 77.56 77.56 6
03/20/2008 15:12:19.787|TCP 303.41 303.41{N/A UDP 305.69 305.69 26
03/20/2008 15:12:21.787|TCP 531.53 531.53|N/A UDP 533.81 533.81 46
03/20/2008 15:12:23.787|TCP 568.03 568.03|N/A UDP 568.03 568.03 49
03/20/2008 15:12:25.787|TCP 568.03 568.03|N/A UDP 570.31 570.31 50
03/20/2008 15:12:27.787|TCP 570.31 570.31{N/A UDP 570.31 570.31 50
03/20/2008 15:12:29.787|TCP 568.03 568.03|N/A UDP 570.31 570.31 50
03/20/2008 15:12:31.787|TCP 570.31 570.31|N/A UDP 568.03 568.03 49
03/20/2008 15:12:33.787|TCP 568.03 568.03|N/A UDP 568.03 568.03 49
03/20/2008 15:12:35.787|TCP 570.31 570.31{N/A UDP 568.03 568.03 49
03/20/2008 15:12:37.787|TCP 570.31 570.31{N/A UDP 572.59 572.59 50
03/20/2008 15:12:39.787|TCP 572.59 572.59|N/A UDP 572.59 572.59 50
03/20/2008 15:12:41.787|TCP 572.59 572.59|N/A UDP 572.59 572.59 50
03/20/2008 15:12:43.787|TCP 572.59 572.59|N/A UDP 570.31 570.31 50
03/20/2008 15:12:45.787|TCP 570.31 570.31{N/A UDP 570.31 570.31 50
03/20/2008 15:12:47.787|TCP 568.03 568.03|N/A UDP 568.03 568.03 49
03/20/2008 15:12:49.787|TCP 568.03 568.03|N/A UDP 570.31 570.31 50
03/20/2008 15:12:51.787|TCP 572.59 572.59|N/A UDP 572.59 572.59 50
03/20/2008 15:12:53.787|TCP 570.31 570.31{N/A UDP 570.31 570.31 50
03/20/2008 15:12:55.787|TCP 570.31 570.31|N/A UDP 570.31 570.31 50
03/20/2008 15:12:57.787|TCP 568.03 568.03|N/A UDP 568.03 568.03 49
03/20/2008 15:12:59.787|TCP 572.59 572.59|N/A UDP 570.31 570.31 50
03/20/2008 15:13:00.850|TCP 572.59 572.59|N/A UDP 570.31 570.31 50
03/20/2008 15:13:00.850|TCP END 572.59 572.59|N/A UDP 570.31 570.31 50
03/20/2008 15:13:00.912| UDP END 570.31 570.31 50

The delimiter mark used between each field is the comma character (respecting the CSV format).

Copyright © 2000-2009 ZTI. All rights reserved.

Page 130/194



IP Traffic — Test & Measure PART 11 Using IP Traffic - Test & Measure

11.9 The ‘Traffic Sniffer’ tab

This tab is composed of three numbered areas:

1. Step 1: Capture parameters: traffic can be captured by IP Traffic - Test & Measure with
2 options: all IP traffic or IP traffic on connections specified by the user.

2. Step 2: Capture sniffed traffic in a file:  once that capture parameters have been defined,
captured traffic may be saved in a file.

3. Step 3 (optional): Run analysis algorithm on a snif  fed traffic file to generate data
traffic files: from an IP capture file, IP Traffic - Test & Measure uses an internal algorithm
to produce two traffic files used by the Replay mode of the IP Generator and of IP
Answering.

Note: IP Traffic - Test & Measure allows capturing traffic in a file.

This is used in two cases:

- For off-line statistics (see tab 5: 'Traffic Observer'): in this case, step 3 is not necessary.
- In order to replay traffic via the ‘IP Generator’: in this case, step 3 must be done.

IF Generator - Parameters ] IF Generator - Traffic + Statistics ] IF Answering - Parameters + Statistics  Traffic Sniffer lTrafﬂc Observer]

Capture Parameters

& Use filter(s) Source IP addr. Diestination [P addr. Source Port Destination Port Protocol
New filter v 192.168.0.30 To any destination From any port To any port TCP & LUDP

. Help
1 Edit filter
Delete filter Select adapters

¢ Al TCP and UDP packets {unicast andfar multicast)

Capture sniffed traffic in a file (u=ed for statistics ar traffic generatar)

ChLocalCapturedTraffic.tre Browse

2 Start |
v Save only headers ofthe packets (Data are not registered)
v Automatic refresh maode
v Enahle automatic start and stop in ‘Local operation’
Run analysis algorithm on a sniffed traffic file to generate data traffic files {far use by the IP Traffic generator)
Input traffic file
| CihLocalCapturedTraffic tre Browse
Qutput data traffic file 1 to replay after processing AT
3 |C:18p|iﬂedData1 Browse
T

Qutput data traffic file 2 to replay after processing
| CigplittedDataz] Browise

Tab 4: “Traffic Sniffer”

Note: IP Traffic - Test & Measure allows configuring the mode to capture the data. Please refer
the DriverFilterMode entry in the registry presented in Appendix paragraph “14.3.1 General
configuration parameters”.
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11.9.1 Capture Parameters (Step 1)
Two options are available:
= All TCP and UDP unicast and/or multicast packets: IP Traffic - Test & Measure will

capture all TCP and UDP unicast packets seen by the ‘Traffic Sniffer’. This option is selected
by default.

= Use filter(s) : Traffic capture is made according to user defined filters as explained below. Up to
20 filters can be specified.

Note:

With “Use filter(s)” option selected, at least one user defined filter should be selected in the list box
to be allowed to start the traffic capture.

Capture Parameters
i Lsefilter(s)

ME

IF Version

Caming Fram .. Going to ... Source Port

Destination ... Protocal

Mew filter #01  IPvd &Py 192.168.0.30 iy, ZH T Fromany port  To any port TCP & UDP
Hel
1 Edit filter #

Delete filter Select adapters

" A TCP and UDF packets (IPV4 and IPvE unicast andior multicast)

Step 1: Capture Parameters Specification

11.9.1.1 Create/Modify/Delete user defined filters

You can define up to 20 ‘filters’ composed of five parameters: Source IP address, Destination IP
address, Source Port number, Destination Port number and Protocol.

The command buttons “Add filter”, “Edit filter” and “Delete filter” allow adding, editing and removing
the user-defined filters. By clicking on “Add filter”, the window below appears:

“IP Traffic - Test & Measure™ - Create/Modify a capture filter, rg|

The IP Traffic Sniffer should capture the Traffic

Using thiz IP wersion

" 1Pwd " IPvE + Both

Coming from ...
" Any source P Address or Hosthame

* This specific source IP Address or Hostname
192.168.0.30

Uzing ...
{« Any source Part Number

" Qnly this specific source Port Mumber

And going ta
" Any destination IP Address or Hosthame

" This specific destination IP Address or Hostname

Wiy Zt T

sing ...
o Any destination Port Mumber

" Onlythis specific destination Port Murnber

and including ....

TCP orUDP  =| packets (unicast andior multicast)
| Cancel

Filter edition window
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Four main areas compose this window.
1. Specification of the IP version: Only IPv4, Only IPv6 or both IPv4 and IPv6

2. Specification of the “Coming ...” information
a. Specification of the source IP Address or Host Name of the traffic (IPv4 or IPv6)
b. Specification of a particular source port number

3. Specification of the “And going ...” information.
a. Specification of the destination IP Address or Host Name of the traffic (IPv4 or IPv6)
b. Specification of a particular destination port number

4. Specification of the protocol(s) :
a. Capture only TCP packets
b. Capture only UDP packets (including multicast traffic)
c. Capture TCP and UDP packets

Note:
Each parameter is optional. It is not necessary to specify a value. In this case, this parameter is
not used to filter packets.

Warning:
You can input different filters, but IP Traffic - Test & Measure doesn’t control the functional

coherence between the filters.

To edit afilter, select it in the list box and then press the ‘Edit filter’ button.
To delete a filter, select it in the list box and then press the ‘Delete filter’ button.
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11.9.1.2 Select Adapters (optional)

By clicking on the “Select Adapters” button, the window below opens. By default, if your machine
contains more than one network card, IP Traffic Sniffer driver pools all of the network cards and
captures all packets. This polling capacity can be greedy for resource. If it is not necessary, up to
one network card could be specified.

“|P Traffic - Test & Measure™ - Select sniffed network adapter(s)

Select one or mare adapters which will be used by the driver to capture the traffic

"IP Traffic - Test & Measure" has found the adapter(s) below:

Adapters Mame

v Intel{R) PROMO00 MT Desktop Adapter (Microsoft's Packet Scheduler) (00:07:E9:11:25:50)
[v* Broadcom Metdtrerne Gigabit Ethernet Driver (00:11:43:03:A2:18)

Ok | Cancel

Adapter’s selection window

Note:
When loading a context, if the interface in this context saved can not be found, IP Traffic - Test &
Measure selects the first interface available to replace the one saved.

11.9.2 Capture sniffed traffic into a file (Step 2)

Once that capture parameters have been defined in the previous area, you must define a capture
file. The command buttons “Start” and “Stop ” allow starting and stopping the traffic capture.

Capture sniffed traffic in a file {used for statistics or traffic generator)

GiTrafficCapture tro Browse

2 Start |

v Save only headers ofthe packets (Data are not registered)
v Automatic refresh mode
v Enable automatic start and stop in 'Local operation’

Step 2: Capture traffic control panel

During the capture process, information is displayed in the “Traffic overview during capture” object
(statistics if available).

“Save only the headers of the captured packets (Dat  a are not saved)” check box : if checked,
only the packet headers are saved (thus significantly reducing the size of the capture file) but you
will be not able to use this file for the step 3.

“Automatic refresh mode” check box : allows refreshing display in the “Traffic overview during
capture” object.

“Enable automatic start and stop in ‘Local operatio n' check box : if checked, the “Start all
processes” button of the “Local operation” will launch automatically the ‘Traffic Sniffer’.
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11.9.3 Run analysis algorithm (Step 3)
In step 2, the capture process has generated a capture traffic file.

Warning:
The aim of step 3 is to splits the captured data into two files. These two files are ONLY used by the

IP Traffic Replay Mode available on the IP Generator and IP Answering parts. If you don’t need to
replay the traffic captured you keep time by avoiding reading this paragraph.

Run analysis algorithrm on a sniffed traffic file to generate data traffic files {for use by the [P Traffic generatar)

Inputtraffic file

‘ HiCapturesiCapture MNetmeeting 1.7 Browse

CQutput data traffic file 1 to replay after processing
3 ‘ HiCapturesiMetmestingl Browse

Output data traffic file 2 to replay after processing

‘HICapturesINetmeetingQ Browse

You specify a capture traffic file name in the “Input traffic file " object and two output files.

Note:

The “Input traffic file ” must contain data (see Step 2). The Step 3 can't use the files containing
only headers.

This file contains IP frames with different IP source addresses and IP source destinations.

The goal is to find in the input traffic file the communication entities (IP Generator and IP
Answering) and to produce two traffic files to replay. An internal IP Traffic - Test & Measure
algorithm analyzes IP frames from the Input traffic file and produces the two traffic files named
“Output data traffic filel to replay after processin g” and “Output data traffic file2 to replay

after processing ". The extension of these files must be “.dtr” (data to replay). This is an owner
format used only by the IP Generator and IP Answering parts. This algorithm reassembles the
fragmented packets before dispatching them in the two files. It is able to handle up to 50 fragments
to reassemble a packet.

When you press the “Start” button, the following window is displayed:

“IP Traffic - Test & Measure™ - Sniffed Traffic Analysis

Current file : | 10000% of 128ME

IP addrezzes [data zize and duration) Protocal and portz

192 168.0.35 192 168.0.51 [D ata Size: 586 MEB in 42 5]
fel0:217:43iFfe03:5218 feB0:: 210:5aff fe3b:eBa6 [Data Size: 5.81 MB in 43 1)

Process with selection | Cancel |

You should select connections to consider (addresses + protocol and ports) and then press the
“Process with selection” button.

After processing, the object “Synthesis after processing “ displays statistics information about
generated files and connections.
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11.10
This fifth tab allows:

The ‘Traffic Observer’ tab

* Visualizing statistics and graphs for different parameters: IP throughput, Inter packet delay,

Packet Erasure Rate quality (PER quality) and Packet transit delay,

* Downloading remote statistics traffic files,

* Analyzing off-line traffic,

» Exporting the statistics into a file.

The tab is divided into three main areas:

* The central area displays graphs and values,

* The right area contains objects and command buttons to select parameters to display,
* The bottom area is composed of four blocks:

- Remote (statistics) traffic files
order to do off-line statistic analysis.

- Off-line traffic analysis

: to download statistics traffic files from the remote, in

: to do off-line analysis. It is necessary to have a local statistic

traffic file and a remote statistic traffic file (downloaded via the previous area).

- Index (on-line or off-line)

line analysis for graphics display.
- Export statistics : you can define statistic parameters to export in a CSV file and Start /
Stop the export process.

IP Generatar - Parameters I IP Generator - Traffic + Statistics ] IF Answering - Parameters + Statistics | Traffic Sniffer  Traffic Observer

Statistical Values (based on Driver Statistics)

IP AddressfHost Name  Port  Prat.
Connection #1

Connection #2
Connection #3
Connection #4
Connection #5
Connection #6
Connection #7
Connection #8
Connection #9
Connection #10
Connection #11
Connection #12
Connection #13
Connection #14
Connection #15
Connection #16

Remote Traffic Files

" Yes
Download..

IP Throughput
Shapshot

Tx R
0.00bis| 0.00 biz
0.00b/s 0.00 bis
0.00b/s 000 bis
0.00b/s 000 bis
0.00b/s| 000 bis
0.00b/s 000 bis
0.00 b5 0.00 bis
000b/s 000 bis
0.00b/s| 000 bis
0.00b/s 000 bis
0.00bis| 0.00 bis
0.00b/s 0.00 bis
0.00b/s 000 bis
0.00b/s 0.00 bis
0.00b/s| 000 bis

0.00 b/ 000 bis

IP Throughput
Average

T
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis

0.00 b=

R
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis

000 bis

UDP or TCP
Throughput

T
0.00 bis
0.00 bis
0.00b/s
0.00 b/s
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bls
0.00 bis
0.00 bis
0.00 bis
0.00b/s
0.00 bis
0.00 bis

0.00 b/

R
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis
0.00 bis

000 bis

Ti

0=
0 ms
0=
O ms
0 ms
0 ms
0 ms
0 ms
Oms
0 ms
Oms
0 ms
0=
0 ms
0 ms

0 ms

Inter Packet
Delay

Rix

0 m=
0 ms
0 m=
0 m=
0 ms
0 ms
0 ms
0 m=
0 ms
0 ms
0 ms
0 ms
0 m=
0 m=
0 ms

0 ms

| o7

i

His
His
Nis
Ni#
Hit
[
His
Hi#
His
Hi#
[y
His
Nis
His
Hit
[

Facket Transit

Fix

Nis
Nif
NiA
NiA
ik
NiA
Nif
NiA
NiA
ik
NiA
Nif
NiA
HiA
ik
NiA

Facket Erasure

: one index is a marker set by the user that is used during off-

& |F Generator

Rate (PER) P Answeting
i Fix

Statistics Display
Ea W & vales
His s Graphics
Mk Nik |—
Hiss N

" IP Throughput
HiA Nk

~ Inter Packet
M N Delay
M N
Hitk Nitk

~
[ Nk
Hid [P
M N
M i
Mk Nik
A Nes Reset Statistics
HiA Nk

T
M N
Export Statistics

| Parameters | | |

Tab 5: Traffic Observer (on-line mode)

Note:

Values and statistics displayed in this tab are calculated at the ‘time’ point of reference (see IP
Traffic - Test & Measure architecture in paragraph “12.2.1 Reference points to compute the
statistics”) i.e. under the TCP/IP protocol stack.

Copyright © 2000-2009 ZTI. All rights reserved.

Page 136/194




IP Traffic — Test & Measure PART 11 Using IP Traffic - Test & Measure

11.10.1 IP Traffic - Test & Measure: On-line and O ff-line modes for
statistics

When IP Traffic - Test & Measure is operating (‘IP Generator’ is active and/or ‘IP Answering’ is
active), this mode is named on-line. On-line statistics are displayed in the following tabs:

‘IP Generator — Traffic + statistics’: statistics area,
- ‘IP Answering — Parameters + statistics’: statistics area,

- ‘Traffic Observer’: statistics area, but all parameters are not displayed: PER (Packet Erasure
Rate) and Packet transit delay need remote information to be computed.

By using the “Traffic Sniffer” tab, a capture traffic file can be defined (see “11.9.2 Capture sniffed
traffic into a file (Step 2)”) to save traffic that would be used in the off-line mode. Both file formats
(With Data or Headers only) can be used for Off-line calculation.

i~ esg | | | | | On-Line mode
f« Mo

You can switch between the off-line and on-line mode by using the Yes / No radio button.

Off-Line Traffic Analysis

& | | | | Off-Line mode

............ FProcess Files |
" Mo

Off-line mode is defined as a state where all IP Traffic - Test & Measure activity is stopped (‘'IP
Generator’, ‘IP Answering’ and ‘Traffic Sniffer’ are stopped). In this mode, only the “Traffic
Observer” tab is available. All other tabs are inhibited.

In order to analyze traffic files and obtain all statistics, the user must first download a traffic file
from the remote. IP Traffic - Test & Measure uses two traffic files to do off-line statistics analysis:
a ‘local' traffic file (generated by the ‘Traffic Sniffer’) and a downloaded ‘remote’ traffic file
(generated by the remote ‘Traffic Sniffer’).

Note:
A red color for objects or command buttons in the 'Traffic Observer' tab means that these items are
only available in the off-line mode.
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11.10.2 Objects and command buttons

All objects and command buttons on the right and at the bottom of the ‘Traffic Observer’ tab are

explained here.

11.10.2.1

(¥ |F Generator
P Answering

On the right of the ‘Traffic Observer’ ta

This choice allows selecting display connections for the
Generator’ or the “IP Answering” module. So, the user can switch
simply to see statistics for the 16 ‘IP Generator’ connections and the

b

‘IP

16 ‘IP Answering’ connections.

You can define different scale factors for the Transmit (Tx) and the Receive (Rx) graphs, and one

value for the time scale.

Triggers

Triggers Parameters

Start Triggers

High rnark,

Triggers are used for graphics displays (see
statistics display below). The command button
“Triggers Parameters " opens a dialog window
where user defines 2 triggers (low and high)
according to the parameters: IP throughput, Inter
packet delay, PER and Packet transit delay. The
command buttons “Start Triggers ” and “Stop
Triggers ” allow enabling or disabling the defined
triggers.

When a parameter is lower or upper than the
threshold defined, counters are incremented in
the graphic area. Triggers are displayed in red
color.

“IP Traffic - Test & Measure™ - Parameters for Trigger,

Tranzmit [T =]
High mark |90 kbis v
Law mark: |1 0 | kb/s j

o]

Receive [Rx]

High mark |30 kbis

Law mark |1 0 |Ktl.-"3 j
Cancel |

Parameters for the triggers
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The statistics display area allows choosing a display item:

On-line mode

Statistics Display
" “alues
Graphics

|J'1‘-JI connections *

i* |P Throughput
~ |nter Packet

Off-line mode

Statistics Display
* Malues,
Graphics

(" IP Throughput
~ Inter Packet

Values: a values table (6 parameters for each
connection with Tx and Rx values) is displayed
(on-line and off-line),

Graphics : select first 1 or all connections and
then the parameter to display:

- IP Throughput (on-line and off-line),
Delay Delay i i
e T 1 - Inter Packet Delay (on-line and off-line),
Delay - Packet Transit Delay (off-line only),
~ " PER Quality - PER (Packet Erasure Rate) quality (off-line
only)

~

~ (" Packet Statistics

» Packet Statistics : off-line only and when traffic
fles have been previously loaded and
processed.

The command button “Reset statistics ” resets all statistics values
displayed whatever the statistics display item is selected (see
above).

Help The command button “Help” displays a help window explaining all
functionalities and commands for the 'Traffic Observer' tab.

Reset Statistics

11.10.2.2 In the lower part of the ‘Traffic Observe r’tab

The command button “Download... ” is used to download remote
traffic files generated by IP Traffic - Test & Measure (via the ‘Traffic
Sniffer’).

To calculate off-line statistics for all parameters, IP Traffic - Test &
Measure uses 2 traffic files generated by the ‘Traffic Sniffer’ (see
step 2 in the ‘Traffic Sniffer’ tab): a local traffic file and a remote
traffic file.

Remote Traffic Files

Diownload. .

The command buttons of the “Off-line
traffic analysis” area are used in off-line
mode to display values and statistics from
traffic files.

* “Process files... ": to select two traffic files (a local traffic file and a remote traffic file
downloaded via the previous “Download... ” command button by example).

* “Play >": IP Traffic - Test & Measure replays the local traffic file at the beginning (selected via
the previous “Process Files...” command) according to timing contained in the file.

*  “Play >>": idem “Play >" with a quick replay speed.
« “Pause”: traffic replay is halted. You can continue replay traffic with “Play >” or “Play >>".

Off-Line Traffic Analysis

+ ies

et Process Files | | | | |
]
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» “Stop”: ends traffic replay.

The “Play >", “Play >>" and “Stop " buttons are enabled once that traffic files have been analyzed
via the “Process files... " button (see further in this paragraph).

Off-Line Traffic Analysis The “Play >" or “Play >>" buttons

f+ are replaced by “>” and “>>" after

= the user has pressed “Pause” for
the first time.

| = | B+ Stop

The command buttons of the “Index (On-

Index (On-Line or Off-Line) line or Off-line)” area are used to manage

display index (or markers) in graphic

| 02704 RE"”':"“’E| Remove EI”| displays for the off-ine mode. These
buttons are used:

- To add and remove index,

- To help the user to navigate when
displaying off-line traffic analysis.

Mext =

*  “Next >": the current position in the traffic file to analyze is set to the next display index set by
the user.

* “Add”: adds a display index at the current position.

o “XX/YY": displays the actual XX index number (YY is the total number of indexes set by the
user).

* “Remove”: removes the current displayed index.
* “Remove all ”: removes all displayed indexes.

The “Export statistics ” area allows exporting in a CSV file the
statistics values calculated by IP Traffic - Test & Measure with
the filter parameters defined by the user.

Export Statistics You define first the“ export filter;c, and filename by using the
command button “Parameters”. The export filters allow

Farameters | [ Start selecting: connection(s) and parameter(s). The statistics export
file is a CSV file.

The command buttons “Start” and “Stop” allow starting and
stopping the export statistics process in the user-defined file.

*IP Traffic - Test & Measure™ - Export Statistics E|
Fileriamme: |E:'xTemp'xTraffiu:ElbserverStats.csv Browsze
Connectiohs to export Farameters to expart

[v Include total statistics

Al | None | || 17 B TioMEREE

Connections subset

M1 I 518 I 13
W2 [ & [ 101 14 ™ PER quality
W3 70 11T 15
T4 T 8l 121 18

[v Inter packet delay

[v Packet transit delay

[v Enable automatic expart in 'Local operation’

Parameters to export statistics
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Filename

The statistics are saved in the specified CSV file accordingly to parameters described below.
Connections to export

Include total statistics

If checked, the following parameters are saved in the file for the ‘IP Generator’ and the ‘IP
Answering’ modules (see the file format explained in the next paragraph).

[Total Throughput Tx] [Total Throughput Rx] [Total Inter packet delay Tx] [Total Inter packet delay
Rx] [Total PER Tx] [Total PER Rx] [Total Transit delay Tx] [Total Transit delay Rx]

where the term total is used as the sum of values for connections selected by user. Tx is used as
Transmit and Rx as Receive.

‘All" or ‘None’

These buttons select all the connections or none.

Connections subset

Select the needed connections in order to save statistics for these connections.
Parameters to export :

Select the parameter you want to save as statistics.

Enable automatic export in ‘Local operation’ check box

If checked, the “Run all processes” button of the “Local operation” will launch automatically the
export of statistics in the file according to parameters defined in the above window.

Note: Only up to 255 columns can be exported in the statistics file. It's impossible to select all
statistics for all connections. A warning message is display if this limit is reached.
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Format of the statistics file

The general format is defined for one line in the file (with the comma character as delimiter) as:

<Location (if GPS operational)> <Date/Time> [< Total statistics for the IP Generator>]
<Connections Statistics for the IP Generator> [< Total statistics for the IP Answering>]
<Connections Statistics for the IP Answering>

[< Total statistics for the IP Generator>] and [< Total statistics for the IP Answering>] are included if
the ‘Include total statistics’ check box has been checked.

<Total statistics for the ...> is structured as follows:

[Total Throughput Tx] [Total Throughput Rx] [Total Inter packet delay Tx] [Total Inter packet delay
Rx] [Total PER Tx] [Total PER Rx] [Total Transit delay Tx] [Total Transit delay Rx]

where the term total is used for the sum or the total of connections saved in the file, and Tx =
Transmit, Rx= Receive.

<Connections Statistics for the IP Generator> or <Connections Statistics for the IP Answering> are
structured as follows for a connection:

[#nn Throughput Tx] [#nn Throughput Rx] [#nn Inter packet delay Tx] [#nn Inter packet delay Rx]
[#nn PER Tx] [#nn PER Rx] [#nn Transit delay Tx] [#nn Transit delay Rx]

These fields are present depending of the parameter(s) selected:
- IP Throughput
- Inter packet delay
- PER quality
- Packet transit delay

Note:

It is recommended to define carefully the parameters to use; otherwise, the number of columns in
the file can be high (and an application like Excel may have problems to import this file).

The ‘Include total statistics’ generate 16 columns per line (8 columns for the 'IP Generator' and '8
columns' for the IP Answering)

When you select the 4 parameters to export (IP Throughput, Inter packet delay, PER quality and
packet transit delay), that generates 16 columns to export for each connection (2 columns Rx and
Tx per parameter = 8 columns for the 'IP Generator' and 8 columns for the 'IP Answering’). When
16 connections are selected, that generates 16 x 16 = 256 columns.

The following example has been generated for connection # 1 by using:

“IP Traffic - Test & Measure™ - Export Statistics PX|
Fileriamme: |E:'xTemp'xTraffiu:ElbserverStats.csv Browsze
Connections to export Parameters to export

[ dnchude total statistics
[+ 1P Thraoughput
A

Mone
Connections subset

M1 &5 9 [13
20T 60 1001 14 ™ PER quality
30 70 11T 15
T4 T 8l 121 18

[ Inter packet delay

[ Packet tranzit delay

[v Enable automatic expart in 'Local operation’

Cancel
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View of the generated file (by Excel):

IP Generator - | IP Generator - | IP Answering - | IP Answering -
Location Date / Time #01 #01 #01 A#01
Throughput Tx | Throughput Rx | Throughput Tx | Throughput Rx
(Kb/s) (Kb/s) (Kb/s) (Kb/s)
03/20/2008 10:05:32 | 585.37 7.80 7150.11 6724.68
03/20/2008 10:05:33 | 585.37 7.80 34786.69 35534.52
03/20/2008 10:05:34 | 575.34 7.83 47907.98 48467.63
03/20/2008 10:05:35 | 585.94 7.50 38407.81 39074.06
03/20/2008 10:05:36 | 573.66 7.80 47592.21 48103.96
03/20/2008 10:05:37 | 585.94 7.81 38394.09 39121.09
03/20/2008 10:05:38 | 573.66 7.80 43840.07 44810.15
03/20/2008 10:05:39 | 575.34 7.51 38888.61 39524.54
03/20/2008 10:05:40 | 574.22 7.81 45008.19 45548.91
03/20/2008 10:05:41 | 585.94 7.81 39250.31 39998.91
03/20/2008 10:05:42 | 573.66 7.80 47448.26 48630.01
03/20/2008 10:05:43 | 574.78 7.51 40484.63 41211.65
03/20/2008 10:05:44 | 585.37 7.80 46030.45 46680.51
03/20/2008 10:05:45 | 574.78 7.82 38802.36 39085.05
03/20/2008 10:05:46 | 585.94 7.81 43434.16 44418.28
03/20/2008 10:05:47 | 562.50 7.81 45220.88 46275.47
03/20/2008 10:05:48 | 562.50 7.50 47115.25 48163.28
03/20/2008 10:05:49 | 561.95 7.80 47547.44 48164.68
03/20/2008 10:05:50 | 585.94 7.81 44028.91 44662.66
03/20/2008 10:05:51 | 574.78 7.51 40255.09 40881.64
03/20/2008 10:05:52 | 573.66 7.80 46573.20 47739.16
03/20/2008 10:05:53 | 574.22 7.50 37604.41 37977.81
03/20/2008 10:05:54 | 586.51 7.82 49914.37 50371.54
03/20/2008 10:05:55 | 573.66 7.80 37785.75 38784.15
03/20/2008 10:05:56 | 574.22 7.81 46445.88 47119.38
03/20/2008 10:05:57 | 574.22 7.50 44737.72 45502.97
03/20/2008 10:05:58 | 574.78 7.82 46436.63 47073.00
03/20/2008 10:05:59 | 539.06 7.19 42642.66 43495.94
Column 3 Column 4 Column 5 Column 6

The columns 3 and 4 refer to the 'IP Generator' part and columns 5 and 6 to the 'IP Answering'

part.
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11.10.2.3 The “Process Files ...” command button

Off-Line Traffic Analysis This button is enabled only with the
+ ¥es Process Files | | | | | Off-line mode. It allows sniffed traffic
a files to replay. Once pressed, the

following window is displayed:

“IP Traffic - Test & Measure™ - Off-Line Analysis of Captured Traffic Files

Sniffed Traffic Files by the Traffic Sniffer

[&]: | Browze
(] | Erowse

[&): Local File of captured Traffic [used as reference for the analysis) (8] <->[B]

[B]: Remote File of captured Traffic
Start Analysis

| Cancel |

In order to proceed, you must input a local sniffed traffic file in (A) and a remote sniffed traffic file in
(B).
The “(A) < --- > (B)” button inverts the (A) and (B) filenames.

Note:

(A) will be used as reference to find the packet synchronization between these two files and to
compute the statistics (for example, lost packets and the transit delay).

*IP Traffic - Test & Measure™ - Off-Line Analysis of Captured Traffic Files

Sniffed Traffic Files hy the Traffic Sniffer

[s): |E:"~F'ru:ugram Fileg\IP TrafficvSamplel_PCHA Tz Browsze

[B]: |E:HPngram FileshIP TraffichSamplel_PCHE. Trz Browse
[&): Local File of captured Traffic [used as reference for the analysis) (] <-5(B]

[E]: Remote File of captured Traffic
Start Analysiz

Cancel

Once files have been selected, then you can press the “Start Analysis” button and a new window is
displayed:
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"IP Traffic - Test & Measure” - Processing of the Captured Traffic Files

Step 1: Files Overview

[&): ]E:\Program Files\F TraffichSamplel _PCHS Tro B iC:\Program Files\IP Traffic\Samplel_FPCHE. Trc
{A} is used as reference for the analysis Collapze ] Expand |

h | >
IMat Seanned Start Scan topSica Mat Scanned

= |

Carcel

Three steps are defined in this window:

- Step 1: scanning of the selected files in order to display the TCP and UDP connections
found.

- Step 2: once a couple of IP addresses or connections for a couple of IP addresses have
been selected by using the step 1, you can specify one or more criteria in order to search
the synchronization between these two files.

- Step 3: once the synchronization has been found in the step 2, you can now start the
analysis in order to play these traffic files via the Traffic Observer off-line mode and
compute the “Packet Statistics”.

To proceed, you must first do the Step 1 by pressing the “Start Scan” button. This scan allows
display of couples of IP addresses found in these files and for each couple the number of
connections and packets.

Copyright © 2000-2009 ZTI. All rights reserved. Page 145/194



IP Traffic — Test & Measure PART 11 Using IP Traffic - Test & Measure

An example is given below by using two traffic files provided with the IP Traffic - Test & Measure
software: These sniffed traffic files have been generated with the following configuration:

PC#A PC#B

192.168.0.30 192.168.0.130
1 UDP connection

» Port = 2011

IP Network
with impairments

e
= = 2010 < =
IP Traffic 1 TCP connection IP Traffic
« Sniffer » « Sniffer »
File Samplel_PC#A .trc File Samplel_PC#B.trc

11.10.2.3.1 Step 1

Step 1: Files Overview
{8 |C:5Pragram Files\P TraffichS ample1_PCHA. Tre [BJ: |C:\Program Files\IP TraffichS ample]_PCHE. Trc

{A}is u Collapze | Expand I
+ I8 0 ] +- 192.168.0130 > 192.168.0.30 [5007 Pktz - 1 Connection(s] )
+-[]192.168.0.30 --» 192.168.0.130 {7507 Pkts - 2 Connection(s] | +- 192.168.0.30 ~> 192.168.0.130 (7504 Pkts - 2 Connection(s] )
Packets scanned: 12517 [finizhed) Packetz zcanned: 12611 [finished)

Wwihen the scan iz complete, please select in 4] a couple of IP addresses or connections for 4 couple of IP addresses. Then go to Step 2
Mote: IF you expect to replay connections, pleaze select up to 16 connections.

For each file, a descriptive is given with the following description when the scan is complete:
<Couple of IP addresses> (<Number of packets> — <Number of connections>)

where:
<Couple of IP addresses> = Source IP address - Destination IP address
<Number of packets> = number of packets found in the file for this couple of addresses

<Number of connections> = number of connections found in the file for this couple of
addresses

So, you can examine easily the (A) and (B) file overviews in order to choose for analysis a specific
couple of IP addresses or connection(s) for a couple of IP addresses.

For (B), two additional buttons are available ‘Collapse’ and ‘Expand’.

As a sniffed traffic file may content a huge number of connections with for example IP address
translation between the two files, you can examine the overview of these two files and decide
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which couple of IP addresses to consider or select one or more connections for a couple of IP
addresses.

The selection can only be made on (A) which is used as reference.
Once selection is made, then the Step 2 is enabled.

Step 1: Files Overview

(&) |C:Program Files\P TraffichS amplel_PCHe, Tr (BL: |C:\Pragram FileshIP TraffichS ampled_PCHE. Tre

{A} is used as reference for the analysis Collapse Expand |
+-[]192.168.0.130 > 192.168.0.30 (5004 Pkts - 1 Connection(s] ] +-192.168.0.130 --> 152.168.0.30 (3007 Pkts - 1 Connection(s) |
= [£] 192.168.0.30 -» 192.168.0.130 (7507 Pkts - 2 Connection(s] ] +-192.168.0.30 > 192.168.0.130 (7504 Pkts - 2 Connectian(s) |

Portg: 2010 --> 1085 [Protocal: TCP]
Ports: 1066 -+ 2011 [Protocal: UDP)

Fackets scanned: 12517 [finished) Packets scanned: 12511 [finished)

When the scan iz complete, pleasze select in (4] a couple of IP addresses or connections for a couple of IP addresses. Then goto Step 2
Mote: If you expect ta replay connections, please select up to 16 connections.

11.10.2.3.2 Step 2
The Step 2 is aimed to find the synchronization between the two files by using up to 6 criteria:
- Source IP address
- Source Port Number
- Destination IP address
- Destination Port Number
- ldentification number (corresponding to the Identification field of the IP header)

- Hash Code (MD5 Algorithm), available on the captured traffic files generated since the
version 2.4.0 of IP Traffic - Test & Measure . This Hash Code is based on the IP data
payload.

The Hash Code is very useful to identify the packets captured for example on mobile or
satellite networks. In this case, packets can go through a NAT. So the IP addresses and the
IP ldentifier may be replaced. If the port numbers are changed too, the Hash Code can't be
used anymore to identify the packets.

\Note: at least one criterion must be selected.

Once you have defined one or more criteria, press the “Start Scan’ button to run the search for
synchronization.

During this process, the ‘Status’ field indicates statistics on the number of combinations analyzed.
At the end, this field is updated with the result of the search synchronization (see examples below).

Synchronization

found: Statuz  |Spnchro Found [File & Packet #1 <--> File B: Packet #1]

Synchronization

not found: Status Mo synchronization found. Please check the criteria and check. alzo if vou have specified both good files.

If the synchronization is not found, you should modify the search criteria and then retry.

Remark: for example, if the receiving IP traffic system is behind a gateway that translates the
source IP addresses, don't use the ‘Source IP address’ criterion.
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In this example, we obtain the following results:

Step 1: Files Overview

[A): |C:\Program FileshIP TraffichS ample1_PCHA. Trc [B]: |E:\Program FileshIP TraffichSample1_PCHE. Tro

{A} is used as reference for the analysis Collapse Expand |
+-[]192.168.0.130 > 192.168.0.30 [5004 Pkts - 1 Connection(s] | +-192.168.0.130 > 192.168.0.20 (5007 Pkts - 1 Connection(s) )
= 192.168.0.20 > 192.168.0.130 (7507 Pkts - 2 Connection(s) | +-192.168.0.30 --> 192.168.0.130 (7504 Pkts - 2 Connection(s) |

Ports: 2010 --» 1055 [Protocol: TCP)
Portg: 1066 -» 2011 [Protocal: UDP)

Fackets scanned: 12517 [finished) Packets scanned: 12511 [finished)

‘when the scan iz complete, please select in [4] a couple of IP addresses or connections for a couple of IP addresses. Then goto Step 2
Mote: If you expect to replay connections, please select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source Drestination Others ...
vV P &ddress v |P &ddress IV |dentification [IF header field)
v Port Nurmber v Part Nurnber =

Statuz  |Senchro Found [File &: Packet #1 <--> File B: Packet #1)

I |

You can now do the Step 3

When the synchronization is found (for example the packet #2 of the file (A) has been found in the
file (B) as packet #2 for the search criteria defined), the Step 3 is enabled.

Note:

if needed you can modify the search criteria or change the selection made in step 1. In this case,
you have to re-start the synchronization process

How does it work?

For packet #i in the file (A), a search is made in the file (B) by applying the user defined criteria
defined. The search uses a depth parameter (DEPTHFORPACKETANALYSIS ) in order to limit
the processing time. If success, the synchronization is found and computing is stopped, else the
following packet #i+1 is considered for the next search up to the end of file (A) if necessary. If no
synchronization is found, the search is restarted but made, for each packet #i, in the whole file (B).

11.10.2.3.3 Step 3

You can now run the Step 3 by pressing the “Start Analysis” button n order to calculate the packet
statistics (number of lost packets, transit delay for each packet and total statistics).

Step 3: Analysis to « pute "Packets

Mumber of packets analysed:

Start Analysiz | |

Synthesiz of the Analyzis made on these bwo Files

As soon as processing is started, the number of packets analyzed is displayed with the percentage
already done.

How does it work?

For packet #i in the file (A), the search is made in the file (B) by applying the user defined criteria
defined in the Step 2. As the packet #i can be received fragmented or desequenced, the search
uses a depth parameter (DEPTHFORPACKETANALYSIS ) in order to limit the processing time.

This process is applied to all packets contained in the two files in order to find the lost packets and
to calculate the transit delay between the two endpoints (A) and (B).
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A packet is considered LOST in a source file if the search in the target file has failed on a
depth relative to the previous packet found in the target file.

The depth is defined by the DEPTHFORPACKETANALYSIS parameter located in the Registry
and valued by default to 500. To modify the DEPTHFORPACKETANALYSIS parameter located in
the Registry, you must use the Registry Editor (run ‘regedit’).

The based key to access this parameter is: \HKEY_CURRENT_USER\Software\ZTI\IPTraffic\Settings.

Moreover, this algorithm reassembles the fragmented packets before dispatching them in the two
files. It is able to handle up to 50 fragments to reassemble a packet.

Warning:
Once you have changed the value, you have to quit and re-start the IP Traffic - Test & Measure
software in order IP Traffic - Test & Measure takes into account the new value.

At the end of process, the number of packets analyzed is given and a synthesis is displayed:
- Couple of IP addresses selected
- Number of packets found corresponding to the search criteria defined in the Step 2
- Number of UDP connections found
- Number of TDP connections found

- Replay traffic duration (useful if you want to play these sniffed traffic files via the Traffic
Observer)
Step 3: Analysis to compute "Packets Statistics™
Number of packets analysed: | 25022 / 25022 (100 % processed)

Synthesiz of the Analysis made on these bwo Files
Couple of IP Addreszes selected: 192.168.0.30 <--> 192.168.0.130
Mumber of Packets found corresponding to the Search Criteria; 12514
MHumber of UDP Connections found: 1
MHumber of TCP Connections found: 1
Fieplay Traffic Duration: 1 mn 57 =

Frocessing of the sniffed traffic files iz ended, pou can now press "OK"

Note:

In this example, 25,022 packets have been analyzed (in fact 12,514 for file (A) and 12,514 for file
(B)) and 12,514 packets match the search criteria.

You can then press OK to quit this window and come back to the previous window as shown
below:

“|P Traffic - Test & Measure™ - Off-Line Analysis of Captured Traffic Files

Sniffed Traffic Files by the Traffic Sniffer
[&): |C:\F‘rogram Files\IP TraffichSamplel_PCHA Tic Browse

133 |C:\F‘rogram Files\P TraffichSamplel_PCHE. Trc Browse

[&]): Local File of captured Traffic [used as reference for the analysiz) 8] <3 (B]
[B): Rermate File of captured T raffic

i

Synthesis of the Analysis made on these two Files
Couple of P Addresses selected; 192.168.0,30 <-» 192.168.0.130
Mumber of Packets found coresponding to the Search Criteria: 12514
MWurnber of UDF Connections faund: 1
Murnber of TCP Connections found: 1
Replay Traffic Duration: 1 mn 57 ¢

DK| |

In this window, the synthesis is reminded. You can now press OK to quit the Off-line analysis.
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Statistics Display

~ Malues

Graphics

| [~ The packet statistics can be viewed directly by using the

Packet Statistics option of the Statistics display object.
(" IP Throughput

~ Inter Packet
Delay

Facket Transit
Delay

(~ PER Guality

(" Packet StatisTlcs

With our example, we obtain the following results:
Offline Packet Statistics

| Computer A ==> Computer B | Computer B ==> Computer A

IP address of A 192 168.0.30 IP address of B : 192 168.0.130

Tirne (UTC) Sta... | Tra.. | Port-= ... | IP size {pro... | Identi.. #/] Time (UTC) Sta... | Tra... | Port-= ... | IP size (pro... | Ildenti... &
(522:00:43.428  Sent . 2010-:1_. 48 (TCH)  =DO13 ¢522:00:43.420 Sent . 105532 48 (TCP) 6441
PCZ2:00:43.451  Sent 0(7) 2010-=1.. 40 (TCFy  =DO14 PC22:00:43.420  Sent 0O(7) 1085-=2.. 40 (TCFY  xB442
PCZ2:00:43.490  Sent 0(7) 2010-=1.. 40 (TCH)  =DO15 PC22:00:43.423  Sent 107 1085-=2.. 1500 (TCPY  xB443
PCZ2:00:43.530  Sent 0(7) 2010-»1.. 40 (TCH)  =DO16 PC22:00:43.442  Sent  1(%) 10852 1500 (TCPY  x6444
PCZ2:00:43.570  Sent 0(7) 2010-=1.. 40 (TCFy  =DO17 PC22:00:43.462  Sent 1(7) 1085-=2.. 1500 (TCFY  x6445
PCZ2:00:43.611  Sent 07 2010-»1.. 40 (TCFy  =DO18 PC22:00:43.431  Sent 1(¥) 1085-:2.. 1500 (TCPY  x6446
PCZ2:00:43.651 Sent 0(7) 2010-»1.. 40 (TCH)  =DO18 PC22:00:43.501  Sent  1(¥) 10852 1500 (TCPY  x6447
PCZ2:00:43.691  Sent 0(7) 2010-=1.. 40 (TCF)  =DO1A PC22:00:43.521  Sent  1(7) 1085-=2.. 1500 (TCPY  xB448
PC22:00:43.731  Sent 0(7) 2010-»1.. 40 (TCH)  =DO1B PC22:00:43.541  Sent  1(7%) 1085-:2.. 1500 (TCP  x6449
PC2Z200:43.771  Sent 0(7) 2010-=1.. 40 (TCFy  =DO1C PC22:00:43.5681  Sent  1(7) 1093-=2.. 1500 (TCPY  xB44A
PCZ2:00:43.810  Sent 0(7) 2010-=1.. 40 (TCF)  =DO1D PC22:00:43.582  Sent 107 1085-=2.. 1500 (TCPY #6448
PC22:00:43.850 Sent 0(7) 2010-»1.. 40 (TCH  =DO1E PC22:00:43.602  Sent  2(7) 1085-:2.. 1500 (TCPY  w644C
I:I'! FAO0-A3 RGN Sent 00 N0-=1 AN TR uﬂﬂ1§ % I:[! PANNAIRF? Sent 10 1NRA-ED TAON TPy uﬂddg b
Port -> Pant{Pro... | Packets | Laost | % . | Delay | Jitter | TCP... | Port -> Port{Pro... | Packets | Lost | % .. | Delay | Jitter | TCP... |
Total Computer & 7a07 3 0% 120, 1ms 0 Total Computer B a007 3 0% &ms Oms 3
1066 -> 2011 (U... 5000 3 0% 178 ... 1ms AR 1055 -= 2010 (T... s007 3 0% 8ms Oms 3
2010 -= 1035 (T... 2807 0 0% Bms Oms 0

More information on the ‘Packet Statistics’ object is explained further in this chapter.

Note:

If the captures have been realized without Time Device and zClock system, the values showed in
the “delay” column are close to the definition of the jitter. Why? The first packet found in the both
files allows realizing the synchronization. IP Traffic - Test & Measure compares the two
timestamps to calculate the delta time between the transmitting and the receiving of the packet.
Then, this delta time is added or suppressed to each transit delay calculated for each packet. That
is why the result is close to a variation of the transit delay and so close to the jitter notion.
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11.10.3 Values and statistics display

Statistics Display You can select six statistics displays via the “Statistics Display”

.

object:

- Values

| =] - 4 graphs:

e IP Throughput

» Inter Packet Delay

(" IP Throughput
~ Inter Packet

Delay * PER (Packet Erasure Rate) quality
Facket Transit * Packet Transit Delay
Delay

- Packet Statistics
(~ PER Guality

Before, you must select the 'IP Generator' or the 'IP Answering' part
via:

(" Packet Statistics

f* |F Generatar

(" IP Answering

Note: switching between “IP Generator” and “IP Answering” can be done at any
time.

11.10.3.1 Statistics display = Values

A value table is displayed as below (on-line example):
Statistical Values (hased on Driver Statistics)

IP Thraughput  IP Thraughput UDP ar TCP Inter Packet Facket Transit  Packet Erasure

Snapshot Average Throughput Delay Delay Rate (FER)

IF AddressiHost Hame  Fort  Frot. Tx Rx Tx Rx T R T Rx T Rx T Rx

Eonnectoniad 000bis| 000k 000bis| 000bés| 000b/s 000bi| Oms  Oms| Hi& Niss N Nt
Eunnechnnls2 000bis| 000k 000bis 000bis 0.00bis 000bi  Oms  Oms  HiA Hiss N Nt
Connection #3 000bis| 000k 000bMs| 000bés| 000b/S 000bi| Oms  Oms| HiA Nigs N Nis
Connection #4 000bés| 0O0bis 000bA 000G DO0bis 0.00bs  Oms  Oms  HA Nies Nies His
Connection #5 000bés| 000b4s| 000 000b/s| 000bis| 0.00biE|  Oms|  Oms| N NiA Nis, Nis,
Connection #6 000bfs| 000b4s 000bSs 000b/s 000b/s| 000bis|  Oms|  Oms  NA NiA Nis Nis
Connection #7 000bés| 0o0bis| D00bAs D00L4s| DOObi 0.00bs  Oms|  Oms|  HA HiA Hies His
Connection #8 000bés| 0O0bis 000bA 000G DO0bis 0.00bs  Oms  Oms  HA Nies Nies His
Connection #9 000bés| 000bés| 000b/s| 000b/s| 0OOb/s| OO0Obis|  Oms|  Oms| N NiA N Nis
Connection #10 000bés| 000bés 000b/s 000b/s O000b/s O00bis|  Oms|  Oms  NA NiA N Nis
Connection #11 000bss| D00b/s| 0.00b/s| 000b/s| 0.00bs 0.00bis 0ms Dms|  NA NiA N N
Connection #12 000bis| 000b/ 000b/s 000b/s 0.00bés 0.00bis 0 ms Dms  NiA NiA N N
Connection #13 000kés| 0.00b/s| 000bs| 0006k 0.00bis 0.00bis 0 ms Oms| MiA A A A
Connection #14 000kés 000bfs 000bfs| 000bés 0.00bis 0.00bis 0 ms Oms|  MiA A A A
Connection #15 0.00bss| 0.00bss| 0.00b/s| 0.00b/s| 0.00b/s| 0.00bis 0 ms Oms| Hi& A A MiA
Connection #16 0.00bss 0.00bss| 0.00b/s| 0.00b/s 000k 0.00bis 0 ms Oms| Mi& A A MiA

For each connection (from 1 to 16), the following 6 parameters (and for each parameter, Tx =
Transmit and Rx = Receive) are displayed in 3 distinct areas:

Area 1 - IP address, Port number and protocol

Area 2 - Four parameters (available on-line and off-line):
= |IP throughput snapshot (immediate value),
= |P throughput average,
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= UDP or TCP throughput,
= Inter packet delay.
Area 3 - Two parameters (only available off-line):
= PER quality (Packet Erasure Rate),
= Packet transit delay.

In the Off-line mode, we have the following display, where a new object is defined: “Off-line

duration information”. This object is used to indicate time of playing traffic files.

Statistical Values (based on Driver Statistics)
IP Throughput  IP Throughput LIDF or TCP Inter Facket Facket Transit  Facket Erasure
Snapshot Average Throughput Delay Delay Rate (PER)

IF AddressiHost Hame  Fort  Prot. Tx Rx Tx Rx Tx Rx Tx Rx Tx R T Rx
Connection #1

Connection #2
Connection #3
Connection #4
Connection #5
Connection #6
Connection #7
Connection #8
Connection #9
Connection #10
Connection #11
Connection #12
Connection #13
Connection #14
Connection #15
Connection #16

Off-Line duration information
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11.10.3.2

Statistics display = Graphics

PART 11 Using IP Traffic - Test & Measure

IP Traffic - Test & Measure allows displaying four graphics for the following parameters:

= |IP throughput (immediate value): on-line and off-line,
= Inter packet delay: on-line and off-line,
= PER quality: only off-line,
= Packet Transit Delay: only off-line.
When you select a graphic, the following view is displayed:

—Graphic display

n n

N - non
- LA AN L JHLﬂ”F'“”' L L J"ILJ|-|”|_|”|_|”LA L L JHLII'L|
n

e e

_ e W L B — = o O

S e e e T

T,

Statistic law to display —;

Lverage
Standard deviation

Confidence distance

High mark
Lo mark,

Seconds

Time5cale

Other parameters

- +IP throughput 1P throughput
= [ETE Mk
+ FER quality P ——

= [P generatar
C |F answering

Define interval
values for statistics

— Triggers

Farameters

Om OFF

— Statistics display —
 Walues

—Graphics —|

Selact

IAII connections Vl

|+ Packet transit delay

r Packet transit
delay

= p— High mark -
=L —ﬁ:: ¢ Packet statistics
s townar [
= e o
Reset
m Amplitude scale factar ) statistics Help |
Remote traffic ffes —Off-Line traffic Index (On-Line or Off-Line)——— ~Export statistics
(OlY
’7 Download... | HV(_ NES Luadﬂles...l Flay = | Play == Pauael Stop | ’7 Mext = Add ||DDID4 Remuvel Remuvealll ’7Parameters| Start | Stop |
o

On the right area of the graphic display: ‘Statisti

Example where all curves are displayed for all parameters

cal law to display’ and ‘Other parameters’

Statistic law to display
Average

Standard D ewiation
Confidence Distance

Other parameters

Select one or many statistic laws to display. The mechanism is
based on an ON/OFF button command (the red color indicates
that the curve is displayed):

= Average (1 curve)
= Standard deviation (1 curve)
= Confidence distance (2 curves)

Select the other parameter(s) to display on the same graphic by
pressing one or more buttons as shown on left.

These ON/OFF command buttons allow adding graphical display
for the other parameters not currently displayed. Up to 3
parameters may be added to the current parameter. So, you can

see on the same graphic simultaneous displays of the 4
parameters.

Notes:

PER (Packet Erasure Rate) quality and Packet Transit Delay are only available with the off-line

mode.

Copyright © 2000-2009 ZTI. All rights reserved.

Page 153/194




IP Traffic — Test & Measure PART 11 Using IP Traffic - Test & Measure

Time base scale for additional parameter to display is identical to the time base scale of the current
parameter.

Formulas used for the statistical laws:

3 x

« Averagem: m=-"2_
n

n

2
2 X
e Standard deviation g: 0 = x/\_/ (with variance v defined as: v=12— —n7)
n

« Confidence distance: 95.45 % of the values are between (m— 20) and (m+ 20) :

In the graphic display area: amplitude and time sca les

The following buttons allow entering values for the “Amplitude scale factor” and the “Time base
scale” necessary to display the different curve(s).

Time Scale

Tw Amplitude Scale Factor

R« Amplitude Scale Factor

I Tw Amplitude Scale Factor |

(Transmit part)

| R &mplitude Scale Factor |

(Receive part)

IP Traffic - Amplitude Scale Factor [Tran...

" alue min : 0
Step : i‘
alue max

k. | Cancel

IP Traffic - Amplitude S5cale Factor (Rece...

Walue min 0
Step: i‘
Walue max

| aF. | Cancel

Time Scale

“IP Traffic - Test & Measure™ - Time scale
Scale of time iz Seconds

]
] | Cancel

When you change values during processing, the graphic is automatically updated with the new

values.
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11.10.3.3 Statistics Display = Packet Statistics
This display is only available off-line if sniffed traffic files have been already processed.

The two columns “Computer A ==> Computer B” and “Computer B ==> Computer A” display all IP
packets exchanged and show if packets have been lost or received.

For each part, a synthesis is calculated and shown just under the packets list.

] ] ] Traffic Observer l
Offline Packet Statistics

| Computer A ==> Computer B | Computer B ==> Computer A :
IP addrass of A 192.168.0.30 IP address of B : 192.1668.0.130 . )
Statistics Display
Time (UTC) Sta... | Tra... | Port-= . IP size (pro... | Identi.. || Time (UTC) Sta... | Tra... | Pot-= ... | [P size (pro... | Identi.. *0 | ~ vaes
(522:00:43.428  Sent . 2010-31.. 48 (TCP =D013 52200:42.420  Sent oo 10552 48 (TCP) #6441 Graphics
PC22:00:43.451  Sent 0(7) 2010-=1.. 40 (TCP)  xD0O14 PC22:00:43.420 Sent 0(?) 1085-=2.. 40 (TCP)  xb6442 ’—_l
PC22:00:43.450 Sent 0(?) 2010-=1.. 40 (TCP)  xD015 PC22:00:43.423  Sent 1 (?) 1055-%2.. 1500 (TCP) #6443
PC22:00:43530 Sent 0(7) 2010-=1.. 40 (TCP)  xD016 PC22:00:43.442  Sent 1 (?) 1085-=2.. 1500 (TCP)  xB444 £ IP Throughput
PC22:00:43570 Sent 0(?) 2010-=1.. 40 (TCPY =007 PC22:00:43.462  Sent 1 (?) 1055-=2.. 1500 (TCP) #6445 Inter Packet
PC22:00:43611  Sent 07 2010-=1.. 40 (TCPy  xD013 PC22:00:43.481  Sent 1 (?) 1085-=2.. 1500 (TCP) #6446 L Delay
PC22:00:43651  Sent 0(?) 2010-=1.. 40 (TCP)  =D019 PC22:00:43.501  Sent 1 (?) 1085-=2.. 1500 (TCP) #6447 Packat Transit
PC22:00:43651  Sent 07 2010-=1.. 40 (TCP)  xDO1A PC22:00:43.521  Sent 1 (?) 1085-=2.. 1500 (TCP) #6448 Delay
PC22:00:43731  Sent 02 2010-=1.. 40 (TCP)  =DO1B PC22:00:43.541  Sent 1 (?) 1055-=2.. 1500 (TCP) #6449  PER Quality
PC22:00:43771  Sent 07 2010-=1.. 40 (TCPy  xDO1C PC22:00:43.561 Sent 1 (?) 1085-=2.. 1500 (TCP)  xB44A
PC22:00:43810  Sent 0(?) 2010-=1.. 40 (TCP)  =D01D PC22:00:43.582  Sent 1 (7] 1055-%2.. 1500 (TCP)  x644B
PC22:00:43850 Sent 07 2010-=1.. 40 (TCP)  xDO1E PC22:00:43.602 Sent 2 (?) 1085-=2.. 1500 (TCP)  xB44C
I:l:')')ﬂﬂ-d? A4 Sent 0 NN AN TPy ynmi ] I:I'!?') M-43R??  Sent 10 1NRR.%2 1ANN TEPY wRdd? b
Port -= Port(Pro... | Packets | Lost | Y ... | Delay | Jitter | TCP... | Port -= Port(Pro... | Packets | Lost ‘ Y ... | Delay | Jitter | TCP.. |
Total Computer A 7507 3 0% 120 1 ms 0 Total Computer B 5007 3 0% 8ms 0Oms 3
1066 -= 2011 (U... 5000 3 0% 178.. 1ms PIA, 1055 -= 2010 (T.. 5007 3 0% 6Bms Oms 3
2010 -= 1085 (T... 2507 a 0% Bms Oms a Help
Remote Traffic Files, —Off-Line Traffic Analysis Index (On-Line or Off-Line) Export Statistics
f* ‘Yes
Download... © No Frocess Files ‘ | | | | | | o son | | | | |

Description of the column headers for the packets list
Time (UTC): in this column different symbols are used.

» the ‘@ (clock) symbol indicates that the absolute time reference is not available in one of
the two traffic capture files used. In such case, IP Traffic - Test & Measure considers that
the packet transit delay is valued to O for the first packet. For the following packets, the
transit delay value is calculated by using the first packet as reference. Therefore, the
calculated value for these packets corresponds to the time transit variation in relation to this
first packet.

» the ‘PC’ symbol indicates that the PC clock has been used to timestamp the packet.

* the ' symbol is used when the GPS time was available to timestamp the packet. The
GPS time can be provided by the 2100, z200 or z300 Time Device.

Status : 2 states: LOST(*) or Sent (meaning that the packet has been sent and received).

Note:

You can navigate from one LOST packet to another one in the (A) or (B) file by double-clicking the
left button of your mouse.

Transit in ms (accuracy) : time expressed in milliseconds for the packet transit delay and
precision of the measure in brackets. Three values can be displayed for the accuracy:

- (?) The question-mask means that the software cannot define the accuracy of the
measurement because time stamping of packets in the source and the target files has not been
done with an absolute time reference (use of one of the Time Device i.e. 2100, z200 or z300)
and a precise clock. This case is encountered in particular when the PC clock has been used
to timestamp the sent or received packets.
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- (¥5) More or less five means that the accuracy is less than or equal to 5 milliseconds. This
accuracy is obtained via the use of the z100/z200 GPS Time Device delivering an absolute
time reference.

- (£1) More or less one means that the accuracy is less than or equal to 1 millisecond. This
accuracy is obtained via the use of:

o the z100/z200 GPS Time Device delivering an absolute time reference and via the
zClock product delivering a very precise clock.

0 the z300 NTP Time Server delivering an absolute time reference.
Ports : xxxx-yyyy with xxxx = source port number and yyyy= destination port number

IP size (protocol) : IP size is the size of the IP packet (including the IP header) and (protocol) is
the protocol used (TCP or UDP).

Description of the column headers for the synthesis

Port - Port (Protocol) : indicates the Source Port number and the Destination Port number of the
connection.

Packets : number of packets found for this connection.

Lost: number of LOST(*) packets for this connection.

%Lost : percentage of LOST(*) packets.

Transit Delay : average of the transit delay calculated for all packets of the connection.

Jitter: average of the jitter values calculated for all packets of the connection (please refer to
“12.5.3.4Calculation of statistics displayed in the synthesis of the “Packets Statistics” tab” to get
more details on jitter calculation).

TCP Retransmission: number of TCP packets retransmitted
LOST(*): see the “Process Files...” button description above for the definition of a lost packet.

All these results can be saved in a file by using the “Save...” button as shown in the following
example in a text format.

This file is saved as a .txt file. Then it has been formatted using Excel (import is made with the tab
as separator). Only a few lines have been selected to illustrate.

Reference time SYN represents the synchronization point.
PC indicates that the PC clock has been used to timestamp this
packet.

Status Indicates that this packet has been ‘Sent’ or ‘LOST".

Transit in ms (accuracy) | Packet transit delay expressed in milliseconds.
(?) means that the accuracy of the measure cannot be defined.

Note:

If the sniffed traffic files contain GPS location, the location is exported into the statistics file. Two
columns are created. The first one is the GPS location of the computer when it sends the packet
and the second one is the GPS location when the other computer receives the packet.

Note:
The column "Transit Delay" available for the list of packets and for the synthesis means:

- atransit delay if the PCs have been synchronized using one of the Time Device i.e. z100, z200 or
z300

- or a transit delay variation in the other cases. In this case, the first delay is not available: it is the
reference time to calculate the delta time between both PCs. IP Traffic adds/subtracts the delta
time to the other delays calculated. The result value is a transit delay variation in millisecond.
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However, it isn't a jitter in the sense that the delay variation refers to the first packet of the list
where the jitter refers to the previous packet.
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Computer Ais: 192.168.0.30 - Computer B is: 192.16 8.0.130

Synthesis for Computer A

Connection(Protocol)

Packets

Lost

% Lost

Delay

Jitter

TCP Retransmission

Total Computer A

7508

0%

122 ms

1ms

0

2010 -> 1053 (TCP)

2508

0%

0ms

0ms

0

1064 -> 2011 (UDP)

5000

0%

184 ms

1ms

N/A

Computer A ==> Computer B

Reference time

Location of
Computer A

Location of
Computer B

Time (UTC)

Status

Transit in
ms
(accuracy)

Destination
Port

Source
Port

IP
size

(protocol)

Identifier

GPS

Lat +48°44'
38.03" Lon -
3°28'21.11"
Alt 121
Speed 0.000
m/s

Lat +48°44'
37.94" Lon -
3°28' 20.71"
Alt 122
Speed 0.000
m/s

21:55:03.559

Sent

180 (+ 5)

1064 2011

1488

(UDP)

x9567

GPS

Lat +48°44
38.03" Lon -
3°28'21.11"
Alt 121
Speed 0.000
m/s

Lat +48°44'
37.94" Lon -
3°28' 20.71"
Alt 122
Speed 0.000
m/s

21:55:03.579

Sent

180 (+ 5)

1064 2011

1488

(UDP)

x9568

GPS

Lat +48°44'
38.03" Lon -
3°28'21.11"
Alt 121
Speed 0.000
m/s

Lat +48°44'
37.94" Lon -
3°28' 20.71"
Alt 122
Speed 0.000
m/s

21:55:03.598

Sent

171 (¢ 5)

1064 2011

1488

(UDP)

X9569

GPS

Lat +48°44'
37.99" Lon -
3°28' 20.99"
Alt 122
Speed 0.000
m/s

Lat +48°44'
37.96" Lon -
3°28' 20.76"
Alt 122
Speed 0.000
m/s

21:56:36.804

Sent

185 (¢ 5)

1064 2011

1488

(UDP)

XAD1F

GPS

Lat +48°44'
37.99" Lon -
3°28' 20.99"
Alt 122
Speed 0.000
m/s

Lat +48°44'
37.96" Lon -
3°28' 20.76"
Alt 122
Speed 0.000
m/s

21:56:36.826

Sent

183 (+ 5)

1064 2011

1488

(UDP)

XAD20

GPS

Lat +48°44
37.99" Lon -
3°28' 20.99"
Alt 122
Speed 0.000
m/s

Lat +48°44'
37.96" Lon -
3°28' 20.76"
Alt 122
Speed 0.000
m/s

21:56:36.837

Sent

1(%5)

2010 1053

40

(TCP)

XAD21

PC

Lat +48°44'
37.99" Lon -
3°28' 20.99"
Alt 122
Speed 0.000
m/s

21:56:36.845

LOST

1064 2011

1488

(UDP)

XAD22

GPS

Lat +48°44'
37.99" Lon -
3°28' 20.99"
Alt 122
Speed 0.000
m/s

Lat +48°44'
37.96" Lon -
3°28' 20.76"
Alt 122
Speed 0.000
m/s

21:56:36.867

Sent

182 (¢ 5)

1064 2011

1488

(UDP)

XAD23
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Synthesis for Computer B

Connection(Protocol)

Packets

Lost

% Lost

Delay

Jitter

TCP Retransmission

Total Computer B

5007

0%

1ms

0Oms

4

1053 -> 2010 (TCP)

5007

0%

1ms

0ms

4

1053 -> 2010 (TCP)

5007

0%

1ms

0ms

4

Computer B ==> Computer A

Reference time

Location of
Computer B

Location of
Computer A

Time (UTC)

Status

Transit in
ms
(accuracy)

Destination
Port

Source
Port

IP
size

(protocol)

Identifier

GPS

Lat +48°44"
37.94" Lon -
3°28'20.71"
Alt 122
Speed 0.000
m/s

Lat +48°44"'
38.03" Lon -
3°28'21.11"
Alt 121
Speed 0.000
m/s

21:55:20.725

Sent

1(%5)

1053 2010

48

(TCP)

x3D21

GPS

Lat +48°44'
37.94" Lon -
3°28' 20.71"
Alt 122
Speed 0.000
m/s

Lat +48°44'
38.03" Lon -
3°28'21.11"
Alt 121
Speed 0.000
m/s

21:55:20.726

Sent

1(%5)

1053 2010

40

(TCP)

x3D22

GPS

Lat +48°44'
37.94" Lon -
3°28' 20.71"
Alt 122
Speed 0.000
m/s

Lat +48°44'
38.03" Lon -
3°28' 21.11"
Alt 121
Speed 0.000
m/s

21:55:20.728

Sent

3(5)

1053 2010

1500

(TCP)

x3D23

GPS

Lat +48°44'
37.94" Lon -
3°28'20.72"
Alt 121
Speed 0.000
m/s

Lat +48°44'
38.01" Lon -
3°28' 21.05"
Alt 122
Speed 0.000
m/s

21:55:56.395

Sent

2 (£5)

1053 2010

1500

(TCP)

X43A7

GPS

Lat +48°44
37.94" Lon -
3°28'20.72"
Alt 121
Speed 0.000
m/s

Lat +48°44
38.01" Lon -
3°28' 21.05"
Alt 122
Speed 0.000
m/s

21:55:56.415

Sent

1(%5)

1053 2010

1500

(TCP)

Xx43A8

GPS

Lat +48°44'
37.94" Lon -
3°28' 20.72"
Alt 121
Speed 0.000
m/s

Lat +48°44'
38.01" Lon -
3°28' 21.05"
Alt 122
Speed 0.000
m/s

21:55:56.435

Sent

2 (+5)

1053 2010

1500

(TCP)

Xx43A9

PC

Lat +48°44'
37.94" Lon -
3°28' 20.72"
Alt 121
Speed 0.000
m/s

21:55:56.455

LOST

1053 2010

1500

(TCP)

X43AA

GPS

Lat +48°44'
37.94" Lon -
3°28'20.72"
Alt 121
Speed 0.000
m/s

Lat +48°44'
38.01" Lon -
3°28' 21.05"
Alt 122
Speed 0.000
m/s

21:55:56.475

Sent

2 (£5)

1053 2010

1500

(TCP)

x43AB

Four examples are shown more precisely in the PART 15 “Examples of sniffed traffic files” at the

end of this user

guide.
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PART 12 Calculation Mode for the Statistics

12.1 Introduction

IP Traffic - Test & Measure allows calculating a set of statistics associated to every part of this
tool:

¢ |P Generator
* IP Answering
e Traffic Sniffer
» Traffic Observer

The statistics can be calculated on-line (real time mode) or off-line (differed time).

The off-line mode requires the analysis of two sniffed traffic files (the local traffic file and the remote
traffic file sent back on the local machine) and allows calculating parameters such as the PER
quality (Packet Erasure Rate) and the packet transit delay.

A sniffed traffic file is captured by the “Traffic Sniffer” module (with filters customizable by the user)
which stores on hard disk and timestamps all the IP frames sent and received.
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12.2 Statistics computed by IP Traffic - Test & Me  asure

12.2.1 Reference points to compute the statistics

---------------------
ey
e
ol

.
-------
““
o
.
.
.

IP applications

»
.
.,

.
.
.....
------
------------------------

(used by IP Traffic to calculate
|TCP | | UbP | statistics in the generator and

T
I
T
1
i
i
i
!
I
I
T
I
i'@
L
L
ALl

answering modules)
IP
I= ————————————— & ‘Time’ point of reference (sniffer)
L el (used by the sniffer to timestamp
/- Ao e o R _— Drivers IP packets sent and received)
+

access products

\ Cellul
ISDN/ / / l \ Wireless h

PSTN  satellite

Ethernet

IP Traffic - Test & Measure uses two points of reference.
e ‘Applicative’ point of reference

In the ‘IP Generator’ and the ‘IP Answering’ modules, the statistics (e.g. throughput, RTT,...) are
calculated at the application level (above the TCP/IP stack). These statistics refer to data sent or
received by IP Traffic - Test & Measure , and are independent of the protocol used (TCP or UDP).

lllustration: the ‘Tx Throughput’ parameter displayed in the « IP Generator — Traffic +
Statistics » tab for each active IP connection, is computed by using the following formula:
data volume sent on the IP connection during the last seconds (defined by the ‘“Throughput
sampling period’ — this parameter is defined in the following paragraph and represents the
sampling period of the throughput. The transmitted volume of data corresponds to the sum
of the packet size sent at the WinSock2 interface (i.e. the ‘Applicative’ point of reference).

e ‘Time’ point of reference

The Traffic Sniffer uses this point of reference in order to timestamp IP packets sent and received.
Timestamp of packets is made at the nearest of the physical link (under the TCP/IP stack).
Therefore, IP Traffic - Test & Measure can identify lost and retransmitted IP packets. The values
and statistics of the ‘Traffic Observer’ tab use this point of reference.

lllustration: the ‘IP Throughput snapshot’ parameter presented in this tab and valued for
each active IP connection, is calculated according to the following formula: volume of data
sent on the connection during the last second. The volume of data sent corresponds to the
sum of IP datagram with regard to the driver access except the IP header. At this level, one
sees really the totality of the transmitted data whatever the protocol used (for example, TCP
packets retransmission participate in the volume of data transmitted).
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12.2.2 Statistics description

This paragraph lists all statistics calculated by IP Traffic - Test & Measure for the different parts.
On-line statistics are blue colored and statistics only available off-line are red colored.

12.2.2.1 “IP Generator — Traffic + Statistics” tab

e Tx Throughput

* Rx Throughput

* Tx Packets Throughput

* Rx Packets Throughput

* Tx Packets

* Rx Packets

* TxVolume

* RxVolume

o Jitter

e Volume to send

* Remaining volume

e Seq. numb errors (sequence numbering errors)
* Mean RTT (Round Trip Time)

* MIinRTT

e MaxRTT

e RTT summary (Minimum, Maximum and Mean RTT based on all RTT values calculated)

12.2.2.2 “IP Answering — Parameters + Statistics”t ab

* Tx Throughput

* Rx Throughput

e Tx Packets Throughput
* Rx Packets Throughput
* Tx Packets

* Rx Packets

* Tx Volume

*  RxVolume

o itter

* Volume to send

* Remaining volume

* Seg. numb errors (sequence numbering errors)
» Data not echoed
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12.2.2.3 The 'Traffic Observer' tab
With the on-line mode, the ‘Statistics display’ object displays the following parameters:
= Table of values (if ‘Statistics display’ = values):
e IP throughput snapshot
* IP throughput average
e UDP or TCP throughput
» Inter packet delay
= Graph: IP Throughput with the statistical laws average, standard deviation and confidence
distance
= Graph: Inter packet delay with the statistical laws average, standard deviation and
confidence distance
With the off-line mode, the ‘Statistics display’ object displays the following parameters:
= Table of values (if ‘Statistics display’ = values):
e IP throughput snapshot
* IP throughput average
e UDP or TCP throughput
* Inter packet delay
e Packet Erasure Rate (PER)
e Packet Transit Delay
= Graph: IP Throughput with the statistical laws average, standard deviation and confidence
distance
= Graph: Inter packet delay with the statistical laws average, standard deviation and
confidence distance
= Graph: PER quality with the statistical laws average, standard deviation and confidence
distance
= Graph: Packet transit delay with the statistical laws average, standard deviation and
confidence distance

= Tables of packets sent and received (if ‘Statistics display’ = Packet statistics and sniffed
traffic files have been previously processed)

12.2.2.4 Main Window: IP Generator and IP Answering  throughputs (based on
UDP and TCP data only)

This calculation is based using a sampling period (this parameter - Throughput sampling period, is
defined by using the "Configuration / General Parameters" item menu. If the sampling period is for
example of 5 seconds, IP Traffic - Test & Measure realizes the sum of received or sent® data
Volume® for the last 5 seconds and divides the result by 5 to obtain the throughput. Note that this
throughput is an application level throughput (i.e. this throughput corresponds to the TCP and/or
UDP payload throughput). This calculation is realized for the both parts (IP Generator and IP
Answering) and displayed at the bottom of the IP Traffic - Test & Measure window.

@ The Volume is the number of bytes sent to or received from the Winsock API by IP Traffic - Test &
Measure . The Winsock API doesn't include the MAC neither the IP nor the protocols (TCP, UDP, etc.)
headers. This means for example, when using an Ethernet frame size of 70 bytes long containing a UDP
packet, the relevant IP Traffic - Test & Measure packet volume is: 70 (Ethernet frame size) — 14 (MAC) — 20
(IP) — 8 (UDP) = 28 bytes taken into account in the volume by IP Traffic - Test & Measure .

@ The sent volume increases as soon as the Winsock AP accepts the request to send from IP Traffic - Test
& Measure .
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12.3 General parameters used to calculate the stat istics

The ‘General parameters’ item of the ‘Configuration’ menu contains parameters used for display
and to calculate the statistics.

*|IP Traffic - Test & Measure™ - General Parameters

Refrezh Time and Throughput S ampling Period
The refresh time parameter defines the frequency of statistics updates on "IP
Traffic - Test & Measure". This parameter also applies to statistics exportation
The throughput sampling period defines the number of seconds of traffic needed
to calculate the thraughpuot.

Refresh Tirme {1 to B0 secands) 2
Throughput Sampling Period {1 to 60 seconds) A

TCF and UDP received Data Timeout
These parameters are for the IP Genearator Part anly, When there is no mare
data to be sent, "IP Traffic - Test & Measure" continues to receive data until the
timeout expires. Then the connection is released. When the timeout is 0, the
connection is stopped as soaon as there is no more data to be sent.

Timeout far TGP Packets echoed {1 to 3,999 ms) 500

Timeout for UDOF Packets echoed {1 t0 9,959 m=) oo

"IP Traffic: - Test & Measure' Buffer Size [S0_RCVBUF and SO_SNDBUF)

The buffers used by "IP Traffic - Test & Measure” to dialog with the Winsock AP
influence the throughpuot performance far high speed netwark, The best
perfarmance can be reached with & high buffer size. Change in ane ofthese sizes
concerns the new connections only.

Receive Buffer Size (1,024 to 65,534 bytes) 2192
Transmit Buffer Size (1,024 to 65,534 hytes) 8192

0]’% | Cancel |

Refresh time : this parameter defines the frequency to update the man machine interface. The
different statistical values are updated all the xx seconds (for all tabs) where xx is the value defined
by the user.

This parameter is also used to update the display of the following items:
» the Time Device state (if selected)
» the ‘zClock’ state (if selected)
» the Uncertainty value (if zClock or a Time Device selected)
» the ‘Activity’ counter
* ‘File size’ and “Time before disk limit’ for the "Traffic Sniffer' activity
» the Statistics Export Processes (on IP Generator and IP Answering Parts)
Throughput sampling period : this parameter specifies the last traffic seconds to use in order to

calculate the throughput. More this value is high and more the average is smoothed. This
parameter is also used to calculate the IP throughput average parameter of the ‘Traffic Observer'.

Notes
Every second, the following processes are realized:
+ Calculation of the CPU load (‘Activity’ counter),

+ Calculation of the statistics for activity (‘1P Generator Activity’ and ‘IP Answering Activity’ displayed at the
bottom of the IP Traffic - Test & Measure main window).

Every 5 seconds, update of ‘Activity Sniffer’ is made (see ‘Traffic Sniffer’ - Traffic overview during capture).
These values of 1 and 5 seconds are not customizable and are fixed in the current version of the software.
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12.4 Calculation method used by IP Traffic - Test & Measure to compute
statistics.

This document describes what calculation method is used by IP Traffic - Test & Measure to
compute statistics.

12.4.1 The two calculation methods

124.1.1 Based on a sampling period

The statistics defined in this category are calculated by using a sampling period. The size of these
sampling periods are defined either by the “Throughput Sampling Period’ or by the “Acquisition
period of statistics” specified in the “Configuration > General Parameters” window.

12.4.1.2 Cumulative

The statistics defined in this category are cumulative statistics. They are reset when a new
connection or a new analysis is launched.

12.4.2 |IP Traffic - IP Generator statistics
Calculation method Sampling Cumulative
Tx Throughput X
Rx Throughput
Tx Packets Throughput
Rx Packets Throughput
Jitter
Tx Packets
Rx Packets
Tx Volume
Rx Volume
Mean RTT (cumulative average)
Min RTT
Max RTT
Sequence Error Number
Mean RTT (summary)
RTT Min (summary)
RTT Max (summary)
Tx+Rx Throughput (Activity)

X| X| X| X

X| X| X| X

X| X| X| X]| X[ X]| X

x

Table 1 - IP Traffic - Test & Measure - IP Generato r calculation method
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12.4.3 IP Traffic - IP Answering statistics

Calculation method Sampling Cumulative
Tx Throughput X
Rx Throughput
Tx Packets Throughput
Rx Packets Throughput
Jitter

Tx Packets

Rx Packets

Tx Volume

Rx Volume

Date Not Echoed

Sequence Error Number X
Tx+Rx Throughput (Activity) X

X| X| X| X

X[ X| X| X]| X

Table 2 - IP Traffic - Test & Measure - IP Answerin g calculation method

12.4.4 |P Traffic — Traffic Observer statistics

Calculation method Sampling Cumulative
IP Throughput Snapshot* X
IP Throughput Average**
UDP or TCP Throughput*

Inter Packet Delay*

Packet Transit Delay*

Packet Erasure Rate* X

*: These values are instantaneous values (the sampling is based on the “Acquisition period of statistics” specified in
the “Configuration > General Parameters” window.

**: This value are an average based on the sampling period defined by the “Throughput Sampling Period’ specified in
the “Configuration > General Parameters” window.

X X| X| X

Table 3 - IP Traffic - Test & Measure — Traffic Obs erver calculation method

12.4.5 IP Traffic — Packets Statistics Synthesis

Calculation method | Sampling  Gumulative
Packets X
Lost X
% Lost X
Delay X
Jitter X
TCP Retransmission X

Table 4 - IP Traffic - Test & Measure — Packets Sta tistics calculation method
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12.5 Detailed description for calculation of the s tatistics

12.5.1 The 'IP Generator — Traffic + Statistics'ta b

The statistics in this tab are calculated at the ‘Applicative’ point of reference.

Tx Throughput = volume of data sent on the connection during the last seconds considered for
calculation (see above description of the ‘Throughput sampling period 'parameter).

Rx Throughput = volume of data received on the connection during the last seconds considered
for calculation (see above description of the ‘Throughput sampling period 'parameter).

Tx Packets Throughput = number of data packets sent on the connection during the last seconds
considered for calculation (see above description of the ‘Throughput sampling period 'parameter).
This statistic is only available with the UDP connections.

Rx Packets Throughput = number of data packets received on the connection during the last
seconds considered for calculation (see above description of the ‘Throughput sampling period
‘parameter). This statistic is only available with the UDP connections.

Tx Packets = It is the number of data packets sent on the connection. This statistic is only
available with the UDP connections, because the TCP stack for the TCP connections cuts data to
send in one or more TCP packets.

Rx Packets = It is the number of data packets received on the connection. This statistic is only
available with the UDP connections, because the TCP stack for the TCP connections cuts data to
send in one or more TCP packets.

Tx Volume = it's the number of data bytes sent on the connection.
Rx Volume = it's the number of data bytes received on the connection.

Jitter = The jitter is the transit delay variation. This value is available only if the packets include the
Timecode information (see "Parameters” in the IP Generator tab). For each received packet, the
process to find the Timecode information is applied. If the RTT identifier is found, IP Traffic
proceeds as follows: First, it compares the "time when sent" of the previously received packet with
the "time when sent" of the last received packet. This information is added in the timecode
structure just before sending the packet. Then, IP Traffic compares the arrival time of the
previously received packet with the arrival time of the last received packet. After that, IP Traffic
compares these two results. If the transit delay is a constant, the results should be the same. In the
other case, it means that a jitter is found. IP Traffic adds the absolute value of this comparison and
calculates the mean jitter (using a sampling period). Note that the jitter displayed on the IP
Answering part is a one-way jitter and the jitter displayed on the IP Generator part is a two-ways
jitter. Note also, that this jitter is an application level statistic. An IP level jitter is available with the
offline mode analysis.

Volume to send = Size of data (in bytes) to send on the connection. This information is displayed
only if the ‘IP Generator’ can give this value, as by example for a file or for a mathematical law.

Remaining volume = size of data (in bytes) remaining to send on the connection. This information
is available only if the ‘Volume to send ' parameter has been calculated.

Seq. nhumb errors (sequence numbering errors) = It's the number of packets whose the
sequence number is not correct. This value is available only if the packets include the Timecode
information. For each received packet, the process to find the Timecode information is applied. If
the RTT identifier is found, IP Traffic tests if the sequence number of the received packet follows
the sequence number of the previous received packet. If an error is detected, the ‘Sequence
numbering errors’ parameter is incremented. Note that the sequence error number is incremented
of one unit even if the sequence number gap is one unit, ten units or more. Moreover, no
distinction is made about the origin of this error. IP Traffic doesn't know if the gap is due to a
packet lost or a desequenced packet. To calculate this parameter on the IP Generator part, the
remote ‘IP Answering’ module must be configured in ‘echoer’ mode (each packet received is
transmitted to the originator). This statistic is not available with TCP. This statistics is also available
when the UDP connection on the remote IP Answering is using the Generator mode with Timecode
enabled.
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Mean RTT (Round Trip Time) = average of the differences between the sending times and the
receiving times (the multimedia timers of the OS are used, giving an accuracy of 1 ms — Microsoft
information). This value is available only if the packets include the Timecode information. For each
received packet, the process to find the Timecode information is applied. If the RTT identifier is
found, IP Traffic compares the "time when sent" of the last received packet with the arrival time of
this packet. The difference gives a RTT value.

To calculate this parameter, the remote must be configured in echoer mode for the connection.
RTT information

The information necessary to calculate the RTT parameter is included in each data packet, at
the beginning of the data.
Format of the RTT header (in little endian notation) is structured as follows:

* 4 Dbytes magic number (always 0x54 0x87 0x54 0x41)

e 4 bytes sequence number
e 4 bytes time when sent
* 2 bytes length (without the RTT header)

Min RTT = minimum value of the differences between the sending times and the receiving times
(the multimedia timers of the OS are used, giving an accuracy of 1 ms — Microsoft information) for
one connection. This is the minimum RTT value since the connection beginning.

Max RTT = maximum value of the differences between the sending times and the receiving times
(the multimedia timers of the OS are used, giving an accuracy of 1 ms — Microsoft information) for
one connection. This is the maximum RTT value since the connection beginning.

RTT Summary = minimum, maximum and average of the differences between the sending times
and the receiving times (the multimedia timers of the OS are used, giving an accuracy of 1 ms —
Microsoft information) but for all connections. The average is calculated on all RTT values of all
connections that are using the Timecode option. In others words, the average is not an average of
the Mean RTT of each connection.

Remark

The “IP Generator” builds data packets according to parameters defined by the user (contents, size
and inter packet delay). The data packets are then provided to the Winsock 2 interface to be sent
by the TCP/IP stack with the selected protocol (TCP or UDP). The volume of data sent or received
does not include the encapsulated data added by the TCP/IP stack.
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12.5.2 The'IP Answering — Parameters + Statistics' tab
The statistics in this tab are calculated at the ‘Applicative’ point of reference.

Tx Throughput = see previous description above.

Rx Throughput = see previous description above.

Tx Packets Throughput = see previous description above.

Rx Packets Throughput = see previous description above.

Tx Packets = see previous description above.

Rx Packets = see previous description above.

Tx Volume = see previous description above.

Rx Volume = see previous description above.

Jitter = Jitter is the mean variation of delays on packets received. This value is only available

when the Timecode option is selected (on the remote 'IP Generator'). This value corresponds to
the mean one-way variation only.

Volume to send = see previous description above.
Remaining volume = see previous description above.
Seq. numb errors (sequence numbering errors) = see previous description above.

Data not echoed = this information is available only if the working mode of the connection is
defined as ‘Echoer’ or ‘Echoer file’ and indicates that the “IP Answering’ module has not been able
to re-send data due to the TCP/IP stack performances.

For an UDP connection, it's the number of packets not re-sent.
For a TCP connection, it's the number of bytes not re-sent.
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12.5.3 The 'Traffic Observer' tab

The statistics in this tab are calculated at the driver level (under the TCP/IP stack).

The parameters described in this paragraph are calculated for each active connection. As a
connection can send and receive simultaneously data, the two values Tx (Transmit) and Rx
(Receive) are calculated for each parameter.

Calculation is made simultaneously for the 32 connections (16 for the ‘IP Generator’ module and
16 for the ‘IP Answering’ module). Definition of terms used in this paragraph:

+ the term ‘IP data’ does not include the IP header.

e the term ‘protocol data’ does not include the IP header and the specific header of the
protocol. In this way for a TCP connection, the ACKnowledge packet does not contain data.

» Most values displayed in the ‘Traffic Observer’ tab are ‘snapshot’ values.

12.5.3.1 Calculation of instantaneous values

The coherence between the numerical values “Statistical values” and their graphical display is
respected by using the following rules:

 The scale unit defined by the ‘Time scale’ parameter for the graph allows calculating the
number of milliseconds of traffic for 1 pixel.

» For each data acquisition (see description of the ‘Acquisition period for statistics' parameter in
general parameters used for statistics), IP Traffic - Test & Measure updates the statistics with
the following manner:

= Example 1: a pixel is valued to 30 ms and ‘Acquisition period for statistics’ is valued to 100 ms.

- First data acquisition: data associated to the pixels number 1, 2 and 3 correspond to 90% of
the acquisition. The rest of 10% is used with the next acquisition.

- Second data acquisition: the previous rest (10%) added to the 20% of the new acquisition are
associated to the pixel number 4, then 30 % for pixel #5 and 30% for pixel #6. The rest of 20%
will be used with the next acquisition.

= Example 2: a pixel is valued to 200 ms and ‘Acquisition period for statistics’ is valued to 80 ms.

- First data acquisition: there is not enough data to associate to one pixel. Data is put aside (the
rest for the next acquisition is 80 ms).

- Second data acquisition: the rest and the new data are not sufficient to correspond to 1 pixel.
The new rest is then 160 ms.

- Third data acquisition: the rest and new data can be associated to pixel #1 (this pixel
represents the two first acquisitions and 50% of the third). Then the rest is 50% that will be
used with the next acquisition.

The ‘snapshot’ value is the last calculated value allocated to a pixel.

12.5.3.2 Triggers update

Each time a value is allocated to a pixel, the comparison is made with the trigger values. Then the
min or max trigger value is updated if the value exceeds the threshold.

12.5.3.3 Calculation of parameters displayed in the “Statistical values” table

IP throughput snapshot = instantaneous throughput calculated by using the IP data volume
received on the connection.

IP throughput average = average of the IP throughput by using the IP data volume received on
the connection during the last seconds used for calculation (see the ‘Throughput sampling period’
parameter)

UDP or TCP throughput = instantaneous throughput calculated by using the protocol data volume
received on the connection.

Inter packet delay = instantaneous average distance from time between two successive received
IP packets, calculated by dividing the sum of the distances by the number of received packets.
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Packet Erasure Rate (PER) = instantaneous rate of loss packets, expressed in percentage of the
number of packets not received with regard to the number of packets sent.

Packet transit delay = instantaneous delay for the transfer of packets. It's the average of the
transfer delays for all packets exchanged between two IP Traffic - Test & Measure machines. The
transfer delay (named ‘transit delay’) for a packet is the difference of time between the time when
the packet has been sent and the time when the packet has been received.

Both times — sent and received time - are stored in the record of the capture file made by the
‘Traffic Sniffer’.

12.5.3.4 Calculation of statistics displayed in the synthesis of the “Packets
Statistics” tab

Packets = number of packets found for this connection.
Lost = number of packets which are not be found in the both files (File A and File B)

% Lost = percentage of packets considered as lost on the total number of packets found for the
selected connection(s).

Transit Delay = average of the transit delay calculated for each packet of the selected
connection(s).

Jitter = Average of the jitter calculated for each packet (found in both files) of the selected
connection(s). For one packet, the jitter is calculated as follows: for each packet, the process
compares the timestamp of the previous packet with the timestamp of the current packet in File A.

Then the process finds the timestamps of the packets used in file A in the file B and does the same
comparison. After that, the process compares these two results. If the transit delay is a constant,
the results should be the same. In the other case, it means that a jitter exists. The absolute value is
added to be able to calculate the mean jitter of the selecting connection.

12.5.35 Statistical laws for the graphs
IP Traffic - Test & Measure allows displaying four graphs for the following parameters:
IP Throughput = corresponds to the ‘IP throughput snapshot ' parameter (see above)
Inter packet delay = corresponds to the ‘Inter packet delay ' parameter (see above)
PER quality = corresponds to the ‘Packet Erasure Rate (PER) ' parameter (see above)
Packet transit delay = corresponds to the ‘Packet transit delay ' parameter (see above)
For these parameters, three statistical laws are calculated and can be displayed:
- Average
- Standard deviation
- Confidence distance
Formulas used to calculate these variables:
n
D%
« Averagem: m= %

n

XX

e Standard deviation g: 0 = x/\_/ (with variance v defined as: v=1=— —n7)
n

+ Confidence distance : 95.45 % of the values are between (m— 20) and (m+ 20) .

Notes:

- n is the minimum between the number of calculated pixels and the number of displayed
pixels.

- the confidence distance is calculated only at the time of display.
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PART 13 Command Line Parameters

The IP Traffic - Test & Measure software can be started by using a command line with
parameters.

13.1 General rule

Parameters should be separated from the application name by a space. The application name of
IP Traffic - Test & Measure is "IPTraff.exe". Under Windows, the application name is not case
sensitive.

13.2 Start IP Traffic - Test & Measure and open a  context file

The context file contains all parameters of IP Traffic - Test & Measure . These parameters can be
saved in this file and reloaded later.

The command line parameter to start the IP Traffic - Test & Measure and load a context
file: -START
Syntax: -START:filename
Where filename may be:
C:\temp\Scenario4_ContextFile_ PC#A.Ctx or

“C:\Program Files\IP Traffic\Scenario4_ContextFile_ PC#A.Ctx". The “ symbol is
necessary to use spaces in filenames or directories.

There is NO space between the parameter —START: and  the filename.

Example:
IPTraff —-START: “C:\Program Files\IP Traffic\Scenario4_ContextFile_PC#A.Ctx”

13.3 Stop IP Traffic - Test & Measure
There is only one command line parameter to stop IP Traffic - Test & Measure .

Syntax: -STOP

Example:
IPTraff -STOP

ﬁ Under Windows Vista, you must have the administrator rights to be able to execute the
“IPTraff.exe —STOP” command.
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PART 14 Appendix

14.1 Description of the Mathematical Laws used by IP Traffic - Test &
Measure

IP Traffic - Test & Measure is based on the use of random number generation laws to determine

the starting time connection and data volume to send, and for the Inter Packet Delay in the ‘IP

Generator’ module. Four mathematical laws are offered. Uniform, Exponential and Gauss laws are

used for starting time connection and data volume. Pareto’s law is only used for data volume. The
mathematical laws are used:

= For the unitary mode when the mathematical law data source is selected. In this case, only data
volume laws are available.

= For the automatic mode: starting time connection generation and data volumes laws are
required parameters.

Hereafter is a detailed description of each mathematical law.

14.1.1 Uniform Law
< Presentation:

The Uniform law has two parameters: a and . It generates a random number included uniformly
between a and B. If a is equal to B, the generated number is always o = (3.

With the Uniform law, the units used are millisecond for the starting time connection generation
laws and byte for the data volume to send laws.

72

% Mathematical function:
Uniform law on (a, 8) range

f(X)=1(B-a) if a<x<p
f(x)=0 else
% Uniform law - example of generated values for 1000000 draws for this law with: @ =0 and
£ =100.

The factor 1000000 is because the figure intents to show the actual behavior of the random
generator. To do that, we draw 1000000 times a random value and count the actual frequencies.
The theoretical (= calculated values) curve and actual (= generated values) curve are displayed
below.

Uniform law

10300.00

10 200.00 4 Generated values

=L b
) | V\/V UV\/W Vvv Y

=

9800.00 1

Frequencies

9700.00 4

9E00.00 1

9500.00 1

940000 4

9 300,00 HHHHHHHHHHHHHHHHHHHHHHHHHHHH

mmmmmmmmmmmmmmmmmmmmmmmmm
mmmmmmmmmmmmmmmmmmmmmm

Values
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14.1.2 Exponential Law
+ Presentation

The Exponential law has only one parameter: A. The more A is small, the more the power of 10 of
the generated number is high.

The unit is the millisecond for the starting time connections generation laws and byte for the data
volume laws.

% Mathematical function:
Exponential law (A >0)
f(x)=de™ if x>0
f(x)=0 if x<O
% Exponential law - example of generated values for 1000000 draws with: A =0,1.

The factor 1000000 is because the figure intents to show the actual behavior of the random
generator (not to show the theory of the exponential law). To do that, we draw 1000000 times a
random value and count the actual frequencies. The theoretical (=calculated values) and actual
(=generated values) curves match perfectly for bigger values.

120 000.00 +

Exponential law {linear scale)
100 000.00 5

80 000.00 +

Calculated values

60 000.00 +

Fregquencies

40 000.00 +

2000000 +

0.00 HHHHHHHHHHHH R PR
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100 000.00 4

10 000.00

1000.00 4

Frequencies

100.00 4

10.00 +

Exponential law (logaritmic scale)

1,00

— wn m M

[Ty = B s B

[ — g m e
moo= = = oo @ @ @ R

Values

« Exponential law- Table of generated values:

[an B
& m

Values Starting time laws results Data volume laws results

A=1 10 ms 10 bytes

A=0,1 100 ms 100 bytes

A=0,01 1s 1 Kbytes

A =0,001 10s 10 Kbytes

A =0,0001 1mn43 100 Kbytes

A =0,00001 17mn19 1 Mbytes

A =0,000001 2h53 10 Mbytes

Precision limit for A
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14.1.3 Law of Pareto

% Presentation:

This mathematical law is available only for data volume generation in the unitary and automatic
mode.

The law of Pareto is based on two parameters: @ and £ @ unit is the final unit of the volume. [
does not have unit because it represents a coefficient of variation of result around a value.

The following values have been noticed:

[=1000 Result very near to @

[ =100 Result very near to @

,3 =15 Result between the interval [a, A x 2] (estimation)

[=1 Result between the interval [@, [, Bis very high (& x 1000000)
,Bz 0,1 Result two high — Calculation bursting.

The law of Pareto offers the advantage to generate a result statistically very near to a, but it can
generate in some exceptional cases a number very far from a.

+ Mathematical function:

Pareto law (a, 5 =0)

f(x)=p/a’x** if x=a
f(x)=0 if x<a

% Pareto Law - example of generated values for 100000032”x#™ with: a=10 and 5 =1.
120 000.00 +
100 000.00 + Generated values

Pareto law ( linear scale)

80 000.00 +

60 000.00 +

Frequencies

40000.00 +

20000.00 +

Calculated values
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14.1.4 Gauss law
% Presentation:
The Gauss law has two parameters: 4 (average) and o (standard deviation).

With this law, the unit used is the millisecond for the starting time connection generation laws and
byte for the data volume to send laws.

< Mathematical function:
Gauss law on (—00,+oo) range
2
_(x=4)
2

f(x) = e 20

for x0U, with average ¢ and variance 02

1
a~2ir

% Gauss law - example of generated values with: ¢ =50 and o =10.

45000.00 T

40 000.00 + Gauss law (linear scale)

35000.00 +

30 000.00 1

25000.00 +

Frequencies

20 000.00 +

15 000.00 + Generated values
Calculated values

10 000.00 +

5000.00 +

0.00 -+t A

Values

14.2 |IP Traffic - Test & Measure Traces

In case of problem when using IP Traffic - Test & Measure , the trace functionality allows
retrieving in a file or in a debug window, information regarding Winsock exchanges made by IP
Traffic - Test & Measure .

Traces activation is done by modifying directly in the registry database of Windows, the value of
DebugLevel in the key \HKEY_CURRENT_USER\SOFTWARE\ZTNIPTraffic\Settings.

TraceFile parameter defines the name for the file receiving traces (by default DEBUG.LOG).

The user shall reset the content of this file manually to avoid disk space wasting. If the TraceFile
parameter is not selected (empty chain), traces are sent to the debug standard output -via
OutputDebugString- in external tools trace (e.g. ‘Softice’ from Compuware, the Microsoft
Development environment).

IP Traffic - Test & Measure must be restarted after
“DebugLevel” or “TraceFile” parameter modification.
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14.3 Configuration parameters saved in the Registr

14.3.1 General configuration parameters

The based key to access parameters is \HKEY CURRENT USER\Software\ZTI\IPTraffic\Settings.
Updated information about Registry is available in the file “Version.txt” delivered with the IP Traffic
- Test & Measure software.

The user may change the General parameters to configure IP Traffic - Test & Measure to the

local environment or to specific needs.

y database

Parameters associated to the help should not be cha
recommendation from ZTI Support to avoid help unusa

nged without express

ble.

Key name

Type

Default value
(dec)

Description

DEBUGLEVEL

REG_DWORD

0x00000000
0x00000001
0x00000002
0x00000010

0x00000080

0x00000100

0x00000400

0x00001000

0x00004000
0x00010000
0x00020000
0x00080000

No traces.
Add errors in the trace.
Important information for the ZTI support.

Add verbose information used by the ZTI
support.

Save debug information into a file
specified by the DEBUGFILENAME key.

Add the current time to each trace
message.

Add intermediate value computed during
the statistics process providing
information to the Observer Tab.

Detail the operation of the Sniffer
Analyzer when splitting a captured file
into data files replay.

Provide information for the GPS.
Detail operations of the Replay mode
Detail operations for the Off-line mode.

Specific flag for statistics generated at the
'IP Generator' and 'IP Answering' levels.

DEBUGFILENAME

REG_SZ

DEBUG.LOG

Filename to save the traces.

DEPTHFORPACKETANALYSIS

REG_DWORD

500

Parameter used in the search algorithm of the "Traffic
Observer' to calculate the packets statistics.

UDPINACTIVITY

REG_DWORD

10

For UDP connections, timer (expressed in seconds) used
in the Generator mode to identify a connection has
stopped (10 seconds by default).

TCPINACTIVITY

REG_DWORD

10

For TCP connections, timer (expressed in seconds) to
detect the 'IP Generator' has stopped the connection (10
seconds by default). “IP Traffic” closes the TCP

connection.

SENDTIMEOUT

REG_DWORD

500

Maximal period (expressed in milliseconds) allocated to
send/receive data (default is 500 milliseconds).

TCPCONNECTRETRYCOUNTER

REG_DWORD

(0)%1

Number of retry to establish a TCP connection

TCPNODELAY

REG_DWORD

0x0

0x0: Nagle algorithm enabled
Other value: Nagle algorithm disabled

TCPRECEIVERPACKETSIZE

REG_DWORD

8192

Buffer size (expressed in bytes) used by "IP Traffic" to
get TCP data from the Winsock2 interface. It is not the
MTU. If the size is big then the performances are better
because Winsock 2 is called less often. Max value =

65,535

FILETRANSFERINACTIVITY

REG_DWORD

When the file downloading is active, this timer
(expressed in seconds) is used to detect the sender has
stopped the connection (5 seconds by default). “IP
Traffic” closes the file transfer connection when the timer
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is reached.

FILETRANSFERPACKETSIZE

REG_DWORD

1460

Maximum size of a packet used during a file transfer.
(Expressed in bytes. Default value = 1460. Max value =
65,535).

RPCPORT

REG_DWORD

1001

This is the port number used by the RPC server to dialog
with the Automation Tool.

AUTOMATION PATH

REG_SZ

Full path name to Aut_IPTraff .exe (“Automation Tool for
IP Traffic™” binary file.

IPTRAFFICPATH

REG_SZ

Full path name to the IP Traffic - Test & Measure binary
file.

USELOCALTIME

REG_DWORD

Save in the registry the time reference used by the
Automation Tool

DRIVERFILTERMODE

REG_DWORD

Mode use by the traffic sniffer to capture the data on the
link. Here are the two main values:

0x00000020 NDIS_PACKET_TYPE_PROMISCUOUS
0x00000080 NDIS_PACKET_TYPE_ALL_LOCAL

Warning: IP Traffic - Test & Measure must be restarted
after each modification of these parameters.

14.3.2 Help configuration parameters

These parameters are for information only. They must not be changed. These information
L * \ are located in \HKEY LOCAL MACHINE\Software\ZT\IPTraffic

The following registry values list is given for inf

ormation ONLY.

Default
Key name Type value Description
(dec)
ACROREADINFO REG_SZ X Reserved
ACROREADTIMER REG_DWORD X Reserved
HELP-GENERAL REG_DWORD X Reserved
HELP-OBSERVER REG_DWORD X Reserved
HELP-AUTOMATICMODE REG_DWORD X Reserved
HELP-UNITARYMODE REG_DWORD X Reserved
HELP-SNIFFER REG_DWORD X Reserved
HELP-GPS REG_DWORD X Reserved
HELP-REPLAYMODE REG_DWORD X Reserved
HELP-REPLAYMODE-RCV REG_DWORD X Reserved
HELP-FILEMANAGER REG_DWORD X Reserved
HELP-EXPORTSTATS-SENDER REG_DWORD X Reserved
HELP-EXPORTSTATS-RECEIVER REG_DWORD X Reserved
HELP-PARAMCNX-SENDER REG_DWORD X Reserved
HELP-FILEDOWNLOADING REG_DWORD X Reserved
HELP-PARAMCNX-RECEIVER REG_DWORD X Reserved
CURRENTVERSION REG_SZ V 2.5.0 | Current version installed.
Selected installation path (‘[Your Windows

INSTALLATIONPATH REG_SZ X Drive]\Program Files\IP Traffic’ by default.
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14.4 Default Values of

a Context

The default values when opening a new context are:

¢ |IP Generator parameters

IP address NO_ADDRESS
Port Number 2009
Protocol TCP

Testing mode

Unitary mode

Data source

Packet generator (number of
packets: infinite, packet
contents: fix = 5A)

¢ |P Answering parameters

Packets size

Fix = 1460 bytes

Inter Packet Delay

Fix=0ms

RTT option

No

IP address ANY_ADDRESS
Port number 2009
Protocol TCP
Receiving working mode Absorber
Replay mode Disabled
¢ Configuration
TCP stack parameters
| TCP Buffer size
SO0_RCVBUF 65535
SO0_SNDBUF 65535
| TCP Windows size
TCPWindowsSize Windows configuration dependant
SACKS Options Windows configuration dependant

Display parameters

Refresh time 2s
Throughput sampling period 5s
Connection parameters

Timeout for TCP packets echoed 500 ms
Timeout for UDP packets echoed 700 ms

File Operating Modes parameter

| File Operating Mode | Overwrite
AutoComplete parameter
| Historical Record | activated
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¢ Time Reference

Time Device selection

Type Device type to use None

2100 / z200 parameter

Port number No GPS
Save GPS Position No

Saving interval 30 seconds
z300 parameter

z300 IP Address None
zClock parameter

zClock plugged None

¢ File transfer

Port number 2500

¢ Operating Mode

Mode Local

¢ Remote Control

Remote Port number 2600
Remote IP address NO_ADDRESS
Remote Context File None

¢ Traffic Sniffer

Capture parameters

User-filters None

Type of filter used

All TCP and UDP packets

Adapters selected

All adapters found when
launching the software
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Capture sniffed traffic in file parameters

Filename None
Save only headers No
Automatic refresh mode No
Enable automatic start No
and stop

¢ Traffic Observer

Mode Generator

Statistics display Values

Graphical units

UNIT Value Trigger
IP throughput 0-100 Kb/s 10-90 Kb/s
Inter packet delay 0-50 ms 10-90 ms
PER quality 0-100 10-90
Packet transit delay 0-1000 ms 100-900 ms
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14.5 External File for the ‘IP Generator’ module
The IP Generator module can use an external file defined by the user. Information of this file is
used to send data packets on an IP connection. This file is independent of the specified protocol
(UDP or TCP).
The file is composed of two sections: [HEADER] and [DATA].

Section [HEADER] : Code, Parameters

Section [DATA] : data size, delay (in milliseconds) before sending of next packet

Example of external data file [generation of random characters comprised between 32(decimal

value) and 48 (decimal value)]

Sanple DataFile for «l P Traffic» generator

Section [ HEADER] defines the content
; 1, char fix character

; 2, cmin, cmax = random char act er
; 3, cl, c2 = alternate character
; 4, Fil eNane = Content is based on a file
[ HEADER]
2, 32, 48
[ DATA]
100, 20
200, 10
300, 30
400, 40
500, 5
600, 50
700, 60
800, 70
10, 80
20, 10
30, 20
40, 30
50, 50
60, 60
70, 100
80, 200

Section [HEADER] : Code, Parameters

Code [Meaning Parameters Example
1 Fix character Char to use 1,7
2 Random character | Char 1 (min), Char 2 (max) 2,32,48
3 Alternate character |Char 1, Char 2 3, x32,x48
4 File Filename 4, C:\Temp\test.bin

Coding of characters:

e character between quotes, e.g. ‘'Z’
e decimal value, e.g. 32

* hexadecimal value, e.g. X32

14.6 External DLL for the ‘IP Generator’ module

The ‘IP Generator’ module loads this external DLL. This DLL must offer three entry points
described in the following paragraphs:

- Trafficlnit
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- PacketDelay
- PacketData

An example of external DLL is available. See the directory IPTraffic\SAMPLES\User-DLL with all
files to compile and generate the DLL (DlISample.dll).

14.6.1 Trafficlnit

BOOL CALLBACK Trafficlnit( int CnxID, unsigned long IPAddr, unsigned char protocol, unsigned
port)
To init a new connection identified by par CnxID.

Parameters:

CnxID Connection identifier

IPAddr Remote IP address

Protocol Protocol to use (UDP or TCP)
Port Port number

Return codes:
True The DLL is ready to provide data to the IP Generator.

False The DLL can't provide data. The complementary error code is handled by the
DLL and the DLL must warn the user directly.

Remark:

When a connection must use an external DLL, the IP Generator module verifies that the DLL is
present (via LoadLibrary). Then it looks for the 3 required entry points. Trafficlnit() is called when a
connection is established with the remote.

14.6.2 PacketDelay

BOOL CALLBACK PacketDelay( int CnxID, unsigned long *pulDelay)

Parameters:
CnxID Connection identifier
pulDelay Address for delay expressed in milliseconds

Return codes:

True The DLL has provided the delay for the next packet. If this delay equals 0O, the
IP Generator calls immediately PacketData().

False The DLL has not provided a delay. The IP Generator stops the connection.

Remark:

The PacketDelay() function is used to get the delay before a new packet contents.

14.6.3 PacketData

BOOL CALLBACK PacketData( int CnxID, unsigned short usBufferSize, unsigned char *pBuffer,
unsigned short *pusUsedSize)

Parameters:
CnxID Connection identifier
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usBufferSize Max size of the buffer (pBuffer)
pBuffer Address of data to send

pusUsedSize Address of the data size to send. If size equals 0, a new delay is asked.
To avoid a ‘deadlock’, it is not authorized to provide more than 2 data packets with a

zero size.
Return codes:
True The DLL has provided data to send immediately.
False The DLL has not provided data. The IP Generator stops the connection.
Remark:

Before calling the PacketData() function, the buffer pointed by pBuffer is initialized with zeros. The
used length is initialized with zeros. The maximum size is 1460 in the sample.

14.7 IP Traffic - Test & Measure features versus O S, protocols
and IP versions.

The array below shows the IP Traffic - Test & Measure features based on the Windows versions,
on the protocols and on the IP versions. The cross in a cell indicates when the feature is available.

Protocol / IP Version L
Pvde | IPve
05 Versions
Windows 2000 X
Wind s XP X X
Windows Server 2003 X X
Windows Vista X X
IP Generator Part
LUinitans Mocle X X
Automatic Mode X X
Interface Sejection X X
IP Answering Part
Absorber Mode X X
Absarbear Fiie Modea X X
Fchoer Mode X X
Echoer File Mode X X
Absorber Generator X X
Inferface Selection X X
Traffic Sniffer Part
Capture and filtars X X
Traffic Observer Part
Cnline Mode X X
Offiine Mocie X X
Traffic Generator Parameters (used by the Unitary Mode and the Absorber Generator Mode)
Max Data 5ize (ih bywitea) 65507 65507
TTL A Hop Limit X X
OsCF X
Mean Throughout [ Piis’s) X X
Mean Throughout (ks X X
RTT X X
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PART 15 Examples of sniffed traffic files

Six traffic captured files are provided to illustrate the off-line analysis:

- Example 1: two files without use of the z100 Time Device and the zClock module
(Samplel PC#A.Trc and Samplel PC#B.Trc)

- Example 2: two files with use of the z100 Time Device
(Sample2_PC#A with_z100.Trc and Sample2_ PC#B_with_z100.Trc)

- Example 3: two files with use of the z100 Time Device and the zClock module

(Sample3 _PC#A with_z100&zClock.Trc and Sample3_PC#B_with_z100&zClock.Trc )

- Example 4: two files with IPv6 packets
(Sample4_PC#A with_IPv6.Trc and Sample4_PC#B_with_IPv6.Trc )

The test configuration used to generate three first traffic files is defined as below:

PC#A PC#B

192.168.0.30 192.168.0.130
1 UDP connection

» Port = 2011

IP Network
with impairments

/ EEEEEREE_ port = 2010 <

== ==
IP Traffic 1 TCP connection IP Traffic
« Sniffer » « Sniffer »

L

File SampleX_PC#A--- .trc File SampleX_PC#B---.trc
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Example 1: no Time Device and no zClock module

“IP Traffic - Test & Measure™ - Off-Line Analysis of Captured Traffic Files

Sniffed Traffic Files by the Traffic Sniffer
[&s]: |E:\F'r|:|gram Filez\P Traffic\Samplel_PCH#A Tic Browse

i

[B]: |E:\F‘ru:ugram Filez4P TraffichSamplel_PCHE. Trc Erowze
[&]: Local File of captured Traffic [used as reference far the analyziz] (8] <> [B]

[B]: Remate File of captured Traffic
Start Analysis

| Cancel |

By pressing the « Start Analysis » button, the following window is displayed.

"IP Traffic - Test & Measure” - Processing of the Captured Traffic Files

Step 1: Files Overview

[&): ]E:\Program FilezP TraffichSamplel _PCHA Tro B 1E:\Program Files\IP Traffich\Samplel_PCHE Trc

{A} is used as reference for the analysis Collapze ] Expand ]

#-[]192.168.0,130 --> 192.168.0.30 (5004 Pkts - 1 Connection(s] | (¥ 192.168.0.130 > 192.168.0.30 (5007 Pkts - 1 Connection(s] )
=[] 192.168.0.30 --> 192.168.0.130 (7507 Pkts - 2 Connection(s] ) (¥ 192.168.0.30 --> 192.168.0.130 (7504 Pkts - 2 Connection(s] )

1 Parts: 2010 -» 1055 [Protocol: TCP)
Ports: 1066 -» 2017 [Protocol: UDP)

|Packets scanned: 12517 [finished) Start Soar lopaes |Packets scanned: 12511 [finished]

‘wihen the scan is complete, please select in [4] a couple of IP addresses or connections for a couple of IP addreszes. Then go to Step 2
Mate: If you expect to replay connections, please select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source Destination - Others ...
" IP Address WV P Address W |dentification [IP header field)
W' Port Number IV Port Murnber I~ Hash EodejMDE

Status “S_l,ln'c;Hro Found [i:'ile A Packet # ¢ File B: Packet 'ﬂ"l']

Y'ou can now do the Step 3

Step 3: Analysis to compite "Packets Statistics™
Murnber of packets analysed: 25022 / 25022 (100 % processed)

Synthesis of the Analpsiz made on theze bwo Files -
Couple of [P Addresses selected: 192 168.0.30 <--» 192.168.0.130
Mumber of Packets found coresponding to the Search Criteria; 12514
Mumnber of IDP Connections found: 1
Mumnber of TCP Connections found: 1
Feplay Traffic Duration: 1 mn 57 2

Froceszing of the sniffed traffic fles iz ended, you can now press "0OK"

] ‘ Cancel ‘

In the Step 1 the couple of IP addresses 192.168.0.30 =» 192.168.0.130 is selected. Then the
synchronization between these two files is found for the step 2. After running the step 3, the
synthesis is displayed showing 1 TCP and 1 UDP connections.
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By using the “Packet Statistics” option, the following results are displayed.

Offline Packet Statistics

| Computer A ==> Computer B

Save

| Computer B ==> Computer A

IP address of A 192 168.0.30 IP address of B : 192 168.0.130

Tirme (UTC) Sta.. | Tra.. | Pot-> ... | IP size (pro... | Identi... #| Time (UTC) Sta... | Tra.. | Port-> ... | IP size (pro... | Identi..
¢H22:00:43.428  Sent . 2010-=1.. 48 (TCH)  =DOM3 ¢022:00:43.420  Sent .. 1085-22.. 453 (TCF) =644
PCZ200:43451  Sent 0(7) 2010-=1.. 40 (TCPy  =D014 PC22:00:43420  Sent 0(?) 105522 A0 (TCF)  xB442
PCZ200:43.490 Sent 0(7) 2010-»1.. 40 (TGP =DOMs PC22:00:43.423  Sent 1(7) 10552 . 1500 (TSP w6443
PCZ200:43530 Sent 0(7) 2010-»1.. 40 (TCFy  =xDOMB PC22:00:43 442 Sent  1(?) 10552 . 1500 (TCFY 6444
PCZ200:43570  Sent 0(7) 2010-»1.. 40 (TCFy  =DM7 PC22:00:43 462 Sent  1(7) 10552 . 1500 (TCFY  xB445
PC2200:43611  Sent 0(7) 2010-=1.. 40 (TCP)  =DO018 PC22:00:43.481  Sent 1(7) 10552 1500 (TCF)  x6446
PCZ200:43651  Sent 0(7) 2010-=1.. 40 (TCPy)  =DM3 PC22:00:43501  Sent 1(?) 105522 1500 (TCPY  xB447
PCZ200:43691  Sent 0(7) 2010-»1.. 40 (TCF) «DO1A PC22:00:43521  Sent  1(?) 10552 . 1500 (TGP xB448
PCZ200:43731  Sent 0(7) 2010-»1.. 40 (TCFy) xD01B PC22:00:43541  Sent  1(?) 10552 . 1500 (TCFY 6449
PCZ200:43771  Sent 0(7) 2010-»1.. 40 (TCFy xD01C PC22:00:43561  Sent  1(7) 10552 . 1500 (TCFY  xB44A
PCZ2200:43810  Sent 0(7) 2010-=1.. 40 (TCP)  =DOMD PC22:00:43.582  Sent 1(7) 105522 1500 (TCF)  «644B
PCZ200:43850 Sent 0(7) 2010-=1.. 40 (TCPy  xDOME PC22:00:43602 Sent 2 (7)) 105522 1500 (TCPY) #6440
I:[:‘)?-ﬂﬂ-:ﬂ AON Sent 0P NN AN (TR mmi YIPR22N01 43 R77 Sent 17 1NRA-:D 1AMN (TEPY wm.-ig s
Port -> Port(Pro.. | Packets | Lost |%..| Delay | Jitter | TGP | Port -> Port(Pro... | Packets | Lost | % .. | Delay | Jitter | TCP... |
Total Computer & 7a07 3 0% 120ms  1ms 0 | Total Computer B a007 3 0% &ms Oms 3
1066 -» 2011 (U... 5000 3 0% 178ms  1ms MeA | 1055 -= 2010 (T... 5007 3 0% 8ms Oms 3
2010 -= 1055 (T... 2507 ] 0% B ms 0 ms ]

£ >

In this example, 3 UDP packets have been lost and the transit delay has an average of 178 ms for
the UDP connection. 3 TCP packets sent by the PC #B have been lost and the average for the
transit delay is 8 ms. Note also that 3 TCP packets sent by the PC #B have been retransmitted.

Note:

The ‘Transit ..."” column contains the symbols (?) to indicate that the accuracy for measurement
cannot be defined (no common clock reference between the PCs and the PC clock is used for
packet time stamping by the IP Traffic Sniffer when capturing the packets).
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Example 2: use of the z100 Time Device and no zCloc _k module

“IP Traffic - Test & Measure™ - Off-Line Analysis of Captured Traffic Files

Sniffed Traffic Files by the Traffic Sniffer
[&s]: |E:\F'r|:|gram Filez\P TraffichSamplez_PCHA_with GPS Tro Browse

i

[B]: |E:\F‘ru:ugram Filez4P TraffichSample2_PCHE_with GPS. Tz Erowze
[&]: Local File of captured Traffic [used as reference far the analyziz] (8] <> [B]

[B]: Remate File of captured Traffic
Start Analysis

| Cancel |

By pressing the « Start Analysis » button, the following window is displayed.

"IP Traffic - Test & Measure” - Processing of the Captured Traffic Files

Step 1: Files Overview

[&): ]E:\Program FileshIP TraffichSample2 PCHA_ with GPS. Tro B 1E:\Program Files\IP TraffichSample2 PCHE with GFS.Trc

{A} is used as reference for the analysis Collapze ] Expand ]

=[] 192.168.0.30 --» 192.168.0.130 (7508 Pkts - 2 Connection(s] | (¥ 192.168.0.30 --> 192.168.0.130 (7803 Pkts - 2 Connection(s] )
i Ports: 1064 - 2011 [Protocol: UDP) (¥ 192.168.0.130 > 192.168.0.30 (5007 Pkts - 1 Connection(s] )

] Parts: 2010 -» 10563 [Protocol: TCP)
- [J192.168.0.130 > 192.168.0.30 5003 Pktz - 1 Connection(s] |

|Packets scanned: 12517 [finished) Start Soar lopaes |Packets scanned: 12510 (finished)

‘wihen the scan is complete, please select in [4] a couple of IP addresses or connections for a couple of IP addreszes. Then go to Step 2
Mate: If you expect to replay connections, please select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source Destination - Others ...
" IP Address WV P Address W |dentification [IP header field)
W' Port Number IV Port Murnber I~ Hash EodejMDE

Status “S_l,ln'c;Hro Found [i:'ile A Packet # ¢ File B: Packet 'ﬂ"l']

Y'ou can now do the Step 3

Step 3: Analysis to compite "Packets Statistics™
Murnber of packets analysed: 25021 # 25021 (100 % processed)

Synthesis of the Analpsiz made on theze bwo Files -
Couple of [P Addresses selected: 192 168.0.30 <--» 192.168.0.130
Mumber of Packets found coresponding to the Search Criteria; 12515
Mumnber of IDP Connections found: 1
Mumnber of TCP Connections found: 1
Feplay Traffic Duration: 2 mn 04 ¢

Froceszing of the sniffed traffic fles iz ended, you can now press "0OK"

] ‘ Cancel ‘

In Step 1, the couple of IP addresses 192.168.0.30 =» 192.168.0.130 is selected. Then the
synchronization between these two files is found for the step 2. After running the step 3, the
synthesis is displayed showing 1 TCP and 1 UDP connections.
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By using the “Packet Statistics” option, the following results are displayed.

Offline Packet Statistics] on Driver Statistics)

| Computer A ==> Computer B

Save ..

| Computer B ==> Computer A

IP address of A 192 168.0.30 IF address of B - 192 168.0.130

Tirme (UTC) St... | Transit... | Por-> ... | IP size (p... | Identi... || Time (UTC) St.. | Tran... | Port-> ... | IP size (pro... | Identi... |
BF21:55:03.559 Sent 180 (x5) 1064-»2.. 1488 (UDP)  x9567 BF21:585:20.725 Sent 1 (x5) 105332 48 (TCHY «3021
GF21:56:03679 Sent 180 (+5) 1084->2.. 1488 (UDP)  xB9563 GF21E6:20726 Sent 1 (x5) 1083-22.. 40 (TCPy %3022
EF21:55:03.598 Sent 171 (+5) 1064-»2.. 1488 (UDP) w9569 EF21:55:20728 Sent 3 (x5) 105322 . 1800 (TGP %3023
215503620 Sent 179 (5) 10B4-:2.. 1488 (UDP)  x956A BF 215520747 Sent 1 (5) 105332 . 15800 (TCFY %3024

EF 215503639 Sent 179ix5) 1064-»2.. 1488 (UDP) »956B EF21:585:20.767 Sent 2(x5) 105332, 1800 (TCP) #3024
GF21:56:03661 Sent 178 (+5) 1084->2.. 1488 (UDP)  »95EC GF21:56:20757 Sent 1 (x5) 1083-22.. 1800 (TCPY #3025
EF21:55:03685 Sent 173 (x5) 1064-»2.. 1488 (UDP) %9560 BF 215520807 Sent 1 (%5) 1053-:2. . 1800 (TGP #3027

BF 218503717 Sent 171 (&5) 1064->2.. 1488 (UDP)  x95BE BF 215520827 Sent 1 (5) 105332 15800 (TCFy %3028
BF21:55:03.739 Sent 180 (x5) 1064-»2.. 1488 (UDP)  w956F EF21:55:20.847 Sent 1 (x5) 105332 16800 (TCPY #3029
GF21:56:03.758 Sent 170 (+5) 1084-=2.. 1488 (UDP)  x8570 GF21:56:20.866 Sent 2 (x5) 1083-22.. 1800 (TCPY  x3D2A
EF21:55:03.780 Sent 179 (+5) 1064-x2.. 1488 (UDP) w9571 EF21:55: 20886 Sent 1 (+5) 105322 . 1800 (TGP x30D2E

BF 215503799 Sent 179 (x5) 1064->2.. 1488 (UDP)  x9572 P 215520906 Sent 2 (+5) 105332 . 15800 (TCFy  x3D2C

GF 215 MR A71 Sent 17AGA1 10RAST 14RR NPy w0R73 Y EF 218590926 Sent 1 (£5) 1053-»2... 1800 (TCF)  x3D2D

< > GF 31-65-90 G47 Sent 7+ A1 INET2D 1E0N TRPY Mo ¥
Port -> PortiPro... | Packets | Lost | Yo .. | Delay | Jitter | TCP.. | Port -> PortiPro... | Packets | Lost | Yo .. | Delay | Jitter | TCP.. |
Total Computer A 703 =3 0% 122 ... 1ms ] Total Computer B ooy 4 0% 1Tms  Oms 4
2010 -» 1053 (T... 2608 o 0% Oms  Oms 0 1053 -= 2010 (T... s007 4 0% 1ms  Oms 4
1064 -= 2011 (... 5000 5 0% 184 . 1ms (I

In this example, 5 UDP packets have been lost and the transit delay has an average of 184 ms for
the UDP connection. 4 TCP packets sent by the PC #B have been lost and the average for the
transit delay is 1 ms. Note also that 4 TCP packets sent by the PC #B have been retransmitted.

Note: the ‘Transit ...” column indicates the symbols (x 5) in order to precise that the accuracy for
measurement is less than or equal to 5 ms (due to use of the z100 Time Device that delivers a
precise time reference used for packet time stamping by the IP Traffic Sniffer when capturing the

packets).

Copyright © 2000-2009 ZTI. All rights reserved.

Page 190/194




IP Traffic — Test & Measure PART 15 Examples of sniffed traffic files

Example 3: use of the z100 Time Device and the zClo ck module

“IP Traffic - Test & Measure™ - Off-Line Analysis of Captured Traffic Files

Sniffed Traffic Files by the Traffic Sniffer

[&s]: |E:\F'r|:|gram Filez\P TraffichSample3_PCHA_with_ GPSESClock Tre Browse

B |E:\F‘ru:ugram Files\IP TraffichSample3 PCHE_with GPS&Clock. Tre
(&) Local File of captured Traffic [uzed as reference for the analysis] (8] <> [B]

[B]: Remate File of captured Traffic
Start Analysis

Browsze

i

Cancel

By pressing the « Start Analysis » button, the following window is displayed.

"IP Traffic - Test & Measure” - Processing of the Captured Traffic Files

Step 1: Files Overview

(&) ]E:\Program FilezhP TraffichS ampled PCHA with. GPS&ZClock. Tre [B]: iE:\Program Files\IP TraffichSampled PCHE with GPS&ZClock. Tro
{A} is used as reference for the analysis Collapze Expand ]
=[] 192.168.0.30 --» 192.168.0.130 (7508 Pkts - 2 Connection(s] | (¥ 192.168.0.30 --> 192.168.0.130 (7802 Pkts - 2 Connection(s] )

1 Ports: 1065 -> 2011 [Protocol: UDP) (¥ 192.168.0.130 > 192.168.0.30 (5007 Pkts - 1 Connection(s] )

] Ports: 2010 --» 1054 [Pratocol: TCP)
- []192.168.0,130 > 192.168.0,30 (5003 Pkts - 1 Connection(s] )

|Packets scanned: 12517 [finished] Start Goar topSis \Packets scanned: 12609 (finished)

‘wihen the scan is complete, please select in [4] a couple of IP addresses or connections for a couple of IP addreszes. Then go to Step 2
Mate: If you expect to replay connections, please select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source Drestination - - Others ...
W P Address ¥ P Address ¥ |dentification [IP header field]
W Part Number ™ Part Mumber T Hazh CodefMDr

Statuz  [Synchro Found [File & Packet #1 < File B: Packet #1]

Y'ou can now do the Step 3

|~ Step 3: Analysis to compute "Packets Statistics”

Murnber of packsts analysed: 25020 / 25020 (100 % processed]

Synthesis of the Analpsiz made on theze bwo Files -
Couple of IP Addresses selected: 192 168.0.30 <--» 192.168.0.130
Mumber of Packets found conesponding to the Search Criteria; 12515
Murnber of UDP Connections found: 1
Mumber of TCP Connections found: 1
Fieplay Traffic Duration: 1 mn 53

Frocessing of the sniffed traffic fles iz ended, you can now press "OK"

oK Cancel
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In Step 1, the couple of IP addresses 192.168.0.30 =» 192.168.0.130 is selected. Then the
synchronization between these two files is found for the step 2. After running the step 3, the
synthesis is displayed showing 1 TCP and 1 UDP connections.

By using the “Packet Statistics” option, the following results are displayed.

Offline Packet Statistics

| Compiter A ==> Computer B

Sawe

| Computer B ==> Computer A

|IP address of A 192 168.0.30 IP address of B ; 192 168.0.130

Tirme (UTC) St.. | Transit... | Port-= ... | IP size (p... | Identi... # || Time (UTC) St.. | Tran... | Port-= ... | IP size (pro... | Ildenti.. | =
GF 215754267 Sent 182 (k1) 1085-»2.. 1488 (UDP) xB2BC GF21:58:00793 Sent 0ix1) 1054-22. . 48 (TG 5081

BF 215754285 Sent 184 (1) 10B5-»2.. 1488 (UDP) xB2BD EF 215800794 Sent 0ix1) 1054-52. . 40 (TCFy  »50B2
EF21.57:54.306 Sent 183 ix1) 1085-»2.. 1488 (UDP) xB2BE EF 215800796 Sent 1 ix1) 1054-52.. 16500 (TCP)  »50B3
GF21:57:54326 Sent 183 (k1) 1085->2.. 1488 (UDP) xB2BF GF21:58:00.815 Sent 1 (1) 1084-22. . 1800 (TCPY  »50B4

GF 215754347 Sent 182 (k1) 1085-»2.. 1488 (UDP) xB2C0 EF2158:00.835 Sent 1 (1) 1054-22. . 1800 (TGP w50BS

BF 215754367 Sent 182 (k1) 10B5-=2.. 1488 (UDP) xB2C1 BF 215800855 Sent 1 (1) 1054-32. . 15800 (TCFy %5085

BF 215754388 Sent 191 1) 1085-»2.. 1488 (UDP) xB2C2 EF21:58:00.875 Sent 1 ix1) 1054-52.. 16800 (TCPY #5087
GF21:57:54.408 Sent 181 (1) 1085-»2.. 1488 (UDP) xB2C3 GF21:58:00.895 Sent 1 (1) 1084-22. . 1800 (TCPY  »E50BS

GF 215754 427 Sent 182 (1) 10B5-»2.. 1488 (UDP) xB2C4 EF2158:00.915 Sent 1 @1) 1054-22. . 1800 (TGP #50B9
BF21:57:54.449 Sent 191 (1) 1085-»2.. 1488 (UDP) xB2CS BF 215800935 Sent 1 1) 1054-32. . 15800 (TCFY  x50BA
EF21.57:54.468 Sent 191 1) 1065-»2.. 1488 (UDP) xB2CH EF21:58:00.955 Sent 1 ix1) 1054-»2.. 16500 (TCP)  x50BB
GF21:57:54.430 Sent 190 (1) 1085->2.. 1488 (UDP) xB2C7 GF21:58:00.975 Sent 1 (1) 1084-22. . 1800 (TCPY  x80BC
GF21-R7- R4 5N Sent 190 4+ 11 10RA-=7 14RA NPT wRICR M| EF 215801 046 Sent 1 (£ 1) 1054-22... 1800 (TCF)  x50BD

< > P 218201 MRR Sant 111 105457 180N TP wANRE Y
Port -> Pot(Pro... | Packets | Lost | % ... | Delay | Jitter [TCP.. || Port-> Port(Pra... | Packets | Lost [ % .. | Delay | Jitter [TCP.. |
Total Computer A 7a08 B 0% 123 ... 1ms ] Total Computer B s007 4 0% 1 ms 0 ms 4
2010 -= 1054 (T... 2608 il 0% 0Oms Oms 0 1054 -= 2010 (T... 5007 4 0% 1ms Oms 4
1065 -= 2011 (U, 5000 5 0% 186.. 1ms (12

In this example, 6 UDP packets have been lost and the transit delay has an average of 186 ms for
the UDP connection. 4 TCP packets sent by the PC #B have been lost and the average for the
transit delay is 1 ms. Note also that 4 TCP packets sent by the PC #B have been retransmitted.

Note: the ‘Transit ...” column indicates the symbols (+ 1) in order to precise that the accuracy for
measurement is less than or equal to 1 ms (due to use of the z100 Time Device that delivers a
precise time reference and the zClock module used for packet time stamping by the 'Traffic Sniffer’

when capturing the packets).
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Example 4: capture containing |IPv6 packets

“IP Traffic - Test & Measure™ - Off-Line Analysis of Captured Traffic Files

Sniffed Traffic Files by the Traffic Sniffer
[&s]: |E:\F'r|:|gram Filez\P TraffichSampled_PCHA_with IPwE Tro

B |E:\F‘ru:ugram Fileg\IP TraffichSampled PCHE_with |PwE. Tre
(&) Local File of captured Traffic [uzed as reference for the analysis] (8] <> [B]

[B]: Remate File of captured Traffic
Start Analysis

Cancel

i

By pressing the « Start Analysis » button, the following window is displayed.

"IP Traffic - Test & Measure” - Processing of the Captured Traffic Files

Step 1: Files Overview

] Ports: 1052 --» 2009 [Pratocol: TCP)
- [ fe@0::210:5aff.fe3b:eBab > fe80::211:4 32032218 [1003 Pkts - 1 Connection(s] |

‘wihen the scan is complete, please select in [4] a couple of IP addresses or connections for a couple of IP addreszes. Then go to Step 2
Mate: If you expect to replay connections, please select up to 16 connections.

Step 2: Criteria to search the Synchronization between these two files

Source Drestination - - Others ...
W P Address ¥ P Address ¥ |dentification [IP header field]
W Part Mumber ¥ Part Mumber ¥ Hash Code [MDE]

Status “S_l,ln'cih'ro Faund [ifiie & Packet #1 <> File B: Packet 'ﬂ"l']

Y'ou can now do the Step 3

|~ Step 3: Analysis to compute "Packets Statistics”

Murnber of packsts analyzed: 10014 /10014 (100 % processed]

Syntheszis of the Analpsiz made on theze bwo Files -
Couple of IP Addresses selected: feB0:211: 43 felZ: 2218 <> feB0:210:5aff fe3b: ebak
Mumber of Packets found conresponding to the Search Criteria; 5007
Murnber of UDP Connections found: 1
Mumber of TCP Connections found: 1
Fieplay Traffic Duration: 40 5

Frocessing of the sniffed traffic fles iz ended, you can now press "OK"

oK Cancel

[&): ]E:\Program FileshIP TraffichSampled. PCHA_ with [PvE Tro B iE:\Program Files\IP TraffichSampled PCHE with |PvE. T

{A} is used as reference for the analysis Collapze Expand ]

= feB0:211: 430 fel3: 8218 > feB0::210:5aff:fe3b:ebab 4004 Pkis - 2 Connection(z] | (¥ feB0:2171: 436 fe03:a218 > feB0:: 210:5aff fe3b:eBab (4004 Pktz - 2 Connection(z] |
1 Ports: 1061 -» 2003 [Protocol: UDP) [+ feB0: 210:5aff:fe3b:eBab --» feB0::211: 43 fe03:5218 [1003 Pktz - 1 Connection(z] |

|Packets scanned: 5007 (finished) Start Goar lop5es |Packets scanned: 5007 [finished)
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In Step 1, the couple of IP addresses fe80::211:43ff:fe03:a218 =>» fe80::210:5aff:fe3b:e6ab is
selected. Then the synchronization between these two files is found for the step 2. After running
the step 3, the synthesis is displayed showing 1 TCP and 1 UDP connections.

By using the “Packet Statistics” option, the following results are displayed.

Offline Packet Statistics

| Computer A ==> Computer B Save .. | Computer B === Computer A

IP address of A: fefil::211:43f fe03:a218 IP address of B : fefil::210:5afffe3b: ebab

Time (UTC) Sta.. | Tra.. | Port-> ... | IP size (pro... | Identi.. | Time (UTC) Sta... | Tra.. | Port-= ... | IP size (pro... | Identi.. =
¢D1B:27:49.3650  Sent . 108122 1488 (UDP) M7A, ¢D1B:27:57 618 Sent . 2008-»1 B4 (TCP) M7A,
PC1E:27:49.351  Sent O(7) 1062-:2.. B4 (TCP) M, PC1E:27:57.642 Sent O(7) 2009-»1.. B0 (TCP) M,
PC1E:27:49.351  Sent 0(7) 1062-x2.. B0 (TCP) RN PC1E:27:57.6682 Sent O(7) 2009-»1.. B0 (TCP) RN
PC1G:27:49.354  Sent 0(7) 1082-=2.. 1500 (TR M7A, PCAG:27:57.722  Sent 0(7) 2009-=1.. B0 (TCP) MfA
PC1E:27:49.370  Sent 0(7) 1051-=2.. 1488 (UDP) M7A, PC1E:27:57.762 Sent 0(7) 2009-=1.. B0 (TGP M7A,
PC1E:27:49.375  Sent O(7) 1062-:2.. 1500 (TGP M, PC1E:27:57.802 Sent O(7) 2009-»1.. B0 (TCP) M,
PC1E:27:49.389 Sent 07 1051-x2.. 1488 (UDP) RN PC1E:27:57.842 Sent 0(?) 2009-»1.. B0 (TCP) RN
PC1G:27:49.394  Sent 0(7) 1082-=2.. 1500 (TR M7A, PC1G:27:57.682 Sent 0(7) 2009-=1.. B0 (TCP) MfA
PCAE:27:49.410  Sent 0(?) 1051-=2.. 1488 (UDP) M7A, PC1E:27:57.921  Sent 0(?) 2009-=1.. B0 (TGP M7A,
PC1E:27:49.415  Sent O(7) 1062-:2.. 1500 (TGP M, PC1E:27:57.962 Sent O(7) 2009-»1.. B0 (TCP) M,
PC1E:27:49.429  Sent 07 1051-x2.. 1488 (UDP) RN PC1E:27:58.002 Sent 07 2009-=1.. B0 (TCP) RN
PCAG:27:49.434  Sent 0(7) 1082-=2.. 1500 (TR M7A, PC1G:27:58.042  Sent 0(7) 2009-=1.. B0 (TCP) MfA
I;l‘: 1R-77 45 4R Sent N ANR12D 14RR (11NEY I\I.";; b I;l‘: 1R-77-FAMAY  Sent  NM I0NG->1 RTEE I\I.";; b
Port -> PortiPro... | Packets | Lost | Yo | Delay | Jitter | TCP.. | Port -> PartiPro... | Packets | Lost | Yo | Delay | Jitter | TCP... |
Total Computer A 4004 0 0% 0ms 0ms 0 | Total Computer B 1003 0 0% 0Oms Oms 0
1052 -= 2008 (T... 2004 ] 0% 0 ms 0 ms 0 2009 -= 1052 (T... 1003 ] 0% Oms Oms 0
1051 -= 2009 {U... 2000 ] 0% 0ms 0 ms RN

< >

In this example: no lost packets and no delay.

In fact, in this example, GPS and zClock systems were not used. That is why, IP Traffic - Test &
Measure can'’t give a transit delay. In that case, the values shown in the “delay” column are closed
to the jitter.

Note:

The ‘Transit ...” column contains the symbols (?) to indicate that the accuracy for measurement
cannot be defined (no common clock reference between the PCs and the PC clock is used for
packet time stamping by the IP Traffic Sniffer when capturing the packets).

Copyright © 2000-2009 ZTI. All rights reserved. Page 194/194




