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Part 0 Preface

0.1 Organization of this manual
This user guide is aimed at helping you to discover and use NetDisturb . This manual is
organized as follows:

* Part 1: Product Overview
Briefly describes the key features of the NetDisturb software.

e Part 2: What's new in NetDisturb version 4.7

Is a general overview of new features, main improvements provided with NetDisturb
version 4.7.

e Part 3: Install NetDisturb

Presents the product requirements, how to install the software downloaded from the
Internet or from the CD-ROM, provides important information to upgrade from previous
versions and explains how to choose the most suitable NetDisturb package.

» Part 4: How to handle your license?
Describes how to proceed for the license transfer.

e Part 5: Uninstall NetDisturb
Describes how to uninstall the software.

e Part 6: Run NetDisturb
Describes how to run the NetDisturb Server and NetDisturb Client.

In this document, you will find the following symbols: They mean:
A Warning
p Zoom or Advice

Note or Remark
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0.2 Minimum System Requirements

To appropriately operate NetDisturb software you need the following minimum system
requirements:

* 32 bits version of Windows 2000, XP or Server 2003
* Pentium processor with 512 MB memory at least
* Hyper-threading, multi core and PC multiprocessors are also supported

* Two identical Network Interface Cards (NIC) are recommended: Ethernet, Fast
Ethernet or Gigabit Ethernet.

* 1024 x 768 display (more readable: 1152 x 768 and sup.), DPI setting = Normal size
(96 DPI) and Font size = Normal.

20 MB free hard disk space

Acrobat Reader is needed to display the NetDisturb Help. If Acrobat reader
hasn’t been installed, a warning message is displayed to inform that the help file
can't be opened.

0.3 Technical Support

ZTI Technical Support can assist you with all your technical problems from installation to
troubleshooting.

Before contacting our Technical Support, please read the relevant sections of the product
documentation and this document.

Before contacting our technical support, make sure you record the following information:

* Product name and version.

e Trial license or unlimited licensed product.

* System configuration.

* Problem details: settings, error messages...

» If the problem is persistent, give the details of how to create the problem.

You can contact Technical Support by:

Email Send as many details as possible to support@zti-telecom.com or support@zti.fr

Fax Send as many details as possible to +33 2 9648 1485

Telephone | Telephone support is available from 09:00 am to 07:00 pm (GMT +01:00 or +02:00),
Monday to Friday. Call on +33 2 9648 4343
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Part 1 NetDisturb Overview

NetDisturb is an IP network emulator software that can generate impairments over IP
networks (IPv4 and IPv6) such as: latency, delay, jitter, bandwidth limitation, loss,

duplication and modification of the packets.

NetDisturb allows disturbing flows over an IP network helping to study the behavior of

applications, devices or services in a disturbed network environment.

NetDisturb is inserted between two Ethernet segments acting as a bridge and operates bi-

directional packet transfer on Ethernet, Fast Ethernet and Gigabit network interface cards.

Remote control

NetDisturb

Local control

Ethernet HIC
101001 000 Mbps

Ethernet HIC
10/100/1000 Mbps

Microsoft

1.1 Product Requirements L,U_ Windows

* Platform: Pentium PC running 32 bits version of Windows 2000, XP or Server 2003 with
Microsoft TCP/IP installed and at least 512 MB Ram. 20 MB free hard disk space.

* Hyper-threading, multi core and PC multiprocessors are also
supported.

* Two Identical Network Interfaces Cards (NIC) are recommended: Ethernet, Fast
Ethernet, or Gigabit Ethernet.

* Display resolution: at least 1024 x 768 (more readable: 1152 x 768 and sup.), DPI

setting = Normal size (96 DPI) and Font size = Normal.
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1.2 Typical Applications

No need to buy expensive hardware, use NetDisturb software as hundreds customers
around the world!

* Development assistance and debug of automatons for IP equipments: particularly on
Set-Top Boxes operating in cable or telecom environments.

* Performance & Acceptance Tests: Qualify and evaluate the behavior of IP equipments
(phone, fax, gateway, set-top box, IMS core, call server, application server, residential
gateway, ADSL wireless router, and more...) and applications (audio and video
streaming) on IP networks.

» Configuration and control of IP Equipments for product verification and test: Define
different QoS levels in an Intranet or Internet environment to configure terminals,
gateways and routers.

* Test Laboratories: NetDisturb provides repeatable QoS on different flows using
configuration mode and values (loss, duplicate, delay, packet content impairment)
defined by the user, and so re-create real world problems in the lab.

* Applications test: NetDisturb allows testing applications such as Voice over IP, Fax
over IP, streaming audio and video, IPTV, VoD, real time applications and services,
and other distributed applications.

* Emulation of symmetric or asymmetric network conditions found on the Internet and
enterprise networks (LAN, MAN, WAN): latency, |jitter, packet loss, bandwidth
limitations, and more... to test IP applications (VolP, streaming audio & video, etc.),
services and products sensitive to various real conditions.

1.3 Key Features

What are the major features of NetDisturb V4.77?
With NetDisturb 4.7, two software editions are available: Standard and Enhanced

Common Key features for Standard and Enhanced Editions

» Simultaneous support of IPv4 and IPv6

» Client-Server Architecture based on the SOAP mechanism which uses the HTTP
protocol and the XML format for the exchanges between the client and the server.

* NetDisturb is an Ethernet Bridge to avoid any network configuration.

» Use of standard Ethernet Network Interface Cards up to 1 Gbps

* Symmetric or Asymmetric Bandwidth limitation  with router simulation

* Very easy to use and intuitive Graphical User Interface

» 16 configurable flows per direction

» Aggregates of flows can be defined (set of flows sharing the same Delay & Jitter Law)

» User-defined rules for disturbances: pattern trigger, starting time after delay or number
of packets received, stop impairments after number of received packets or elapsed
time, loops, and more...

* Predefined filter parameters based on the main protocol header fields (MAC, MPLS,
VLAN, IP, TCP and UDP headers) or user-defined pattern filter

» Unidirectional or bi-directional packet impairments

Copyright © 1998-2009 ZTI. All Rights Reserved. Page 7/36
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Impairments: Latency, Loss, Duplication, bandwidth limitation, Delay and Jitter, Content
Impairment (mathematical laws and user-defined files)

Change the impairment law on-the-fly for a flow

Ability to impair the remaining network traffic ~ that could be either only the IP packets
or all the Ethernet frames.

Connections per flow : impairments are applied to the flow or to each connection of
the flow

Ethernet / Internet modes (Out-of-Sequence packets)

Command Line Interface (CLI) to use NetDisturb in test beds

Ability to handle Ethernet Jumbo frames (payload up to 17976 bytes)

Statistics display and export detailed statistics into a file

Accuracy = 1 millisecond resolution

Specific Key features for the  Enhanced Edition

Impairments based on protocol primitives:

- ARP (ARP Operation Code)

- DHCP (DHCP Message Type)

- DNS (DNS Message Type, DNS message Operation)

- FTP (FTP Command, FTP Returned Status)

- FTP-DATA

- HTTP (HTTP Method, HTTP Returned Status)

- NTP

- RTP (Audio Payload Type, Video Payload Type, DTMF)

- SIP (SIP Method, SIP From, SIP To, SIP Returned status)

RTP and FTP data flow automatic discovery.
Detailed event log window per flow viewing the events and application of the
impairments according to the user-defined rules.

Please refer to the "NetDisturb Literature" document
for a more detailed functional description.

Copyright © 1998-2009 ZTI. All Rights Reserved. Page 8/36
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1.4 Comparison between Standard and Enhanced Editio

ns

The table below summarizes the main differences between NetDisturb Standard edition

and NetDisturb Enhanced edition.

Features Ne!Pidsfyrb Ne!,,?jfcfe‘j"b
— =

Impairment of IPv4 and IPv6 packets, ARPs and Ethernet frames Yes Yes
Filter parameters to define a flow:
* Activity rules:

- Start/Stop after a time limit or a packet counter or a pattern

trigger

- Loop to reapply the rule with delay between each iteration Yes Yes
» Packet filters: source address, destination address, source port,

destination port, protocol, DSCP DiffServ (ToS), MPLS, VLAN, ,

MAC address...
» User-defined pattern filter based on Ethernet packet content
16 user-defined flows to impair using filters and other flows to
; N o Yes Yes
impair without using filters
Dynamically modify impairments on-the-fly per flow in each

2 J Yes Yes
direction when running
Aggregates of flows (set of flows sharing the same delay and/or Yes Yes
jitter laws)
View Per-Flow statistics and NICs statistics Yes Yes
Accuracy = 1 millisecond Yes Yes
Standard impairments: drop/loss, duplicate, delay (latency), jitter,
bandwidth limiting, congestion, packet error, bit error, reorder, burst
errors Yes Ve
Delay from 1 millisecond up to 10 sec in each direction
Emulate bandwidth up to 1Gbps
Impairments by using the IP protocol field Yes Yes
Definition of flows to disturb based on protocol pr imitives:
* ARP (ARP Operation Code) No Yes
* DHCP (DHCP Message Type) No Yes
* DNS (DNS Message Type, DNS Message Operation) No Yes
e FTP (FTP Command, FTP Returned Status) No Yes
* FTP-DATA No Yes
e HTTP (HTTP Method, HTTP Returned Status,) No Yes
e NTP No Yes
e RTP (Audio Payload Type, Video Payload Type, DTMF) No Yes
» SIP (SIP Method, SIP From, SIP To, SIP Returned Status) No Yes
Detailed events log per flow No Yes
Copyright © 1998-2009 ZTI. All Rights Reserved. Page 9/36
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1.5 Examples of Use

The following examples illustrate a subset of use cases implemented in various projects.

Simulation of packet loss rate for a corporate network

The modeling of packet loss rate of a banking network has generated
a loss rate file with 1.3 million values. Before the deployment of new
applications on the network, NetDisturb Standard Edition simulates the
network to test these applications by using this external file containing
loss rates to recreate the actual conditions of exploitation.

Simulation of a satellite link (with a 2 Mbps downlink and a 512
Kbps uplink throughput) for workstations of a branch office that
generate TCP and UDP flows.

NetDisturb Standard Edition simulates the satellite link with limited
uplink and downlink bandwidth. An aggregate is defined to submit
all TCP and UDP flows to a function of delay - to reflect the delay of
several hundreds of milliseconds introduced with the satellite link.

Application of disturbances on VLANs encapsulated over MPLS frames.

NetDisturb Standard Edition generates losses and delays of packets for
specific VLANs implemented in a very large MPLS core network.

Tests of robustness for application protocols used in Triple Play
Set-Top Box over DSL with NetDisturb Enhanced Edition

VoIP use case: for example, verify that the SIP REGISTER or the
SIP INVITE message is retransmitted in case of no answer and
then apply a loss and delay for RTP packets of the SIP session.

Internet

—_

DHCP use case: for example, check that the OFFER message is
lost following a transmitted DISCOVER message to validate
automatic DHCP retransmission.

Test Video over IP using RTP with NetDisturb Enhanced
Edition

NetDisturb  generates impairments (loss, delay,
duplication, modification of packets...) for the testing of
codecs integrated in gateways, servers, STB and more...

Copyright © 1998-2009 ZTI. All Rights Reserved. Page 10/36
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Part 2 What's new in NetDisturb version 4.77?

This part is a general overview of new features and improvements provided with
NetDisturb version 4.7.

More details regarding features and improvements included in the different versions of
NetDisturb can be found in the version.txt file located in the installation directory (default
settings: C:\Program Files\NetDisturb).

The new features and improvements provided with NetDisturb version 4.7 are listed
below:

= Two editions are available: NetDisturb Standard Edition and NetDisturb Enhanced
Edition.
= New Graphical User Interface: more intuitive, even easier to use and enriched with
new features
= The definition of a filter to characterize a flow replaces the notion of mask used in
earlier versions. This includes at least one of the two ways to describe the frames
matching filter:
- The use of predefined frame fields content (MAC and IP addresses, protocol,
port, etc.)
- The use of a byte pattern comparison that should be true to match the filter.
- An optional set of rules allows starting and limiting the impairment based on the
content, the time or the number of packets.
= More detailed statistics for each flow updated in real time for each direction A->B or
B->A: number of incoming packets, number of incoming packets per second,
incoming throughput, number of impaired packets (lost/duplicated, delayed or
modified), number of outgoing packets, number of outgoing packets per second,
outgoing throughput.

= Features added with the NetDisturb Enhanced Edition:
- Definition of flows to disturb based on protocol primitives
« ARP (ARP Operation Code)
DHCP (DHCP Message Type)
DNS (DNS Message Type, DNS Message Operation)
FTP (FTP Command, FTP Returned Status)
FTP-DATA
HTTP (HTTP Method, HTTP Returned Status,)
NTP
RTP (Audio Payload Type, Video Payload Type, DTMF)
SIP (SIP Method, SIP From, SIP To, SIP Returned Status)
- Detalled event log per flow (to view the impairment applied for each packet of
the flow)

The contexts created with versions 4.2, 4.3 RC3, 4.4, 4.5 and 4.6 are reused
automatically. When saved, they get the new NetDisturb V4.7 file format.

Copyright © 1998-2009 ZTI. All Rights Reserved. Page 11/36
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Part 3 Install NetDisturb Software

NetDisturb requires less than 20 MB of free disk-space. The installation procedure is a
standard installation program for Windows 2000, XP and Windows Server 2003.

* To run NetDisturb your computer’s screen resolution must be at least 1024x768 (more
readable: 1152 x 768 and sup.), the DPI setting should be set up with the “Normal size (96
f DPI)” value and the Font size should be set up with the "Normal® value.

* To install NetDisturb under Windows 2000, XP or Server 2003, you must log on with
administrators rights.

3.1 Forewords before upgrading from versions 4.2, 4  .3,4.4,4.5and 4.6

When upgrading from a previous version of NetDisturb and if you don't have the USB
license dongle, do not uninstall the previous version to keep your existing license.

When upgrading from an older NetDisturb version, the installation procedure of
NetDisturb moves the user’s files and the context files, located in the previous default
NetDisturb Server directory, into NetDisturb Client directory. All files related to a context
(defined using the extension .txt and .wsx) are copied, but the files installed with
NetDisturb version 4.7 will overwrite those files.

3.2 Forewords before upgrading from versions 4.1 an  d under

You don’t need to uninstall the previous version of NetDisturb to keep your license
scheme. However, this license will not enable you to use NetDisturb version 4.7, because
the license date of version 4.1 and under is too old. You should contact ZTI (contact@zti-
telecom.com) to get back a new unlimited license when upgrading to version 4.7.

3.3 How to install the software downloaded from the Internet
The installation procedure is a standard installation program.

« If you have downloaded the NetDisturb .zip file from the website, you must first unzip
this file in a temporary directory. It contains the Setup_NetDisturb.exe file and the
related documentation.

 Then run “Setup_NetDisturb.exe” from the temporary directory to launch the setup
procedure.

p NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.

3.4 How to install the software from the CD-ROM

The installation procedure is a standard installation program. On the CD-ROM, you will
find the “Setup_NetDisturb.exe” file.

p NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.

Copyright © 1998-2009 ZTI. All Rights Reserved. Page 12/36
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3.5 How to install the NetDisturb Client only (from the CD-ROM)

On the CD-ROM, a second setup allows installing the NetDisturb Client on a machine.
This is useful if you need to install the NetDisturb Server and the NetDisturb Client on
two different machines.

To install the NetDisturb Client (Windows 98, 2000, XP or Server 2003), run
“Setup_NetDisturbClient.exe” and follow the setup instructions to proceed with the
installation.

3.6 During the installation

Follow the instructions until reaching the NetDisturb package selection window.

NetDisturb Standard Edition NetDisturb Enhanced Edition

89 NeiDisturb V4.7 Setup - Standard Edition

Please select the MetDisturb package to install.
The MetDisturb package ta install depends on the license you own,

8 NetDisturb V4.7 Setup - Enhanced Edition

Please select the NetDisturb package to install.
The MetDisturb package to install depends on the license you own.

Trial

with a S oftware Pratection
Key

with a USE Software
Pratection Key

Package Mao.1 - NetDisturb

Package Mo.2 - NetDisturb

Package Mo.3 - MetDizturb

The MetDisturb Trial package iz a fully functional version that iz
limited to 15 days use.

The MetDisturb S oftware Protection Key package provides you an
unlimited licenze requiring a Software Key. This package is also
deszigned to uparade users wha are already using this mechanism
with previous versions of MetDisturb

The MetDisturb USE Software Protection Fey package provides pou
an unlimited license requiring a USE Key and is available from the
vergion 4.6 of MetDisturb.

Select one of the packages to continue.

LCancel

Trial

with a Software Protection
Key

with a ISE Software
Protection Key

Package Mo.1 - HetDisturb

Package Mo.2 - MetDisturb

Package Mo.3 - HetDisturb

The NetDisturb Trial package iz a fully functional version that iz
limited to 15 days usze.

The MetDisturb Software Protection Key package provides you an
unlimited license requinng a Software Key. Thiz package iz alza
dezigned to upgrade uzers who are already using this mechanism
with previous versions of MetDisturb

The NetDisturb USE S oftware Pratection Key package provides you
an unlimited license requining a USE Key and iz available from the
wersion 4.6 of MetDisturb.

Select one aof the packages to continue.

3.6.1 NetDisturb packages in a few words

To use the NetDisturb software, there are 3 license schemes:

= Package No.1 - NetDisturb Trial
during 15 days after the first run. When the trial period has expired, the license
should be purchased.

= Package No.2 - NetDisturb with a Software Protectio

: the Trial package allows you using NetDisturb

n Key: this package is for

users owning a Software License key and for the users of the previous versions of

NetDisturb .

requirement.

= Package No.3 - NetDisturb with a USB Software Prote

requires a USB dongle containing the NetDisturb
Protection Key is provided with NetDisturb from version 4.6. This package allows
the installation of NetDisturb on several PCs but the only PC able to run
NetDisturb is the one having the USB dongle plugged in.

It keeps your current installation and files, without additional

ction Key : this package
license. The USB Software

Copyright © 1998-2009 ZTI. All Rights Reserved.
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As previous user, you may be interested to move to a USB Software Protection Key:
please contact your distributor or ZTI to get more details about the license migration
program (see paragraph 4.3 NetDisturb & USB Software Protection Key for more details).

This software is licensed on a per workstation basis. This means that you will need to get a
separate license for each machine you will run it on. The license may be a software license
key or the USB Software Protection key.

A The USB Software Protection key contains only the license information.
The NetDisturb software is available on a separate CD-ROM.

3.6.2 Which package should I install?
Depending on your needs, please find here below the package most suitable for you.

3.6.2.1 | want to evaluate NetDisturb

In that case, choose the Package No.1 “NetDisturb Trial".
You will be able to use NetDisturb during 15 days only.

3.6.2.2 | already use NetDisturb...
_____ ‘
.\.\ This paragraph is dedicated to the users owning a previous version of NetDisturb.

... and | want to upgrade and keep my permanent license

In that case, choose the Package No.2 “NetDisturb with a Software Protection Key”.
Your installation will be upgraded and your existing permanent Software Protection Key
will be kept.

... and | want to upgrade and use the USB Software Protection Key | bought

In that case, choose the Package No0.3 “NetDisturb with a USB Software Protection
Key”. Plug the USB dongle before launching NetDisturb.

3.6.2.3 | just bought NetDisturb...

_____ ‘
.\.\ This paragraph is related to the users purchasing NetDisturb V4.7

... and | chose the Electronic Software Delivery (ESD)

In that case, choose the Package No.2 “NetDisturb with a Software Protection Key”. When
you launch the software for the first time, press the “Enter” key when the ZTI logo appears.
Then, get the site code and email it to us with your details and your purchase order
reference at contact@zti-telecom.com. We will send you back the site key enabling your
permanent license. More details about the way to proceed are available in paragraph
“4.2.1 Installation of the Software Protection Key”.
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... and | received the CD-ROM & USB Software Protection Key

In that case, choose the Package No.3 “NetDisturb with a USB Software Protection Key”.
Plug the USB dongle before running NetDisturb.

... and | will receive CD-ROM & USB Software Protection Key in a few days

In that case, choose the Package No.2 “NetDisturb with a Software Protection Key”. You
will get a fully functional but time-limited Software Protection Key.
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3.7 What has been installed on my computer?
The default settings install NetDisturb software components in the following directory:

C:\Program Files\NetDisturb with the following subdirectories:
C:\Program Files\ NetDisturb \Client
C:\Program Files\ NetDisturb \Driver
C:\Program Files\ NetDisturb \Server

And the following Shortcuts are created:
Start » All Programs » NetDisturb

- NetDisturb (start both Server and Client)

- NetDisturb Client Only

- NetDisturb Server Only

- Read Me First

. Uninstall NetDisturb

. User Guide

- USB Key Viewer (USB Software Protection Key version only)

3.8 How to reinstall another package?

If you already have installed one of the NetDisturb V4.6 packages, click
Setup_NetDisturb.exe and select, in the window below, the new package you want to
install.

88 NeiDisturb V4.7 Setup - Standard Edition

Please zelect the MetDisturb package to install. ~_-_j/
The MetDisturh package to install depends on the licenze pou own,

Package Mo.1 - MetDisturtb | The MetDisturb Trial package is a fully functional version that iz
Trial lirmited to 15 days usze.

Package Mo.2 - NetDisturb The MetDisturh Saftware Pratection F.ey package provides wou an
with a Software Pratectian | Ynlimited licenze requinng a Software Kep. This package is also

Key desgigned to upgrade users who are already uzing this mechanism
with previous versions of MetDisturb

Package Ma.3 - MetDisturb | The NetDisturb USE Software Protection Key package provides you
with a USE Software an unlimited licenze requinng & USE Keyp and iz available from the
Pratection Fey werzion 4.6 of MetDigturb,

Select one of the packages to continue.
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3.9 How to transfer the software to another compute  r?

For the users having the NetDisturb USB dongle: install the software on the target
machine by using the Package No.3 ("NetDisturb with a USB Software Protection Key"),
and then plug the USB dongle before running the software on this machine.

For the users having only the Software Protection Key, install the software on the target
machine by using the Package No.2 ("NetDisturb with a Software Protection Key"), and
then refer to paragraph “4.2.2 Software Protection Key Transfers” to know how to
transfer the Software Protection Key.
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Part4 How to handle your license?

4.1 NetDisturb Trial

You don’t need any license to install the NetDisturb Trial package . After the first run of
NetDisturb Server, the NetDisturb Trial package can be used during 15 days.

4.1.1 NetDisturb Server License Information window

When you run NetDisturb Server, the information about your trial license is displayed, as
shown below.

MetDisturb Server, - License Information

To get more details about MetDizturb or to get an unlimited license:

- Pleaze contact your local distributor
- or 5end an email to contact@zti-telecom. com
- or Call on +33 2 9648 4343 [GMT+01:00).

Your trial license will expire in 15 days.
Thanks for using our softwarel

You are now able to use NetDisturb during the next 15 days.

4.1.2 End of the fifteen-day trial period
Once the trial period is over, you can’t use NetDisturb anymore, see below:

NetDisturb Server - License Expired

Your trial license haz expired.

To get more details about MetDizturb or to continue using
HetDizturb with an unlimited licenze:

- Pleaze contact your local distributor
- or Send an email to contacti@zh-telecom_com
- or Call on +33 2 9648 4343 [GMT+01:00).

Thank you for using our softwarel

When you press the OK button, NetDisturb will stop running.

To continue to use NetDisturb please contact you local distributor or ZTI to get an
unlimited license.
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4.2 NetDisturb & Software Protection Key

Licensed users of NetDisturb that are already using the Software Protection Key should
not need to refer to the section 4.2.1. To transfer the owned Software Protection Key to
another PC or to another directory, please go directly to section 4.2.2.

4.2.1 Installation of the Software Protection Key

This software is licensed on a per workstation basis. This means that you will need to get
a separate license for each machine you will install it on. Each licensed copy of the
software installed on a system has a unique Site Code that requires a corresponding
unique Site Key to work.

A period of 15 days is automatically enabled at the first installation of the software. If you
try to install the software again, the Software Protection Key will disable the trial period.

If you want to configure your Software Protection Key before the time-limited period end,
press Enter just after launching the NetDisturb when the following message is displayed:

v

15 days left out of 15

Press the <Enter> key to configure your license.

Then, you will see the following Software Protection Key configuration window:

'\liﬁ NetDisturb - License Configuration |:”:'B‘

Program License Help

7 A

=rs

Site Code: DBBS 1085 DOAC BE3E 5C

15 days left out of 15

Site Key: |

To authorize this program for this site, send your name, site
code, company name and e-mail to:

n

phone: +33 2 96 48 43 43

fax: +33209648 14 85
e-mail: contact@zti-telecom.com

To mowe a license to another directory or computer, you can use the
“License™ menu at the top of this dialog.

< |

“ou can bring up thiz configuration dialog when the program starts by

At the end of the trial period when you launch NetDisturb, the same Software Protection
Key configuration window appears, but saying “Program not authorized” instead of
showing the remaining days of use.

To get the Site Key and obtain a permanent license, please send an email to contact@zti-
telecom.com or contact@zti.fr with the following information:
o The Site Code (you can copy and paste the Site Code displayed in the license
window)
The name of the software: NetDisturb
The OS used
Your details
The purchase order's number and date of purchase

© O 0O
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AL re .
242 NetDisturb - License Configuration [Z| |

Brogram License Help

]
% Program not authonized
L 1=

Site Code: DAZ0TB1A DOAD F258 21

Walidate
Site Key: |

X

To authorize this program for this site, send your name, site

Tl

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can use the
“Licenze” menu at the top of thiz dialog.

“ou can bring up this configuration dialog when the program starts by

code, company name and e-mail to: il

e

b

We will then email you the Site Key. You can now close the license's window.

After you have received the email with the Site Key, open the Software Protection Key
configuration window again by pressing the Enter key as explained before. Copy the Site
Key in and then click "Validate". After validation of the Site Key, you will get the following

message:

Congratulations!

i ;. You are now licensed to run this software.

Press OK to continue or Cancel if you want to run your software later.

= |Important: one Site Code is associated with one Site Key, and only one. A Site
Code is unique for each PC installed. For security reasons, as soon as you validate
a Site Key (trial or unlimited), the Software License program generates a new Site

Code automatically.

= For any question or further information, please contact our technical support:

Email: support@zti-telecom.com or support@zti.fr
Phone: +33 2 9648 4343
Fax: +33 2 9648 1485

When you launch NetDisturb with a permanent Software Protection Key, you will

see the following window:

\J

Press the <Enter> key to configure your licenze.
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4.2.2 Software Protection Key Transfers

A Software Protection Key transfer is not a duplication of any type. Please contact
ZTI or your authorized distributor for site Software Protection Key information and
for several Software Protection Keys purchase.

Software Protection Keys can be transferred using one of the following methods:

= Direct transfer: move the Software Protection Key to another directory of the same
PC or between two PCs linked to the same network.

= Transfer by media: move the Software Protection Key from a source PC to a
target PC by using a floppy disk or USB key.

4.2.2.1 Direct Transfer: move the Software Protecti  on Key from one local directory
to another

This transfer mechanism must be used to move a Software Protection Key in two cases:
- From a source to a target directory of the same PC
- From a source to a target directory of networked PCs

» First, copy the program (copy the NetDisturb folder) to the target directory.
For example from “C:\Program Files\NetDisturb” to “C:\Temp\NetDisturb”

e Then run the program from its original directory (from “C:\Program Files\NetDisturb”). When
the Software Protection Key configuration window appears, press Enter and select
“License > Transfer to directory ...” in the License menu as shown below:

Eﬂ NetDisturb - License Configuration __||_|R|

Program QNs===8 Help

(55 ‘| Transfer to directory...

==

gji  Transfer out to another computer...

9 gilllicense

To authorize this program for this site, send your name, site  »
code, company name and e-mail to: i

£11

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a licenze to another directory or computer, vou can uze the
“License” menu at the top of thiz dialog.

You can bring up this configuration dialog when the program starte by »

* Provide the path name of the target program (for example C:\Temp\NetDisturb\Server\
NetDisturbServer.exe)
* The Software Protection Key is now transferred to the new directory.
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4.2.2.2 Transfer by Media (USB key) from a source P C to a target PC

p A USB key or a floppy disk is needed for this kind of transfer.

To transfer the Software Protection Key from the source PC (PC #1) to the target PC (PC
#2), proceed as described in the following order:

1) First install the program on the target PC (PC #2).

2) Run the software on PC # 2 and kill the time-limited Software Protection Key in order to
get an unauthorized license on this PC.

If the "Transfer in from another computer ..." item of the license menu is disabled, you
must kill the Software Protection Key.

How to kill the Software Protection Key?

When the Software Protection Key configuration window appears, press Enter and select
“License > Kill license” in the license menu.

gj‘é NetDisturb - License Configuration E“ g

Program Qifs=y==8 Help

[E; ‘| Transfer to directory. ..

==

Sil  Transfer out to another computer. ..
i Kill license

To authorize this program for this site, send your name, site A
code, company name and e-mail to: i

Walidate

|

phone: +33 2 96 43 43 43

fax: +33 2 96 48 14 85
g-mail: contact@eztitelecom.com

To move a license to anether directory or cemputer, you can use the
"License™ menu at the top of thiz dialog.

%ou can bring up this configuration dialog when the program starts by w
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A message box will appear:

Kill License

\:.5_/ Are you sure pou want to delete your current license?

Warning

After deleting pour licenze, vou will need to purchaze a new licensze to
continue uzing this program,

Tes ‘

Press 'Yes' to kill the Software Protection Key and a confirmation code is displayed:

Kill License X

Your kill confirmation code is:

|FDEIE CBAaF 7445 DB5E FDAT F771 B4

You should write down thiz number in case you need to
prove that the licenze was actually deleted.

Click 'OK' and the Software Protection Key window displays now "Program not
authorized":

Eﬁ NetDisturb - License Configuration |_ H IR|
Program License Help

[ A5

==

Program naot authorized

Site Code: D347 5CD3 D0A4 7C54 86

Walidate
Sike Kew |

To authorize this program for this site, send your name, site &
code, company name and e-mail to: i

ZT1

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
g-mail: contact@zti-telecom. com

To move a license to another directory or computer, you can use the
"License™ menu at the top of this dialog.

ou can bring up thiz configuration dialog when the program starts by |
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3) Select “License > Transfer in from another computer

Key License menu:

A = :
fl:ﬁ NetDisturb - License Configuration

Sil
Walidate
[

To authorize this program for this site, send your name, site
code, company name and e-mail to: il

rall

phone: +33 2 96 48 43 43

fax: +33 296 48 14 85
e-mail: contact@zti-telecom.com

To move a license to anether directory or computer, you can uze the
"Licensze™ menu at the top of thie dialeg.

“ou can bring up thiz configuration dialeg when the program startz by »

The "Transfer License In (Step 1 of 3)" window is displayed:

Transfer License In (Step 1 of 3)

a licensed copy on anather computer.

licenzed copy of thiz program on anather computer.

"Mest' at the bottom of this dialog box,

Cancel

Tranzfer In enables vou to transfer a licenze to this program from

For thig proceszs you will need 1 floppy disk and accezs to a

Ihzert a floppy dizk into your computer's “A" drive and press

If pow are uzing a drive other than drive "A", enter itz path here:

|.-'-‘«:'\ Browsze...

..." from in the Software Protection
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4) Insert a floppy disk or use a USB key as requested in step 1 of 3 and specify the path.
Then press “Next >": the "Transfer License In (Step 2 of 3)" window is displayed:

Transfer License In (Step 2 of 3)
Mow the license needs to be copied to the floppy disk:

1. Remove the Hoppy dizk and take it to the computer with
the licensed copy of this program.

2. Run the licensed copy of thiz program and select
"Trangfer Out",

3. Bring the dizk back to thiz computer and press "Mest".

[F there is a sighificant delay between transfers [for example, you
are maving a licenze friom waur waork, computer to vour home

computer], pou can suspend the transfer process and continue
later :

Continue Transfer Later ‘

Cancel |

5) Go to the source PC (PC #1) and insert the media (USB key or floppy disk). Then start
the program on PC #1. When the license configuration window appears, press Enter and
select “License > Transfer out to another computer ...” as shown below:

Eﬂ NetDisturb - License Configuration |:||:|B|

Program QE=2y=C8 Help

5 ‘| Transfer to directory...

Transfer put to another computer. ..

Kill license

To authorize this program for this site, send your name. site »
code, company name and e-mail to: il

ZTl

phone: +332 96 48 43 43

fax: +33296 4814 85
e-mail: contact@zti-telecom com

To move a license to another directory or computer, you can use the
"Licenze” menu at the top of this dialeg.

“ou can bring up thiz configuration dialog when the program starts by

[«
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The following window is displayed:

Transfer License Out (Step 1 of 2)

FCreen.

Transfer Out enables wou ta transfer a license from this program
ta an unlicensed copy on another computer.

To begin, run the unlicensed copy on the remote computer,
select "Transfer License In". and follow the instructions on the

When you are ready, insert the transfer floppy disk into pou
computer's 4" drive and press "Mext",

IF pou are using a drive other than drive "A", enter its path here:

X

At

Browsze. .

Cancel |

Input the media path (USB key or floppy disk) and then press "Next >". When the license is
put on the media, you get the “Program not authorized” message:

#1 e .
'Eﬁ NetDisturb - License Configuration

Program License Help

EF A

==

Frogram not autharized

Site Code: D3A7 5C03 DOA4 7C54 86

EOX

Walidate

Site Key: |

code, company name and e-mail to:

A

phone: +33 29648 4343

fax: +33296 48 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can use the
“Licen=e” menu at the top of this dialog.

“fou can bring up this configuration dialog when the program starts by

To authorize this program for this site, send your name, site A

v

contact@zti-telecom.com).

6) Remove the media from PC #1 and return to PC #2.
Click the 'Next' button on the step 2 of 3 of the “Transfer license in” window (on PC #2) to

complete the transfer.

The permanent Software Protection Key is
now transferred from the source PC to the
target PC, and you get the following
message:

Click Finish to continue.

Transfer License In (Step 3 of 3)

You can check that the Software Protection Key is not available anymore on the source
PC since the NetDisturb software license is on a workstation basis.
Contact us to get information for a Site Software Protection Key (contact@zti.fr or

Congratulations!
The license has been successfully ransfered.

Press "Finizh'' to continue
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4.3 NetDisturb & USB Software Protection Key

The USB Software Protection Key is the most flexible way to transfer your license to any
other PC. Plug it in the computer you want to use NetDisturb on.

If you are a user of a previous version of NetDisturb (version 4.5 and under) and if you
are interested with the USB Software Protection Key, please contact ZTl Sales Offices
(Email: sales@zti-telecom.com).

Part 5 Uninstall NetDisturb

To uninstall NetDisturb, please select “Uninstall NetDisturb” by using the shortcut:
Start » Programs » NetDisturb

All installed components of NetDisturb will be removed including the NetDisturb driver.
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Part 6 Run NetDisturb

6.1 IMPORTANT STEP: | must configure the NICs that will be used and
unselect all protocols before running NetDisturb

The setup procedure realizes the installation of the NetDisturb driver transparently. It will
be installed positioned on top of each Ethernet or wireless NIC if the driver of the NIC is
NDIS compatible. The NetDisturb driver sets in the kernel of Windows 2000, XP or Server
2003 and handles the exchanges between two NICs. The NetDisturb driver linked to the
selected NICs is available and transparent. It doesn’t appear in the protocol list.

Now there is an important manual operation to do be  fore using NetDisturb :

1. In order to avoid unexpected traffic generated by the protocol stack on the NICs,
you should unselect all protocols first (TCP/IP, Client or Microsoft Networks, etc.).

2. To unselect protocols from a NIC used by NetDisturb , use the “Control
Panel/Network and Dial-up Connections” or the “Control Panel/Network
Connections” program and uncheck all protocols.

- NIC Upload Properties

General | Avthentication .t‘-\dvanc:ec-l |

Cohnect using:
i B8 CNet PRO200WL PCI Fast Ethemet |

Thiz connection uses the following items:

[[] %= Microsoft TCPAP version B
[C] %= Network Monitor Driver

[ %=wMONI Protocol Analyzer

L] T Internet Pratocal [TCRAR

¥

| |

Install... Urminztall Fropetties

Dezcription

Show icon in notification area when connected
Matify re whe this connection has limited or ho connectivity

[ 0K J,_ Cancel ]

Example of NIC with all unchecked protocols
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6.2 Launch NetDisturb

As NetDisturb is made of 2 parts (NetDisturb Server and NetDisturb Client), you need to
run these two programs in the following order:

1. NetDisturb Server
2. NetDisturb Client

To run the software in this order, click on:

Start » All Programs » NetDisturb » NetDisturb (start both Server and Client)

6.3 First Run
1) The NetDisturb Server startup

NetDisturb Server is started automatically when using the NetDisturb shortcut (start both
Server and Client).

You may also start the server independently, for instance when you are using a

remote configuration where NetDisturb Server doesn't run on the same PC as
p NetDisturb Client.

To start the NetDisturb Server alone, use the Windows start menu:

Start » All Programs » NetDisturb » NetDisturb Server

After a few seconds and depending on your license, you will get one of the following license
windows:

15-day trial version license Permanent Software License

MetDisturb Server - License Information

To get more details about NetDisturb or to get an unlimited licenze: V

- Pleaze contact your local distnbutor

- or Send an email to contacti@zti-telecom. com
- or Call on +33 2 9648 4343 [GMT-+01:00).

Your trial licenge will expire in 15 days.
Thanks for using our software!

Urlimited license

Press the <Enter> key to configure your icense.

USB Software Protection key

When you use a USB Software Protection key, there is no window displayed!
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If NetDisturb has detected some configuration issues, a list of NICs, which can’t be used
by NetDisturb will be displayed as shown in the warning message below:

NetDisturb Server

a

'j ‘Local Area Connection 2' MIC can't be used by MetDisturb since it has its TCP/IP stack activated.

All MICs that you want to use with NetDisturb must have all protocol stadks unchedked.
Please use the Control Panel to configure your MICs and then restart NetDisturb to apply your changes.

Click on OK to validate (you will configure later).

The next window displayed is NetDisturb Server

HetDisturb Server - Standard Edition - Version 4.7

Impairmett Interface Configuration and Statjstics

| Interface & not zelected | | Interface B: not zelected |
Handled Packets; | | | | Handled Packats | | | |
Lost Packets: | | | | Lozt Packets: | | | |
Delayed Packets | | | | Delayed Fackets: | | | |
Dezequenced: | | | | Dezequenced: | | | |

I | | | I | | |

Fragmented packets: Fragmented packets:

|Acaming o Outgoing on B |izarming ary B Outgoitig on &
________ | Packetsper Second | | [ | PacketsperSecond [ |
| Packets | il ] Packets
| |

| Throughput | |

[ Reset Counters _I

Throughput [ |

Current Farameters
Refresh Perod [in second]: | | # Buffers: | |

Application of Laws: |

Sampling to Compute Throughputs: | | Desequencing: | |

Current Client Connection
Clignt: | (Mo Client Connected| | [ Show Current Contest ] [ Rezet Logs ]

[ 16H15mn 36 MetDistub Standard Edition,
'Local Area Connection 2' MNIC can't be uzed by NetDisturh since it hag it TCPAAP stack activated.

We recommend closing NetDisturb Server and then to configure the NICs usable by
NetDisturb as described in paragraph 6.1 if you didn't configure the NICs before.
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2) NetDisturb Client startup

NetDisturb Client is started automatically when using the NetDisturb shortcut.
The default connection parameters used to exchange between NetDisturb Client and
NetDisturb Server are:

* NetDisturb Server IP address or Host Name = 127.0.0.1

(127.0.0.1 = default local IP address if the NetDisturb Server and the NetDisturb
Client are installed on the same machine).

e HTTP Port Number = 8080

You may also start the NetDisturb Client’s part alone, to connect to a remote
NetDisturb Server.
To start the NetDisturb Client alone, use the Windows start menu:

p Start » All Programs » NetDisturb » NetDisturb Client
When NetDisturb Client starts, it will ask you to enter the parameters to connect to
the NetDisturb Server machine:

MNetDisturb Client - Connection to the server

MetDisturk Server Information
The dialeg with the =erver iz bazed on SOAP which iz uging HTTP protocel. To connect to
the NetDisturk Server proceed as follows:
- Firzt, =pecify the IP addrezz or Host Name of the NetDisturk Server.
- Then, enzure that the HTTP port entered iz correct (the default port number iz 2080).

IP addres= or host name: | 127.0.0.1 |

HTTP port number: anal

oK | | cancel |

On the first run, there is no Interface defined. NetDisturb Client will tell you how to
ﬂ configure those 2 interfaces.

MetDisturb Client

i J There is na Interface selected.

To select the 2 Interfaces required by MetDisturb, please go to the Interface Selection area using
the menu Actions /Configuration or dick on the Configure NICs button located in the main window.
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Click “OK” and the NetDisturb Client main window will appear:

a NetDisturb Client - Impairment Tool for IP Networks - Default.wsx

File:

Flows to impair using fiters

() View Run #01
Oview| || munemz
S T
ovew| |
S —
ovew[  |[ munse
(O View |7| Run #07
Ovew| || Runme
) View |7| Run#09
O View 7l R #11
O View |:| Aun #12
Ovew[ || munen

) View |

Edit Actions Working Modes Statistics Help = Show Aggregates »#

Flow #01 |

STANDARD EDITION &

Impairments to apply on packets going from & tc B

= & Duplication

—

ot impairment

Incoming on A

Application Rules Outgoing on B

| | -} Patkets

Impairments on Ato B

0 pi=

wilog T Application Rules
. | |
0

Packets 0
Ak 0 pis

0.00 bis

LostDuplic. Plts 0 [0.0%5]

0 [0.0%]

D
B

‘ [

0 [0.0%]

(Mo Fitter Selected) %

0.00 bis

i

d

A Interface

R —

Ii

Configure Fitter Configure NICs Configure Fitter

B Interface

e

Impairment= on B to A

Outgoing on &

' {No Fiter Selected) (
R

Incoming on B

LLostT 0 [0.0%] 0
View & . =
O | i 0 pis * G 0 [0.0%] * 5 Opis
O View | [[L Run @18 T 0.00 bis A2 Throughputs)  G.00 is
Other flowe to impair without using filtters —_— —_—
- [ oo o Impairments to apply on packets going from B to A
O View | other P Flows | o i i
/ =5 & Duplication b e mitent imf T
() View Per-Flow Statistics =
Rim &1 Stop Al Oefne =fine e
Dashbeard Interfaces Statistics {bazed on Netweork Interface Cards levely
Alarms: | | [Vlew Alarme .. ] Throughput Reception Received Pktz  Filtered Phiz Sent Pkts Throughput Transmizsion
FromAtoB | 0.00 bis 0 pis 0p Op Op 0.00 bi's Opis
CPU Usage 7% FromB to A | 0.00 bis 0pls 0p Op 0p 0.00 bis Dpls

Then, you need to select the NICs (interface A and interface B) that the NetDisturb Server

is going to use.

[ NetDisturb |

A—B

| IP Network

-
L

Alnterface i

|

Ethemethic | 2B Ethernet NIC
10/100/1000 Mbps 1010011000 Mbps

" B Interface . IP Network
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Select “Configuration” in the Actions menu:

NetDisturb Client - Impairment Tool for IP Networks - Default.wsx
File Edit Btal-8 \iorking Modes Statistice Help - Show Aggregates ==

Flows to |, Configuration Flow #01
(%) Vi Reset Counters Cirl+R wfLg Impairments o apply on p
Reset Server

) Wiew |I L 3 Wil o SRS

u} |
)

or click on the "Configure NICs" button located in the main window:

Packetsiz U piz - Impairments on A to B - Packetzfs Upiz
Throughput | 0.00 bie LostiDuplic. Pkts 0 [0.0%] Thirouchut 0.00 bis

f Delayved Phis 0 [0.0%]
‘| (No Fiter Selected) | |‘ Modified Pits 0 [0.0%]
L

" Configure Filter
Outgoing on A

A Interface
Packets 0

ﬁ

Configure Filter ‘i B Interface

| )| {No Fiter Selected) |‘

Configure NICs

_

Impairments on B to A Incoming on B

LostDuplic. Pkis 0 [0.0%] Packets 0

Then the parameters configuration window is displayed:

NetDisturb Client - Parameters Configuration

Displaly Configuration

(o
Samging period for he throughpet calaulation: | 2 | {from ox to 80

Ciinstant Throughpt. (%) Average Throwghput using Sampiing Mechasism

higiDutorh Messwiensnt Unis

Chooss one of e unl bl (defined by EEE 5id 260.1-2004) 1o uss with (he Broeghput stabsbcs
@wmhgﬂﬂﬂjmwurm (kv whans Tehés = 1,000 bEsls

() Une kibdeyie (8} and kibisk par second (Kisfs) whare TKib/e = 1 024 bis's

Parameler abeul ihe ‘Lawa Apply 1o sach TCRUDS Connection of the Fiow" Wshi; Seisction
Fumber of Butfers containing the Laws Vakies: | 2 {from 2 to 104)

Wit the Working Mode ‘Lawa Apply 10 oach TCRUDR Connection of the Flow' is sslecied, wach
TCPAIOR connectian faund m the Fiow shoukl mpained n the same way. Ta resch his dm, the
et ganerabed By Ine ws are sloisd N niemal baffers

There & the same number of buffers for Loss & Duplicatien lnwa s for Deiny & Jtter lrws. £ach
bufter pcaied n the Marmsl memary -3 fesourcs 1o une sparnply- B Akl to contam 20460 valees.
Far simmpls, when 2 i the "Number of Bulfers condaining the Lawas Vilue' valse & bufhers of
2048 values are alincater), comumng 330 KByles of Keimel momory pet Fiow, Ehat s 5 440
Kiryins due o the 17 Flawis

This & wity the Tumber of Duffers confaming the Laws Vakies' valkie shoold be configuied

Rieripce Sedestion
/ 5

At the bottom of this window in the "Interface Selection” part, select one NIC for Interface
A and another NIC for Interface B, and then confirm with “OK”.
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You should see in the combo-box (Interface A or Interface B) all available and operational
NICs. If you don't see any NICs, please follow the steps below:

- Verify that your NICs are installed and operational.

- Enable the needed NICs.

- Stop the NetDisturb Client.

- Stop the NetDisturb Server.

- Reboot your system if necessary.

- Start the NetDisturb Server.

- Start the NetDisturb Client.

Then you should see your installed NICs in the Interface A and B combo-boxes (see the
example below):

MetDisturb Client - Parameters Configuration

Dizplay Configuration

Fiefresh Period: |1 [from 13 ko B0 5]
Sampling period for the throughput calculation: |2 [fram Oz to BO =) e i
ahce

" Instant Throughput * tverage Throughput using Sampling Mechanism

MetDisturb Measurement Unitz

Choosze one of the unit below [defined by IEEE Std 260.1-2004] to uze with the throughput statistics.
* Uze kilobyte [kB] and kilobit per second [kbis) where 1kbds= 1,000 bits/s

" Usze kibibyte [KiB] and kibibit per second [Kibds) where Kbz = 1,024 bits/s

Farameter about the 'Laws Apply to each TCRAJDP Connectionz of the [P Flow' bMenu Selection
Mumber of Buffers containing the Laws Yalues: |2 [fronn 2 ko 100)

When the \Working Mode Laws Apply to each TCPAUDP Connection of the [P Flow' iz zelected,
each TCRAJDP connechion faund in the [P Flaw should impaired in the zame way. Ta reach this aim,
the values generated by the lavwe are stored in internal buffers.

There iz the zame number af buffers far Loss & Duphcation laws as for Delay & Jitker laws. Each butfer
located i the K.ermmel memon -a rezource to uze zparingly- iz able to contain 20480 values.

For example, when 2 iz the 'Mumber of Butfers containing the Laws Walue' value, 4 buffers of 204280
values are allocated, conzuming 320 KEytes af Kermel memary per [P Flow, that iz 5,440 Ebytes dus
tothe 17 1P Flows,

Thiz iz why the Mumber of Buffers containing the Laws Values' value should be configured carefully.

Interface Selection

[l CY el WS nterface 1 (100 Mb/s] 00

Interface B: |Interface 2100 Mb/s) 00-08-41-36-11-59 ﬂ

As soon as the configuration is done, the NetDisturb Server recognizes “Interface A” and
“Interface B” as shown below.
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NetDisturb Serwver - Standard Edition - Version 4.7

Impair O]
| & Interface A MAC addr O0-1E-ESDEEF-28 0 | | € Interface B MAC addt 001EESDEBF22 ) |
0 ] 0
Hardled Packets: [ || | || Handled Packets: [ | |
Lozt Packets: | | | | Lozt Packets: | | | |
Delaped Packets | | | | Delaped Packets: | | | |
[Dezequenced: [ | | | Dezequenced: | | [ |
Fragmented packets: | | | | Fragmented packets: | I |
|Rcoming o d Outgoing on B |neoming on B Outgoing on b
- Packets per Second | |11 | PacketsperSecond [

— ] | B —
[ E—— Thraughput [ | 11 | Throughput [ ]

Current Parameters

Refresh Period (it second): 1sg | # Buffers:.

Sampling to Compte Thraughputs: (2 | Desequencing: | Disabled

Current Client Connection
Client: |

Client connected |

Feset Counters

| Applination of Laws: | Flow Level

[ Shiow Current Context] £ Reset Logs 1

NetDisturb Server configured with two Ethernet NICs (A and B)

The MAC Addresses of the selected interfaces are also displayed in the NetDisturb Client
face:

window by clicking on the o symbol of each inter

MetDisturb Client - Impairment Tool for [P Networks
Fie Edit Actions Working Modes Statistics Melp  Show Aggregates s
Flowes 10 impair Lsing fllers Pl £01 STANDARD EDITION )
&) view [: Impairments 10 apply on packets going from Ato B |
P 1 [huapilie aticon el t e |
COiview | : :
O vew |
Cview |
Vit | = B ca = =
o L Incamng o A, stlor Fules Cutgong on B B
e =3 > = = T
waw | ! Impermer pA
Overl | B Interface: D0 1EESDBEF 22 | Tooue |
OView |
O view |
Om; Configurs Fiter
Oiview | Apphoation Rules
OView | &
O T Imparment= on Bio & ) Incaming on B
" %) i
Oview | | Alnterface: 00 1EE5 DE BF 2B |22 0l
. o - L%] * Opis
Cyview | 0.00 s 0 10.0%)
CFar fiews b0 imgal without e fitars —
T 1 Impairments 10 apply on packets going from B10 &
O View | Other P Flows v: k Betication, Mttt Lo e T t
13 View Per-Flow Statistics
Dazhbonsrd irtertncas Stafictcs (bazed on Network inberface Cards javel)
Alarme re—rP—— Threughput Reception Racered Pids  Fltgrsd Pids  Sand Pils Theoughput Tranamizsisn
- : 0 s 8p op op 00 iz
CRUlzage | 1% FromBio A | 000 bk 0 pfs op op |op 000 his tiple

NetDisturb Client with two Ethernet NICs configured
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6.4 Detailed Description of the Server and Client S tartup

6.4.1 The NetDisturb Server Startup Modes

The level of provided functionalities depends on the availability or not of the NetDisturb
driver. If the NetDisturb driver is lacking, a message warns the user. In that case it is
possible to continue in the “restricted mode” where only a few functions are available.

MetDisturb Server

The MetDisturb Server can't dialog with the Driver ‘MetDisturb'.

Please check the Driver's installation as described in the User Guide.

You may also email this message to support@zti-telecom. com

The restricted mode allows you to configure, create or modify filters and
laws using MetDisturb Client but you will not be able to launch any flow.
Would you like to continue in the restricted mode?

6.4.2 The NetDisturb Client Startup Options

When starting the NetDisturb Client, the Connection to Server parameters window is
displayed.

NetDisturb Client - Connection to the server

MNetDizturt Server Information

The dialeg with the 2erver iz bazed on S0AP which iz uging HTTP pretocol. To connect to
the MetDizturb Server proceed as follows:

- First, =pecify the IP addrezs or Host Name of the NetDisturb Server.
- Then, enzure that the HTTP port entered iz correct (the default port number iz 3080).

IP address or host name: | 127.0.0.1 |
HTTP port number: 2080

| ok || cancel |

This parameters window is made of two sections:
The NetDisturb Client needs the following information in order to connect to the
NetDisturb Server:

- The NetDisturb Server IP address

. The NetDisturb Server HTTP port number

In case of a connection failure (if one of the parameters is invalid), an error window pops
up. To go back to the identification window, just click on the OK button.

NetDisturb Client

A

The connection with MetDisturb Server can't be established,
Please make sure that:

1) The IP Address or the Host Mame is correct,

2) The HTTP port number is valid and the firewall is allowing this port.

3) The NetDisturb Server is running.

4) Mo other NetDisturb Client is already connected to the MetDisturb Server machine.
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