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NetDisturb Foreword

The content of this User Guide is provided for informational use only. It is subject to change without
notice, and must not be used as a commitment by ZTI.

ZTI could not be liable for any direct or indirect damages caused by the software or User guide
imperfection.

The elaboration of this guide has been made to be as accurate as possible. We hope that you will
find all the information required to use our software in a convenient way. Failing to do so, do not
hesitate to contact us at support@zti-telecom.com.

Except when allowed by license agreement between ZTI and User, no part of this guide or the
software may be reproduced, transmitted in any form or by any means.

To contact us:

ZTI

1 boulevard d’Armor
BP 20254

22302 Lannion Cedex
France

Phone: +33 2 9648 4343

Fax: +33 2 9648 1485
Web: http://www.zti-telecom.com/or http://www.zti.fr/
Email: contact@zti-telecom.com (marketing & sales)

support@zti-telecom.com (technical support)

Copyrights
Copyright ZTI 1998-2009. All rights reserved. The software described in this manual is furnished under a
France Telecom licensed product. License Agreement and may only be used in accordance with

the terms of this agreement.

No part of this manual may be copied, reproduced, translated or recorded by any mean without prior written consent from
ZTI. All products and company names mentioned in this document are trademarks or registered trademarks of their
respective owners.
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Software License Agreement
This is an agreement between you (legal entity or physical person) and ZT]I.

COPYRIGHT

The enclosed Software and documentation (here after called the Products) remains the property of ZTI.
French copyright laws and international treaties protect this product.
ZTI grants you the right to use the products according to the following:

USE OF THE SOFTWARE

You may:
e Install the software on the hard disk of your system in accordance with the software protection
described in the next paragraph.
e Make one backup copy of the software provided that this copy is not used or installed on any
computer.
» Use the Products correctly.
In accordance with copyright and patent laws, the Licensee undertakes:
e To use the Products only for its own use
e Not to modify the Products
* Not to make illegal copy of the Products
* Not to give, rent, sublicense or sale the Products
e To protect and respect ZTI and its Products reputation.

SOFTWARE PROTECTION

NetDisturb software is licensed on a workstation basis. You will need to purchase a separate license for
each machine that you install it on. Each licensed copy of the software installed on a workstation has:

0 aunique Site Code that requires the corresponding unique Site Key to be entered

0 oraunique USB Software Protection key, to be plugged before

to run the software.

LIMITED WARRANTY

The Software is supplied without any express or implied warranty regarding the performances or results
obtained by the use of the Products.

ZTI warrants that the software media (i.e. CD-ROM) will be free of material defects for a ninety (90) days
period following your purchase. The limited warranty applies to the media and not to the information
contained on it. If the media does not comply with this limited warranty, the only remedy is the replacement
of the media software

In no event, ZTI will be liable for any kind of direct or indirect damages caused by the Products.

COURT OF LAW

French laws will govern this agreement.
The court of Saint-Brieuc (France) shall finally settle all disputes arising out of or in connection with this
Agreement.

For further information, please contact: ZTI customer support department.

ZTI

1 boulevard d'Armor
BP 20254

22302 Lannion Cedex
France

Phone: +33 29648 4343

Fax: +33 2 9648 1485

Email:  support@zti-telecom.com or support@zti.fr
Web: http://www.zti-telecom.com or http://www.zti.fr
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Part 0 Preface

0.1 Organization of this manual

This user guide is aimed at helping you to discover and use NetDisturb . This manual is organized
as follows:

e Part 1: Product Overview

Briefly describes the key features of the NetDisturb software.

e Part 2: What's new in NetDisturb version 4.7

Is a general overview of new features, main improvements provided with NetDisturb version 4.7.

e Part 3: Install NetDisturb

Presents the product requirements, how to install the software downloaded from the Internet or
from the CD-ROM, provides important information to upgrade from previous versions and explains
how to choose the most suitable NetDisturb package.

e Part 4: How to handle your license?

Describes how to proceed for the license transfer

e Part 5: Uninstall NetDisturb

Describes how to uninstall the software.

e Part 6: Run NetDisturb
Describes how to run the NetDisturb Server and NetDisturb Client.

e Part 7: Using the NetDisturb Client

Describes how to use the NetDisturb Client.

» Part 8: Using the NetDisturb Command Line Interface

Describes how to use the NetDisturb Command Line Interface (CLI), including the commands and
their parameters.

e Part 9: Using the NetDisturb Server

Describes how to use the NetDisturb Server.

e Part 10: Annexes

Describes additional information about the mathematical laws used by NetDisturb , the default
context value and the parameters saved in the Registry database.

In this document, you will find the following symbols: They mean:

Note or Remark

A Warning }3 Zoom or Advice
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0.2 Minimum System Requirements

To appropriately operate NetDisturb you need the following minimum system requirements:

e Windows 2000, XP or Server 2003

*  Pentium processor with 512 MB memory at least

» Two identical Ethernet NICs are recommended: Ethernet, Fast Ethernet, or Gigabit Ethernet
network interface card.

* 1024 x 768 display, DPI setting = Normal size (96 DPI) and Font size = Normal

» 20 MB free hard disk space

Acrobat Reader is needed to display the NetDisturb Help. If Acrobat reader hasn’t been
installed, a warning message is displayed to inform that the help file can't be opened.

0.3 Technical Support

ZTl Technical Support can assist you with all your technical problems from installation to
troubleshooting.

Before contacting our Technical Support, please read the relevant sections of the product
documentation and the “Read Me First” file.

Before contacting our technical support, make sure you record the following information:

* Product name and version.

e Trial License or unlimited licensed product.

e System configuration.

* Problem details: settings, error messages...

» If the problem is persistent, give the details of how to create the problem.

You can contact Technical Support by:

Email Send as many details as possible to support@zti-telecom.com or support@zti.fr

Fax Send as many details as possible to +33 2 9648 1485

Telephone | Telephone support is available from 09:00 am to 07:00 pm (GMT Time +01:00 or
+02:00), Monday to Friday. Call on +33 2 9648 4343
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Part 1 NetDisturb Overview

NetDisturb is an IP network emulator software that can generate impairments over IP networks
(IPv4 and IPv6) such as: latency, delay, jitter, bandwidth limitation, loss, duplication and
modification of the packets.

NetDisturb allows disturbing flows over an IP network helping to study the behavior of applications,

devices or services in a disturbed network environment.

NetDisturb is inserted between two Ethernet segments acting as a bridge and operates bi-

directional packet transfer on Ethernet, Fast Ethernet and Gigabit network interface cards.

NetDisturb

Remote control

Local control

Ethernet HIC
10/100/1000 Mbps

Ethernet HIC
101001 000 Mbps /

Microsoft

1.1 Product Requirements L’U WindOWS

* Platform: Pentium PC running 32 bits version of Windows 2000, XP or Server 2003 with
Microsoft TCP/IP installed and at least 512 MB Ram. 20 MB free hard disk space.

* Hyper-threading, multi core and PC multiprocessors are also supported.

* Two ldentical Network Interfaces Cards (NIC) are recommended: Ethernet, Fast Ethernet, or
Gigabit Ethernet.

* Display resolution: at least 1024 x 768 (more readable: 1152 x 768 and sup.), DPI setting =

Normal size (96 DPI) and Font size = Normal.
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1.2 Typical Applications

No need to buy expensive hardware, use NetDisturb software as hundreds customers around the
world!

Development assistance and debug of automatons for IP equipments: particularly on Set-Top
Boxes operating in cable or telecom environments.

Performance & Acceptance Tests: Qualify and evaluate the behavior of IP equipments (phone,
fax, gateway, set-top box, IMS core, call server, application server, residential gateway, ADSL
wireless router, and more...) and applications (audio and video streaming) on IP networks.

Configuration and control of IP Equipments for product verification and test: Define different
QoS levels in an Intranet or Internet environment to configure terminals, gateways and routers.

Test Laboratories: NetDisturb provides repeatable QoS on different flows using configuration
mode and values (loss, duplicate, delay, packet content impairment) defined by the user, and
So re-create real world problems in the lab.

Applications test: NetDisturb allows testing applications such as Voice over IP, Fax over IP,
streaming audio and video, IPTV, VoD, real time applications and services, and other
distributed applications.

Emulation of symmetric or asymmetric network conditions found on the Internet and enterprise
networks (LAN, MAN, WAN): latency, jitter, packet loss, bandwidth limitations, and more... to
test IP applications (VolP, streaming audio & video, etc.), services and products sensitive to
various real conditions.

1.3 Key Features

What are the major features of NetDisturb V4.7?
With NetDisturb 4.7, two software editions are available: Standard and Enhanced

Common Key features for Standard and Enhanced Editions

Simultaneous support of IPv4 and IPv6

Client-Server Architecture based on the SOAP mechanism which uses the HTTP protocol and
the XML format for the exchanges between the client and the server.

NetDisturb is an Ethernet Bridge to avoid any network configuration.

Use of standard Ethernet Network Interface Cards up to 1 Gbps

Symmetric or Asymmetric Bandwidth limitation  with router simulation

Very easy to use and intuitive Graphical User Interface

16 configurable flows per direction

Aggregates of IP flows can be defined (set of IP flows sharing the same Delay & Jitter Law)
User-defined rules for disturbances: pattern trigger, starting time after delay or number of
packets received, stop impairments after number of received packets or elapsed time, loops,
and more...

Predefined filter parameters based on the main protocol header fields (MAC, MPLS, VLAN,
IP, TCP and UDP headers) or user-defined pattern filter

Unidirectional or bi-directional packet impairments

Impairments: Latency, Loss, Duplication, bandwidth limitation, Delay and Jitter, Content
Impairment (mathematical laws and user-defined files)

Change the impairment law on-the-fly for a flow

Ability to impair the remaining network traffic  that could be either only the IP packets or all
the Ethernet frames.

Connections per IP flow : impairments are applied to the IP flow or to each connection of the
IP flow
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« Ethernet/ Internet modes (out-of-sequence packets)

e Command Line Interface (CLI) to use NetDisturb in test beds

» Ability to handle Ethernet Jumbo frames (payload up to 17976 bytes)
e Statistics display and export detailed statistics into a file

e Accuracy = 1 millisecond resolution

Specific Key features for the Enhanced Edition

* Impairments based on protocol primitives:
- ARP (ARP Operation Code)
- DHCP (DHCP Message Type)
- DNS (DNS Message Type, DNS message Operation)
- FTP (FTP Command, FTP Returned Status)
-  FTP-DATA
- HTTP (HTTP Method, HTTP Returned Status)
- NTP
- RTP (Audio Payload Type, Video Payload Type, DTMF)
- SIP (SIP Method, SIP From, SIP To, SIP Returned status)

* RTP and FTP data flow automatic discovery.
» Detailed event log window per flow viewing the events and application of the impairments
according to the user-defined rules.
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1.4 Comparison between Standard and Enhanced Editio  ns

The table below summarizes the main differences between NetDisturb Standard edition and
NetDisturb Enhanced edition.

Features NeLDidsfyrb Ne!,,?jfcfe‘j"b
= =
Impairment of IPv4 and IPv6 packets, ARPs and Ethernet frames Yes Yes

Filter parameters to define a flow:
* Activity rules:

- Start/Stop after a time limit or a packet counter or a pattern
trigger

- Loop to reapply the rule with delay between each iteration Yes Yes

» Packet filters: source address, destination address, source port,
destination port, protocol, DSCP DiffServ (ToS), MPLS, VLAN, ,
MAC address...

» User-defined pattern filter based on Ethernet packet content

16 user-defined flows to impair using filters and other flows to

impair without using filters ves Yes
Dynamically modify impairments on-the-fly per flow in each

direction when running ves VEE
ﬁ({:)egrrlefﬁ;as of flows (set of flows sharing the same delay and/or Yes Yes
View Per-Flow statistics and NICs statistics Yes Yes
Accuracy = 1 millisecond Yes Yes
Standard impairments: drop/loss, duplicate, delay (latency), jitter,

bandwidth limiting, congestion, packet error, bit error, reorder, burst

errors Yes Yes
Delay from 1 millisecond up to 10 sec in each direction

Emulate bandwidth up to 1Gbps

Impairments by using the IP protocol field Yes Yes
Definition of flows to disturb based on protocol pr imitives:

* ARP (ARP Operation Code) No Yes
* DHCP (DHCP Message Type) No Yes
* DNS (DNS Message Type, DNS Message Operation) No Yes
 FTP (FTP Command, FTP Returned Status) No Yes
* FTP-DATA No Yes
e HTTP (HTTP Method, HTTP Returned Status,) No Yes
e NTP No Yes
e RTP (Audio Payload Type, Video Payload Type, DTMF) No Yes
» SIP (SIP Method, SIP From, SIP To, SIP Returned Status) No Yes
Detailed events log per flow No Yes
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1.5 Examples of Use

The following examples illustrate a subset of use cases implemented in various projects.

Simulation of packet loss rate for a corporate network

The modeling of packet loss rate of a banking network has generated
a loss rate file with 1.3 million values. Before the deployment of new
applications on the network, NetDisturb Standard Edition simulates the
network to test these applications by using this external file containing
loss rates to recreate the actual conditions of exploitation.

Simulation of a satellite link (with a 2 Mbps downlink and a 512
Kbps uplink throughput) for workstations of a branch office that
generate TCP and UDP flows.

NetDisturb Standard Edition simulates the satellite link with limited
uplink and downlink bandwidth. An aggregate is defined to submit
all TCP and UDP flows to a function of delay - to reflect the delay of
several hundreds of milliseconds introduced with the satellite link.

Application of disturbances on VLANs encapsulated over MPLS frames.

NetDisturb Standard Edition generates losses and delays of packets for
specific VLANs implemented in a very large MPLS core network.

Tests of robustness for application protocols used in Triple Play
Set-Top Box over DSL with NetDisturb Enhanced Edition

VoIP use case: for example, verify that the SIP REGISTER or the
SIP INVITE message is retransmitted in case of no answer and
then apply a loss and delay for RTP packets of the SIP session.

DHCP use case: for example, check that the OFFER message is
lost following a transmitted DISCOVER message to validate
automatic DHCP retransmission.

Test Video over IP using RTP with NetDisturb Enhanced
Edition

NetDisturb  generates impairments (loss, delay,
duplication, modification of packets...) for the testing of
codecs integrated in gateways, servers, STB and more...
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1.6 NetDisturb handles and impairs flows

NetDisturb is based on the notion of flows.

A flow is a set of packets with a set of common packet properties, and can be unidirectional or bi-
directional.

Flows are part of sessions (successions of flows and "think times") related to some homogeneous
user activity (e-commerce, mail, MP3 file, web, etc.).

_.2think imes " —_____

A ————— \\\\A ------------ *

e _ <=

o «= _-- TCP connection l -
== 4 — l—-—_—

v v -

S~ o - LN < - - - -
S~~ - ~ -~ - -
- T~ Flow~="_ --~ i
Start of session = - End of session
arrivals

An IP flow is described by using an n-tuple.

In the typical case, the following 5-tuple is used: IP addresses (source and destination), protocol
and port numbers (source and destination).

An IP flow is composed of connections (such as TCP connections to make FTP transfer by
example).

To define the n-tuple for a flow, NetDisturb uses the notion of filter. A filter is the combination of the
following optional parameters:

Ethernet header

. Destination MAC address
Source MAC address
Ethernet Packet Length
IP Version (IPv4 or IPv6)
Other protocols (ARP)

List of VLAN-ID (Ethernet frames 802.1Q)
List of MPLS-ID

IP Header
. Destination IP address (IPv4 or IPv6)
Destination IP Mask (bit mask for IPv6)
Source IP address (IPv4 or IPv6)
Source IP Mask (bit mask for IPv6)
Protocol (ICMP, TCP, UDP...)
Differentiated Services Code Point (DSCP) / ToS Byte

List of Ports (for TCP or UDP packets)
Destination port list
Source port list

Protocol primitives (only for Enhanced version): ARP, DHCP, DNS, FTP, FTP-DATA, HTTP,
NTP, RTP and SIP.

User-defined Pattern Parameter (search for a defined pattern with an offset in the Ethernet
frame content)
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User-defined rules can be associated with the filter to condition the applying of
the impairments.

With NetDisturb you can define up to 16 filters, i.e. 16 flows. An additional item named "Other
Flows" is in charge to handle all flows (IP or not) that have not been user defined. For this item no
filter can be defined, but impairments can be applied.

NetDisturb manages up to 10,000 connections — all flows included.
The client window below illustrates the management of flows by NetDisturb.

B NetDisturb Client - Impairment Tool for IP Networks - Default. wsx
File Edit Actions WorkingModes Statistics Help  Show Aggregates »»

Flow's to impair using fiters Other Flows (Ethernet Packets) | ENHANCED EDITION 0
O View | TCP | [Q_sttup #1 ] wilog Impairments to apply on packets going from A to B
— Loss & Duplication Delay & Jitter Law Content iImpairment
O View | HTTP |[©stop#oz] oz
3 Burst Uniform Loss v| |Cun5tant Delay v| |(Nune} v|
QO View | NTP |[©stop#03] [ wwirac
- Loss: Burst Uniform Law Define Constant Delay Defiie (None) &
O View | 5P | [@stop #04 ]| wioc
e —
; By o .
) View Run #15 | witog 2 i
Incoming on A Appiication Rules Outgoing on B
O View | Run #0 Packets 233278 | P | Packets 83520
Packets/s 51 pis l Impairments on A to B i Packets/z 21 pi=

() View

O View

O View | In #19

Oview| | Rusil [Owiteg Alnterface h LARING i | i
Run # _

O View 12 Application Rules

O ven | | Roriog |

Throughput | =74 khis Lost/Duplic. Pkiz | 149655 [64%] Throughput | 244 kbis
Delayed Pits| 52820 [35%] 1

T Modified Pkis 0 [0.0%]

O view Outgoing on A Impairments on B o A . Incoming on B

o Packets saz379 Lost/Duplic. Pits D{0-0%]1 Packets Se5E28
Packetsis | 2088 pis e Delayed Pids G L = Packetsis | 4188 pis

O View | Throughput | 368 Mbls Mocied Eie 23183{5.3%] Throughput | 50.0 Mbés

Other flows to impair without using filters ——— — —_—

. . ~— ¥ Impairments to apply on packetz going from B to A
Hher Fiows &8 Stop wilog i
- = Delay & Jitter Law

Loss & Duplication

Content Impairment

() Visw Per-Flow Stafistics (None) v |(Nune} v |Peroentage -
(None) Netia (None) Fafra Percentage Natine
R Al Stop Al Oefine Define Define
Dashbeard Interfaces Statistics {based on Network Interface Cards level)
Alarms: | | [\.ﬁew P J Throughput Reception Received Pkis  Fitered Pkiz  Sent Pkis Throughput Tr
FromAtoB | 574 kbis 51 pls 529528 p 528529 p I78ET4 p 244 fbis 21 pls
CPU Usage FromB to A | 5000 Mbie 4185 pls 1008387 p 100897 p || 1005540p | 369 Mbis 3085 pis

The graphical user interface represents the two NIC cards used by NetDisturb as "A Interface" and
"B Interface" as illustrated below.

[ NetDisturb ]

A—B

| IPNetwork | Ainterface M ¥ Binterface | IP Network

Ethemethic | 2B Ethernet NIC
10110011000 Mbps 10/100/1000 Mbps
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For each direction A = B or B 2 A, 16 flows can be defined by the user. And for each flow, loss or
duplication, delay and jitter, and content impairment laws can be applied as shown in the figure
below.

______________________________________________________________________________________________________

A—B [[% Loss law &F Delay & Jitter law
MNoloss |

g |-/ Content Impairment law

No delay | /| No content impairment |
Flow #01: filter defined = . L .
Flow 402 not defirad [ |Loss law & 7] Delay & Jitter lawy Content Impairment law
Flow #03: filter defined [/INo loss [ INo delay [_| No content impairment

: .F.i.lier#’IS' not defined = = g :

Fiter #16: not defined [ [Loss law | [ | Delay & Jitter law | . |[_| Content Impairment law || :
Other flows — | £INo loss l/INo delay No content impairment || |

/ﬁ user dafined Fiows \

— S Alnterface | B Interface . ’
- | |

10,100, 1000 Mbps 10,7100, 7000 Mbps

|[ Loss law | o [ |Delay & vitter law| o ||| Content Impairment law A~-B |
[T Notoss || [/1No delay ¥l No content impairment Fikar 41 ot defned |
| - S Filter #02: defined |
i [ JLosslaw | _ [[7]pelay & Jitter law & /] Content Impairment law ATt tened :
i No loss [/ Mo delay *|[] Mo content impairment || ®=Filter #15: defined |
: = = = Filter #16: not defined i
| Losstaw | |/ Delay & Jitter law| | [|Content Impairment law || = ""*""""" |
HI#No loss [ [No delay L No content impairment i

In the above example, NetDisturb has been configured with the following parameters:

Direction A - B

* The Filter #01 defines the "Flow #01", and a loss law is applied to the packets of this
flow,

e The Filter #03 defines the "Flow #03", a Jitter law and a content impairment law are
applied to the packets of this flow,

* As no loss, no delay and no content impairment laws are applied to the 'Other flows', all
non-matching packets with the Filters #01 and #03 are relayed directly from A to B.

DirectionB > A

* The Filter #02 defines the "Flow #02", and a loss law is applied to the packets of this
flow,

e The Filter #15 defines the "Flow #15", a content impairment law is applied to the
packets of this flow,

* As a delay law is applied to the 'Other flows' , all non-matching packets with the filters
#02 and #15 are delayed from B to A.
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1.7 How does it work?

We illustrate how NetDisturb handles incoming packets with the following figure from the A to B

interface.

Iz Flonee # MK
o running?
Wes

4
4

X
v

5
1
: Dioes the
| packet match
i

}

1

Mo

T Vs

the fitter?
I [del,é'gie_dJT {content impaired)
Incoming ok Outgoing
—p | : > |y
packet e packet(s) —

) B Interface

A Interface Tes

Other Flows |

<" Delay ?

(dlelayed)

Yes

(cortert impaired)

Depending on the active user-defined flows, NetDisturb checks the incoming packet against the
filter of the flow before applying loss, delay or content impairment treatments.

When this packet matches the filter of a flow (Flow #xx for example), then NetDisturb identifies
whether this packet must be lost/duplicated and/or delayed, and/or its content must be impaired.

If this packet does not match any filter, NetDisturb applies the treatments for the 'Other Flows' and
based on the laws defined i.e. lost/duplicated, delayed and content impairment.

For each packet received on an interface, NetDisturb analyzes in order the filters from 1 to 16
before considering this packet belongs to the "Other Flows".

So NetDisturb can apply impairments on the flows defined by the user either unidirectional (A - B
or B = A) or bi-directional (the same or different impairments are being applied for both directions:

A->BandB > A).
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1.8 Filter characteristics and user-defined impairm  ent rules for the flow

Two types of parameters can be used to define the filter for a flow:

Predefined Parameters with the following options:

- ARP

- VLAN

- MPLS

- IP (TCP/UDP)

- Protocol primitives (only for Enhanced version): ARP, DHCP, DNS, FTP, FTP-DATA,
HTTP, NTP, RTP and SIP.

And/Or User-defined Pattern Parameter (search for a defined pattern with an offset in the

Ethernet frame content)

One of the features of NetDisturb is the definition of optional rules to link the launch of the
impairments for a flow with an event or not.

Definition of the optional rules to apply impairments for the flow:

- Start when finding a pattern (with an optional offset) in the packet [Trigger ]

- Delay before applying impairments (number of packets or elapsed time)

- Stop impairments after a number of received packets or elapsed time

- Reapply n times (n=0 means infinite) the previous conditions with a delay (elapsed time or
number of received packets) between each cycle

Thus, the flow can be impaired continuously or impaired following user-defined rules with activity
cycles.

If selected, notice that the Trigger is an intermediate step after the frame has been classified in a
flow and before the frame is impaired.

For example, when NetDisturb is running a flow with user-defined rules including a trigger, several
states are possible:

=N

=

=N

Waiting for the Trigger: the impairments do not apply. This state is the initial state of the
Trigger.

Delay before applying impairments: the impairments still do not apply because a delay is
defined before applying the impairments. This state changes to the state "Applying
impairments” when the activation condition is reached. All packets or frames are relayed
without treatment.

Applying impairments: the impairments are applying.

Delay before next cycle running: the impairments still do not apply because a delay is defined
before reapplying the impairments. All packets or frames are relayed without treatment. This is
available only when cycles are defined.

No more impairment: the impairments don’t apply anymore. All packets or frames are relayed
without treatment.

% A Trigger can remain active permanently when no duration limit is defined.
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1.9 Apply Impairments to Applicative Protocols with

NetDisturb Enhanced Edition

Two editions of NetDisturb software are available: Standard Edition and Enhanced Edition.

The Enhanced Edition allows defining filters including protocol primitives whose list is detailed

below. So you can define precisely the exact primitive of the protocol to disturb if needed.

ARP

ARP request
ARP reply
RARP request
RARP reply
DRARP request
DRARP reply
DRARP error
INARP request
INARP reply

DHCP

DHCPDISCOVER
DHCPOFFER
DHCPREQUEST
DHCPACK
DHCPNACK
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

DNS
DNS Message Type

Query
Response

DNS Message Operation

QUERY
IQUERY
NOTIFY

STATUS
UPDATE

FTP
FTP Returned STATUS

OK (200)

Not Found (404)
1xx Series

2xx Series

3xx Series

4xx Series

5xx Series

FTP Command

ABOR
ACCT
ALLO
APPE
CDUP
CwWD
DELE
EPRT
EPSV
FEAT
HELP
LIST
MKD
MODE
NLST
NOOP
OPTS

(BOOTP request)
(BOOTP reply)
(BOOTP request)
(BOOTP reply)
(BOOTP reply)
(BOOTP request)
(BOOTP request)
(BOOTP request)

FTP Command (cont.)
- PASS
- PASV
- PORT
- PWD
QUIT
REIN
REST
RETR
- RMD
- RNFR
« RNTO
- SITE
SMNT
STAT
STOR
STOU
- STRU
e SYST
- TYPE
- USER

FTP DATA

HTTP

HTTP Returned STATUS

- OK (200)

Not Found (404)

Moved (301)

1xx Codes

2xx Codes

» 3xx Codes

» 4xx Codes
5xx Codes

HTTP Method

OPTIONS

GET

HEAD

POST

- PUT

- DELETE

- TRACE

« CONNECT

NTP

RTP
Audio Payload Type
- 0PCMU
- 3GSM

- 4G723
- 5DVI4

- 6DVI4
7 LPC

8 PCMA
9 G722
10 L16

- 11L16

Audio Payload Type (cont.)

» 12 QCELP

- 13CN

- 14 MPA

- 15 G728

- 16 DVI4 (11,025 Hz)

- 17 DVI4 (22,050 Hz)
18 G729

Vldeo Payload Type

- 25 CelB

. 26 JPEG

« 28 nv

- 31H261

- 32 MPV

. 33 MP2T
34 H263

DTMF

RTP (SIP From)

RTP (SIP To)

SIP

SIP From

SIP To

SIP Returned STATUS

OK (200)

Trying (100)

Ringing (180)

Moved (301)

1xx Codes

»  2xx Codes

» 3xx Codes

» 4xx Codes

- bxx Codes

« 6xx Codes

SIP Request
INVITE

« ACK

- BYE

« CANCEL

« OPTIONS

« REGISTER

PRACK

SUBSCRIBE

NOTIFY

PUBLISH

- INFO

- REFER

« MESSAGE

- UPDATE
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The following screenshot illustrates for example the parameters of a user-defined filter ("My New
SIP Filter") for a SIP message ("REGISTER") that we want to disturb. This filter can be used for
example to study the retransmission mechanism when a SIP REGISTER is lost by using
NetDisturb with a Set-Top Box.

NetDisturb Client - Confipure Filter "My New SIP Filter” - From A to B

Filters List
LNew FiIterJ[ Copy ” Delete J[Renarne” Up J Down Asshciation with

Association with another Flow (Enhanced Edifion)

The Aszociation will be available as soon a3 a compatible flow will be
defined £.9. containing ATP when this filter iz SIF, or containing FTP-DATA

TFTP Fiter & when the fiter 1= FTP.
WNC Fiter 5
Printer Fitter
Telnet Fitter Description of "My New SIP Filter"
GRE Filter = Filtter Parameters
FTP Fiter . PP Frame Version: [EQUALS TO] IPvé
BGP Fitter .. [AND] Protocol EQUALS TO] 17 UDP
M5-50L-5 Filter [AND] Destination Port: [EQUALS TO] 5080 i oK
WLAN Fitter - [AND] SIP Returned STATUS: [EQUALS TO] OK (200} |
POP3 Fiter ™ |0 SIP Request: [EQUALS TO] REGISTER e——
NTP Filter = Rules applving to Impairments
RSVP Filter - Start Impairments after: 15 Second(z) x_ Cancel
SCTP Fiter Stop Impairments after: 2 Minute(s) =
SIP Fitter Reapply these rules: 3 times
My Mew SIP Fiter =
el

Configuration of "My New SIP Filter”

Predefined Parameters | Pattern Parameter || | Rules applying to Impairments |
Step 1: Choose a Parameter Step 2: Define the parameter "SIP Request"
- Destination |Pv6 Address Mazk ”~ —
. Protocal = DOperator: |£c£1als to » |
4 bR |ser-defined value or kst | |
¥ TCPAUDP ports
& DHCE (5) Predefined value: | REGISTER v |
#- DNS
= FTP i
& FTF DATA == ‘J Dielets thiz parameter_J
& HTTP Help
- NTP Select one or more values from the predefined list,
#-RTP
=-5IP =
- 5IP From
~.8IFTa
~ SIP Retumed STATUS [
" 5IP Request |

1.10 List of impairments

Pre-defined Loss and Duplication laws:

* Loss: Constant Law
Parameter: number of packets

* Loss: Uniform Law
Parameters: alpha, beta, threshold

e Loss: Burst Uniform Law
Parameters: alpha, beta, threshold(n), threshold(n + x), depth

e Loss: File (Loss Values)
Parameters: file name, threshold

e Loss: Percentage
Parameter: percentage
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Loss: 1 Packet out of N
Parameter: range (N)

Loss: Percentage & Duration (time-limited losses percentage)
Parameter: percentage, duration

Loss: File (Percentage & Duration)
Parameter: file name

Duplication: Percentage (send n times the received packet)
Parameters: percentage, Min < n < Max

Duplication: 1 Packet out of M (duplicate 1 packet n times every M received packets).
Parameters: range (M), Min < n < Max

Duplication: Uniform Law
Parameters: alpha, beta, threshold

Loss (1 out of N) then Duplication (1 out of M): the loss law (1 Packet out of N) is used
first before the duplication law (1 Packet out of M)

Pre-defined Delay & Jitter laws:

Constant Delay
Parameter = constant delay

Constant Delay & Exponential Jitter
Parameters: constant delay, A

Constant Delay & Uniform Jitter
Parameters: constant delay, alpha, beta

Constant Delay & File (Jitter)
Parameters: constant delay, user file

File (Packet Sending Minimum Cadences)
Parameter: user file

Router Simulation & Constant Delay
Parameters: IP throughput, max memory, constant delay

Router Simulation & File (Packet Sending Minimum Cadences)
Parameters: IP throughput, max memory, user file

Constant Delay & File (Throughput & Duration)
Parameters: constant delay, user file

Pre-defined Content impairment laws:

1 Packet out of N
Parameter: range (N)

Percentage
Parameter: percentage

Normal Law (Laplace-Gauss)
Parameters: average, standard deviation, threshold

Uniform Law
Parameters: alpha, beta, threshold
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1.11 Working modes and flow aggregation

Two important features of NetDisturb allow you to define how disturbances will apply to the flow of
packets:

- the working mode

- the aggregation of flows

1.11.1 Two Working Modes

NetDisturb offers two working modes by applying impairments:

- Enable/Disable out-of-sequence packets in a flow,

- Impairment laws apply to the IP flow or to each TCP/UDP connection of the IP flow.
These modes are used together.

For example, NetDisturb set with the following modes simulates the Internet network with disturbed
flows:

- Enable out-of-sequence packets in a flow

- Impairment laws apply to the IP flow

Another example: to disturb VolP communications in the same way on an Ethernet network, use
NetDisturb with the following modes:

- Disable out-of-sequence packets in a IP flow

- Impairment laws apply to each TCP/UDP connection of the IP flow

Enable/Disable out-of-sequence Packets

Impairment may introduce changes in the packet sequence — for example by introducing different
delays for the packets of a flow.

One of the Ethernet characteristics is to keep packets received in order. Internet hasn’t got this
constraint regarding the packet order: some packets can use one route while others use another
one, with the consequence the receiver may get packets unordered.

NetDisturb is able to simulate the Internet network (enable out-of-sequence packets) or to react as
Ethernet does (disable out-of-sequence packets).

Impairment laws apply to the IP flow or to each TCP  /UDP connection of the IP flow

NetDisturb is able to dispatch IP packets into the TCP or UDP connection they belong to. This
mode makes possible to apply the same impairment values to each packet of each connection.
Assuming the impairment has been defined with a loss law: lose the third packet for 10 packets
received, the results depends on the way this law handles the packets:

e Impairment laws to be applied to the IP flow
When this option is selected, every received packet matching the filter for this flow is considered to
belong to the same flow. Processing is carried out in “continue”. With the previous example of loss
law (lose the 3" packet on 10 received), NetDisturb will lose the 3" packet for ten received packets
whatever the TCP/UDP connection belongs to.

e Impairment laws to be applied to each TCP/UDP connection of the IP flow

When this option is selected, NetDisturb analyses each received packet in order to associate this
packet to a TCP or UDP connection already existing by using these parameters: protocol, IP
addresses and port numbers. If the connection doesn’t exist, a new one is created. With the
previous example of loss law (lose the 3™ packet on 10 received), NetDisturb will lose the 3™
packet for ten received packets of each TCP or UDP connection. Up to 10,000 connections can be
handled simultaneously by NetDisturb.
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The option “Impairment laws to be applied to each TCP/UDP connection of the
IP flow” is not available for the flows using a filter based on applicative protocol
primitives.

1.11.2 Flow Aggregation

An aggregate is a consecutive set of flows sharing the same Delay & Jitter Laws. All flows of an
aggregate share only one aggregate's Delay & Jitter law (with one law per direction).

This feature is particularly useful for the following cases: satellite simulation, VPN, routing,
bandwidth limitation...
Up to 8 aggregates for all 16 flows can be defined.
The flow order in the aggregate defines the priority of packets to delay. While the top flow packets
get the highest priority, the other flow packets are queuing until there are no higher priority packets.
In the example illustrated below, two aggregates have been defined:

- The light blue colored aggregate collects two flows (#01 and #02)

- The dark blue colored aggregate collects the flows #04, #05 and #06.

B NetDisturb Client - Impairment Tool for IP Networks - Default.wsx
File Edit Actions WorkingModes Statistics Help  ««Hide Aggregates
Flows to impair using fitters Other Flows (Ethernet Packets) ] ENHANCED EDITION 0

) View Qsmp #01 wilog r Impairments to apply on packets going from A te B
Loss & Duplication Defay & Jitter Law Content Impairment
Ovewlow | ~m2 [l - t “"

| Burst Uniform Loss s | |Cnnstant Delay V'| | (Mone} L ‘

Wiew Stop #03 wiloa (Nene) #02
O - Loss: Burst Uniform Law Canstant Delay n (Mone) > = |

&

§

LR

L& B,
8

Define Defing Defina e

O View [ RsVE [@stop #04] (I o
i —— (—
O vew FHS Incaming on A P Outgoing on B L
T #08
Ovew[wr | +ms | lwies Packeis [ s Packels —
O Throughput | 0.00 bis Lost/Duplic. Phts 16 [80%] Throughput |  0.00 bis [m
iew
Delayed Pkis 4 [20%] |__
{None) #09
) View Wodified Pkis 0 [0.0%] ——s
— I
View un#10 .’ = i
O ’ B BT (Nene) | #11
O View run#11 |[Jwilog Alnterface ) () B Interface - e e
_ e #2
: TR : Pl
Ovew[ ][ =2 [Jwites PR D
O View Aun#13 | [ 2ppiingimpaiments | o
O View Run#ig CQutgoing on A mpairments on B to A Incoming on B |715—
— T (None)
T — e T e PR o EER | =)
iew un #15 | — -
Packetsis | Ople g Delayed Pits | 0[0.0%} <= Packetsie ops lone)
O View Run 15 [ wilog Throughput | 0.00 bis AU e 0-1&0%] Throughput | (.00 bis
Other flows to impair without using fiters — == —
Impairments to apply on packets going from B to A
op wilng ¥
= Loss & Duplication Delay & Jitter Law. Content Impairment Help
- A The aggregateis-a
(D) View Per-Flow Statistics (None) e | | (None) i | | Percentage i consecutive set of

Flows sharing the same
(Mone} Nefra (None} B Percentage Mafa
Riin &1 Stop Al e some L Delay & Jiter laws. All
Flows of an aggregate

share only one

Cashbeard Interfaces Statistics (based on Network Inferface Cards level) aggregate’s Delay &
Alarms: ‘ | [V»ew Alarms .. J Throughput Reception Received Piis  Fitered Pkiz Sent Pits Throughput Tr i e w. Thera eone

FromAWB [382Mbs | 305 0is [[eosasen [ moszsep [43a778p [ 3e2Mbe  [[305nis | || 2garegate Delay & ditter
CPU Usage 100 % From 8 i A l__‘mm "_Nﬁ s ” 897855 p ” 1573544 p “ 1873544 p " 434 Mbis " 281 ple. J law per direction.
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1.12 Traces and logs (Enhanced Edition only)

Once a filter is defined for a flow, it's possible to trace the events and packets to impair with

NetDisturb Enhanced Edition.

The following screenshot shows the log window displayed after running the flow when the option
Clw/log | has been checked for the flow.

ll! HetDisturb Client - Impairment Tool for 1P Hetworks - Default. WSX

File Edtt Actions WorkingModes Siatisics Help  Show Aggregates »=
Flows {0 mpar ushg fiters [ Flow #01: 5p_| ENHANCED EDIMON
) View | 5P i[Gruneor [Cwiiog | - srparments to apply on packets gaing from A 10 8
OW\\' : HTTP ] DM R [r1Disturk Client - Flow #01: Logs -
e HEET R — |
OVew | FIP _Iynunma [Jwhog 5 Miajox Everis oot sadet] | Magor Evarts (A 10 B1 | Maioc Everts 1 bo A e J
028 R T — e
AR TRIGTAESE Al Steedadin Thee Flow 12 unwerg, Iesgesierients vl 5 when ot
Oy view | NS [0 Run 204 ][] wirog MVEEAISIEMEE All  Stavdwdind  Themosnts ae ek
o O03/02/24 1516 1485 Bioh_ Standudinio___The Flow iz nnneg lmpas E—
O i I OHCP . D 1 FALSIRTAEE  Bigh e irdey e
OView | arp |2 R 805 | [ witag |
Ovew[sr R ) i
: ¢ 1 ¥
Ovew | FiroaTa | [lwitog . "
I i #09 |
Ovew| ]| 7esi Clwog 4
[ Rt | View the mcomng packats capture fle on & and B [bele appiing mpaements]
O e !— - - D Mltos Ferare. mconng_packets_fonB01 peap ,'
E Wiewr caphrad pack sty 2 = h
Crview | = Cwieg A Interind Click left by views ol fibevedd packols uning your defoull rebwork sriyee hterface
—————— ._ Ivomng Pachels Impamerts Detads |—
Qe #13 Frvd By soatry chrl s 0 e ek S0P o porreng packelt By woeng S patkal bt shemar
Oview | {2 Rz [Fluitog Hog i i s 70 abl P e tha ovenspeusin] packet e ciping pachers cophen s (oo above)
= 1 - - Filarame: meormend pachets_Mow b (55 Bptes) ek berg o opeh e et s
Crview | J[Sruma [[Jwinog Fi Piptimshs i visw tha latwat gdalid rdamation
s | ] |~y fLog Outgong Humbs  Date/Time Side | Detaln 1
o L #id [T] F0R02.20 154509 M8 | Ata B Sekection of the Fites RTP G722
[ N e ats 2009-02-20 154509048 | Bta A Sekettion of the Fitel RTP G122 |
O View | (== RmEL [lwheg Ll JOOR0320 15 4941395 Ato B Found RTP CaliD ‘c¥iT7ac iedetf 13cd 304000780 | )
- = i 090220 154511995 Ato B Found BTP fow 172.20 141549548 )
O View | Aun #1687 wilog thvoerele] | | 20080220 154911965 | Ato B [Found RTCF fow 172 20 14 1540649 i
—_— | 0080230 1548 12018 | Ato B Found RTP flow 172 20 14 1210008
2005-02-20 154912018 At B Found RTCP fow 172.20 14 1210009
Other fliows to impair without using flers r'"'_-_'m 1 20080720 15494583 Ato B jno impairment) I
—— | ) 2z 0090220 154915435 | At B (0o imparment)
© Vew | otner P Fows [ Run [Jwiog i 3| IeR0220154515458 Ao B oo imparmant)
4 0000220 15:42 15,455 | Ao B ino imparmant) o
iew Per-Flow Statistics |Loose 1 5 20050220 154915475 AmB  (na imparment) |
© = _ & JOOR02-00 15 4915475 At B (no imparment) —=
Los: T 2008.02.20 154915435 Ato B (no imparment]
irif V| ¢ nestemisasisis Awn i imesmen Dafins l
H 0000220 1543 15515 | Ao B |ina imparmant)
 _— W 200220 154915515 | Ata B (no imparment) R —
Dashboand iertnces 9 1M S0P 154815845 A B (no imparmeni)
Alarms I ] = = 12 0000220 15 4% 155345 Ato B (no impasrmant) b it
] ! FromA'lo B 13 FNR02-20 15415555 At B |(no imparment) |
Cadic il £F 20 FromB1o A |

For each flow with the checked log option, all incoming packets for the two interfaces A and B are
saved into a capture file.

By using the opened log window when the flow is started by pressing the corresponding Run #xx
button, you can:

- Display the major events for both directions (A = B and B - A).

- View the captured packets of the flow (for both directions) before applying impairments by
using your default network analyzer launched automatically (for example:
Wireshark/Ethereal).

- View the impairment applied for each packet of the flow (for both directions):

(no impairment) or (lost) or (delayed) or (modified)...

NetDisturb generates two files per flow when the w/Log option is checked:

- incoming_packets_flow#xx.pcap for the flow No. xx (this capture file contains all incoming
packets for the two interfaces and can be viewed with a network analyzer such as
Wireshark).

- incoming_packets_flow#xx.txt for the flow No. xx (this text file contains the description of
the impairment applied for each incoming packet for the two interfaces that is numbered
and time-stamped by NetDisturb).

You can then examine very precisely by using these two files what incoming packet is concerned
and the nature of the applied impairment.
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1.13 Statistics & Alarms

Different statistics are calculated and displayed by NetDisturb:
- Detailed Statistics for each Flow (and for both directions)
- Summary table of Per-flow statistics

- Interfaces Statistics (based on Network Interface Card level) and Alarms
These statistics can be saved into a file for a later use.

Detailed statistics for each Flow

For each direction (A - B or B > A) NetDisturb displays:

« @ For the incoming interface: the number of received packets matching the filter, the number
of received packets per second and the throughput

« @ For the impairments:
- The number and percentage of lost or duplicated packets
- The number and percentage of delayed packets
- The number and percentage of modified packets

« ® For the outgoing interface: the number of sent packets, the number of sent packets per
second and the throughput

Impairments to apphy on packets going from 4 to B

Loss & Duplication Belay 8 Jitter Law Content Impairment
Percentage of Loss Mﬁ| |Expunenti&1 Jitter %| |Nufma1 Law Impairment ‘d!|
Loss: Perceniage Constant Dﬁ:artﬁ.tr &E:-cpu:rnenti&l Normal Law (Laplau:&-Gﬂuss
Bl
e R
i

Incoming on A Application Rules - Outgoing on B
Pachets | | PLikats
Packetslz I Impairments on A to B * Facketziz
Throughp LostDuplic, Plis Thraughpul
. f Delayed Phis
| Zp v| Meclified Ptz
L —
Alnterface ' Configure Filter Configure Fitter '- {p B Interface

—
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Summary table of Per-Flow statistics

The View Per-Flow statistics displays for each flow and for each direction:
- The incoming throughput and number of received packets per second
- The number of packets matching the filter
- The number of lost/duplicated packets
- The number of delayed packets
- The number of modified packets
- The outgoing throughput and the number of sent packets per second

File ©dit  Actions Working Modes Statistics Help - Show Aggregates »#
Flow's to impair using fiters Per-Flow Statistics l ENHANCED EDITION
O view | VLAN | [Q Stop #01 ] wilog r [3] THROUGHPUT{IN)| PACKETS{IN)[ LOET FHTS | DELAYED FKTS [MODIFIED FKTS | FACKETS(OUT)] THROUGHFUTOUT) |
: s fAtoB 0 0D00Ws Ops 0 0[0.0%] 0[0.0%] 0 (0.0%} 0 000bis Opis
O iew | cup | w2 oz [ gm{,.. i it b it B i
' [BtoA 0 000bs Ops 010.0%] 0[00%] 010.0%) 0 000bs Opls
i View | 5P |[@5mp#03] wilog m{AtnB 0 000bis Ophs 0 0[0.0%] 010.0%] 0 [0.0%] 0 000bs Ops
1BtoA 0 000b: Opis o 0{0.0%] B00%] 0 0.0%] 0 000bs Dps
() View | REVP |[95tup #04 | [ | wiLog l {Atn B 0 000Bs Ops o 0[D.0%] 0[0.0%] 0 [0.0%] 0 000bE Ogms
#02 ) BtoAl 0 DO0BE 0pE o afo.om] “0[0.0%] 0 [0.0%] 0 0O0bs Opis
Cxitiew ITCP—H * #05 R | g fADB 0 0006 ops 0 00.0% 0 [0.0%] 010.0%) 0 000bE 0ps
) BtoA O 000k Opis 0 0[0.0%] O [00%] 0 {005 0 000bis Opis
O vew IUDP—H il et ' #US{ATDH 1122 Mvs 105 it 6785 [100%] 0[0.0%) 6783 1.22 Mb's 105pis
Oview[ || Fun#07 |[CIwitos letoa o oooss ops opoxl  opow o ogows ops
— m{AtDH 2234 Mbis 195 pit 13545 234 Mbis 1895 pis
O View Run #08 | [ wilag LlBtaa 1428 35604 8 ) 0% 24108 428 Mbis 356 pis
{AtDH 0 000bis Opks 0 0[0.0%) 0 {0.0%] 0 O000bis Ops
O View | Run#09 [ ] wilog T lBwa 0 000BE Ops 0 0[0.0%] 0 {0.0%] 0 [0.0%] 0 O000bis Opls
) {Atua 0 000bis Ops 0 07[0.0%] 010.0%] 0(0.0%] 0 000bs Ops
O View run#10 |[Jwilog i [BtoA 0 000hs Opfs 0 00.0%] 0[0.0%] 0 [0.0%] 0 000ks Ops
O View T Run#11 [ Twiion - {Atn B 0 000bis Ops 0 0.[D.0%] 0 [0.0%] 0 [0.0%] 0 000bis Ops
BtoA © 000bis Opis 0 O[no%] 0{0.0%] 0{0.0%] 0 000bis Opis
O view Aun#12 [ Jwilog #10.- AtoB O 000bis Opis 0 0[0.0%] 0[0.0%] 0]0.0%] 0 000bis Opis
[BtoA O 000bis O 0 0[00%] 0]0.0%] 0 {0.0%] 0  000bs O
pis [0.0%] {0.0%] 1 ] Pis
O View | Run#13 [ |wilog {Atu B 0 000bs Opis 0 0{0.0%] 0[0.0%] 010,0%] 0 O00bs Ops
BtoA O O000bs dps 0 0[0.0%] 0[0.0%] 010.0%] 0 O00bis Ops
#11
i view Run#14 |[]wiLeg mz{AtDH 0 000bis Opis 0 0[0.0%] 0[0.0%] 0 [0.0%] 0 O000bs Ops
LBtoa o oDoOWs ops 0 0{0.0%] 0[0.0%] 0[0.0%] 0 O000bis Ops
O View Run#1% | [ wilog At
{ 0B 0 000Dbis Opis 0 0[0.0%] 0 [0.0%] 0 [0.0%] 0 O000bis Ops
: e *3lBwa 0 000bs Ops 0 0[0.0%] 0{0.0%] 0 [0.0%] 0 O000bis Ops
O View | Run#16 {[ |wilog :
#u{Am B 0 000his Ops 0 0[0.0%] 0[0.0%] 0 [0.0%] 0 000bis Ophs
Other flows to impair without uging fiters S G0 B SE LR 010.0%] 0 [0.0%]) 0  000bs Ophs
: AtoB 0 000bs Ops 0 0[0.0%] 010.0%] 0 [0.0%] 0 000bs Opa
O View | Ciher Fiows & stop iLon #15{EtDA 0 000bis Ops Q4  07[0.0%] 010.0%] 0[0.0%] 0 000bs Ophs
. AtoB O 000bis Opis 0 0[0.0%] 0{0.0%] 0{0.0%] 0 000bis Opis
_: 8 BtwA 0 0O0BE Ops 0 0.[D.0%] 0 [0.0%] 0 [0.0%] 0 000bis Ops
{Atn B 0 23bis 1pis 18 15183%] 3117%] 0 [0.0%] 3  000bs Ops
Run Al Stop Al BloA 0 00086 Ops & oo OpOo%  010% & ooows ops
Dashbeard Interfaces Statistics {bazed on Network Interface Cardzs level)
Alarms: | | [Vrew K ] Throughput Reception Received Ptz Filtered Pkiz Sent Pkis Throughput Transmizsion
FromAto B | 3.56 Mz 301 piz 501880 p 591041 p 415411 p 3.56 Mhis 300 pls
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View Per-Flow Statistics

Interfaces Statistics
At the bottom of the Client window, the Interface Statistics displays the following parameters for
both NICs (A > B or B 2 A):

- Throughput and number of received packets per second

- Number of received packets

- Number of filtered packets

- Number of sent packets

- Throughput and number of sent packets per second

Interfaces Statiztics (bazed on Network Interface Cards level)

Throughput Reception Received Pktz  Filtered Pkiz Sent Pkiz Throughput Trangmiz=ion
From Ato B | 150 Mb/= 136 pi= 612001 p 612052 p 436423 p 1.59 Mb/z 135 pis
From B to A | 542 M= 4514 pls 1723136 p 1699425 p 1692521 p 35.9 Mb/= 3074 pl=
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Alarms

The alarms encountered by the NetDisturb driver can be displayed by the user and are classified

per direction for both interfaces:

Incoming direction

Outgoing direction

Number of lost packets
Number of lost bytes

Number of errors returned by the Network
Interface Card driver

Number of missing buffers to keep packets

Number of lost TCP/UDP connections due to the
upper limit of connections handled by NetDisturb

Total number of lost packets

Number of lost packets due to the unplugged
Network Interface Card

Number of lost bytes

Number of errors returned by the Network
Interface Card driver

E NetDisturb Client - Impairment Tool for 1P Networks - Default.wsx
Fle Edit Actions WorkingModes Statiscs Help Show Aggregates =»
Flows o impair using fers ' Other Flows (Ethemet Packets) | ENHANCED EDITION )
Oven[re |[@Sep]
= NetDisturb Client - Alarms Summary
Oveu [ |[@5mr]
Oview e | Alarms Linked to the Direction from Interface A to Interface B
: L= Incoming from A Outgoingto B
Oven[se @S] - e ‘
: ; #Lost Packets:| 0 # Total of Lost Packets: | 927
O view | HE e | AtoB =
| - #Lost Bylex| 0 # Lost Packets because the MC [ 927
Ovew| # Driver Errors:| 48 =P was unplugged
Ovew | | - # Missing Butfer Errors| 0 # Lost Bytes: | 148566
Ovew | #Lost TCPAUDP Cannections:[ 0 | [ Details ] # Driver Errers: | D
O Vew |
) View [ R Alarmz Linked to the Direction from Interface B to Interface A
O view | r Cutgoing to 4 Incoming from B
Ovew| — # Total of Last Packets: # Lost Packets
— BtoA
Ovew| ' # Lost Packets because the NIC D # Lost Bytes: |0
o = was unpluggect ‘ # Driver Errors: ||
v'w = = =
own| ] # Lost Bytes: 110681 ! # Missing Butfer Errors: [
View ] £
: # Driver Errors: [ | [ Detais | # Lost TOPAIDP Connections: [0
O vew | =1
Other flowis to Impair without using fiters i} fUrdate Alarms Summary |
(=) View E Stop f
() View Per-Flow Statistics i'&ﬁ;} v| I_{N;e; v | Percentage w |
{Non=} [Nene) Perceniage
Dashboard Interfaces Statistics (based on Network interface Carda level)
Alarms | Throughput Reception Received Pidz . Fllerad Pids  Sent Pis Throughput Transmission
—— FromAto B [ 571 kivs 52 pis |sszserp  [es2ss7p  |3s0803p  [1o7wws | 150 ]
CRUUsage: | 73% _| From8tos [T2Mbe |[3038pk | 1217774p | 1207774p |1203333p |[365Mbis  [[B07ips |
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1.14 Configurations

Based on Client-Server architecture, NetDisturb software is made of two parts: NetDisturb Server
and NetDisturb Client. NetDisturb Server handles the impairment characteristics and the Client
manages the Server using a simple graphical interface.

This allows two configurations where the Server and the Client parts may be installed on the same
PC (local control), or the Server is located on one PC and the Client is located on a second PC
(remote control). In this second configuration, the Client dialogs with the Server by using a Wan
(for example: PSTN or ISDN) or a LAN link.

Note: Itis recommended for better performances to use two identical Ethernet Cards for
NetDisturb Server.

Configuration No 1 Configuration No 2

PC Windows 98, NT4, 2000, XP or Server 2003
NetDisturb_ Client

PC Windows 2000, XP Client application and GUI
or Server 2003
NetDisturb  Client ][ WAN / LAN
| Client application and GUI |

PC Windows 2000, XP or Server 2003

NetDisturb Server -
NetDisturb Server

| Server application and GUI |

| Server application & GUI

| Driver "Disturb.sys" |

Driver "Disturb.sys”

| Ethernet NDIS driver |
| Ethernet NDIS driver |
| EthemetNIC (&) | | EthemetNIC (B) |
A i | Ethernet NIC (A) | | Ethernet NIC (B) |
A A
LAN (A) LAN (B)
— L LAN (A) LAN (B)
Ethernet 10/100/10 00 Mbps Ethernet 10/100/1000 Mbps — - >
Ethernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps
Client and Server on the same PC Client and Server on two different PCs

The Disturb.sys driver is located in the kernel of the operating system and is installed above the
NIC drivers. This driver is used by NetDisturb to handle the exchanges with the NICs.
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1.15 Performances

To illustrate the key performances of NetDisturb, 2 examples are presented hereafter (by using an
Intel Xeon 5140 2.33 GHz with windows XP SP2).

Example 1: use of 2 Fast Ethernet NICs

' NetDisturb I

A Interface A—B B Interface
> ‘ Measured Throughput =57.0 Mbps
A<+—B
Ethernet NIC Ethernet NIC
100 Mbps 100 Mbps

Bi-processor PC 2.4 Ghz & Windows XP

NetDisturb is configured with 16 IP flows (no loss and no delay for each flow).
With Fast Ethernet NICs, the throughput measured is 97 Mbps in one direction.

Example 2: use of 2 Gigabit Ethernet NICs

NetDisturb e m——_—_= P - humber of IP packets per second
(direction & > B)

AlInterface A—*B B Interface
- ' ‘ P+ Q = 200,000 packets per second
) A+—B
Ethernet NIC = Ethernet NIC
1000 Mbps ®, 1000 Mbps

Bi-processor PC 2.4 Ghz & Windows XP

Measured incoming and outgoing throughput up to 980 Mbps

By using 2 Gigabit NICs, NetDisturb can handle up to 200,000 packets per second with 16 IP flows
defined (for both directions).

Please refer for more detailed information to the "NetDisturb Performance Characteristics on
Gigabits Networks" document.

These two examples show some performances of NetDisturb. This will avoid heavy investments in
expensive hardware solutions.
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Part 2 What's new in NetDisturb V4.7?

This part is a general overview of new features and improvements provided with NetDisturb
version 4.7 and important information to upgrade from previous versions.

More details regarding features and improvements included in the different versions of NetDisturb
can be found in the version.txt file located in the installation directory (default settings: C:\Program
Files\NetDisturb).

The new features and improvements provided with NetDisturb version 4.7 are listed below:

= Two editions are available: NetDisturb Standard Edition and NetDisturb Enhanced
Edition.

= New Graphical User Interface: more intuitive, even easier to use and enriched with new
features

= The definition of a filter to characterize a flow replaces the notion of mask used in earlier
versions. This includes at least one of the two ways to describe the frames matching filter:
- The use of predefined frame fields content (MAC and IP addresses, protocol, port, etc.)
- The use of a byte pattern comparison that should be true to match the filter.
- An optional set of rules allows starting and limiting the impairment based on the

content, the time or the number of packets.

= More detailed statistics for each flow updated in real time for each direction A->B or B->A:
number of incoming packets, number of incoming packets per second, incoming
throughput, number of impaired packets (lost/duplicated, delayed or modified), number of
outgoing packets, number of outgoing packets per second, outgoing throughput.

= Features added with the NetDisturb Enhanced Edition:
- Definition of flows to disturb based on protocol primitives
= ARP (ARP Operation Code)
= DHCP (DHCP Message Type)
= DNS (DNS Message Type, DNS Message Operation)
=  FTP (FTP Command, FTP Returned Status)

«  FTP-DATA
» HTTP (HTTP Method, HTTP Returned Status,)
« NTP

= RTP (Audio Payload Type, Video Payload Type, DTMF)
= SIP (SIP Method, SIP From, SIP To, SIP Returned Status)
- Detailed event log per flow (to view the impairment applied for each packet of the flow)

The contexts created with versions 4.2, 4.3 RC3, 4.4, 4.5 and 4.6 are reused
automatically. When saved, they get the new NetDisturb V4.7 file format.
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Part 3 Install NetDisturb

NetDisturb requires less than 20 MB of free disk-space. The installation procedure is a standard
installation program for Windows 2000, XP and Windows Server 2003.

* To run NetDisturb your computer’s screen resolution must be at least 1024x768 (more
readable: 1152 x 768 and sup.), the DPI setting should be set up with the “Normal size (96
f DPI)” value and the Font size should be set up with the "Normal® value.

* To install NetDisturb under Windows 2000, XP or Server 2003, you must log on with
administrators rights

3.1 Forewords before upgrading from versions 4.2, 4  .3,4.4,4.5and 4.6

When upgrading from a previous version of NetDisturb and if you don't have the USB
license dongle, do not uninstall the previous version to keep your existing license.

When upgrading from an older NetDisturb version, the installation procedure of NetDisturb
moves the user’s files and the context files, located in the previous default NetDisturb Server
directory, into NetDisturb Client directory. All files related to a context (defined using the
extension .txt and .wsx) are copied, but the files installed with NetDisturb version 4.7 will overwrite
those files.

3.2 Forewords before upgrading from versions 4.1 an  d under

You don’t need to uninstall the previous version of NetDisturb to keep your license scheme.
However, this license will not enable you to use NetDisturb version 4.7, because the license date
of version 4.1 and under is too old. You should contact ZTI (contact@zti-telecom.com) to get back
a new unlimited license when upgrading to version 4.7.

3.3 How to install the software downloaded from the Internet
The installation procedure is a standard installation program.

- If you have downloaded the NetDisturb .zip file from the website, you must first unzip this file in
a temporary directory. It contains the Setup_NetDisturb.exe file and the related documentation.
* Then run “Setup_NetDisturb.exe” from the temporary directory to launch the setup procedure.

p NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.

3.4 How to install the software from the CD-ROM

The installation procedure is a standard installation program. On the CD-ROM, you will find the
“Setup_NetDisturb.exe” file.

p NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.
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3.5 How to install the NetDisturb Client only (from the CD-ROM)

On the CD-ROM, a second setup allows installing the NetDisturb Client on a machine. This is
useful if you need to install the NetDisturb Server and the NetDisturb Client on two different
machines.

To install the NetDisturb Client (Windows 98, 2000, XP or Server 2003), run
“Setup_NetDisturbClient.exe” and follow the setup instructions to proceed with the installation.

3.6 During the installation

Follow the instructions until reaching the NetDisturb package selection window.

NetDisturb Standard Edition NetDisturb Enhanced Edition

Please select the NetDisturb package to install.

Please select the MetDisturb package to install.
The MetDisturb package ta install depends on the license you own,

The MetDisturb package to install depends on the license you own.

Trial

with a S oftware Pratection
Key

with a USE Software
Pratection Key

Package Mao.1 - NetDisturb

Package Mo.2 - NetDisturb

Package Mo.3 - MetDizturb

The MetDisturb Trial package iz a fully functional version that iz
limited to 15 days use.

The MetDisturb S oftware Protection Key package provides you an
unlimited licenze requiring a Software Key. This package is also
deszigned ta upglade uzers who are alieady using this mechanizm
with previous versions of MetDisturb

The MetDisturb USE Software Protection Fey package provides pou
an unlimited license requiring a USE Key and is available from the
vergion 4.6 of MetDisturb.

Select one of the packages to continue.

Trial

with a Software Protection
Key

with a ISE Software
Protection Key

Select one aof the packages to continue.

Package Mo.1 - HetDisturb

Package Mo.2 - MetDisturb

Package Mo.3 - HetDisturb

The NetDisturb Trial package iz a fully functional version that iz
limited to 15 days usze.

The MetDisturb Software Protection Key package provides you an
unlimited license requinng a Software Key. Thiz package iz alza
dezigned to upgrade uzers who are already using this mechanism
with previous versions of MetDisturb

The NetDisturb USE S oftware Pratection Key package provides you
an unlimited license requining a USE Key and iz available from the
wersion 4.6 of MetDisturb.

3.6.1 NetDisturb packages in a few words

To use the NetDisturb software, there are 3 license schemes:

= Package No.1 - NetDisturb Trial : the Trial package allows you using NetDisturb during
15 days after the first run. When the trial period has expired, the license should be
purchased.

= Package No.2 - NetDisturb with a Software Protectio n Key: this package is for users
owning a Software License key and for the users of the previous versions of NetDisturb . It
keeps your current installation and files, without additional requirement.

= Package No.3 - NetDisturb with a USB Software Prote ction Key : this package requires
a USB dongle containing the NetDisturb license. The USB Software Protection Key is
provided with NetDisturb from version 4.6. This package allows the installation of
NetDisturb on several PCs but the only PC able to run NetDisturb is the one having the
USB dongle plugged in.

As previous user, you may be interested to move to a USB Software Protection Key: please contact
your distributor or ZTI to get more details about the license migration program (see paragraph 4.3
NetDisturb & USB Software Protection Key for more details).
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Software Protection key.

ﬁ The USB Software Protection key contains only the | icense
The NetDisturb software is available on a separate CD-ROM.

3.6.2 Which package should I install?

Depending on your needs, please find here below the package most suitable for you.

3.6.2.1 | want to evaluate NetDisturb

In that case, choose the Package No.1 “NetDisturb Trial".
You will be able to use NetDisturb during 15 days only.

3.6.2.2 | already use NetDisturb...

This software is licensed on a per workstation basis. This means that you will need to get a separate
license for each machine you will run it on. The license may be a software license key or the USB

information.

b This paragraph is dedicated to the users owning a previous version of NetDisturb.

....and | want to upgrade and keep my permanent license

In that case, choose the Package No.2 “NetDisturb with a Software Protection Key”. Your
installation will be upgraded and your existing permanent Software Protection Key will be kept.

... and | want to upgrade and use the USB Software Protection Key | bought

In that case, choose the Package No.3 “NetDisturb with a USB Software Protection Key”. Plug
the USB dongle before launching NetDisturb.

3.6.2.3 | just bought NetDisturb...

This paragraph is related to the users purchasing NetDisturb V4.7

... and | chose the Electronic Software Delivery (ESD)

In that case, choose the Package No.2 “NetDisturb with a Software Protection Key”. When you
launch the software for the first time, press the “Enter” key when the ZTI logo appears. Then,
get the site code and email it to us with your details and your purchase order reference at
contact@zti-telecom.com. We will send you back the site key enabling your permanent license.
More details about the way to proceed are available in paragraph “4.2.1 Installation of the
Software Protection Key”.

... and I received the CD-ROM & USB Software Protection Key

In that case, choose the Package No.3 “NetDisturb with a USB Software Protection Key”. Plug
the USB dongle before running NetDisturb.

....and I will receive CD-ROM & USB Software Protection Key in a few days

In that case, choose the Package No.2 “NetDisturb with a Software Protection Key”. You will
get a fully functional but time-limited Software Protection Key.
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3.7 What has been installed on my computer?

The default settings install NetDisturb software components in the following directory:

C:\Program Files\NetDisturb with the following subdirectories:
C:\Program Files\ NetDisturb \Client
C:\Program Files\ NetDisturb \Driver
C:\Program Files\ NetDisturb \Server

And the following Shortcuts are created:
Start » All Programs » NetDisturb

« NetDisturb (start both Server and Client)

- NetDisturb Client Only

- NetDisturb Server Only

+ Read Me First

« Uninstall NetDisturb

« User Guide

« USB Key Viewer (USB Software Protection Key version only)

3.8 How to reinstall another package?

If you already have installed one of the NetDisturb V4.6 packages, click Setup_NetDisturb.exe
and select, in the window below, the new package you want to install.

88 NeiDisturb V4.7 Setup - Standard Edition

Please zelect the MetDisturb package to install. ~_-_j/
The MetDisturh package to install depends on the licenze pou own,

Package Mo.1 - MetDisturtb | The MetDisturb Trial package is a fully functional version that iz
Trial lirmited to 15 days usze.

Package Mo.2 - NetDisturb The MetDisturh Saftware Pratection F.ey package provides wou an
with a Software Pratectian | Ynlimited licenze requinng a Software Kep. This package is also

Key desgigned to upgrade users who are already uzing this mechanism
with previous versions of MetDisturb

Package Ma.3 - MetDisturb | The NetDisturb USE Software Protection Key package provides you
with a USE Software an unlimited licenze requinng & USE Keyp and iz available from the
Pratection Fey werzion 4.6 of MetDigturb,

Select one of the packages to continue.
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3.9 How to transfer the software to another compute  r?

For the users having the NetDisturb USB dongle: install the software on the target machine by
using the Package No.3 ("NetDisturb with a USB Software Protection Key"), and then plug the
USB dongle before running the software on this machine.

For the users having only the Software Protection Key, install the software on the target machine
by using the Package No.2 ("NetDisturb with a Software Protection Key"), and then refer to
paragraph “4.2.2 Software Protection Key Transfers " to know how to transfer the Software
Protection Key.
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Part4 How to handle your license?

4.1 NetDisturb Trial

You don't need any license to install the NetDisturb Trial package . After the first run of
NetDisturb Server, the NetDisturb Trial package can be used during 15 days.

4.1.1 NetDisturb Server License Information window

When you run NetDisturb Server, the information about your trial license is displayed, as shown
below.

MetDisturb Server - License Information

To get more detailz about HetDizsturb or to get an unlimited license:

- Pleaze contact your local distributor
- or Send an email to contacti@zhi-telecom. com
- or Call on +33 2 9648 4343 [GMT +01:00).

Your trial license will expire in 15 days.
Thanksz for using our zoftwarel

You are now able to use NetDisturb during the next 15 days.

4.1.2 End of the fifteen-day trial period
Once the trial period is over, you can’t use NetDisturb anymore, see below:

NetDisturb Server - License Expired

Your tnal hcense has expwed.

To get more details about MetDizturb or to continue using
HetDizturb with an unlimited license:

- Pleaze contact your local distributor
- or Send an email to contacti@zti-telecom._com
- or Call on +33 2 9648 4343 [GMT+01:00).

Thank you for using our softwarel

When you press the OK button, NetDisturb will stop running.

To continue to use NetDisturb please contact you local distributor or ZTI to get an unlimited
license.
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4.2 NetDisturb & Software Protection Key

Licensed users of NetDisturb that are already using the Software Protection Key should not need
to refer to the section 4.2.1. To transfer the owned Software Protection Key to another PC or to
another directory, please go directly to section 4.2.2.

4.2.1 Installation of the Software Protection Key

This software is licensed on a per workstation basis. This means that you will need to get
a separate license for each machine you will install it on. Each licensed copy of the
J software installed on a system has a unique Site Code that requires a corresponding
unique Site Key to work.
A period of 15 days is automatically enabled at the first installation of the software. If you
try to install the software again, the Software Protection Key will disable the trial period.

If you want to configure your Software Protection Key before the time-limited period end, press
Enter just after launching the NetDisturb when the following message is displayed:

\_-—f/

15 days left out of 15

Prezs the <Enter> key to configure your license.

Then, you will see the following Software Protection Key configuration window:

'\liﬁ NetDisturb - License Configuration |:”:'B‘

Program License Help

7 A

=rs

15 days left out of 15

Site Code: DBBS 1085 DOAC BE3E 5C

Site Key: |

To authorize this program for this site, send your name, site
code, company name and e-mail to:

n

phone: +33 2 96 48 43 43

fax: +33209648 14 85
e-mail: contact@zti-telecom.com

To mowe a license to another directory or computer, you can use the
“License™ menu at the top of this dialog.

< |

“ou can bring up thiz configuration dialog when the program starts by

At the end of the trial period when you launch NetDisturb , the same Software Protection
Key configuration window appears, but saying “Program not authorized” instead of
showing the remaining days of use.

To get the Site Key and obtain a permanent license, please send an email to contact@zti-
telecom.com or contact@zti.fr with the following information:

0 The Site Code (you can copy and paste the Site Code displayed in the license window)
The name of the software: NetDisturb
The OS used
Your details
The purchase order's number and date of purchase

O O OO
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gﬁ NetDisturb - License Configuration E| g

Program License Help

B
% Program nat autharized
L 1=

Site Code: DAZ201B14 DOAD F258 21

Walidate
Site Key: |

To authorize this program for this site, send your name, site »
code, company name and e-mail to: i

rall

phone: +33 2 96 48 43 43

fa: +33 2 96 48 14 85
g-mail: contact@zti-telecom. com

To move a license te another directory or computer, you can use the
"Licen=e” menu at the top of this dialog.

“ou can bring up thiz configuration dialeg when the program starts by | »

We will then email you the Site Key. You can now close the license's window.

After you have received the email with the Site Key, open the Software Protection Key
configuration window again by pressing the Enter key as explained before. Copy the Site Key in
and then click "Validate". After validation of the Site Key, you will get the following message:

Congratulations!

i You are now licensed to run this software.
Press OK to continue or Cancel if you want to run your software later.

Cancel J

= Important: one Site Code is associated with one Site Key, and only one. A Site Code is
unique for each PC installed. For security reasons, as soon as you validate a Site Key (trial
or unlimited), the Software License program generates a new Site Code automatically.

= For any question or further information, please contact our technical support:

Email; support@zti-telecom.com or support@zti.fr
Phone: +33 2 9648 4343
Fax: +33 2 9648 1485

When you launch NetDisturb with a permanent Software Protection Key, you will
see the following window:

\—f'/

Unlimited lizens

Press the <Enter> key to configure your license.
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4.2.2 Software Protection Key Transfers

A Software Protection Key transfer is not a duplica  tion of any type. Please contact
ZTI or your authorized distributor for site Softwar e Protection Key information and
for several Software Protection Keys purchase.

Software Protection Keys can be transferred using one of the following methods:

= Direct transfer: move the Software Protection Key to another directory of the same PC or
between two PCs linked to the same network.

= Transfer by media: move the Software Protection Key from a source PC to a target PC by
using a floppy disk or USB key.

4.2.2.1 Direct Transfer: move the Software Protecti  on Key from one local directory to
another

This transfer mechanism must be used to move a Software Protection Key in two cases:
- From a source to a target directory of the same PC
- From a source to a target directory of networked PCs

» First, copy the program (copy the NetDisturb folder) to the target directory.
For example from “C:\Program Files\NetDisturb” to “C:\Temp\NetDisturb”

e Then run the program from its original directory (from “C:\Program Files\NetDisturb”). When the
Software Protection Key configuration window appears, press Enter and select “License >
Transfer to directory ...” in the License menu as shown below:

Eﬂ NetDisturb - License Configuration —_”_I&|

Program QNs===8 Help

(55 ‘| Transfer to directory...

==

gji  Transfer out to another computer...

9 gilllicense

To authorize this program for this site, send your name, site  »
code, company name and e-mail to:

£11

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a licenze to another directory or computer, vou can uze the
“License” menu at the top of thiz dialog.

You can bring up this configuration dialog when the program starte by »

e Provide the path name of the target program (for example C:\Temp\NetDisturb\Server\
NetDisturbServer.exe)
e The Software Protection Key is now transferred to the new directory.
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4.2.2.2 Transfer by Media (USB key) from a source P C to a target PC

p A USB key or a floppy disk is needed for this kind of transfer.

To transfer the Software Protection Key from the source PC (PC #1) to the target PC (PC #2),
proceed as described in the following order:

1) First install the program on the target PC (PC #2).

2) Run the software on PC # 2 and kill the time-limited Software Protection Key in order to get an
unauthorized license on this PC.

If the "Transfer in from another computer ..." item of the license menu is disabled, you must kill the
Software Protection Key.
How to kill the Software Protection Key?

When the Software Protection Key configuration window appears, press Enter and select “License
> Kill license” in the license menu.

Eﬁ NetDisturb - License Configuration B| |®

Program QEa==-8 Help

[5; ‘| Transfer to directory. ..

L=1=

gii  Transfer out to another computer...
& kill license

To authorize this program for this site, send your name, site A
code, company name and e-mail to: i

Walidate

ATl

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
ge-mail: contact@eztitelecom.com

To move a license to another directory or computer, you can use the
“Licen=e™ menu at the top of thiz dialog.

“ou can bring up thie configuration dialog when the program starts by | »

A message box will appear:

Kill License

:{J Are you sure vou want to delete vour current icenze?

Warning
After deleting vour licenze, you will need to purchaze a new license to
continueg uzing this program.

Yes
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Press 'Yes' to kill the Software Protection Key and a confirmation code is displayed:

Kill License X

Your kill confirmation code is:

|FDEIE CBAaF 7445 DB5E FDAT F771 B4

You should write down thiz number in case you need to
prove that the licenze was actually deleted.

'f-:ﬁ-:‘-, NetDisturb - License Configuration 3 H I&|
Program License Help

5410

==

Program not authorized

Site Code: D347 5CD3 DOA4 7C54 85

Walidate
Site Key: |

To authorize this program for this site, send your name. site
code, company name and e-mail to: i

ZT

phone: +33 29648 43 43

fax: +33 296 48 14 85
e-mail: contact@zti-telecom com

To move a licenge to another directery or computer, vou can use the
"Licenze" menu at the tep of thiz dialog.

“ou can bring up thiz configuration dialog when the program starts by »

Click 'OK' and the Software Protection Key window displays now "Program not authorized™:
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3) Select “License > Transfer in from another computer ...” from in the Software Protection Key
License menu:

A = :
fl:ﬁ NetDisturb - License Configuration

Sil
Walidate
[

To authorize this program for this site, send your name, site
code, company name and e-mail to: il

rall

phone: +33 2 96 48 43 43

fax: +33 296 48 14 85
e-mail: contact@zti-telecom.com

To move a license to anether directory or computer, you can uze the
"Licensze™ menu at the top of thie dialeg.

“ou can bring up thiz configuration dialeg when the program startz by »

The "Transfer License In (Step 1 of 3)" window is displayed:

Transfer License In (Step 1 of 3)

Tranzfer In enables vou to transfer a licenze to this program from
a licensed copy on anather computer.

For thig proceszs you will need 1 floppy disk and accezs to a
licenzed copy of thiz program on anather computer.

Ihzert a floppy dizk into your computer's “A" drive and press
"Mest' at the bottom of this dialog box,

If pow are uzing a drive other than drive "A", enter itz path here:

|.-'-‘«:'\ Browsze...

Cancel ‘
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4) Insert a floppy disk or use a USB key as requested in step 1 of 3 and specify the path.
Then press “Next >": the "Transfer License In (Step 2 of 3)" window is displayed:

Transfer License In (Step 2 of 3)

Mow the license needs to be copied to the floppy disk:

1. Remove the Hoppy dizk and take it to the computer with
the licensed copy of this program.

2. Run the licensed copy of thiz program and select
"Trangfer Out",

3. Bring the dizk back to thiz computer and press "Mest".

[F there is a sighificant delay between transfers [for example, you
are maving a licenze friom waur waork, computer to vour home
computer], pou can suspend the transfer process and continue
later :

Continue Transfer Later ‘

Cancel |

5) Go to the source PC (PC #1) and insert the media (USB key or floppy disk). Then start the
program on PC #1. When the license configuration window appears, press Enter and select
“License > Transfer out to another computer ...” as shown below:

A1 e . |l |
% 2 NetDisturb - License Configuration |_ || R|

Program QE=2y=C8 Help

5 ‘| Transfer to directory...

Transfer put to another computer. ..

Kill license

To authorize this program for this site, send your name. site »
code, company name and e-mail to: il

ZTl

phone: +332 96 48 43 43

fax: +33296 4814 85
e-mail: contact@zti-telecom com

To move a license to another directory or computer, you can use the
"Licenze” menu at the top of this dialeg.

“ou can bring up thiz configuration dialog when the program starts by | w
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The following window is displayed:

Transfer License Out (Step 1 of 2)

Transfer Out enables wou ta transfer a license from this program
ta an unlicensed copy on another computer.

To begin, run the unlicensed copy on the remote computer,
select "Transfer License In". and follow the instructions on the

FCreen.

When you are ready, insert the transfer floppy disk into pou
computer's 4" drive and press "Mext”

IF pou are using a drive other than drive "A", enter its path here:

X

At

Browsze. .

Cancel |

Input the media path (USB key or floppy disk) and then press "Next >". When the license is put on

the media, you get the “Program not authorized” message:

#1 e .
'Eﬁ NetDisturb - License Configuration

EF A

==

Program License Help

Frogram not autharized

Site Code: D3A7 5C03 DOA4 7C54 86

Site Key: |

EOX

Walidate

Al

fas:

To authorize this program for this site, send your name, site A
code, company name and e-mail to:

phone: +33 2 96 48 43 43
+33296 48 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can use the
“Licen=e” menu at the top of this dialog.

“fou can bring up this configuration dialog when the program starts by »

contact@zti-telecom.com).

6) Remove the media from PC #1 and return to PC #2.
Click the 'Next' button on the step 2 of 3 of the “Transfer license in” window (on PC #2) to complete

the transfer.

The permanent Software Protection Key is now
transferred from the source PC to the target
PC, and you get the following message:

Click Finish to continue.

You can check that the Software Protection Key is not available anymore on the source
PC since the NetDisturb software license is on a workstation basis.
Contact us to get information for a Site Software Protection Key (contact@zti.fr or

Transfer License In (Step 3 of 3)

Congratulations!
The license has been successfully ransfered.

Press "Finizh'' to continue
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4.3 NetDisturb & USB Software Protection Key

The USB Software Protection Key is the most flexible way to transfer your license to any other PC.
Plug it in the computer you want to use NetDisturb on.

If you are a user of a previous version of NetDisturb (version 4.5 and under) and if you are
interested with the USB Software Protection Key, please contact ZTI Sales Offices (Email:
sales@zti-telecom.com).

Part 5 Uninstall NetDisturb

To uninstall NetDisturb, please select “Uninstall NetDisturb” by using the shortcut:
Start » Programs » NetDisturb

All installed components of NetDisturb will be removed including the NetDisturb driver.
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Part 6 Run NetDisturb

6.1

IMPORTANT STEP: | must configure the NICs that
protocols before running NetDisturb

will be used and unselect all

The setup procedure realizes the installation of the NetDisturb driver transparently. It will be
installed positioned on top of each Ethernet or wireless NIC if the driver of the NIC is NDIS
compatible. The NetDisturb driver sets in the kernel of Windows 2000, XP or Server 2003 and
handles the exchanges between two NICs. The NetDisturb driver linked to the selected NICs is
available and transparent. It doesn’t appear in the protocol list.

Now there is an important manual operation to do be

fore using NetDisturb :

1.

2.

In order to avoid unexpected traffic generated by the protocol stack on the NICs, you should
unselect all protocols first (TCP/IP, Client or Microsoft Networks, etc.).

To unselect protocols from a NIC used by NetDisturb , use the “Control Panel/Network and
Dial-up Connections” or the “Control Panel/Network Connections” program and uncheck all

- NIC Upload Properties

General | Avthentication .t‘-\dvanc:ec-l |

Cohnect using:
i B8 CNet PRO200WL PCI Fast Ethemet |

Thiz connection uses the following items:

[[] %= Microsoft TCPAP version B
[C] %= Network Monitor Driver

[ %=wMONI Protocol Analyzer
L] T Internet Pratocal [TCRAR

¥

| |

Install... Lrinztall Fropetties

Dezcription

Show icon in notification area when connected
Matify re whe this connection has limited or ho connectivity

[ 0K J,_ Cancel ]

Example of NIC with all protocols unchecked
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6.2 Launch NetDisturb

As NetDisturb is made of 2 parts (NetDisturb Server and NetDisturb Client), you need to run
these two programs in the following order:

1. NetDisturb Server
2. NetDisturb Client

To run the software in this order, click on:

Start » All Programs » NetDisturb » NetDisturb (start both Server and Client)

6.3 First Run
1) The NetDisturb Server startup

NetDisturb Server is started automatically when using the NetDisturb shortcut (start both Server
and Client).

You may also start the server independently, for instance when you are using a remote
p configuration where NetDisturb Server doesn’t run on the same PC as NetDisturb

Client .

To start the NetDisturb Server alone, use the Windows start menu:

Start » All Programs » NetDisturb » NetDisturb Server

After a few seconds and depending on your license, you will get one of the following license
windows:

15-day trial version license Permanent Software License

MetDisturb Server - License Information

To get more details about MetDisturb or to get an unlimited license: v

- Please contact your local digtnibutor

- or Send an email to contact{@zti-telecom.com
- or Call on +33 2 9648 4343 (GMT+01:00).

Your trial licenze will expire in 15 days.
Thanks for using our zoftwarel

Urlimited license

Press the <Enter> key to configure your licenze.

USB Software Protection key

When you use a USB Software Protection key, therei s no window displayed!

If NetDisturb has detected some configuration issues, a list of NICs, which can’t be used by
NetDisturb will be displayed as shown in the warning message below:
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NetDisturb Server

"j ‘Local Area Connection 2' MIC can't be used by MetDisturb since it has its TCP/IP stack activated.

All NICs that you want to use with MetDisturb must have all protocol stacks unchedked.
Flease use the Control Panel to configure your NICs and then restart NetDisturb to apply your changes.

Click on OK to validate (you will configure later).

The next window displayed is NetDisturb Server

NetDisturb Server - Standard Edition - Version 4.7

Irmpairment Interface Configuration and Statistics

| Interface A not zelected | | |nterface B: not selected |
Handled Fackets; | [ | | | Handled Packets: | | | |
Logt Packets: | | | | Lozt Packets: | | | |
Delayed Packets | | | | Delaved Fackets: | | | |
D ezequenced: | | | | [Dezequenced: | | | |

I | | | I | | |

Fragmented packets: Fragmented packets:

|nooming on & Cutgoing on B |rzoming ar B Cutgoing on &
_______ | Packets per Second | i | | PacketsperSecond [ ]
| Fackets | il i | Fackets
| Thraughpit | . | | Throughput | |

[ Reset Counters _I

Curment Parameters
Refrezh Period [in second]; | | #t Buffers:

Application of Laws: | |

Sampling to Complte Throghputs: | | Drezequencing: | |
Current Client Conmection

Client: | Mo Client Connected] | [ Show Current Contest ] [ Reset Logs ]

1 16H15mn36: MetDistub Standard Edition,
'Local Area Connection 2' HIC can't be uzed by MetDisturb since it haz its TCPAP stack activated.

We recommend closing NetDisturb Server and then to configure the NICs usable by NetDisturb
as described in paragraph 6.1 if you didn't configure the NICs before.
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2) NetDisturb Client startup

NetDisturb Client is started automatically when using the NetDisturb shortcut.
The default connection parameters used to exchange between NetDisturb Client and NetDisturb
Server are:

 NetDisturb Server IP address or Host Name = 127.0.0.1

(127.0.0.1 = default local IP address if the NetDisturb Server and the NetDisturb Client are
installed on the same machine).

e HTTP Port Number = 8080

You may also start the NetDisturb Client’s part alone, to connect to a remote
NetDisturb Server.
To start the NetDisturb Client alone, use the Windows start menu:

}3 Start » All Programs » NetDisturb » NetDisturb Client
When NetDisturb Client starts, it will ask you to enter the parameters to connect to
the NetDisturb Server machine:

MNetDisturb Client - Connection to the server

MetDizturt Server Information

The dialeg with the =erver iz bazed on SOAP which iz uging HTTP protocel. To connect to
the NetDisturk Server proceed as follows:

- Firzt, =pecify the IP addrezz or Host Name of the NetDisturk Server.
- Then, enzure that the HTTP port entered iz correct (the default port number iz 2080).

IP addres= or host name: | 127.0.0.1 |
HTTP port number: anal

oK | | cancel |

On the first run, there is no Interface defined. NetDisturb Client will tell you how to
}3 configure those 2 interfaces.

MetDisturb Client

\y There is na Interface selected.

To select the 2 Interfaces required by MetDisturb, please go to the Interface Selection area using
the menu Actions /Configuration or dick on the Configure NICs button located in the main window.
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Click “OK” and the NetDisturb Client main window will appear:

E NetDisturb Client - Impairment Tool for IP Networks - Default.wsx
File Edit Actions Working Modes Statistics Help  Show Aggregates »#
Flows to impair using fiters W| STANDARD EDITION @
=) View ..:-; X it Run #01 wilog Impairments to apply on packets going from & to B

i Loss & Duplication
() View | Run #02 fLog S
i view Run#03 Log
) View Run #04 wilog
— -
C View il WSO8 Incoming on A i Outgoing on B
2 Application Rules qoing

OView | Hun #06 wilog Fs 0 | | ts 0
O View Aun #07 W 0 pis Impairments on A to B et s 0pis

R ut [ 0.00 bis L & 0 [0.0%] oot [ 0.00 bis
O View Run #08 wilog

5 0 [0.0%]
() View | Run #09 ‘ o Fiter Selected) | l Mo 0 [0.0%]

O\.rigw Run#10 Loe
O View RunE11 wilog A Interface '. | Configure Fiter Configure NICs Configure Filter 'i B Interface

Cview | run#12 [ |wilog T |App'|icaﬁon Rules | ' {No Fiter Selected) % (
i View Bun#13 fLog

) View Run#14 wiLoa Cutgoing on A& waRBfmGnts Oy B A Incoming on B

ftter Low Content Impairment

g 0 [0.0%] 3
() View Run #18 wilog : T .
iz Opis den 4 il e = 0 pis
(O View | Run #16 wilan Thir 0.00 biz 5 0 [0-0%1 | 0.00 bis
Other flows to impair without using filtters —_— — e ——
- e et o Impairments to apply on packets going from B to A
(D) View | Other IP Flows V| AU iLog Daday & a1 =
: Lo=s & Duplication RIS T Content impairment
() View Per-Flow Statistics fone fore MNone
Rim A Stop Al Oefne Defne Define
Dashbeard Interfaces Statistics {ba=zed on Metweork Interface Cards level)
Alarme: | | [Vnew s ] Throughput Reception Received Pkte  Filtered Phiz Sent Pkiz Throughput Transmizsion
FromAto B | 0.00 bis 0 pis 0p Gp Op 000 bis Opis
CPU Usage 7% FromB to A | 0.00 bis 0 pls op bp Op 0.00 Bis 0pis

Then, you need to select the NICs (interface A and interface B) that the NetDisturb Server is going
to use.

[ NetDisturb ]

A—B

-
-

| IPNetwork | Ainterface ] B B interface . IP Network

Ethemetnic |~ E Ethernet NIC
10/100/1000 Mbps 10/100/1000 Mbps
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Select “Configuration” in the Actions menu:

NetDisturb Client - Impairment Tool for IP Networks - Default.wsx
File Edit Ealailsatll \iorking Modes Statistics Help - Show Aggregates »»

Flows to | Configuration Flow #01

%) Vi E::Z: s:ru:etfrs Cirl+R wikog Impairments to appheon p

) View | Tun 02 ||| wikog
or click on the "Configure NICs" button located in the main window:

Hacketss Upi= - Impairments on & to B - Packetziz U pis
Throughput | 0.00 bis LostiDuplic. Pkts 0 [0.0%] Throughput 0.00 biz
f Delayed Prts 0 [0.0%]
‘| (No Fiter Selected) v |‘ Moditied Pkts 0 [0.0%]
L

A Interface ‘_ Configure Filter Configure Fitter i B Interface
| |

| ,| (o Fiter Selected) |‘

22 K Duplica

Configure NICs

Outgoing on A& Impairmentz on B to A

Fackets 0

Then the parameters configuration window is displayed:

Inceming on B

LostiDuplic. Pkts 0 [0.0%] Packets 0

NetDisturb Client - Parameters Confipuration

Display Configuration

Retresnperod (] |ifrom 1at080
Samping period for e throughpat caleulation. | 2 {from O b 8
'

iinstant Throughipud. (2) Aversge Throughput using Samping Mechanism

higiCmtart Measwiemnsnt Unia

Chooas ane of Me whll beitw (defined by EEE i 260.1.2004) 15 uss with e Broaghout stababes
@uumm{uﬂjmwummm (ke whens Tichésw 1,000 beals

() Usa kit (%5 ) and kbt par sscond (Kb/s) whare T = 1,024 tials

Parameler abeul ihe ‘Lawa Apply 16 sach TCRUDS Connection of the Fiow” Wshi; Seisction
Mumbar of Buffers containing the Laws Valss: | 2 (from 2 to 100}

Wihen the Working Mode ‘Lawa Apply 10 cach TORUDR Connection of the Fiow' is sslecied, wach
TCPAIOR eonnactian faurd @ the Flow shaukl mpained n the sams way. Ta resch s dm, the
ket ganernbed by Ine lws are sionsd n nbemal baffers

There b the same number of buffers for Loss & Duplcatien inwa aa for Deiny & Jiter rws. £ach
bufter pesied i the Karmsl memany -3 fessurcs 1o une SpArRQly- B Akl to contam 20460 valees.
Faor giampls, when 2 i the "Number of Buliers condaining the Lawa Vialue' vakee & buflers of
20480 values ahe aliocaterd, comeaming 3230 KByles of Keimel momory per Fiow, Ehat s 5 440
Kiryins due 1o the 17 Flaws

This & wity the Tumber of Duffars confaiming the Laws Valies' valse shooid be configued

Rierince Sedction
/ :

At the bottom of this window in the "Interface Selection" part, select one NIC for Interface A and
another NIC for Interface B, and then confirm with “OK”.
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You should see in the combo-box (Interface A or Interface B) all available and operational
NICs. If you don’t see any NICs, please follow the steps below:

- Verify that your NICs are installed and operational.

- Enable the needed NICs.

- Stop the NetDisturb Client.

- Stop the NetDisturb Server.

- Reboot your system if necessary.

- Start the NetDisturb Server.

- Start the NetDisturb Client.

Then you should see your installed NICs in the Interface A and B combo-boxes (see the example
below):

MetDisturb Client - Parameters Configuration

Dizplay Configuration

Fefresh Period: |1 [from 13 ko B0 5]
Sampling period for the throughput calculation: |2 [frorn Oz ko B0 2] c |
ance

" Instant Throughput * fverage Throughput using Sampling Mechanizm

MetDizturb Measurement Unitz

Choose one of the unit below [defined by |[EEE Std 26001-2004] to uze with the throughput statistics.
* ze kilobyte [kB] and kilobit per second [kbis) where Tkb/s:= 1,000 bits/s

" Usze kibibwte [KiB] and kibibit per second [Kibds) where 1KibAs= 1.024 bits#s

Farameter about the ‘'Laws Apply to each TCPAJDP Connections of the [P Flow' Menu Selection
Mumber of Buffers containing the Laws Values: |2 [from 2 o 100)

YWhen the \Working Maode Laws Apply ta gach TCRAUDP Connechon af the [P Flow' iz zelected.
each TCRAJDOP connection found in the [P Flow should impaired in the zame way. To reach this aim,
the values generated by the laws are stared in internal buffers.

There iz the zame number of buffers for Lozs & Duplication laws az for Delay & Jitter lawe, Each buffer
lozated in the K.emel memony -a resource to uze spanngly- iz able to contain 20480 values.

Far example, when 2 iz the 'Mumber of Butfers containing the Laws Walug' walue, 4 buffers of 20420
values are allocated, conzuming 320 KEytez of Kermel memony per IF Flov, that iz 5440 Fbutes due
tothe 17 IP Flows,

Thiz iz why the Mumber of Buffers containing the Laws Y alues' value should be confiqured carefully.

Interface Selection

Interface &

Interface B: |Interface 2100 Mbss) 00-08-41-36-11-53 j

As soon as the configuration is done, the NetDisturb Server recognizes “Interface A" and
“Interface B” as shown below.
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NetDisturb Serwver - Standard Edition - Version 4.7

Impair ] ———...___-\
[ & Interface A MAC addr O0-1E-ESDEBF2E 2 | | & Interface B MAC addr D01EES-DEEF-22 _J |
0 il [

Hardled Packets: [ || | || Handled Packets: [ | |

Lozt Packets: | | | | Lozt Packets: | | | |

Delaped Packets | | | | Delaped Packets: | | | |

[Dezequenced: [ | | | Dezequenced: | | [ |
| | | | | | |

Fragmented packets: Fragmented packets:

|Rcoming o d Outgoing on B |neoming on B Outgoing on b

Packets per Second | | 1T | Packets per Second

1 Peces | i | Paes [
Throughput [ [N | Throughput

Feset Counters
Current Parameters

Refresh Perind (in second): 1s | #Buffers [z S e —
3 — | Flows Lewve
: |

Sampling to Cormpute Throughputs: Ig_g__| D esequencing: igisabbd

Current Client Connection

Client: | Client connected | [ Show Current Context] £ Reset Logs 1

NetDisturb Server configured with two Ethernet NICs (A and B)

The MAC Addresses of the selected interfaces are also displayed in the NetDisturb Client window
by clicking on the o symbol of each interface:

MetDisturb Chient - Impairment Tool for IP Networks

Fle Edt Actors WorkingModes Statistics Help  Show Aggregates »»
Fliws 1o mpair using fllers Fiow S0 STANDARD EDITION
Ovew EENET fiur #0 g impairmart 10 apgiy o packets gorg from Ato B |

i & Duplication Ualiy & Jittirt Lawy aniber Inaprabl e i

| | £ 21y i ~
OView | - Incoming:om A Applcation Fues : il

| D pfa Impusrmer -
.00 b 1 ] B Interface: 00 1E E5 Db BF 22 | 0,00 s |
3 o :".'\| -

Qivew] Apphcation Rules
Oiew | '
Cviewe | ey . o on A& Impairments on Bio & —
g i . %
v N [| A Interface: 00 1E E5 DA BF 2B -
. TR - ; 1
Oview | ojo.0%]
Othier fiow 10 impair withoul sng fiters — —
P il Impairmenks 10 apply on packets going from B0 A
View | Other P Flows ¥ | 1
) Vi Per-Flow Sististics
Dashbomd miertnces Stafishcs (based on MNetwork inlertace Cards laval)
Al Vierr, Abarrivs '|I.'-?_n.;|'¢||,.! ﬁ'c;cj-a;n _Eegc.-,-{-n m:-:. s !a.rr.r_d E"l.'.: : -§.r.'r F-\::- _Tn:.m_}r.»(-.,n _I:rm_'mu',',i:ﬂ?
E ? - FromAta® | n 0 pés ap Bp fp
R Lo ] FromB10 A | 00 | ope lop fop lop

NetDisturb Client with two Ethernet NICs configured
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6.4 Detailed Description of the Server and Client S tartup

6.4.1 The NetDisturb Server Startup Modes

The level of provided functionalities depends on the availability or not of the NetDisturb driver. If
the NetDisturb driver is lacking, a message warns the user. In that case it is possible to continue
in the “restricted mode” where only a few functions are available.

MetDisturb Server

The MetDisturb Server can't dialog with the Driver ‘MetDisturb'.

Please check the Driver's installation as described in the User Guide.

You may also email this message to support@zti-telecom. com

The restricted mode allows you to configure, create or modify filters and
laws using MetDisturb Client but you will not be able to launch any flow.
Would you like to continue in the restricted mode?

6.4.2 The NetDisturb Client Startup Options
When starting the NetDisturb Client, the Connection to Server parameters window is displayed.

NetDisturb Client - Connection to the server

MNetDisturk Server Infermation
The dialeg with the 2erver iz bazed on S0AP which iz uging HTTP pretocol. To connect to
the MetDizturb Server proceed as follows:
- First, =pecify the IP addrezs or Host Name of the NetDisturb Server.
- Then, enzure that the HTTP port entered iz correct (the default port number iz 3080).

IP address or host name: | 127.0.0.1 |

HTTP port number: 2080

| ok || cancel |

This parameters window is made of two sections:
The NetDisturb Client needs the following information in order to connect to the NetDisturb
Server:

- The NetDisturb Server IP address

- The NetDisturb Server HTTP port number

In case of a connection failure (if one of the parameters is invalid), an error window pops up. To go
back to the identification window, just click on the OK button.

NetDisturb Client

A

The connection with MetDisturb Server can't be established,
Please make sure that:

1) The IP Address or the Host Mame is correct,

2) The HTTP port number is valid and the firewall is allowing this port.

3) The NetDisturb Server is running.

4) Mo other NetDisturb Client is already connected to the MetDisturb Server machine.
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Part 7 Using the NetDisturb Client

The NetDisturb Client is the main NetDisturb User Interface.

With NetDisturb Client you can:

Open, save... contexts,

4 4 4 4

Select packet stream to process and configure impairments to apply,

Run / Stop traffic following the configured impairments,

Configure the NetDisturb Server and NetDisturb driver.

All parameters entered in the NetDisturb Client are automatically transmitted to the NetDisturb

Server.

To use NetDisturb :
p = Firstrun NetDisturb Server
= Then run NetDisturb Client

7.1 The NetDisturb Client Main Window

The NetDisturb Client main window is displayed after client identification. Traffic and impairment

representation on the Client main window is based on the following scheme:

I= Flowy # KX

ing?
Mo FLRRING

Does the

packet match
the fitter ¥

Mo Mo
Duplicate? Delay 7
Y= i

[oluplicated)

. Incoming -
packet 3
WK = KK+
HE =16
Mo
A Interface Yes
Other Flows

|
Mo Mo
Packet Duplicate?
Inst?
ez

Yes Ciuplicated)

Qutgoeing
— packet(s) =P

B Interface

Treatments synoptic for selected packets in a flow

from Ato B

(B to A direction may be configured from the same manner, but isn’t shown on this scheme)
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The NetDisturb Client main window is composed of five areas:

File Edit Actions Working Modes Statistics Help
Flows to impair using fiters

@ View | TcPport 2009 | [@stop #01
O view | TcP port 2010 | [@top #02
O View _W + #03

() View | TCP port 2012 1174 w04

O view | TCPpart 2013 |
O View | TCP port 2014
O View m
Oview [Tcrpot 2015 ||+ #08

O View | TCP port 2017 |
O view | TCP port 201
O View | TCP port 2019
O View W‘ + #12

O View | TcPport 2021 |
O view | TCPport 2022 | [@Stop #14

O View | TCP port 2023 + 5

O View | TCPport 2024 | [@Stop #16

Other flowws to impair without using fiters

O View + Other
) View Per-Flow Statistics

Stop Al

«« Hide Aggregated

Flow #01: TCP port 2008 |

STANDARD EDITION @ || “=areustes Fane

Impairments to apply on puék’eﬁs going from A to B (None) #01
Loss & Duplicati Delay & Jitter La Content Impait ment
08s uphcation ) elay itter aw ontent Impairment 202
[ { " 9 r
|Percentage of Loss ¥ | |Router Simulation with Delay ¥ | |Percentage v —
Loss: Percentage Router Simulation & Constart Percentage (;
—— S s I
—— s
Incoming on A Application Rules Outgoing on B
————————— [ (None) #05
packets | 0 [ et torviger packets | 0
Packets/s Opis Impairments on Ato B Packets/s Opfs #07
Throughput | 000 bfs | LostDuglic. Pids | o Throughput | 0.00 ks | B
Delayed Pits | 0
15 e oa
: Modified Pkts | 0
B — 0
B,
q, - - g #1
voo [ Amterface @ " @.; .' @B Interface :_
_ h #2
oy [ T T - 3
impairmerds
- [_sepmobesas: | [m—ET
Log I" Cutgoing on A Impairments on B to A Incoming on B : =
r i 5 LostDupic.Pits | 0100 | packets | 0]
Packetsis TR o Delayed Pids | O00% | | Packetsis | Opks [I— - | #15
o [Tl throughout [ o00kEs | Modiied Pits [ 010%] et | —

Impairments to apply on packets going from Bto A

Loss & Duplication

i(Nnna)

Delay & Jitter Law Content Impairment

:! ;anar Simulation with Delay 7_ 'kmnna)

€|

(None)

Router Simulation & Constant S
Delay :

(None)

Flows of an aggregate

share only one

Dashboard Interfaces Statistics (based on Network Interface Cards level) aggregate’s Delay 3

Marms. | View Alarms . ___ ThroughputReception _ ReceivedPis _FiteredPids  SentPits _ Throughput Transmission iter lavw. Thers s ona
L : Fri '7090 bis Il _Opis ” op [0p | op 0.00 bis ‘ Opls ‘ aggregate Delay & Jtter

CPUUsage: | 3% | Fromee?s. [G00ke || dpie | op [op |an loooks | ops | [ 17 per direction

- (1) The menu is a standard application menu.
The items of the menu are detailed in paragraph 7.2 Menu Description.

- (2) This area contains several objects:

» ‘Flows to impair using filters’ area with for each flow from 01 to 16:

* View button: to display the characteristics of the selected flow in (3)

* Text box: to enter the name of the flow

*"Run #xx / Stop #xx" button: to start and stop the flow

* "w/Log" checkbox: to trace the packets and events per flow

(Enhanced Edition only)

* Colored plot: to indicate if the flow belongs to an aggregate
= The ‘Other Flows to impair without using filters’ object allows applying specific loss, delay
laws and content impairment laws to non-previously filtered packets

= The "View-Per-Flow Statistics" magnify summarizes the flows #01 to #16 and the other flows
impaired without using the filters.

= "Run All" and "Stop All" buttons: to start and stop all flows at the same time.

= = "Dashboard": It includes ‘Alarms’ returned by the NIC drivers or by the NetDisturb driver
when memory errors occur. The CPU usage value is provided for information.

These areas are explained in paragraph 7.3.
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- (3) This central-part shows traffic statistics for each Flow #01 to #16 or the ‘Other IP Flows'. It is
used to create, delete and modify loss/duplication laws, delayl/jitter laws, content impairment
laws or IP filters.

- (4) The 'Aggregates' area allows defining up to 8 aggregates (an aggregate is a consecutive set
of IP flows sharing the same Delay & Jitter law). An aggregate is defined with a color and a
Delay & Jitter law can be defined for each direction (A = B and/or B> A).

- (5) The total synthesis area is a reference area where statistics information is presented.

7.2 Menu Description

7.2.1 File Menu

=T
Open...
Save

Save As,..

1 Default, WS

2 DelavAndlitter Sk
3 Deplovment, WSk

4 WA Simulation, Was

Exit

In order to keep the parameters configuration for further tests sessions, the NetDisturb Client and
Server use context files. The context files are saved with the .wsx extension. They are usually
saved in the NetDisturb Client directory.

A context file contains:
- The impairment parameters (selected filter & laws),
- The configuration values.

The default context is opened at each run of the NetDisturb Client. The most recent files list is
kept from sessions to sessions.

7.2.1.1 File/New
This command opens a new default context (no impairment parameters).

7.2.1.2 File/Open

This command allows opening an existing context file ((WSX files). The older version contexts are
imported silently.

7.2.1.3 File/Save

This command allows saving the parameters and laws in a context file (WSX file). The contexts
saved by this version can’t be used by an older version of NetDisturb .

7.2.1.4 File/Save as...

This command allows saving parameters and laws in a context file, which name is requested in a
standard dialog box. The contexts saved by this version can’'t be used by an older version of
NetDisturb .
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7.2.1.5 File/Recent Files
The 4 most recent files used are displayed at this place.

7.2.1.6 File/Exit

This command stops the NetDisturb Client. If changes where made you get the opportunity to
save them in a context file.

7.2.2 Edit Menu

Copy

Move Flow #02; 5IF UP
Move Flow £02: SIP DOWN

Insert before Flow #02; SIP
Delete Flow #02: SIP
Reset Flow #02: SIP

The edit menu helps to handle the IP Flows.

7.2.2.1 Edit/Copy

The Copy item makes a copy of the current Flow into memory for further use. Copy includes the
current selected filter, Loss & Duplication Law, Delay & Jitter Law and Content Impairment Law for
the both directions. The Flow mnemonic is also concerned.

7.2.2.2 Edit/Paste

The Paste item changes the current Flow parameters by the previously memorized Flow
parameters (use of the previous Copy command). It applies to the Filter, the Loss & Duplication
Law, the Delay & Jitter Law and Content Impairment Law for the both directions, and to the Flow
mnemonic name.

7.2.2.3 Edit/Move xxx Up

The Move Up item moves the selected flow to one position up. The Move Up item includes the
item’s mnemonic on which the operation applies. For example ‘Move Flow #03 Up’ switches Flow
#03 with Flow #02, where the content of Flow #03 is moved into the second item, while the content
of Flow #02 is moved into the third position. The Flow mnemonic is also concerned.

7.2.2.4 Edit/Move xxx Down

The Move Down item moves the flow location to one position down. The Move Down item includes
the item’s mnemonic on which the operation applies. For example ‘Move Flow #04 Down’ switches
Flow #04 with Flow #05, where the content of Flow #04 is moved into the fifth position, while the
content of Flow #05 is moved into the fourth position. The Flow mnemonic is also concerned.

7.2.2.5 Edit/Insert before xxx

The ‘Insert before ..." item makes a room available at current item location, whose mnemonic is
added. The items located after the current item move one position down; this includes the current
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item. The current item becomes empty. The 16" item is lost. If the current item is the 16", no
change appends to the 15" previous but the current — the 16" - is reset.

7.2.2.6 Edit/Delete xxx

The ‘Delete before ..." item deletes the current item and moves the lower items to one position up.
The 16" item becomes empty.

7.2.2.7 Edit/Reset xxx

The ‘Reset before ..." item set the content of the current item with default values. The IP Flow
mnemonic is empty.

7.2.2.8 Edit menu and the Aggregates

p The aggregate configuration of a Flow is not changed by an action from the Edit menu.
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7.2.3 Actions Menu

Configurakion
Reset Counkers
Reset Server

7.2.3.1 Actions/Configuration

Select the "Configuration" item in the Actions menu to display the Parameters Configuration
window:

NetDisturb Client - Parameters Configuration

Digplay Configuration

Refresh Period: | [] | ffrom 1= to 60

Sampling period for the throughput calculation: | b | {from 0= to 60

Cancel
C} Ingtant Throughput @ Awerage Throughput using Sampling Mechanism

NetDizturt Meazurement Unitz
Chooze one of the unit below (defined by IEEE Std 260.1-2004) o uze with the throughput statistics.

@ Use kilobyte (kB) and kilokit per zecond (kbfs) where 1kbiz:= 1,000 bitz/=
() Uze kibibyte (KiB) and kibibit per second (Kibis) whers 1Kibis:= 1,024 bits/s

Parameter about the "Laws Apply to each TCP/UDP Connections of the Flow' Menu Selection
Number of Buffers containing the Laws Values: | 2 —| (from 2 to 100)

When the Werking Mode "Laws Apply to each TCPUDP Connection-of the Flow' iz selected, each
TCAUDP connecbon found in the Flow should impaired in the same way, To reach this aim, the
valies generated by the laws dre stored in internal buffers.

There i& the =ame number of buffers for Loss & Duplication laws as for Delay & Jitter laws. Each
bufferlocated in the Kernel memory -a resource {o use sparinghy- i able to contain 20430 values:
For-example. when 2 i the '"Mumber of Buffers containing the Laws Value® value, 4 buffers of

20480 values-are aliocated, consuming 320 KBytes of Kernel memory per Flow, that 1= 5,44
Kbytes dus to the 17 Flows.

Thiz iz why the 'Mumber of Buffers containing the Laws Values' value should be configured

Interface Selection

Interface &: | b |

Interface B: | LY |

This window is divided in four parts: Display configuration, Measurement Units, Parameter about
the 'Laws apply to each TCP/UDP connection of the Flow' selection and Interface Selection.

= Display configuration
From this section you can:

» Define the refresh period for the display of GUI's counters

» Define the sampling period for the throughput calculation

» Define the way the throughput will be processed (instant or average). The average
throughput is based on the latest x seconds statistics (x is the sampling period).
Instant computing means computing with value of the latest second.
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Define an average throughput with a sampling period of 0 allows obtaining an average throughput
on the whole period of the NetDisturb use (since the last Reset).

= Parameters applying to measurement units
* Use kilobit: in this case a kilobit/s (kb/s) is equal to 1,000 bits/s.

Display Meaning

10 b/s 10 bits per second

1 kb/s 1 Kilo bits per second (1,000 b/s)

1 Mb/s 1 Mega bits per second (1,000,000 b/s)

1 Gb/s 1 Giga bits per second (1,000,000,000 b/s)
1Thbl/s 1 Tera bits per second (1,000,000,000,000 b/s)
1.23"65 1.23 x 10765 bits per second

» Use kibibit: in this case a kibibit/s (Kib/s) is equal to 1,024 bits/s.

Display Meaning

10 b/s 10 bits per second

1 Kib/s 1 Kibibits per second (1,024 b/s)

1 Mib/s 1 Mibibits per second (1,048,576 b/s)

1 Gib/s 1 Gibibits per second (1,073,741,824 b/s)

1 Tib/s 1 Tibibits per second (1,099,511,627,776 b/s)
1.23"65 1.23 x 10765 bits per second

= Parameter about the ‘Laws apply to each TCP/UDP co nnection of the Flow' selection

This parameter (number of buffers containing the law values) is used when the following
working mode is selected: "Laws apply to each TCP/UDP connection of the Flow" (see
paragraph 7.2.4.2), i.e. each TCP/UDP connection found in the Flow should be impaired in the
same way. To reach this goal, the values generated by the laws are stored in internal buffers.
There is the same number of buffers for the Loss & Duplication laws as for the Delay & Jitter
laws. Each buffer located in the kernel memory of the NetDisturb Server machine — a resource
to use sparingly, is able to contain 20,480 values.

The number of buffers defines the number of values (delay or loss) kept by the NetDisturb

driver and used for each Connection of a Flow.

One buffer contains 20,480 values and the minimum number of buffers is 2.

With this working mode, the NetDisturb Server generates delay and loss values as much as
p the NetDisturb driver can keep.

When the NetDisturb driver detects a new flow, it gets its own pointer to loose and delay

values exclusive of the other flows. This pointer starts at the beginning of the set of values. In

case of connection with a large number of packets, the pointer increases fast; when

connections have few packets their pointer increases slowly. When the pointer reached the

latest value, it restarts at the beginning in a circular way.

p Content Impairment Laws are not concerned by the working modes.

= Interface selection
This section allows selecting the Ethernet NICs to use for the interfaces A and B.

7.2.3.2 Actions/Reset Counter

The Reset Counter impacts both the local Client and Server counters. All statistical counters and
percentages are set to 0.
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7.2.3.3 Actions/Reset Server

The Reset Server item stops the Server Part. When the Server stops, the NetDisturb driver is
stopped too. Then the Client is closed and you should restart the NetDisturb Server and Client
manually.

p To stop and free pending packets, you should reset the server.
When you stop the Flow, pending packets remain in the output queue.

7.2.4 Working Modes Menu

Working Modes

Enable Desequencing Packets (Internet-ike)
v Disable Desequencing Packets (Ethernet-ike)

v Laws to be applied to the Flow
Laws to be applied to each TCP/UDP Connection of the Flow

The impairments may introduce changes in the packet sequence. It is an option to keep the packet
sequence or not.

The NetDisturb driver analyzes the IP packets to split them into the connection they belong to.
This mode makes possible to apply the same impairment values to each packet of each
connection, e.g. to loose the third packet of each connection for example.

7.2.4.1 Working Modes :: Enable & Disable Out-of-Se  quence Packets

One of the Ethernet characteristics is to keep packets received in order. Internet hasn't’ this
constraint regarding the packet ordering: some packets can use one way while others another one,
with the consequence the receiver may get packets unordered.

The NetDisturb Driver can simulate an Internet network or can react as Ethernet does.

How NetDisturb creates an out-of-sequence case?
It may append a delay applied to one packet makes this packet to be sent before previous
ones, because the delay to apply to the latest packet is smaller than the inter-packet delay
and the delay applied to older packets are reduced to be sent before the new packet.

In such case, what's happening when the Disable Out-of-Sequence Packets is selected?
When a packet should be sent before previous ones and the Out-of-Sequence option is
disabled, the packets remain in order. The delay of the older packets is changed to take
into account the delay of this new packet i.e. all older packets in the queue get the same
time-to-send value that the new packet. When the time-to-send is reached, all packets are
sent in order, creating a burst of packets when the queue is big.

7.2.4.2 Working Modes :: Laws apply to the Flow or  to each TCP/UDP Connection
of the Flow

* Laws to be applied to the Flow

When the ‘Laws Apply to the Flow’ option is selected, every packet matching the Filter
requirements is considered belonging to the same flow. Processing is carried out in “continue”.
When you define to loose 1 packet on 3, the third received packet is lost, whatever the
TCP/UDP connection it belongs to.
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e Laws to be applied to each TCP/UDP connection of the Flow

When this option is selected the NetDisturb driver analyses each IP packet trying to put the IP
packet into a TCP or UDP connection by using the following parameters: protocol, IP
addresses and port numbers. If the connection doesn’t exist, a new one is created.

Let's take the same example as above: loose 1 packet on 3.
In that case, the third packet of each TCP or UDP connection will be lost.
Up to 10,000 connections can be handled simultaneously.

A flow disappears automatically when the TCP connection is closed and after a configurable

timer for the UDP connections.
This timer is configurable in the Registry parameters of the NetDisturb driver.

7.2.5 Statistics Menu

Skatiskics

Skart

Configuration

The NetDisturb Client statistics can be saved in a text file. The values saved are shown in the
‘View Per-Flow Statistics’ (see 7.3 for more details). They are saved at the same rate they are
visually refreshed.

You can select the configuration dialog box to save the statistics of each Flow in the statistics file.

7.2.5.1 Statistics/Start

Start to save statistics into the file. An abstract of each selected connection (Filter name, Lost,
Delay and Content Impairment law) is saved at the beginning of the file, followed by the list of
statistics, one column per statistics.

Each following record gets the format:

Column separated by a tab Comment
MM/DD/YYYY hh:mm:ss.mmm Month/Day/Year Hour:Minute:Second.millisecond
#XX Connection number
Statistic value One value per selected statistic

When the statistics are saved, the file can be opened for reading but it can’t be changed.

The throughput values are expressed in Kbps or Kibibit per second (more information is available
in paragraph 7.2.3.1 Actions/Configuration).

7.2.5.2 Statistics/Stop
Stop to save statistics into the file. The file can be renamed or copied.
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7.2.5.3 Statistics/Configuration
This option allows defining various configuration parameters.

NetDisturb Client - Export Statistics [5__(|
e @M
Tick the Fiow to Export Tick the relatad Statistics o axport

Flow(s) [ Percentage

I 5 e 1 [[] mcoming Throughput

Cl2 @T” [J14 [ ncoming Packets
O3 n [t [[] Lost Packets
s Os Oaz [11s

[] Delayed Packets
[[] other P Flows | Flaws

[] Modified Packets

[ Ak H None ] [[] outgaing Packets

3 >|:| Including Total Synthesis [[] outgeing Throughput

Statistics can start if at least the filename, one flow and one Statistics item are selected.

- (1) Filename: The filename edit box contains the target file name where statistics will be written.
If the file still exists, it will be overwritten.

- (2) Tick the Flow(s) to Export: This section is used to select Flows to include into the statistics
file. Flow #01 to Flow #16, plus the "Other IP Flows" can be selected. The Total Synthesis (3)
refers to the bottom part of the Client Windows (Part 7 in the detailed description 7.1).

- (3) Include the Total Synthesis: This option is used to add the total synthesis items into the data
saved.

- (4) Tick the related Statistics to export: This section is used to select the statistic items to save.

7.2.6 Help Menu

Contents
About...

7.2.6.1 Help/Contents

This command opens the NetDisturb User Guide as a PDF file. So you need a PDF reader to view
the contents.

7.2.6.2 Help/About
This command displays the version number and copyright of the software.
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7.2.7 Hide or Show Aggregates Menu
This menu has two states:

File Edit Actions Working Modes Statistice Help - Show Aggregates »»

Or

File Edit Actions Working Modes Statistics Help - «« Hide Aggregates

By clicking on the 'Show Aggregates' menu, the NetDisturb Client window is enlarged on the right

and shows the aggregates area:

Fe Edt Actons WorkingModes Statistcs Hebp g
Flows 1o impair using fers [Fow 301 |
@ view [T [ Run 201 ] Cviog Impairments to apply on packets guing from A to 8
; Dl Loss & Duplication Delay & Jittor Law Content Impairment
=02 [lwitog — =
|iNane) | | tione) | | ttione) v
Elwiog L )| @ [0 L
34 |[Jwieg
— —
—
Clwiog ncaming an A P Ougoing on & -
= | Clwksy ] [ | [ [
[wiog (Il Ipaments on A to & |
¢ [ooow) | |
Dlwiteg = 7Y T
2 |Dlwitog TCP Fiter v/ Mod rate] B0%1 | l
=10 |[wiog »
— >
[CJwieg Alnterface ) ‘ Configure Fiter " D sintertace
2 [Owiteg i 1
Applcation Rules :
» £ b i | e
wileg L
=14 | Cwitog Outgoing on A Frpaiments on B to A Incoming on B T
L [ -
[Owieg E T T iieer ™ #18
e [ oms | -
f } 1 = .
Cwitea | [Tosowa ]| | [Tener ] #fomer
Other flows fo impalr wihout using fiters
igute Aggregates
i impsiments to pply on packets going from B fo A
O view [other @ Flows v [0_Run_|[wikeg D
il . ¢ . . Help
Ve e s P sgregae 8¢
Dashéoard Interfaces Statistics (based cn Network nterface Cards level)
Alsrms l B Received Pkt Fltersd Pids Throughput Transmission
—) FromAt8 [0 s Joe Tor T i T 1
cPUUsage: [ a% FromB oA [ 0, opie | [op s pis |

By clicking on the 'Hide Aggregates' menu, the NetDisturb Client window is reduced by hiding the

aggregates area:

Fie Edt Actions WorkingModes Statistics
Fiows to impair using fiters

ENHANCED EDITION
id Run #01 | witog Impairments to apply on packets going from A to B
T Loss & Duplication Delay & Jitter Law Content Impairment
Run #02 | ] wiLog = —
| ttione; v ‘mm) v }(unna) v‘
Owieg
< Owieg
b= B —=
= Owaeg Incoming on A Apglication Huks Outgoing on B
Dlwieg I I \ !
0o ‘ impairments on A 10 B Packetsis
wilog L L
=23 | [wiog
Clwitog [reormer v l
i GRS
[witeg o .
< >
- B Interfac
Cwitog A‘w,m 0 " l Configure Fiter I [ Configure Filer J ‘i 0‘ int e
O R N
2 wiLog —_——
7@?7!@[0” Folow " (No Fiter Selected) W I(
1 - |
Oview | | [witog [ ‘
Ovew gl 4 [ ]wniog Outgoing on A bpekmegts on 640 A Incoming cn B
‘ | s = I
O View | un #15 | [J wiog 3
) Soe] | am | Ooersen] -
Ovew | [witeg 0,00 bis e e
Other flows to impair without using fiters
e o impairments to apgly on packets going from 8 to A
O View [otmer P rows v [@_Pun_][Jwiog B e = ==
O View Per-Flow Statistics

Dashboard Interfaces Stalistics (based on Network Interface Cards level)

Fr —‘ Throughput Reception _ Received Pids _Fitered Pids __ Sent Pits
L ! FromAtoB [poors | ops lop 0p [op

cruusace: [ 9% | [oes loa g [ap
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7.3 The Flows

This section describes the left part area of NetDisturb Client user interface.

7.3.1 General Description

Flows to impair using filters

Flowzto impair uzing fiters

| {60 Run 01 | [ witeg

O View | IcP

(O View | SHTP

J
| [ Run #02 | [ wilog
J

[’. o Run #03 | [ wilog

(O View | POP3

O View | MAP

[‘.;".- Run#05 ] [JwiLog

O View | vLAN103

[£9 Run #06 | [ wiLog

O View | GRE

| [ Run #07 | (] witog

(O View | SIP

| [£2 Run #08 | [ wiLog

O View | RTP

| [ Run #08 | (] witog

O View | BeP

[£2Run#10 | [ wiLog

(O View | HTTP

| [ Run#11 | Cwitog

O View | FTP

[£dRun#12 | [ wiLog

O View | Tehet

[£9Run #13 | [ wiLog

O View | H5-50L-5

[ Run #14 |[JwiLog

(O View | VNC

| [0 Run #15 | [ witog

O View | NetBios

i [';_'_r!- Run #16 ] [l wiLog

Other flows to impair without using fiters

OView |other Fows v [0 Run_|[Jwitog

{3 View Per-Flow Statistics

Run &l Stop &

Dashboard

Alarms: | |

[‘u’iew Alarms ...

CPU . Usage: 1%

This button is used to access the details configuration and
statistics of a specific Flow.

RSP

This edit area is used to name the flow with a mnemonic
that helps to remember impairment parameters or filter
used. Up to 16 flows with filters can be defined.

[Orunzo1 | [5wp#01]

Each Flow can be started or stopped individually.

The button ‘Run/Stop #XX' indicates the status of the
Flow will get if the button is pressed. This button is
grayed when Interfaces A and B aren’t defined.

[Jwieg (Enhanced Edition only)
Once a filter is defined for a flow, it's possible to trace the
events and packets to impair when the flow is running if
this option is checked.

Other flows to impair without using filters

(O View | Other Flows v||¢_'a Run |[JwiLog

The "Other Flows"/"Other IP Flows" object is in charge to
handle the remaining traffic that wasn't filtered by the
previous Flows. It can't be renamed:. its specific
characteristics are described in paragraph 7.3.2.

View Per-Flow Statistics
() View Per-Flow Statistics

When selecting this button, you can get an abstract of
the activity of all flows. Details can be found in paragraph

7.3.3
Bottom buttons

The ‘Run All' button starts all Flows, except the Flows
that don’t have a filter defined.
The ‘Stop All’ button stops all running Flows.

Drashboard
Alarms: | |

CPU Uzage:

Alarms : this error counter is the number of alarms
returned by the NIC driver indicating that some errors
(CRC errors, NIC or driver buffer overrun) have occurred
from the started time of the NIC. When pressed, the
"View Alarms... " button displays a pop-up window with
alarm details.

CPU Usage: indicates the level of processor activities.

[ Wiew Alarms ...
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7.3.2 Other Flows to impair without using filters

This object is in charge to handle the remaining traffic. This is why there is no need to have a filter
for this object. The remaining traffic (not filtered by the Flows from #01 to #16) could be one of the
following:

The traffic considered is the IP frames that haven't been

@ View [IESEEEMS « [0 Run |TJwiteg  filtered by IP Flows #01 to #16. Only the IP Frames are
eligible when this option is selected.

The traffic considered consists in all Ethernet frames that

: . » haven't been filtered by IP Flows #01 to #16. The IP frames
Ol | v|w]|:| Wits as well as all the other Ethernet frames (such as IPX or

MPLS frames) will be filtered when this option is selected.

This object can be used to filter other IP packets not defined by previous IP Flows.

The same operations apply to this ‘17" flow as other flows (Run/Stop, Run All / Stop All, etc.)
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7.3.3 View Per-Flow Statistics
To get this view you have to press the View Per-Flow Statistics button.

NetDisturb Client - Impairment Tool for IP Networks - Default.wsx
Fle 7' Actions WorkingModes Statistics Help Show Agoregates »»
Fiows to impair using fiters Per-Flow 3‘,5,—"’;'] ENHANCED EDITION
OView | RsVP | [ Run #01 | witog (5=) [ ] _THROUGHFUTUN) | FACKETSON) |  LOSTPATS | DELAYEDPKIS |  MODFIEDPATS | |
- a AtB 0 00054 Ops o 070.0%] 0 [0.0%] 0{0.0%)
View | ICMP i 4 Run #02 I wiLo 4
O ' L [ wiog e { BloA 0 000bs Ops o 0 {0.0%] 0 [0.0%} 0 [0.0%]
(O View | SUTP -g 4 Run 203 |[] wiLog { AtB 0 0008 Ops o 0 [0.0%] 0 [0.0%] 0 [0.0%]
= z 2lswa o 0.00bs Ops o 0 [0.0%] 0 [0.0%] 0 [0.0%]
O View I POPZ ] [Jwiteg 03 { AtoB 0 0.00bs Ops a 0 [0.0%] 0 [0.0%] 0 [0.0%]}
e BtoA 0 00005 Ops o 010.0%] 0[0.0%] 0 {0.0%)
O View | map {9 Run 205 |[wiLog e { AteB O 000bs Opa 0 0 [0.0%) 0 {0.0%] 0 [0.0%)]
=z s BtoA 0 0.00bs Ops o 0 (0.0%] 0 [0.0%] 010.0%]
OView| VLAN103. | [ witog e { AtoB 0 000bs Ops o 0 [0.0%) 00.0%) 010.0%]
O view | Gre 1 m} Flwoa BioA 0 000b3 Ops o 0 [0.0%) 0 (0.0%) 0 10.0%)
s {A toB 0 0.00bs Ops ] 0 (0.0%] 010.0%] 0 [0.0%]
O View | sp [ wiLog Blgwa o 0.00bs Opis o 0 [0.0%] 0 {0.0%] 0 ]0.0%]
— {A B 0 0.00bis 0ps o 0 [0.0%] 0 [0.0%) 0 0.0%)}
O View | RTP _]t ) Run #09 | [ wiLog T lewa o 00065 Ops o 0[0.0%] 0 [0.0%] 0 [0.0%}
AwB 0 0.00bs Opis o 0[0.0%] 0 [0.0%)] 010.0%]
|
O View | BGP | [Run 210 | Ol witog m{azu 0 000bis Ops 9 00.0%] 0 10.0%] 0 {0.0%]
AteB  © 0.00b5 Ops 0 0 0.0%] 0 [0.0%] 0 0.0%]
View | HTTP D Rune |[w {
o _ [@un#1s |Clutog " Bwa o 000bs Ops o 0 ]0.0%] 0 (0.0%; 0 {0.0%]
O view | FTP '_‘ 3Run #12 | ] wilog {Alna 0 00065 Ops 0 0[0.0%] 010.0%) 0 10.0%)]
o - - *0)gwa o 0005 Ops ] 0 [0.0%] 0 [0.0%} 0 [0.0%]
O View i Teinet £ Run #13 |[] wiLog w11 { AtoB O 000bs Ops o 0 [0.0%] 0 [0.0%] 0 [0.0%]
] : BtoA 0 0.00bis 0ps 0 0(0.0%] 0 [0.0%)] 0 {0.0%]
O View | s-saL-s (iRun 214 |[[Jwileg b { AteB 0 000bs Ops 0 0[0.0%] 0 [0.0%] 0 {0.0%]
ot BloA 0 0.00bs Ops o 0 {0.0%] 0 [0.0%] 0 [0.0%}
O View | vNC [ Run 215 | Clwiog e { AlB 0 0.00bs Opis o 010.0%] 0 10.0%] 0 [0.0%]
P i 1 BloA 0 00065 Ops 0 0[0.0%] 0[0.0%] 010.0%]
View | NetBios il J Run #16 I
o L g Clwiteg J52 { AtB 0 0.00bs Ops o 0[0.0%] 0 [0.0%] 010.0%]
Ot fowe i kgt itk g Tl PRAL R s o S0 e o “sew
: : Ato 00bs  Ops | 1
O View |Other Flows | :['_'] wilog 15 { BfoA 0 000bis Opis o 0 [0.0%] 0 [0.0%] 010.0%)
e L. { AtoB 0 0.00bs Ops ] 0 [0.0%] 0 {0.0%] 0 {0.0%]
(@[View Per-Fiow Statistics! ®lBoa o 000bs Ops 0 0 [0.0%] 0 [0.0%] 0 [0.0%)]
____{ AtoB 0 0.00bs Ops 0 0 [0.0%} 0 0.0%] 0 [0.0%]
BtoA 0 000bs Opis o 0 [0.0%] 0 10.0%] 0 [0.0%)]
Dashboard Interfaces Statistics (based on Network Interface Cards level)
Alarms: l ___ Throughput Reception | Received Piis  Filered Phis.  Sent Piis __T'nroic;ﬂp_:st_irqgsrv_\esunn
= FromAto8 | 0.00 bis | ops [op p 0 [ 0.00 s |
cPUUssge [ 7% FromBtoA [o00bis | Opss [op 0p 0 | 0.000is

On this screenshot no Flow is running.

Detailed Description:

(=] [ % [ THRCUBHFUT(N) | FAGKETS(N) |  LOSTFRIS | DELATEDFWIS. |  MODIFIEGFRis. |
, AtoB 0 000bs Oph o 0 [0.0%)] 0 [0.0%] 0 {0.0%]
"ilsna o 000bs Ops o 0 [0.0%) o [0.0%] 0 [0.0%]

(2] The two arrows allow scrolling the statistics synthesis window in order to view the hidden
statistics. In order to change the order of the columns, simply drag and drop them. These columns
can be also resized.

There is one line per direction of the exchange. The upper line refers to the A Interface to B
Interface direction. The second line is the opposite direction.

%: This column shows the percentage of packets from A to B or from B to A which correspond to
the selected filter criteria regarding the total number of packets treated by NetDisturb (respectively
from A to B or from B to A).

THROUGHPUT(IN) or Incoming Throughput:  This column shows the instant or average
throughput, depending on the Display Configuration chosen (more details are available in
paragraph 7.2.3.1 Actions/Configuration).

The Incoming Throughput shown in the upper line refers to data received by the ‘Interface A’
applying the IP Filter (or ‘Interface B’ for the second line respectively).
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PACKETS(IN) or Incoming Packets: This column presents the number of packets received. Itis a
cumulated value.

LOST PKTS or Lost Packets: This column presents the number of packets lost, and the
percentage of those packets regarding the global number of packets filtered, for the relevant
direction. In case of duplication, this counter shows the number of generated packets by the
duplication process.

DELAYED PKTS or Delayed Packets: This column presents the number of delayed packets, and
the percentage of those packets regarding the global number of packets filtered (Incoming
Packets column), for the relevant direction.

MODIFIED PKTS or Modified Packets: This column presents the number of packets of which the
content has been impaired, and the percentage of those packets regarding the global number of
packets filtered (Incoming Packets column), for the relevant direction.

PACKETS(OUT) or Outgoing Packets : This column presents the number of packets sent from
one interface to the other. It is the number of packets filtered (column Incoming Packets ) minus
the number of packets lost (Lost Packets column), for the relevant direction.

THROUGHPUT(OUT) or Outgoing Throughput:  This column shows the instant or average
throughput, depending on the Display Configuration chosen (more details are available in
paragraph 7.2.3.1 Actions/Configuration). The Outgoing Throughput column shown in the upper
line refers to data sent to the Interface B (or Interface A for the second line respectively).

By default, all of the statistical columns are displayed. The NetDisturb Client offers the possibility to
hide the non-mandatory columns. To access to the configuration window showed below, right
click on the statistical area to open it. When a column is selected, this one is inserted at the end of
the tab.

Per-Flow Statistics |
(=] [ % | THROUGHFUT(IN) | PACKETS(N) | LOSTPKIS [ DELAYED Pl
{Ama 0 0.00bis 0pis 0 0 {0.0%] 0o
¥llewa o 00065 Ops o 0 {0.0%] oo
o fARB 0 0.00bis Ophs o 0[0.0%] 010
BloA 0 000bis 0pis l o 0 [0.0%] afo
{A toB O 000bs 0o 0 0 [0.0%] o
BtoA O 0o ~: : 0 {0.0%] 0je
ssfALB 0 0.0l nght Click 0 [0.0%] ofe
“Vewa o 0.00bis Opis o 0 {0.0%] a0
{Ama 0 0.00bs Opis 9 0 [0.0%] ajo
¥51Btoa o 0.00bis 0p (] 0{0.0%] afe
BB NetDisturb Client - Choose Statistics &]
Select the siatistics columns to display
Percentage of Packets fitered (%)
incoming Throughput
Outgoing Throuhgput
Incoming Packets
Outgoing Packets
Delayed Packels
Lost Packets
Modified Packets
E .Ap-ply-' H I Cancel I
p The display preferences (order, size and visibility) of the statistical columns are saved into
the context file
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When some Flows are active, corresponding lines are colored as shown below:

- The green color is related to the A=»B direction
- The gray color is related to the B=»A direction

turb Client - Impairment Tool for IP Networks - Multi Flows. WSX
File Actions  Working Modes  Statistics  Help -~ Show Aggregates s
Flovys to'impair using fiters | Per-Flow Staﬁsﬁcs_| STANDARD EDITION )
) Wi | LUDP port 2009 Hestop #01 - % | THROUGHPUT(IN) |  LOSTPKTS | DELAYEDPKTS | MODIFIED PKTS | THROUGHPUT(OUT)]
O View | UDF port 2010 |[ Fun #02 | oy [A12B 10 B.6 Wibis 1362 pis 24530 [15%] 1425 [B5%] 0 [00%]7 64 Mbis 1150 pis
- Btah 10 3.88 Mbls 555 pls 10108 [15%] 87527 [95%] 8753 [B5%] 211 Mbis 474 pie
O ¥iew UDPport 2011 | [(9Ston #03 || vt g {Ato B O 0.00 bis 0 pis o0 0 [0.0%] 0[O0%  000bs Opis
S : | Atos O 0.00bis O pis 0 [0%] 0 [0.0%] 0[0O0%  000bs Opis
(O view | LUDP port 2012 |I |Run #04 AtoB 10 308 Mbis 1350 pls 24568 [15%] 1.4e5 [35%] 13981 [3.5%]7.61 Mbis 1156 pis
S Btoa 10 367 Mbis 552 pis 43283 [B4%] 24431 [56%] 0[00%] 137 Mbis 202 pls
O view ‘ UDF port 2013 _IQStUp #05 ]| |wilog !#04 atoB 0 000 b Opis 0 @.0% 0 [0.0%] ‘O[00%]  000bs  Opis
) T BtoA O 000 bis O pis 0 [@0%] 0 [0.0%] O[DO%  000bs Opis
O view ‘ UDF part 2014 |[ J Run #06 ] | I#DS {Ato B 10 2.96 Mbis 1360 pis 1,125 [B4%] 531320 [26%] 42062 [20%] 320 hibis 490 pis
(O view | UDF port 2015 |[9910f3 w07 ] Bioa 10 393 Wb/ 555 pis 33268 [B4%] 23027 [36%] DPO%] 140 hhis 208 pis
. ——— [ {AtnEI il 0.00bs O pis 0 [0%)] 0 [0.0%] 0[00%  000bs Opis
()view | UDP port 2016 [ | Run #05 Btad O 000 ks Opis 0 [po% 0 [0.0%] 0[@O%  000bs Opis
AtoB 10 2.05 Mbis 1356 pls 24561 [15%] 1.4e5 [35%] 0 [00%]7.62 Mbis 1152 pis
O View UDPport 2017 | [E)stop #09 | "7 \Blos o 365 Mbs 542 pis ‘ag1a4 71w 0 [0%] 0[00%] 101 Mbis 153 pis
: s {AtoEl 0 0.00 bis 0 pis 0 [00%) 0 [0.0%] 0[0O0%  000bs Opis
O view \ UDP port 2018 | [L)Run #10 wllog Btos O 0.00 b 0 pis 0 [@0% 0.0.0%] 0[00% 000bs Opis
e s —— 10 .05 Mbis 1355 pi 1265 [719%) 47255 [20% 0[D0%] 252 Mbis 402 pi
Oview |UDP port 2018 | [@Stop#i1 || wion i#gg{AmB i pi= e8] 12a%] [0.0%] % b=
| Bios 10 368 Mbis 547 pis 43357 [71%] 19380 [20%] O[D0%] 104 Mbis 154 pis
O view ‘ LDP port 2020 [ﬁ ' Run #12 o !#10 AtoB O 0.00 bis 0 pis 0 [0.0%] 0 [0.0%] 0[D0%  000bis  Opis
: | BtoA O 000 bis O pis 0 [o0%)] 0 [0.0%] 0[00%]  000bs Opis
O visw UDPport 2021 | [@stop #13 | AtoB 10 205 Mbis 1350 pis 1265 [719%] 47077 [29%] 38234 [23%] 267 Mbss 403 pls
LN TR 362 Mbis 590 pis ATE1E [1%] 19324 [28%] 15848 [29%] 1.05 Mbis 157 pis
) wiew | UDP port 2022 | | Run 214 | g fatoB 0 0.00 b Opis 0 [0.0% 0 [0.0%] 0[00%] 000bE Opis
: " Btad O 000k O pis 0 [.0%] 0 [0.0%] O[0O%  000bs  Opis
O views | LDP port 2023 | [@stop #15 b {Ato B 10 2.6 Mbis 1347 pls 1265 [71%] 47203 [20%] 38354 [23%] 264 Mbis 303 pis
1 BET Mbie 554 pi 4776 F1% 10421 [20% 15845 [24%] 1.10 Mbis 170 ps
O View |UDP port 2024 | [Run#16 | icn ERc = ARG 225 0] deiiiznie sodedel L
b {Atoa i 000 bis O pis 0 oo 0 [0.0%] O[O%  000bs Opis
lFEE ioWes 13 il WU Ui itsrs Ato& O 000 bis O pis 0 [0%] 0 [0.0%] 0[0O0%  000bs Opis
: AtoB 10 277 Mbis 1327 pis 1485 [71%] 45372 [20%] 37005 [23%] 250 Mbis 385 pis
O View | Cibier Flow L (T 364 Mbls 554 pis ATEZA[FA%] 12335 PO 15778 (23] 1.02 Mbls 154 pis
Ly fastoB 0 000 ks O pis 0 [0.0%] 0 [0.0%] 0[D0%  000bs  Opis
() iview Per-Flow Statistics | Btod O 0.00 bis O pis 0 [@o%| 0 [0.0%] 0[00%)  000bs  Opis
{AtoEl 20 17.9Mbis 2873 pis 0 [po% 0 [0.0%] 0 [00%]17.9 Mbis 2673 pis
[ Foun &1 J [ Stop &l J """ Biod 20 7.38 Mbiz 1122 pis 0 [.0%] 0 [0.0%] 0 [00%]7.32 Mbls 1122 pis
Dashboard Interfaces Statistics (hased on Metwork Interface Cards level)
Alarms: | | igwe AlEFNE _ Throughput Reception Received Pis  Fitered Pkts  Sent Pits Throughput Transmizsion
5 i From Ato B | 894 Mhbiz | 13497 pis [1 B41780 1841180 p | 995761 p ; 547 Mbis || 2292 pis
CRUUssge | &% | FromBtod [368Mes | 5588ps | 677090p | 677080p | 340555p | 18GMEs | 2802pi
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7.4 The Impairment Parameters and associated Comman  ds

The impairment parameters are defined by using a Loss & Duplication law and/or a Delay &
Jitter law and/or a Content Impairment law . These parameters can be modified from the top (for
A to B direction) and bottom part (for B to A direction) of the NetDisturb Client main window.

Flow #08: TCP-Test | STANDARD EDITION )
impairments to apply on packets going from Ao B
Loss & Duplication Delay & Jitter Law Content Impairment
{ Percentage of Loss W | Router Simulation with Delay v I Mormal Law Impairment w
Lo=s: Percentage Router Simulation & Constant Hormal Law (Laplace-Gaugs -
- Define x

e

Incoming un.r?k — Application Rulss Outgoing on IIEI =
0 i | o]
0 pis | Impairments on & to B | fl
ughpt | 0,00 bis - [ owmow Theougfiput [ 0.00 brs
" DetavedPas|  00.0%] |
|TCP Fiter v Vodled Pids | DO ]
Aot
Alnterface @) 'i Configure Fiter | Configure Fiter " @ Binterface

The "Configure Filter " button allows specifying the parameters for the incoming packets of the
Flow, and there is one button per direction:

- Direction A # B: use the left "Configure Filter " button to configure the parameters of the filter
to use over the A interface

- Direction B # A: use the right "Configure Filter " button to configure the parameters of the filter
to use over the B interface

Selected filter for incoming packets over the A Interface

Configure the filter for the A Interface

e[ omow | l
- oy

Application Rules I - |
i / | 'i (No Fiter Selected) |l

Configure the filter for the B Interface

Configure Fitter

Selected filter for incoming packets over the B Interface

The Filter allows selecting packets to process and eventually the rules to apply the impairments.
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Once a filter is defined for a direction (A =% B or B # A), the impairments can be defined by using
the objects presented below:

Impairments to apply on packets going fromAto B

Loss & Duplication Delay & Jitter Lal.l.l Content 1mp&|rmem
—
| Percentage of Loss (1) bt | |Romef Simulation with Dela ]_ |H|:~rrru| Law Impairment ( ) b |
@5 Percentagse Y ¢@'ﬂulﬁ ton & Cunﬁ:nm Horn.al Law |an@
9 =
“"—-_
B
- .
Imparments to apply on packets going from B lo-A
Loss & Duplication Delay & Jitter Law Content Impairment
| Dupiicate 1 Packet out of 20 v || Constant Delay v | | (None) v

ﬁ

Cuplication; Constant Delay - [None)
1/ Packet out of M Dafoa fine
Each section for the impairment law is composed of 3 objects:

- (1) The combo-box allows selecting the defined law
- (2) The resume of the law selected in the combo-box
- (3) The Define button allows defining and modifying the impairment law.

The center part (shown below) displays statistical counters for the two interfaces:

Incoming on A COutgoing cn B

Application Rules

Packets III ‘ | Packets III
Packets/s -»> Impairments on A to B -»> Packets/z
Throughput LostDuplic. Pts Throughput
Delayed Pkis
[CP Fiter v| Modiified Pkt
q q
Alnterface Configure Fitter @ B Interface

'_

Application Rules

1

— W

| | | TCP Fitter
Outgoing on A Impairments on B to A Inceming on B
packets | 0] LostiDuplic. Pkts 010.0%] pacets [ o]
Packetziz 0 pie * Delayed Pkt 0 [0.0%] * Packets/s 0 pl=

Throughput 000 his hodified Pkts 0 [0.0%] Throughput 0.00 biz

e Incoming on A (or Incoming on B)

In the upper left for the A interface (bottom right corner for the B interface), the "Incoming on A" (or
" Incoming on B") object displays:

- number of incoming Packets matching the Filter for the interface

- number of incoming Packets/s matching the Filter for the interface

- the incoming Throughput
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Application Rules and Statistics for the Impairment S

Application Rulez Application Rules

Impairmentz on A to B Impairment= on B to A

0 [0.0% 0 [0.0%]

0 [0.0%] 0 [0.0%]

0 [0.0%] 0 [0.0%]

Direction A » B Direction B » A

When the Flow is running, the following information is displayed and refreshed:

- Application Rules : The possible status are the following:

= Waiting for trigger

= Delay before impairments

= Applying impairments

= Delay before next cycle

= No more impairment

= No impairments law selected

- Impairments on Ato B (or B to A)

 Lost/Duplic. Pkts counter (Lost / Duplicated Packet )

With a loss law, this counter displays the number of lost packets and the ratio of packets lost
on the number of filtered packets for the current Flow.

With a duplication law, this counter displays the number of generated packets by the
duplication process and the ratio of generated packets on the number of filtered packets for
the current Flow.

In the case of the "Loss (1 out of N) then Duplicate (1 out of M)" law, it displays the number of
lost packets added to the number of generated packets by the duplication process.

 Delayed Pkts counter (Delayed Packets)
The number of delayed packets and the percentage of delayed packets on number of filtered
& no lost packets are displayed with this counter.

« Modified Pkts counter (Modified Packets)
The number of modified packets and the percentage of modified packets on number of
filtered & no lost packets are displayed.

Once created a new Filter or a new Law, it will be available to be applied to both
directions (A @*BorB 2 A).

7.4.1 Selection of a Filter or Impairment Law

To change the selection of the filter or the law, select the requested filter or law from the list
displayed in the related combo-box. The filter or the law is automatically selected.
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7.4.2 The Filter Configuration

To configure a filter for a flow, press the Configure Filter button as shown below.

Configure the filter for the A Interface

T

TCP Fiter

Alnterface {j " Configure Filter ! 0¥ 6 interface
Appication Rules ; o~ m|
r ’ (Mo Filter Sslecied) W (
- |

Configure the filter for the B Interface

Filter set to the A interface

\ Configure Fitter " 0 B Interface

T

TCP Fiter ¥
| . | — ,' {No Fiter Seier:ted} "
Alnterface @ Configure Fiter

Filter not set to the B interface

Red stripes near the combo-box are displayed
when there is no filter set for the interface

A Filter is a set of parameters to select the packets that would be impaired for the flow.

With NetDisturb you can define up to 16 filters, i.e. 16 flows. An additional item named "Other
Flows" is in charge to handle all flows (IP or not) that have not been user defined. For this item no
filter can be defined, but impairments can be applied.

A Filter is composed of a combination of several items — Predefined Parameters , where each one

of them is optional (except the Frame Type), and it's possible to add a user-defined Pattern
Parameter and Rules to apply the impairments.

Predefined Parameters
Ethernet header
Source MAC address
Destination MAC address
Ethernet Packet Length

IP Frame Version (IPv4 or IPv6)
ARP Frame

ARP Operation (Enhanced Edition only)
List of VLAN-ID (Ethernet frames 802.1Q)

List of MPLS-ID
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IP Header

. Source IPv4 address
Source IPv4 address mask
Destination IPv4 address
Destination IPv4 address mask
Source IPv6 address
Source IPv6 address mask
Destination IPv6 address
Destination IPv6 address mask
Protocol (ICMP, TCP, UDP, GRE, ...)
Differentiated Services Code Point (DSCP) / ToS Byte

List of Ports (for TCP or UDP packets)
Source port list
Destination port list

Protocol primitives (only for Enhanced version): ARP, DHCP, DNS, FTP, FTP-DATA, HTTP,
NTP, RTP and SIP.

Pattern Parameter

The Pattern Parameter is a user-defined filter based on the Ethernet packet content (search
for a defined pattern with an offset in the Ethernet frame content).

The pattern parameter is composed of:

- Offset (decimal value)

- Pattern (hexadecimal string)

- Result (hexadecimal string)

The analysis starts at the Offset position of the Ethernet frame, where the content ANDed
with the Pattern (up to the pattern length) should be equal to the Result.

The Pattern Parameter can be used alone or in addit  ion to predefined parameters.
Rules applying to Impairments

User-defined rules may be associated with the filter to condition the applying of the
impairments:

- Start when finding a Trigger (a trigger is defined with 3 parameters: Offset, Pattern,
Result) and impair or not the frame that has triggered

- Delay before applying impairments: number of packets or elapsed time expressed in
milliseconds or seconds or minutes or hours

- Stop impairments after: number of packets or elapsed time expressed in milliseconds or
seconds or minutes or hours

- Define a loop for the rules above with 2 parameters:
= Create aloop and apply it n times
= Pause between each loop (expressed in number of packets or elapsed time
in milliseconds or seconds or minutes or hours)
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By default, the following Filters are included with the default context named Default.wsx :

Name of the Filter

Description

(None)

This filter disables the Flow because no packet can match a Filter without selection
criteria.

TCP Filter This filter considers only IP packets with a protocol set to TCP.

UDP Filter This filter considers only IP packets with the UDP protocol.

HTTP Filter This filter considers IP packets with the TCP protocol and the destination ports 80 or
8080.

HTTPS Filter This filter considers IP packets with the TCP protocol and the destination port 443.

ICMP Filter This filter considers only IP packets with ICMP (01) protocol.

SMTP Filter This filter considers IP packets with the TCP protocol and the destination port 25.

NETBIOS Filter

This filter considers IP packets with the TCP protocol and destination ports 137, 138
or 139.

VolIP Filter This filter considers IP packets with the UDP protocol and the destination port 1250.
TFTP Filter This filter considers IP packets with the UDP protocol and the destination port 69.
VNC Filter This filter considers IP packets with the TCP protocol and destination port 5900.

Printer Filter

This filter considers IP packets with the TCP protocol and destination port 9100.

TELNET Filter

This filter considers IP packets with the TCP protocol and the destination port 23.

GRE Filter This filter considers IP packets with the GRE (x2F) protocol.

FTP Filter This filter considers IP packets with the TCP protocol and the destination ports 20 or
21.

BGP Filter This filter considers IP packets with the TCP protocol and destination port 179.

MS-SQL-S Filter This filter considers IP packets with the destination port 1433.

VLAN Filter This filter considers IP packets when the VLAN ID is included between 1 and 5.

POP3 Filter This filter considers IP packets with the TCP protocol and the destination port 110.

NTP Filter This filter considers IP packets with the UDP protocol and the destination port 123.

RSVP Filter This filter considers IP packets with the RSVP (x2E) protocol.

SCTP Filter This filter considers IP packets with the SCTP (x84) protocol.

SIP Filter This filter considers IP packets with the following parameters: UDP protocol,

destination port = 5060, SIP returned status = OK, SIP Request = INVITE.

RTP Audio filter

This filter considers IP packets with the following parameters: UDP protocol, payload
type =9 (G.722)

RTP Video filter

This filter considers IP packets with the following parameters: UDP protocol, payload
type = 31 (H.261)

m Supplementary filters may be added depending of the product release.

To define or edit an existing Filter, press the Configure Filter

button as indicated below:
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Configure the filter for the A Interface
. T . L e
| TCP Fiter v : [ “.0 |

e

& Interface

L

Configure Fller

=|}-

'ﬂ B Interface

Configure Filer

t

Application Rules

) I, |
/ . o .

Configure the filter for the B Interface

Then the following window will appear:

NetDisturb Client - Configure Filter - From Ato B

Filters List

oDy Delete || Renams

{Mo Fitter Selected)
TCP Fitter
UDP Fitter
HTTP Fitter
HTTPS Filter
ICMP Fitter
SMTP Fiter
NETBIOS Filter
WolP Fitter
TFTP Filter

WNC Fitter
Printer Fitter
Telnet Filter
GRE Fitter

FTP Filter
BGP Fitter

B

<

Association with another Flow (Enhanced Edition)
The Associalion i avallable in 2 cases!

1% SIP (Primitive or Return code) == A=ssociation == ATF payload
23 FTP (Command or Return cede)} == Asseciation ==FTP DATA.

Fifter Description

Filter Configuration

Predefined Parameters | Pattern Parameter i "

|| Rules applying to Impairments |

Step 1: Choose a Parameter

Step 2: Define Parameter

= Ethemnet Header
- Source MAC Address
. Diestination MAC Address
. Ethemet Packet Length
IP Frame Yersion
‘. 4RP Frame
[#- ARP Operation
WLARN
MPLS
(= IF Header
- Source |Pv4 Address
- Source |Pvd Address Mask
- Destination |Pvd Address
- Destination |Pvd Address Mask
- Source |PvE Address
- Bource |PvE &ddiess Mask

JEIR

~
| Uperatar
Llzer-dehined walue ar st | |
Fredefined valus |M e value s=lectsd]
. I] —II
|

This window allows creating a new Filter or modifying an existing one.

If "(None)" is selected, only the New Filter button is enabled and the tabs to define the parameters

are disabled.
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If you select a preexisting Filter in the current list-box, then the parameters of this Filter can be
viewed and the first "Predefined Parameters" tab is set as in the example below:

NetDisturb Client - Configure Filter "TCP Filter” - From A to B

Filters List 0
| New Fiter |

(Mo Fiter Selected)

TCP Filter

UDP Filter

HTTP Fifter Description of "TCP Filter" @

HTTPS Fitter = Fitter Parameters

ICHP Filter IP Frame Version: [EQUALS TO] IPv4

SMTP Fiter [AND] Protocol: [EQUALS TO] &

NETBIOS Fitter Rules applying to Impairments: none

VolP Fiter

TFTP Fiter

VNC Fitter

Printer Fiter x. Cancel

Teinet Fiter s |

GRE Fitter

FTP Fitter |
| BGP Fitter |

Configuration of " TCP Filter” @

Predefined Parameters | Pattern Parameter ] Rules applying to Impairments |
Step 1: Choose a Parameter Step 2: Define the parameter “IP Frame Version™

Association with another Flow (Enhanced Edition)

| Delete " Rename A msocition wi Th.E Assa.cia.tian s avaiable In 2 cazes _
1) SIP (Primitive or Return code) => Azsociation => RTP payicad
Al

2j FTP (Command or Return code) => Association == FTP DATA

(8

= Ethemet Header ~
Source MAC Address Upsahs
Destination MAC Address bica L] a0 it | |
Ethemet Packet Length B
VLANAD () Predefined value: [ 1Pvd v
MPLS D oy L5
ARP Frame J
ARP Dperation Code kil
IP Frame Yersion Help
= IP Header Select ane or more values from the predsfinad kst
Source |Pvd Address
Source |Pvd Address Mask
Destination IPv4 Address
Destination IPv4 Addiess Mask.
Source |PvE Address
Source |PvE Address Mask v

Delete this parameter I

This window is composed of several areas:

* (1) Filters List : List of the defined Filters: a list-box displays the defined Filters and five buttons
allow managing the Filters: New Filter , Copy, Delete, Rename, Up and Down.

* (2) Filter Description : the list-box displays the detailed characteristics of the Filter and the
specific impairment rules if specified, as shown in the example below:

Description of "Test Filter"

[=)- Fitter Parameters

© IP Frame Version: [EQUALS TO] IPv4 [OR] IPvE

- [AND] Protocol: [EQUALS TO] 06 TCP [OR] 17 UDP [OR] 41 SIP (IPv4) / IPvG
& [AND] DSCP: [EQUALS TO] 08 Class 1 [OF] 16 Clazs 2 [OR] 24 Class 3 [OR]
¢ - [AND] Pattern Parameter: Offset 30 / Pattern ED / Result 21

EI Rules applying to Impairments

- Start Impairments after: 10 Second(s)

- Stop Impairments after: 1000 Packet(s)

- Reapply theze rules: 5 times:

< | >

» (3) Filter Configuration : three tabs allow defining the parameters of the selected Filter.
- Predefined Parameters (to specify one or several parameters)
- Pattern Parameter (optionally: to specify if a pattern must be defined)
- Rules applying to Impairments (optionally: to specify if impairment rules must be defined)
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* (4) Association with another Flow  (Enhanced Edition only): available in 2 cases (SIP and
FTP) to correlate control and data flows by example.

7.4.2.1 Filters List

Fllters List The list-box displays the names of the filters defined in the

[ew Fier ][ copy ][ Detete J[Rename ][ up ](oown] current context.

(No Fitter Selected) i . . . .
TCP Filter i To manage the list, add or modify or delete a filter, six
' .

— buttons are available:

HTTPS Filter

ICHP Fitter H

SMTP Fiter - New Filter

NETBIOS Fiter - Co

WolP Fiter py

TFTP Fitter - Delete

oo 1 - Rename

Printer Fitter

Telnst Fitter - U P

GRE Filter

FTP Fitter - Down

BGP Fitter h)

New Filter: this button should be used to add a new Filter in the list.

After pressing this button, a new
window is displayed to enter a filter
name. Then press OK to validate. Marme of the new Filker r...1.,. Mew Filker
The new entry is added at the end of
the list-box.

NetDisturb Client - New Filter

Copy: this button copies the current selected Filter at the end of the list with a new name. The
following example shows the new list-box after copying the existing UDP Filter:

Filters List
[NewFiﬂer” Copy “ Delete ”Rename” Up ]Z: 1

TFTP Fitter -
NC Filter 0
Printer Fitter

Telnet Fiter

GRE Fitter

FTP Filter

BGP Fitter

MS-S0L-5 Filter

VLAN Fiter

POP3 Filter

NTP Fitter

RSWP Fitter

SCTP Filter

SIP Fitter

Copy of UDP Filter

W

Delete: this button should be used to remove a Filter from the current list.

First select in the list-box the Filter to delete and then press the Delete button. A confirmation
window is then displayed:

NetDisturb Client

\:.:J Do you confirm that you want to delete the filter "Copy of UDP Filter™?
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Rename: this button should be used to change the Filter name.
Up: to move up the selected Filter of the list one position to the top.

Down: to move down the selected Filter of the list one position to the bottom.

7.4.2.2 Three tabs to define and configure the para  meters of the Filter

Once a Filter has been created, you can define or modify the parameters of the Filter and the
related rules by using the following tabs:

- (Tab 1: Predefined Parameters) Optional: Simplest way to define the filter.
- (Tab 2: Pattern Parameter) Optional: Filter based on the Ethernet packet content
- (Tab 3: Rules applying to Impairments) Optionally: to apply specific impairment rules

A Filter is defined by the combination of four types of parameters: Frame Type, MAC header, IP
header and Ports. In the Enhanced Edition, application protocol parameters may be added.

Each parameter of a Filter is optional, but at least one predefined parameter or the Pattern
parameter should be set. When a parameter is set then the parameter has to be present in the
frame to match the Filter.

Each Filter is defined in reference to a direction in order to identify which interface the source and
destination addresses belongs to. If the processes are also applied to the other direction, the
NetDisturb driver reverses automatically the source and destination addresses and ports.

7.4.2.2.1 Filter: the "Predefined Parameters" tab

This tab allows defining the needed parameters for the Filter with the following structure:

Configuration of "TCP Filter" = Source MAC Address
Predefined Parameters | Pattern Parameter = Destination MAC Address
Step 1: Choose a Parameter » Ethernet Packet Length
=R E thernet Header ~ * VLAN-ID
Source MAC Address T * MPLS-ID
Destination MAC Address = ARP Frame
Ethernet Packet Length = ARP Operation Code (Enhanced Edition only)
‘h':l';“l‘_";"lg = I[P Frame Version
ARP Frame = |P Header:
ARP Operation Cade - Source IPv4 Address
P Frame Versian L - Source IPv4 Address Mask
B IP Header - Destination IPv4 Address
Source IPud Addhess - Destination IPv4 Address Mask
Source IPvd Address Mask
Destination [Pvd Address - Source IPv6 Address
Destination |Pv4 Address Mask - Source IPv6 Address Mask
Saurce IPvE Address - Destination IPv6 Address
Source [PvE Address Mask v - Destination IPv6 Address Mask
- Protocol
- DSCP
- TCP/UDP Ports
- FTP DATA (Enhanced Edition only)
- NTP (Enhanced Edition only)
- DHCP (Enhanced Edition only)
- DNS (Enhanced Edition only)
- FTP (Enhanced Edition only)
- HTTP (Enhanced Edition only)
- RTP (Enhanced Edition only)
- SIP (Enhanced Edition only)

.L (Enhanced Edition only) means that the parameter can't be used with NetDisturb Standard Edition.
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7.4.2.2.1.1 List of Values

Some parameters in the Filter can be a list of values. To match the Filter, the packet should include
one value from the list. The syntax of the list allows a set of individual values or ranges of values.
Both individual values and ranges can be mixed. Values are expressed in decimal

The separator between individual values or range of values is the (;) semicolon character. The
syntax used is very near the syntax of the printer for a set of pages.

Individual Value
An individual value is one and only one value. Example: 135

List of Individual Values
A list of values is multiple individual values, each value separated by a semi-coma.
Example: 25;80;110;435

Range of Values

A range of values is a set of values indicated by the first and the last of the range (first and last
included). The first value is separated from the last value by a dash.

Example: 2009-2020;3000-3100

Complex List
Here is an example including individual values and range of values.

List: 12; 13; 25-30; 50-100; 120
Values matching: 12, 13, 25 to 30 included, 50 to 100 included, and 120
Values not matching: <12, 14to0 24, 31to 49, 101 to 119, > 121

7.4.2.2.1.2 Description of the parameters

Source Mac Address

Operator: Equals to
Doesn't equal to

User-defined value or list: | enter the MAC address with the following format:
XXXXXXKXXKXXK XX

(12 hexadecimal digits grouped by 2 and separated by the colon
character).

Example: Source Mac Address doesn't equal to 00:80:C8:81:37:66
The IP packets having a MAC source address different of 00:80:C8:81:37:66 will belong to
this IP flow.

Destination Mac Address

Operator: Equals to
Doesn't equal to

User-defined value or list: Enter the MAC address with the following format:
XXXXEXXKXXKXXK XX

(12 hexadecimal digits grouped by 2 and separated by the colon
character).

Example: Destination Mac Address equals to 00:0B:DB:95:3D:BF
The IP packets having a MAC destination address equals to 00:80:C8:81:37:66 will belong to
this IP flow.
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The reference for the Source and Destination MAC addresses depends on the original
Interface selection. In case the Configure Filter button from the Interface A was

p pressed, the direction from Interface A to Interface B is the reference direction. If the
Filter is re-edited from the Interface B, then the Source and Destination MAC
addresses are inverted automatically by the NetDisturb Client to match the new
direction.

Ethernet Packet Length

Operator: Equals to
Doesn't equal to

Specify the Ethernet packet length from 64 bytes up to 1,514 bytes.
The length may be:
a range of values (i.e. 64-128 means a length from 64 to 128
bytes)
Individual values separated by a semicolon (i.e. 62;160;364)
A mix of the two previous cases (i.e. 64;128-1294:1514)

User-defined value or list:

VLAN-ID

Operator: Equals to
Doesn't equal to

User-defined value or list: Specify values from 0 up to 4,095.

As ID List, you can enter:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e. 500;600)
A mix of the two previous cases (i.e. 500;550-560;599)

The VLAN-ID can be used only with Ethernet type 8100 frames. In that case, the IEEE
802.1Q format is assumed.

Dest. | Src. TPID | TCI Standard Ethernet Frame

TPID means Tag Protocol Identifier. It is equal to 8100.
TCI means Tag Control Information. It includes the VLAN-ID as shown:

TCI —- Priority CFlI VLAN ID
16 bits 3 bits 1 bt 12 bits
MPLS-ID
Operator: Equals to

Doesn't equal to

User-defined value or list: Specify values from 0 up to 1,048,575.

As ID List, you can enter:
a range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e. 500;600)
A mix of the two previous cases (i.e. 500;550-560;599)
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ARP Frame

Operator:

None

Predefined value:

ARP Frame. If the ARP frame type is selected, only the following
parameters can be defined:

Source MAC Address

Destination MAC Address

Ethernet Packet Length

ARP Operation Code (Enhanced Edition only)

ARP Operation Code

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

9 predefined values can be used such as:
01 ARP Request
02 ARP Reply
03 RARP Request
04 RARP Reply
05 DRARP Request
06 DRARP Reply
07 DRARP Error
08 INARP Request
. 09 InARP Reply
Note: several values can be used.

IP Frame Version

Operator:

None

Predefined value:

Specify the IP version to consider. The version may be:
IPv4
IPv6
IPv4 or IPv6

Important note for IPv4 addresses and masks:

The reference for the Source and Destination IP addresses and masks depends on the
p original Interface selection. In case the Configure Filter button from the Interface A was

pressed, the direction from Interface A to Interface B is the reference direction.

When the Filter is re-edited from the Interface B, the Source and Destination IP addresses

and masks are inverted automatically by the NetDisturb Client to match the new direction.

Source IPv4 Address

Operator:

Equals to
Doesn't equal to

User-defined value or list;

Specify the IPv4 source address respecting this format:
ddd.ddd.ddd.ddd

where d is a value from O to 9.

Example: 192.168.0.1
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Source IPv4 Address Mask

Operator:

None

User-defined value or list:

Specify the IPv4 mask respecting this format:
ddd.ddd.ddd.ddd

where d is a value from O to 9.

Example: 255.255.255.0

This mask is used in conjunction with the IPv4 source

address you defined and with the IP address of the

received packet.

Destination IPv4 Address

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify the IPv4 destination address respecting this
format:
ddd.ddd.ddd.ddd
where d is a value from 0 to 9.
Example: 192.168.0.25

Destination IPv4 Address Mask

Operator:

None

User-defined value or list;

Specify the IPv4 mask respecting this format:
ddd.ddd.ddd.ddd

where d is a value from O to 9.

Example: 255.255.255.0

This mask is used in conjunction with the IPv4 destination

address you defined and with the IP address of the

received packet.

Important note for IPv6 addresses and masks:

The reference for the Source and Destination IP addresses and masks depends on the
p original Interface selection. In case the Configure Filter button from the Interface A was

pressed, the direction from Interface A to Interface B is the reference direction.

When the Filter is re-edited from the Interface B, the Source and Destination IP addresses

and masks are inverted automatically by the NetDisturb Client to match the new direction.

Source IPv6 Address

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify the IPv6 source address respecting this format:
dddd::ddd:dddd

where d is a hexadecimal value from O to F.

For example: FE80::211:43FF:FE03:1959

Source IPv6 Address Mask

Operator:

None

User-defined value or list;

Specify the IPv6 mask respecting this format:

nn (bit mask)
where n is a decimal value from 0 to 9.
The bit mask refers to the high bits of the address used for
comparison with the IP address of the received packet.
For example: 48
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Destination IPv6 Address

Operator:

Equals to
Doesn't equal to

User-defined value or list;

Specify the IPv6 destination address respecting this
format:
dddd::ddd:dddd
where d is a hexadecimal value from O to F.
For example: FE80::211:43FF:FE03:1959

Destination IPv6 Address Mask

Operator:

None

User-defined value or list;

Specify the IPv6 mask respecting this format:

nn (bit mask)
where n is a decimal value from 0 to 9.
The bit mask refers to the high bits of the address used for
comparison with the IP address of the received packet.
For example: 48

Protocol

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a protocol value from 0 to 255

You may define a set of protocols with:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e. 6;17)
A mix of the two previous cases (i.e. 6-15;17;21)

Predefined value:

You can select one or more predefined values among 38
of the combo-box such as:

- 01 ICMP (IPv4)

- 02 IGMP (IPv4)

- 04 IPinIP
-06 TCP
- 08 EGP
- and more...
DSCP
Operator: Equals to

Doesn't equal to

User-defined value or list;

Specify a DSCP value from 0 to 63

You may define a list with:
A range of values (i.e. 12-25 means from 12 to 25)
Individual values separated by a semicolon (i.e. 50;60)
A mix of the two previous cases (i.e. 10;25-36;49)

Predefined value:

You can select one or more predefined values among 21
of the combo-box such as:

- 00 DEFAULT PHB (Per-Hop Behavior)

-08 Class 1

- 10 Class 1 Gold (AF11)

- 12 Class 1 Silver (AF12)

- 14 Class 1 Bronze (AF13)

- and more...
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TCP/UDP ports :: Source Port

Operator:

Equals to
Doesn't equal to

User-defined value or list;

Specify a port number value from 1 to 65,535 or a port list.
A list of ports may be:
A range of values (i.e. 20-25 means from port 20 to 25)
Individual values separated by a semicolon (i.e. 7;9;80)
Denied individual values if the symbol != is used before
the value (i.e. '=21)
A range of values and individual values (i.e. 7;9;20-
25;80;435)
A range of values with denied individual values (i.e. 10-
50;!=20;!121 which means ports from 10 to 50 without 20
or 21)

The reference for the Source and Destination ports depends on the original Interface selection. In
case the Configure Filter button from the Interface A was pressed, the direction from Interface A
to Interface B is the reference direction. If the Filter is re-edited from the Interface B, then the
Source and Destination ports are inverted automatically by the NetDisturb Client to match the new

direction.

TCP/UDP ports :: Destination Port

Operator:

Equals to
Doesn't equal to

User-defined value or list;

Specify a port number value from 1 to 65,535 or a port list.

A list of ports may be:

. Arange of values (i.e. 20-25 means from port 20 to 25)
Individual values separated by a semicolon (i.e. 7;9;80)
Denied individual values if the symbol != is used before
the value (i.e. '=21)

A range of values and individual values (i.e. 7;9;20-
25;80;435)

A range of values with denied individual values (i.e. 10-
50;!=20;!21 which means ports from 10 to 50 without 20
or 21)

The reference for the Source and Destination port depends on the original Interface selection.
In case the "Configure Filter" button from the Interface A was pressed, the direction from Interface
A to Interface B is the reference direction. If the Filter is re-edited from the Interface B, then the
Source and Destination ports are inverted automatically by the NetDisturb Client to match the new

direction.

DHCP Message Type

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values among 8 of
the combo-box such as:

DHCPDISCOVER (BOOTP request)

DHCPOFFER (BOOTP reply)
DHCPREQUEST (BOOTP request)
DHCPACK (BOOTP reply)
DHCPNACK (BOOTP reply)
DHCPDECLINE (BOOTP request)
DHCPRELEASE (BOOTP request)
DHCPINFORM (BOOTP request)
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DNS Message Type

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

Query
Response

DNS Message Operation

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

QUERY
IQUERY
NOTIFY
STATUS
UPDATE

FTP Returned Status

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list;

Specify a status value from 0 to 65,535 or select one or
more predefined values with the combo-box.
A list of status values may be:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e.
500;600)
A mix of the two previous cases (i.e. 500;550-560;599)

Predefined value:

You can select one or more predefined values of the
combo-box such as:

OK (200)
Not Found (404)
1xx Series
2xx Series
3xx Series
«  4xx Series
5xx Series
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FTP Command

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

+ ABOR - MODE « RNFR
« ACCT ¢ NLST « RNTO
« ALLO - NOOP - SITE
- APPE - OPTS « SMNT
- CDUP « PASS . STAT
- CWD « PASV « STOR
DELE « PORT . STOU
EPRT - PWD « STRU
EPSV « QUIT . SYST
FEAT - REIN - TYPE
HELP - REST - USER
LIST - RETR
MKD - RMD

FTP Data

(Enhanced Edition only)

Operator:

There is no operator

Predefined value:

There is no predefined value.

This parameter indicates the filter creates the list of
Dynamic FTP data connections and impairs the packets
belonging to a connection of this list.

HTTP Returned Status

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list;

Specify a status value from 0 to 65,535 or select one or
more predefined values with the combo-box.
A list of status value may be:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e.
500;600)
A mix of the two previous cases (i.e. 500;550-560;599)

Predefined value:

You can select one or more predefined values of the
combo-box such as:

OK (200)
Not Found (404)
Moved (301)
1xx Codes
2xx Codes
3xx Codes
« 4xx Codes
5xx Codes
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HTTP Method (Enhanced Edition only)
Operator: Equals to
Doesn't equal to
Predefined value: You can select one or more predefined values of the

combo-box such as:

OPTIONS
GET
HEAD
POST
PUT

- DELETE

- TRACE
CONNECT

NTP (Enhanced Edition only)

Operator: There is no operator

Predefined value: There is no predefined value.
This parameter indicates the filter will match with the port
123 in either source or destination port
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RTP Audio Payload Type

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

- 0PCMU - 8 PCMA - 14 MPA

- 3GSM - 9G722 - 15G728

- 4G723 - 10L16 - 16 DVI4 (11,025 Hz)
- 5DVI4 - 111L16 - 17 DVI4 (22,050 Hz)
- 6DVI4 « 12 QCELP - 18 G729

- 7LPC - 13CN

RTP Video Payload Type

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

- 25 CelB
. 26 JPEG
- 28nv

. 31 H261
- 32 MPV
« 33 MP2T
» 34 H263

RTP DTMF

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a value included in [0,9] or in [A,D] or # or *.

As DTMF list, you can enter:
A range of values (i.e. 0-5 means from 0 to 5)
Individual values separated by a semicolon (i.e. 1;A#)
A mix of the two previous cases (i.e. 0-9;A-D;#;*)

Lists such as 0-D or 1-# or A-* are not allowed.

RTP (SIP From)

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to
Contain

Doesn’t contain

User-defined value or list:

Specify an alphanumeric value identifying the SIP From

field. Example: 172.13.25.4@SIPDev

Please note that comparison between the value defined

and the SIP From field received depends on the Operator:

- The defined value and the SIP From field are strictly
compared when the operator is 'Equal to’ or ‘Doesn’t
equal to’ i.e. size and content should be the same.

- The defined value is a substring searched in SIP
From field when the operator is 'Contain’ or ‘Doesn’t
contain’.
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RTP (SIP To)

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list;

Specify an alphanumeric value identifying the SIP To field.

Example: 172.13.25.4@SIPDev

Please note that comparison between the value defined

and the SIP To field received depends on the Operator:

- The defined value and the SIP To field are strictly
compared when the operator is 'Equal to’ or ‘Doesn’t
equal to’ i.e. size and content should be the same.

- The defined value is a substring searched in SIP To
field when the operator is 'Contain’ or ‘Doesn’t
contain’.

SIP From

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list;

Specify an alphanumeric value identifying the SIP From

field. Example: 172.13.25.4@SIPDev

Please note that comparison between the value defined

and the SIP From field received depends on the Operator:

- The defined value and the SIP From field are strictly
compared when the operator is 'Equal to’ or ‘Doesn’t
equal to’ i.e. size and content should be the same.

- The defined value is a substring searched in SIP
From field when the operator is 'Contain’ or ‘Doesn’t
contain’.

SIP To

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list;

Specify an alphanumeric value identifying the SIP To field.

Example: 172.13.25.4@SIPDev

Please note that comparison between the value defined

and the SIP To field received depends on the Operator:

- The defined value and the SIP To field are strictly
compared when the operator is 'Equal to’ or ‘Doesn’t
equal to’ i.e. size and content should be the same.

- The defined value is a substring searched in SIP To
field when the operator is 'Contain’ or ‘Doesn’t
contain’.
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SIP Returned Status

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list;

Specify a status value from O to 65,535 or select one or
more predefined values with the combo-box.
A list of status value may be:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e.
500;600)
A mix of the two previous cases (i.e. 500;550-560;599)

Predefined value:

You can select one or more predefined values of the
combo-box such as:

+ OK (200)

+ Trying (100)
Ringing (180)
Moved (301)
1xx Codes
2xx Codes
3xx Codes

« 4xx Codes
5xx Codes
6xx Codes

SIP Request

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a status value from 0 to 65,535 or select one or
more predefined values with the combo-box.
A list of status value may be:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e.
500;600)
A mix of the two previous cases (i.e. 500;550-560;599)

Predefined value:

You can select one or more predefined values of the
combo-box such as:

+ INVITE

« ACK
BYE
CANCEL
OPTIONS
REGISTER
PRACK
SUBSCRIBE
NOTIFY
PUBLISH
INFO
REFER
MESSAGE
UPDATE

Copyright © 1998-2009 ZTI. All Rights Reserved. Page 94/216




NetDisturb Part 7 Using the NetDisturb Client

7.4.2.2.2 Filter: the "Pattern Parameter" tab

| Predefined Parameters | Pattern Parameter | | Rules applying to Impairments |
Define a User-defined Pattern Parameter
Offset sl
e 19 | [The Pattern Parameter can be used alone or in addibon of Predefined Parameters, |t iz recommended when the
Patterr: |D'I | iresult expected can't be found in the Predefined Farameters lisf,
' - The Pattern Farameter is & user-defined filker based on the Ethemnet packet content.
Result |Dﬂ | i- The ahalyzsis starts at the Offset position of the packet, where the content ANDed with the Pattarn up to the

iF‘attem length, should be equal to the Besull.
|- The Difzet ranae is 0 to 1,513, Patterr and Besult must be defined uzing hexadecimal values: When the Besult iz
[found, the packet matches this parameter: otherwize the packet dossh'tmatch the Filter, where itis alza the case
iwher the packet length iz too small compared Lo the Offzet and the letath of Pattern.

iExampIe: The filter should include [P packets that have an even IF Identification, Azsuming the IF [dentifization
field iz located at offset 18-13 of the Ethemet frame, the first bpte of the P [dentification i enough to check when
leven or odd. To ckeck for even |dentification, the parameters are the fallowing:

|Cffset =79/ Pattern = 07 / Result = (0.

Warning The content of the L ser-defined Pattern Parameter may mear the filter incompatible with every packets
iwher the User-defined Pattern Farameter and the Predefined Parameter ook for the zame Ethemet frame area but
;results are not equal e . predefined [P Sowce addiess expected i 192 168001 but the Uzer-defined Fattem
[Parameter resilt, at e offset 24, looks for 07 00 04 04

Add the Pattern Parameter Delsls fisPafiem Farams

This tab allows defining a Filter for the flow based on the Ethernet packet content.
The Pattern Parameter can be used alone or in addition with predefined parameters.

We recommend using the Pattern Parameter when you can't use a predefined parameter (defined
in the Predefined Parameter tab).

Warning: if you have already defined Predefined Parameters and you want using also a pattern
parameter, please note that the Filter will consider for the flow the incoming packets matching the
Predefined Parameters AND the pattern parameter.

Three user-defined values are used: Offset, Pattern and Result.

The analysis starts at the Offset position in the packet — where the content ANDED with the
Pattern up to the pattern length, should be equal to the Result .

The Offset range is 0 to 1,513. Pattern and Result must be defined using hexadecimal values.
When the Result is found, the packet matches the Pattern Parameter condition.

When the Result is not found, the packet doesn't match the pattern Parameter condition — that’s
also the case when the packet length is too small compared to the Offset and the length of the
Pattern .

Example: Define a filter including IP packets with an even IP identification.
Assuming the IP identification field is located at offset 18-19 of the Ethernet frame, the
second byte of the IP identification field is sufficient to check if the even or odd
condition is encountered.
To check for an even identification, the parameters are:

Offset =19
Pattern =01
Result =00
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7.4.2.2.3 Filter: the "Rules applying to Impairment  s" tab

| Predefined Parameters -|! ARG Parameir ||- | Rules applying to Impairments |
Define the Rules applying to Impairments =
Start when finding this igger ) Help
Offset: ER | i‘\’ou may defitie rules to starkdztop the impairments when the corezponding fow iz
L [ariring. You may o define a deadling for the impaiments apphcation.
Pattern: oF ihien selecting Start when finding this trigger, the Offset range is from 0to 1,513
Rt 02 [Pattem and Result must also be defined. in hexadecimal valuss. \When the Result iz
Lzl lFaund, the impairment could starl,

Impair also the tiggered packet  When selecting Delay before applying impairment:, you should define 4 value and select
e ) e Ithe conezponding unit [packets, millzeconds, seconds; minutes, hours],
Delay hefiore applying impaiments: I1 | Mirute(s) M | hthen seleching Stop impairmetits- after, wou must defing a value and zelect the
Stop impairments after: f jcarresponding unit [packets, milizeconds, seconds, ...

i3U Secondls] v

Define a loop for the impairment rules above iieln
elp

Create a loop and apply it 3 time(z] [r'au may define a loop o apply the previous ez The number of loops is from 0 ta 1.000
S where ) means an infinite loop. ‘When no loop iz created, the impaiment riles apply once:

P e e e |5 ” Miuite(s) o !:W"hen selecting Pause between each loop, vou should define a value and select the

Add the Rule(s) ] Rembie e Rulsis

This tab is composed of two areas:
- Define the Rules applying to Impairments
- Define a loop for the impairment rules defined above

Define the Rules applying to Impairments

Two conditions can be defined and combined to start the impairments, and one condition to stop:
- Start when finding a Trigger

- Delay before applying impairments (period of time of number of packets)

- Stop impairments after (period of time or number of packets)

Start when finding a Trigger

The Trigger is designed to associate the beginning of the impairment to the content of the
Ethernet frames.

Three user-defined values are used: Offset, Pattern and Result.

The Trigger is activated when the content of the Ethernet frame matches a given result. To
check if the content of the Ethernet frame matches the expected Result, a logical AND
operation is made between the content of the Ethernet frame and the Pattern. The Ethernet
frame analysis starts at the given Offset value of the frame up to the length of the given
Pattern. The result of the logical AND operation is compared to the Result: the Trigger is
activated when both are equal.

When the Trigger is activated, the beginning of the impairment refers to both Interfaces (A to B,
Bto A).

When a Trigger is set in the Filter of each direction, the activated Trigger starts impairment(s)
on both directions.

Copyright © 1998-2009 ZTI. All Rights Reserved. Page 96/216



NetDisturb Part 7 Using the NetDisturb Client

Impair also the triggered packet

This option allows including or not the Ethernet frame that matches the Result in the list of
frames to impair. When this option is checked, the frame that has activated the Trigger is
included in the set of frames to impair.

Define the Rules applying to Impairments - By default, the frame isn’t included.
Start wher: finding thiz thgger: ; k
Difset: |65 " . .
2 3 1 As example, it is useful to let the first
e .= frame without impairment when this frame
Result:

e — = Starts the connection to impair i.e. a TCP
L] Impair also the tiggered packet 2 frame with the SYN flag for any TCP
connection. In this case, if the TCP SYN
frame had been lost, the connection would not have been able to start so there wouldn’t be any
frame to impair for this TCP connection.

p NetDisturb doesn’t check if the Trigger is relevant to the parameters of the Filter.

An example and more explanations on how the Trigger works are given in paragraph 7.4.2.2.4

Delay before applying impairments (period of time o r number of packets)

An additional delay or number of packets can be added before NetDisturb starts the
impairment (with a defined trigger or not).

This delay is expressed in milliseconds, seconds, minutes, hours or number of packets. By
default, this delay value is 0, which means that NetDisturb starts the impairment immediately.
When this delay is higher than zero, the impairment will start after the given delay. In the
meantime, the frames are relayed without being impaired.

A delay greater than zero is needed with some application protocols (i.e. video) — for example:
when there is some information to exchange before starting the exchange of the most
important frames.

Stop impairments after (period of time or number of packets)
This parameter limits the impairments in the time (expressed in milliseconds, seconds, minutes
or hours) or after a number of received packets.

When the impairment stops, the next frames matching the Filter are transferred from the
incoming Interface to the outgoing Interface immediately without treatment.

Define a loop for the impairment rules defined abov e
Two additional conditions can be added to define impairment cycles:
Create a loop and apply it

Pause between each loop

Create a loop and apply it

When a Number of loops (value from 0O to 1,000) is specified, the impairment cycle restarts at
the beginning of the frame analysis process until the number of loop is reached.
Note: 0 means an infinite loop.

When the Number of loops is reached, the impairment(s) stops: the next frames matching the
Filter are transferred from the incoming Interface to the outgoing Interface immediately.
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Pause between each loop: this parameter introduces a delay between each iteration of the
loop. The delay is expressed in number of received packets or a period of time — milliseconds,
seconds, minutes or hours.

7.4.2.2.4 Example of using a Trigger

Define the Rules applying to Impairments
Start when finding thiz trigger:

Offzet: 23

Pattern: 00 00 00 00 0000 00 00 00 00 FF
Reszult: 00 00 0000 0000 00 00000015
[ 11Impair alzo the tiggered packet

[ ]iDelay before applving impairments:

[]5top impairments after:

The following example assumes that the impairment should start when a FTP connection is
requested. The definition of the pattern is:

e The protocol should be TCP
e The port number should be 21 (FTP)

To define a Trigger that fulfills this requirement, the Pattern analysis starts at the protocol field of
the IP Header that is located at the 23" byte of the Ethernet frame. The port number is located at
the 35™ byte of the frame. The bytes between the protocol and the port number are not significant.

The definition of this trigger is:
Offset (decimal value) = 23

Pattern (hexadecimal value) = FF 00 00 00 00 00 00 00 00 00 00 00 FF 00 00 00 00 00 00
00 00 00 00 00 OF

Result (hexadecimal value) = 06 00 00 00 00 00 00 00 00 00 00 00 15 00 00 00 00 00 00
00 00 00 00 00 01

The Pattern and the Result parameters should be entered in hexadecimal.

p In this example, a VLAN can'’t be used with these values because it adds 2 bytes before the IP
Header. When a VLAN is used the protocol field is the 25" byte of the Ethernet frame.

With this simple Trigger, let's see what's happening with two common Ethernet frames.

The analysis of the Ethernet frames made by NetDisturb is described below. In this example, the
first frame is FTP Response frame, the second frame is TCP FIN frame. The part of the frame
under analysis is highlighted.
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Frame #1 = FTP Response: 221 Good Bye!

55 54 ce 6f 08 00 45 00
af ff cO a8 00 78 cO a8
7b 14 19 70 dc bf 50 18
31 20 47 6f 6f 64 62 79

O f set Cont ent

0000 00 11 43 03 a2 18 00 02
0010 00 36 c8 d6 40 00 80 06
0020 00 23 00 15 09 02 b8 85
0030 fb d2 10 54 00 00 32 32
0040 65 21 0d Oa

The analysis process is the following:

Frane part to anal yze: 06 af
19 70
Pat t ern: FF 00
00 00
Frame after the AND: 06 00
00 00
Resul t expect ed: 06 00
00 00

ff cO a8 00 78 cO a8 00 23 00 15 09 02 b8 85 7b 14
dc bf 50 18

Logical AND with the Pattern

00 00 00 00 00 00 00 OO OO OO FF OO OO0 00 OO0 00 00
00 00 00 OF

00 00 00 00 00O 00 OO OO0 OO OO0 15 00 00 00 OO0 00 00
00 00 00 08

00 00 00 0O OO 00 00 00 0O OO 15 00 00 00 0O OO 00
00 00 00 01

The Result is not equal to the frame after the AND operation. The Trigger isn't activated

Frame #2 = TCP FIN ACK

O fset Cont ent

0000 00 11 43 03 a2 18 00 02
0010 00 28 c8 d7 40 00 80 06
0020 00 23 00 15 09 02 b8 85
0030 fb d2 ff 25 00 00 00 00

55 54 ce 6f 08 00 45 00
b0 Oc cO a8 00 78 cO a8
7b 22 19 70 dc bf 50 11
00 00 00 00

The analysis process is the following:

Frame part to analyze: 06 b0
19 70
Pattern: FF 00
00 00
Frane after the AND: 06 00
00 00
Resul t expect ed: 06 00
00 00

Oc cO a8 00 78 cO a8 00 23 00 15 09 02 b8 85 7b 22
dc bf 50 11

Logical AND with the Pattern

00 00 00 00 00 00 00 00 00O OO FF 00 00 00 0O OO 00
00 00 00 OF

00 00 00 00 00 00 OO0 OO OO OO0 15 00 OO0 00 OO0 00 00
00 00 00 01

00 00 00 0O OO 00 00 00 00O OO 15 00 00 00 0O OO 00
00 00 00 01

The Result is equal to the frame after the AND operation. The Trigger is activated!
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7.4.2.2.5 The Trigger Dynamics

This paragraph gives some examples for the use of Trigger parameters to explain the 5 states of a

Trigger:

1.

Waiting for the trigger. The Application of Rules gets
this state before the trigger has been found. There are 2
cases when a Trigger gets this state: either the IP Flow
has just been started or, the end of the pause between
each loop has been reached and the Number of Cycles
hasn't been reached. In this state, Ethernet frames
matching the filter are relayed without impairment.

| application Fules

WAiaking fortriages

Delay before applying impairments. The Application of
Rules gets this state when the Delay before Impairment
has not yet expired. When a trigger has been defined,
this state means that an Ethernet frame matching the
trigger has been found. In this state, Ethernet frames
matching the filter are relayed without impairment.

|_.-'-.ppf.csda ELHEE

Dielay b=fore impermenis

Applying impairments. The Application of Rules gets
this state when the Impairment applies, for one of the
following reasons:

- There was no trigger and no Delay before Impairment
defined.

- A Trigger was defined and the Ethernet frame
matching it has been found

- A Delay before Impairment was defined and this delay
has expired

- Both of the 2 previous reasons (Trigger & Delay
before Impairment) have been reached.

In these cases, Ethernet frames matching the filter are

impaired.

|I_.R;:|Eli:mmn Rule=s

[ Ay imgsiements

Delay before next cycle running. The impairments still
do not apply because the Stop Impairment condition
(delay or number of packets) has been reached and a
pause between 2 loops has been defined. This state is
available only when cycles are defined. In this state,
Ethernet frames matching the filter are relayed without
impairment.

| Application Rules

|_ Delay bafore naxt cyche

No more impairment. The Application of Rules gets
this state when the maximum number loops have been
reached. This is a permanent state until the Flow is
stopped. In this state, Ethernet frames matching the filter
are relayed without impairment.

hlo mare impeakments
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The Figure 1 illustrates the configuration with only the Trigger defined i.e. Duration of Impairment
nor Stop. When the Trigger has been reached, the Impairment remains active until the Flow is

stopped.

Impairment State

Applying Impairments

Waiting for the S

T

No Impairment |f.e...-.. L
T trigger

Run the Flow Trigger found Stop the Flow

- Time

Figure 1 - Impairment Rules with just a Trigger def  ined (no Delay for applying Impairment nor Stop)

The Figure 2 illustrates the configuration where the Trigger and the Delay before applying
Impairments have been defined. The Stop condition is not defined. When the Trigger has been
reached, the Impairment(s) starts after the Delay and remains active until the Flow is stopped.

Impairment State
A

Applying Impairments

| No Impairment ....-......__\:‘Lﬂjllun_ﬁﬂ.l'_m&%#emf;i R
T the trigger T apply 1

‘ | Impairments » Time

Run the Flow  Trigger found Delay expired Stop the Flow

Figure 2 - Impairment Rules with a Trigger and a De  lay before applying Impairment

The Figure 3 illustrates the configuration of the Impairment Rules with a Trigger without the Delay
before applying Impairments but and a Stop condition set: the Stop condition is the duration of the
impairment. There is an unlimited number of Loops.

Impairment State
A

Applying Applying
Impairments Impairments

| No Impairment loe-...... Waiting for _ Waiting for .
Tthe trigger | the trigger -
= Time
Run the Trigger Duration Trigger I:-"L-lrift'“lll'l
Flow found expired found expired

Figure 3 - Impairment Rules with a Trigger, a Stop  Impairment Duration and an unlimited number of
loops
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The Error! Reference source not found. illustrates the configuration of Impairment Rules without
any trigger but the Stop impairment condition and a number of loops limited to 1.

Impairment State
A
Applying
Impairments
No Impairment ...-._____| ] No more \
' impairment
| = Time
Duration
Run the
Flow reached Stop the Flow

Figure 4 — Impairment Rules with the Impairment Dur  ation and 1 Cycle

The Figure 5 illustrates the configuration of Rules to apply to Impairments with a Delay Applying
before the Impairment not zero, the Duration of the Impairment not zero and a Number of Cycles
set to 2.

Impairment State

Loop #1

Loop #2

N
[
1
[
[
i
1
1
1

Applying Applying !
Impairments Im Eairments H

Delay before Curation of - | Delay before L e
i ot applyin N T No more
i d mpalrments—'l\ impairment

| -

No Impairment |

Run the Delay Duration Delay Duration
Flow expired Reached expired Reached

Figure 5 — Impairment Rules with a Delay, Impairmen t Duration and a limited number of Cycles

7.4.2.3 Association with another Flow (Enhanced Edi  tion only)

The association of a filter with another Flow is used with SIP or FTP filters: these filters contain the
required information describing the data flows. The data flows are using RTP or FTP-Data
(respectively). The Association with another Flow helps to keep the information included in the SIP
or FTP flows to create the list of dynamic connections that will convey the data. The Association
with another flow is available with the NetDisturb Enhanced Edition because it requires the
application protocol filters that are only available with the NetDisturb Enhanced Edition.

7.4.2.3.1 How NetDisturb handles the frames

The general algorithm used by NetDisturb to handle the Ethernet frames consist in finding the filter
a frame is matching. When a filter has been found, NetDisturb stops the search process of a filter
and it applies the impairment laws defined for this flow (Loss & Duplication, Delay & Jitter, packet
content change) to the packet.

7.4.2.3.2 How NetDisturb discovers the dynamic RTP  or FTP-Data connections

The RTP and FTP-Data connection don’'t use a fix port number and the IP address may be
different than the one use with the server. NetDisturb needs to analyze the content of the SIP and
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FTP (port 21) connections to discover which IP address and port is going to contain RTP and FTP
data. When such couple (port and IP address) has been found, it is added in the list connection of
the RTP (or FTP data). For RTP filter, additional parameters (payload type, SIP From or To fields)
could be required before the couple is added in this list.

However, the handler of frames described in 7.4.2.3.1 prevents a RTP or FTP-Data flow to get the
information from packets matching previous flows. This is why the Association with another flow is
needed.

7.4.2.3.3 When to use Association with another Flow

The Association with another Flow is required when the packets of the SIP (or FTP) belongs to a
Flow located above the relevant RTP (or FTP-Data respectively) because NetDisturb stops to
analyze the frame content as described in paragraph 7.4.2.3.1.

When using SIP, if you are intended to impair both the SIP and the RTP flows that could linked
together i.e. the SIP filter contains the information about the RTP flows to impair too, you need to
activate the Association with another Flow for the SIP flow to indicate to NetDisturb that such RTP
flow could get the content SIP packets. The RTP engine processes the packet before it is lost or
changed using the SIP impairment laws defined for that SIP flow.

7.4.2.3.4 When the Association with another Flow is available

The Association with another Flow availability is activated when the filter under definition is SIP or
FTP, if RTP or FTP-Data flows respectively still exist. When the filter doesn’t belong to SIP or FTP

the area is grayed, as shown below.
Azsociation with another Flow (Enhanced Edition)
Thes Azzociation is.svailable in 2 cases
1) =P (Primitive or Relurn cods) == Assacialion == RTP penyissd
SFFTR{Command or Relum gode) == f=a3ockEdion == FTF DATA

When SIP is going to be defined, the flows that have been created using the RTP parameters are
presented in the available flow.

Azsociation with another Flow (Enhanced Edition)

E]Mmia!inn writh: W

Flowe #02 (RTF Ao 1-5)

Flowy #03 (RTP Ao 8

In the way, when FTP is going to be defined, the flows that have been created using the FTP-Data
parameter are presented in the available flow.

The flow number and the name (if defined) are displayed in the list.
You may associate only one flow to the SIP or FTP data filter.

Aszociation with another Flow (Enhanced Edition)

[+] Azzocistion wih; oo #02 (RTF Audio 1-5)
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7.4.2.4 How to Create a New Filter with its paramet ers in a few steps
1) Click on the Configure Filter button as shown below:

Selected Filter for incoming packets over the A Interface

@Configure the Filter for the A Interface

0f0.0%] J’
e = =
-

Application Ruls 1
I T £ ZE] 1 'I{ND Filer Selected) W (
| i |

T
TEP Fitter
R

Alnterface | Canfigure Fiter

@ Configure the Filter for the B Interface

Selected Filter for incoming packets over the B Interface

2) Then the Configure Filter window is displayed. The title of the window indicates the
considered direction (From Ato B or From Bto A ).

Selected Filter for incoming packets over the A Interface

If a Filter was already selected in the
combo-box related to the Interface, for

example TCP Filter on the A interface — : >
as shown below, the Configure Filter | amersce @ B | conourerser | congure e | @0 mernce
window opens with the TCP Filter | - = <_
already selected. f il : )_mumers;mm = |

NetDisturb Client - Configure Filter "TCP Filter” - From Ato B

Filters List Association with another Flow (Enhanced Edition)
N . The Association is available in 2 cases:

[ New Fter ” vy, ][ e “Renume] latiicod: 1) SIP {Primitive or Return code) => Association => RTP payload
(No Fiter Selected) = 2) FTP (Command or Return code) => Association => FTP DATA.
UDP Filter
HTTP Fiter Description of "TCP Filter"

HTTPS Fitter = Filter Parameters
ICHP Fitter IP Frame Version: [EQUALS TO] IPv4
SMTP Fiter [AND] Protocol: [EQUALS TO] &
MNETBIOS Fitter Rules applying to Impairments: none
VolP Fiter
TFTP Fiter
WNC Fitter
Printer Fiter
Teinet Fiter
GRE Fitter
FTP Filter
| BGP Fiter v

Configuration of “TCP Filter"

| Predefined Parameters Pattern Parameter | | Rules applying to Impairments |
Step 1: Choose a Parameter Step 2: Define the parameter “IP Frame Version"
i ‘; Eﬁwemﬂl H_ead_gl

Source MAC Address
Destination MAC Address S
Ethemnet Packet Length o '
VLAND (@) Predefined value: | 1Pva v
MPLSID
ARP Frame I

»)

ARP Dpetation Code Delete this parameter ‘J

IP Frame Version

= IP Header
Source |Pv4 Address
Source |Pv4 Address Mask
Destination IPv4 Address
Destination |Pv4 Address Mask
Source IPvE Address
Source |PvE Address Mask 2

Help
Select one of more values from the predefined fist
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If no Filter was already selected in the
combo-box related to the Interface, for
example on the B interface as shown
below, the Configure Filter window
opens with No Filter Selected .

|

|TcPFiter ~|
be w

= =
Alnterface '- I Configure Fiter I

.

B L

Configure Fiter " @8 nterface
X

|
i =

Selected Filter for incoming packets over the B Interface

Application Rules

1 1

NetDisturb Client - Configure Filter - From B to A

Filters List

&
TCP Fiter

UDP Fitter

HTTP Fiter

Association with another Flow (Enhanced Edition)

The Association s available in 2 cases:
1) SIP (Primitive or Return code) => Association => RTP paylcad
2) FTP (Command or Return code) => Association => FTP DATA

Filter Description

HTTPS Filter
ICMP Fitter
SMTP Fiter
NETBIOS Fitter
VolP Fiter
TFTP Fiter
VNC Fitter
Printer Fitter
Teinet Fiter
GRE Fitter
FTP Filter
BGP Fiter

Filter Configuration
[ Predefined Parameters Pattern Parameter

Step 1: Choose a Parameter

| Rules applying to inpanrlzms:

Step 2: Define Parameter

= Ethemet Header

Source MAC Address

Destination MAC Address

Ethemet Packet Length

VLANID

MPLS-ID

ARP Frame

ARP Dperation Code

IP Frame Version

= IP Header

Source |Pv4 Address
Source |Pv4 Address Mask
Destination IPv4 Address
Destination IPv4 Address Mask
Source |Pv6 Address
Source IPVE Address Mask

i

3) Then click on the New Filter button and enter the name of the new Filter.

To create a new Filter

Filters List

{(No Filter Selected)
TCP Fiter

UDP Fitter

HTTP Filter

Associ

ation with another Flow (Enhanced Edition)
The Association is available in 2 cases:
1) SIP (Primiive or Return code) == Association => RTP payload
2) FTP (Command or Return code) == Association => FTP DATA

Filter Description

HTTPS Filter
ICHP Fitter
SMTP Fiter
NETBIOS Fitter
VolP Fiter

NetDisturb Client - New Filter

Name of the new Fiter: |

TFTP Fitter

VNC Fiter I

Printer Fiter gt

Telnet Fiter

GRE Fitter
FTP Fiter
| BGP Filter
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Filters List
[Nsw Fﬂter][ Copy ][ Delete ][Rename“ Up ] Dow

TFTP Fiter Al
WNC Fiter b |
Printer Filter
Telnet Fiter By using the buttons located at the top of the list, you

?ﬁf:g: can copy, delete, rename, and move up or down a

BGP Fiter filter in the list.
MS-SQL-S Filter
VLAN Fiter
POP3 Filter

NTP Fiter

RSVP Filter
SCTP Fitter
My New Fiter >

The new Filter is added at the end of the list.

4) Once a Filter is defined or selected, then you can enter or modify the parameters by using the
tabs:
- Tab 1: Predefined Parameters
- Tab 2: Pattern Parameter
- Tab 3: Rules applying to Impairments

SIP Filter

ey =l

Configurationgft "My New Filt&

Predefined Parameters | Pattern Parameter I | Rules applying to Impairments |

Step 1: Choose a Parameter Step 2: Define the parameter "Source MAC Address"

= Ethemet Header A —_———————
Source MAC Address Dperator: |Equals to = |
Destination MAC Address St
Etheinet Packet Length (O Lracsafec vobes ot
VLAN-ID
MPLS-ID
ARP Frame < = | = = i J
ARP Operation Code d - e : —
IP Frame Version Help

= IP Header ESpecify a MALC Address respecting the format flustrated in this example:
Source IPvd Address (01:23:45:67.89.48

Source |Pv4 Address Mask

Destination IPv4 Address

Destination |Pv4 Address Mask

Source IPvE Addiess

Source |PvE Address Mask v

When at least one parameter is defined
for a Filter, then you can save the Filter | s

pat

and quit the window by pressing OK. s

s oo o |

[ Delay before appling impaiments: ‘ ‘
St paiments shec I |

Define aLoop for the Tmpairment Rules defined above

L ]
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5) Return at step 2 if you want continues to edit or create a new Filter.

6) Press "OK" or "Cancel" to quit the Configure Filter window.

7.4.3 Use of Laws to create Impairments

Once a Filter is selected for a direction (A to B or B to A), then the area to access the laws to

define impairments is enabled as shown below.

Impairments to apply on packets going from A to B

Luss_& Duplication Detay 3. Jitter Law Content Impairment
| (None) v | thone) v | | tone) v
{None) {Nane) {None)

—————

Incoming on A Application Rules Cutgoing on B
f | 2 0
P &mpmrments onAtoB _ foetss 0p/s J
i I 0 [0.0%] | [ E!G[!bs]
| | r:m.uw,]'J
. | 0[0.0%]

Alnterface {§ 'i Configure Fiter Configure Fiter

H—

Application Rules
| |

Impairments on B to &

Outgoing on A

packete. | 0] LostiDuplic: Pits 0{0.0%]
Paclkete! Bl:h’s- * Diafayed Pits 0[0 G’.‘__]_
Trrougtyit [ 0,000 Modified Pits | 0 [0.0%]
——
Iimpairments to apply on packets going from B to A
Loss & Duplication Delay 8 Jitter Law Content Impairment
I(Nune} v I(Hone} v| [ (one)

{Nane) (Hone) iliie (None)

For each direction, 3 types of laws can be defined and used simultaneously:
- Loss & Duplication
- Delay & Jitter
- Content Impairment

The following paragraphs describe each type of law.

Impairments to apply on packets going fr Impairments to apply on packets going fr impairments to apply on packeis going fn
Loss & Duplication Loss & Duplication Loss & Duplication
| (None} b i Uniform Loss b | | Constant Loss v

{Mone) Define Loss: Uniform Law [ Define ] <!\Tn Loss 12 Panke@’ Define I

Note: the text area located under the combo-box of a law indicates
a comment or can contain an action button.
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7.4.4 The Loss & Duplication Law Configuration

NetDisturb is able to loose and/or duplicate packets. Three modes are available:

» NetDisturb losses the selected IP packets following either the mathematical law configured

or a percentage or a 1 out of N law or discrete values extracted from a user file.

* NetDisturb is able to duplicate IP packets following either the Uniform mathematical law

configured by User or a percentage or a 1 out of M law.

* NetDisturb is able to loose packets following a 1 out of N law and then duplicate the non-

lost packets following a 1 out of M law.

Up to 100 Loss & Duplication laws can be created.

By default the following laws are defined in the

Default.wsx context file.

The description of each law is given below.

Loss & Duplication

(Mone) F

Constant Logs

Unifarm Loss

Burst Uniform Loss

File (Loss Walues)
Percentage of Lozs
Loose 1 Packet out of 10
% of Loss & Time

File (Percentage & Time)
Percentage of Duplication
Duplicate 1 Packet out of 20
Uniform Duplication
Duplication if not lost

Combo-box (Law identifier)

(None)

Description

(None)

(None)

With this option, no duplication and no loss
law apply to the Flow.

Loss Law

Constant Loss

Loss: Constant Law
with the button “To
Lose 12 packets”

12 packets are lost each time the user
activates this button.

Uniform Loss

Loss: Uniform Law

Domain values [1 to 100] Threshold = 30

Burst Uniform Loss

Loss: Burst Uniform
Law

Domain values [10 to 1000]
Threshold (n) = 350 Threshold (n+x) = 380
Depth =2

File (Loss Values)

Loss: File (Loss
Values)

Sample file: OnePer100.txt
Loss of 1 packet per 100 packets

Percentage of Loss

Loss: Percentage

Percentage: 15

Loose 1 Packet out of 10

Loss: 1 Packet out of
N

Range (N): 10

% of Loss & Time

Loss: Percentage &
Duration

Period of 30 seconds of loss (up to 10 %)
alternating with period of 2 minutes without
loss.

File (Percentage & Time)

Loss: File (Percentage
& Duration)

Sample file: PercentageLossAndDurationSample.txt
Loss up to 50 % with steps of 5% each 10
seconds.
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Duplication Law

Percentage of
Duplication

Duplication: Percentage

Percentage = 10 %
Minimal Duplication = 1
Maximal Duplication = 3

Duplicate 1 Packet out
of 20

Duplication: 1 Packet out
of M

Range (N): 20
Minimal Duplication = 1
Maximal Duplication = 3

Uniform Duplication

Duplication: Uniform Law

Alpha: 1 — Beta: 50

Threshold: 10
Minimal Duplication = 1
Maximal Duplication = 1

Duplication if not lost

Loss (1 out of N) then
Duplication (1 out of M)

Loss Range (N): 100
Duplication Range (M): 50
Minimal Duplication = 1
Maximal Duplication = 3

7.4.4.1 Loss & Duplication Law and the Working Mode

Working Mode: Laws apply to the IP Flow

Working Mode: Laws apply to each TCP/UDP connection

When a Loss & Duplication law is selected on a given IP Flow, the law applies to all packets
matching the Filter. For each new packet, a new value is extracted from the law or from the
file, depending on the type of law selected. These values are stored in a global table by
NetDisturb . When the table is empty, NetDisturb Server provides a new table to the
NetDisturb driver with new values depending on the law.

This value is compared to the Threshold: if the value is greater or equal than the Threshold,
the packet is lost. Otherwise, the packet may be delayed.

of the IP Flow

When a Loss & Duplication law is selected for a given IP Flow, the law applies to all
packets matching the Filter.

These values are stored in a table maintained by NetDisturb .

The NetDisturb Server provides once a table to the NetDisturb driver with values
depending on the law. NetDisturb loops on values from this table: when the end of the
table is reached, the NetDisturb driver restarts at the beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is used to classify
the packet. Else the IP addresses and protocol are only used.

For each packet, a loss value is extracted from the loss value buffer, at the current index of
the packet of the given connection. When the end of the table is reached, values extracted
restart at the beginning.

This value is compared to the Threshold: if the value is greater or equal than the Threshold,
the packet is lost. Otherwise, the packet continues to be handled and may be delayed.
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7.4.4.2 How to create or edit the Loss & Duplicatio  n Law

To create or configure a Loss & Duplication Law click on the “Edit” button at the top or bottom part
of the main window.

Imparments {o apply on packeis going from A to B
Loss & Duplication Delay & Jitter Content Impairment

| Uniform Loss (Hone) v | | iMone) v

Loss: Uniform Law, (Hone} [Hane) Define
———
e
—
Impairments to apply on packeis going from B o &
Loss & Duplication Detay & Jitter Content Impairment
| (None) || (None) w|| | (None) v

NetDisturb Client - Loss & Duplication Laws

 List of the defined Loss & Duplication Law

The following window is then displayed: T L —— || )
Constant Loss Loss: Constant Law NIA ST
This window allows creating a new law or Burst Uorm Lo Lons:BurstUnifomLaw 10101000 —
. . . . File {Loss Values) Loss: File (Loss Values) NI
modifying an existing one. fssnidnp s st suit i =
Loose 1 Packet out of 10 Loss: 1 Packetout of N 110 (10%) ~

If (None) is selected, only the New Law button
is enabled and the tabs to define the
parameters are disabled.

General | Law Parameters | Mathematical Theory

If you select a preexisting law in the current list-
box, then the parameters and the details about
this law can be viewed and the first "General"
tab IS enabled. Select a law in the defined law list or add a new law
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NetDisturb Client - Loss & Duplication Laws

i~ List of the defined Loss & Duplication Law

Law Name Law Type Range A | Mew Law
(Mone) — —
Constant Loss Lo=s: Constant Law
Uniform Loss Lo==: Uniform Law 110100 -
= Co
Burst Uniform Loss Lose: Burst Uniform Law 10 to 1000
File {Lozs Values) Los=: File (Loss Valuss) MNis, Delete
Percentage of Loss Lazs: Percentage 15%
Loose 1 Packet put of 10 Loes: 1 Packet out of N 10 (10%) bl
|
—Select a law and define itz parameters — 1
| Select a byrpe of ! Loss: Constant Law w !

General l aw Paramefer i Mathematical Theory |

How does it work

The number of packets to Iose [M] is defined by the user.

A button with the label "To lose N packetz” i= dizplaved that the user can activate.

Each time thiz button i= pressed, the next I packets of the Flow are lost.

When pressed, this button remains dizabled &= long as the number of packeis to be lost iz
not reached.

(o] (o= )

This window is composed of two areas:
. List of the defined Loss & Duplication La  w: a list-box displays the defined laws and five
buttons allow managing the laws: New Law, Rename, Copy, Delete and Save.

. Select a Law and define its parameters:  a list-box displays the loss and duplication laws
authorized by the software. Then there are 3 tabs to define and set up the parameters of the

selected law.
- (Tab 1) General (explaining how does the impairment law work)
- (Tab 2) Law Parameters
- (Tab 3) Mathematical Theory (only available with Loss & Duplication Laws using a

mathematical law)
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7.4.4.2.1 List of the Loss & Duplication Laws defin  ed

The list-box displays for each defined law the summary of the characteristics, except for (None)
corresponding to 'No Loss & Duplication Law' selected:

- Law Name: name of the law

- Law Type: the type of Loss & Duplication law chosen amongst the pre-defined list
(more details available in paragraph Error! Reference source not found.
Select a law and define its parameters)

- Range: range of values generated by the specified laws.

To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with 'New Law'
as name of the law:

Lizt of the defined Lozs & Duplication Law

Law Mame Law Type Range | | New Law
% of Lozs & Time Log=: Percentage & Duration N/A

File (Percentage & Time) Loz=: File (Percentage & D... NIA
Percentage of Duplication Duplication: Percentage 10%
Duplicate 1 Packet out of 20 Duplication: 1 Packet out o... 1720 (%)

Uniferm Duplication Duplication: Uniform Law 1 1o 50
Duplication if not lost Loss (1 out of W) then Dup... 1A00 &/ |

New Law Los=: Constant Law NIA A Save

Then click on 'New Law' label to rename this entry or press the Rename button:

Lizt af the defined Lozs & Duplication Law

Law Name Law Type Range A | New Law
% of Lozs & Time Losz: Percentage & Duration MNiA

File (Percentage & Time) Loss: File (Percentage & D... NiA ELE
Percentage of Duplication Duplication: Percentage 10%
Duplicate 1 Packet out of 20 Duplication: 1 Packet out o... 1720 (5%)

Uniform Duplication Duplication: Uniform Law 1to 50
Duplication if not lost Loz= (1 out of Nj then Dup... 1M100&1..

New Law Lo=s: Constant Law MNiA W Save

Rename: to rename the Law. This button should be used to change the Law name.

Copy: this button copies the current selected law at the end of the list with a new name. The
following example shows the new list-box after copying the existing Uniform Loss law:
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Lizt of the defined Lozs & Duplication Law

Law Mame
Percentage of Lozs

Lonze 1 Packet aut of 10

% of Lozs & Time

F.[Percentage & Time]
Percentage of Duplication
Duplicate 1 Packet aut af 20

IInifarm Duplication
Duplication if not lost

Copy of Uniform Lozs

Law Type Range [#| Mew Law
Lozs: Percentage 18%

Logz: 1 Packet out of M 10 10%] =

Logz: Percentage & Duration I A, Srame
Lozz: File [Percentage & D... I, m
Duplication: Percentage 10% -
Duplication: 1 Packet outa..  1/20[5%) Delete
Druplic:ation: Urniformm Laws 1o b0

Loss [1 out of M) then Dupli... 1A008%1... 5

Lozz: Urifarmm Law 1 ko100 SN

Delete: this button should be used to remove a Law from the current list.
First select in the list-box the law to delete and then press the Delete button. A confirmation
window is then displayed:

MetDisturb Client X

\?‘i) Do wou confirm that you want o delete the law "Copy of Uniform Loss"?

Yes Mo |

Save: to save all changes related to the laws.

7.4.4.2.2 Select alaw and define its parameters

Once a law has been created, then you can define or modify the parameters of the law:

The first step is to choose the law type amongst the list of the pre-defined laws.

Then there are 3 tabs to define and to help the user to set up the parameters of the selected law.

(Tab 1)
(Tab 2)
(Tab 3)

General (explaining how does the impairment law work)

Law Parameters

Mathematical Theory (only available with Loss & Duplication Laws using a
mathematical law). This tab gives some details on the theory of the
mathematical law used.

= Select a type of law

A combo box allows selecting a law among the following pre-defined laws:

e Loss: Constant law

Parameter: number of packets

e Loss: Uniform law

Parameters: alpha, beta, threshold

e Loss: Burst Uniform law

Parameters: alpha, beta, threshold(n), threshold(n + x), depth

Loss: File (Loss Values)

Parameters: filename, threshold
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 Loss: Percentage
Parameter: percentage

e Loss: 1 Packet out of N
Parameter: range(N)

» Loss: Percentage & Duration (time-limited loss percentage)
Parameters: percentage, duration

* Loss: File (Percentage & Duration)
Parameters: percentage, filename

« Duplication: Percentage
Parameters: percentage, Min < n < Max

» Duplication: 1 Packet out of M
Parameters: range(M), Min < n < Max

e Duplication: Uniform Law
Parameters: alpha, beta, threshold

e Loss (1 out of N) then Duplication (1 out of M): the loss law (1 out of N) is
used first before the duplication law (1 out of M)

= The “General” tab (tab 1)
Details on the law type chosen and on the way to choose the parameters are provided on this
tab as shown on the figure below:

General I I Mathernatical Theary |
How does it work
The Loss lave [T out of M] iz uzed before the Duplication law [T out of M].

Four parameters must be defined by the user:
- Loss Range [M]

- Duplication Fange [M]

- Minirmurn Duplication

- M asimum Duplication

Lozs [1 out of NJ: this law allows losing 1 packet for M received packets. The lost packet is
the Mth received packet. The value of M must be between 2 and 100,000,000,
Far thig law, 1 parameter iz uged: Losz Ranage [M)

Duplication [1 out of M]: the duplication of pack.ets enables to transmit the zame received
packet several times.

The duplicated packets are just inzerted after the oniginal packet to be transmitted.

The value of M must be between 2 and 100,000,000,

The original packet iz duplicated the number of times defined by a random selection in the
Mirirnurm Duplication’ and M aximum Duplication’ range parameters.

when Minimum Duplication' iz equal to 'Masimum Duplication’, all eligible packets for the

process of duplication are copied the same number of times.

Far this law, 3 parameters are uged: Duplication Range (M), Minimum Duplication and

b axiriurn Duplication.

= The “Law Parameters” tab (tab 2)
This tab is described for each law type here after.
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= The “Mathematical Theory” tab (tab 3)

This tab is available with the following laws only:
- Loss: Uniform Law
- Loss: Burst Uniform Law
- Duplication: Uniform Law

This tab provides the main explanations of the mathematical theory of the law as shown on the
figure below:

| I | Mathematical Theory |

Distribution of Uniform Law is:

1
N — jor Alpha < x < Beta
7= Bata — Alpha

Fixy=10 for x < Alpha or x = Beta

where Alpha is the inferior parameter and Beta the superior one.

Aeta-alpha

Density

Alphs Bets
YWalles

“alues between Alpha and Beta have the same probabilty to be
drawn =1/ (Beta — Alpha)

= Action buttons
The "Loss & Duplication Laws" window handles a temporary list of laws until the user press the
OK or Cancel button.

Button Action
Restore Defaults ... Reset all parameters of the current law.
OK Save all modifications made if you didn't save them before.

Moreover, the selected law in the list of the defined laws
becomes the selected law in the combo-box of the IP Flow
window.

Cancel Ignore all modifications made if you didn't click on the Save
button before. In that case, the last law selected in the
combo-box of the IP Flow window is kept.

How to create a new Loss & Duplication Law:

Click on the "New Law" button,

Then click on the “Rename” button to modify the name of the law.
Choose one of the pre-defined law in the combo box

Select the "Law Parameters" tab,

Enter law parameter(s). The "General" tab and the "Mathematical Theory" tab contain
information that can be useful to define the parameters.

Press the “Save* button to save the changes and to continue to create or modify other laws.

7. Press “OK” to quit the “Loss & Duplication Laws” window and to select this new law as the
law to be applied on the corresponding Flow.

arwpdPE

o
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7.4.4.3 Loss: Constant Law

When this law is selected, the NetDisturb driver will lose the number of packets defined.

MetDisturb Client - Loss & Duplication Laws

List of the defined Logs & Duplication Law

Law Mame Law Type
[Mane]
Lawl Lozz: Constant Law

Select a law and defing its parameters

Fange Mew Law

N Rename
Copy

Delete

Save

Select a tppe of lam: |Loss: Congtant Law

Law Parameters I Mathematical Theomy |
Law Parameters

Filznarne:

# packets:

T

Calculated Range: Mot Applicable

=]

Restore Defaults ..

UL B

Cancel |

For this law, only one parameter must be defined: number of packets

A button with the label "To lose N packets" is displayed that
the user can activate. Each time this button is pressed, the
next N packets of the flow are lost. When pressed, this button
remains disabled as long as the number of packets to be lost

is not reached.

impairmant=s to apply on packeis going fri

Loss & Duplication

Constant Lozs v

To Loze 12 Packels ’ Define

o,
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7.4.4.4 Loss: Uniform Law

When this law is selected, a uniform distribution of humbers contained between the Alpha and
Beta values is computed and stored in a table. This table and the threshold (also supplied by the
user) are then transmitted to the NetDisturb driver.

NetDisturb Client - Loss & Duplication Laws

Lizt of the defined Loss & Duplcation Law

Law Mame Law Type Range Mew Law
[Mone]

Law1 Logs: Uniform Law Tta10 Rename

Copy

Delete

Save

Select a law and define its parameters

Select a type of law: |Loss: Uniform Law

Law Parameters I

Law Parameters

AT

Filename: |

Ailpha: I'I—

Beta: "ID— must be > Alpha
Threshaold: ’5—

Calculated Range: From1 to 10

Information on mathematical law walues generated
The minimum value iz 1
The maximurn value iz 10
The probability of each value between Alpha and Beta iz around: 11 11113
If not between Alpha and Beta, the probability of & value iz null

Restore Defaults ...
(]9 | Cancel |

The NetDisturb driver picks a number in the table (see also 7.4.4.1) for each selected packet. If
this number is greater or equal than the threshold, then the packet is lost.

The mathematical function used is (see the Uniform Law in Part 10 for more information):

Uniform law on (a, 8) range
f(X)=1(L-a) ifa<x<p
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range
Beta: max value of the range
Threshold: if the number calculated by the law is greater or equal than the Threshold

value, the packet is lost.
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An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The

mathematical law generates these values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also shown.

Information on mathematical law values generated

The minirmurm walue iz 1
The maximurn value iz 10

The probability of each walue between Alpha and Beta iz around: 11.1111%.
If not between Alpha and Beta, the probability of a value iz null

7.4.4.5 Loss: Burst Uniform Law

MetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Select a law and define itz parameters

Law Mame Law Type Rangs Mg Law
[Mone)
Lawl Logs: Burst Uniform Law Tto10

Rename
Copy

Delete

Save

=)
[Femms]
G |
=N
=

Select a type of law: | = E LT T
|—| Law Parameters I

Law Parameters

Filename: |

Alpha: I‘I—

Beta: I‘ID—

Threshald (r): 5

Threshold (r+): 2

Depth: IE—

Calculated Range: From 1 to 10

The minimum value is 1
The maximum walue iz 10

oK

Information on mathematical law values generated

mugt be > Alpha

The probability of each value between Alpha and Beta iz around: 11.1111%.
If mot bebween Alpha and Beta, the probability of a value iz null

Restore Defaults ...

Cancel |

When this law is selected, the loss of packets is uniformly distributed with burst of loss enabled.

The burst is limited by the Depth parameter: this is a set of consecutive packets.

When the law generates a value equal or greater than the Threshold(n) parameter, the first packet

of the set of packets is lost.
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For the next packets of the set, the value of the law is compared to the Threshold(n+x) parameter
until the law generates the no loss value, or when the number of lost packets equals the Depth
value.

As for the Uniform Law, the Burst Uniform Law calculates a table of numbers uniformly distributed
between Alpha and Beta. This table is transmitted to the NetDisturb driver with two thresholds T1
(Threshold (n) ) and T2 (Threshold (n+x) ) and the Depth value (D).

The T1 threshold is the first loss factor. The T2 threshold is the second loss factor, used in
correlation with T1 and for a maximum number of packets defined by the D parameter. T2 may be
greater or lower than T1. This law allows generating burst losses. Processing is applied as follows:

= The NetDisturb driver picks a number from the table for each packet (see also 7.4.4.1)
= For the packet n, the NetDisturb driver picks one number from the table (current number) and
loses this packet if this number is greater or equal than T1.
= If the packet n is lost, the following packets (up to n+D) will be lost if the picked up number is
superior to T2. This threshold (T2) is used to process the following D (depth) packets with the
following rules:
» If the packet n+i (with i < D) is not lost, the threshold comes back to T1 (the burst loss is
stopped).
» If the packets (from n+1 up to n+D) are all lost, the threshold comes back to T1 (the burst
loss is stopped).

The mathematical function used is (click on the “Mathematical Theory” tab or see the Uniform Law
in Part 10 for more information):

Uniform law on (a, ) range
f(X)=1/(B8-a) if a<x<p
f(x)=0 else

For this law, five parameters are defined:

- Alpha: min value of the range
- Beta: max value of the range
- Threshold(n): first loss factor

- Threshold(n+x): second loss factor

- Depth: burst limit

An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also shown.

Information on mathematical law values generated
The minimum value i 1
The masimurn walue iz 10
The probability of each value between Alpha and Eeta iz around: 1111112
If not between Alpha and Beta, the probability of a value is null
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7.4.4.6 Loss: User-defined File

MetDisturb Client - Loss & Duplication Laws

Lizt af the defined Lozs & Duplication Law

Select a law and define its parameters

Law Mame Law Type Range Mew Law
[Nane]
Law1 Lozs: File [Lozs Values] M

Renarne
Copy

Delete

Save

Select a type of law: |Loss: File [Loszs WValues)

Law Parameters | b athematical Theary |
Law Parameters

Filenarme: |DneF'erTen.t>:t

Threzhold:

T

Calculated Range: Mot Applicable

o]

[

UL e e

Browze

Cancel |

When this law is selected, the loss values are extracted from the user-defined file. This file must be

a text file.

Losses are expressed in integer positive number. Separators used for decoding are End of Line
(CR or CR-LF), semicolon, coma, and tab or space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of Line

(CR or CR-LF).

To assure performance, the file is read in one shot and stored in memory at law selection time. The
values of the file are used to load the table transmitted to the NetDisturb driver. In order to not
overload the memory resources, maximum read number of loss values is limited to 40,960.

If the file size exceeds the table size, only the part that can be memorized will be read. The rest of

the file will be used for the next loading.
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If the file size is too small to fulfill the table, the file is read again from the beginning to complete the
table.

The NetDisturb driver picks a number in the table (see also 7.4.4.1) for each selected packet. If
this number is greater or equal than the threshold, then the packet is lost. When the end of the file
is reached, the NetDisturb driver restarts with the beginning of the file in a circular way.

The file sample (OnePerTen.txt) illustrates a loss of 1 packet for 10 packets sent when the
Threshold value T is 0 < T < 100.

(Content of the OnePerTen.txt fileis:0 0 0 0 0 0 0 0 0 100)
- For any Threshold value greater than 1 and smaller or equal than 100, only the 10" packet is lost.

- If the Threshold value is greater than 100, no packet is lost.
- If the Threshold value is 0, all packets are lost.

Here is another example of the impact of the threshold value.
The content of the fileis: 10 20 30 40 50 60 70 80 90 100

Packet # Value Lost result with Value Lost result with Value Lost result with
extracted Threshold = 95 extracted Threshold = 50 extracted Threshold = 15
1 10 Continue 10 Continue 10 Continue
2 20 Continue 20 Continue 20 LOST
3 30 Continue 30 Continue 30 LOST
4 40 Continue 40 Continue 40 LOST
5 50 Continue 50 LOST 50 LOST
6 60 Continue 60 LOST 60 LOST
7 70 Continue 70 LOST 70 LOST
8 80 Continue 80 LOST 80 LOST
9 90 Continue 90 LOST 90 LOST
10 100 LOST 100 LOST 100 LOST
11 10 Continue 10 Continue 10 Continue
12 20 Continue 20 Continue 20 LOST
13 30 Continue 30 Continue 30 LOST
14 40 Continue 40 Continue 40 LOST
15 50 Continue 50 LOST 50 LOST
16 60 Continue 60 LOST 60 LOST
17 70 Continue 70 LOST 70 LOST
18 80 Continue 80 LOST 80 LOST
19 90 Continue 90 LOST 90 LOST
20 100 LOST 100 LOST 100 LOST
21 10 Continue 10 Continue 10 Continue

Continue means the packet is not lost and may be handled by the Delay & Jitter Law if defined
and/or may be handled by the Content Impairment Law if also defined.
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7.4.4.7 Loss: Percentage

MetDisturb Client - Loss & Duplication Laws

Lizt of the defined Lozs & Duplication Law

Law Mame Law Type Range Mews Law

[Mane]

Law Loss: Percentage 12% Fename

Copy

Delete

Save

Select a law and define its parameters

Select a type of law: ||_DSSZ Fercentage

Law Parameters I b athematical Theomy
Law Parameters

Filename:

L)l

Percentage:

THA

Calculated B ange; 12%

Restore Defaults ..

0] 8 Cancel |

When this law is selected, a percentage of packets are lost and the packets to lose are randomly
selected.

The percentage of lost packets is calculated on the basis of 100 received packets or a multiple of
100. For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12% and
0.00056% are allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified then all the packets are lost.
The value of the percentage must be bounded between 0.00000001% and 100%, and the lost
packets are selected in a random way.
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7.4.4.8 Loss: 1 Packet out of N

NetDisturb Client - Loss & Duplication Laws

Lizt of the defined Losz & Duplication Law

Law Mame Law Type Range e Law

[Mone]
Law Lozs: 1 Packet out of M 1/5 [20%)

Rename

==
=
_ o |
[oezs |
_sae |

Copy

Delete

Save

Select 5 law and define its parameters

== DN e W 2= | Packet out of [

Law Parameters | M athematical Theary
Law Parameters

Filename:
FRange [M]:

THTT

Calculated R ange: 1/5 [20%]

Restore Defaults ...
Or | Cancel |

This law allows loosing 1 packet out of N received packets.

The lost packet is the Nth received packet, i.e. considering N is 5, then the 5", 10", 15" ... packets
and so on are lost.

The value of N must be between 2 and 100,000,000.
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7.4.4.9 Loss: Percentage & Duration

MetDisturb Client - Loss & Duplication Laws

Lizt of the defined Loz & Duplication Law

Law Mame Law Type Range MHew Law

[Mone)

Lawl Lozs: Percentage & Duration I A Fename

Copy

Delete

Save

Select a law and define itz parameters

Select a type of law; |LDSSZ Percentage & Duration

Law Parameters | Mathematical Theory |
Law Parameters

Packet Loss of % during millizeconds.

Packet Loss of 10% during 30000 milizeconds to be followed by a
Packet Loss of 0% during 120000 milizeconds to be followed by a
Packet Loss of 5% during 10000 milizeconds to be followed by a
Packet Loss of 8% during 5000 milizeconds

L ED L) el

Calculated B ange: Mot Applicable

0] Cancel |

When this law is used, a percentage of packets are lost and the packets to lose are randomly
selected. This loss is done for a defined duration.

You can define up to 50 successive doublets: <% Packet loss, Duration> that NetDisturb will
process.

The percentage of lost packets is calculated on the basis of 100 received packets or a multiple of
100. For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12% and
0.00056% are allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified then all the packets are lost.
The value of the percentage must be bounded between 0.00000001% and 100%, and the lost
packets are selected in a random way.
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7.4.4.10 Loss: File (Percentage & Duration)

NetDisturb Client - Loss & Duplication Laws

Lizt of the defined Loss & Duplication Law

Law Name Law Type Range Mew Law

[Mone]

Lawal Lozz: File [Percentage & D1 A8 F—

Copy

Delete

Save

Select a law and define itz parameters

J L[l

Select a type of law: |Lu:u$$: File [Percentage & Duration)

Law Farameters | Mathematical Theory |
Law Parameters

Filerame: |PercentageLnss-’-‘mdDuratinnSampIe.txt

T

Calculated Range: Hot Applicable

[ i

ok ‘ Cancel |

When this law is used, the loss and duration values are extracted from the user-defined file. This
file must be a text file.

The percentage of lost packets is calculated on the basis of 100 received packets or a multiple of
100. For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12% and
0.00056% are allowed BUT NOT 10.2% or 0.00506%.

Duration is expressed with an integer positive number and in milliseconds. Separators used for
decoding are End of Line (CR or CR-LF), semicolon, coma, and tab or space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of Line
(CR or CR-LF).

To assure performance, the file is read in one shot and stored in memory at law selection time. The
values of the file are used to load the table transmitted to the NetDisturb driver. In order to not
overload the memory resources, maximum read number of loss and duration values is limited to
200 couples of values.
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If the file size exceeds the table size, only the part that can be memorized will be read. The rest of
the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning to complete the
table.

The file sample (PercentageLossAndDurationSample.txt) illustrates a gradual loss from 5% to
50%. Each step is applied during 10 seconds, except for the maximal loss value (50%) and the
minimal one (0%), which are applied during 20 seconds.

Loss Value Corresponding Duration
extracted Value extracted
5 10000
10 10000
15 10000
20 10000
25 10000
30 10000
35 10000
40 10000
45 10000
50 20000
45 10000
40 10000
35 10000
30 10000
25 10000
20 10000
15 10000
10 10000
5 10000
0 20000
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7.4.4.11 General Rules concerning the Duplication o f Packets
This paragraph details some general terms used to describe the Duplication of packets.

7.4.4.11.1 What does Duplication mean with NetDistu rb

The duplication refers to the action to send more than once the same packet. If the packet N
should be duplicated, the packet N is sent at least twice consecutively.

7.4.4.11.2How many times is a packet duplicated

The Minimal Duplication and Maximal Duplication parameters help to select the number of times
the packet should be duplicated. When those parameters have the same value, the number of
duplications is constant. Otherwise, the number of duplications is randomly selected, where the
smallest value is “Minimal Duplication” and the highest value is “Maximal Duplication”.

7.4.4.12 Duplication: Percentage

NetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Law Mame Law Type Fange Mew Law

[Mane]
Lawl Duplication: Percentage G

Rename

[xten
=
_Com |
[ |
_see |

Copy

Delete

Save

Select a law and define itz parameters

- e R R ROl D uplication: Percentage

Law Parameters I Mathematical Theary |

Laws Parameters

Filenarme:

FPercentage:
Minimum Duplication: |1
b axirmurn Duplication: |3

T

Calculated Range: b

Restore Defaults ...
OF. | Cancel |

The duplication of packets enables to transmit the same received packet several times. The
duplicated packets are just inserted after the original packet to be transmitted.
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The Percentage of duplicated packets is calculated on the basis of 100 received packets or a
multiple of 100.

For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12% and
0.00056% are allowed BUT NOT 10.2% or 0.00506%. If the value of 100% is specified then all the
packets are duplicated.

The value of the percentage must be bounded between 0.00000001% and 100%, and the packets
to duplicate are selected in a random way.

The original packet can be duplicated for a number of times defined by a random selection in the
‘Minimum Duplication 'and 'Maximum Duplication 'range parameters.

When 'Minimum Duplication ' equals 'Maximum Duplication ', all the eligible packets during the
process of duplication are copied the same number of times.

Here are a few examples:

- If the Percentage is 10, 10 packets are duplicated each 100 received packets.

- If the Percentage is 5, 5 packets are duplicated each 100 received packets.

- If the Percentage is 2.5, 25 packets are duplicated each 1,000 received packets.

- If the Percentage is 0.012, 12 packets are duplicated each 100,000 received packets.

See also paragraph 7.4.4.11 for the general rules and terms relevant to the duplication of packets.
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7.4.4.13 Duplication: 1 Packet out of M

NetDisturb Client - Loss & Duplication Laws

Lizt of the defined Loss & Duplication Law

Law Marne Law Type Range Mew Lav

[Mane]

Law Duplication: 1 Packet out o, 1/9011.7.. —

Copy

Delete

Save

Select a law and define itz parameters

Select a type aof law: |Duplicatinn: 1 Packet aut af kM

Law Parameters | Mathematical Theary
Law Parameters

Filenarne:

R ange [M]: |
Miniriurn Duplication: |1

M awimum Duplication: |3
,—
,_

1) e e

Calculated Fange: 19 11.11%)

Restore Defaults

ak. Cancel |

This duplication of packets enables to transmit the same received packet several times. The
duplicated packets are just inserted after the original packet to be transmitted.

This law duplicates 1 packet out of M received packet and the packet to be duplicated is the Mth
received packet.

The Range (M) parameter indicates which packet is going to be duplicated i.e. considering M is 9,
then the 9", 18", 27" packet and so on are duplicated.
The value of M must be between 2 and 99,999,999.

The original packet can be copied the number of times defined by a random selection in the
‘Minimum Duplication 'and 'Maximum Duplication 'range parameters.

When 'Minimum Duplication ' equals 'Maximum Duplication ', all the eligible packets during the
process of duplication are copied the same number of times.

See also paragraph 7.4.4.11 for the general rules and terms relevant to the duplication of packets.
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7.4.4.14 Duplication: Uniform Law

NetDisturb Client - Loss & Duplication Laws

Lizt of the defined Lozs & Duplication Law

Law Mame Law Type Fange MHew Law
[Mone]

Law Duplication: Uniforrm Law Tta10 Reranme

Copy

Delete

Save

Ul

Select a law and defing its parameters

Select a type of law: |{ RIS e fal [y R RET
|—| Law Paramaters I
Law Paramneters
Filerarne: | |
Alpha: |1—
Beta: |1D— muzt be > Alpha

Mimimum Duplication: |1
Masimum Duplication: |2
Threshold: ]

Calculated Range: From 1 to 10

Infarmation on mathemnatical law value: generated
The minirmurn value is 1
The mazimum walue iz 10
The probability of each value between Alpha and Beta iz around: 1111113,
|F not between Alpha and Beta, the probability of & walue iz null

Restore Defaults ...

ax Cancel |

The duplication of packets enables to transmit the same received packet several times. The
duplicated packets are just inserted after the original packet to be transmitted.
The decision to duplicate a received packet is made by using the uniform law.

If the value calculated by the law is equal or greater than the Threshold parameter, then the
packet is duplicated.

The original packet is duplicated the number of times defined by a random selection in the
‘Minimum Duplication 'and 'Maximum Duplication 'range parameters.

When 'Minimum Duplication ' equals 'Maximum Duplication ', all the eligible packets during the
process of duplication are copied the same number of times.
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When this law is selected, a uniform distribution of numbers between the Alpha and Beta values is
computed and stored in a table. This table and the Threshold value are then transmitted to the
NetDisturb driver.

The NetDisturb driver picks a number in the table for each selected packet. If this number is
greater or equal than the Threshold , then the packet is duplicated.

The mathematical function used is (click on the “Mathematical Theory” tab or see the Uniform Law
in Part 10 for more information):

Uniform law on (a, 8) range
f(X)=1(L-a) ifa<x<pf
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range
Beta: max value of the range
Threshold: if the number calculated by the law is equal or greater than the Threshold

value, the packet is duplicated.
See also paragraph 7.4.4.11 for the general rules and terms relevant to the duplication of packets.

An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters.

Moreover, the probability of each value that can be generated is also available.

Information on mathematical law values generated
The minimum value i 1
The masimurn walue iz 10
The probability of each value between Alpha and Eeta iz around: 1111112
If not between Alpha and Beta, the probability of a value is null
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7.4.4.15 Loss (1 out of N) then Duplication (1 out  of M)
The Loss law (1 out of N) is used before the Duplication law (1 out of M).

Loss (1 out of N): this law allows losing 1 packet for N received packets. The lost packet is the
Nth received packet. The value of N must be between 2 and 100,000,000.
For this law, 1 parameter is used: Loss Range (N).

Please refer to paragraph 7.4.4.8 Loss: 1 Packet out of N for more details.

Duplication (1 out of M): the duplication of packets enables to transmit the same received
packet several times. The duplicated packets are just inserted after the original packet to be
transmitted. The value of M must be between 2 and 100,000,000.

The original packet is duplicated the number of times defined by a random selection in the
‘Minimum Duplication 'and 'Maximum Duplication 'range parameters.

When 'Minimum Duplication ' equals 'Maximum Duplication ', all the eligible packets for the
process of duplication are copied the same number of times.

For this law, 3 parameters are used: Duplication Range (M) , Minimum Duplication and
Maximum Duplication

Please refer to paragraph 7.4.4.13 Duplication: 1 Packet out of M for more details.

NetDisturb Client - Loss & Duplication Laws

i List of the defined Loss & Duplication Law

Law Mame Law Type Range 2 | Mew Law
"."{:Df Lozs & Time o Loss: Pgrc&ntag&&l]uratiun /A, Let's take an examp|e of 100 packets
File (Percentage & Time) Loss: File (Percentage & D... N/A . . _
Percentage of Duplication Duplication: Percentage 10% rece|Ved W|th Loss Range (N) - 10
Duplicate 1 Packet out of 20 Duplication: 1 Packet cut o... 1420 (5%) i and Dupncation Range (M) = 20
Uniform Duplication Duplication: Uniform Law 1to 50
Duplication if not lost Loss (1 outof Mythen Dup... 1M100& 1.
Loss {1 out of N) then Dup...  1/10 & 1720 JEYNIREE The lost packets are the 1Oth, the zoth,
e e T parameters the 30th, the 40th ... the 100th.
| Select a type of !LossU out of N} then Duplication (1 out of M) V!
| : nd
[ Genecs [P preemmroeen The duplicated packets are the 22
Law Parameters (because packet #10 and #20 have
| been lost), the 44" (because packet
Loss Range (1} 10 #30 and #40 have been lost and
Dupiication Range (M): | 20 because the first packet of the next set
Minimum Duplication: | 1 of 20 none lost packets is the 23"),
Maximum Duplication: | * the 66™ (because packet #50 and #60
have been lost, and the first packet of

Calculsted Range: 1110 & 1/20 this set of 20 packets is the 45™) and
the 88™ (because packet #70 and #80
have been lost with a 20 packets set
starting at 67™).

Information on mathematical flaw values generated

Restore Defaults ...

(= J (o]
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7.4.5 The Delay & Jitter Law Configuration

NetDisturb can delay the packets following a mathematical law configured by the user or using
values extracted from an input file. These values apply to the packets matching to the selected
Filter, if a loss law hasn't previously lost the packets.

If the value is constant, it is a Delay. When values vary, that is the case with mathematical laws, it
is a Delay & Jitter value.

Up to 100 Delay & Jitter Laws can be created.
The Default.wsx context file copied by the NetDisturb installer contains the following laws:

Combo-box (Law identifier) Comment area Dlescription
(None) (None) With this option, no delay or jitter is applied
to the IP flow.
Constant delay Constant Delay A 20 ms delay is applied to IP packets
Exponential jitter Constant Delay & | Delay & Jitter to apply: from 20 to 21 ms.
Exponential Jitter The delay is 20 ms and the jitter varies from
0to 1 ms.
Uniform jitter Constant Delay & | Delay & Jitter to apply: from 3 to 102 ms.
Uniform Jitter The delay is 2 ms and the jitter varies from 1
to 100 ms.
Constant Delay & File (Jitter) Constant Delay & | The file Random_delay.txt contains jitter
File (Jitter) values to add to the constant 10 ms delay.
File (Minimum Cadences) File (Packet Sending | The file RandomValues.txt contains values

Minimum Cadences) | used as Delay & Jitter.

Router Simulation with Delay Router Simulation & | Constant delay = 20 ms
Constant Delay IP Throughput = 1000 Kb/s
Max memory = 500 KB

Router Simulation & File Router Simulation & | IP Throughput = 1000 Kb/s

(Cadences) File (Packet Sending | Max memory = 250 KB

Minimum Cadences) | Delay & Jitter values are extracted from a
user file (RandomValues.txt).

Delay & File (Throughput, Constant Delay & | Constant delay =250 ms

Time) File (Throughput, | Throughput values and Duration of the
Duration) Throughput values are extracted from a user
file (ThroughputAndDurationSample.txt).

7.4.5.1 Delay & Jitter Law and the Working Mode

Working Mode: Laws apply to the IP Flow

When a Delay & Jitter Law is selected for a given IP Flow, the law applies to all packets
matching the Filter that haven't been lost. For each packet, a new Delay & Jitter value is
extracted from the law or from the file, depending on the type of law selected. These values
are stored in a global table by the NetDisturb driver. When the table is empty, the
NetDisturb Server provides a new table to the NetDisturb driver with new values provided
by the law or the file. The value is the number of milliseconds the packet is delayed.

Working Mode: Laws apply to each TCP/UDP connection of the IP Flow

When a Delay & Jitter Law is selected for a given IP Flow, the law applies to all packets
matching the Filter that haven't been lost.

These values are stored in a table maintained by the NetDisturb driver.
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The NetDisturb Server provides the table once to the NetDisturb driver with values
provided by the law or extracted from the file. The NetDisturb driver loops on values from
this table: when the end of the table is reached, NetDisturb driver restarts at the beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is used to classify
the packet. Else the IP addresses and protocol are only used.

For each packet, a Delay & Jitter value is extracted from the buffer at the current index of
the packet for the connection i.e. the n" packet received for the given connection is delayed
by the n™ value of the table. When n reaches the end of the table, the values extracted
restart at the beginning of the table.

7.4.5.2 Delay & Jitter Accuracy

The NetDisturb driver accuracy is £1 millisecond.

It means that a delay variation of one millisecond between two packets can be taken into account.

The NetDisturb driver uses the OS timer accuracy to delay the packets. Because Windows is not a
| real-time OS, it may append Windows is not able to wake up the NetDisturb driver in the timely
manner. In such case, the delay and/or jitter value is increased unexpectedly.
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7.4.5.3 How to create or edit the Delay & Jitter La w

To create or configure a Delay & Jitter Law click on the Define button at the top or bottom part of
the main window.

Impairments to apply on packets going from A to B

Content Impairment

Loss & Duplication Delay & Jitter
|um!’nr“m Loss At |1Noﬂe) ~ | | (None) A
e - e
—_———
B~ S
—_—
Impairments to apply on packets going from B to. A

Loss & Duplication Delay & Jitter Content Impairment

&) v|

| (None) ~ || (None) (Non
{None) {None) (None}

The following window is then displayed:

NetDisturb Client - Delay ft Jitter Laws

— List of the defined Dielay & Jitter Law
Law Mame Law Type Range | | Mew Law
Constant Delay Constant Delay 20 ms HERaTE
Exponential Jitter Constant Delay & Exponen... 20 msto ..
Uniform Jitter Constant Delay & Uniform... 3 mste 1.
Constant Delay & File (Jitter) Constant Delay & File (Jiter) MNi& L=t Dalete
File (Minimum Cadences) File (Packet Sending Minim. .. Ni&,
Router Simulation with Delay Router Simulation & Const... MNi&, »

General | Law Parametsrs I Wathematical Theory

Select a law in the defined law list or add a new law

[ ok | [ canest |

This window allows creating a new law or modifying an existing one.
If (None) is selected, only the New Law button is enabled and the tabs to define the parameters

are disabled.
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If you select a preexisting law in the current list-box, then the parameters and the details about this
law can be viewed and the first "General" tab is enabled as in the example below:

NetDisturb Client - Delay & Jitter Laws

r— List of the defined Delay & Jitter Law

Law Name Law Type Range | | New Law
(Hone) - -
Constant Delay Constant Delay

:

Rename

Extponential Jiter Conztant Delay & Exponen.. 20msto “
Uniform Jitter Constant Delay & Uniform... JImsto 1.
Constant Delay & File (Jitter) Constant Delay & File (Jitter) TS = Delete
File (Minimum Cadences) File (Packet Sending Winim... MNia
Router Simulation with Delay Router Simulation & Const... MNIA ¥
— Select a law and define itz parameters 1
Select a tvpe of | Constant Delay W

General | - | Mathematical Theory
How does it work
A constant delay iz applied to all packets relevant to the Flow not previously lost.

One parameter must be defined by the user:
- Congtant Delay

The Congtant Delay is expressed in miliseconds, and all packets will be delayed in a
constant manner without jitter.

This window is composed of two areas:
. List of the defined Delay & Jitter Law : a list-box displays the defined laws and five buttons
allow managing the laws: New Law, Rename, Copy, Delete and Save.

. Select a Law and define its parameters:  a list-box displays the loss and duplication laws
authorized by the software. Then there are 3 tabs to define and set up the parameters of the

selected law.
- (Tab1l) General (explaining how does the impairment law work)
- (Tab 2) Law Parameters
- (Tab 3) Mathematical Theory (only available with Loss & Duplication Laws using a

mathematical law)
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7.4.5.3.1 List of the Delay Laws defined

The list-box displays for each defined law the summary of the characteristics, except for (None)
corresponding to 'No Delay & Jitter Law' selected:

- Law Name: name of the law

- Law Type: the type of Delay law chosen amongst the pre-defined list (more details
available in paragraph 7.4.5.3.2 Select a law and define its parameters)

- Range: range of values generated by the specified laws.
To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with 'New Law'
as name of the law:

Lizt of the defined Delay & Jitter Law

Law Name Law Type Range | | New Law
Uniform Jitter Constant Delay & Uniform ... 3 mzto 1.

Con=tant Delay & File (Jitter) Con=tant Delay & File (Jitter) MiA
File (Minimum Cadences) File (Packet Sending WMinim... M
Router Simulation with Delay Router Simulation & Const... MiA,

Router Simulation & File (Cad...  Router Simulation & File (P MiA
Delay & File (Throughput, Time} Constant Delay & File (Thr... MiA o

MNew Law Constant Delay 20 ms - Save

Then click on 'New Law' label to rename this entry or press the Rename button:

Lizt of the defined Delay & Jitter Law

Law Mame Law Type Range L | Mew Law
Uniform Jitter Constant Delay & Uniform ... 3Imzto1..

Constant Delay & File (Jitter)  Constant Delay & File (Jitter) NI R
File (Minimum Cadences) File (Packet Sending Minim... A
Router Simulation with Delay Router Simulation & Const... MiA,

Router Simulation & File (Cad..  Router Simulation & File (P... NA
Delay & File (Throughput, Time} Constant Delay & File (Thr... MiA 3

Mew Law Conztant Delay 20 ms o | Save

Rename: to rename the Law. This button should be used to change the Law name.

Copy: this button copies the current selected law at the end of the list with a new name. The
following example shows the new list-box after copying the existing Exponential Jitter law:

Lizt of the defined Delay & Jitter Law

Law Name Law Type Range 2| | New Law
Uniform Jitter Constant Delay & Uniform ... 3 mzto 1.

Constant Delay & File (Jiter)  Constant Delay & File (Jitter) M R
File (Minimum Cadences) File (Packet Sending Minim... WA
Router Simulation with Delay Router Simulation & Const... MiA

Router Simulation & File (Cad...  Router Simulation & File (P... NiA
Delay & File (Throughput, Time)} Constant Delay & File (Thr... MiA o

Copy of Exponential Jitter Conztant Delay & Exponen... W Save

Delete: this button should be used to remove a Law from the current list.
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First select in the list-box the law to delete and then press the Delete button. A confirmation
window is then displayed:

NetDisturb Client

\:.:j Do you confirm that you want to delete the law "Copy of Exponential Jitter™

Save: to save all changes related to the laws.
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7.4.5.3.2 Select alaw and define its parameters

Once a law has been created, then you can define or modify the parameters of the law:
The first step is to choose the law type amongst the list of the pre-defined laws.
Then there are 3 tabs to define and to help the user to set up the parameters of the selected law.

- (Tabl) General (explaining how does the impairment law work)
- (Tab 2) Law Parameters
- (Tab 3) Mathematical Theory (only available with Delay & Jitter Laws using a

mathematical law). This tab gives some details on the theory of the
mathematical law used.
= Select a type of law

A combo box allows selecting a law among the following pre-defined laws:

+ Constant Delay
Parameter = constant delay

+ Constant Delay & Exponential Jitter
Parameters: constant delay, A

+ Constant Delay & Uniform Jitter
Parameters: constant delay, alpha, beta

+ Constant Delay & File (Jitter)
Parameters: constant delay, filename

+ File (Packet Sending Minimum Cadences)
Parameter: filename

+ Router Simulation & Constant Delay
Parameters: IP throughput, max memory, constant delay

e Router Simulation & File (Packet Sending Minimum Cadences)
Parameters: IP throughput, max memory, filename

+ Constant Delay & File (Throughput & Duration)
Parameters: constant delay, filename
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= The “General” tab (tab 1)
Details on the law type chosen and on the way to choose the parameters are provided on this tab
as shown on the figure below:

General | Mathemnatical Theory |

How does it work,

When thiz law iz used, MetDisturb defines the minimum cadence when the packets are to be
zent over the output interface. This iz done without congidering the moments where the
packets were received from the input interface.

Thiz law iz mainly uzed far incoming congtant flow to add a vaniable jitter defined by the user.
Qe parameter must be defined by the uzer:

- Fileniame  Uzer File containing the cadence values

The firzt packet inibializes the TR time [reception time for packet # 1].Then the value TS2 iz
calculated az follows: TS2 = TRT + 01, where T52 comezponding to the time when the
zecond packet has to be zent over the output interface and 01 comesponding o the first
cadence value read from the file. The second packet iz received at the TRZ time.

If TRZ < TS2 then the second packet iz queued with a delay defined az: TS2-TR2

[f TREZ >=T52 then the second packet iz sent immediately over the output interface.

Then the new walue TS3 iz calculated: T53 =T52 + D2, where T53 caresponding ta the
time when the third packet has to be zent over the output interface and D2 coresponding to
the second cadence walue read from the file\when the end of the file iz reached, the process
cohtinues and loops at the beginking of the file,

Example: the file containz the walues 10, 20... Let's suppoze that the packetz are recerned
evern 12 me over the input interface. The firzt packet received iz zent without delay over the
autput interface. The second packet received iz sent without delay. ‘\why? Because the
receiving time iz equal to 12 mg after the first packet haz been received and that's the
cadence iz equal to 10 mz - firgt walue of the file.The third packet iz zent with a & mz delay
after the second packet. "why? The receiving time iz equal to 24 ms after the first packet has
been received and the cadence iz equal ta 10 + 20 - zecond value of the file = 30 ms.

and zoon ...

= The “Law Parameters” tab (tab 2)
This tab is described for each law type here after.

= The “Mathematical Theory” tab (tab 3)

This tab is available with the following laws only:
- Constant Delay & Exponential Jitter
- Constant Delay & Uniform Jitter

This tab provides the main explanations of the mathematical theory of the law as shown on the
figure below (Constant delay & Exponential Jitter  law by example):
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|_-'--. T I aw Paramasters | MathematicalTheory|

The probability density function of the exponential law is:
AT S0,

ftr;)‘):{ 0 ,z<0.

where & > 0isthe parameter of the distribution (the rate parameter).
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The small values are more often generated that big ones.
The mare & is big the maore the maximum value generated
is small.

The cumulative frequency fram a given value a=0 to a given
value bxa is the integral of f{x) in this interval.

= Action buttons

The "Delay & Jitter Laws" window handles a temporary list of laws until the OK or Cancel button is
pressed.

Button Action
Restore Defaults ... Reset all parameters of the current law.
OK Save all modifications made if you didn't save them

before. Moreover, the selected law in the list of the
defined laws becomes the selected law in the combo-box
of the Flow window.

Cancel Ignore all modifications made if you didn't click on the
Save button before. In that case, the last law selected in
the combo-box of the Flow window is kept.

How to create a new Delay & Jitter Law:

Click on the "New Law" button,

Then click on the “Rename” button to modify the name of the law.
Choose one of the pre-defined law in the combo box

Select the "Law Parameters" tab,

Enter law parameter(s). The "General" tab and the "Mathematical Theory" tab contain
information that can be useful to define the parameters.

Press the “Save" button to save the changes and to continue to create or modify other laws.

7. Press “OK” to quit the “Delay & Jitter Laws” window and to select this new law as the law to
be applied on the corresponding Flow.

abrwbdhe

o
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7.4.5.4 Constant Delay
A constant delay is applied to all packets relevant to the IP Flow not previously lost.

NetDisturb Client - Delay & Jitter Laws

Lizt af the defined Delay & Jiter Law

Law Marne Law Type Fange Mew Law

[Mane]

Constant Delay 20 s

Rename
Copy

Delete

Save

Select a law and define itz parameters

Select a type of law: | Conztant Delay

Law Parameters I b athematical Theory |

Lavs Parameters

L)

Filenarne:

Congtant Delay (ms]: |20

F T

Calculated Range:

Festore Defaults ... |

ak | Canizel |

The “Constant Delay (ms)” parameter must be defined, and all packets will be delayed in a
constant manner.
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7.4.5.5 Constant Delay & Exponential Jitter

When this law is selected, an exponential distribution of the jitter is computed from the Lambda
parameter. This distribution is stored in a table. This table is then transmitted to the NetDisturb

driver, finally coupled with a Constant Delay (expressed in ms) that will be added to the calculated
jitter.

NetDisturb Client - Delay & Jitter Laws

List of the defined Delay & Jitter Law

Law Mame Law Type Fange Mew Law

Select alaw and define itz parameters

Select a type of law: |E0nstant Delay & Exponential Jitter j

| | Law Parameters I
Law Parameters

Filename:
Lamnbda:
Constant Delay [ms]: |20

Calculated Fange: From 20 ms to 124 ms

Infarmation on mathematical law values generated
The minimurm value is: O
The masimum value iz 104

0.005 % of generated values are sitted after the value: 99

The probatility of the integer value |1 [ Ois around: 9.9574%
For a cumulative frequency:

framm 1 [integer > 0] equal ta |1 % you should chooze &

lambda equal to: 0.0100503

from |1 [integer » 0] ta infinity equal to |1 % you should choose a

lambda equal to: 46051702
Restore Defaults ...

Cancel |

%

The mathematical function used is (click on the “Mathematical Theory” tab or see the Exponential
Law in Part 10 for more information):

Exponential law (A >0)
f(x) = Ae™dx if x=0
f(x)=0 if x<O

For this law, one parameter is defined:
Lambda Parameter of the law

An additional area, called “Information on mathematical law values generated” is available with this
law. Here is provided some information about the minimum and maximum values. The
mathematical law generates the values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also available. In order to help the user to
choose the lambda parameter, by giving domain of values and a cumulative frequency, NetDisturb
can give you an approximation of the lambda parameter.
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Information on mathematical law values generated
The minimum walue is; 0
The masimurn walue is: 104

0,005 % of generated valuss are sitted after the value: 99

The probability of the integer value |1 [> Oliz around: 9957 4%
For a curulative frequency:

from 1 [integer » 0] equal to |1 % you should choose a

lambda equal to; 0.0100503

fram |1 [imteger > ) to infinity equal to |1 % you should choose a

lambda equal to: 46051702

7.4.5.6 Constant Delay & Uniform Jitter

When this law is used, a uniform distribution of jitter values is calculated from the Alpha and Beta

parameters.

This distribution is stored in a table. This table is then transmitted to the NetDisturb driver, finally
coupled with a Constant Delay (expressed in ms) that will be added to the calculated jitter.

NetDisturb Client - Delay & Jitter Laws

List of the defined Delay & Jitter Law

Law Mame Law Type Rarge Mew Law
[Mane]
Lawl Congtant Delay & UnifarmJ... 21 msto 1., FiemEnie

[eten]
==
o |
[z |
_see |

Copy

Delete

Save

Select a law and define its parameters

= R R M EI R o ztant Delay & Llniform Jitter

Law Parameters |
Law Parameters

Filerame: |

Alpha: 1

Beta: 100

Congtant Delay [me]: |20

Calculated Fange: From 21 ms to 120 ms

Information on mathematical law values generated
The minimumn value iz 1
The maximum value iz 100
The probability of each value between &lpha and Beta is around: 1.0701%.
If not between Alpha and Beta, the probability of a value iz null

Restore Defaults ..

aK Cancel |

The mathematical function used is (click on the “Mathematical Theory” tab or see the Uniform Law
in Part 10 for more information):
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Uniform law on (a, ) range
f(X)=1/(B8-a) if a<x<p

f(x)=0 else

For this law, two parameters are defined:
Alpha min value of the range
Beta max value of the range

An additional area, called “Information on mathematical law values generated” is available with this
law. Here is provided some information about the minimum and maximum values. The
mathematical law generates the values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also available.

|nformation on mathematical law values generated
The mirirnum walue iz 1
The masimumn walue iz 100
The probahility of each value between Alpha and Beta iz around: 1.0001%.
|f not between Alpha and Beta, the probability of a walue iz null

7.4.5.7 Constant Delay & File (Jitter)

When this law is selected, the delay rate is obtained from a file.

Total delay applied to the packet = Constant Delay (expressed in ms) + delay (read from the file
for this packet).

The Jitter values file must be a text file.

Delays are expressed in integer positive numbers. The unit is the millisecond. The separators used
for decoding are: end of line (CR or CR-LF), semicolon, coma, and tab or space characters. If a
line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of Line (CR or
CR-LF).

One Jitter value is picked for each packet handled. When the end of the file is reached, the
NetDisturb driver restarts with the first values of the file.
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NetDisturb Client - Delay & Jitter Laws

Lizt of the defined Delay & Jitter Law

Law Mame Law Type Range P Law
[Mone]

Lawl Canstant Delay & File [Jiter] R Rename
Copy

Dielete

Save

Select a law and define its parameters

J Ll

Select a type of law: |C0nstant Delay & File [Jitter]

| | Law Parameters | Mathematical Theorny |
Law Parameters

Filernarne: |Jitter'| 0.kxt

Constant Delay [ms): |2

1T

Calculated R ange: Mot Applicable

Restore Defaults ..

Ok | Cancel |

For performance reasons the file is read in one shot, and stored in memory when the Flow is set in
the Run state. The values are used to load the table transmitted to the NetDisturb driver. In order
to not overload the memory resources, the maximum number of delays read is limited to 40,960.

If the file size exceeds the table size, only the part that can be memorized will be read.

The rest of the file will be used for the next loading. If the file size is too small to fulfill the table,
fulfillment is done by reading back the file from its beginning.
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7.4.5.8 File (Packet Sending Minimum Cadences)

When this law is used, NetDisturb defines the minimum cadence when the packets are to be sent
over the output interface. This is done without considering the moments where the packets were
received from the input interface.

This law is mainly used for incoming constant flow to add a variable jitter defined by the user.
The file containing the values must be a text file. Sending times are expressed by integer positive
numbers (unit is the millisecond).

The separators used for decoding are: end of line (CR or CR-LF), semicolon, coma, and tab or
space characters. If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to
the End of Line (CR or CR-LF).

NetDisturb extracts the values from the file in a circular way and one value is picked for each
packet handled.

NetDisturb Client - Delay & Jitter Laws

Ligt of the defined Delay & Jiter Law

Laws Mame Law Type Range Mew Law
[Mone]
Lawn File: [Packet Sending Mirin... M4 [ —
Copy
Delete
Save
Select a law and define it parameters
Select a type of law: |Fi|e [Packet Sending Minimum Cadences) j

Law Parameters I Mathematical Theorny |

Law Parameters

Filenarne: |F!and0m\-falues. bt Erovse I

Calculated Range: Mot Applicable

[Foseboric

Ok | Cancel |

The first packet initializes the TR1 time (reception time for packet # 1).

Then the value TS2 is calculated as follows: TS2 = TR1 + D1, where TS2 corresponds to the time
when the second packet has to be sent over the output interface and D1 corresponds to the first
cadence value read from the file. The second packet is received at the TR2 time.
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If TR2 < TS2 then the second packet is queued with a delay defined as: TS2-TR2
If TR2 >= TS2 then the second packet is sent imnmediately over the output interface.

Then the new value TS3 is calculated: TS3 = TS2 + D2, where TS3 corresponds to the time when
the third packet has to be sent over the output interface and D2 corresponds to the second
cadence value read from the file.

When the end of the file is reached, the process continues and loops at the beginning of the file.

Example: the file contains the values 10, 20...

Let's suppose that the packets are received every 12 ms over the input interface. The first packet
received is sent without delay over the output interface.

The second packet received is sent without delay. Why? Because the receiving time is equals to
12 ms after the first packet has been received and that's the cadence is equals to 10 ms - first
value of the file.

The third packet is sent with a 6 ms delay after the second packet. Why? The receiving time is
equal to 24 ms after the first packet has been received and the cadence is equals to 10 + 20 -
second value of the file = 30 ms.

And so on...
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7.4.5.9 Router Simulation & Constant Delay
This law is used to simulate a real network by offering:

e Alimited IP Throughput on the output interface in Kbps.
* A Constant Delay (to simulate a network transit delay)

* The loss of packets as soon as the virtual output queue is full (the Maximum Memory
parameter expressed in Kilobytes is the virtual output queue size). When the output queue is
virtually full, all new incoming packets are not transmitted to the output interface.

The example displayed below illustrates the 3 parameters used by the “Router Simulation &
Constant Delay” law: IP Throughput , Maximum Memory and Constant Delay .

MetDisturb Client - Delay & Jitter Laws

List of the defined Delay & Jitter Law

Law Mame Law Type Fange Me Law
[Mane]
Lawl Router Simulation & Consta... MAA E—

[
=
oo |
[ ]
_see |

Copy

Delete

Save

Select 3 law and define its parameters

= R e R W R uter Simulation & Constant Delay

Law Parameters I Mathematical Theomy |
Law Parameters

Filenarne: | |
P Throughput (Kbss): [1024
Conztant Delay [mz): W
bd axirurn Memory (KB]: ID—
I—
l—

Caloulated Range: Mot Applicable

Fiestare Defaults ...

ak Cancel |

The output queue is a virtual queue because there isn’t any real queue associated to the Flow.

(continue)
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When the Flow is started i.e. when the ‘Run’ button is pressed, the internal remaining size is the Maximum
Memory parameter value.

Each time a packet is received, the internal remaining size parameter is decreased by the packet size. When
the remaining size parameter is 0, the queue is marked as full.

Any new packet is lost until the remaining size becomes positive. When the packet is sent, the relevant
gueue size parameter is increased.

In the meantime each packet to send is first moved in the output queue and if needed, the number of
packets delayed is increased.

This is why there may be packets not yet sent when the Flow is stopped. Those packets continue to be sent
until the output queue is free.

You shouldn’t be surprised if packets continue to be sent even if no packet has been received: it is in most
cases the output queue that is not yet empty.

7.4.5.10 Router Simulation & File (Packet Sending M  inimum Cadences)
This law is used to simulate a real network by offering:

* Alimited IP Throughput on the output interface in Kbps.

A loss of packets as soon as the output queue is full (the Maximum Memory parameter
expressed in Kb/s is the output queue size). When the output queue is full, all new incoming
packets will not be transmitted to the output interface.

e The minimum cadences (values read from the text file) when the packets are sent over the
output interface whatever the moments when the packets were received from the input
interface (to simulate a real network transit delay). Please refer to the "File (Packet Sending
Minimum Cadences)" Law for more information. The values are expressed with an integer
positive number. The unit is the millisecond. The separators used for decoding are: end of line
(CR or CR-LF), semicolon, coma, and tab or space characters. One Delay & Jitter value is
picked for each packet handled. When the end of the file is reached, the NetDisturb driver
restarts with the first values of the file. If a line starts with a sharp (#) character, the rest of the
line is ignored i.e. up to the End of Line (CR or CR-LF)

The example displayed below illustrates the 3 parameters used by the “Router Simulation &
Constant Delay” law: IP Throughput , Maximum Memory and the user defined file containing the
Delay & Jitter values .
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NetDisturb Client - Delay & Jitter Laws

List of the defined Delay & Jiter Law

Law Mame Law Type Range e Law

[Maone]

Lawl Router Sirulation & File [P MAA Fename

Copy

Delete

Save

Select a law and defing itz parameters

J L [RElE

Select a type of law; |Fh:-uter Simulation & File [Packet Sending Minimum Cadences)

| | Law Parameters | Mathematical Theory |
Law Parameters

Filename: |F| atdory alues. bt Browse I

IP* Throughput (Kbds): (1024
b awirnuim Memory (KEB):|0

—
—

Calculated Range: Mot Applicable

Restare Defaults ...

0K | Canicel |

7.4.5.11 Constant Delay & File (Throughput & Durati  on)

This law is used to change the output throughput from time to time. It is a throughput simulation
law where the throughput varies.

The throughput and the duration of the throughput are positive and integer values. The values are
extracted from the user-defined file. This file must be a text file.

Separators used for decoding are End of Line (CR or CR-LF), semicolon, comma, tab or space
characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of Line
(CR or CR-LF)

There are a couple of values to read:
» The first value is the throughput. The unit of the throughput is the Kbps.
* The second value read is the duration of the throughput. The duration unit is the millisecond.

To assure performance, the file is read in one shot and stored in memory at law selection time. The
values extracted from the file fill a table transmitted to the NetDisturb driver. In order to not
overload the memory resources, the maximum read number of values is limited to 40,960 i.e.
20,480 couples.
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If the file size exceeds the table size, only the part that can be memorized will be read. The rest of
the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning to complete the
table.

The NetDisturb driver extracts a couple of values from the table to get the throughput to apply and
its duration. When the duration expires, the next couple of values is extracted from the table, and
S0 on.

A constant delay can be added to each packet, to simulate the network delay, for example the
satellite upload or download frame delay.

NetDisturb Client - Delay & Jitter, Laws

Lizt of the defined Delay & Jitter Law

Law Mame Law Type Range Mew Law

[Mone)

Law1 Constant Delay & File (Thro... N8 Rename

Copy

Delete

Save

Select a law and define its parameters

J L[l

Select a type of law: |Eonstant Delay & File [Throughput & Diuration)

Laws Parameters I M athematical Theory |
Law Parameters

Filenarme: |Thru:uughput.~'—‘mdD urationS ample. bt

Constant Delay [ms]. |20

T

Calculated Range: Mot Applicable

Restore Defaults ...

ok | Cancel |

The constant delay of 20ms is the minimum delay applying to each packet of the flow. The values
extracted from the file are added to the constant delay, helping to create a jitter.
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If Vis the set of values extracted from the file, k the constant delay, the delay D for the
packet n is calculated as shown below:

D(n)=V(n) + k

D(n+1) = V(n+1) + k

The jitter or Inter Packet Delay Variation (IPDV) is calculated by the formula:
D(n+1) - D(n) => V(n+1) +k -V(n) Ik = V(n+1)-V(n)

The jitter is generated by the values extracted fro  m the file.

7.4.6 The Content Impairment Law Configuration

NetDisturb can change the packets content following a mathematical law configured by the user
or using values extracted from an input file. These values apply to the packets matching to the
selected Filter, if a loss law hasn't previously lost the packets.

Up to 100 Content Impairment Laws can be created.
By default the following laws are defined in the Default.wsx context file:

Combo-box (Law identifier) Comment area Description
(None) (None) With this option, no impairment is applied to
the IP Flow.
1 out of 10 1 Packet out of N Range (N): 10
Percentage Percentage Percentage: 5
Normal Law Impairment Normal Law (Laplace- | The domain of values is [0..100]. Parameters
Gauss) of the law are :
= Average:30
= Standard deviation:10
= threshold: 40
Uniform Law Impairment Uniform Law Domain values [1 to 100] Threshold = 20

For each law coming from the Default.wsx context file, the default packet content impairment
parameters are used. See 7.4.6.7 Packet Content Impairment Type for more details.

7.4.6.1 Content Impairment Law and the Working Mode

Contrary to the other types of disturbance, the Content Impairment laws are not concerned by the
Working Mode. When a Content Impairment law is selected over a given Flow, the law applies to
all packets matching the Filter.

For each new packet, a new value is extracted from the law or from the file, depending on the type
of law selected. These values are stored in a global table by NetDisturb . When the table is empty,
NetDisturb Server provides a new table to the NetDisturb driver with new values depending on
the law.

This value is compared to the Threshold: if the value is greater or equal than the Threshold, the
packet content is impaired.
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7.4.6.2 How to create or edit the Content Impairmen tLaw

To create or configure a Packet Content Impairment Law click on the Define button at the top or
bottom part of the main window.

Imparments to apply on packsats going from A te B

Loss & Duplication Delay & Jitter Content Impairment
Uniform Loss 8 | | {Hone) 8 | | (None)
Loss: Uniform Law Hone Hane
S, = I
———
.—-—""A“"——-
e —
Impairments to apply on packets going from B to A
Loss & Duplication Delay & Jitter Content Impairment
(None) | | (Hone) W | | (None) >

(None) Define (None) (None)

The following window is then displayed:

NetDisturb Client - Content Impairment Laws

Ligt of the defined Content Impairment Law

Laws M armne Law Type
[Mane]
1 Packet out of 10

Range Mew Law

1 Packet out of N

1A0[10%)]
Fercentage Percentage e
Marmal Law Impairment MHarmal Law [Laplace-Gauss) Oto 170
Unifarm Law Irmpairment nifarm Law 1to100

J LLELE

General I Law Parameters I b athematical Theom I Content Impairment

Select a law in the defined law list or add a new law

ok Cancel
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This window allows creating a new law or modifying an existing one.

If (None) is selected, only the New Law button is enabled and the tabs to define the parameters
are disabled.

If you select a preexisting law in the current list-box, then the parameters and the details about this
law can be viewed and the first "General" tab is enabled as in the example below:

NetDisturb Client - Content Impairment Laws

Lizt of the defined Caontent [mpairment Laws

Law Mame Law Type Range Mew Law
[Mone]

1 Packet out of 10 1 Packet out of M E—
Percentage Percentage

Mormal Law Impairment Mormal Law [Laplace-Gauss] Oto170 Copy
niform Law Impairment Uniform Law Tto100

Delete

Select a law and define itz parameters

J L[l

Select a type aof law: |1 Packet out of M

General I I Mathematical Theory I |
How does it work,

Thiz lave impairs the content of 1 packet out of M received packets.
One parameter muzt be defined by the user:
- Range [M]

The impaired packet iz the Nth received packet, i.e. considering M iz 12, then the 12th, 24th,
3E6th packet and 20 oh are impaired.

The value of M must be between 2 and 100,000,000,
Go to the "Content Impairment™ tab and click on the “"Modify Parameters™

button. The dialog box opened allows defining the parameters on how the
packet content will be impaired.

K | Cancel

This window is composed of two areas:

» List of the defined Delay & Jitter Law : a list-box displays the defined laws and five buttons
allow managing the laws: New Law, Rename, Copy, Delete and Save.

* Select a Law and define its parameters:  a list-box displays the loss and duplication laws
authorized by the software. Then there are 4 tabs to define and to help the user to set up the
parameters of the selected law.

- (Tab1) General (explaining how does the impairment law work)
- (Tab 2) Law Parameters
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- (Tab 3) Mathematical Theory (only available with Content Impairment Laws using a
mathematical law)
- (Tab 4) Content Impairment

7.4.6.2.1 List of the Content Impairment Laws defin  ed

The list-box displays for each defined law the summary of the characteristics, except for (None)
corresponding to 'No Content Impairment Law' selected:

- Law Name: Name of the law

- Law Type: The type of Content Impairment law chosen amongst the pre-defined list
(more details available in 7.4.6.2.2 Select a law and define its parameters)

-  Range: Range of values generated by the specified laws.
To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with 'New Law'
as name of the law:

Lizt of the defined Content [mpairment Law

Law Mame Law Type Range

[Mone]

1 Packet aut aof 10 1 Packet out af M 10 10%] Flenanme

Percentage Percentage LA

M armal Law Impairment Marmal Law [Laplace-Gauss] Ot 170 Coopy

Idriform Law Impairment Iriform Law

Mew Law 1 Packet out of M i | Delete
Save

Then click on 'New Law' label to rename this entry or press the Rename button:

Lizt af the defined Cantent Impairment Laws

Law Mame Law Type Fange Mew Law
[More]

1 Packet out of 10 1 Packet out of H 1A0[10%] Flename
Percentage Percentage LT

MHarmal Law Impairment MHaormal Law [Laplace-G auss] Ot 170 Copy

I nifarm Law Impairment I Irifarmm Laws 1t 100
Mew Law 1 Packet out of M 1/5 [20%) Delete

Save

Sl

Rename: to rename the Law. This button should be used to change the Law name.
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Copy: this button copies the current selected law at the end of the list with a new name. The
following example shows the new list-box after copying the existing Percentage law:

Lizt of the defined Content [mpairment Law

Laws Mame Law Type Range Mew Law
[Maone]
1 Packet out of 10 1 Packet out of M 110[10%)] Flenamme
Percentage Percentage LTk
Marmal Law Impairment Haormal Law [Laplace-G auss] Ot 170
IIniform Law Impairment IIniform Law 1to 100
Mew Law 1 Packet out of M 1/5 [20%] Delete
Copy of Percentage Percentage b

Save

Delete: this button should be used to remove a Law from the current list.
First select in the list-box the law to delete and then press the Delete button. A confirmation
window is then displayed:

MetDisturb Client X

\?l) Do wou confirm Ehat you want to delete the law "Copy of Percentage"?

Yes Mo |

Save: to save all changes related to the laws.
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7.4.6.2.2 Select alaw and define its parameters
Once a law has been created, then you can define or modify the parameters of the law:
The first step is to choose the law type amongst the list of the pre-defined Content Impairment

laws. Then there are 4 tabs to define and to help the user to set up the parameters of the selected
law.

- (Tab 1) General (explaining how does the impairment law work)
- (Tab 2) Law Parameters
- (Tab 3) Mathematical Theory (only available with Content Impairment Laws using a

mathematical law). This tab gives some details on the theory of the
mathematical law used.
- (Tab4) Content Impairment

= Select a type of law

A combo box allows selecting a law among the following pre-defined laws:

e 1 Packet out of N
Parameter: range (N)

* Percentage
Parameter: percentage

e Uniform law
Parameters: alpha, beta, threshold

» Normal law (Laplace-Gauss)
Parameters: average, standard deviation, threshold

= The “General” tab (tab 1)
Details on the law type chosen and on the way to choose the parameters are provided on this tab
as shown on the figure below:

General | I I |
How does it wark:
The number of packets to impair iz defined by the Laplace-Gauss law.

Diztribution of Laplace-Gauss Law is:

)

iy
?t.ﬁ‘.') ‘\[QT'E'CF 2

where ki is the average and F iz the standard deviation.

Three parameters must be defined by the uzer:

- Average pozitive value
- Standard Deviation  positive value such as [Standard Deviation <= Averages3)
- Threshold if the number calculated by the law iz egual or greater than the

threshold value, then the packet is impaired.

Go to the "Content Impairment™ tab and click on the "Modify Parameters”
button. The dialog box opened allows defining the parameters on how the
packet content will be impaired.
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= The “Law Parameters” tab (tab 2)
This tab is described for each law type here after.

= The “Mathematical Theory” tab (tab 3)

This tab is available with the following laws only:
- Normal Law
- Uniform Law

This tab provides the main explanations of the mathematical theory of the law as shown on the
figure below:

[ i Parametsis | Mathematical Theory 171
Distribution of Laplace-Gauss Law is:
2
_(x-p)
" F]
fo)=———e 2
2ra
where f isthe average and o is the standard deviation.
ALS)
9]
J 18
—t —4 e
68,27%
95,45%
- The more o iz small the more drawn values are near M
- BEB.27% of drawn values arein [ — o, p + o7 )
- 05.45% of drawn values are in [# — 20, ¢+ 20
- 99.73% of drawn values are in [#4 — Jo; p+3a ]

= The “Content Impairment” tab (tab 4)
This tab is described in paragraph 7.4.6.7 Packet Content Impairment Type.

= Action buttons
The "Content Impairment Laws" window handles a temporary list of laws until the OK or Cancel

button is pressed.

Button Action
Restore Defaults ... Reset all parameters of the current law.
OK Save all modifications made if you didn't save them

before. Moreover, the selected law in the list of the
defined laws becomes the selected law in the combo-box
of the Flow window.

Cancel Ignore all modifications made if you didn't click on the
Save button before. In that case, the last law selected in
the combo-box of the Flow window is kept.
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How to create a new Content Impairment Law:

Click on the "New Law" button,

Then click on the “Rename” button to modify the name of the law.
Choose one of the pre-defined law in the combo box

Select the "Law Parameters" tab,

Enter law parameter(s). The "General" tab and the "Mathematical Theory" tab contain
information that can be useful to define the parameters.

6. Go to the "Content Impairment" tab and click on the "Modify Parameters" button to specify
the parameters on the content impairment type.

7. Press the “Save" button to save the changes and to continue to create or modify other laws.

8. Press “OK” to quit the “Content Impairment Laws” window and to select this new law as the
law to be applied on the corresponding Flow.

aprwpnPE
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7.4.6.3 1 Packet out of N

MetDisturb Client - Content Impairment Laws

Lizt of the defined Content [mpairment Law

Law Mame Law Type Range Mew Law

[Mone)

1 Packet out of M

Delete

Select a law and define itz parameters

Select a type of law: |1 Packet out of M

Law Parameters I Mathematical Theory I |
Law Parameters

Mewlan |
Copy

_Deit |
Save

=
_ Bowee |

Filenarme:
Fange [M]:

THTT

Calculated R ange: 1/8 [20%)

Festore Defaults .
(1] 4 | Cancel ‘

This law allows impairing the content of 1 packet out of N received packets. It affects a same
packet based on its order.

The impaired packet is the Nth received packet, i.e. considering N is 12, then the 12", 24™ 36"
packet and so on are lost.

The value of N must be between 2 and 100,000,000.
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7.4.6.4 Percentage

NetDisturb Client - Content Impairment Laws

Lizt of the defined Content Impairment Law

Law Mame Law Type Fange v Law

[Mone]
Law Percentage ¥

Rename

[estes]
[ oo ]
_Cow |
[mae ]
_sae |

Copy

Delete

Save

Select a law and define it parameters

Select a type of law: [{FEE=ERE

Law Parameters | b athematical Theon I |
Law Parameters

Filenarne:

Percentage:

THTT

Calculated Banage: L4

Restore Defaults ...

(] Cancel |

When this law is selected, a percentage of packets are impaired and the packets to impair are
randomly selected.

The percentage of impaired packets is calculated on the basis of 100 received packets or a
multiple of 100. For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e.
12% and 0.00056% are allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified then all the packets are impaired.

The value of the percentage must be bounded between 0.00000001% and 100%, and the impaired
packets are selected in a random way.
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7.4.6.5 Uniform Law

When this law is selected, a uniform distribution of humbers contained between the Alpha and
Beta values is computed and stored in a table. This table and the threshold (also supplied by the
user) are then transmitted to the NetDisturb driver.

NetDisturb Client - Content Impairment Laws

Ligt of the defined Content Impairment Law

Law Mame Law Type Range Mew Law
[Mone]

Law1 Uriform Law 1ta10 Rename

Copy

Delete

Save

S

Select a law and define its parameters

Select a type of law; [ERETETERET
’—| Law Parameters I |
Law Parameters
Filename: |
Ailpha: I'I—
Beta: "ID—
Threshaold: ’5—

Calculated Range: From1 to 10

Information on mathematical law walues generated
The minimum value iz 1
The maximurn value iz 10
The probability of each value between Alpha and Beta iz around: 11 11113
If not between Alpha and Beta, the probability of & value iz null

Restore Defaults ...

Qg Cancel |

The NetDisturb driver picks a number in the table (see also 7.4.4.1) for each selected packet. If
this number is greater or equal than the threshold, then the packet is impaired.

The mathematical function used is (click on the “Mathematical Theory” tab or see the Uniform Law
in Part 10 for more information):

Uniform law on (a, ) range
f(X)=1(L-a) ifa<x<pf
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range
Beta: max value of the range
Threshold: if the number calculated by the law is greater or equal than the

Threshold value, the packet is impaired.
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An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also shown.

Information on mathematical law values generated
The minimun wvalue iz 1
The masimum value iz 10

The probability of each value between Alpha and Beta iz around: 11.1111%.
If ot between Alpha and Beta, the prabability of a walue iz null

7.4.6.6 Normal (Laplace-Gauss) Law

NetDisturb Client - Content Impairment Laws

Lizt of the defined Content Impairment Law

Law Mame Law Type
[Mone)
Law Mormal Law [Laplace-Gauss)

Select alaw and define itz parameters

Ranhge

Oto17

Mew Law

Renarme

Copy

Delete

Save

[ Besten
==
_ oo |
[z |
_see |

Standard D eviation:
Threzhold:

LT

Calculated Range:

Information on mathematical law values generated
The minimumn value iz 0
The maximum walue iz 17
99.73% af the values are included in [ 7:13]

Restare Defaults ...

] 4 Cancel |

The probability of the integer valus |1 iz around: < 0.0001%

Select a type of law: (R EINE=T e ETER T |
Law Parameters I I |
Law Parameters
Filename:
Average:
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The NetDisturb driver picks a number in the table (see also 7.4.4.1) for each selected packet. If
this number is greater or equal than the threshold, then the packet is impaired.

The mathematical function used is (click on the “Mathematical Theory” tab or see the Normal Law
in Part 10 for more information):

Normal law on (&, /) range
f(X)=1(L-a) if a<x<p
f(x)=0 else

For this law, three parameters are defined:

Average: min value of the range
Standard Deviation: max value of the range
Threshold: if the number calculated by the law is greater or equal

than the Threshold value, the packet is impaired.

An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also shown.

Information on mathematical law values generated
The minimum walue iz 0
The: masimum walue iz 1F
99.73% of the values are included in [ 7:13]

The probability of the integer value |1 iz around: < 00001 %
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7.4.6.7 Packet Content Impairment Type

First, go to the "Content Impairment" tab. A figure shows the correspondence between the
parameters to be specified and the Ethernet frame. This tab displays also a summary of the
defined parameters for the content impairment type.

The button "Modify Parameters" allows modifying these parameters.

| | | Cantent Impairment

impaired are randomly chozen by MetDizturb among [M] Bytes which are selected
fram the Starting Point [5]

- Up to 1514 Bytes >
{P) Bytes :
I 2 T
D. DI:]'I:]. ...... . L D
* l‘H} Bytgg ................ ..,i
Byt 0 !
(S Starting Point

Defined Parameters
[5):0
[M): Randaom Y alue between [1] and [1513-5]

R andom % alue between [1] and [M]
Impairment summary: One bit randomly zelected and modified for each of the [P] Bytes

CRC recalculations after impairment: ves

b odify Parameters

The following window is then displayed when you click on the "Modify Parameters" button:
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MetDisturb - Content Impairment Type [‘S_<|

impaired are randaormly chozen by MetDizturb armong [M] Bytes which are
zelected from the Starting Point [S]

Upto 1514 Bytes
« >

(P) Bytes

1

L1

i
®

............ l'H] Bytgs ...:
(S Starting Point '

Define the Starting Point [S] fram where the impairments will start
5] |0 [\falue from Ot 1513]

Define the number of Bytes [M] to be zelected from the Starting Paint

[v Random Yalue bebween [11and (1513 - 5]

Ny

Define the number of Bytez [P] to be impaired
[v Fandom Yalue bebween [1] and (M)

—

Tupe of impairment o apply

7 lrwert bits I_ [1 ta 8] for each aof the [P] Bytes

" |rwert bits per pair [1-2, 3-4, 56, 7-8] for ach aof the [P] Bytes
" |rwert Bytes per pair

OMIOMIONO,

* One bit randomly selected and modified for each of the [F] Bytes
7 Use this pattern to replace the content of the [P) Bytes that should be impaired

Option

] CRC recalculations [ 1P & Protocol [TCP, UDP, IGMP, ICMP]] after applying th
impairments @

Ok | Cancel

This window is composed of 6 areas:

- (1) A figure showing the correspondence between the parameters (S), (N) and (P) and the
Ethernet frame.

- (2) The first area allows defining the Starting Point (S) from where the impairment will start.

- (3) The second area offers two options to specify the number of Bytes (N) to be selected from
the Starting Point.
= either the number of Bytes (N) is randomly selected
= or the number of Bytes (N) is fixed. If the value is 0, that means up to the end of the
frame.
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- (4) The third area allows setting the number of Bytes (P) to be impaired. Here two options are

available:
= either the number of Bytes (P) is randomly selected
= or the number of Bytes (P) is fixed. If the value is 0, that means all bytes are impaired.

- (5 This area of this section defines the type of impairment to apply on the selected bytes.
There are five type of impairment available:

= Invert a specified number of bits  for each of the (P) Bytes (sequential inversion from
the least significant bit to the most significant bit)

Example: inversion of 7 bits for each of the (P) Bytes
The initial byte value is:

EA (Hex)

11101010 (Bin)

7 bits should be inverted:
10010101 (Bin)
95 (Hex)

= |Invert bits per pair for each of the N bytes
Example:
The initial byte value is:
39 (Hex)
00111001 (Bin)

Bits are inverted per pair:
00110110 (Bin)

36 (Hex)
= Invert Bytes per pair
Example:
The initial bytes sequence is : AO BF E4 C7

After the inversion, the sequence is: BF A0 C7 E4

= One bit randomly selected and modified  for each of the (P) Bytes
Example:
The initial byte value is:
AF (Hex)
10101111 (Bin)

A bit randomly selected is inverted (here the third bit):
10101011 (Bin)
AB (Hex)

= Use a V pattern to replace the content of the (P) Bytes that should be impaired. If the
V pattern is bigger than (P) Bytes to replace, only the (P) first Bytes of the V pattern are
used. If the V pattern is smaller than (P) bytes, all or part of the V pattern is used
several times to replace the (P) bytes.

- (6) Finally, the possibility to recalculate the CRC is offered. The CRC recalculation can be
necessary for some protocols. NetDisturb recalculates the CRC for a restricted list of protocol
(IP and protocols TCP, UDP, ICMP, IGMP)
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How does it work?

a) The calculation of the CRC depends on the localization of the impairment and the
type of the modified frame. This is done automatically.

b) List of the headers generating a calculation of the CRC:
i. IP Header (16 bits CRC)
The checksum field is coded on 16 bits and allows checking the packet
validity of the layer 3. Before doing the calculation, this field is set to 0 and
only the IP header is considered.

ii. UDP Header (16 bits CRC, if the CRC is different from 0) and TCP Header
(16 bits CRC)
The checksum field is coded on 16 bits and allows checking the TCP/UDP
packet validity of the layer 4.
The checksum field is the 16 bit one's complement of the one's
complement sum of all 16-bit words in the header and text. If a
segment contains an odd number of header and text bytes, the last
octet is padded on the right with zeros to make a 16-bit word for
checksum purposes. The pad is not transmitted as part of the
segment. While computing the checksum, the checksum field itself is
replaced with zeros.
The checksum also covers a 96-bit pseudo header prefixed to the TCP
header. This pseudo header contains the Source Address, the
Destination Address, the Protocol, and the TCP length.

iii. ICMP Header (16 bits CRC) and IGMP Header (16 bits CRC)
The checksum field is coded on 16 bits and allows checking the ICMP or
IGMP packet validity of the layer 3. Before doing the calculation, this field is
setto O
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7.4.7 Loss/Duplication, Delay/Jitter Dynamics
The next figure shows the impact of a Loss & Duplication law and a Delay & Jitter law on a set of
packets.

Incoming Packets

B [02] [03] [04] [o5] [08] [07] (B8] B8 (10
L ' i

i I

I
Tirmn e
. totzd (4=40)

Loss law with parameter Threshold = 15

v

Loss Values
values |05 |12 |27 oo (18 |13 o2 |23 12| 12
#Packat 02 04 07 10

-

Delay and jitter lawr

\ 4

Delay & Jitter Values
Values |20 |30 |s0 |45 |25 |23
#Packet 02 | 04 07 | 10
Reasult

v

Cutgoing Packets

B [02 x| [08] |07 10

- 1 1 1 1 1 L 1 | | | | »

: : :
: T
- bobdeh30| | b A+34+50 - EAOAHZE | paan

bAEAH2S
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7.4.8 Loss with Duplication and Delay/Jitter Dynami  ¢s
The next figure shows the impact of a Loss & Duplication law with a Delay & Jitter law on a set of
packets.

Incoming Packets

.:DE 03| [04] [05 . 07 -.:m

P B A [ N N
([ 4=40)

Loss & Duplication law with parameter Threshold = 15
- and Duplicatation rate = 1

v
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Delay and Jitter law

v
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7.5 Use of the Aggregates

7.5.1 Whatis an aggregate?

An aggregate is an association of several IP Flows (at least 2) sharing the same Delay & Jitter
Laws.

To be defined, the aggregate has to have a Delay & Jitter Law for at least one direction (A=>B
and/or B=>A).

The IP Flow order in the aggregate defines the priority of packets to delay. While the top IP Flow
get the highest priority, the other IP Flows are queuing until there are no higher priority packets.

All the IP Flows related to the aggregate must have their own Filter and possibly a Loss &
Duplication Law, but they lose their own Delay & Jitter Law for the benefit of the law defined in the
aggregate.

For a given IP Flow belonging to an aggregate, the non-lost packets are subjected to the Delay &
Jitter Law of the aggregate.

A priority level applies to packets according to the IP Flow they belong to. The priority is
decreasing according to the Flow number, i.e. the packets of the Flow # X get a higher priority than
the packets of the Flow # X+1, etc.

All the packets of the Flow # X will be handled before the packets of the Flow # X+1 are taken into
account. By waiting to be handled, the packets of the Flow # X+1 are put into a queue. When the
gueue of a Flow is full, the new packets of this Flow are lost.

All the IP Flows of an aggregate start and stop simultaneously. To start an aggregate, all the IP
Flows defined for this aggregate must have a defined Filter.

7.5.2 When do we need to use an aggregate?
We use an aggregate when we wish to have different priorities for the various IP Flows to be
impaired and when we wish to apply the same Delay & Jitter Law to these IP Flows.

Example of the simulation of a satellite access (IP v4 and IPv6) with a varying time
bandwidth and a priority rule for the IP packets

In this example, we define an aggregate with three IP Flows with the following properties that
defines the order of treatment for the received IP packets:

1) The first IP Flow is related to HTTP packets and we associate a Loss Law,

2) The second IP Flow is related to the TCP packets and we associate a Duplication Law,

3) The third IP Flow is related to the UDP packets without applying a Loss & Duplication Law.

So the HTTP packets are first processed with the IP Flow # 01, then the TCP packets are handled
with the IP Flow # 02 and the UDP packets are finally processed with the IP Flow # 03.
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To implement this example, the following steps must be considered:

» Step 1: define the Filter and the Loss & Duplication Law for the three IP Flows:
- IP Flow #01.:
= Filter: Source Port List = 80
= Loss & Duplication Law: select 1 predefined loss law
- IP Flow #02:
= Filter: Protocol = TCP
= Loss & Duplication Law: select 1 predefined duplication law
- IP Flow #03:
= Filter: Protocol = UDP
= No Loss & Duplication Law

e Step 2: create now an aggregate (blue color for example) with the following Delay & Jitter
Law: the ‘Constant Delay &File (Packet Sending Minimum Cadences)’ law allowing to
simulate the bandwidth variation according to the time (a file containing a couple of integer
and positive values <Throughput (in Kbps) | Duration (in ms)> must already exist).

» Step 3: apply now the blue aggregate to the three IP Flows.
e Step 4: Run "IP Flow # 01" to start. When an IP packet is received, NetDisturb checks if

this packet can be associated to one of the IP Flows of the aggregate. If yes, it will apply
the Loss & Duplication Law before the Delay & Jitter Law of the aggregate.

Copyright © 1998-2009 ZTI. All Rights Reserved. Page 173/216



NetDisturb

Part 7 Using the NetDisturb Client

7.5.3 How to configure the aggregates

Click the Show Aggregates >> menu to display the aggregates section on the right of the window.

airment Tool for IP Networks - Default.wsx

Fie Edt Actions \WorkingModes Statistics Help
Flows to. impair using fiters

@ View [Srun#01 | CJwneo
Ovew| || Runsz |[Jwnsg
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O View ﬁ] 204 [Jwiteg
O View [ ][e Runse [ witeg
Oveu[ [ mass |Flase
O View ‘:‘ R 7 [Owiteg
O View } | 208 | [JwiLog
] — LT =
O View I | Aun#10 | [Jwiteg
O View ﬁ| 1 | [Jwiteg
Ovew| | w2 Cwies
O View [71 Fun 213 | [ witeg
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Then press the "Configure Aggregates" button, and the center part of the
displays the section to configure the aggregates as shown below:

File

Flows to impair using fiters:

= | O :
el .

Other flows fo impair without using fiters

Dashbeard
Alarms:

]
CPU Usage

B NetDisturb Client - Impairment Tool for IP Networks - Default.wsx

Edit Actions Working Modes Stabistics Help «=Hide Aggregates
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Narie) X
- How to Configure the Aggregates? “: e —
Step 1 - Aggregate to Configure 1) Select one of the & colours below (Mene} | #z
o | o | (one colour per aggregate), The ||
aggregate contains multiple Flows, | #03
I _ sharing the same Delay & Jitter laws. i — =
IO Find out more detalls about Aggregate in | #04
P o | {he right box What is an Aggregate™ 2 : |_
2) Edit or select the aggregate Delay & s
b _ Jitter law for the A to B direction THane | 05
3) Edit or select the aggregate Delay & : e
Jitter law for the B to A direction #7
Step 2 - Agaregate’s Law Configuration A > B Repeat steps 1, 2 and 3 for each = —
Delay & Jitter aggregate you are going fo use [None} [ e
Mote: Only configured aggregates will ——
| ione) appear In the list of | (Nore} | | i
{Hone) [#10
i
A INTERFACE B INTERFACE
(MNone] #12
Step 2 - Apggregate’s Law Configuration B > A Nuve) |
Doty B sitor EE
thicmel (Mene} | 4
None] Fo
o s
e
VWhat is an Aggregate? z e
- The agoregate is a consecutive sl of Fiows <haring the same Delay & Jiter laws | Other
- All Flows of an aggregate share one Delay & Jitter law pere direction Le. there may be one Delay & Jitter law in the A
to B direction snd another Oglay & Jitter law in the B to A direction onfigurs
- The Flow order in the aggregate defines the priority of packets to delay. While the top Flow packets get the highest
priority, the other Flows packets are queued until there iz no packet of the higher priority Help 1
When the queue is ful, new packets are Iost The aggregats is a
— One color i related to one aggregate. consecutive set of
Flows sharing the same.
- Delay & Jitter laws, All
Flows of an agaregate
% share only one 5
Interfaces Statistics (based on Network Interface Cards level) apgregats's Delay &
Throughput Reception Received Piis  Fitered Pl Sent Piis Throughput Transmission Jiter 5 o e
FromAw8 [000bs | 0pss Jop [oo Joo [oooes [ ows | | aoaregate Delay & Jiter
FromB o A ‘ 0.00 bis || 0pls H op || 0p H 0p || 0.00 bl H Opls | law per direction

You can define up to 8 aggregates and one aggregate is associated with one color.
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Four steps are necessary to parameter an aggregate.
The step 2 and the step 3 are optional, but at least one Delay & Jitter Law should be defined

e Step 1: Select first a color among 8 for the aggregate

Step 1 - Aggregate to Configure

i
111

e Step 2 (optional): Select or define a Delay & Jitter Law in the A =» B direction

Step 2 - Aggregate’s Law Configuration A =B
Delay & Jitter

Exponential Jitter b

Con=tant Delay & Exponential

Jitter LEeE

Once a law has been selected or defined, a tick mark is displayed on the right of the color box, as
shown below:

STANDARD EDITION )

' Configure Aggregales |

How to Configure the Aggregates?
Step 1- Aggregat figure 1) Select one of the B colours below
@, ? (one colour per aggregate). The
_— 2 sgoregate containg multiple Flows

_ sharing the sama Dalay & Jither laws.
Find out more details aboul Aggregate in

_ the right box What is-an Aggregate™,
2} Edit or select the aggregate Delay &

_ Jitter k3w for the & to B direction

3} Edit or select the aggregale Delay &

Jitter law for the B to A direction

(¢l e e

Step 2 - Aggregate’s Law Configuration & = 8 Repeat steps 1, 2 and 3 for each
Delay & Jitter aggregate you are going to use
i 5 5 Hote: Only configured aggragates wil
|E"W“¢""ﬂ| Jitter bl sppear in the kst of aggregates
Constant Delay & Exponential =1
: '
A INTERFACE B INTERFACE
"— Step 3 - Aggregate’s Law Configuration B> & h
Delay & Jitter
| (None} "’J

(Nons)

Copyright © 1998-2009 ZTI. All Rights Reserved. Page 175/216



NetDisturb Part 7 Using the NetDisturb Client

« Step 3 (optional): Select or define a Delay & Jitter Law in the B =» A direction

Step 3 - Aggregate's Law Configuration B = A
Delay & Jitter

(None)

LE Define

Ii

Once the law has been selected or defined, if the tick mark was not already present, it will be
displayed on the right of the color box.

» Step 4: Click OK to save the aggregate

7.5.4 How to associate a colored aggregatetoa Flo w

Aggregates Pa
Click the combo-box as shown below - in this R
example two aggregates have been defined: I[_itone) ][5 #01
Light Blue and Yellow . 20
Then select the colored aggregate.
#03
[itions ] v %04
oo T %5

For the following example, the light blue aggregate is associated to the IP Flow # 01, and the
yellow aggregate is associated to the IP Flow # 02.

Aggregates Panel

v | #01

v | #02

(Mane) R | #02

(Mone) |1+ | #04

A

(Mane) R | #05

Once the aggregate is selected, a colored mark is displayed on the right of the Flow.
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B NetDisturb Client - Impairment Tool for IP Networks - Default.wsx

File Edit Actions Working Modes Statistics Help =« Hide Aggregates

Flows to impair using filters Flow #02: UDP_Test1

STANDARD EDITION

Aggregates Panel

Cview|[ ][ Fur wikog

Impairments to apply on packetz going from A to B

[ — | =

wi-og UDP Fiter v
O View Run#10 Loa
) View R 1 wilog A Interface 0 '. Configure Fifter

|UDF‘T| Wi I— Loss & Duplication Delay & Jitter Content Impairment |ﬁh‘m
——— |(Nun3} V| |(Nune} v| —_—e =
O vew Run 203 : n - . | i) 02
() View Run #04 wilog | v" i
= T m | #0s
i Fun #05 e [ onel |
(O View il L Incoming on A Applicanon Riils Outgoing on B |-—0ne l
oves| | 3w | | e [ ] | e %8
O View ’—| ; = it "y Impairments on A to B . Gpis | ” (None) | "|| #07
i - — - s % LostC Plits 0 [0.0%] 0.00 bis | v |W
Log l 0 [0.0%] | E i_&&g_
O view |[ Runwos 0 [0.0%] —_—

o= v #o

Configure Fitter 'i 0 B Interface

[tore) s8] #t4
ey T3] 22

[Conone) e 5

| UDP Fiter hd
¥ e v

Incoming on B

O View wilog Application Rules
O View | fLog |
S ; Outgoing on A Impairments on B to A

— i
| #15
010.0%F 5 | ]
O View I— 1 = I
O View | i 0.00 bis [ money ] v|i0the-r
Other flows to impair without using fiters G A
- .. . ol Impairments to apply on packets going from B to A
(O View | Other Flows . | % i
Loss & Duplication Delay & Jitter Content impairment Help
() View Per-Flow Statistics (Nong) V| Exponental Jiter |(Nnne} v| égs:ﬁiﬁg?ﬁ;
(Nane) Constant Delay & Exponential (None} Flows sharing the same_
Run Al Stop Al Define s Aaguagats d Define Delay & Jitier flaws. Al
Flows of an aggregate
=hare only one 3
Dashboard Interfaces Statistics {bazed on Network Interface Cards level)y aggregate’s Delay &
Alarms: | | [V’Bw AT ] _ Throughput Reception Received Pktz  Fitered Pkiz Sent Pkts Throughput Tr Jitter faw. There is one
From Ato B | 0.00 bis " 0pls " Op " Op " Op " 0.00 bi's " Opi's ‘ aggregate Delay & Jitter
CPU Usage 4% FromB DA | 0.00 bis || 0 pls || op || op || op || 0.00 bis || opis ‘ lawr per direction

For the following example, the light blue aggregate is associated to the Flow # 01,
and the yellow aggregate is related to the Flow # 02.

Flows to impair uging fiters

O View | Rum #01

| [© Run#02 |

T
1 Wiew | Run £03 witog

The colored mark located on the right may have two states:

- full color, for example I_ meaning that a Filter is defined for this Flow

- or hatched color, for example E meaning that a Filter is not defined for this Flow
and can't be started.

You can associate the same colored aggregate to several Flows as in the example below where
three Flows are associated to the yellow aggregate:

Flowes to impair uging fiters

............. [@run#t ]

O View | UDP_Testi |
O View | |+ 403
) View |

==

"

fLog

+ #02

M e
L

1 11

UM #us wILog
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Note that the label of the buttons change when an aggregate is associated to several Flows
(except for the first one): the label of the "Run #02" and "Run #03" buttons change to "+ #02" and

"+ #03".

To start the aggregate, press the "Run #xx" button.

Flows to impair using fiters

@ View | | [@5p #01]

() View | UDP_Test1 + #02

T

To stop the aggregate, press the "Stop #xx" button related to the first flow of the aggregate.

7.5.5 How to disassociate an IP Flow belonging to a

Example:
A yellow aggregate is associated with three Flows: #01, #02 et #03.

You can only dissociate a Flow belonging to an aggregate if this
Flow is the first or the last of the aggregate. Click on the combo-box
related to the Flow to select (None) in order to dissociate the Flow.

colored aggregate

Aggregates Panel

o

Aggregates Panel Aggregates Panel
— e
(None) #02 |:|F‘ #02
]| %03 | 203
v] e [tone) v #0¢
When you click on the combo- | The Flow #02 cant be
box for the Flow #01, the | disassociated because the

(None) choice is available to
dissociate the Flow from this
blue aggregate.

previous Flow (#01) and the
next Flow (#03) are associated
to the aggregate.

When you click on the combo-
box for the Flow #02, the
(None) choice is not available.

Aggregates Panel

| #01

#02

#03

#04

| #0=

With this configuration, you can
disassociate the Flow #03.
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7.6 The NetDisturb Client Statistics

The traffic on the two interfaces is displayed in the central part of the window when a Flow is
selected, with a section for each interface A and B.

Each section includes one receiving area (incoming ) and one sending area (outgoing ).

The GUI displays the following statistics:

Incoming on A Application Rules Qutgeoing on B
races [0 | | raies 0]
Throughput | 0,00 bis LostiDuplic. Pkis 0 [0.0%] Throughpt 0.00 bis

Delayved Pkts 0 [0.0%]
‘TC.F‘ Fiter Z | Modified Pktz 0 [0.0%]

| |
A Interface o '- Configure Filtter Configure Filter '- o B Interface
|

l

Application Rules

| | TCPFiter v|
Outgeing on A Impairments on B to A Incoming on B
ket [ 0] Lost/Duglic. Piis 0 0.0%] packes [ 0]
Packetzis 0 I:”-E * DE'E':."Ed Pkt= 0 [DD%] * Packets/s 0 D-"E

Throughput | 0.00 bis el Pt 0 [0.0%] Througheut | 0.00 bis

# Packets This field presents the instant number of packets received for the Flow.

# Packets/Second This field presents the instant number of packets per second for the Flow.

Throughput This field displays the instant throughput in bit/s, kb/s or Kib/s, Mb/s or
Mib/s, according to the sampling period defined in the NetDisturb Client
configuration.

For each direction (Ato B or B to A), impairment statistics are given:

Application Rules Application Rules

Impairmentz on A to B Impairments on B to A

LozstDuplic. Pkts 0 [0.0%] LostiDuplic. Pkts 0 [0.0%]
Delayed Phis 0 [0.0%] Delayed Pkts 0 [0.0%]
todified Pkts 0 [0.0%)] Modified Plkts 0 [0.0%]

Application Rules This field presents the state related to the application of impairments.
List of five possible states:

- Applying Impairments

- Waiting for the Trigger

- Delay before Impairments

- Delay before next cycle

- No more impairments

Lost/Duplic. Pkts This field presents the instant number of lost or duplicated packets per
second for the Flow.

Delayed Pkts This field presents the instant number of delayed packets per second for
the Flow.

Modified Pkts This field presents the instant number of modified packets per second for
the Flow.
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7.7 The Errors Detected by the NetDisturb Driver

If errors occur at the NetDisturb driver level, the ‘Alarms’ button located at the left bottom of the
client window is red colored.

E NetDisturb Client - Impairment Tool for IP Networks - Default.wsx
File Edit Actions Working Modes Stalistics Help Show Aggregates s

Flows to impair using fiters

=
Oven[w _|[@sami]
Ovew[wm |

[ Otner Flows (Ethemet Packets) |

NetDisturb Client - Alarms Summary

OVew |ﬁ Alarms Linked to the Direction from Interface A to Interface B

Oven = Tors Incoming from A ) - i Cutgoing to B ) 5
: — ¥ Lost Packets:| 0 | # Total of Lost Packets: | 827 |

] Rt ¥ Lost Bytes: _D ] A # Lost Packets because the NIC E

Oiven|  |j@enes # Driver Errors: 4!37 _’ was unplugged -

Ovew | J [ Run 07 # Missing Butfer Errors: 071 # Lost Bytes: | 148558 ]

O View | | (£ un 202 # Lost TCRAIDP Connections:| 0 ] [ Details ] # Driver Errors [07|

O vew |7 Flun 2 Alarms Linked to the Direction from Interface B to Interface &

O view | Outgoing to & Incoming from B

v — # Total of Lost Packets: [4 ] # Lost Packets: |0
| E— - BioA :

Ovew[ | Auwen # Lost Packets because the NIC _ #Lost Bytes: [0

— =

1100 5

(1]

was unpluggedd + # Driver Errors:

o — 1o [N
: # Lost Bytes # Missing Buffer Errors

Oview [ Run#15
Ovew | {2 ran e
e
() View t f Stop f

() View Per-Flow Stafistics

# Driver Errors: ]_ﬂ [ Details J # Lost TCRAUDP Connections:

TUTET =

i (None) ¥, I : (None) ¥ | |Percentage |

(Hone} T (None) T Percentage

Inierfaces Statistics (based on Network int=rface Cards leval)
Throughput Reception Received Pids  Filtered Pids Sent Pils Throughput Transmisson
— s L e STRLLE - - L -
FromA 158 | 571 kbis | 52ps | saose7p  §s32997p [ 380803p [ 197 khis || 18 pis
FremBlo A |372Mbe  [[30sep  |[12m7774p  |[1217774p |1203333p  [[3sembm  [F07ips |

Dashboard

soms R

CPUUsage | 73% |

Click on the "View Alarms" button to get details about the errors and the following window is
displayed:
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NetDisturb Client - Alarms Summary

Incoming from A

# Lozt Byles

Alarmz Linked to the Direction from Interface A to Interface B

# Lost Packets:| 0

Outgoing to B

# Driver Errors:

# Wissing Buffer Errors:

Outgoing to A
# Totalof Lost Packsts:

# L o=t Packets because the NIC
waz unplugged:

&
:

-
w

il

o=t Byfes:

# Oriver Errors:

e
)
-

S

# Lost TCP/UDP Connections:| 0

1T

Alarmz Linked to the Direction from Interface B to Interface A

o

0

# Total of Lost Packets: | 0
A1oB )
# Lo=t Packets because the NIC
E'P- WES unpluggsd:
# Lost Bytes:
=taiis # Driver Errors:

Incoming from B

# Lo=! Packets;

Erilo # Lost Bytes:

__ sl

# Drieer Errorz: | 8

# Miz=ing Buffer Errors:

=

Detailz # Lost TCP/UDP Connections: [0

Clear Counters ] [ Update Alarms Summary ]

The alarms are classified per direction: A =» B and B = A.
The Information displayed is different depending of the direction (incoming or outgoing).

Inceming from A

# Lost Packets:

# Lozt Bytez

# Driver Errors:

# Miz=ing Buffer Errors:

# Lost TCR/UDP Cannections:

1l

Qutgeing to B
# Total of Lost Packets:

# Lost Packets because the NIC
was unplugged:

# Lozt Bytes:

# Driver Errors:

JUAE

For the incoming direction:

Number of lost packets
Number of lost bytes

Number of errors returned by the driver of the
Network Interface Card

Number of buffers that were missing to keep all
packets

Number of lost or ignored TCP/UDP connections

For the outgoing direction:

Total number of lost packets

Number of lost packets due to a NIC unplugged
Number of lost bytes

Number of errors returned by the driver of the
Network Interface Card
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7.7.1 Details for the Incoming Errors

Inceming from A

# Lost Pa c:l;sta:

# Lo=t Bytez:| 0

# Driver Errors:

# Miz=ing Buffer Errors:

# Lost TCR/UDP Caonnections:| 0

InnI

» # Lost Packets
Number of lost packets due to memory allocation errors or interface access errors.

» # Lost Bytes
Number of lost bytes (total packet size including the MAC header) due to memory allocation
errors or interface access errors.

» # Driver Errors
This error counter is the number of alarms returned by the NIC driver indicating that some
errors have occurred from the started time of the NIC. Errors can be due to one of the
following reasons:

e CRC error
e NIC or Driver Buffer overrun error

» # Missing Buffer Errors
When a packet is received and memory allocation done by the NetDisturb driver failed, this
counter is increased. You can increase the number of buffers allocated by the NetDisturb
driver by changing registry parameters (see paragraph 10.2 to increase the number of buffers)

» # Lost TCP/UDP Connections
This counter is handled only when the working mode "Laws apply to each IP Flow" is selected.
When a packet is received for a new connection but that new connection cannot be added
because the maximum number of connections configured has been reached or due to a
memory allocation error, this counter is increased for each packet received (see paragraph
10.2 to increase the number of connections).

7.7.2 Detalils for the Outgoing Errors

Qutgeing to B
# Total of Lost Packets: | 0

# Lost Packets because the NIC
was unplugged:

# Lozt Bytes:

# Driver Errors:

» # Total of Lost Packets
Number of lost packets due to memory allocation errors or interface access errors.

» # Lost Packets because the NIC was unplugged
Number of lost packets due to the unplugged Network Interface Card.
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» # Lost Bytes

Number of lost bytes (total packet size including the MAC header) due to memory allocation
errors or interface access errors.

» # Driver Errors

This error counter is the number of alarms returned by the NIC driver indicating that some
errors have occurred from the started time of the NIC. Errors can be due to one of the

following reasons:

e CRC error

e NIC or Driver Buffer overrun error

7.7.3 Alarm Management

Four buttons are used to manage these alarms.

» Details button

This button opens a window with details for the alarms:
e Timestamp
* Number of errors

e Error type

» Clear Alarms button

%! NetDisturb Client - Details of Alarms - B to A
05/26/2004 18:18:18.214 Incaning B:2 driver emrars

05/26/2004 18:18:24.215 Incoming B:6 driver emors
05/26/2004 18:18:26.215 Incoming B:2 driver erors
05/26/2004 18:18:28.216 Incoming B:2 driver emorz
05/26/2004 18:18:32.217 Incoming B:5 driver erors
05/26/2004 18:18:34.217 Incoming B:2 driver emore
05/26/2004 18:18:36.217 Incoming B:4 driver emors
05/26/2004 18:18:40.218 Incaming B:2 driver erors
05/26/2004 18:18:42.219 Incoming B:2 driver emors
05/26/2004 18:18:44.219 Incoming B:6 driver erors
05/26/2004 18:18:46.235 Incoming B:2 driver emore
05/26/2004 18:18:50.220 Incoming B:2 driver erors
05/26/2004 18:19:00.222 Incaning B:2 driver emrars
05/26/2004 18:19:02.223 Incoming B:6 driver emors
05/26/2004 18:19:04.223 Incoming B:10 driver erors
05/26/2004 18:19:06.223 Incoming B:2 driver emorz
05/26/2004 18:20:54.245 Incoming B:2 driver erors
05/26/2004 18:20:56.245 Incoming B:2 driver emore
05/26/2004 18 246 Incoming B4 driver emrors
05/26/2004 18: 245 Incoming B:2 driver errars
05/26/2004 18:21:08.248 Incoming B:2 driver emors
05/26/2004 18:21:10.248 Incoming B:2 driver erors
05/26/2004 18:21:14.249 Incoming B:4 driver emorz
05/26/2004 18:21:20.266 Incoming B:2 driver erors
05/26/2004 18:21:24.251 Dukgoing 4.2 driver emore

05/26/2004 18:21:24.251 Outaoing A2 packets lost (536 butes)

The ‘Clear Alarms’ button resets the alarms list and number for all direction and interfaces.

» Update Alarms Summary button
The ‘Update Alarms Summary’ button interrogates the NetDisturb driver to refresh the error list.

» OK button

The OK button closes the Alarms List window and reset the status of the "Alarms" button in the

Client Window.

&larm
The Alarm Button changes from red color to gray

until new errors occur.
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7.8 Flow Logs and Events (Enhanced Edition only)

NetDisturb Enhanced Edition offers a way to get a detailed view about the activity of each
individual flow when they are running. This activity is saved automatically into 2 files generated by
NetDisturb Enhanced Edition :

1. One file contains the raw capture of the both directions traffic that matches the flow before
the packets have been impaired, in an Ethereal compatible file format: the suffix for this file
is pcap.

2. The other file contains the impairments applied to each packet in a text file, and the major
events that have occurred to the flow e.g. law selection or dynamic connection identification
for FTP or RTP.

The window displays summary of events; it allows launching the relevant viewer for these files and
impairment details may be up-to-date in a list.

7.8.1 How to get the Flow Log

For each Flow, there is a button w/Log . When this button is checked, this selects the generation of
the 2 files logs.

Flowyz ta impair uzing fiters

O view | SP [Orun #0{ ] B witog

7.8.2 What is happening when the Flow runs

As soon as the Flow is running, the log Activity starts. The button w/Log becomes grayed.
Flawez ta impair uzing fiters

() view | SP | TEETT

A new window that details the current activity of the flow is displayed.
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fault. W5
File Edit Actions Working Modes Statistics Help Show Aggregates =

Flows to impair using fiters

@view sp ||

Flow #01; 5P | ENHANCED EDITION )

Impajments to apply on packets geing from Ato B

iew _ un wilog etDisturb Client - Flow : Loy
OV HTTP ) Run #02 | [wiL NetDisturb Client - Flow #01: Logs
(O View ! FTP | I_'_ ! Fun #03 ] [ witLog P Major Events [both sides] |-Mai0r Events [& to Bj f:_Maior Ewerits [B to &)
) View | ONS | [r' | Run #04 ] [ wiLog 2009/04/07 123205031  AtoB  StandardInfo The Flow is running. Impairments will start when cor
= — 2009/04/07 123205031 AtB  Standard Info The impairments are applying.
_ R 2009/04/07 12:32:05.031  BtloA  Standard Info The Flow is running. Impairments will start when cor
O View | DHCP | [£ Run #05 | [T wiLog Incomind ||2009/04/07 123205031  BloA  Standard Info The impairments are applying
2009/04/07 12:3217.011  AwB  Applicative Info Receive 2 pkts/zec Transmit 2 pkts/s
) View | ARP | [r_ ) Run #06 ] [ wiLog Facket| || 2009/04/07 12:32:31.031  AtoB  Applicative Info Receive 2 pkts/sec Transmit 2 pkis/s
Ato B Applicative Info Receive 2 pkis/sec Transmit 2 pkis/s
O View | RTP | [ Run #07 | [ witog 208 .
OView | FTP0atA | [0 Run #03 | [ wiLog
) View | | Run #08 {[ | 'wilog | < | 2|
[ e ; Savelogs | |Clear All Logs -
) View T [] witog . [ ] [ ] "%

—_— Dlizplay the capture of incoming packets on interface & and B [capture made betore applying impairments]
O View |1 mun#ti [[Jwitog Alnterfg : i
| . 7 Filename: incoming_packets_ flow#.poap (7 kB)
[Ellck to view captured packets] ; ; f i ==
. - Click left ta view all filkered packets using your default network. analyzer.
) View Run#12 |[]wilog

e Incoming Packets Impairments Details

O iew | | Dun 419 D wiLog The detailz on the impairments applied onto the incoming packets can be found in the listor in the file below. The
packet number [first colurn] iz the zame az the packet number in the capture of incomings packet [see above],

Filenams; incoming_packets_flowd0l bt (1 kB Click here to open the test file

@L' Rum#1 Cutgoin
Liview !7| - = D wiog . Fiefrezh to wiew the latest updated information,
O View i | Run#15 |[] wilog ) ) MNumber | Date/Time Side: Details
e ey 2009-04-07 123201.914  AtoB  The Flow has been stopped.
D View | | Run #18 D wilog 2009-04-07 12:32:01.914 BtoA The Flow has been stopped.
e 2009-04-07 123205041 AtoB Selection of the DelayAlitter Law 'Router Simulation with Del.
it e b ol vl i ilees — 2009-04-07 123205043 AtoB  Selection of the Loss/Duplication Law 'Percentage of Loss'
impirme] 2009-04-07 123205043 AtoB  Selection of the Packet Content Change Law 'Percentage’ e
i = 2009-04-07 123205044  BtoA  Selection of the Loss/Duplication Law 'Percentage of Loss'
O Ve | otrer Prows §|@ Run [ Twiteg 20030407 123205048 Btod  Selection of the Packet Cantent Change Law Neomal Law Ir
—— 2009-04-07 123205043  BtoA  Selection of the Delayilitter Law ‘Uriform Jitker'
D View Per-Flow Statistics | Looze 1 1 2009-04-07 123215280 AtwB The packet has been delayed by 20 ms
T 2 2009-04-07 123215281 AtwB The packet has been delayed by 46 ms
Run Al . . Loss: 3 2009-04-07 123219648 AtoB The packet has been delayed by 20 ms
ol it e 4 2009-04-07 123219649 AwB The packet has been delayed by 45 mz
5 2009-04-07 12:32:29.302  AwbB The packet has been delayed by 20 ms |
E 2009-04-07 12:32:29.302 AtB The packet has been delayed by 46 ms
i sigeeE] | | 7 200304407 123233960 AtoB  The packet has heen delayed by 20 ms
Alarms: | | . ] 2009-04-07 1223233962 AtoB  The packet has been delayed by 45 ms
E— FromAtog | | g 20090407 123238857 AtoB  The packet has been delaped by 20 me
CPU Usage: | 3% | FromB to 4 10 2009-04-07 12:32:38859 AtoB  The packet has been delayed by 45 ms |
b 2

| Close |

Details about the Flow log window can be found in paragraph 7.8.4.

7.8.3 When Does NetDisturb Enhanced Edition write i nto the individual flow log files

NetDisturb Enhanced Edition starts to generate flow logs into the 2 files as soon as the Flow is
started. The files are located in the Client subdirectory where NetDisturb has been installed (e.g.
C:\Program Files\NetDisturb\Client). Previous content of the files is lost.

As soon as you start the Flow where the content of the files that got the
A previous log activity for this flow is lost.

When you are intended to keep the content of a prev  ious log activity,

you should make a copy of those files before to run the flow.

The files are created in a way that you may open them for reading while NetDisturb Enhanced
Edition continues to fill them.
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7.8.4 The individual flow logs windows
The Flow log window is divided in 3 parts:

NetDisturb Client - Flow #01: Logs

Major Events [bath sides] !_-Maic-l Events [& to Bj i -Maic-l Events (B toA]]

EEIEIS;’DMD? 12320503 AtoB  Standard Info The Flow iz rmunning. Impairments will start when car
E 2009/04/07 12:32:05.031 AtaB  Standard Info The impairments are applying.
| 2009/04/07 12:32:05.031  BtoA  Standard Info The Flaw iz rmunning. Impairments will start when car
| 2003/04/07 12:32.05.031 BtoA  Standard Info The impairments are applving.
| 2003/04/07 12:3217.001  AtwB  Applicative Info Receive 2 pkiz/zec Transmit 2 pkisds
120080407 12:32:31.031 AtwB  Applicative Info Receive 2 pkizdzec Transmit 2 pkisds
1 4/07 &toB  Applicative Info pktz/zec Transmit 2 pkis/s
"7 Applicative Info I BCEl ¢ Tranzmit 2 z

[ Save Logs ]_[CIear.f?«II Lu:ug$]

Dizplay the capture of incoming packets on interface A4 and B [capture made before applying impairments]

Filename; incoming_packets flowdil poap [7 kB)
Click left to wiew all filtered packets uzing vour default network, analuzer.

lEIick to wigw captured packels]

2 Incoming Packets [mpairments Details

The detailz on the impairment: applied onto the incoming packets can be found in the list orin the file below, The
packet rurnber [first column iz the 2ame as the packet rumber in the caphure of incomings packet [zee above).

Filename; incoming_packets w07 ket [1 kB) Click here to open the test file
Refrezh to wiew the latest updated information,

Mumber Date/Time Side Details

2009-04-07 123201914 AtwbB The Flow haz been stopped.

2009-04-07 1232201914 Btod  The Flow has been stopped,

2009-04-07 125205041 AtoB Selection of the Delay/litter Law ‘Bouter Simulation with Del.
2009-04-07 123205043 AtobB Selection of the Lozs/Duplication Law ‘Percentage of Losy'
2009-04-07 123205043 AtwoB Selection of the Packet Content Change Law 'Percentage’
2009-04-07 122205044 Btod  Selection of the Lozz/Duplication Law 'Percentage of Loss'
2009-04-07 123205048 Btod  Selection of the Packet Content Change Law ormal Law [0
3 2009-04-07 123205043 Btod  Selection of the Delay/liter Law ‘Uniform Jitker'

1 2009-04-07 123215280 AtwoB The packet haz been delayed by 20 mz
2 2009-04-07 1232215231 AwB The packet has been delayed by 46 mz
3 2009-04-07 123219648 AtoB The packet haz been delayed by 20 mz
4 2009-04-07 1232719643 AtobB The packet has been delayed by 45 mz
i} 2009-04-07 1232:29.302  AtwobB The packet haz been delayed by 20 mz
B 2009-04-07 1232229302 AwbB The packet has been delayed by 46 mz
T 2009-04-07 1232:33960 AtoB The packet haz been delayed by 20 mz
g 2009-04-07 123233962 AtwbB The packet has been delayed by 45 mz
9 2009-04-07 12.32:38.857  AtwobB The packet haz been delayed by 20 mz
10 2009-04-07 12322388593 AwbB The packet has been delayed by 45 mz
< | el

| Close

1. The part 1 keeps track of the major events that applied to the flow, either both directions
mixed together or direction per direction. The tab allows selecting the direction.

2. The part 2 provides information about the capture activity. It shows the name of the files
generated and their current size. A button helps to launch he associated software viewer of
the Ethereal file formatted log. Another button refreshes the content of the part 3. An active
area launches the text viewer.

3. The part 3 lists the detailed information related to the flow. Detailed information may be a
NetDisturb management event such as a change in the law selection, or the impairment to
a packet. Each detailed information get a UTC timestamp.

4. The Close button hides definitively the Flow Logs windows for the selected flow.

Once the Flow log window has been closed, there is no way to reopen it
A without stopping then restarting the flow.

However, the log files continue to be updated with the packets captured and the

impairment details until the flow is stopped.
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7.8.4.1 Major Events
The Major Event area may be split into 6 sub-areas, as shown in the figure below.

NetDisturb Client - Flow #01: Logs C 0]

o~
Major Events [bath sid: 1 )iu:ur Events (4 to B] | Major Events (B ta &)

20090407 123206031 AtoB | Standard Info The Flow i running. Impairments vaill start when cor
200904407 12:32206031 ) AtoB | Standard Info The impairmentz are applying.

20090407 12320600 Btoad | Standard Info The Flow i running. Impairments vaill start when cor
2009/04407 12:32206.031 ) BtoA | Standard Info The impairments are applying.

2003/04407 12:3217.031 ) At B | Applicative [nfo Receive 2 pktafsec Transmit 2 pktsds

20090407 12323101 ) At B | Applicative Info Receive 2 pkizsfzec Transmit 2 pklz/s

200304407 12 32:35.031 Applicative ko Receive 2 pktzfsec Transmit 2 pkteds

2 3 4 5

6 Save Logs ] [Elear Al Lu:ugs]

The area 1 is the tab that helps selecting the direction of events (Both directions, A -> B
or B-> A)

The first column indicates the date and the time of the event, where the time reference is
UTC. The events are ordered using the time they occurred.

The second column is the direction where the event occurred.

The Third column contains the origin of the event.
- Standard info means the message has been generated by the NetDisturb Driver
component.
- Applicative info means the message has been generated by the NetDisturb
Client component.
The fourth column is the event description, where the list of events is:
Flow is running
- Impairments are applying
- Receive and Transmit statistics (in packets per second unit)
- RTP or RTCP flow detection with and detailed information
- FTP Data start and stop with and detailed information

©

The last sub-area contains 2 buttons, to :
- Save the content of the Major event area in a text file
- Clear the content of the Major event area

©
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7.8.4.2 Capture activity

The capture activity area informs about the name and the size of the files where the logs are saved
in, and give access to the files content using to the relevant default viewer.

Dizplay the capture of incoming packetz on interface & and B [capture made before applying impairments]

Filenarme: incoming_packetz_flowi01 . poap (7 RE]
Click left ta view all filkered packets uzing vour default netwark, analyzer.

[Elick b wiew captured packets]

|nzoming Packets Impairments D etailz

The detailz on the impairmentz applied onto the incoming packets can be found in the lizt o in the file below, The
packet number [first column] iz the zame as the packet number in the capture of iIncomings packet [zee abowe].

Filename: incoming_packets_flowd01 bt [1 EB] Click here to open the test file
Refrezh to view the latest updated infarmation.

Refrezh

The files are located in the Client subdirectory e.g. C:\Program Files\NetDisturb\Client

The radix for the name of the files is incoming_packets_flow# XX where XX is the number of the
flow i.e. 01 to 16 for the flow with filter, and 17 for the ‘Other Flows’ flow.

The suffix is pcap when the file contains the packets captured,; it is an Ethereal format file.
The suffix is txt when the file contains impairment details (see paragraph 7.8.4.4 for more
information about the structure of this file).

Example: incoming_packets_flow#04.pcap contains the both directions packets captured
that were matching the filters for the Flow #04.

The size of each file is indicated in kilobytes: you should take care to the file size when refreshing
the details list (see paragraph 7.8.4.4) or when opening the Ethereal format file because a high
length may be CPU consuming.

7.8.4.3 Capture activity buttons

There are 2 buttons and one active area in the capture activity that helps to get details about the
current impairment.

Button related to the pcap file

The Click to view captured packets  button open the pcap file using

Click ta view captured packets
P P your default network analyzer.

There should be a shell association between the pcap files and the viewer to display
the content of such files. The association is generally done at software installation:
ﬁ Wireshark does it automatically for example.

To check the association, open Windows Explorer , menu Tools/Folder options...
and look for the pcap Extension in the Files type tab.

Button related to the Impairment details file

The refresh button indicates that new information are available in the Impairment details file i.e.
incoming_packets_flow# XX.txt.

The Refresh button is active and the arrows are green when the list of

impairment details (see paragraph 7.8.4.4) needs an update to be in

line with the latest impairments and events that occurred.
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A\

The Refresh button is grayed when the list of impairment details is up-
to-date.

Notice that the update of the list of Impairment details may take time because all the
list is refreshed. We don’t recommend the refresh this list when the size of the file
exceeds 1 Mbytes.

Active area to open the Impairment details file
There is a way to open the Impairment details file using your default text editor software, by
clicking the active area in blue, at the right side to the file name.

Filename: incoming_packets_flowB04 bt (458 Byte@e ho opEn the@

A\

Fiefresh to view the latest updated information.

There should be a shell association between the txt files and the text editor software
to display the content of this file. In general, the default association software is
notepad.

To check the association, open Windows Explorer , menu Tools/Folder options...
and look for the txt Extension in the Files type tab.

7.8.4.4 Impairment Details List

The impairment details list contains the events related to the flow and the impairments that have
applied to each packet. Both directions are included in the list.

Hurnber D ate/Time Side Dretailz

=L 0 00 -] O O e G0 P L

M

2009-04-07 123201914 AwB The Flow haz been stopped.

2003-04-07 12:32:01.914  Btod The Flow has been stopped.

2003-04-07 123205041 AwB Selection af the Delayditer Law ‘Fouter Simulation with Del.
2009-04-07 123205043 AwbB Selection of the Lozs/Duplication Law 'Percentage of Loss'
2009-04-07 12:3205043 AwB Selection of the Packet Content Change Law 'Percentage’
2003-04-07 123205044 Btiod Selection of the Lozz/Duplication Law 'Percentage of Lozs'
2003-04-07 123205048 Btrod Selection of the Packet Content Change Law ‘™ormal Law Ir
2009-04-07 123205043 Biod  Selection of the DelayAlitter Law ‘Uniform Jitker'

2009-04-07 1223215280 AwB The packet has been delaved by 20 ms

2003-04-07 123215281 AwB The packet has been delaved by 46 mz

2003-04-07 123219648 AwB The packet has been delaved by 20 ms

2009-04-07 12:3219649 AwB The packet haz been delayed by 45 ms

2009-04-07 123229302 AtwB The packet has been delaved by 20 ms

2009-04-07 123229302 AwB The packet has been delaved by 46 mz

2009-04-07 123233960 Awb The packet haz been delayed by 20 ms

2009-04-07 12:3233962 AwB The packet haz been delayed by 45 ms

2009-04-07 123238857 AwB The packet has been delaved by 20 ms

2003-04-07 123238853 AwB The packet has been delaved by 45 mz

The details are ordered in time. There are 4 columns in the list of Impairment details:

Number :

The Number column contains the packet number. The packet number is the same as
the packet number in the associated pcap file. When the packet number is missing,
the Details information doesn'’t refer to a packet but to an event related to this flow
(such as change of a law or the dynamic connection start or stop).
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Date/Time: The Date/Time column contains the timestamp when Details happens, including the
millisecond (format is YYYY-MM-DD HH:MM:SS.ms). When the Date/Time is missing,
the Details refer to the previous packet and the previous Date/Time should be
assumed for this Details.

Side: The Side column contains the direction relevant to the Details (A -> B or B -> A).
When the Side is missing, the Details refer to the previous packet and the previous
Side should be assumed.

Detalils : The Details column contains the information. It couldn’t be empty. The information
may be one of the following:

e Flow Stopped

» Selection of the Loss/Duplication law followed with the law name

e Selection of the Delay/Jitter law followed with the law name

» Selection of the Packet content law followed with the law name

» Packet has been delayed followed with the delay value (in millisecond)
» Packet has been lost

» Packet has been delayed followed with the delay value (in millisecond)
e Packet content has been changed followed with the change details

¢ Found RTP/RTCP Flow followed with the IP address and port

* Found FTP Data Flow followed with the IP address and port

* Release FTP Data Flow followed with the IP address and port

The Impairment details file format

The file incoming_packets flow# XX.txt contains all the information presented in the list of
Impairment details. The format for each line of this text file is the following:

<Packet number> or empty <tab> <Date-time> or empty <tab> <direction> or empty <tab> <Detailed information> CR LF

Notes:

- The packet number is empty when the line refers to an event that occurs for this flow. This
is the only case when the packet number is only missing information i.e. the date-time is
there.

- The packet number, the Date-time and the Direction are empty when the detailed
information refers to the previous packet. This information should be taken from the
previous line.
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Flow log details with RTP flows

The next figure presents the Flow log windows when a RTP filter has been defined.

MetDisturb Client - Flow #02: Logs

Majar Events (both sides] E_-Maiol Events [& to Bj I -Maior Events (B to &)

[2009/04/07 12:37:23.609  AloB  StandardInfo Found RTP CallD 'o31770-ac140e0f-13c4-304159F A |

5200930430? 123723603 AtoB  Standard Info Found RTP flove 172.20.14.15/43648

2003/04/07 1 AtoB  Standard Info Found RTCP flow 172.20.14.15/43649
07 Standard Info Found BTF flow [H]8i=]

| 2009/04/07 1223723628 AtB  Standard Info Found RTCF flow 172.20.14.12/10003

| 2009/04/07 12:37:27.500 At B  Applicative Info Feceive 36 pktsfeac Transmit 30 pkisds

| 2009/04/07 1223729500 AwB  Applicative Info Receive 200 pktsfsec Transmit 167 pktsds

| 2009/04/07 122371500 AwB  Applicative Info Feceive 130 pktsfsec Transmit 110 pktsds

| 2003/04/07 12:37:33600  AtwB  Applicative Info Receive 176 pktsfsec Transmit 144 pkis/s

E 2009/04/07 12:37:36.500 At B Applicative Infa Feceive 144 pkts/sec Transmit 122 pktsds JF

120090407 123729500 AtwB  Applicative Info Receive 156 pktz/sec Transmit 132 pkts/s

| 2009/04/07 12:37:40500  AtoB  Applicative Info Receive 130 pkts/fsec Transmit 117 pktsds

D

| NG AN 0T 4720740 Bnn M- D Aomelicmbinim bnfr Dlmimnie m AAT bk doimm, Trmimmrnik 110 ke b

% | b3

|l

[ Save Logs ]_[Clearhll Logs]

Dizplay the capture of incoming packets on inteface A and B [capture made before applving impaimentz]
Filename: incoming_packets_flowd02 poap (593 kB
Click left to view all fitered packets using your default network. analyzer.

Click ta wiew captured packels]

|mzoming Packets Impairments Detailz

The detailz ot the impairments applied onta the incoring packets can be found in the listorin the file below. The
packet nurmber [first colurmnlis the zame az the packet number in the capture of incomings packet (see above).

Fileriame; incoming_packets flawd02 bt (206 kB) Click here to open the text file
Frefrezh to view the latest updated information,

MNumber Date/Time Side Details sl
2009-04-07 123723595 AwB  Found ATCP flow 172 20.14.15/49649 =
2009-04-07 123723616 AtoB  Found RTP flow 1722001412/ 0008
2009-04-07 123723616 AtoB  Found RTCP flow 172 20.14.12/410009

1 2009-04-07 12:37:27036  AtoB The packet haz been delayed by 20 ms

2 2009-04-07 12:37:27036  AtoB The packet haz been lost

3 2009-04-07 123727055 AwB The packet has been delayed by 20 mz

4 2009-04-07 12:37:27.055  AtoB The packet has been delaved by 20 ms

5 2009-04-07 12:37:27.075  AtoB The packet haz been delayed by 20 ms

5 2009-04-07 12:37:27 076 AtoB The packet haz been delayed by 20 ms

7 2009-04-07 12:37:27.095  AtoB The packet haz been delayed by 20 ms

g 2009-04-07 123727095 AwB The packet has been delayed by 20 mz

9 2009-04-07 123727115 AtB The packet has been delayed by 20 ms

10 2009-04-07 12:37:27 115 AtoB The packet haz been lost

11 2009-04-07 12:37:27 145 AtoB The packet haz been lost

12 2009-04-07 12:37:27145  AtoB The packet haz been delayed by 20 ms

13 2009-04-07 12:37.27.155  AtoBE The packet haz been delayed by 20 ms

The packet content haz been changed from byte 1 to by
07 ] 20
15 2003-04-07 12:37:27.175  AtoB The packet has been delaved bu 20 ms %
£ | >

| Cloze
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Flow log details with FTP Data flows

The next figure presents the Flow log windows when a FTP Data filter has been defined.

MetDisturb Client - Flow #03: Logs

Majar Events (both sides] E_-Maiol Events [& to Bj -Maior Events (B to &)

[2009/04/07 12:40:27 578 AloB  StandardInfo The Flow is minning. Impairments will start when cor
E 2009/04/07 124027578 AtB  Standard Info The impairments are applving.
120090407 12:40:27 578 Blod  Standard Info The Flow is unning. Impairments will start when cor
| 20090407 1224027 578 Bod  Standard Info The impairments are appiving.
| 2009/04/07 12:41:02515  &twB  Standard Info Found FTP Data 192.168.0.26/2504
| 2009/04/07 12:41:02515  AtoB  Standard Info Release FTP Data 192 168.0.26/2509
| 2009/04/07 12241:061258  AtB  Standard Info Found FTP Data 192.168.0.26/2510
04/07 12:41:06.562 AtwB  Applicative Infa Feceive 9 pktsfzac Transmit 8 pktsds
:41: AoB 5 fo elease FTF Data 192168

[ Save;gs ] [_Cleam@s_]

Dizplay the capture of incoming packets on inteface A and B [capture made before applving impaimentz]
Filename; incoming_packets_flowd03 poap (6 kB
Click left to view all fitered packets using your default network. analyzer.

Click ta wiew captured packels]

|mzoming Packets Impairments Details

The detailz ot the impairments applied onta the incoring packets can be found in the listorin the file below. The
packet number [first colurmnl iz the same a3 the packet number in the capture of incomings packst (gee above]
Fileriame; incorming_packets flowd03 et [2 kB) Click here to open the text file
Frefresh to view the latest updated information,

| Mumber Date/Time: Side: Details %

2009-04-07 12:40:27.759  Btrod  Selection of the Delaydlitter Law 'Constant Delay’
2009-04-07 12:41:02507 AtoB  Found FTP Data 192.168.0.26/2509
1 2009-04-07 12:41:02526  AtoB The packet haz been delayed by B0 ms
2 2009-04-07 12:41:02527  AtoB The packet haz been delayed by 33 ms
g 2009-04-07 12:41:02527 AwB The packet has been delayed by 80 ms
4 2009-04-07 12:41:02529 AwB The packet has been delayed by 19 mz
2009-04-07 12:41:02514  AtoB  Release FTP Data 192.168.0.26/2509
5 2009-04-07 12:41:02529  AtoB The packet haz been delayed by 80 ms
2009-04-07 1241:06124  AwB  Found FTP Data 192.168.0.26/2510
[ 2009-04-07 12:41:06.143  AtoBE The packet haz been delayed by B4 ms
7 2009-04-07 12:41:06.1143  AtwB The packet has been delayed by 25 mz
g 2009-04-07 12:41:06.144  AtoB The packet haz been delayed by 28 ms
9 2009-04-07 12:41:06146  AtoB The packet haz been delayed by 51 ms
10 2009-04-07 12:41:06148  AtoB The packet haz been delayed by 41 ms
11 2009-04-07 12:41:06143  AtoB The packet haz been delayed by 83 ms
12 2009-04-07 12:41:0611591 AwE The packet has been lost
13 2009-04-07 12:41:06.152 AtoB The packet haz been delayed by 43 ms =
14 2009-04-07 12:41:06153  AtoB The packet haz been delayed by 84 ms
2009-04-07 12:41:07977  AwB  Release FTP Data 192.168.0.26/2510 %
< | b4

| Cloge |
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Part 8 Using the NetDisturb Command Line Interface

NetDisturb is offering a Command Line Interface (CLI) allowing the integration of NetDisturb in
test beds which are controlled through batch processes. NetDisturbCLl.exe software, located in
the NetDisturb Client directory, provides the Command Line Interface feature.

With the Command Line Interface, you can load a context, start and/or stop the Flows, manage the
statistics and shutdown NetDisturb.

8.1 General rules

8.1.1 Command Line Interface’s Execution

The Command Line Interface can be run from any location, from Command Prompt or from a
batch file.

8.1.2 How to use the Command Line Interface
Each command line is made as follows: NetDisturbCLI /(Action) [Parameters]

Each command is prefixed using a /.

A Both — or / can be used as prefix.

One or more commands can be sent at a time as shown hereafter:
NetDisturbCLI /Start 10 /Stop 9
(see paragraph 8.3 for more details about the priority between commands)

8.1.3 Options

Some commands may require a parameter. For example NetDisturbCLI /Start 10 will start the
Flow #10, where 10 is the mandatory parameter of the command Start .

When the parameter is a file, the file name path may be absolute or relative. You should take into
account that the relative path must refer to the NetDisturb Client directory.

If the file name or the path is including spaces, don’t forget to use quotes i.e.
“C:\Program Fi |l es\ Net Di sturb\Client\Default.wsx”

8.2 Commands and parameters

The commands with their parameters are displayed in priority order.
The result of the command is a text including a prefix word. It indicates the command execution
result and is followed by an additional text. The 3 prefixes are the following:

OK: means the command was executed successfully
Warning:  means the command was executed but was not necessary
Error: means the command was not executed successfully

The prefixes are subjected to change and could be extended in the next
versions. These prefixes are referring to the version 1.0 of NetDisturbCLI.
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8.2.1 Display the usage (/?)

Command: NetDisturb /?
Display the command list which describes each command and its parameters.

Result:

_ﬂj

C:wProgram Files“\MNetDisturb“Client*NetDisturhCLI .exe -7
MetDisturbh Command Line Interface Version 1.8.6
Copyright <(C) ZTI1 2807-2809

MetDizturbhCLI Usage:
Command Parameter Explanation

This help
/Cuntext Load the context from the File ’'PATH’
sStart ALL Bun all Flows i.e. 'Start All’ button
sitart " Bun Flow ¥ where ¥ iz in the range [1..171]
sStop ALL Stop all Flows i.e. *Stop All" button
#Stop ¥ Stop Flow ¥ where ¥ iz in the range [1..171
sTrace Start Start to save Statistics
sTrace Stop Stop to szave Statistics
sTrace PATH Set the target Statistics file uwsing the "PATH’ parameter
AQuit Quit (NetDisturh Client and HetDisturbh Server)
AQuit CLlient] Quit ¢(HetDisturh Client only)

C:“Program Files\MetDisturb-~Client>_

Figure 6 - Command Line Interface Help

Neither error message nor warning message can be displayed with this command.

8.2.2 Stop and shutdown NetDisturb Client and NetDi  sturb Server (/Quit)

Command: NetDisturb /Quit
Stop NetDisturb Server and NetDisturb Client then shutdown both applications.

Result:

Command Prompt

C:“Program Files“HetDisturhb~Client>MetDisturbCLI .exe Aguit

0K: HetDisturbh Client and Server have been stopped.
C:“Frogram Files“NetDisturhb™Client>_

Figure 7 — Stop NetDisturb Server and NetDisturb Cl  ient, then shutdown both applications

Error message: None

Warning message: None

Copyright © 1998-2009 ZTI. All Rights Reserved. Page 194/216



NetDisturb Part 8 Using the NetDisturb Command Line Interface

8.2.3 Stop and shutdown NetDisturb Client only (/Qu it Client)

Command: Net Di sturb /Quit dient
Stop and shutdown NetDisturb Client.

Result:
Ci ND ﬁ I.iE rlt

C:“Program Files“HetDisturb“~Client>*MetDisturbCLI.exe Aguit Client

OK: MetDisturbh Client has been stopped.
C:“Program Files“HetDisturb~Client>_

Figure 8 — Stop and shutdown NetDisturb Client

Error message: None

Warning message: None

8.2.4 Open and Start NetDisturb Server (/Run)

Command: NetDisturb /run
Open and start NetDisturb Server .

Result:

=+ Command Prompt

C:“Program Files“\HNetDisturb~Client>*NetDisturhCLI _exe ~run
OK: * . _~ServerMetDisturhServer_exe’ has been started

C:“Program Files“\HetDisturb~Client>

Figure 9 — Open and start NetDisturb Server

Error message:
= Error: Can't create ‘..\Server\NetDisturbServer.exe’: Windows error message
The <Windows error message > gives the reason why NetDisturb Server did not start.

Warning message: None

8.2.5 Load the context file (/Context filename)

Command: NetDisturb /context filenane
Load a NetDisturb context like in the menu File/Open of the NetDisturb Client
GUI.

Result:

=+ Command Prompt

C:“Frogram Files“NetDisturh™Client»NetDisturhCLI.exe ~Context Default.wsx
OK: command Open Context sent sucessfully.

C:-“Frogram Files“NetDisturhb~Client>_

Figure 10 — Define the context file and load it

A Note that any changes in the previous context will be lost.
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Error messages:
= Error: No NetDisturb Client loaded. The command can't be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: NetDisturb Client was unable to handle the context file ‘filename’.
This message indicates that NetDisturb Client was not able to handle the file. It may be due
to an error in the file name or in the path.

=  Error: At least one IP Flow is still running. Please stop all running Flows to be able to
change the context.

Warning message: None

8.2.6 Set the file name where to store the statisti  c¢s (/Trace filename)

Command: NetDisturb /trace fil enane
Define the file that will store the statistics generated by NetDisturb Client To start
or stop the statistics saving process, please refer to paragraphs 8.2.7 and 8.2.8.

Result:

=+ Command Prompt

C:“Program Files“HetDisturb~Client>MetDisturbCLI .exe ~Trace trace.txt

OK: command Set Capture Statistics File sent sucessfully.

C:“Program Files“\HetDisturb~Client>

Figure 11 — Define the statistics file name

Error messages:
= Error: No NetDisturb Client loaded. The command can't be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: NetDisturb Client is saving the statistics. The statistics file name can not be changed.
This message indicates that NetDisturb Client was not able to set the statistics file name
because the statistics saving process is still running. The saving process should be stopped
before changing the file name.

Warning message: None
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8.2.7 Start saving the statistics (/Trace start)

Command: NetDisturb /trace start
Send a request to NetDisturb Client to start saving statistics into a file.

Result:

=+ Command Prompt

C:“Frogram Files“NetDisturh™Client>NetDisturbCLI.exe ~sTrace start
OK: command Start Capture Statistics sent sucessfully.

C:“Frogram Files“HNetDisturh~Client>

Figure 12 — Start saving the statistics into a file

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: NetDisturb Client was not able to open the target statistics file.
This message indicates that an error was encountered when opening the file that should
store the statistics. The two main causes are: a wrong path was specified or the file is write-
protected.

Warning message:
= Warning: NetDisturb Client is already saving the statistics.

8.2.8 Stop saving the statistics (/Trace stop)

Command: NetDisturb /trace stop
Send a request to NetDisturb Client to stop saving statistics into a file.

Result:

=+ Command Prompt

C:=“Program Files“HetDisturb™Client>*NetDisturhCLI _exe ~Trace stop
0K: command Stop Capture Statistics sent sucessfully.

C:“Program Files“\HetDisturb~Client>

Figure 13 — Stop saving the statistics into a file

Error messages:
= Error: No NetDisturb Client loaded. The command can't be sent.
This message indicates that NetDisturb Client has not been started yet.

Warning message:
= Warning: NetDisturb Client is not saving the statistics.
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8.2.9 Stop a Flow (/Stop X)

Command: NetDisturb /stop X
Send a request to NetDisturb Client to stop the Flow X, where X should be a
number in the range [1..17] (the value 17 corresponds to ‘Other IP Flows’/'Other
Frames’ flow).

Result:

C:sFProgram Files“\MetDisturb~Client*NetDisturhCLI.exe ~Stop @1
0K: command Stop Flow sent sucessfully.

C:wProgram Files\MetDisturb~ClientX_

Figure 14 — Stop the Flow #01

Error messages:
= Error: No NetDisturb Client loaded. The command can't be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: No Interface selected. The command can't be executed.
The interfaces used by NetDisturb should be selected before stopping a Flow.

= Error: The Flow X is out of range. Allowed range: from 1 to 17 included.
The Flow number must be in the range from 1 to 17.

= Error: NetDisturb Client was unable to stop the Flow X.
More details should be available into the internal log file about the reason why NetDisturb
Client couldn’t stop the Flow.

Warning message:
= Warning: The Flow X is already stopped.
The command doesn’t change the status of the Flow because it was stopped.

8.2.10 Stop all Flows (/Stop all)

Command: NetDisturb /stop all
Send a request to NetDisturb Client to stop all Flows.

Result:

C:“Program Files\MetDiszturb-~Client>*MetDisturbCLI .exe ~Stop ALL
OK: command Stop all Flows sent sucessfully.

C:wProgram Files“\MNetDisturb~Client>_

Figure 15 — Stop all IP Flows

Error messages:
= Error: No NetDisturb Client loaded. The command can't be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before stopping a Flow.

Warning message: None
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8.2.11 Start a Flow (/Start X)

Command: NetDisturb /start X
Send a request to NetDisturb Client to run the Flow X, where X should be a
number in the range [1..17] (the value 17 corresponds to ‘Other IP Flows/'Other
Frames’ flow).

Result:

C:wFProgram Files“\MetDisturb“Client*NetDisturhCLI.exe ~Start A1
0K: command Start Flow sent sucessfully.

C:wProgram Files\MetDisturb~Client>

Figure 16 — Run the Flow #01

Error messages:
= Error: No NetDisturb Client loaded. The command can't be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before starting a Flow.

= Error: The Flow X has no filter defined.
A filter should be selected before starting a Flow.

Warning message:
= Warning: The Flow X is already started.
The command doesn’t change the status of the Flow because it is running already.
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8.2.12 Start all Flows (/Start all)

Command: NetDisturb /start all
Send a request to NetDisturb Client to start all Flows.

Result:

C:“Program Files\MetDisturb-~Client>*MetDisturbCLI .exe ~Start ALL
OK: command Start all Flows sent sucessfully.

C:“FProgram Files“\MetDisturb~Client>

Figure 17 — Start all Flows

Error messages:
= Error: No NetDisturb Client loaded. The command can't be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before starting Flows.

= Error: The Flow X has no filter defined.
A filter should be selected before starting a Flow.

Warning message: None

8.3 Commands execution order

When using multiple commands in the Command Line Interface, some high priority commands
ignore the other commands sent (see Table 1 below).

Moreover priorities exist between each command: the Table 1 below is showing the execution
order when multiple commands are sent.

Priority (highest->lowest) Command Ignore other commands
Highest ? Yes
/Quit Yes
/Run No
/Context No
[Trace No
/Stop # or All No
Lowest /Start # or All No

Table 1 - Commands execution order
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Part 9 Using the NetDisturb Server
The NetDisturb Server links the NetDisturb driver and the NetDisturb Client. In addition, it
performs the following tasks:

= To get a thorough view of the traffic on the two interfaces and on the impairments made.

= To follow the command entered by the connected client, to see the driver configuration, and
the applied Filter and laws.

= To configure the password for Administrator connections.

The NetDisturb Server window is composed of three sections:

HetDisturb Server, - Standard Edition - Yersion 4.7

Irmpairment |nterface Configuration and Statistics

| Interface & MAC addr 00-1E -E5-DE-BF-22 | Interface B MAC addr 00-1E -E5-DE-BF-26 |
Active relaving process from & to B Active relaying process from B to &
Handled Packets; | gl | 173zl Handled Packets: | al | 1oz
Lost Packets: | 0f | 10%)] | LostPackets: | o] | 1o
Delaved Fackets: | o] [ ozl Delayed Packets: | ol [ 1o
Dut-of-Sequence: | o [ 1ozl Dut-of-Sequence: | o | 1ozl
Fragmented packets: | NREEED Fragmented packets: | NEEED
[nzoming on & Cutgoing on B |nzoming on B Cutgaing on &
Packets: per Second | ol [ | 0| Packets per Second |j|
Packets | ol | | 0| Packets [ 0]
Thraughput | 0.00b/s| | | 0.00 b/s| Throughput

I Reszet Counters I

Current Parameters

Refresh Period [in second): #t Buffers:
Sampling to Compute Throughputs: Out-of-Sequence: |Dizabled

Current Client Connechion

Application of Laws; | Flaw Level |

Client; | Client connected | [Shnw Current Eu:unte:-:t] [ Feszet Logs ]

etDisturb Standard E dition.
'LAM Embedded' MIC can't be used by MetDisturh since it has its TCPAP stack activated.
18hE3mn27e ----- - - MetDizturb Client connected - - - - - - -
‘LA Embedded’ MIC can't be uzed by MetDisturb since it has itz TCPAP stack activated.
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= Impairment Interface Configuration and Statistics

This section displays the used NICs. Statistics (percentages or absolute values) are associated to
each impairment parameter: number of handled, lost, delayed, Out-of-Sequence and fragmented
packets.

The # Fragmented Packets statistics shows the number of packets rejected by the NetDisturb
driver because it can’t handle IP packet with the fragment flag set.

This section displays also the numbers of incoming and outgoing packets, the number of packets
per second and the throughput. The indication on the relaying process is presented as follows:

No packets handled (red color) The NetDisturb driver doesn't handle any
packet (physical cut off of the Ethernet link).
Active relaying process (green color) The NetDisturb driver is running, the relayed

packets are processed following the selected
Filters and the defined impairment laws.

The Reset Counters button allows the reset of the NetDisturb Server Interface counters. This
action has no incident for the NetDisturb Client. This button is available only when the driver is
running.

= Current Parameters

Current Pararneters
Refresh Period [in second): 0 ®
_ [ ) # Buifers: Application of Laws: @I
Sampling to Eump@mughputs: Cut-of-Sequence: 9
This section reminds the current configuration and includes:

(1) The refresh period to display statistics for the NetDisturb Server.
(2) The sampling period used to calculate the throughput displayed by the NetDisturb Server.
(3) The number of buffers for laws values related to TCP/UDP connections.
(4) The Out-of-Sequence i.e. out-of-order mode: Enabled or Disabled
(5) The method to apply the laws:
- 'Flow level’ means Laws apply to the IP Flow
- or ‘Per connections’ means Laws apply to each TCP/UDP connection of the IP Flow

= Current Client Connection

This section shows whether a client is currently connected, the opened context and the trace list.
In this section the following buttons can be pressed:
= Show Context: displays the content of the current context.

= Reset Trace: allows clearing the traces displayed in the window bottom part.
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Part 10 Appendices
10.1The New Context Values

» Refreshing time for statistics display 1s
» Sampling period for throughput computing 2s
* Relaying process Relaying packets without operations on
both interfaces
* Working Mode Enable Out-of-Sequence Packets
Laws apply to the IP Flow
» Traces Active
» Driver relaying status Not active
» Buffer number 2
* Flow mode Mono-flow
» For the 16 definable flows
Filter Not defined
Loss & Duplication law Not defined
Delay & Jitter law Not defined
Content Impairment law Not defined
» Other IP Flows
Loss & Duplication law Not defined
Delay & Jitter law Not defined
Content Impairment law Not defined

10.2The NetDisturb Registry Values

This paragraph describes the Registry parameters for the NetDisturb Client,
NetDisturb Server and NetDisturb driver.

You should be careful when changing in one of these values because inappropriate
value may render NetDisturb unusable. We recommend to backup the Registry
before or at least to save the key’s values before any change.

You need administrator rights access to change the Registry database. The system ‘regedit.exe’
program can be used to check and modify the Registry. A name, a type and a value identify each
parameter in the Registry. The parameters are located in a hierarchical key tree.

This paragraph gives the key location, the parameter name with its type and possible set of value,
and default value when applicable.
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10.2.1 The Registry parameters related to the NetDi

sturb Client

This part is related to the NetDisturb Client parameters located in the Registry. Some parameters
refer to the dialog with the NetDisturb Server and should be changed accordingly.

10.2.1.1 Parameters Configuration
Key = HKEY_LOCAL_MACHINE\SOFTWARE\ZTI\NetDisturbClient

Name Type Value

AcroReadInfo REG Sz Date of the help file (the user should not change it)

AcroReadTimer REG_DWORD | Internal timeout related to the Adobe Reader®

ExchangeTimeout |REG_DWORD |Internal timeout related to the NetDisturb Client to
NetDisturb Server dialog (default is 5000 ms)

Help_Menu REG_DWORD |Index in the help file (the user should not change it)

IPAddress REG_Sz NetDisturb Server IP Address
(default: 127.0.0.1)

PortNumber REG_Sz HTTP port number used to dialog with the NetDisturb Server
part (default: 8080)

ServerPath REG_Sz Location of the NetDisturb Server software (default:
C:\Program Files\NetDisturb\Server)

TraceLevel REG_DWORD | Trace level generated by the Client (see note)
(default: 0)

TraceFileName REG_SZ File name where traces are saved in when the TraceLevel flag

is saved.
(default: empty)

Note:

« 0001
0002
0008
« 0010
« 0100
« 1000

O The level of trace is a set of flags. When the flag is set (1) the level is active. When the flag is
reset (0) the level is inactive. Ex: TraceLevel=5, the flag 4 and 1 are active, other are inactive.

Q Traces are displayed to the standard debug port [using the WIN32 API OutputDebugString()].

O Flag values are shown in hexadecimal :

Errors level

Information level

Verbose level

Time: add timestamp information

File: traces are saved in a file too (the TraceFileName entry is used)

SOAP: add the SOAP trace information

Example: If TraceLevel = 113 means Error and Information level of traces are saved

also in a file and including the timestamp for each trace.

10.2.1.2 The Most Recent File list
This list is for information only.

It is handled by the system and you must not change it.

Key = HKEY_CURRENT_USER\Software\ZTI\NetDisturbClient\Recent File List

Name Type Value
Filel REG_SZ The most recent path context file used
File2 REG_SZ A more recent path context file used
File3 REG_SZ A more recent path context file used
File4 REG_SZ The oldest path context file used
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10.2.2 The Registry parameters related to the NetDi

sturb Server

Key = HKEY_LOCAL_MACHINE\SOFTWARE\ZT\NetDisturbServer

Name Type Value

ApplicationName REG_SZ Trace viewer (Default: notepad.exe)

IHMRefresh REG_DWORD | Period of refresh, in second.
(default is 1)

Interface A REG Sz MAC address of the latest selected Interface A

Interface B REG Sz MAC address of the latest selected Interface B

Sampling REG_DWORD | Sampling period to compute throughput
(default: 2)

PortNumber REG_SZ HTTP port number used to dialog with the Client part
(default: 8080)

TraceLevel REG_DWORD |Trace level generated by NetDisturb Server (see
note)
(default: 0)

TraceFileName REG_Sz File name where traces are saved in when the
TraceLevel flag is saved.
(default: empty)

Note: See the note of the Registry parameters related to the NetDisturb Client here above.

10.2.3 The Registry parameters related to the NetDi
Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturb

sturb driver

Name Type Value
DisplayName REG_SZ Name of the service
(Default is "NetDisturb Impairment”)
ErrorControl REG DWORD |1
ImagePath REG_Sz system32\drivers\disturb.sys
Start REG_DWORD |3
Type REG_DWORD |1

10.2.4 The NetDisturb Driver Traces

There is another key related to the level of traces generated by the NetDisturb driver. These
traces can be captured via a tool such as DebugMon from OSR Inc. (www.osronline.com -> go to

the Download section) or

us/sysinternals/bb896647.aspx).

DebugView

from Microsoft

(http://technet.microsoft.com/en-

Changing the level of the traces may block your PC until you reboot. The level of the
traces provided by the NetDisturb driver should be modified only with the help of the
technical ZTI support (support@zti-telecom.com).

Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturb\Parameters

TracelLevel

REG_DWORD

Trace level generated by the NetDisturb Driver (see

note)
(default: 0)

Note: the level of trace is a set of flags. Values aren’t provided here to avoid mishandling of
the NetDisturb driver. Please contact ZTI technical support if you need more details.
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10.3The Mathematical Laws used by NetDisturb

10.3.1 Uniform law
Distribution of Uniform Law is:

f(x) = 1 for Alpha < x < Beta
Beta — Alpha
f(x)=0 for x < Alpha or x > Beta
where Alpha is the inferior parameter and Beta the superior one.
]_ . » ]
Beta-alpha i i
> | |
2 : :
o) : !
) ; ;
o 5
Aloha Beta

Values

Values between Alpha and Beta have the same probability to be drawn = 1 / (Beta — Alpha). When
this law is used, the unit is the millisecond for the starting time of a connection or byte for the data
volume to send.
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Example of values generated by  NetDisturb in the interval [800, 850]

Uniform Law

0.030
|

1/(Beta — Alpha)
Values generated

0020 0025

Density
0.01%
|

0.010
|

0.005
|

0.000
|

T T T I T T
700 750 800 850 a00 930

Values

Density of probability for the values generated by NetDisturb

10.3.2 The Uniform Correlated Law

The Uniform Correlated law is the same law as Uniform law. Only the process differs: the
difference is related to the two thresholds used by the NetDisturb driver (see the “Loss laws
configuration” paragraph for more details).
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10.3.3 Exponential law

10.3.3.1 Theory
The probability density function of the exponential law is:

Ae™ x>0,
f(r;)k):{ 0 I;D.

where A > 0 is the parameter of the distribution (the rate parameter).

Exponential law, lambda=0.15 Exponential law, lambda=0.50
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|
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!
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|

0.1
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1
0.0

a 10 20 30 40 50 €0 ] 10 20 30 40 50 [s18]

Values Values

The graphs above represent the theoretical density of the exponential distribution with A=0.15 and
A=0.50.

When we use the exponential distribution to draw random numbers, most the drawn values are
theoretically small and the probability to draw big numbers is smaller.

As a result of the increase of A, the incline of the distributions curve increases. Therefore the
probability to draw small numbers is bigger than the one to draw big numbers.

10.3.3.2 Practice

The exponential function is implemented in NetDisturb to generate numbers following an
exponential distribution.

When this law is used, the unit is the millisecond for the starting time of a connection or byte for the
data volume to send.

Using this function with A=0.15 as a parameter, we drew such numbers and then we plotted, by
using a mathematical tool (R software), the distribution of those. Then we got the following graph.
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Exponential law, lambda=0.15, 50000 humbers

— numbers generated by NetDisturb
— numbers generated by R
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The green curve represents the distribution of random numbers generated by R and the red one
represents the distribution of those generated by NetDisturb . They are very similar.

As shown in the theoretical part, the probability to have small numbers is much bigger than the
probability to have big ones.

For example, we generate 50000 numbers following the exponential law with A=0.15. As the
numbers generated by the exponential function are of type “double”, we round them up to the
nearest integer (e.g. 10.3 rounded up to 10 and 12.8 to 13). The histogram below summarizes the
results.

Exponential law, lambda=0.15,
50,000 drawn numbers
7000
6000
5000 -
@ 4000 -
£
% 3000 fH
2000 -{f
1000 - MHH
o T TrTrTTrTTTTT \“\"\|.|\|.|\|.|\"\"\"\"\"\n\n\n\n\"\"\"\"\"\"\ rrrrrrrrrrrrrr T T T T T T TrTT
— Ln [e)} ™ M~ — n (] ™ N~ — n ()] ™ N~ —
— — N N N [ep] ™ < < < n Ln ©
Values

The generated values are on the abscissa axis, and how many times each value is generated on
the ordinate axis.
The same results may be displayed by a curve as shown in the next figure below:
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Exponential law, lambda=0.15, 50000 numbers
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In order to see the effect of the parameter A we repeat the same operation as before with A=0.15
and A=0.50 and we plot both curves:

Exponential law
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Values

As the legend shows, the red curve represents the result of using the exponential law with A=0.15
as parameter, and the green one the result of using the same law with A=0.50. We observe that

the more the parameter A is big, the more the maximum number generated is small and the other
numbers generated are smaller too.

The table below summarizes the probability (in percent) to draw a value using the exponential
function of NetDisturb with different values for A in {0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9,1}.
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~ Actually A
generated values | 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0 4.946 [9.358 |14.126(18.294|22.334{25.850|29.722(33.220|36.050|36.050
1 8.956 (16.044|22.426(26.874/30.432|33.538|35.274|36.732(37.956|37.956
2 8.200 (13.368|16.178(17.974/18.654|18.488|17.546|16.548(15.364(|15.364
3 7.394 110.904{12.478|12.324(11.476|9.908 (8.934 |7.468 |6.308 |6.308
4 6.52419.148 [9.048 |8.176 [6.790 |5.580 |4.280 |3.334 [2.574 |2.574
5 6.198 |7.432 6.468 |5.314 |4.078 |3.028 [2.134 |1.498 |1.056 |1.056
6 5.556 [6.136 |4.848 (3.680 |2.496 |1.642 |1.070 |0.636 |0.408 |0.408
7 5.034 |4.998 |3.718 [2.466 |1.554 |0.868 |0.504 |0.306 |0.166 |0.166
8 4.512 (4.130 |2.766 [1.622 |0.838 |0.502 |0.252 |0.148 |0.058 |0.058
9 4.084 (3.312 |2.074 [1.050 |0.470 |0.272 |0.142 |0.052 |0.042 |0.042
10 3.698 [2.778 |1.484 |0.810 |0.322 |0.174 |0.068 |0.032 |0.008 |0.008
11 3.306 [2.266 |1.146 |0.418 |0.208 |0.054 [0.040 |0.010 [0.004 |0.004
12 2.964 |1.812 |0.822 ]0.346 |0.144 |0.034 |0.022 |0.010 |0.006 |0.006
13 2.832 |1.542 |0.600 |0.236 [0.078 |0.036 [0.008 |0.006 [0 0
14 2.584 |1.252 |0.484 |0.124 [0.056 |0.012 |0 0 0 0
15 2.07810.976 [0.330 |0.098 |0.030 |0.004 |0.004 |0 0 0
16 1.900 |0.836 |0.242 |0.072 |0.012 |0.004 |0 0 0 0
17 1.810 |0.658 |0.210 |0.032 |0.014 |0.006 |0 0 0 0
18 1.646 |0.558 |0.144 |0.030 |0.004 [0 0 0 0 0
19 1.484 10.420 |0.108 |0.018 |0.008 [0 0 0 0 0
20 1.360 |0.352 (0.112 |0.014 |0 0 0 0 0 0
21 1.220|0.344 |0.048 |0.004 |0.002 [0 0 0 0 0
22 1.088 |0.288 |0.034 |0.008 |0 0 0 0 0 0
23 1.004 |0.184 |0.022 |0.004 |0 0 0 0 0 0
24 0.976 |0.184 |0.018 [0.010 |0 0 0 0 0 0
25 0.780 (0.130 |0.020 |0 0 0 0 0 0 0
26 0.750 (0.100 |0.018 [0.002 |0 0 0 0 0 0
27 0.692 (0.080 |0.008 |0 0 0 0 0 0 0
28 0.568 [0.064 |0.004 |0 0 0 0 0 0 0
29 0.552 (0.074 |0.010 |0 0 0 0 0 0 0
30 0.540 |0.044 |0.002 |0 0 0 0 0 0 0
31 0.442 |0.032 |0 0 0 0 0 0 0 0
32 0.446 |0.038 |0.004 |0 0 0 0 0 0 0
33 0.376 |0.026 |0 0 0 0 0 0 0 0
34 0.386 [0.036 |0 0 0 0 0 0 0 0
35 0.280 |0.016 |0 0 0 0 0 0 0 0
36 0.274 |0.012 |0 0 0 0 0 0 0 0
37 0.280 (0.016 |0 0 0 0 0 0 0 0
38 0.212 |0.014 |0 0 0 0 0 0 0 0
39 0.184 |0.006 |0 0 0 0 0 0 0 0
40 0.182 |0.012 |0 0 0 0 0 0 0 0
41 0.166 |0 0 0 0 0 0 0 0 0
42 0.142 |0.004 |0 0 0 0 0 0 0 0
43 0.152 (0.004 |0 0 0 0 0 0 0 0
44 0.110 (0.004 |0 0 0 0 0 0 0 0
45 0.110 [0.002 |0 0 0 0 0 0 0 0
46 0.110 |0.004 |0 0 0 0 0 0 0 0
47 0.096 |0 0 0 0 0 0 0 0 0
48 0.078 |0 0 0 0 0 0 0 0 0
49 0.088 [0.002 |0 0 0 0 0 0 0 0

(continue)
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In fact, the generated values are of type double. Here is example of values generated by the
exponential law of NetDisturb with A =0.1:

To represent those values in a simple way we round up double to the nearest integer, for example:

0.227489
1.961810
1.217468
13.854097
0.474025
5.870118
2.353334
0.766254
4.868133
0.802894
real values represented values
0.227489 0
1.961810 2
1.217468 1
13.854097 14
0.474025 0
5.870118 6
2.353334 2
0.766254 1
4.868133 9
0.802894 1

As a result, the values of the first column approximately correspond to the “x” in the theoretical
representation of the exponential law.
The effect of this approximation is more important when we draw values near “0”. Thus the
probability in the table to generate “0” is smaller than “1”.
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Exponential law, lambda=0.15
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This graph is plotted with real values generated by NetDisturb . We observe that the probability for
x="0" (=A) is bigger than for x="1". Here are below graphs plotted with small values for A.

Exponential law,lambda=0.1 Exponential law,lambda=0.01
Py g
= 2
= =1
g g |
(s} =)
Z = F
(] ]
= =
= o
2 | - -
= T T T T T = ] T T T T
0 20 40 60 80 0 200 400 600 800
Yalues YWalues
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Exponential law,Jambda=0.001 Exponential law,Jambda=0.0001
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Maximum®* drawn value = 22180 Maximum* drawn value = 221807

*Maximum drawn value by the software, theoretically there is no maximum for the exponential law!

Copyright © 1998-2009 ZTI. All Rights Reserved. Page 215/216



NetDisturb Part 10 Appendices

10.3.4 Laplace-Gauss law

When this law is used, the unit is the millisecond for the starting time of a connection or byte for the
data volume to send.

The probability density function of the Laplace-Gauss Law is:

_(x-a)

n 2
fa)=—F—e 20
2t o
where u is the average and ¢ is the standard deviation..

AL(S)

0

t I-LI
68,27%

95.45%

- 99.73%

t —t ..--: = O

- The more o is small the more drawn values are near
- 68.27% of drawn values arein [y - o ; u+ o]

- 95.45% of drawn values arein [y — 20 ; u+ 20 ]

- 99.73% of drawn values are in [ — 30 ; u+30]

u ando must be defined such as: x>0 and p>30 with >0
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