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NetDisturb Foreword

The content of this User Guide is provided for informational use only. It is subject to change without
notice, and must not be used as a commitment by ZTI.

ZTI could not be liable for any direct or indirect damages caused by the software or User guide
imperfection.

The elaboration of this guide has been made to be as accurate as possible. We hope that you will
find all the information required to use our software in a convenient way. Failing to do so, do not
hesitate to contact us at support@zti-telecom.com.

Except when allowed by license agreement between ZT| and User, no part of this guide or the
software may be reproduced, transmitted in any form or by any means.

To contact us:
ZTI
2
BP 20254
22302 Lannion Cedex

France

Phone: +33 2 9648 4343

Fax: +33 2 9648 1485
Web: http://www.zti-telecom.com/or http://www.zti.fr/
Email: contact@zti-telecom.com (marketing & sales)

support@zti-telecom.com (technical support)

Copyrights
Copyright ZT1 1998-2010. All rights reserved. The software described in this manual is furnished under a
France Telecom licensed product. License Agreement and may only be used in accordance with

the terms of this agreement.

No part of this manual may be copied, reproduced, translated or recorded by any mean without prior written consent from
ZTI. All products and company names mentioned in this document are trademarks or registered trademarks of their
respective owners.

Copyright © 1998-2010 ZTI. All Rights Reserved. Page 2/222
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Software License Agreement
This is an agreement between you (legal entity or physical person) and ZTlI.

COPYRIGHT

The enclosed Software and documentation (here after called the Products) remains the property of ZTI.
French copyright laws and international treaties protect this product.
ZTI grants you the right to use the products according to the following:

USE OF THE SOFTWARE

You may:
e Install the software on the hard disk of your system in accordance with the software protection
described in the next paragraph.
e Make one backup copy of the software provided that this copy is not used or installed on any
computer.
e Use the Products correcily.
In accordance with copyright and patent laws, the Licensee undertakes:
e To use the Products only for its own use
Not to modify the Products
Not to make illegal copy of the Products
Not to give, rent, sublicense or sale the Products
To protect and respect ZTI and its Products reputation.

SOFTWARE PROTECTION

NetDisturb software is licensed on a workstation basis. You will need to purchase a separate license for
each machine that you install it on. Each licensed copy of the software installed on a workstation has:

o aunique Site Code that requires the corresponding unique Site Key to be entered

o oraunique USB Software Protection key, to be plugged before

to run the software.

LIMITED WARRANTY

The Software is supplied without any express or implied warranty regarding the performances or results
obtained by the use of the Products.

ZTI warrants that the software media (i.e. CD-ROM) will be free of material defects for a ninety (90) days
period following your purchase. The limited warranty applies to the media and not to the information
contained on it. If the media does not comply with this limited warranty, the only remedy is the replacement
of the media software

In no event, ZTI will be liable for any kind of direct or indirect damages caused by the Products.

COURT OF LAW

French laws will govern this agreement.

The court of Saint-Brieuc (France) shall finally settle all disputes arising out of or in connection with this
Agreement.

For further information, please contact: ZTI customer support department.

ZTI

1 boulevard d'Armor
BP 20254

22302 Lannion Cedex
France

Phone: +33 29648 4343

Fax: +33 2 9648 1485

Email:  support@zti-telecom.com or support@zti.fr
Web: http://www.zti-telecom.com or http://www.zti.fr

Copyright © 1998-2010 ZTI. All Rights Reserved. Page 3/222
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Part 0 Preface

0.1 Organization of this manual

This user guide is aimed at helping you to discover and use NetDisturb. This manual is organized
as follows:

e Part 1: Product Overview
Briefly describes the key features of the NetDisturb software.

e Part 2: What's new in NetDisturb version 4.8

Is a general overview of new features, main improvements provided with NetDisturb version 4.8.

e Part 3: Install NetDisturb

Presents the product requirements, how to install the software downloaded from the Internet or
from the CD-ROM, provides important information to upgrade from previous versions and explains
how to choose the most suitable NetDisturb package.

e Part 4: How to handle your license?
Describes how to proceed for the license transfer

e Part 5: Uninstall NetDisturb
Describes how to uninstall the software.

e Part 6: Run NetDisturb
Describes how to run the NetDisturb Server and NetDisturb Client.

e Part 7: Using the NetDisturb Client
Describes how to use the NetDisturb Client.

e Part 8: Using the NetDisturb Command Line Interface

Describes how to use the NetDisturb Command Line Interface (CLI), including the commands and
their parameters.

e Part 9: Using the NetDisturb Server
Describes how to use the NetDisturb Server.

e Part 10: Annexes

Describes additional information about the mathematical laws used by NetDisturb, the default
context value and the parameters saved in the Registry database.

In this document, you will find the following symbols: They mean:

& Warning p Zoom or Advice H Note or Remark
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0.2 Minimum System Requirements

To appropriately operate NetDisturb you need the following minimum system requirements:

e Windows XP, Vista, Seven, Server 2003 or Server 2008

e Pentium processor with 1 GB memory at least

e Two identical Ethernet NICs are recommended: Ethernet, Fast Ethernet, or Gigabit Ethernet
network interface card.

e 1024 x 768 display, DPI setting = Normal size (96 DPI) and Font size = Normal

e 20 MB free hard disk space

Acrobat Reader is needed to display the NetDisturb Help. If Acrobat reader hasn’t been
installed, a warning message is displayed to inform that the help file can't be opened.

0.3 Technical Support

ZTl Technical Support can assist you with all your technical problems from installation to
troubleshooting.

Before contacting our Technical Support, please read the relevant sections of the product
documentation and the “Read Me First” file.

Before contacting our technical support, make sure you record the following information:

Product name and version.

Trial License or unlimited licensed product.

System configuration.

Problem details: settings, error messages...

If the problem is persistent, give the details of how to create the problem.

You can contact Technical Support by:

Email Send as many details as possible to support@zti-telecom.com or support@zti.fr

Fax Send as many details as possible to +33 2 9648 1485

Telephone | Telephone support is available from 09:00 am to 07:00 pm (GMT Time +01:00 or
+02:00), Monday to Friday. Call on +33 2 9648 4343
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Part1 NetDisturb Overview

NetDisturb is an IP network emulator software that can generate impairments over IP networks
(IPv4 and IPv6) such as: latency, delay, jitter, bandwidth limitation, loss, duplication and
modification of the packets.

NetDisturb allows disturbing flows over an IP network helping to study the behavior of applications,

devices or services in a disturbed network environment.

NetDisturb is inserted between two Ethernet segments acting as a bridge and operates bi-

directional packet transfer on Ethernet, Fast Ethernet and Gigabit network interface cards.

Remote control

NetDisturb

Local control

N E Ethernet HIC
Ethernet HIC =
10/100/1000 Mbps 10/100/000 Mbps
v = b
i y -.
oss, Dejay,
s | H 1 |

IP Network \ Jitter and more... |

ﬂ Mlcmssrﬁ'
/¢ Windows

Platform: Pentium PC running 32-bit or 64-bit version of Windows XP, Vista, Seven, Server
2003 or Server 2008 with Microsoft TCP/IP installed and at least 1 GB Ram. 20 MB free hard

disk space.

1.1 Product Requirements

Hyper-threading, multi core and PC multiprocessors are also supported.

Two Identical Network Interfaces Cards (NIC) are recommended: Ethernet, Fast Ethernet, or
Gigabit Ethernet.

* Display resolution: at least 1024 x 768 (more readable: 1152 x 768 and sup.), DPI setting =

Normal size (96 DPI) and Font size = Normal.
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1.2 Typical Applications

No need to buy expensive hardware, use NetDisturb software as hundreds customers around the
world!

Development assistance and debug of automatons for IP equipments: particularly on Set-Top
Boxes operating in cable or telecom environments.

Performance & Acceptance Tests: Qualify and evaluate the behavior of IP equipments (phone,
fax, gateway, set-top box, IMS core, call server, application server, residential gateway, ADSL
wireless router, and more...) and applications (audio and video streaming) on IP networks.

Configuration and control of IP Equipments for product verification and test: Define different
QoS levels in an Intranet or Internet environment to configure terminals, gateways and routers.

Test Laboratories: NetDisturb provides repeatable QoS on different flows using configuration
mode and values (loss, duplicate, delay, packet content impairment) defined by the user, and
so re-create real world problems in the lab.

Applications test: NetDisturb allows testing applications such as Voice over IP, Fax over IP,
streaming audio and video, IPTV, VoD, real time applications and services, and other
distributed applications.

Emulation of symmetric or asymmetric network conditions found on the Internet and enterprise
networks (LAN, MAN, WAN): latency, jitter, packet loss, bandwidth limitations, and more... to
test IP applications (VolP, streaming audio & video, etc.), services and products sensitive to
various real conditions.

1.3 Key Features

What are the major features of NetDisturb version 4.8?
With NetDisturb 4.8, two software editions are available: Standard and Enhanced

Common Key features for Standard and Enhanced Editions

Simultaneous support of IPv4 and IPv6

Client-Server Architecture based on the SOAP mechanism which uses the HTTP protocol and
the XML format for the exchanges between the client and the server.

NetDisturb is an Ethernet Bridge to avoid any network configuration.

Use of standard Ethernet Network Interface Cards up to 1 Gbps

Symmetric or Asymmetric Bandwidth limitation with router simulation

Very easy to use and intuitive Graphical User Interface

16 configurable flows per direction

Aggregates of IP flows can be defined (set of IP flows sharing the same Delay & Jitter Law)
User-defined rules for disturbances: pattern trigger, starting time after delay or number of
packets received, stop impairments after number of received packets or elapsed time, loops,
and more...

Predefined filter parameters based on the main protocol header fields (MAC, MPLS, VLAN,
IP, TCP and UDP headers) or user-defined pattern filter

Unidirectional or bi-directional packet impairments

Impairments: Latency, Loss, Duplication, bandwidth limitation, Delay and Jitter, Content
Impairment (mathematical laws and user-defined files)

Change the impairment law on-the-fly for a flow

Ability to impair the remaining network traffic that could be either only the IP packets or all
the Ethernet frames.

Connections per IP flow: impairments are applied to the IP flow or to each connection of the
IP flow
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Ethernet / Internet modes (out-of-sequence packets)

Command Line Interface (CLI) to use NetDisturb in test beds

Ability to handle Ethernet Jumbo frames (payload up to 17976 bytes)
Statistics display and export detailed statistics into a file

Accuracy = 1 millisecond resolution

Specific Key features for the Enhanced Edition

e Impairments based on protocol primitives:
- ARP (ARP Operation Code)
- DHCP (DHCP Message Type)
- DNS (DNS Message Type, DNS message Operation)
- FTP (FTP Command, FTP Returned Status)
- FTP-DATA
- HTTP (HTTP Method, HTTP Returned Status)
- NTP
- RTP (Audio Payload Type, Video Payload Type, DTMF)
- SIP (SIP Method, SIP From, SIP To, SIP Returned status)

e RTP and FTP data flow automatic discovery.
e Detailed event log window per flow viewing the events and application of the impairments
according to the user-defined rules.
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1.4 Comparison between Standard and Enhanced Editions

The table below summarizes the main differences between NetDisturb Standard edition and
NetDisturb Enhanced edition.

Features NetDisturb NetDisturb
Standard Enhanced
— ——

Impairment of IPv4 and IPv6 packets, ARPs and Ethernet frames Yes Yes

Filter parameters to define a flow:
o Activity rules:

- Start/Stop after a time limit or a packet counter or a pattern
trigger

- Loop to reapply the rule with delay between each iteration Yes Yes

o Packet filters: source address, destination address, source port,
destination port, protocol, DSCP DiffServ (ToS), MPLS, VLAN, ,
MAC address...

o User-defined pattern filter based on Ethernet packet content

16 user-defined flows to impair using filters and other flows to

impair without using filters Yes hE=
([j)i¥gcat£ir$3vnr¥enn:agirl:?/ngimpairments on-the-fly per flow in each Yes Yes
j/}\tti:jsrrleagv\a;\;?s of flows (set of flows sharing the same delay and/or Yes Yes
View Per-Flow statistics and NICs statistics Yes Yes
Accuracy = 1 millisecond Yes Yes
Standard impairments: drop/loss, duplicate, delay (latency), jitter,

bandwidth limiting, congestion, packet error, bit error, reorder, burst

errors Yes Yes
Delay from 1 millisecond up to 10 sec in each direction

Emulate bandwidth up to 1Gbps

Impairments by using the IP protocol field Yes Yes
Definition of flows to disturb based on protocol primitives:

o ARP (ARP Operation Code) No Yes
e DHCP (DHCP Message Type) No Yes
o DNS (DNS Message Type, DNS Message Operation) No Yes
e FTP (FTP Command, FTP Returned Status) No Yes
o FTP-DATA No Yes
e HTTP (HTTP Method, HTTP Returned Status,) No Yes
e NTP No Yes
o RTP (Audio Payload Type, Video Payload Type, DTMF) No Yes
o SIP (SIP Method, SIP From, SIP To, SIP Returned Status) No Yes
Detailed events log per flow No Yes
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1.5 Examples of Use

The following examples illustrate a subset of use cases implemented in various projects.

Simulation of packet loss rate for a corporate network

The modeling of packet loss rate of a banking network has generated SRS o
a loss rate file with 1.3 million values. Before the deployment of new %% g %
applications on the network, NetDisturb Standard Edition simulates the =]

network to test these applications by using this external file containing @
loss rates to recreate the actual conditions of exploitation.

Simulation of a satellite link (with a 2 Mbps downlink and a 512
Kbps uplink throughput) for workstations of a branch office that
generate TCP and UDP flows.

NetDisturb Standard Edition simulates the satellite link with limited
uplink and downlink bandwidth. An aggregate is defined to submit
all TCP and UDP flows to a function of delay - to reflect the delay of
several hundreds of milliseconds introduced with the satellite link.

Application of disturbances on VLANs encapsulated over MPLS frames.

NetDisturb Standard Edition generates losses and delays of packets for
specific VLANs implemented in a very large MPLS core network.

Tests of robustness for application protocols used in Triple Play
Set-Top Box over DSL with NetDisturb Enhanced Edition

VolIP use case: for example, verify that the SIP REGISTER or the
SIP INVITE message is retransmitted in case of no answer and
then apply a loss and delay for RTP packets of the SIP session.

DHCP use case: for example, check that the OFFER message is
lost following a transmitted DISCOVER message to validate
automatic DHCP retransmission.

Test Video over IP using RTP with NetDisturb Enhanced
Edition

NetDisturb  generates impairments (loss, delay,
duplication, modification of packets...) for the testing of
codecs integrated in gateways, servers, STB and more...
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1.6 NetDisturb handles and impairs flows

NetDisturb is based on the notion of flows.

A flow is a set of packets with a set of common packet properties, and can be unidirectional or bi-
directional.

Flows are part of sessions (successions of flows and "think times") related to some homogeneous
user activity (e-commerce, mail, MP3 file, web, etc.).

_.- think times >_____
a7 \\\‘A ~~~~~~~~~~~ -
B _ <>
l — o _--TCP connection l -
== 4 — l—-—_—
r Sso - ‘\ - -v - - T
-~ A - -
S~ \ - -
i T=~< Flow=T_--" i
Start of session = TOW_- End of session
arrivals

An IP flow is described by using an n-tuple.

In the typical case, the following 5-tuple is used: IP addresses (source and destination), protocol
and port numbers (source and destination).

An |IP flow is composed of connections (such as TCP connections to make FTP transfer by
example).

To define the n-tuple for a flow, NetDisturb uses the notion of filter. A filter is the combination of the
following optional parameters:

Ethernet header

. Destination MAC address
Source MAC address
Ethernet Packet Length
IP Version (IPv4 or IPv6)
Other protocols (ARP)

List of VLAN-ID (Ethernet frames 802.1Q)
List of MPLS-ID

IP Header
. Destination IP address (IPv4 or IPv6)
Destination IP Mask (bit mask for IPv6)
Source IP address (IPv4 or IPv6)
Source IP Mask (bit mask for IPv6)
Protocol (ICMP, TCP, UDP...)
Differentiated Services Code Point (DSCP) / ToS Byte

List of Ports (for TCP or UDP packets)
Destination port list
Source port list

Protocol primitives (only for Enhanced version): ARP, DHCP, DNS, FTP, FTP-DATA, HTTP,
NTP, RTP and SIP.

User-defined Pattern Parameter (search for a defined pattern with an offset in the Ethernet
frame content)
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With NetDisturb you can define up to 16 filters, i.e. 16 flows. An additional item named "Other
Flows" is in charge to handle all flows (IP or not) that have not been user defined. For this item no
filter can be defined, but impairments can be applied.

Part 1 NetDisturb Overview

User-defined rules can be associated with the filter to condition the applying of
the impairments.

NetDisturb manages up to 10,000 connections — all flows included.
The client window below illustrates the management of flows by NetDisturb.

s NetDisturb Client - Impairment Tool for IP Netwarks - NetDisturb - Sample laws.WSX “ l* L=l =
File Edit Actions Working Modes Statistics Help Show Aggregates »»
| - Flows to impair using fitters. Other Flows (Ethernet Frames) | ENHANCED EDITION
= View I NTP Run#01 ([~ wilog Impairments to apply on packets going fromAto B
Loss & Duplication Delay & Jitter Content Impairment
ol \.-"iewl SNMP Run #02 |~ wilog
Burst Uniform Loss j ICDnstant Delay j I(Nune} j
ol ViewITCP Run #03 |~ wilog ) )
Loss: Burst Uniform Law G | Constant Delay Define | (Mone) Define |
ol \.-"iewl uoP Run #04 |~ wilog
e N
= View Run #05 |7 wilog ) )
A I l—l Incoming on A 2 pplication Rules Outgoing on B
| [ \.-"iewl Run #06 |_ wilog Packets 24339 “ Lpplying impairments Packets 8727
© View [ Run#07 |~ wilog Packetsis [ 380 pis I ~ Impairments on A to B ’ Packetsis | 144 pis
[l Throughput | 4.57 Mbis LostDuplic. Pk‘tsl 15612 [64%] Throughput | 1.73 Mbis
 View Run #08 wilo
i | ([ Run 08 | 4 Delayed Pk‘tsl 8727 [36%]
! © View [ Run #08 |~ wilog WModified Pk‘tsl 0 [0.0%]
I ol \.-"iewl Run #10 | [~ wilog ) —
o \.-"iewl Run #11 |~ wilog Alnterface i i " @ B interface
| h h
) o
| C \.ﬂewl IMI_ h2E) Application Rules
[ \.-"iewl Run #13 |7 wilog “ Applying impairments
i .
 View I Run #14 |7 wilog Outgoing on A [OETETRET I Incoming on B
I Packets  [IE20328] Lost/Duplic. Pis 0[0.0%] . T
ol \.-"iewl Run #15 | [~ wilog — San —
\ Packetsls | 4283 pis 4= Delayed Pkts O] <= Packetsis [ 4582 pis
| © View | Run #16 |~ wilog Throughput | 523 Wbl Modified Pkis | 15870 [5.0%] Throughput [ 623 Mbis |
ir Other flows to impair without using fiters —_— — —_
o Impairments to apply on packets going from B to A
E Other Flows j & stop | wilon :
i - Loss & Duplication Delay & Jitter Content Impairment
I " View Per-Flow Statistics (Mone) j I(Nnne} j IPercentage j
Fun &1 | Stop Al | LT Define | LT Define | FEIFEIELE Define |
i
D Interfaces Statistics (based on Network Interface Cards level)
A= View Alarms | Throughput Reception Received Pkts  Fittered Pkts Sent Piis Throughput Tr
FromAto B 4.57 Mbis 380 pis 24339 p 24338 p 3727 p 1.73 Mbis 144 pls
CPU Usage: | 16 % FromB to A 5.23 Mz 4582 pis 320417 p 320417 p 320325 p £.23 Mbls 4583 pis

The graphical user interface represents the two NIC cards used by NetDisturb as "A Interface" and
"B Interface" as illustrated below.

| NetDisturb |

A=—sB

»
L

‘i B Interface ‘ IP Network )

Ethernet NIC
101001000 Mbps

A Interface ‘i

Ethernet NIC
101001000 Mbps

‘ IP Network }

AeB
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For each direction A - B or B 2> A, 16 flows can be defined by the user. And for each flow, loss or
duplication, delay and jitter, and content impairment laws can be applied as shown in the figure

below.
A_.. B [/] Loss law & [ | Delay & Jitter law & [ |content Impairment law
[ INo loss [INo delay No content impairment
Flow #01: filter defined|
o e e ] Loss law /1 Delay & Jitter law Content Impairment law
Flow #03: filter defined| |[/|No loss [ IMo delay []No content impairment
.F.i.lier#’IS: not defined g
Filter #15: not defined | |[] Loss law [ |Delay & Jitter law | _, |[ | Content Impairment law
Other flows / INo loss lv|No delay No content impairment
/6 user defined Flows \
— -’ A Interface ! B Interface -i ’
< 10,100,7000 Mbps | 70,700,7000 Mbps G

\

{6 user defined

Fig wy

Loss law
[ INo loss

—

[ | Delay & Jitter law
[INo delay

&

[ |content Impairment law
MNo content impairment

A+—B

Filter #01: not defined

Filter #02: defined

[ JLosslaw | | []Delay & Jitter law & | £ Content Impairment law Filter #13: not defined
No loss No delay [ ] No content impairment || *— Fiiter #15: defined

- Filter #16: not defined
[] Loss law Delay & Jitter law & [ | content Impairment law /Other flowss
No loss [ |No delay No content impairment

In the above example, NetDisturb has been configured with the following parameters:

Direction A> B

The Filter #01 defines the "Flow #01", and a loss law is applied to the packets of this
flow,

The Filter #03 defines the "Flow #03", a Jitter law and a content impairment law are
applied to the packets of this flow,

As no loss, no delay and no content impairment laws are applied to the 'Other flows', all
non-matching packets with the Filters #01 and #03 are relayed directly from A to B.

Direction B > A

The Filter #02 defines the "Flow #02", and a loss law is applied to the packets of this
flow,

The Filter #15 defines the "Flow #15", a content impairment law is applied to the
packets of this flow,

As a delay law is applied to the 'Other flows', all non-matching packets with the filters
#02 and #15 are delayed from B to A.
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1.7 How does it work?

We illustrate how NetDisturb handles incoming packets with the following figure from the A to B

interface.
i S
!
L
1
L}
L
1
L}
1)
L}
L}
I
I
I
!
i Does the Mo Mo Mo o
! packet match Duplicate? Delay 7 Content :
. the fiter? Impsirment?
: Yes Yes Yes
1 (duplicated) [delayed) [content impaired)
= Incoming > Outgomg
packet 3 ™ packet(s) =
W= KK+
Mo &2 B Interface
A Interface ‘es
Other Flows
Packet Cortert | ‘_
Impairment?
Yes Yes Yes
(cluplicated) (delayed) (content impaired)

Depending on the active user-defined flows, NetDisturb checks the incoming packet against the
filter of the flow before applying loss, delay or content impairment treatments.

When this packet matches the filter of a flow (Flow #xx for example), then NetDisturb identifies
whether this packet must be lost/duplicated and/or delayed, and/or its content must be impaired.

If this packet does not match any filter, NetDisturb applies the treatments for the 'Other Flows' and
based on the laws defined i.e. lost/duplicated, delayed and content impairment.

For each packet received on an interface, NetDisturb analyzes in order the filters from 1 to 16
before considering this packet belongs to the "Other Flows".

So NetDisturb can apply impairments on the flows defined by the user either unidirectional (A > B
or B = A) or bi-directional (the same or different impairments are being applied for both directions:
A>BandB > A).
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1.8 Filter characteristics and user-defined impairment rules for the flow

Two types of parameters can be used to define the filter for a flow:

Predefined Parameters with the following options:

- ARP

- VLAN

- MPLS

- [P (TCP/UDP)

- Protocol primitives (only for Enhanced version): ARP, DHCP, DNS, FTP, FTP-DATA,
HTTP, NTP, RTP and SIP.

And/Or User-defined Pattern Parameter (search for a defined pattern with an offset in the

Ethernet frame content)

One of the features of NetDisturb is the definition of optional rules to link the launch of the
impairments for a flow with an event or not.

Definition of the optional rules to apply impairments for the flow:

- Start when finding a pattern (with an optional offset) in the packet [Trigger]

- Delay before applying impairments (number of packets or elapsed time)

- Stop impairments after a number of received packets or elapsed time

- Reapply n times (n=0 means infinite) the previous conditions with a delay (elapsed time or
number of received packets) between each cycle

Thus, the flow can be impaired continuously or impaired following user-defined rules with activity
cycles.

If selected, notice that the Trigger is an intermediate step after the frame has been classified in a
flow and before the frame is impaired.

For example, when NetDisturb is running a flow with user-defined rules including a trigger, several
states are possible:

=

=

=

Waiting for the Trigger: the impairments do not apply. This state is the initial state of the
Trigger.

Delay before applying impairments: the impairments still do not apply because a delay is
defined before applying the impairments. This state changes to the state "Applying
impairments" when the activation condition is reached. All packets or frames are relayed
without treatment.

Applying impairments: the impairments are applying.

Delay before next cycle running: the impairments still do not apply because a delay is defined
before reapplying the impairments. All packets or frames are relayed without treatment. This is
available only when cycles are defined.

No more impairment: the impairments don’t apply anymore. All packets or frames are relayed
without treatment.

@ A Trigger can remain active permanently when no duration limit is defined.
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1.9 Apply Impairments to Applicative Protocols with NetDisturb Enhanced Edition

Two editions of NetDisturb software are available: Standard Edition and Enhanced Edition.

The Enhanced Edition allows defining filters including protocol primitives whose list is detailed

below. So you can define precisely the exact primitive of the protocol to disturb if needed.

ARP

« ARP request

+ ARP reply
RARP request
RARP reply
DRARP request
DRARP reply
DRARP error
INARP request
INARP reply

DHCP
DHCPDISCOVER
DHCPOFFER
DHCPREQUEST
DHCPACK
DHCPNACK
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

DNS

DNS Message Type

o Query

+ Response

DNS Message Operation
QUERY

IQUERY

NOTIFY

STATUS

UPDATE

FTP
FTP Returned STATUS
« OK (200)

« Not Found (404)
o 1xx Series

o 2xx Series

« 3xx Series

o 4xx Series

« 5xx Series
FTP Command

« ABOR

« ACCT

« ALLO

APPE

CDUP

CWD

DELE

EPRT

EPSV

FEAT

HELP

LIST

MKD

MODE

NLST

NOOP

OPTS

(BOOTP request)
(BOOTP reply)
(BOOTP request)
(BOOTP reply)
(BOOTP reply)
(BOOTP request)
(BOOTP request)
(BOOTP request)

FTP Command (cont.)
PASS
PASV
PORT
PWD
QUIT
REIN
REST
RETR
RMD
RNFR
RNTO
SITE
SMNT
STAT
STOR
STOU
STRU
SYST
TYPE
USER

FTP DATA

HTTP
HTTP Returned STATUS
« OK (200)
Not Found (404)
Moved (301)
1xx Codes
2xx Codes
3xx Codes
4xx Codes
5xx Codes
TTP Method
OPTIONS
GET
HEAD
POST
PUT
DELETE
TRACE
CONNECT

© o o o 0 0 0 0 T 0 0 0 0 0 o o

NTP

RTP
Audio Payload Type
« 0PCMU
3 GSM
4 G723
5DVI4
6 DVI4
7 LPC

8 PCMA
9 G722
10 L16
11 L16

Audio Payload Type (cont.)
12 QCELP
13 CN
14 MPA
15 G728
16 DVI4 (11,025 Hz)
17 DVI4 (22,050 Hz)
18 G729

ideo Payload Type
25 CelB
26 JPEG
28 nv
31 H261
32 MPV
33 MP2T

o 34 H263

DTMF

RTP (SIP From)

RTP (SIP To)

® 0 0 0o 0 0 J 0 0 0 0 0 o o

SIP

SIP From

SIP To

SIP Returned STATUS

« OK (200)

e Trying (100)
Ringing (180)
Moved (301)
1xx Codes
2xx Codes
3xx Codes
4xx Codes
5xx Codes
6xx Codes

IP Request
INVITE
ACK
BYE
CANCEL
OPTIONS
REGISTER
PRACK
SUBSCRIBE
NOTIFY
PUBLISH
INFO
REFER
MESSAGE
UPDATE

® © 0 0o 0 0 0 0 0 0 0 0 0 0 (O O 0 0 0 0o o 0
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The following screenshot illustrates for example the parameters of a user-defined filter ("My New
SIP Filter") for a SIP message ("REGISTER") that we want to disturb. This filter can be used for
example to study the retransmission mechanism when a SIP REGISTER is lost by using
NetDisturb with a Set-Top Box.

I —
NetDisturb Client - Configure Filter "My new SIP Filter" - FromAto B - u
Filters List Association with another Flow (Enhanced Edition)
Mew Fitter I Copy | Delete | Renamel up | Downl ™ Associstion with: The Association v\.fill_ be available as _suun a; a compatible ﬂuw will be:
defined e.g. containing RTP when this filter iz SIP, or containing FTP-DATA
- when the fitter iz FTP.
Printer Fitter -
Telnet Fitter
GRE Fiter
FTP Filter Description of "My new SIP Filter"
BGP Fiter [=- Fitter Parameters
MS-5QL-5 Fitter - IP Frame Version: [EQUALS TO] IPv4
WVLAN Filter - [AND] Protocol: [EQUALS TO] 17 UDP ;
|| |POP3 Fitter - [AND] Destination Port: [EQUALS TO] 5060 i oK
NTP Filter - [AND] SIP Returned STATUS: [EQUALS TO] OK (200}

| |RSWP Fitter - [AND] SIP Regquest: [EQUALS TO] REGISTER [OR] SUBSCRIBE

SCTP Fitter Rules applying to Impairments.
[ =P Fiter - Start Impairments after: 10 Packet(s) x Cancel
i RTP Audio Fiter - Start Impairments when finding the trigger hereafter: Offset 45 / Pattern FO F
RTP Video Fiter | | e Stop Impairments after: 500 Milizecond(s)
Il Iy new SIP Fitter
- a mn | 3 i
i N
Configuration of "My new SIP Filter" \

Predefined Parameters Pattern Parameter I Rules applying to Impairments. |

|
H Step 1: Choose a Parameter Step 2: Define the parameter "SIP Request”
[l - Diestination IPvE Address Mask -
- Protacol Operator: IEquaIs to 'l i
\ E'?FE'-EATA  Userdefined value o list I i
| ?;PP.-"UDP * Predefined value: REGISTER, SUBSCRIBE
[ ports
il -
S g:gp Add this parameter i Delete this parameter i
I B-FTP Help
i B HTTF Select one or more walues from the predefined list.
#-RTP
B 5l
i SIP From
5P To
f SIF Returned STATUS
.L - 5IP Request = |
—— == ——— = — = — —— J

1.10 List of impairments
Pre-defined Loss and Duplication laws:

o Loss: Constant Law
Parameter: number of packets

e Loss: Uniform Law
Parameters: alpha, beta, threshold

e Loss: Burst Uniform Law
Parameters: alpha, beta, threshold(n), threshold(n + x), depth

e Loss: File (Loss Values)
Parameters: file name, threshold

e Loss: Percentage
Parameter: percentage

e Loss: 1 Packet out of N
Parameter: range (N)
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Loss: Percentage & Duration (time-limited losses percentage)
Parameter: percentage, duration

Loss: File (Percentage & Duration)
Parameter: file name

Duplication: Percentage (send n times the received packet)
Parameters: percentage, Min < n < Max

Duplication: 1 Packet out of M (duplicate 1 packet n times every M received packets).
Parameters: range (M), Min < n < Max

Duplication: Uniform Law
Parameters: alpha, beta, threshold

Loss (1 out of N) then Duplication (1 out of M): the loss law (1 Packet out of N) is used
first before the duplication law (1 Packet out of M)

Pre-defined Delay & Jitter laws:

Constant Delay
Parameter = constant delay

Constant Delay & Exponential Jitter
Parameters: constant delay, A

Constant Delay & Uniform Jitter
Parameters: constant delay, alpha, beta

Constant Delay & File (Jitter)
Parameters: constant delay, user file

File (Packet Sending Minimum Cadences)
Parameter: user file

Router Simulation & Constant Delay
Parameters: IP throughput, max memory, constant delay

Router Simulation & File (Packet Sending Minimum Cadences)
Parameters: IP throughput, max memory, user file

Constant Delay & File (Throughput & Duration)
Parameters: constant delay, user file

Pre-defined Content impairment laws:

1 Packet out of N
Parameter: range (N)

Percentage
Parameter: percentage

Normal Law (Laplace-Gauss)
Parameters: average, standard deviation, threshold

Uniform Law
Parameters: alpha, beta, threshold
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1.11 Working modes and flow aggregation

Two important features of NetDisturb allow you to define how disturbances will apply to the flow of
packets:

- the working mode

- the aggregation of flows

1.11.1 Two Working Modes

NetDisturb offers two working modes by applying impairments:

- Enable/Disable out-of-sequence packets in a flow,

- Impairment laws apply to the IP flow or to each TCP/UDP connection of the IP flow.
These modes are used together.

For example, NetDisturb set with the following modes simulates the Internet network with disturbed
flows:

- Enable out-of-sequence packets in a flow

- Impairment laws apply to the IP flow

Another example: to disturb VolP communications in the same way on an Ethernet network, use
NetDisturb with the following modes:

- Disable out-of-sequence packets in a IP flow

- Impairment laws apply to each TCP/UDP connection of the IP flow

Enable/Disable out-of-sequence Packets

Impairment may introduce changes in the packet sequence — for example by introducing different
delays for the packets of a flow.

One of the Ethernet characteristics is to keep packets received in order. Internet hasn’t got this
constraint regarding the packet order: some packets can use one route while others use another
one, with the consequence the receiver may get packets unordered.

NetDisturb is able to simulate the Internet network (enable out-of-sequence packets) or to react as
Ethernet does (disable out-of-sequence packets).

Impairment laws apply to the IP flow or to each TCP/UDP connection of the IP flow
NetDisturb is able to dispatch IP packets into the TCP or UDP connection they belong to. This
mode makes possible to apply the same impairment values to each packet of each connection.
Assuming the impairment has been defined with a loss law: lose the third packet for 10 packets
received, the results depends on the way this law handles the packets:

o Impairment laws to be applied to the IP flow

When this option is selected, every received packet matching the filter for this flow is considered to
belong to the same flow. Processing is carried out in “continue”. With the previous example of loss
law (lose the 3™ packet on 10 received), NetDisturb will lose the 3™ packet for ten received packets
whatever the TCP/UDP connection belongs to.

e Impairment laws to be applied to each TCP/UDP connection of the IP flow

When this option is selected, NetDisturb analyses each received packet in order to associate this
packet to a TCP or UDP connection already existing by using these parameters: protocol, IP
addresses and port numbers. If the connection doesn’t exist, a new one is created. With the
previous example of loss law (lose the 3™ packet on 10 received), NetDisturb will lose the 3™
packet for ten received packets of each TCP or UDP connection. Up to 10,000 connections can be
handled simultaneously by NetDisturb.

The option “Impairment laws to be applied to each TCP/UDP connection of the
L. IP flow” is not available for the flows using a filter based on applicative protocol
primitives.
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1.11.2 Flow Aggregation

An aggregate is a consecutive set of flows sharing the same Delay & Jitter Laws. All flows of an
aggregate share only one aggregate's Delay & Jitter law (with one law per direction).

This feature is particularly useful for the following cases: satellite simulation, VPN, routing,
bandwidth limitation...

Up to 8 aggregates for all 16 flows can be defined.

The flow order in the aggregate defines the priority of packets to delay. While the top flow packets
get the highest priority, the other flow packets are queuing until there are no higher priority packets.
In the example illustrated below, two aggregates have been defined:

- The light blue colored aggregate collects two flows (#01 and #02)
- The dark blue colored aggregate collects the flows #04, #05 and #06.

— _—— -—— —— - —
}Disturb Client - Impairment Tool for IP Networks - NetDisturb - Sample lawsWSX .' .

~ Flows to impair using filtters.

File Edit Actions Working Modes Statistics Help «« Hide Aggregates

T BT ey

— &ggregates Panel

— | Other Flows (Ethernet Frames} I ENHANCED EDITION
 View | NTP Qstup #01| T wilog I— Impairments to apply on packets going fromAte B Il:l - || #01
Loss & Duplication Delay & Jitter Content Impairment
" View [ SNMP + 402 [ wilon |' ||:| 1 0z
IBurstUmfnrm Loss j ICDHSHU“ Delay j I(Nnne) j ’_
© view [Tcp Stop#03 | [ wiLos [tione) ] -][ #0s
Loss: Burst Uniform Law Defing Constant Delay Define | (None} Detine
 View [UDP @stop#02 | ™ oo [l II: M
Mo [— -
" View | VLAK + #05 = wiLog l Inceming on A £pplication Rulss Outgoing on B
[ o | —
 view [1ICMP +#06 [ wilog l Packets 2 ’V Y — Packets 1
 View Run #07 | [~ wilog FEEEES 0 piz : ~ Impairments on A to B . Packetsls |  Opis ||&|j\ #07
Throughput [ 0.00 bis Lost/Duplic. Pkts 1[50%] Throughput | 0.00 bis W’W
Vi Run #08 L
ew [ Run#oe |1 wiog Delayed Phis | 1 [50%]
— e 1] 0
 View Run#09 |~ wilog Modified Pkis 01[0.0%]
 View Run#10 |~ wilog q ’ J‘
(None) - || #11
© View Run#11 | wilog Alnterface _ RUNNING '_ © B interface :—_”_
e G | [Ttione) ][/ #2
[l Run #12 L
e I™ wileg ’—Appllcaﬂon Hules—‘ I ~|| #13
Applying impairments.
© View l' wilbg pplying impai = ’W
o — Moy | rOdongons [t — ErTRE(E
Packets | 2071864 SEILITE R ke Packets | 2071268
 View I witog [ omoa [tiene) ][ #16
Packetsts [T pis | Delayed Pis DO% | o Packetss [ 4227 pis {None}
" View Run#16 |~ wilog Throughput [ 5,02 Wbis Modified Pids | 103218 [5.0%] Throughput [[6.02 Wb [wone) | -[[otner
) - ——
Other flows to impair without using fitters fl-— ot y rete s fomB B A — Configure Asgrenstes
4 Impairments to apply on pach going from B to
i|Other Fows ~ ~ |_ wilon =
Loss & Duplication Delay & Jitter Content Impairment Help
. . The aggregate is a
" View Per-Flow Statistics I[Nuna) j I[Nuna) j IParcentﬁge j consecutive set of
Flows sharing the same
Foun &1 | Stop Al | D Lo S Wiin | IR velinz Delay & Jter s, Al
Flows of an aggregate

D Interfaces Statistice (based on Network Interface Cards level)

Alarms View Alarms ... Throughput Reception Received Pkts  Filtered Pkts Sent Pkts Throughput Tr i
FromAtoB [ 5.10 Mbis | 425pis | 234607p | 234607p [ 19sa49p [ so3mbs | 419 pis

CPU Usage: [ 28% FromBtoA [ g02Mbis [ 4s27ps | 2863070p [ zeezovop | 2ee2e77p | E02mbis [ 4427 pis

share only one
aggregate’s Delay &
Jitter law. There is one
aggregate Delay & Jitter
law per direction
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1.12 Traces and logs (Enhanced Edition only)

Once a filter is defined for a flow, it's possible to trace the events and packets to impair with

NetDisturb Enhanced Edition.

The following screenshot shows the log window displayed after running the flow when the option
Clw/lLoeg| has been checked for the flow.

File  Edit Actions |g Modes St'a NetDisturb Client - Flow #05: Logs

[ Misior Events (both sides] | bajo Everts (4 10 ]| Major Events (8 to 4) |
C view | NTP il Stop #01 | [T wiLd
20M0/02/25 105117161 AtoB  Appicalive Info  Receive 9287 pkis/sec Transmit 970 phis/s

Wi SHIP Stop 02 | [ Wil Z010/02/2510:5117161 - BwoA  AppicativeInfo  Receive 3250 pkis/sec Tranemit 830 pkis/s

ow] [@sipioz] ™ « MM0/2/25 105118175 AloE  Appicalivelnio  Receive 199 phis/sac Transmit 227 pitsds
= : 2N0/02/2510:51:18175  Biod  Appicative Info Receive 30 pkisfsec Transmit 831 pktss

£ View [ VLAN [Csiop#0a | O |01 0000/25 105113190 B 1o Appicalive Infa  Receive 446 phis/sec Transmit 833 phis/s
200/02/2510:51:20203  Btod  Applicativelnfo  Receive 445 phis/zec Transmit 832 pkiz/s
" View | IcUP ihstop#04 | Ty 2010/02/2510:51:21.218  Blod  Applicalive Info  Receive 447 phis/sec Transmit 833 pkis/s
H0/02/25 10512223 Btoh  Apglcalivelnfa  Receive 480 phis/sec Transmit 832 phis/s
o View | UDP AN0A02/2510:51:23246  Biod  Applicative Info Receive 433 phis/sec Transmit 833 pkis's
] 247 BloA  Appicatlive Infa Receive 321 phts/sec Transmit 564 pkiss

€ view[Tce | [z o Blo _Appiicaiive Info__ Receive 13 phisfsec Transmit 12 pkis/s

Appacalive |nio Heceive & Transmit 2 phis’s
T View [ Run#07 II_ wild
€ View] ) wid SaveLogs | Clear sl Logs |

- Display the capture of incoming packets on inteiface & and B [capture made before applving impairments]
© Wiew Run#08 |~ wid) ; i =
Ehoh i iou o8 A nad packets Filenarne: incoming_packets_flowd05 peap (370 KB
 View I— .' Run#i0 | wilg Click ledt 1o viewr all fikered packets using pour defauk netwark. anslyzar,
[ ~ Incoming Packsts Imparmeris Detail
 View Runain | wily The detals on the impairments apphed anto the incoming packets can be found = the list or in the file below, The
packel numbes ffirsl column is the sams a3 the packet nunber in the capluee of mcomings packet [ses sbovel

Vi Run #12 |~ wild lename: incom 1 i i zxul f
i | Run [ ) Refiesh l Filename: incoming_packeds_owH05. 1 (1 MB) Click hee 1o open the text fil

& Refrash ta view the lstes updated infamalion.
i View Run#13 |[T wilg -
: Mumber | Date/Time

covew] [ mnsi | wig 20100225 10:42:01 787 Selection of the Filter 'UDP Fiker
e — 20100225 10,42:01.787 Selection of the Filter 'UDP Fiker'
 Viaw I— Run#15 | [~ wid 20100225 10:42:01.521 Selection of the Loss/Duplication Law ‘File (Percentage & Ti
20100225 10:42:01.925 Selection of the Delay ARler Law 'Uriform Jiter
2000225 10;50:51.623 Selection of the Filter 'UDP Fiker
201002-25 10:50:51 623 Selection of the Filker 'UDP Firer
; ) - 20100225 10:50:51.814 Selection of the Deday AlRter Law Uniform Jiter
- Otner flows fo impair without using fitters ———— 201002:25 10:50:51.814 Selection of the Loss/Duplication Law '% of Loss & Time'
m = " 2000225 10:50:51.815 Selection of the Packet Contert Change Law "1 Packet out |
€ View [other Fows | [l Stop. JI™ il 20100225 105051 £15 Selection of the Loss/Dupication Law File (Peicentage & Ti

© View | Run #16 | [ wiLd

2010-02-25 10:50:51.815 Selection of the Delay Alikter Law 'Routes Simulation with Del.
" View Per-Flow Statistics 2000225 10:50:51.817 Selection of the Packet Contert Change Lawe 'Percentage’

CPU Usaga: | 5%

For each flow with the checked log option, all incoming packets for the two interfaces A and B are
saved into a capture file.

By using the opened log window when the flow is started by pressing the corresponding Run #xx
button, you can:

- Display the major events for both directions (A = B and B 2> A).

- View the captured packets of the flow (for both directions) before applying impairments by
using your default network analyzer launched automatically (for example:
Wireshark/Ethereal).

- View the impairment applied for each packet of the flow (for both directions):

(no impairment) or (lost) or (delayed) or (modified)...

NetDisturb generates two files per flow when the w/Log option is checked:
- incoming_packets_flow#xx.pcap for the flow No. xx (this capture file contains all incoming
packets for the two interfaces and can be viewed with a network analyzer such as
Wireshark).
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- incoming_packets_flow#xx.txt for the flow No. xx (this text file contains the description of
the impairment applied for each incoming packet for the two interfaces that is numbered
and time-stamped by NetDisturb).

You can then examine very precisely by using these two files what incoming packet is concerned
and the nature of the applied impairment.

1.13 Statistics & Alarms

Different statistics are calculated and displayed by NetDisturb:

- Detailed Statistics for each Flow (and for both directions)

- Summary table of Per-flow statistics

- Interfaces Statistics (based on Network Interface Card level) and Alarms
These statistics can be saved into a file for a later use.

Detailed statistics for each Flow

For each direction (A = B or B > A) NetDisturb displays:

e @ For the incoming interface: the number of received packets matching the filter, the number
of received packets per second and the throughput

e @ For the impairments:
- The number and percentage of lost or duplicated packets
- The number and percentage of delayed packets
- The number and percentage of modified packets

e ® For the outgoing interface: the number of sent packets, the number of sent packets per
second and the throughput

Impairments to apply on packets going from A to B

Loss & Duplication Delay & Jitter Law Content Impairment
Percentage of Logs v| |ExpunentialJ'rt'ter v| |Nurmal Law Impairment v|
Loss: Percentage Constant Dela.y & Expunential Mormal Law [Laplace—Gauss
Jitter
e i
—
Incoming on A Application Rules Qutgoing on B

Packets | | Packets
Packets/s I Impairments on A to B I Packetzrs
Throughpt LastiDuplic. Pkis Throughpot
f Delayed Phts
| =P v‘ fdodified Pkis
L_J
Alnterface @ '- Configure Fiter Configure Fitter '- () B Interface
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Summary table of Per-Flow statistics

The View Per-Flow statistics displays for each flow and for each direction:
- The incoming throughput and number of received packets per second
- The number of packets matching the filter
- The number of lost/duplicated packets
- The number of delayed packets
- The number of modified packets
- The outgoing throughput and the number of sent packets per second

File Edit Actions Working Modes  Statistics  Help Show Aggregates »»
—Flows to impair using fiters ————————————  per_Flow Statistics | ENHANCED EDITION
 View | NTP @stop #01 | [ wilon THROUGHFUT{IN) | FACKETS(IN) [ LOSTFKTS | DELAVEDFKIS |  MCDIFIEDFKTS |

0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
129kbis 9 pis 0[0.0%] 549 [100%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]

1.85 Mbis 475 pis 5435 [17%] 25824 [82%] 0[0.0%]
4.89 Mbis 2784 pis 0[0.0%] 0[0.0%] 0[0.0%]
5.93 Mbis 521 pis 0[0.0%] 30261 [100%] 0[0.0%]
1.29 Mbis 245 pis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
000b/is Op's 0 [0.0%] 0 [0.0%] 0 [0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
000bs Op's 0[0.0%] 0 [0.0%) 0 [0.0%)
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]
0.00bis Opis 0[0.0%] 0[0.0%] 0[0.0%]

 View | NP @stop#02 | [ wilog
ol ViewIVLAN @ stop#03 | [~ wilog
ol \.-"iewl ICMP @ stop #04 | [~ wilog
ol \.-"iewl uoP @ stop #05 | [~ wilog
" View | TCP @ stop#06 | [~ wilog
covew[ [ Run#07 [T wilog
covew[ [ Run#08 |7 wilog
e Viewl— [ Run#8 |7 wiag
e Viewl— Run #10 I_ wilog
e Viewl Fun #11 :l_ wilog
covew[ [ Run#2 |7 wilog
Covew[ [ Run#3 [T wilog
e \.-"iewl Run #14 I_ wilog
covew[ [ Run#is [T wilog
covew[ [ Run#i6 |7 wilog

— Other flows to impair without using fiters

[ Viewlother Flows j & stop [T wilog

e

Rum &1 | Stop All |
D Interfaces Statistics (based on Network Interface Cards level)
Alarms: I View Alarms ... | Throughput Reception Received Pkis  Filtered Pkis Sent Pkis Throughput Tr

FromAto B 7.79 Mbis 1005 pis 62170 p 62170 p 6704 p 7.29 Mbis
CPUUsage: [ 24% FromBtoA [ 6.28 Mbis 3138 pis 194453 p 194453 p 194453 p .29 Mbis

0.00bis Opis 0[0.0%] 1[100%] 0[0.0%]
128kbis 9pis 55 0[0.0%] 0[0.0%] 29 [5.3%)]

co co co oo oo oo oo ocooo o0 o0 868 83 8.000000

View Per-Flow Statistics

Interfaces Statistics
At the bottom of the Client window, the Interface Statistics displays the following parameters for
both NICs (A > BorB > A):
- Throughput and number of received packets per second
Number of received packets
Number of filtered packets
Number of sent packets
Throughput and number of sent packets per second

Interfaces Statiztics (bazed on Network Interface Cards level)

Throughput Reception Received Pkts  Filtered Pktz Sent Pkiz Throughput Transmis=sion
Frem Atc B | 1 60 Mb/s 136 pl= 612991 p 612952 p 436423 p 1.59 Mb/'=s 135 pi=
From B to A | 54.2 Mbi= 4514 pi= 1723136 p 1699425 p 1692521 p 36.9 Mbi= 3074 pi=
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Alarms

The alarms encountered by the NetDisturb driver can be displayed by the user and are classified

per direction for both interfaces:

Incoming direction

Outgoing direction

e Number of lost packets

e Number of lost bytes

e  Number of errors returned by the Network
Interface Card driver

o Number of missing buffers to keep packets

e Number of lost TCP/UDP connections due to the

upper limit of connections handled by NetDisturb

e  Total number of lost packets

e  Number of lost packets due to the unplugged
Network Interface Card

e  Number of lost bytes

e  Number of errors returned by the Network

Interface Card driver

File Edit Actions Working Modes  Statistics dp
Flows to impair using fiters.

 View | NTR

| Flow #05: UDP

@stop #01 | oo

@ stopgoz | wiloy

© View | snup

~ Imparments to apply on packeis going fromato B
Loss & Duplication

Show ggrcgatr_c. us

STANDARD EDITION i}

Delay & Jitter Content Impairment

 view [vian

i stop 203 | T wiLog

) T i

Loss: Flie

 View | iClP

NetDisturb Client - Alarms Summary
oy

|File (Pereantage & Time)

(Percentage & Duraton)

= [unitorm sater

L] I[Noﬂe}
e I

Constant Delgy & Uniform ¢
J RLET

Crefire
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1.14 Configurations
Based on Client-Server architecture, NetDisturb software is made of two parts: NetDisturb Server
and NetDisturb Client. NetDisturb Server handles the impairment characteristics and the Client

manages the Server using a simple graphical interface.

This allows two configurations where the Server and the Client parts may be installed on the same
PC (local control), or the Server is located on one PC and the Client is located on a second PC
(remote control). In this second configuration, the Client dialogs with the Server by using a Wan

(for example: PSTN or ISDN) or a LAN link.

Note: It is recommended for better performances to use two identical Ethernet Cards for
NetDisturb Server.

Configuration No 1 Configuration No 2

PC Windows 2000, XP, Vista Seven,
Server 2003 or Server 2008

PC Windows XP , Vista, NetDisturb Client
Seven, Server 2003 or 2008 Client application and GUI

NetDisturb Client
| Client application and GUI |

ﬁ WAN / LAN

PC Windows XP, Vista, Seven,
Server 2003 or Server 2008

NetDisturb Server

NetDisturb Server

| Server application and GUI |

Server application & GUI

| Driver "Disturb.sys" | ) )
Driver "Disturb.sys”

| Ethernet NDIS driver | | Ethernet NDIS drive 'I

| Ethernet NIC (A) | | Ethernet NIC (B) |
. | Ethernet NIC (A)| | Ethernet NIC (B)|

A
A A
LAN (A) LAN (B)
e . LAN (A) LAN (B)
Ethernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps — T —
Ethernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps
Client and Server on the same PC Client and Server on two different PCs

The Disturb.sys driver is located in the kernel of the operating system and is installed above the
NIC drivers. This driver is used by NetDisturb to handle the exchanges with the NICs.
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1.15 Performances

To illustrate the key performances of NetDisturb, 2 examples are presented hereafter (by using an
Intel Xeon 5140 2.33 GHz with windows XP SP2).

Example 1: use of 2 Fast Ethernet NICs

NetDisturb

A Interface A—B B Interface

A<+—B
Ethernet NIC Ethernet NIC
100 Mbps 100 Mbps

Bi-processor PC 2.4 Ghz & Windows XP

> ‘ Measured Throughput = 97.0 Mbps

NetDisturb is configured with 16 IP flows (no loss and no delay for each flow).
With Fast Ethernet NICs, the throughput measured is 97 Mbps in one direction.

Example 2: use of 2 Gigabit Ethernet NICs

NetDisturb e P - humber of IP packets per second
(direction & = B) -

A Interface A—PB B Interface

- . ‘ P+ Q@ = 200,000 packets per second
) A+—B
Ethernet NIC S Ethernet NIC
1000 Mbps 1000 Mbps
................................................ _ number uf Ip pa[:kms per Secund E
Bi-processor PC 2.4 Ghz & Windows XP _______ {ﬁirec‘lion B> 4) :

Measured incoming and outgoing throughput up to 980 Mbps

By using 2 Gigabit NICs, NetDisturb can handle up to 200,000 packets per second with 16 IP flows
defined (for both directions).

Please refer for more detailed information to the "NetDisturb Performance Characteristics on
Gigabits Networks" document.

These two examples show some performances of NetDisturb. This will avoid heavy investments in
expensive hardware solutions.
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Part 2 What's new in NetDisturb version 4.8?

This part is a general overview of new features and improvements provided with NetDisturb
version 4.8 and important information to upgrade from previous versions.

More details regarding features and improvements included in the different versions of NetDisturb
can be found in the version.txt file located in the installation directory (default settings: C:\Program
Files\NetDisturb).

The new features and improvements provided with NetDisturb version 4.8 are listed below:

= Support for 32-bit and 64-bit for
=  Windows XP,
= Vista,
= Windows Seven,
=  Windows Server 2003
=  Windows Server 2008
= Addition of an API for test-bed environment users.
= Improvement in the Driver handler when unplugging cables.

The contexts created with versions 4.2, 4.3 RC3, 4.4 to 4.7 are reused automatically.
When saved, they get the new NetDisturb version 4.8 file format.
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Part 3 Install NetDisturb

NetDisturb requires less than 20 MB of free disk-space. The installation procedure is a standard
installation program for Windows XP, Vista, Seven, Windows Server 2003 and Server 2008.

* To run NetDisturb your computer’s screen resolution must be at least 1024x768 (more
readable: 1152 x 768 and sup.), the DPI setting should be set up with the “Normal size (96
A DPI)” value and the Font size should be set up with the "Normal" value.

* To install NetDisturb, you must log on with administrators rights.

3.1 Forewords before upgrading from versions 4.2 to version 4.7

When upgrading from a previous version of NetDisturb and if you don't have the USB
license dongle, do not uninstall the previous version to keep your existing license.

When upgrading from an older NetDisturb version, the installation procedure of NetDisturb
moves the user’s files and the context files, located in the previous default NetDisturb Server
directory, into NetDisturb Client directory. All files related to a context (defined using the
extension .txt and .wsx) are copied, but the files installed with NetDisturb version 4.8 will overwrite
those files.

3.2 Forewords before upgrading from versions 4.1 and under

You don’t need to uninstall the previous version of NetDisturb to keep your license scheme.
However, this license will not enable you to use NetDisturb version 4.8, because the license date
of version 4.1 and under is too old. You should contact ZTI (contact@zti-telecom.com) to get back
a new unlimited license when upgrading to version 4.8.

3.3 How to install the software downloaded from the Internet
The installation procedure is a standard installation program.

o If you have downloaded the NetDisturb_Standard.zip or NetDisturb_Enhanced.zip file from
the website, you must first unzip this file in a temporary directory. It contains the setup file
“Setup_NetDisturb _Standard.exe” or “Setup NetDisturb Enhanced.exe” file and the related
documentation.

e Then run the setup file from the temporary directory to launch the setup procedure.

p NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.

3.4 How to install the software from the CD-ROM

The installation procedure is a standard installation program. On the CD-ROM, you will find the
“Setup_NetDisturb_Standard.exe” or “Setup_NetDisturb_Enhanced.exe” file.

p NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.
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3.5 How to install the NetDisturb Client only (from the CD-ROM)

On the CD-ROM, a second setup allows installing the NetDisturb Client on a machine. This is
useful if you need to install the NetDisturb Server and the NetDisturb Client on two different
machines.

To install the NetDisturb Client (Windows 2000, XP, Vista, Seven, Server 2003 or Server 2008),
run the setup file and follow the setup instructions to proceed with the installation.

3.6 During the installation

Follow the instructions until reaching the NetDisturb package selection window.

NetDisturb Standard Edition NetDisturb Enhanced Edition
— - e B
£, NetDisturb V4.8.0 Setup - Standard Edition ﬂ £ NetDisturb V4.8.0 Setup - Enhanced Edition l&]
-
Please select the NetDisturb package to install. -h_..‘/ Please select the NetDisturb package to install. “_/
The MetDisturb package to install depends on the license you own. The MetDisturb package to install depends on the license you own
Package Mo.1 - NetDisturb | The MetDisturb Trial package is a fulty functional version that is Package Mo.1 - NetDisturb | The NetDisturb Trial package is a fully functional version that is
Trial limited to 15 days use Trial limited to 15 days use.
Package No.2 - NetDigturb | The NetDisturb Software Protection Key package provides you an Package No.2 - NetDistur | The NetDisturb Software Protection Key package provides you an
with @ Software Protection | Unlimited license requiring a Software Key. This package is also with @ Scftware Protection | Unlimited license requiring a Software Key. This package is also
Key designed to upgrade users who are already using this mechanism Key designed to upgrade users who are already using this mechanism
I with previous versions of NetDisturb ) with previous versions of NetDisturb
M| |Package No.3 - NetDisturb | The NetDisturb USB Software Protection Key package providss you Package No.3 - NetDisturb | The MetDisturb USB Scoftware Protection Key package provides you
with a USB Software an unlimited license requiring a USE Key and is available from the with a USB Software an unlimited license requiing a USE Key and is available from the
Pratection Key version 4.6 of NetDisturb. Protection Key wersion 4.6 of NetDisturb.
Select one of the packages to continue. Select one of the packages to continue.

3.6.1 NetDisturb packages in a few words

To use the NetDisturb software, there are 3 license schemes:

= Package No.1 - NetDisturb Trial: the Trial package allows you using NetDisturb during
15 days after the first run. When the trial period has expired, the license should be
purchased.

= Package No.2 - NetDisturb with a Software Protection Key: this package is for users
owning a Software License key and for the users of the previous versions of NetDisturb. It
keeps your current installation and files, without additional requirement.

= Package No.3 - NetDisturb with a USB Software Protection Key: this package requires
a USB dongle containing the NetDisturb license. The USB Software Protection Key is
provided with NetDisturb from version 4.6. This package allows the installation of
NetDisturb on several PCs but the only PC able to run NetDisturb is the one having the
USB dongle plugged in.

As previous user, you may be interested to move to a USB Software Protection Key: please contact
@ your distributor or ZTI to get more details about the license migration program (see paragraph 4.3
NetDisturb & USB Software Protection Key for more details).
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license for each machine you will run it on. The license may be a software license key or the USB

@ This software is licensed on a per workstation basis. This means that you will need to get a separate
Software Protection key.

ﬁ The USB Software Protection key contains only the license information.
The NetDisturb software is available on a separate CD-ROM.

3.6.2 Which package should I install?
Depending on your needs, please find here below the package most suitable for you.

3.6.2.1 | want to evaluate NetDisturb

In that case, choose the Package No.1 “NetDisturb Trial".
You will be able to use NetDisturb during 15 days only.

3.6.2.2 | already use NetDisturb...

W This paragraph is dedicated to the users owning a previous version of NetDisturb.

... and | want to upgrade and keep my permanent license

In that case, choose the Package No.2 “NetDisturb with a Software Protection Key”. Your
installation will be upgraded and your existing permanent Software Protection Key will be kept.

... and | want to upgrade and use the USB Software Protection Key | bought

In that case, choose the Package No.3 “NetDisturb with a USB Software Protection Key”. Plug
the USB dongle before launching NetDisturb.

3.6.2.3 | just bought NetDisturb...

ﬂ This paragraph is related to the users purchasing NetDisturb version 4.8
... and | chose the Electronic Software Delivery (ESD)

In that case, choose the Package No.2 “NetDisturb with a Software Protection Key”. When you
launch the software for the first time, press the “Enter” key when the ZTl logo appears. Then,
get the site code and email it to us with your details and your purchase order reference at
contact@zti-telecom.com. We will send you back the site key enabling your permanent license.
More details about the way to proceed are available in paragraph “4.2.1 Installation of the
Software Protection Key”.

... and | received the CD-ROM & USB Software Protection Key

In that case, choose the Package No.3 “NetDisturb with a USB Software Protection Key”. Plug
the USB dongle before running NetDisturb.

... and I will receive CD-ROM & USB Software Protection Key in a few days

In that case, choose the Package No.2 “NetDisturb with a Software Protection Key”. You will
get a fully functional but time-limited Software Protection Key.

Copyright © 1998-2010 ZTI. All Rights Reserved. Page 35/222



NetDisturb Part 3 Install NetDisturb

3.7 What has been installed on my computer?
The default settings install NetDisturb software components in the following directory:

C:\Program Files\NetDisturb with the following subdirectories:
C:\Program Files\ NetDisturb \Client
C:\Program Files\ NetDisturb \Driver
C:\Program Files\ NetDisturb \Server

And the following Shortcuts are created:
Start » All Programs » NetDisturb

» NetDisturb (start both Server and Client)

o NetDisturb Client Only

» NetDisturb Server Only

» Read Me First

» Uninstall NetDisturb

o User Guide

« USB Key Viewer (USB Software Protection Key version only)

3.8 How to reinstall another package?

If you already have installed one of the NetDisturb V4.8 packages, click Setup_NetDisturb.exe
and select, in the window below, the new package you want to install.

r _ -
£ NetDisturb V48,0 Setup - Standard Edition =
Please select the NetDisturb package to install. --—J/

The MetDisturb package to install depends on the license you own.

Package Mo.1 - MetDisturb | The MetDisturb Trial package is a fully functional version that is
Trial limited to 15 days use.

Pack Mo.2 - MetDisturp | The MNetDisturb Software Protection Key package provides you an
wEilth :gseuﬂ:are F‘rotectiI::n unlimited license requiring a Software Key. This package is also

Key designed to upgrade users who are already using this mechanism
i with previous versions of Net Disturb

| Package Mo.3 - NetDisturb | The MNetDisturb USB Software Protection Key package provides you
with @ USE Software an unlimited license requiring a USE Key and is available from the
Protection Key version 4.6 of NetDisturb.

Select one of the packages to continue.
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3.9 How to transfer the software to another computer?

For the users having the NetDisturb USB dongle: install the software on the target machine by
using the Package No.3 ("NetDisturb with a USB Software Protection Key"), and then plug the
USB dongle before running the software on this machine.

For the users having only the Software Protection Key, install the software on the target machine
by using the Package No.2 ("NetDisturb with a Software Protection Key"), and then refer to
paragraph “4.2.2 Software Protection Key Transfers” to know how to transfer the Software
Protection Key.
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Part4 How to handle your license?

4.1 NetDisturb Trial

You don’'t need any license to install the NetDisturb Trial package. After the first run of
NetDisturb Server, the NetDisturb Trial package can be used during 15 days.
4.1.1 NetDisturb Server License Information window

When you run NetDisturb Server, the information about your trial license is displayed, as shown
below.

MNetDisturb - License Information @

NetDisturb - Trial Yersion

You are uging a trial verzion of NetDisturb expiring in 15 daps.

To get more detail: about MetDisturb or to get an unlimited license:

- Send a email with your details at contacti@ztitelecom.com
- Or call an +33 2 9648 4343 [GAT+01:00).
Hl

You are now able to use NetDisturb during the next 15 days.

4.1.2 End of the fifteen-day trial period
Once the trial period is over, you can’t use NetDisturb anymore, see below:

Your trial licenze has expired.

Thank you for using our softwarel

To get more details about MetDisturb or ko get an unlimited license:

- Send a email with pour detail: at contact@zti-telecon. conm
- Or call on +33 2 9648 4343 [GMT +01:00).

When you press the OK button, NetDisturb will stop running.
To continue to use NetDisturb please contact you local distributor or ZTI to get an unlimited
license.
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4.2 NetDisturb & Software Protection Key

Licensed users of NetDisturb that are already using the Software Protection Key should not need
to refer to the section 4.2.1. To transfer the owned Software Protection Key to another PC or to
another directory, please go directly to section 4.2.2.

4.2.1 Installation of the Software Protection Key

This software is licensed on a per workstation basis. This means that you will need to get

a separate license for each machine you will install it on. Each licensed copy of the
m software installed on a system has a unique Site Code that requires a corresponding

unique Site Key to work.

A period of 15 days is automatically enabled at the first installation of the software. If you

try to install the software again, the Software Protection Key will disable the trial period.

If you want to configure your Software Protection Key before the time-limited period end, press
Enter just after launching the NetDisturb when the following message is displayed:

=

15 days left out of 15

Press the <Enter> key to configure your license.
Then, you will see the following Software Protection Key configuration window:

T NetDisturb-Stondard - Lcenee Contacratoni .= sl

Program License Help

u/‘/ 15 days left out of 15

Site Code: 1104 BOOS ABTA 7197 90
Site Key: | ' alidate

To get an authorization to use this program on this machine, =
please email your company's name, your name and the Site |
Code to:

Al
Phone: +33 29648 43 43
Fax:  +3329648 14 85

Email: contacti@zti-telecom com

To move a license to another directory or computer, you can use the
“License” menu at the top of this dialog.
“ou can bring up this configuration dialeg when the program starts by -

At the end of the trial period when you launch NetDisturb, the same Software Protection
. Key configuration window appears, but saying “Program not authorized” instead of
showing the remaining days of use.

To get the Site Key and obtain a permanent license, please send an email to contact@zti-
telecom.com or contact@zti.fr with the following information:

o The Site Code (you can copy and paste the Site Code displayed in the license window)

o The name of the software: NetDisturb

o The OS used

o Your details
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o The purchase order's number and date of purchase

= NetDisturb-Standard - License Configuration Sl

Program License Help

\_‘y Program mnot authorized

Site Code: 1521 3895 D7AT 2913 64

Site Key: | ' alidate

To get an authorization to use this program on this machine, =
please email your company's name, your name and the Site |
Code to:

pail

Phone: +33 2 96 48 43 43

Fax: +3329648 14 85

I Email: contacti@zti-telecom com

To move a license to another directory or computer, you can use the
“License” menu at the top of this dialog.
“ou can bring up this configuration dialeg when the program starts by -

m

P— —

We will then email you the Site Key. You can now close the license's window.

After you have received the email with the Site Key, open the Software Protection Key
configuration window again by pressing the Enter key as explained before. Copy the Site Key in
and then click "Validate". After validation of the Site Key, you will get the following message:

Congratulations!

I.-"- -"-I “fou are now licensed to run this software,
MWW Press OK to continue or Cancel if you want to run your software later,

[ ok || cancel

)

= Important: one Site Code is associated with one Site Key, and only one. A Site Code is
unique for each PC installed. For security reasons, as soon as you validate a Site Key (trial
or unlimited), the Software License program generates a new Site Code automatically.

= For any question or further information, please contact our technical support:

Email:
Phone:
Fax:

support@zti-telecom.com or support@zti.fr

+33 2 9648 4343
+33 2 9648 1485

When you launch NetDisturb with a permanent Software Protection Key, you will
see the following window:

\-—l‘/

Unlimited lice

Press the <Enter: key to configure your icense.
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4.2.2 Software Protection Key Transfers

A Software Protection Key transfer is not a duplication of any type. Please contact
ZTI or your authorized distributor for site Software Protection Key information and
for several Software Protection Keys purchase.

Software Protection Keys can be transferred using one of the following methods:

= Direct transfer: move the Software Protection Key to another directory of the same PC or
between two PCs linked to the same network.

= Transfer by media: move the Software Protection Key from a source PC to a target PC by
using a floppy disk or USB key.

4.2.2.1 Direct Transfer: move the Software Protection Key from one local directory to
another

This transfer mechanism must be used to move a Software Protection Key in two cases:
- From a source to a target directory of the same PC
- From a source to a target directory of networked PCs

e First, copy the program (copy the NetDisturb folder) to the target directory.
For example from “C:\Program Files\NetDisturb” to “C:\Temp\NetDisturb”

e Then run the program from its original directory (from “C:\Program Files\NetDisturb”). When the
Software Protection Key configuration window appears, press Enter and select “License >
Transfer to directory ...” in the License menu as shown below:

= MetDisturb-Standard - License Configuration EI =] @

Program | License

Showr the SiteCode
—4

Acquire License

Site
. Transfer to directory...
Sit date
Transfer in fror another computer...
To get a Transfer out to another computer.., he, =
please e Site [
Code to Kill license

eCheck License In ..

m

(= L PN e I e | B [ W P |

i
H eCheck License Qut...
F
E

mail:  contact@zti-telecorm.com

To move a license to anather directory or computer, vou can use the
"Licenze" menu at the top of thiz dialog.
“ou can bring up this configuration dialog when the program starts by -

e Provide the path name of the target program (for example C:\Temp\NetDisturb\Server\
NetDisturbServer.exe)

e The Software Protection Key is now transferred to the new directory.
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4.2.2.2 Transfer by Media (USB key) from a source PC to a target PC

p A USB key or a floppy disk is needed for this kind of transfer.

To transfer the Software Protection Key from the source PC (PC #1) to the target PC (PC #2),
proceed as described in the following order:

1) First install the program on the target PC (PC #2).

2) Run the software on PC # 2 and kill the time-limited Software Protection Key in order to get an
unauthorized license on this PC.

If the "Transfer in from another computer ..." item of the license menu is disabled, you must kill the
Software Protection Key.

How to kill the Software Protection Key?

When the Software Protection Key configuration window appears, press Enter and select “License
> Kill license” in the license menu.

-
= NetDisturb-Standard - License Configuration Sl
Program | License | Help
Show the 5iteCode
—4
Acquire License
Site
. Transfer to directery...
Si ate
Transfer in from another computer...
To get al Transfer put to another computer... ne, =
please g ite |
Code to Kill license
i eCheck Licenseln ...
F eCheck License Out... E
N Email: contact@ezti-telecom.com
To move a license to another directory or computer, you can use the
B |"License” menu at the top of this dialog.
“ou can bring up this configuration dialog when the program starts by -
|

A message box will appear:

-
Kill License —— )

Warning

After deleting your license, pou will need to purchase a new license to
continue using this program.

Press 'Yes' to kill the Software Protection Key and a confirmation code is displayed:
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F !
Kill License . [

Your kill confirmation code is:

D707 DEBE 2710 FE3C 2D6A 0932 84

'ou ghould write down this number in case pou need to
prave that the licehse waz actually deleted.

Click 'OK' and the Software Protection Key window displays now "Program not authorized":

=

-
= NetDisturb-Standard - License Configuration =

Program License Help

u/‘/ Pragram mnot autharized

Site Code: 1521 3895 D7AT 2513 54

Site Key: | ' alidate

To get an authorization to use this program on this machine, =
please email your company's name, your name and the Site |
Code to:

Al
Phone: +33 29648 43 43
Fax:  +3329648 14 85

I Email: contacti@zti-telecom com

To move a license to another directory or computer, you can use the
“License” menu at the top of this dialog.
“ou can bring up this configuration dialeg when the program starts by -

m

—

Copyright © 1998-2010 ZTI. All Rights Reserved. Page 43/222



NetDisturb Part 4 How to handle your license?

3) Select “License > Transfer in from another computer ...” from in the Software Protection Key
License menu:

-
= MetDisturb-5tandard - License Configuration Sl — |
i — — —
Program EI__icense] Help
Show the SiteCode
—4
Acquire License
Site
. Transfer to directory...
Si ate !
] Transfer in from another computer... |

To get g Transfer out to another computer... ne, =
please € Site [
Code to Kill license

7 eCheck LicenseIn ...

F eCheck License Out... =

Email: contact@zti-telecom com
To move a license to another directory or computer, you can use the
"License” menu at the top of thiz dialog.
“ou can bring up this configuration dialog when the program starts by -

The "Transfer License In (Step 1 of 3)" window is displayed:
r
Transfer License In (Step 1 of 3} u

Transfer In enables you to transfer a license ta this program from
a licenzed copy on another computer.

Foar thiz process you will need 1 floppy disk and accessto a
licenzed copy of this program on another computer.

Inzert a floppy dizk into your computer's 4" diive and press
"Mext' at the battonn of thiz dialog box.

IF o are uzing a drive other than drive "A", enter itz path here:

Mext > I ’ Cancel ]

Copyright © 1998-2010 ZTI. All Rights Reserved. Page 44/222



NetDisturb Part 4 How to handle your license?

4) Insert a floppy disk or use a USB key as requested in step 1 of 3 and specify the path.
Then press “Next >”: the "Transfer License In (Step 2 of 3)" window is displayed:

-
Transfer License In (Step 2 of 3) g

MHaow the licenze needs to be copied ta the floppy disk:

1. Remaove the floppy digk and take it ta the computer with
the licenzed copy of this program.

2. Run the licenzed copy of thiz program and zelect
"Transfer Out".

3. Bring the dizk back to this computer and press "Nest".

If there iz a zignificant delay between transfers [for example, vou
are moving a license from your work computer to your home
computer], you can suspend the transfer process and continue
later :

[ Cantitiue Transfer Later ]

E Mext > J [ Cancel ]

5) Go to the source PC (PC #1) and insert the media (USB key or floppy disk). Then start the
program on PC #1. When the license configuration window appears, press Enter and select
“License > Transfer out to another computer ...” as shown below:

-

= MetDisturb-5tandard - License Configuration Sl — |

Program f I_.icense-] Help

—4
Site

. Transfer to directony...
Sit a Jate

Transfer in from another computer...

Show the SiteCode

Acquire License

To get a Transfer out to ancther computer... ne, =+
please ¢ site |
Code to Kill license

7 eCheck License In ...

H eCheck License Out... =

| l
e L = e b

Email: contact@ztitelecom.com

To move a license to another directory or computer, you can use the
"License”™ menu at the top of this dialog. i
“ou can bring up this cenfiguration dialeg when the program starts by -
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The following window is displayed:

-
Transfer License Out (Step 1 of 2) u

Transfer Qut enables vou to transter a license from this program
to an unlicenzed copy on another computer.

To begin, run the unlicensed copy on the remote computer,
zelect "Transfer Licenze In", and follow the instructions on the
FCrEEn.,

Wihen vou are ready, ingert the transfer floppy disk into pou
computer's "A" drive and press "Mest"

IF you are uging a drive other than drive "A", enter its path here:

| HNext > { ’ Cancel ]

L —= —

Input the media path (USB key or floppy disk) and then press "Next >". When the license is put on
the media, you get the “Program not authorized” message:

-
= NetDisturb-Standard - License Configuration

Program License Help

\_‘y Program mnot authorized

Site Code: 1521 3895 D7AT 2913 54
Site Key: | Yalidate

To get an authorization to use this program on this machine, =
please email your company's name, your name and the Site |
Code to:

Al
Phone: +332 9648 43 43
Fax: +3329648 1485

I Email: contact@ezti-telecom.com

To move a license to another directory or computer, you can use the
"License” menu at the top of this dialog.
“ou can bring up this configuration dialog when the program starts by -

m

— E—

You can check that the Software Protection Key is not available anymore on the source
m PC since the NetDisturb software license is on a workstation basis.

Contact us to get information for a Site Software Protection Key (contact@zti.fr or

contact@zti-telecom.com).

6) Remove the media from PC #1 and return to PC #2.
Click the 'Next' button on the step 2 of 3 of the “Transfer license in” window (on PC #2) to complete
the transfer.

Copyright © 1998-2010 ZTI. All Rights Reserved. Page 46/222



NetDisturb Part 4 How to handle your license?

Transfer License In (Step 3 of 3) u

Congratulations!

The permanent Software Protection Key is now
transferred from the source PC to the target
PC, and you get the following message:

The license has been successfully transfemed.

Press "Finish'" to continue.

Finish

Click Finish to continue.

4.3 NetDisturb & USB Software Protection Key

The USB Software Protection Key is the most flexible way to transfer your license to any other PC.
Plug it in the computer you want to use NetDisturb on.

If you are a user of a previous version of NetDisturb (version 4.5 and under) and if you are
interested with the USB Software Protection Key, please contact ZTl Sales Offices (Email:
sales@zti-telecom.com).

Part 5 Uninstall NetDisturb

To uninstall NetDisturb, please select “Uninstall NetDisturb” by using the shortcut:
Start » Programs » NetDisturb

All installed components of NetDisturb will be removed including the NetDisturb driver.
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Part 6 Run NetDisturb

6.1 IMPORTANT STEP: | must configure the NICs that will be used and unselect all
protocols before running NetDisturb

The setup procedure realizes the installation of the NetDisturb driver transparently. It will be
installed positioned on top of each Ethernet or wireless NIC if the driver of the NIC is NDIS
compatible. The NetDisturb driver sets in the kernel of Windows 2000, XP or Server 2003 and
handles the exchanges between two NICs. The NetDisturb driver linked to the selected NICs is
available and transparent. It doesn’t appear in the protocol list.

Now there is an important manual operation to do before using NetDisturb:

1. In order to avoid unexpected traffic generated by the protocol stack on the NICs, you should
unselect all protocols first (TCP/IP, Client or Microsoft Networks, etc.).

2. To unselect protocols from a NIC used by NetDisturb, use the “Control Panel/Network and
Dial-up Connections” or the “Control Panel/Network Connections” program and uncheck all
protocols for Windows XP/Server2003.

- NIC Upload Properties

General |Authenticalion Advanced

Connect using:
|@ CNet FRO200WL P Fast Ethemet ‘

Thiz connection uses the following ikems:

[[] %= Microsoft TCPAP version & ~
[ %= Metwork Monitor Driver

[ %="MON| Pratocol Analyzer =
(D %= Intemet Protacol (TCPAF)

|

Install...

Dieszcription

Show icon in notification area when connected
Matify me when this connection has limited or no connechivity

[ 0K ]’ Cancel ]

Example of NIC with all protocols unchecked (Windows XP)
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3. When using Windows Seven, to unselect protocols from a NIC used by NetDisturb, use
the “Control Panel/Network and Internet/Network and Sharing Center” then select ‘Change
Adapters Settings”

L=y |~* » Control Panel » Metwork and Intemet » Network and Sharing Center - Search Control Panel pe)

View Tools Help

Control Panel Home

View your basic network information and set up connections

Change adapter settings [}.‘I |;b g See full map
-

Change advanced sharing

settings GX280-PLX-5EVEN MNetwork Internet

(This computer)
S View your active networks Connect or disconnect
HomeGroup )
Internet Options L':h Network ACCESStBY'F'E: ~ Internet .
E Work network Connections: il Local Area Connection

Windows Firewall

Then Select your adapters and uncheck all the protocols.

@ '-' @'« Metwork and Internet » Metwork Connections » - Search

File Edit View Teools Advanced Help

Organize v Disable this network device Diagnose this connection Rename this connection > g o+ [ @

Local Area Connection ™

[ Local Area Connection 3 Status PG I

= . —
Local Area Connection 2 Ga I Local Area Connection 3 Properties M

Networking | Sharing

Connect using:

LF  ADMiek ANSE3 based ethemet adapter

Local Area Connection 3

Local Area Connection 4
WPHL

=L =F=F =

This connection uses the following tems:

MW, 4 Client for Microsoft Networks

O QOOS Packet Scheduler
O .Q File and Printer Sharing for Microsoft Networks

A [J s Intemet Protocol Version 6 (TCP/IPvE)

[ s Intemet Protocol Version 4 (TCP/IPv4)

[[J -a- Link-Layer Topology Discovery Mapper /0 Driver
[ -+ Link-Layer Topology Discovery Responder

[ Install... ] [ Uninstall Properties

Description

Allows your computer to access resources on a Microsoft
netwark.

0K || Ccancel
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6.2 Launch NetDisturb

As NetDisturb is made of 2 parts (NetDisturb Server and NetDisturb Client), you need to run
these two programs in the following order:

1. NetDisturb Server
2. NetDisturb Client

To run the software in this order, click on:

Start » All Programs » NetDisturb » NetDisturb (start both Server and Client)

6.3 First Run
1) The NetDisturb Server startup

NetDisturb Server is started automatically when using the NetDisturb shortcut (start both Server
and Client).

You may also start the server independently, for instance when you are using a remote
p configuration where NetDisturb Server doesn’t run on the same PC as NetDisturb

Client.

To start the NetDisturb Server alone, use the Windows start menu:

Start » All Programs » NetDisturb » NetDisturb Server

After a few seconds and depending on your license, you will get one of the following license
windows:

15-day trial version license Permanent Software License

NetDisturb - License Infermation @

NetDisturb - Trial ¥ersion

You are using a trial version of MetDisturb expiring in 15 days.

To get more details sbout MetDisturb or to gat an unlimited license: Unlimited license
- Send a email with your details at contactisizti-telecom. com = e
I - Or call on +33 2 9648 4343 (GMT-+01:00).

Press the <Enter> key to configure your license.

USB Software Protection key

When you use a USB Software Protection key, there is no window displayed!
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If NetDisturb has detected some configuration issues, a list of NICs, which can’t be used by
NetDisturb will be displayed as shown in the warning message below:

MetDisturb Server

": 'Local Area Connection 2' MIC can't be used by MetDisturb since it has its TCPfIP stack activated.
= All MICs that you want to use with NetDisturb must have all protocol stacks unchedked,
Please use the Control Panel to configure your MICs and then restart MetDisturb to apply your changes.

Click on OK to validate (you will configure later).

The next window displayed is NetDisturb Server

Impairment Interface Configuration and Statistics
Interface A: not selected Interface B: not selected
Mo packet handled from & o B Mo packet handled from B to &,
Handled Packets: Handled Packets:
Lozt Packets: Lozt Packets:

Delayed Packets: Delayed Packets:
Out-of-Sequence: Qut-of-Sequence:;
Fragmented packets: Fragmented packets:

[nzaming an A, Outgaoing on B |ncoming on B Outgaing on &,
Packetz per Second Packets per Second

Packetsz Packets
Throughput Throughput

[ Rezet Counters ]

Current Parameters

Refrezh Pernod [in second): # Buffers: o
i Application of Laws:
Sampling to Compute Throughputs: Out-of-Sequence:;

Current Client Connection

Clent: [Ma Clent Connected] Shaw Current Cantest ] [ Reszet Logs

'LDcaI .i".rea I:Dnnectlnn MIC cant be usedl:l_l,l MetDizturb gince it haz its TCPIP stack activated.

We recommend closing NetDisturb Server and then to configure the NICs usable by NetDisturb
as described in paragraph 6.1 if you didn't configure the NICs before.
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2) NetDisturb Client startup

NetDisturb Client is started automatically when using the NetDisturb shortcut.
The default connection parameters used to exchange between NetDisturb Client and NetDisturb

Server are:

e NetDisturb Server IP address or Host Name = 127.0.0.1

(127.0.0.1 = default local IP address if the NetDisturb Server and the NetDisturb Client are
installed on the same machine).

e HTTP Port Number = 8080

You may also start the NetDisturb Clients part alone, to connect to a remote
NetDisturb Server.
To start the NetDisturb Client alone, use the Windows start menu:

}3 Start » All Programs » NetDisturb » NetDisturb Client
When NetDisturb Client starts, it will ask you to enter the parameters to connect to
the NetDisturb Server machine:

— NetDisturb Server Information

The dialog with the NetDisturb Server is based on SOAP which is using HTTP protocol. To
connect to the MetDisturk Server proceed as follows:

- First, specify the IP address or Host Name of the NetDisturk Server.
- Then, ensure that the HTTP port entered is correct (the default port number is 3080).

IP address or host name: I 127.0.0.1

HTTP port number: I 2080

On the first run, there is no Interface defined. NetDisturb Client will tell you how to
p configure those 2 interfaces.

F ™
NetDisturb Client [

'\-.I There is no Interface selected.

To select the 2 Interfaces required by NetDisturb, please go to the
Interface Selection area using

the menu Actions/Configuration or click on the Configure NICs button
located in the main window.
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Click “OK” and the NetDisturb Client main window will appear:

File Edit Actions Working Modes Statistics  Help Show Aggregates »=
—Flows to impair using fiters —————————————  Flow 201 | ENHANCED EDITION
i+ Vewl Run #01 I_ wilog Impairments to apply on packets going from A to B

 View l— r TR \ I_ i Loss &_Duplication Delay & Ji_tler Content Impairment

i I(Nune} j I(Nune} j I(Nune}
[ \.-"iewl Run #03 |7 wilog

: Define | Define | Define
[ \.-"iewl Run #04 |7 wilog

—
" View L RTINS J I™ wilog Incoming on & ——— —Cutgoing on B ——
0

Application Rules
« View | [* Run#06 |7 wiLog Packets | 0 -> “ -> Packets |

 View l— ™ Runzo7 | [ witog Packetziz 0pis Impairments on Ato B —————— Packetziz 0 pis

) ) Throughput I 0.00 bis. LostiDuplic. Pk‘tsl 0 [0.0%] Throughpt I 0.00 bis
e \.-"iewl Run #08 wilo
N — " ‘ Delayed Pkts I 0[0.0%]

e \.-"iewl [ Run#09 |7 wiLog ‘ e Fitor Sclocted) |5 ‘ Maified Pk‘tsl 0 [0.0%]
| ]

o \.-"iewl [ Run#10 | wilog I
Configure Filter | Configure NICs [ Configure Fitter | '- B Interface

el \.-"iewl [ Run#t1 |7 wiLog Alnterface
Application Rules L
" ‘ ‘I(ND Fitter Selected) j(

e \.-"iewl [ Run#13 |~ wiLog
= View I [ Run#12 |[T wilog Outgaing on & ————— TITIETHET HEE rIncoming on B ——

LoztDuplic. Pkt 0 [0.0%]
T 1 Packets I 0 Packets I 0
el \.-"iewl Run #15 |~ wilog e T e

Packetsis 0pls <= Delayed Pkt 0[0.0%] <= Packetsis
« View | [ Run#16 |7 wiLeg Throughput [ 0.00 bis Mocified Pits | 0[0.0%] Throughput

e

[ \.-"iewl [ Run#12 | wiLog T

— Other flows to impair without using fiters

—
. r 1 Impairments to apply on packets going from B to A
 View IOther IP Flows vl Run |7 wilog :
- - Loss & Duplication Delay & Jitter Content Impairment

¢ View Per-Flow Statistics (None) | I(Nune} | I(Nune}

Fun &1 | Stap &Il | Define | Define |

D Interfaces Statistics (based on Network Interface Cards level)

Alarms: I View Alarms ... | Throughput Reception Received Pkis  Filtered Pkis Sent Pkis Throughput Tr

FromAto B 0.00 bis 0 pls 0p 0p 0p 0.00 bis,
CPU Usage: | 6% FromB to A 0.00 bis 0pls op op op 0.00 bis

Then, you need to select the NICs (interface A and interface B) that the NetDisturb Server is going

to use.
| NetDisturb |
A—B _
‘ IP Network } A Interface i ‘i B Interface ‘ IP Network }
) Ethernet NIC e Ethernet NIC
1010011000 Mbps 10/100/1000 Mbps
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Select “Configuration” in the Actions menu:

Flows to i Configuration F
vIEW Reset Counters Ctrl+R
 View Reset Server

or click on the "Configure NICs" button located in the main window:

PackEtsE upiz - Impairment= on A to B ° FEsEeE | Sles]
Throughiput | 0.00 bis LostDuplic. Phts 0 [0.0%] Throughput | 0.00 bis

,f Delayed Pkt 0 [0.0%]
,| (No Fiter Selected) |+ |‘ Modified Ptz 0 [0.0%]
L

ﬁ ﬁ'

A Interface ‘i Configure Fitter Configure NICs Configure Fitter ‘i B Interface

Ap tion Rules R
,| (No Fiter Selected) v |(

Outgoing on A Impairments on B to A

Packets 0

Incoming on B

Lost/Duplic. Pkis 0 [0.0%] Packets 0

Then the parameters configuration window is displayed:

MNetDisturb Client - Pardmet::s Configuration M

— Dizplay Configuration

Refresh Period: I 1 (from 1= to 60 s}

Sampling period for the throughput calculation: I 2 (from 0= to 60 s}
Cancel |
" Instant Throughput {* Awerage Throughput using Sampling Mechanism

— MetDisturb Measurement Units
Choose one of the unit below (defined by IEEE Std 250.1-2004) to use with the throughput statistics.
f* Use kiobyte (kB) and kilobit per second (kbiz) where 1kb/s:= 1,000 bits/s

™ Use kibibyte (KiB} and kibibit per second (Kib/s) where 1Kib/s:= 1,024 bits/s

— Parameter about the "Laws Apply to each TCR/UDP Connections of the Flow' Menu Selection
Mumber of Buffers containing the Laws Values: |2 (from 2 to 100)

When the Working Mode "Laws Apply to each TCP/UDP Connection of the Flow' iz selected, each
TCP/UDP connection found in the Flow should impaired in the same way. To reach this aim, the
wvalues generated by the laws are stored in internal buffers.

There is the same number of buffers for Loss & Duplication laws as for Delay & Jitter laws. Each
buffer located in the Kernel memory -a resource to use sparinghy- is able to contain 20480 values. \
For example, when 2 is the "Mumber of Buffers containing the Laws Walue' value, 4 buffers of
20480 values are allocated, consuming 320 KBytes of Kernel memory per Flow, that is 5,440
Kbytes due to the 17 Flows.

This is why the "Number of Buffers containing the Laws Values® value should be configured

—
i Interface Selecti
Interface A: I j
Interface B: I / j
I: >

At the bottom of this window in the "Interface Selection" part, select one NIC for Interface A and
another NIC for Interface B, and then confirm with “OK”.
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You should see in the combo-box (Interface A or Interface B) all available and operational
NICs. If you don’t see any NICs, please follow the steps below:
- Verify that your NICs are installed and operational.
- Enable the needed NICs.
@ - Stop the NetDisturb Client.
- Stop the NetDisturb Server.
- Reboot your system if necessary.
- Start the NetDisturb Server.
- Start the NetDisturb Client.

Then you should see your installed NICs in the Interface A and B combo-boxes (see the example
below):

MetDisturb Client - Parameters Configuration u

— Dizplay Configuration

Refresh Period: I 1 (from 1= to 60 5}
Sampling period for the throughput calculation: I 2 (from 0= to 60 5}
Cancel |

{~ Instant Throughput i+ Average Throughput using Sampling Mechanism

— NetDisturb Measurement Units
Choose one of the unit below (defined by IEEE Sid 2680.1-2004) to use with the throughput statistics.

{* lse kilobyte (kB) and kilobit per second (kbis) where 1kb/s:= 1 000 bite/z
" Use kibibyte (KiB) and kibibit per second (Kib/s) where 1Kib/s:= 1,024 bits/s

— Parameter about the "Laws Apply to each TCR/UDP Connections of the Flow® Menu Selection
Mumber of Buffers containing the Laws Values: |2 (from 2 o 100}

When the Working Mode "Laws Apply to each TCR/UDP Connection of the Flow' is selected, each
TCP/UDP connection found in the Flow should impaired in the same way. To reach this aim, the
values generated by the laws are stored in internal buffers.

There is the same number of buffers for Loss & Duplication laws as for Delay & Jitter laws. Each
buffer located in the Kernel memory -a resource to use sparingly- is able to contain 20430 values.
For example, when 2 is the "Number of Buffers containing the Laws Value' value, 4 buffers of
20480 values are allocated, consuming 320 KBytes of Kernel memory per Flow, that is 5,440
Kbytes due to the 17 Flows.

This iz why the "Number of Buffers containing the Laws Values' value should be configured

— Interface Selection

Interface A: ILDI:E.l Area Connection 3 (100 Mb/s) 00-1E-ES-DS-BF-22 j
=

Interface B: ILDcﬂI Area Connection 4 (100 Mb/s) 00-1E-E5-DE-BF-2B

As soon as the configuration is done, the NetDisturb Server recognizes “Interface A” and
“Interface B” as shown below.
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Incoming on &

Sampling to Compute Throughputs: 2 ¢

efface Configuration and Stabist
Interface & MAC addr 00-1E-E5-DE-BF-22
o packet handled from & ta B

Handled Packets:
Lost Packets:
Delayad Packets:
Out-of-Sequence:
Fragmented packets:

Packets par Second
Packets
Thraughput

Outgoing on B

Interface B MAC addr 00-1E-E5-DE-BF-2B
Mo packet handled from B o A
Handled Packets:
Lost Packets:
Delayed Packets:
Out-of-Sequence:
Fragmented packets:
Incoming on B Outgoing on &
Packets per Second
Packets
Throughput

Reset Counters

Current Parameters
Refresh Period [in zecond): 1s # Buffers:

Current Clight Connection

Cliznt connected

2 Application of Laws: Flow Level

Out-of-Sequence:  Enablad

Show Current Eontekt] k Reset Logs

NetDisturb Server configured with two Ethernet NICs (A and B)
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The MAC Addresses of the selected interfaces are also displayed in the NetDisturb Client window
by clicking on the o symbol of each interface:

File Edit Actions Working Modes Statistics Help Show Aggregates »»
—Flows to impair using fiters —————————————  Flow 201 | ENHANCED EDITION

i+ Viewl Run #01 I_ wilog Impairments to apply on packets going from A to B

P - Loss & Duplication Delay & Jitter Content Impairment
(‘Vlewl Run #02 | wilog = Y pa

) ) I(Nune} j I(Nune} j I(Nune}
[ Viewl Run #03 |7 wilog

: Define | Define |
[ Viewl Run #04 |7 wilog

- : —

© View I L RTINS J I™ wilog Incoming on & Outgoing on B

Application Rules
[ Viewl [ Run#0s |~ wilog Packets I 0 “ Packets I 1
i Viewl [ Run#07 | [ wilog Packets/s I 0 pis Impairments on Ato B —————— Packetsis I 0 pis

) ) Throughput I 0.00 bi=s Lost.l'DupIic:.Pk‘tSI 0 [0.0%] Throughpt I 0.00 bis
[ Viewl Run #08 |7 wilog

Delayed Pk‘tsl 0[0.0%]
LR (@R L witoa Povorerseecten) <@ | "] B Interface: 00 1E E5 D6 BF 28
e Viewl Run #10 I_ wilog =

e Viewl [ Run#11 | wilog e ] Configure Fitter Configure Filter | o

"
,| (No Fiter Selected) | (

. it per
e VIEWI | Run#12 |7 wileg rAppIicaﬁon Rules
- I 1 |
 View| [ Run#13 |7 wiLog | Alnterface: 00 1E E5 D6 BF 22
- .
© View l— [ Run#14 |7 wiLog Outgaing on & 1 e — T

- LastiDuglic. Pkts 0 [0.0%]
T 1 Packets I 0 Packets I 0
[ Viewl Run #15 |7 wilog T —

Packetsiz 0pis * Delaryed Pkts 0[0.0%] Packetsiz 0 pis

e Viewl [ Run#16 | wiLog Throughput [ 0.00 bis Mocified P'ft5~‘| 0[0.0%] Throughput | 0.00 bis

e

— Other flows to impair without using fiters

—_—
Vi IOth P FI J 8 R v Impairments to apply on packets going from B to A
iew erlPFlows un wilog .
Loss & Duplication Delay & Jitter Content Impairment

" View Per-Flow Statistics (None) | I(Nune} | I(Nune} |

Run Al | Stap &Il | Define | Define | Define |

D Interfaces Statistice (based on Network Interface Cards level)

Alarms: I View Alarms ... | Throughput Reception Received Pkis  Filtered Pkis Sent Pkis Throughput Transmission

FromAto B 0.00 bis 0 pls Op Op Op 0.00 bis 0 pls
CPU Usage: | 2% From B to A 0.00 bis 0 pis 0p 0p 0p 0.00 bis 0 pis

NetDisturb Client with two Ethernet NICs configured
6.4 Detailed Description of the Server and Client Startup

6.4.1 The NetDisturb Server Startup Modes

The level of provided functionalities depends on the availability or not of the NetDisturb driver. If
the NetDisturb driver is lacking, a message warns the user. In that case it is possible to continue
in the “restricted mode” where only a few functions are available.

NetDisturb Server )

The MetDisturb Server can't dialog with the Driver ‘MetDisturb',

Please check the Driver's installation as described in the User Guide.

You may also email this message to support@zti-telecom. com

The restricted mode allows vou to configure, create or modify filkers and
laws using MetDisturb Client but you wil not be able to launch any flow.
Would you like to continue in the restricted mode?

L ;es _| [ W] ]
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6.4.2 The NetDisturb Client Startup Options
When starting the NetDisturb Client, the Connection to Server parameters window is displayed.

— MetDisturb Server Information

The dialog with the NetDisturb Server iz based on SOAP which is using HTTP protocol. To
connect to the NetDisturb Server proceed as follows:

- Then, ensure that the HTTP port ente

- First, specify the IP address or Host Name of the NetDisturb Server.

red is correct (the default port number is 8030).

IP address or host name: I

HTTP port number:

127.0.01

80a0

x_ Cancel

This parameters window is made of two sectio

ns:

The NetDisturb Client needs the following information in order to connect to the NetDisturb

Server:
« The NetDisturb Serve
« The NetDisturb Serve

r IP address
r HTTP port number

In case of a connection failure (if one of the parameters is invalid), an error window pops up. To go
back to the identification window, just click on the OK button.

-
MetDisturb Client

=

y l}. Please make sure that:
2) The HTTP port number is

Server machine.

The connection with NetDisturb Server can't be established.

1} The IP Address or the Host Mame is correct.

3) The NetDisturb Server is running.
4) No other NetDisturb Client is already connected to the NetDisturb

valid and the firewall is allowing this port.
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Part 7 Using the NetDisturb Client

The NetDisturb Client is the main NetDisturb User Interface.
With NetDisturb Client you can:

= Select packet stream to process and configure impairments to apply,
= Run / Stop traffic following the configured impairments,

= Open, save... contexts,

= Configure the NetDisturb Server and NetDisturb driver.

All parameters entered in the NetDisturb Client are automatically transmitted to the NetDisturb
Server.

~ To use NetDisturb:
)"’) = First run NetDisturb Server
= Then run NetDisturb Client

7.1 The NetDisturb Client Main Window

The NetDisturb Client main window is displayed after client identification. Traffic and impairment
representation on the Client main window is based on the following scheme:

I
I
I
1
1
: I Flowwy # Xx
: Mo runming?
1
I
: Flow # 30
I
Does the
i Yes ] Mo e Ma
| packet match Packet Duplicate? Delay 7 I Colnter::t?
- the fitter? lo=t? mpairment ?
: Yes Yes Yes
! Mo es (duplicated) (delzyed) (contert impairedd)
= Incoming . Outgoing
packet i > packet(s) =P
W =HH 1
Ha gl B Interface
A Interface ves
Other Flows
! L}
- Mo Mo Mo Mo -
Packet i Content
Duplicate? Impairment? »
es Wes es
fes [(duplicated) (delayed) (content impaired)

Treatments synoptic for selected packets in a flow from A to B
(B to A direction may be configured from the same manner, but isn’t shown on this scheme)
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The NetDisturb Client main window is composed of five areas:

= NetDisturh Client - Irnpairment Taal for [P Netwarks - UDP Filkers +Aggreqat. WS

|F\|e Edit Actions ‘“Working Modes  Statistics  Help

we Hide Aggregates (1 ]

Flowws 10 mpar usig Thers

¢ wiew [UDP Port 2008 (DSt #01 | B
£ wiew | UDP Port 2010 r B

Other Flows (Ethernet Frames) |

Loss & Duplication
+ #02 =

Impairments to spply on packets going from Ato B

ENHANCED EDITION

Delay & Jitter Content Impairment

|(Nnne)

(‘Vlew’mr
 view [ D0P Por 2072 (@Siap 804 )
(‘Vlew’m 0 I
" view [UDP Port 2014 [@Stop #08 | I
¢~ view [ 0oP Fort 2075 @ston 167 ]
" iew [UDP Port 2015 ({)Stap #08 |
(‘View’m I ’—
" iew [UDP Port 2015 @ Stap #10 |
 view [UDP Port 2019 (@ Stopant |

(Mone)

~—

+ #05 Incoming on A

Packets

Packetsis 0 pis
Throughput 0.00 bis

]

1

+ #09

A Interface '-

O view [UDPPort 2020 [+ w12 [ 1

C view[UoPRonzozr |+ w3 [ 1

 iew [LDP Port 2072 O Cutgeing on &

" wiew [UDP Port 2023 O ] P:ii:i - pﬂ’:

7 “iesw | UDP Port 2024

+#6 [ I Throughput 0.00 bfs

=l
(Mone) (Mone)
(I - | ot
R
—— —
Outgoing on B
Ma Impairments Lavw Selected Packets o

Impairments on Ato B Packetsiz | 0 piz ‘ (Mane) J #r

ﬂ |(Nnn5j ﬂ |(Nnne)

LostiDuplic. Pkts 0[0.0%] Thiroughput 0.00 hiz
Delayed Pis 0[00%]

Modified Pkts 0[0.0%]

®

Mo Impairments Law Selected
Impairments on B to A
LostDupic. Phts [ D[0.0%]
Delayed Phis 0[0.0%]
Mocified Pits [ 010.0%]

'- 0 B Interface

Incoming on B

Packets 3
Packetsis 1piz

Thraughput | 664 bis

<+

‘ (Mone) J Other

Cther flows to impair without using fiters

.see,,

% Wi [Cther Flowes

Loss & Duplication

Impairments to spaly on packets going from B to A

]

Content Impairment Help

Delay & Jitter

The sygregate is a
7 iew Per-Flow Statistics |[None] j |(Nanaj j |(None] j cnns::guhfs set of @
@ (Mone] (Mone] (Mone) Flowys shating the same_
Stop &ll Delay & Jiter laws. Al
Flowys of an aggregate
an— . share only one
azhboar trter e Sttt e et rterf Tttty agaregste's Delay &
Alarms: m ‘i Alarms Throughput Reception Received Phts  Filtered Pkt Sert Phts Throughput Transmission Jter lavy. There is one
FromAto B [ 0.00kss | Dpis | 0p | 0p | 0p | 0.00 bis [ Opis agorenste Delay & Jtter
CPUUsage: | 9% FromBtos [ EE4 ki | Tpis | 4p 3p | Op | oooks | D] || lew per direction

- (1) The menu is a standard application menu.
The items of the menu are detailed in paragraph 7.2 Menu Description.

- (2) This area contains several objects:

= ‘Flows to impair using filters’ area with for each flow from 01 to 16:

* View button:

* Text box:

* "Run #xx / Stop #xx" button:
* "w/Log" checkbox:

* Colored plot:

to display the characteristics of the selected flow in (3)
to enter the name of the flow

to start and stop the flow

to trace the packets and events per flow

(Enhanced Edition only)

to indicate if the flow belongs to an aggregate

= The ‘Other Flows to impair without using filters’ object allows applying specific loss, delay
laws and content impairment laws to non-previously filtered packets

» The "View-Per-Flow Statistics" magnify summarizes the flows #01 to #16 and the other flows

impaired without using the filters.

= "Run All" and "Stop All" buttons: to start and stop all flows at the same time.

= = "Dashboard": It includes ‘Alarms’

returned by the NIC drivers or by the NetDisturb driver

when memory errors occur. The CPU usage value is provided for information.

These areas are explained in paragraph 7.3.
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- (3) This central-part shows traffic statistics for each Flow #01 to #16 or the ‘Other IP Flows’. It is
used to create, delete and modify loss/duplication laws, delay/jitter laws, content impairment
laws or IP filters.

- (4) The 'Aggregates' area allows defining up to 8 aggregates (an aggregate is a consecutive set
of IP flows sharing the same Delay & Jitter law). An aggregate is defined with a color and a
Delay & Jitter law can be defined for each direction (A > B and/or B> A).

- (5) The total synthesis area is a reference area where statistics information is presented.

7.2 Menu Description

7.2.1 File Menu

Mew
open...
Save
Save As...

1 Default, WS

2 Delayvandditter WSy
3 Deplovment. Wak

4 WaAN Simulation, WS

Exit:

In order to keep the parameters configuration for further tests sessions, the NetDisturb Client and
Server use context files. The context files are saved with the .wsx extension. They are usually
saved in the NetDisturb Client directory.

A context file contains:
- The impairment parameters (selected filter & laws),
- The configuration values.

The default context is opened at each run of the NetDisturb Client. The most recent files list is
kept from sessions to sessions.

7.2.1.1 File/New
This command opens a new default context (no impairment parameters).

7.2.1.2 File/Open

This command allows opening an existing context file (.WSX files). The older version contexts are
imported silently.

7.2.1.3 File/Save

This command allows saving the parameters and laws in a context file (\WSX file). The contexts
saved by this version can’t be used by an older version of NetDisturb.

7.21.4 File/Save as...
This command allows saving parameters and laws in a context file, which name is requested in a

standard dialog box. The contexts saved by this version can’t be used by an older version of
NetDisturb.
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7.2.1.5 File/Recent Files
The 4 most recent files used are displayed at this place.

7.2.1.6 File/Exit

This command stops the NetDisturb Client. If changes where made you get the opportunity to
save them in a context file.

7.2.2 Edit Menu

Copy

Move Flow #02: SIP UP
Move Flow #02: SIP DOWN

Insert before Flow £02: SIF
Delete Flow #02; SIP
Reset Flow #02: SIF

The edit menu helps to handle the IP Flows.

7.2.2.1 Edit/Copy

The Copy item makes a copy of the current Flow into memory for further use. Copy includes the
current selected filter, Loss & Duplication Law, Delay & Jitter Law and Content Impairment Law for
the both directions. The Flow mnemonic is also concerned.

7.2.2.2 Edit/Paste

The Paste item changes the current Flow parameters by the previously memorized Flow
parameters (use of the previous Copy command). It applies to the Filter, the Loss & Duplication
Law, the Delay & Jitter Law and Content Impairment Law for the both directions, and to the Flow
mnemonic name.

7.2.2.3 Edit/Move xxx Up

The Move Up item moves the selected flow to one position up. The Move Up item includes the
item’s mnemonic on which the operation applies. For example ‘Move Flow #03 Up’ switches Flow
#03 with Flow #02, where the content of Flow #03 is moved into the second item, while the content
of Flow #02 is moved into the third position. The Flow mnemonic is also concerned.

7.2.2.4 Edit/Move xxx Down

The Move Down item moves the flow location to one position down. The Move Down item includes
the item’s mnemonic on which the operation applies. For example ‘Move Flow #04 Down’ switches
Flow #04 with Flow #05, where the content of Flow #04 is moved into the fifth position, while the
content of Flow #05 is moved into the fourth position. The Flow mnemonic is also concerned.

7.2.2.5 Edit/Insert before xxx

The ‘Insert before ...” item makes a room available at current item location, whose mnemonic is
added. The items located after the current item move one position down; this includes the current
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item. The current item becomes empty. The 16" item is lost. If the current item is the 16", no
change appends to the 15" previous but the current — the 16" - is reset.

7.2.2.6 Edit/Delete xxx

The ‘Delete before ..."” item deletes the current item and moves the lower items to one position up.
The 16" item becomes empty.

7.2.2.7 Edit/Reset xxx

The ‘Reset before ...” item set the content of the current item with default values. The IP Flow
mnemonic is empty.

7.2.2.8 Edit menu and the Aggregates

/O The aggregate configuration of a Flow is not changed by an action from the Edit menu.

Copyright © 1998-2010 ZTI. All Rights Reserved. Page 63/222



NetDisturb Part 7 Using the NetDisturb Client

7.2.3 Actions Menu

Zonfiguration
Reset Counters
Reset Server

7.2.3.1 Actions/Configuration

Select the "Configuration" item in the Actions menu to display the Parameters Configuration
window:

MNetDisturb Client - Parameters Configuration u

— Dizplay Configuration

Refresh Period: I 1 (from 1= to 60 8}
Sampling period for the throughput calculation: I 2 (from 0= to 60 5}
Cancel |

{~ Instant Throughput {* Average Throughput using Sampling Mechanism

— NetDisturk Measurement Unitz
Choo=se one of the unit below (defined by IEEE Std 250.1-2004) to use with the throughput statistics.

{* Use kilobyte (kB) and kilobit per second (kb/s) where 1kbv'z:= 1,000 bits/s
{~ Use kibibyte (KiB) and kibibit per second (Kibvs) where 1Kib/s:= 1,024 bits/s

— Parameter about the "Laws Apply to each TCR/UDP Connections of the Flow® Menu Selection
Mumber of Buffers containing the Laws Values: I 2 (from 2 to 100}

When the Working Mode "Laws Apply to each TCP/UDP Connection of the Flow' is selected, each
TCRUDP connection found in the Flow should impaired in the same way. To reach this aim, the
values generated by the laws are stored in internal buffers.

There iz the same number of buffers for Loss & Duplication laws as for Delay & Jitter laws. Each
buffer located in the Kernel memory -a resource to use sparinghy- is able to contain 20480 values.
For example, when 2 is the "Mumber of Buffers containing the Laws Value® value, 4 buffers of
20430 walues are allocated, consuming 320 KBytes of Kernel memory per Flow, that is 5,440
Kbytes due to the 17 Flows.

This is why the "Number of Buffers containing the Laws Values' value should be configured

— Interface Selection

Interface A: I j
Interface B: I j

This window is divided in four parts: Display configuration, Measurement Units, Parameter about
the 'Laws apply to each TCP/UDP connection of the Flow' selection and Interface Selection.

= Display configuration
From this section you can:

¢ Define the refresh period for the display of GUI's counters
Define the sampling period for the throughput calculation

e Define the way the throughput will be processed (instant or average). The average
throughput is based on the latest x seconds statistics (x is the sampling period).
Instant computing means computing with value of the latest second.
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m Define an average throughput with a sampling period of 0 allows obtaining an average throughput
on the whole period of the NetDisturb use (since the last Reset).

= Parameters applying to measurement units
e Use kilobit: in this case a kilobit/s (kb/s) is equal to 1,000 bits/s.

Display Meaning

10 b/s 10 bits per second

1 kb/s 1 Kilo bits per second (1,000 b/s)

1 Mb/s 1 Mega bits per second (1,000,000 b/s)

1 Gb/s 1 Giga bits per second (1,000,000,000 b/s)

1 Tbl/s 1 Tera bits per second (1,000,000,000,000 b/s)
1.23"65 1.23 x 1065 bits per second

e Use kibibit: in this case a kibibit/s (Kib/s) is equal to 1,024 bits/s.

Display Meaning

10 b/s 10 bits per second

1 Kib/s 1 Kibibits per second (1,024 b/s)

1 Mib/s 1 Mibibits per second (1,048,576 b/s)

1 Gib/s 1 Gibibits per second (1,073,741,824 b/s)

1 Tib/s 1 Tibibits per second (1,099,511,627,776 b/s)
1.23"65 1.23 x 1065 bits per second

= Parameter about the 'Laws apply to each TCP/UDP connection of the Flow' selection

This parameter (number of buffers containing the law values) is used when the following
working mode is selected: "Laws apply to each TCP/UDP connection of the Flow" (see
paragraph 7.2.4.2), i.e. each TCP/UDP connection found in the Flow should be impaired in the
same way. To reach this goal, the values generated by the laws are stored in internal buffers.
There is the same number of buffers for the Loss & Duplication laws as for the Delay & Jitter
laws. Each buffer located in the kernel memory of the NetDisturb Server machine — a resource
to use sparingly, is able to contain 20,480 values.

The number of buffers defines the number of values (delay or loss) kept by the NetDisturb
driver and used for each Connection of a Flow.
One buffer contains 20,480 values and the minimum number of buffers is 2.

p With this working mode, the NetDisturb Server generates delay and loss values as much as
the NetDisturb driver can keep.
When the NetDisturb driver detects a new flow, it gets its own pointer to loose and delay
values exclusive of the other flows. This pointer starts at the beginning of the set of values. In
case of connection with a large number of packets, the pointer increases fast; when
connections have few packets their pointer increases slowly. When the pointer reached the
latest value, it restarts at the beginning in a circular way.

p Content Impairment Laws are not concerned by the working modes.

= Interface selection
This section allows selecting the Ethernet NICs to use for the interfaces A and B.

7.2.3.2 Actions/Reset Counter

The Reset Counter impacts both the local Client and Server counters. All statistical counters and
percentages are set to 0.
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7.2.3.3 Actions/Reset Server

The Reset Server item stops the Server Part. When the Server stops, the NetDisturb driver is
stopped too. Then the Client is closed and you should restart the NetDisturb Server and Client
manually.

,O To stop and free pending packets, you should reset the server.
When you stop the Flow, pending packets remain in the output queue.

7.2.4 Working Modes Menu

Working Modes
Enable Out-of-Sequence Packets (Internet-like)
v Disable Ouk-of-Sequence Packets (Ethernet-like)

v Laws to be applied to the Flow
Laws to be applied to each TCPUDP Connection of the Flow

The impairments may introduce changes in the packet sequence. It is an option to keep the packet
sequence or not.

The NetDisturb driver analyzes the IP packets to split them into the connection they belong to.
This mode makes possible to apply the same impairment values to each packet of each
connection, e.g. to loose the third packet of each connection for example.

7.2.4.1 Working Modes :: Enable & Disable Out-of-Sequence Packets

One of the Ethernet characteristics is to keep packets received in order. Internet hasn’t’ this
constraint regarding the packet ordering: some packets can use one way while others another one,
with the consequence the receiver may get packets unordered.

The NetDisturb Driver can simulate an Internet network or can react as Ethernet does.

How NetDisturb creates an out-of-sequence case?
It may append a delay applied to one packet makes this packet to be sent before previous
ones, because the delay to apply to the latest packet is smaller than the inter-packet delay
and the delay applied to older packets are reduced to be sent before the new packet.

In such case, what’s happening when the Disable Out-of-Sequence Packets is selected?
When a packet should be sent before previous ones and the Out-of-Sequence option is
disabled, the packets remain in order. The delay of the older packets is changed to take
into account the delay of this new packet i.e. all older packets in the queue get the same
time-to-send value that the new packet. When the time-to-send is reached, all packets are
sent in order, creating a burst of packets when the queue is big.

7.2.4.2 Working Modes :: Laws apply to the Flow or to each TCP/UDP Connection
of the Flow

e Laws to be applied to the Flow

When the ‘Laws Apply to the Flow’ option is selected, every packet matching the Filter
requirements is considered belonging to the same flow. Processing is carried out in “continue”.
When you define to loose 1 packet on 3, the third received packet is lost, whatever the
TCP/UDP connection it belongs to.

Copyright © 1998-2010 ZTI. All Rights Reserved. Page 66/222



NetDisturb Part 7 Using the NetDisturb Client

e Laws to be applied to each TCP/UDP connection of the Flow

When this option is selected the NetDisturb driver analyses each IP packet trying to put the IP
packet into a TCP or UDP connection by using the following parameters: protocol, IP
addresses and port numbers. If the connection doesn’t exist, a new one is created.

Let’s take the same example as above: loose 1 packet on 3.
In that case, the third packet of each TCP or UDP connection will be lost.
Up to 10,000 connections can be handled simultaneously.

A flow disappears automatically when the TCP connection is closed and after a configurable

timer for the UDP connections.
This timer is configurable in the Registry parameters of the NetDisturb driver.

7.2.5 Statistics Menu

Skatistics

Start

Configuration

The NetDisturb Client statistics can be saved in a text file. The values saved are shown in the
‘View Per-Flow Statistics’ (see 7.3 for more details). They are saved at the same rate they are
visually refreshed.

You can select the configuration dialog box to save the statistics of each Flow in the statistics file.

7.2.5.1 Statistics/Start

Start to save statistics into the file. An abstract of each selected connection (Filter name, Lost,
Delay and Content Impairment law) is saved at the beginning of the file, followed by the list of
statistics, one column per statistics.

Each following record gets the format:

Column separated by a tab Comment
MM/DD/YYYY hh:mm:ss.mmm Month/Day/Year Hour:Minute:Second.millisecond
#XX Connection number
Statistic value One value per selected statistic

When the statistics are saved, the file can be opened for reading but it can’t be changed.

The throughput values are expressed in Kbps or Kibibit per second (more information is available
in paragraph 7.2.3.1 Actions/Configuration).

7.2.5.2 Statistics/Stop
Stop to save statistics into the file. The file can be renamed or copied.
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7.2.5.3 Statistics/Configuration
This option allows defining various configuration parameters.

MetDisturb Client - Export Statistics @
P

Filename | {1) Browwse

Tick the Flowe to Export Tick the related Statistics to export
Flowers] [~ Percertage
e rsie 013 [ Incoming Throughput
[z L6 :@ [ 114 [ Incoming Packets
= [ 15

[ Lost Packets
[4 [ 8 [ 12 [ 186

[ Ciher IP Flows f Flows

[ Delayed Packets

[ Modified Packets

All I
| one | [ Outgoing Packets

® [ Including Total Syrthesis ] Suiel T s

Statistics can start if at least the filename, one flow and one Statistics item are selected.

- (1) Filename: The filename edit box contains the target file name where statistics will be written.
If the file still exists, it will be overwritten.

- (2) Tick the Flow(s) to Export: This section is used to select Flows to include into the statistics
file. Flow #01 to Flow #16, plus the "Other IP Flows" can be selected. The Total Synthesis (3)
refers to the bottom part of the Client Windows (Part 7 in the detailed description 7.1).

- (3) Include the Total Synthesis: This option is used to add the total synthesis items into the data
saved.

- (4) Tick the related Statistics to export: This section is used to select the statistic items to save.

7.2.6 Help Menu

Contents
About...

7.2.6.1 Help/Contents

This command opens the NetDisturb User Guide as a PDF file. So you need a PDF reader to view
the contents.

7.2.6.2 Help/About
This command displays the version number and copyright of the software.
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7.2.7 Hide or Show Aggregates Menu
This menu has two states:

File Edit Actions Working Modes Statistics Help - Show Aggregates »»

Or
File Edit Actions Working Modes Statistics Help = «« Hide Aggregates

By clicking on the 'Show Aggregates' menu, the NetDisturb Client window is enlarged on the right
and shows the aggregates area:

File Edt Actions Working Modes  Statistics  Help we Hide Aggregates
Flows b gt wusing Tiers Pirer 101 | ENMANCED EINTION Agaregetes Panel

& View [EEUTC I (@7 501 | wiog Inparnerts b apely on packets gorg from Ao B L

rm,— .'u’\l\.‘ I wiog Loss B Uuphation Dalay & Jiter Contont ke )
[T =] [owems =] [t e iarmer -

© vew e | wieg |_wee) ||| 203

e[ @) wien oo | e | o | -
C— — | [ 1= s

cwew[ @Rnes | wion S R Jorw)
 view W v | wieg -
Ve a7 | wiog
T Vierw @ 808 [T wiog
 View @00 #5 | wieg
i Wi @R no | owilog
 View @ew e | owlog
Ve Bre a2 | owhog T

32

ol

ojoE]
L

 View @rnsid | wiog
© Ve Wrnaia | wiog a0 parmeris B0 A

" 0 x ojorR)
 view @rom s | wiog ) .
. ook - LLLL N .
© View @ a6 | wiog ohed . D00BA Mosifed Fit (T
Cither s 1o mpse wihout using fters — -
3 Irgirmserds to gy i pcket going from Bl A
T View |Caner Frows = Fan | wilog
bn) Luss & Dupibeation Doclay & Jtter Content mpairment
Wi Par.Flaw Siabistics = =] fosee || ) -
Funan | > u .
s ngppen
share oney ene
s R . . opiegute's Deky &
Marag: =i e A Theoughynd Recegtions  Receeved Pite Fibarsd Pite  Sard Bits Theaghond Teaemis sion . Trars e
Framate [ oo [ ool [ op [ op [ op [ oooos [ Onis || nomregse Deisy 3 Jtiar
el | FromBoa [ oooon | api | [T} e | Op | oo0eE | Dpiz || bww per deecaon

By clicking on the 'Hide Aggregates' menu, the NetDisturb Client window is reduced by hiding the
aggregates area:
fole |

- —
~ NetDisturb Client - Impairment Tool for [P Metworks agffault. sk
File Edit Actions Working Modes Statistics Hifp  Show Aggregates on
~Flows to impair using fiters —— N 0 ENHANCED EDITION

& view ™ wilog Impairments to apply on packets gaing from At B

Loss & Duplication Delay & Jitter Content Impairment
C View ™ witog P e "
I(Nune) -1 I(Nnna) -1 INurmaI Law Impairment
© Wiew

Define Define Define
L (e =0 =
T — I s

#03 | wilog

[t

Incoming on & Application Rules
S e R N R -
B l— I witos Packetsis Opis Impairmerts on A to B
Throughput | 0.00 bie Lost/Duplic. Pits 00 .0%]

" Wiew Run #08 | 7 wiLog —

I wieg Delayed Pids 10 0%
 Wiew @run #03 |7 witeg ' (Ho Fiter Selectedy = ‘ Monified Pts 0[0.0%]

.

© Wiew

> —
o
Covew[ I wilog A nterface i) " ‘ Configure Fitsr | Configure Fiter " Li] VB Interfoce
< <
© Wiew

I wiog Lpplication Rul L
,I(ND Fiter Selecter) d‘
L — ot ¥

© view |— W wilay Outgoing on 4 Impirments on B to & Incaming an B

LastDuplic. Pids: 0[0.0%] o
Packets a Packets ]
 View [@Fun 115 | witog

Packetsfs Opl= *

 View @run 16 |7 witog Thoughput | 000 bfs

’rothev flowes to impar without using fiters

Cutgoing on B

Packets o
Packets/s Opis
Throughpit | 0.00 bis

#10 |7 wiLog

Delayed Pits 00.0%] o= Packetsis 0pis

Throughput | 0,00 bis

WMosified Pids 0[0.0%]

- Impirments to apply on packets going from Bio &
 view [other Flows = | (£} Run_|I™ wiLog ‘ & R S -
Loss & Duplication Delay & Jitter Content Impairment

© Wisw Per-Flow Statistics [tviene) | fnone) ] [iere) =]

Fun Al Stop il | Define Define Defin
Dast Intertaces Statistics (based on Metwork Interface Cards
o | e — Throughput Reception  Receiver Pids  Fiered Pits  Sert Pits ThroughpLt Transmissian

From&t0 B 0.00 bis Opis op op op 000 bis Opls

CPU Usage: 1% meEltuAl 0.00 bis | Opis | 0p | op | 0p | 0.00 bis | Opis
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7.3 The Flows

This section describes the left part area of NetDisturb Client user interface.

7.3.1 General Description

Flows to impair using fiters

Flows to impair using filters

@i | RsvP |[©Run #01 J[Jwiteg This button is used to access the details configuration and
O View | e HU Run #02 | [] wiLog statistics of a specific Flow.

Wi SMTP ) Run #03 iL - - . . .
Cien | “' = ]Dw o This edit area is used to name the flow with a mnemonic
) View | POP3 |[+\_}nun #04 ]Dwﬂ_ug that helps to remember impairment parameters or filter

_ used. Up to 16 flows with filters can be defined.
O View | Map (€ Run #05 | [ witog 9 5top #07]

O View | VLAN103

| [{_} Run #06 ] [ wiLeg

[£9 Run #01 |

Each Flow can be started or stopped individually.
The button ‘Run/Stop #XX' indicates the status of the

O View | GRE |[©Run #07 | wiog Flow will get if the button is pressed. This button is

O view | = |[* ) Rum #08 ] ] wiLog grayed when Interfaces A and B aren’t defined.

O View | RTP |[©Run 208 | [ wiog [Iwites (Enhanced Edition only)

o | aGP |[* ) Run #10 | [] wiLog Once a filter is defined for a flow, it's possible to trace the
- events and packets to impair when the flow is running if

O View | HTTP | [©Run#11 | [ wiLog this option is checked.

O View | FTP | [©Run#12 | [J witog Other flows to impair without using filters

) View |Te|net |[{_} Run #13 | [] wiLog O View |Other Flows  + |[() Run | wiLeg

O View | M5-5QL-S

| [{_} Run #14 ] [JwiLeg

O View | VNC

[ Run #15 | [ wiLog

O View | NetBios

| [{_} Run #18 ] [JwiLeg

Other flows to impair without using fiters

O View |Other Flows  + |[&) Run | wilog

(") View Per-Flow Statistics

Run All

Dashboard

Lo

Alarms: | |

[‘u’iew Alarms ..

CPU Usage:

The "Other Flows"/"Other IP Flows" object is in charge to
handle the remaining traffic that wasn't filtered by the
previous Flows. It can’'t be renamed: its specific
characteristics are described in paragraph 7.3.2.

View Per-Flow Statistics
() Views Per-Flow Statistics

When selecting this button, you can get an abstract of
the activity of all flows. Details can be found in paragraph

7.3.3
Bottom buttons

The ‘Run AIl' button starts all Flows, except the Flows
that don’t have a filter defined.
The ‘Stop All’ button stops all running Flows.

Dashboard
Alarms: | |

CPU Uzage:

Alarms: this error counter is the number of alarms
returned by the NIC driver indicating that some errors
(CRC errors, NIC or driver buffer overrun) have occurred
from the started time of the NIC. When pressed, the
"View Alarms..." button displays a pop-up window with
alarm details.

CPU Usage: indicates the level of processor activities.

[‘-.-’iew Alarms ...
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7.3.2 Other Flows to impair without using filters

This object is in charge to handle the remaining traffic. This is why there is no need to have a filter
for this object. The remaining traffic (not filtered by the Flows from #01 to #16) could be one of the
following:

The traffic considered is the IP frames that haven't been

() View v || Run |[Jwieg filtered by IP Flows #01 to #16. Only the IP Frames are

eligible when this option is selected.

The traffic considered consists in all Ethernet frames that
i haven’t been filtered by IP Flows #01 to #16. The IP frames
er Flows (R
O =0 mm wilLog as well as all the other Ethernet frames (such as IPX or
MPLS frames) will be filtered when this option is selected.

m This object can be used to filter other IP packets not defined by previous IP Flows.

The same operations apply to this ‘17" flow as other flows (Run/Stop, Run All / Stop All, etc.)
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7.3.3 View Per-Flow Statistics
To get this view you have to press the View Per-Flow Statistics button.

— NetDisturb Client - Impairment Tool for IP Metwarks - UDP Filters @S

[E=8 ol =3

File Edit Actions “Working Modes  Statistics  Help Showr Aggregates =»
Flows to impair using fiters Per-Flow Statistics | ENHANCED EDITION
ol View| LUDP Port 2009 |G Run 201 | wiLog [==] [ [ THROUGHPUTON) | PACKETS(IN) | _ LOSTPKTS | DELAVED PKTS |  MODIFIED PETE |
i et AtoB 0 0.00 bis O pis 0 0 [0.0%] 0 [0.0%] 0 [0.0%]
VI&WI uoe Purt 2010 | (SRRl = ol {El tos O 0.00 bis O pis o 0 [0.0%] 0 [0.0%] 0 [0 0%]
« Vicwl UDP Port 2011 [ Run #03 | [ wilog {Mo B o 0.00 bis O pis o 0 [@.0%) 0 [@.0%] 0 [@.0%]
"2 pton o 0.00 bis O pis 0 0 [0.0%] 0 [0.0%] 0 [2.0%]
r Vie,-wl UDP Port 2012 [LJRun #04 |~ wilog {Ato B 1} 0.00 bfs O pis o 0 [0.0%) O [D.0%] 0 [ 0%)]
o lptor o 0.00 bis O pis o 0 [0.0%) 0 [0.0%] 0 [0.0%)
" View [ UDP Port 2013 [()Run #05 | I~ wiLog . { AtoB O 000 bis O pis o 0 [0.0%) 0 0.0%] 0 [0.0%]
Btad O 0.00 bz O ple 0 0 [0.0%] 0 [0.0%] 0 [20%]
Wi 1L
View | UDP Port 2014 ({9 Run #06 | I wiLog ms{Ato B 0 000 b O pls 0 0 [0.0%) 0[D.0%] 0 0%
€ View [UDPPort 2015 [DRun #07 | I~ wiLog Btod O 0.00 bis O pis 0 0[0.0%) 0 [0.0%] 0 [00%]
— AtaB O 0.00 biz O ple 0 0 [0.0%) 0 [0.0%] 0 [0%]
r Viewl UDP Port 2016 (L) Run #08 |~ wilog BtoA 0 000 bfe O pis o 0 [0.0%) 0 [0.0%] 0 [00%]
AtoB O 000 bis O pis 0 0[00%] 0 [.0%] 0 [0 0%]
C Vle.-wl UDP Port 2017 [&)Run #09 |~ wilog T lBtoa 0 000 bis O pis 0 0[00%] 0 [.0%] 0 [0 0%]
AtoB O 0.00 bis O pis 0 0 [0.0%] 0 [0.0%] 0 [00%]
€ View [UDP Port 2018 () Run #10 | I wiLog *DS{BmA 0 000 bis O pis 0 0[0.0%)] 0 [0.0%] 0 [00%]
) AtoB 0 000 b5 Opis ] 0 [0.0%] 0 [0.0%] 0 [20%]
© View | UDP Port 2019 Run #11 | [~ wiLlog {
I [t',—] M lptoa o 0.00 bis O pls 0 0 [@.0%] 0 [@.0%] 0 [20%]
 View [UDPPort 2020 [(3Run #12 | wiLog Atob 9 kol O o piad At T
I ['—] 00Btoa o 0.00 bis O pis 0 0 [0.0%] 0 [0.0%] 0 [p.0%]
'y V"""WI UWPPort 2021 [(ORun#13 | wilog - {mo B 0 0.00 b5 O pis ] 0 [0.0%] 0 [0.0%] 0 [2.0%]
Btoa O 0.00 bis O pis 0 0 [0.0%] 0 [0.0%] 0 [2.0%]
> Vit‘—WI UDP Port 2022 [ Run #14 | I wilog 2 { AtoB O 0.00 bis O pis ] 0[0.0%) 0 [0.0%] 0 [0.0%]
Btoa 0O 000 bis O pis 0 0 [@0.0%] 0 [0.0%] 0 [0%]
(» VlewIUDPPOd2DQ3 L) Run #15 [T wilog !13{;“08 o 000 bs O pis o o [0.0%) 0 0%) 0 po%)
) BtoA O 0.00 bis O pis o 0 [0.0%] 0 [0.0%] 0 [0 0%]
" View | UDP Port 2024 Run #16 Wil
L I [U—]r g | #14{MDB ] 0.00 bis O pis 0 0 [0.0%] 0 [0.0%] 0 [p0%]
Other flovys to impair without using fiters BtoA 0 LS U < Aptea ) A
AtoB O 0.00 bis O pis 0 0 [0.0%] 0 [0.0%] 0 [20%]
r Vi&wlOther Flowws j ) Run [~ wilog ﬂs{Elto,n. a 0.00 bis O pis o 0 [0.0%) 0 [D.0%] 0 [0 0%]
— — {AtUEl ] 0.00 bis O pis 0 0 [0.0%] 0 [0.0%] 0 [2.0%]
& agPer-Flovwy Statistics? #Blgoa o 0.00 bis O pis 0 0 [D.0%] 0 [.0%) 0 [0%]
{Atn B 0 0.00 bis O pis 0 0 [0.0%] 0 [0.0%] 0 [0.0%]
'''' Btoa O 0.00 bis O pis 0 0 [0.0%] 0 [.0%] 0 [0%]
Dashboard Interfaces Statistics (based on Network Interface Cards level)
Alarms: Virw Awme Throughput Reception Received Pkts  Fitered Pkis Sent Pids Throughput Transmission
FromAta B 0.00 bis Opls Op Op Op 000bis 0 pls
CPU Usage: i From B to & 0.00 bis 0pis op op op 000 bis 0pis

On this screenshot no Flow is running.

Detailed Description:

[32] [ % | THROUGHFUTN) | FACKETS(N) | LOSTPEIS | DELAYEDPKIS | MODIFEDPKIS |
AtoB o 000bs Ops 0 0 [0.0%] 0 [0.0%] 0 [0.0%]
®lewa o 000bs Ophs 0 0 [0,0%) 0 [0.0%] 0 [0.0%]

[z=] The two arrows allow scrolling the statistics synthesis window in order to view the hidden
statistics. In order to change the order of the columns, simply drag and drop them. These columns
can be also resized.

There is one line per direction of the exchange. The upper line refers to the A Interface to B
Interface direction. The second line is the opposite direction.

%: This column shows the percentage of packets from A to B or from B to A which correspond to
the selected filter criteria regarding the total number of packets treated by NetDisturb (respectively
from A to B or from B to A).
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THROUGHPUT(IN) or Incoming Throughput: This column shows the instant or average
throughput, depending on the Display Configuration chosen (more details are available in
paragraph 7.2.3.1 Actions/Configuration).

The Incoming Throughput shown in the upper line refers to data received by the ‘Interface A’
applying the IP Filter (or ‘Interface B’ for the second line respectively).

PACKETS(IN) or Incoming Packets: This column presents the number of packets received. It is a
cumulated value.

LOST PKTS or Lost Packets: This column presents the number of packets lost, and the
percentage of those packets regarding the global number of packets filtered, for the relevant
direction. In case of duplication, this counter shows the number of generated packets by the
duplication process.

DELAYED PKTS or Delayed Packets: This column presents the number of delayed packets, and
the percentage of those packets regarding the global number of packets filtered (Incoming
Packets column), for the relevant direction.

MODIFIED PKTS or Modified Packets: This column presents the number of packets of which the
content has been impaired, and the percentage of those packets regarding the global number of
packets filtered (Incoming Packets column), for the relevant direction.

PACKETS(OUT) or Outgoing Packets: This column presents the number of packets sent from
one interface to the other. It is the number of packets filtered (column Incoming Packets) minus
the number of packets lost (Lost Packets column), for the relevant direction.

THROUGHPUT(OUT) or Outgoing Throughput: This column shows the instant or average
throughput, depending on the Display Configuration chosen (more details are available in
paragraph 7.2.3.1 Actions/Configuration). The Outgoing Throughput column shown in the upper
line refers to data sent to the Interface B (or Interface A for the second line respectively).

By default, all of the statistical columns are displayed. The NetDisturb Client offers the possibility to
hide the non-mandatory columns. To access to the configuration window showed below, right
click on the statistical area to open it. When a column is selected, this one is inserted at the end of
the tab.
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Per-Flow Statistics |
[ == | [ %« [ THRousHPUTON) [ PAckETS(N) | LOSTPKTS |  DELAYED PKTS
{Atn B 0 0.00 biz 0 pis 1] 0 [0.0%] 0 [oo%
' letos o 0.00 biz 0 pis ] 0 [0.0%] 0 [oo%
{Atn B 0 0.00 biz 0 pis 1] 0 [0.0%] 0 [oo%
*2 lptos 0 0.00 biz 0 pis ] 0 [0.0%] 0 [oo%
{Atn B ] 000 bis 0 pis (I | 0 [0.0%] 0o
#03 - -
Btoa 0 000 b 0Opks R ght 'CII'Ck 1[0.0%) 0 [o.o%s
{Atn B 0 0.00 biz O pfs u W [0.0%] 0 [0.0%
#04 Atn N n N an ks nnis o el o
B | MetDisturb Client - C&e Statistics @
Select the statistics columns to display
[v Percentage of Packets fitered (%)
[v Incoming Throughput
[w Cutgoing Throuhgput
[v Incoming Packets
[vw Outgoing Packets
|v Delayed Packets
[v Lost Packets
[v Modified Packets
Apply | Cancel
p The display preferences (order, size and visibility) of the statistical columns are saved into
the context file
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When some Flows are active, corresponding lines are colored as shown below:
- The green color is related to the A=»B direction
- The gray color is related to the B=»A direction

= MetDisturb Client - Impairment Taal for IP Networks - UDP Filters MVSx e @ |-
File Edit Actions ‘Working Modes  Statistics  Help Showr Aggregates »»
Flowys to impair using filters Per-Flow Statistics | ENHANCED EDITION
" wiew |UDP Port 2008 |( Stop #01 | [ [% [ THROUGHPUTON) | PACKETS(N) [ LOSTPKTS | DELAYED FKTS |  MODIFIED FKTS [
¢ view [UDP Port 2010 [()Run#2 | I~ wilag [ {Ato B = 531 kbis 223 pis 52474 0 [0.0%] 52474 [100%] 31002 [51%]
Btod 4 1.27 Mbis 152 pis 22804 16200 [71%] 5604 [209%] 0 [0.0%]
¢ wiew [UDF Fort 2011 [(DStap #03 | [ - {Ato B 0 000 b Opis o 0 .0%] 0 .0%] 0 [p.0%]
Btos O 0.00bis O pis 0 0 [0.0%] 0 [0.0%] 0 [0.0%]
" wiew [UDP Port 2012 [()Run #04 | I wilog {Ato B & 238 kbiz 100 pis 42808 0 [0.0%] 42808 [100%] 0 [0.0%]
3 etoa 4 874 kbiz 105 pis 24173 0 [0.0%] 0 [0.0%] 0 [0.0%]
" Wiew [ UDP Port 2013 [()Stop #05 | [ {Ato B0 0.00bis O pis 0 0 [0.0%] 0 [0.0%] 0 [0.0%]
e - MHletoa o 0.00bis O pis 0 0 [0.0%] 0 [0.0%] 0 [0.0%]
View | LDP Port 2014 | @ston #06 - {Ato B 7 257 kbiz 108 pis 47037 0366 [219%] 37171 [F9%] 0 [0.0%]
¢ View [UDP Port 2015 [L)Run #07 | [~ wilog Btos = FO5 kbis 06 pis 22050 0 [0.0%] 0 [0.0%] 2206 [10%]
{Ato B 7 456 kbiz 195 pis 47272 0 [0.0%] 47272 [100%] 0 [0.0%]
7 Wiew |UDP Port 2016 |0 )Stop #08 | [ "B Btoa @ 247 kbis 102 pis 22060 0 [0.0%] 0 [0.0%] 0 [0.0%]
{Ato B0 0.00bis O pis 0 0 [0.0%] 0 [0.0%] 0 [0.0%]
" wiew [ UDP Port 2017 [()Run #08 | I wilog " lgtoa o 0.00bis O pis 0 0 [0.0%] 0 [0.0%] 0 [0.0%]
] {Ato B 4 381 kbis 160 pis 265305 0 [0.0%] 25305 [100%] 20566 [31%]
€ View [UDP Port 2018 [(stop #t0 |~ *5 1 Btoa 7 308 kbis 203 pis 47278 0 [0.0%] 47278 [100%] 4728 [10%]
. AtoB O 000 bis O pis 0 0 [0.0%] 0 [0.0%] 0 [0.0%]
(™ Wiew |UDP Port 2019 (L0 Run gt [ wiloo {
! ;J " lbtos o 0.00bis O pis 0 0 [0.0%] 0 [0.0%] 0 [0.0%]
¢ wiew [UDPPort 2020 [()Stop #12 | I~ - {Ato B 7 450 kbis 193 pis 47003 0 [0.0%] 0 [0.0%] 0 [0.0%]
Btos 2 088 kbis 110 pis 16064 0 [0.0%] 0 [0.0%] 804 [5.0%]
7 Wi |UDP Port 2021 |EJRun #13 | [ wwilog I {Ato B e} 000 bis 0O pis o 0 [0.0%] 0 [0.0%] 0 [0.0%]
Btos O 0.00bis O pis 0 0 [0.0%] 0 [0.0%] 0 [0.0%]
7 Wigwr |UDP Port 2022 |()Stop #14 | {Ato B 3 533 kbis 249 pis 17759 177 [1.0%] 0 [0.0%] 10753 [51%]
) *21gt0a B 544 kbis 308 pis 36157 0 [0.0%] 36157 [100%] 22108 [51%]
i Wiew |UDP Port 2023 EdRun #15 [~ wilog Ly {Ato B 0 000b5s O pis 0 0 p.0%] 0 p.0%] 0 p.0%]
0 0.00 bis 0O pi 0 0[0.0% 0[0.0% 0[0.0%
€ View [UDP Port 2024 [()Stop #16 | BB i 0.0%] [0.0%] [0.0%]
ot {Ato Bz 528 kbis 222 pis 1612 1161 [10.0%] 10451 [90%] 0 [0.0%]
e (s el R e e Btos 1 162 Mbis 195 pis 7433 0 [0.0%] 7433 [100%] 743 [10.0%]
{Ato B0 0.00bis O pis 0 0 [0.0%] 0 [0.0%] 0 [0.0%]
= Wiew |th3r Floers J (0 Stop T i lewa o 000 bis O pis i 0 [0.0%] 0 [0.0%] 0 [0.0%]
{Ato B A1 853 kbis 358 pis 5748 4045 [F0%] 1703 [30%] 1047 [13%]
"B lgtoa O 0.00bis  Opis i 0 [0.0%] 0 [0.0%] 0 [0.0%]
{Ato B 38 2.35 Mbis 985 pis 2565 0 [0.0%] 0 [0.0%] 0 [0.0%]
Fun &1l ‘ Stop Al ‘ """ BtoAs 53 566 Mbis 1651 pis 345 0 [0.0%] 0 [0.0%] 0 [0.0%]
Dashboard Interfaces Statistics (bazed on Metwork Interface Cards level)
Alarma: View Alarms .. Throughput Reception Received Pkts  Filtered Pkis Sent Pkts Throughput Transmission
FromatoB | GEsMuis | 27dipis | G73012p | 673012p | B573BSp | ss0Mbis | 2474pss
CPUUsage: | 20% FromBtoa [ 130Mus | 3108ps [ 644819p | B44s19p | 628464p | 124Mes [ s000ps
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7.4 The Impairment Parameters and associated Commands

The impairment parameters are defined by using a Loss & Duplication law and/or a Delay &
Jitter law and/or a Content Impairment law. These parameters can be modified from the top (for
A to B direction) and bottom part (for B to A direction) of the NetDisturb Client main window.

Flow #08: TCP-Test | STANDARD EDITION &

Impairments te apply en packets geing from A to B

Loss & Duplication Delay & Jitter Law Content Impairment

Percentage of Loss v| |Ruuter Simulation with Delay V| |N|:|rmﬂl Law Impairment v|

Lo=s: Percentage Router Simulation & Constant
Delay

TCP Fiter v Modified P ]
| |
A Interface 0 '- Configure Fitter Configure Fitter '- 0 B Interface

The "Configure Filter" button allows specifying the parameters for the incoming packets of the
Flow, and there is one button per direction:

- Direction A » B: use the left "Configure Filter" button to configure the parameters of the filter
to use over the A interface

- Direction B ® A: use the right "Configure Filter" button to configure the parameters of the filter
to use over the B interface

Selected filter for incoming packets over the A Interface

Configure the filter for the A Interface

| TCP Fiter v| Mocjghtl Pits 0 [0.0%]

L |
A Interface ﬂ '- Configure Fitter
| |

Application Rules 7
| / | l (Mo Fitter Selected)

Configure the filter for the B Interface

_%w
Configure Fitter " & B interface

4 |

Selected filter for incoming packets over the B Interface

The Filter allows selecting packets to process and eventually the rules to apply the impairments.
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Once a filter is defined for a direction (A ® B or B ® A), the impairments can be defined by using
the objects presented below:

Impairments to apply on packetz geing from A to B
Logs & Duplication Delay & Jitter Law Content Impalrment

|Peroentage of Loss (T) V| |F‘.DIJtBI’ Simulation with Delai ; |Nurma| Law Impalrment

@3 Percentage @nulatlan & Cu:lnstant Normal Law lLapl@
Delay
“"'\—\_

I
',--'_-_ _‘—--._"
Impairments to apply on packets going from B to A
Loss & Duplication Delay & Jitter Law Content Impairment
Duplicate 1 Packst out of 20 V| |C|:|nstant Delay V| |(N|:|ne} V|
Duplication: Constant Delay {None)
1 Packet out of M

Each section for the impairment law is composed of 3 objects:

- (1) The combo-box allows selecting the defined law
- (2) The resume of the law selected in the combo-box
- (3) The Define button allows defining and modifying the impairment law.

The center part (shown below) displays statistical counters for the two interfaces:

Incoming on A Application Rules Qutgoing on B
Packets III | | Packets III
Packets/s -»> Impairments on A to B -»> Farialaf
Thraughput LostiDuglic. Pts Throughput
+ Delayed Pkis

[7cP Fiter v| Modiified Pits 0 [0.0%]

Configure Fitter Configure Fitter o B Interface

Alnterface
Application Rules

||

‘—

1

—+i.

| | | TCP Fiter
Qutgeing on A Impairments on B to A Incoming an B
Packets III LostiDuplic. Pkts 0 [0.0%] Packets III
Packetsis 0 pis * Delayed Pkiz 0 [UU%] * Packetsiz 0 pis

Thraoughut 0.00 bi= izl Hist= 0 [0.0%] Thraughiput 0.00 bi=

e Incoming on A (or Incoming on B)

In the upper left for the A interface (bottom right corner for the B interface), the "Incoming on A" (or
" Incoming on B") object displays:

- number of incoming Packets matching the Filter for the interface

- number of incoming Packets/s matching the Filter for the interface

- the incoming Throughput
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Application Rules and Statistics for the Impairments

Application Rules Application Rulez

Impairments on A to B Impairments on B to A

0 [0.0%] 0 [0.0%]

0 [0.0%] 0 [0.0%)]

0 [0.0%] 0 [0.0%]

Direction A » B Direction B » A

When the Flow is running, the following information is displayed and refreshed:

- Application Rules: The possible status are the following:
= Waiting for trigger
Delay before impairments
Applying impairments
Delay before next cycle
No more impairment
= No impairments law selected

- Impairments on A to B (or B to A):

o Lost/Duplic. Pkts counter (Lost / Duplicated Packets)

With a loss law, this counter displays the number of lost packets and the ratio of packets lost
on the number of filtered packets for the current Flow.

With a duplication law, this counter displays the number of generated packets by the
duplication process and the ratio of generated packets on the number of filtered packets for
the current Flow.

In the case of the "Loss (1 out of N) then Duplicate (1 out of M)" law, it displays the number of
lost packets added to the number of generated packets by the duplication process.

¢ Delayed Pkts counter (Delayed Packets)
The number of delayed packets and the percentage of delayed packets on number of filtered
& no lost packets are displayed with this counter.

¢ Modified Pkts counter (Modified Packets)
The number of modified packets and the percentage of modified packets on number of
filtered & no lost packets are displayed.

/O Once created a new Filter or a new Law, it will be available to be applied to both

directions (A 2 BorB 2 A).

7.4.1 Selection of a Filter or Impairment Law

To change the selection of the filter or the law, select the requested filter or law from the list
displayed in the related combo-box. The filter or the law is automatically selected.
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7.4.2 The Filter Configuration
To configure a filter for a flow, press the Configure Filter button as shown below.

Configure the filter for the A Interface

iTCP Fitter v| 0 [0.0%]

A [nterlacé 0 '- Configure Filter Configure Fiter i 0 B Interface
Application Rules l
'| (Mo Filter Selected)  w |(
| / | i &

Configure the filter for the B Interface

Filter set to the A interface .
N - o

(TCP Fitter v|

A Interface ) '- Configure Fitter

| |
, (Mo Fitter Selected) | # (
) Nooerseecen ¥

Filter not set to the B interface

Red stripes near the combo-box are displayed
when there is no filter set for the interface

A Filter is a set of parameters to select the packets that would be impaired for the flow.

With NetDisturb you can define up to 16 filters, i.e. 16 flows. An additional item named "Other
Flows" is in charge to handle all flows (IP or not) that have not been user defined. For this item no
filter can be defined, but impairments can be applied.

A Filter is composed of a combination of several items — Predefined Parameters, where each one
of them is optional (except the Frame Type), and it's possible to add a user-defined Pattern
Parameter and Rules to apply the impairments.

Predefined Parameters
Ethernet header
- Source MAC address
Destination MAC address
Ethernet Packet Length

IP Frame Version (IPv4 or IPv6)
ARP Frame

ARP Operation (Enhanced Edition only)
List of VLAN-ID (Ethernet frames 802.1Q)

List of MPLS-ID
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IP Header

. Source IPv4 address
Source IPv4 address mask
Destination IPv4 address
Destination IPv4 address mask
Source IPv6 address
Source IPv6 address mask
Destination IPv6 address
Destination IPv6 address mask
Protocol (ICMP, TCP, UDP, GRE, ...)
Differentiated Services Code Point (DSCP) / ToS Byte

List of Ports (for TCP or UDP packets)
Source port list
Destination port list

Protocol primitives (only for Enhanced version): ARP, DHCP, DNS, FTP, FTP-DATA, HTTP,
NTP, RTP and SIP.

Pattern Parameter

The Pattern Parameter is a user-defined filter based on the Ethernet packet content (search
for a defined pattern with an offset in the Ethernet frame content).

The pattern parameter is composed of:

- Offset (decimal value)

- Pattern (hexadecimal string)

- Result (hexadecimal string)

The analysis starts at the Offset position of the Ethernet frame, where the content ANDed
with the Pattern (up to the pattern length) should be equal to the Result.

The Pattern Parameter can be used alone or in addition to predefined parameters.
Rules applying to Impairments

User-defined rules may be associated with the filter to condition the applying of the
impairments:

- Start when finding a Trigger (a trigger is defined with 3 parameters: Offset, Pattern,
Result) and impair or not the frame that has triggered

- Delay before applying impairments: number of packets or elapsed time expressed in
milliseconds or seconds or minutes or hours

- Stop impairments after: number of packets or elapsed time expressed in milliseconds or
seconds or minutes or hours

- Define a loop for the rules above with 2 parameters:
= Create a loop and apply it n times
Pause between each loop (expressed in number of packets or elapsed time
in milliseconds or seconds or minutes or hours)
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By default, the following Filters are included with the default context named Default.wsx:

Name of the Filter

Description

(None) This filter disables the Flow because no packet can match a Filter without selection
criteria.

TCP Filter This filter considers only IP packets with a protocol set to TCP.

UDP Filter This filter considers only IP packets with the UDP protocol.

HTTP Filter This filter considers IP packets with the TCP protocol and the destination ports 80 or
8080.

HTTPS Filter This filter considers IP packets with the TCP protocol and the destination port 443.

ICMP Filter This filter considers only IP packets with ICMP (01) protocol.

SMTP Filter This filter considers IP packets with the TCP protocol and the destination port 25.

NETBIOS Filter

This filter considers IP packets with the TCP protocol and destination ports 137, 138
or 139.

VolP Filter This filter considers IP packets with the UDP protocol and the destination port 1250.
TFTP Filter This filter considers IP packets with the UDP protocol and the destination port 69.
VNC Filter This filter considers IP packets with the TCP protocol and destination port 5900.

Printer Filter

This filter considers IP packets with the TCP protocol and destination port 9100.

TELNET Filter

This filter considers IP packets with the TCP protocol and the destination port 23.

GRE Filter This filter considers IP packets with the GRE (x2F) protocol.

FTP Filter '2I':1is filter considers IP packets with the TCP protocol and the destination ports 20 or
BGP Filter This filter considers IP packets with the TCP protocol and destination port 179.
MS-SQL-S Filter This filter considers IP packets with the destination port 1433.

VLAN Filter This filter considers IP packets when the VLAN ID is included between 1 and 5.
POP3 Filter This filter considers IP packets with the TCP protocol and the destination port 110.
NTP Filter This filter considers IP packets with the UDP protocol and the destination port 123.
RSVP Filter This filter considers IP packets with the RSVP (x2E) protocol.

SCTP Filter This filter considers IP packets with the SCTP (x84) protocol.

SIP Filter This filter considers IP packets with the following parameters: UDP protocol,

destination port = 5060, SIP returned status = OK, SIP Request = INVITE.

RTP Audio filter

This filter considers IP packets with the following parameters: UDP protocol, payload
type =9 (G.722)

RTP Video filter

This filter considers IP packets with the following parameters: UDP protocol, payload
type = 31 (H.261)

D Supplementary filters may be added depending of the product release.

To define or edit an existing Filter, press the Configure Filter button as indicated below:
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Configure the filter for the A Interface
T. ool Flis T 47

|TCP Fiter

¢

A Interface )

f Application Rules ‘| (Mo Filter Selected) |'(
| / | *

Configure the filter for the B Interface

Then the following window will appear:

MetDisturb Client - Confiqure Filter - From 2. to B @

Filters List Azzociation with another Flow (Enhanced Edition)
Mews Fitter I Copy | Delete | Renamel L | Downl [T A=zsociation with: The ASSDC.:ia.tiDn is avallable in 2 cases: .
1 SIP (Primitive or Return code) == Azzocistion == RTP payload
21 FTP (Command or Return code) == Azsociation == FTP DATA,

Filter Diescription

v o5

Filter Configuration

Predefined Parameters Pattern Parameter | Rules applying to Impairments I

Step : Choose o Parameter Step 2: (Mo Parameter Selected)

E- Elthernet Header -
i Source MAC Address DOperator: I 57 I

- Destingtion MAC Address
- Ethemet Packet Lenath
WLAN-D
-MPLS-D
igg E[s:lztion Code Add thiz parameter J Delete this parameter‘j
i IP Frame Yergion
E| |P Header
e Source IPvd Address
Source |Pv4 Address Mask
Destination |Pv4 Address
Destination |Pvd Address Mask
Source |PvE Address
- Source IPvE Addiess Mask -

 Userdefined value or list I

m

¢ Predefined value: I [Mo value selected) j

This window allows creating a new Filter or modifying an existing one.

If "(None)" is selected, only the New Filter button is enabled and the tabs to define the parameters
are disabled.
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If you select a preexisting Filter in the current list-box, then the parameters of this Filter can be
viewed and the first "Predefined Parameters" tab is set as in the example below:

MetDisturh Client - Canfigure Filter "UDP 2003" - From & to B (=3
Filters List Association with another Flow (Enhanced Edition) @
ey Filter | Copy | Delete | Rename | Up | Do | r The Asso;ia.t?on i= availahle in 2 cazes: o
171 EIP (Primitive or Return code) == Azsacistion == RTP payload
Mo Filter Selected) i 21FTP (Command or Return code) == Azsociation == FTP DATA.
TCF Fitter l
LIDF Fitter o
HTTF Fitter = Description of "LIDP 2008
HTTPS Fitter [=] Filtter Parameters
IChP Filter | i ; F Frame Yersion: [EQUALS TO] IPvd
SMTP Filter ARND] Protocol: [EGQUALS TO] 17

METBIOS Fiftet [&MD] Destination Port: [EQUALS TO] 2009 0K
“alP Fiter +- Rules applying to Impairments; none
TFTP Fitter
WMC Fitter
Printer Fitter x_ Cancel
Telnet Fitter
GRE Filter
FTP Fitter
BGP Fitter &
Configuration of "LIDP 2000 @
Predefined Parameters Pattern Parameter | | Rules applying to Impairments |
Step 1: Choose a Parameter Step & Define the parameter "IP Frame Version"
£l Ethemet Header -
i Source MAC Address N Equals to :I
i Destination MAC Address ~ |
- Ethernet Packet Length
“WLANAD = * Predefined value: | 1Pwd j
-MPLS-D
- ARP Frame ) .
- ARP Operation Cods Add this parameter ‘ Delete this parameter |
&= |F Frame Yersion | & Help
B- IP

Header Select one or more values from the predefined list.
- Source |Pwd Address

This window is composed of several areas:

e (1) Filters List: List of the defined Filters: a list-box displays the defined Filters and five buttons
allow managing the Filters: New Filter, Copy, Delete, Rename, Up and Down.

e (2) Filter Description: the list-box displays the detailed characteristics of the Filter and the
specific impairment rules if specified, as shown in the example below:

Description of "Test Filter"
[=- Fitter Parameters
IP Frame Version: [EQUALS TO] IPv4 [OR] IPvE
[AND] Protocol; [EQUALS TO] 06 TCP [OR] 17 UDP [OR] 41 SIP (IPv4) / IPvE

[AND] DSCP: [EQUALS TO] 08 Class 1 [OR] 16 Class 2 [OR] 24 Class 3 [OR]
[AND] Pattern Parameter: Offzet 30 / Pattern ED / Result 21
=l Rules applying to Impairments
Start Impairments after: 10 Second(s)
Stop Impairments after; 1000 Packet(s)
Reapply these rules: 5 times

< | >

e (3) Filter Configuration: three tabs allow defining the parameters of the selected Filter.
- Predefined Parameters (to specify one or several parameters)
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- Pattern Parameter (optionally: to specify if a pattern must be defined)
- Rules applying to Impairments (optionally: to specify if impairment rules must be defined)

e (4) Association with another Flow (Enhanced Edition only): available in 2 cases (SIP and

FTP) to correlate control and

7.4.21 Filters List

Filters List

[New Filter ” Copy ” Delete ”Rename]

data flows by example.

The list-box displays the names of the filters defined in the

current context.

(No Fitter Selected)
TCP Fiter
HTTP Fitter
HTTPS Fitter
ICMP Fitter
SMTP Fitter
NETBIOS Fitter
VolP Fitter
TFTP Fitter
WNC Fitter
Printer Filter
Telnet Fitter
GRE Fitter

FTP Fitter

BGP Fiter

-

buttons are available:

- New Filter
- Copy

- Delete

- Rename

— Up

- Down

v

New Filter: this button should be used to

After pressing this button, a new

add a new Filter in the list.

T To manage the list, add or modify or delete a filter, six

window

is displayed to enter a filter name. Then

press OK to validate.

Mame of the new Filter:

The new entry is added at the end of the

list-box.

MetDisturb Client - Mew Filter

Cancel |

Copy: this button copies the current selected Filter at the end of the list with a new name. The
following example shows the new list-box after copying the existing UDP Filter:

Filters List

INew Fiter ” Copy ” Delete ”F{enamel Down

TFTP Fitter
WHC Fitter
Printer Filter
Telnst Fitter
GRE Fitter
FTP Fitter
BGP Fitter
MS-S0L-5 Fiter
WLAN Fiter
POP3 Filter
NTP Fitter
RSWP Filter
SCTP Fitter
SIP Fitter

L

Copy of UDP Fitter -

W

Delete: this button should be used to remove a Filter from the current list.

First select in the list-box the Filter to delete and then press the Delete button. A confirmation

window is then displayed:
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[NetDisturb Client 2

Rename: this button should be used to change the Filter name.
Up: to move up the selected Filter of the list one position to the top.

Down: to move down the selected Filter of the list one position to the bottom.

7.4.2.2 Three tabs to define and configure the parameters of the Filter

Once a Filter has been created, you can define or modify the parameters of the Filter and the
related rules by using the following tabs:

- (Tab 1: Predefined Parameters) Optional: Simplest way to define the filter.
- (Tab 2: Pattern Parameter) Optional: Filter based on the Ethernet packet content
- (Tab 3: Rules applying to Impairments) Optionally: to apply specific impairment rules

A Filter is defined by the combination of four types of parameters: Frame Type, MAC header, IP
header and Ports. In the Enhanced Edition, application protocol parameters may be added.

Each parameter of a Filter is optional, but at least one predefined parameter or the Pattern
parameter should be set. When a parameter is set then the parameter has to be present in the
frame to match the Filter.

Each Filter is defined in reference to a direction in order to identify which interface the source and
destination addresses belongs to. If the processes are also applied to the other direction, the
NetDisturb driver reverses automatically the source and destination addresses and ports.

7.4.2.2.1 Filter: the "Predefined Parameters" tab

This tab allows defining the needed parameters for the Filter with the following structure:
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Configuration of "TCP Filter" » Source MAC Address
Predefined Paramsters Pattern Parameter = Destination MAC Address
Step 1: Choose a Parameter » Ethernet Packet Length
=R F thernet Header » VLAN-ID
Source MaC Address I * MPLS-ID
Diestination MAC Address = ARP Frame
Ethernet Packet Length = ARP Operation Code (Enhanced Edition only)
fﬁg'ﬁg = |P Frame Version
AHPF'[ame = |P Header:
ARF Operation Cade - Source IPv4 Address
IP Frame “ersion 4 - Source IPv4 Address Mask
= IP Header - Destination IPv4 Address
gzﬂzz :ﬁiﬁiﬂ:ﬁiﬁim - Destination IPv4 Address Mask
Destination IPv4 Address - Source IPv6 Address
Destination [Pwd Address Mask - Source IPv6 Address Mask
Saurce IPvE Address - Destination IPv6 Address
Saource IPVE dddress Mask v - Destination IPv6 Address Mask
- Protocol
- DSCP
- TCP/UDP Ports
- FTP DATA (Enhanced Edition only)
- NTP (Enhanced Edition only)
- DHCP (Enhanced Edition only)
- DNS (Enhanced Edition only)
- FTP (Enhanced Edition only)
- HTTP (Enhanced Edition only)
- RTP (Enhanced Edition only)
- SIP (Enhanced Edition only)

(Enhanced Edition only) means that the parameter can't be used with NetDisturb Standard Edition.

7.4.2.2.1.1 List of Values

Some parameters in the Filter can be a list of values. To match the Filter, the packet should include
one value from the list. The syntax of the list allows a set of individual values or ranges of values.
Both individual values and ranges can be mixed. Values are expressed in decimal.

The separator between individual values or range of values is the (;) semicolon character. The
syntax used is very near the syntax of the printer for a set of pages.

Individual Value
An individual value is one and only one value. Example: 135

List of Individual Values
A list of values is multiple individual values, each value separated by a semi-coma.
Example: 25;80;110;435

Range of Values

A range of values is a set of values indicated by the first and the last of the range (first and last
included). The first value is separated from the last value by a dash.

Example: 2009-2020;3000-3100

Complex List
Here is an example including individual values and range of values.

List: 12; 13; 25-30; 50-100; 120
Values matching: 12, 13, 25 to 30 included, 50 to 100 included, and 120
Values not matching: <12,14 to 24, 31 to 49, 101 to 119, > 121

7.4.2.2.1.2 Description of the parameters
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Source Mac Address

Operator: Equals to

Doesn't equal to

User-defined value or list: | enter the MAC address with the following format:

XK XK O XX XX XX

(12 hexadecimal digits grouped by 2 and separated by the colon
character).

Example: Source Mac Address doesn't equal to 00:80:C8:81:37:66
The IP packets having a MAC source address different of 00:80:C8:81:37:66 will belong to
this IP flow.

Destination Mac Address

Operator: Equals to
Doesn't equal to

User-defined value or list: Enter the MAC address with the following format:

XK XK XK XX XX XX

(12 hexadecimal digits grouped by 2 and separated by the colon
character).

Example: Destination Mac Address equals to 00:0B:DB:95:3D:BF
The IP packets having a MAC destination address equals to 00:80:C8:81:37:66 will belong to
this IP flow.

The reference for the Source and Destination MAC addresses depends on the original
Interface selection. In case the Configure Filter button from the Interface A was

p pressed, the direction from Interface A to Interface B is the reference direction. If the
Filter is re-edited from the Interface B, then the Source and Destination MAC
addresses are inverted automatically by the NetDisturb Client to match the new
direction.

Ethernet Packet Length

Operator: Equals to
Doesn't equal to

Specify the Ethernet packet length from 64 bytes up to 1,514 bytes.
The length may be:
. arange of values (i.e. 64-128 means a length from 64 to 128
bytes)
Individual values separated by a semicolon (i.e. 62;160;364)
A mix of the two previous cases (i.e. 64;128-1294;1514)

User-defined value or list:

VLAN-ID

Operator: Equals to
Doesn't equal to

User-defined value or list: Specify values from 0 up to 4,095.

As ID List, you can enter:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e. 500;600)
A mix of the two previous cases (i.e. 500;550-560;599)

The VLAN-ID can be used only with Ethernet type 8100 frames. In that case, the IEEE
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802.1Q format is assumed.

Diest.

S

TPID | TCI Standard Ethemet Frame

TPID means Tag Protocol Identifier. It is equal to 8100.
TCI means Tag Control Information. It includes the VLAN-ID as shown:

TCI —p- Priority CFlI VLAN ID
16 hits 3 hits 1 bit 12 hits
MPLS-ID
Operator: Equals to

Doesn't equal to

User-defined value or list: Specify values from 0 up to 1,048,575.

As ID List, you can enter:
a range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e. 500;600)
A mix of the two previous cases (i.e. 500;550-560;599)
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ARP Frame

Operator:

None

Predefined value:

ARP Frame. If the ARP frame type is selected, only the following
parameters can be defined:

. Source MAC Address

. Destination MAC Address

. Ethernet Packet Length

. ARP Operation Code (Enhanced Edition only)

ARP Operation Code

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

9 predefined values can be used such as:
. 01 ARP Request

. 02 ARP Reply

. 03 RARP Request

. 04 RARP Reply

. 05 DRARP Request

. 06 DRARP Reply

. 07 DRARP Error

. 08 INARP Request

. 09 InARP Reply

Note: several values can be used.

IP Frame Version

Operator:

None

Predefined value:

Specify the IP version to consider. The version may be:
. IPv4

. IPv6

. IPv4 or IPv6

Important note for IPv4 addresses and masks:

The reference for the Source and Destination IP addresses and masks depends on the
p original Interface selection. In case the Configure Filter button from the Interface A was

pressed, the direction from Interface A to Interface B is the reference direction.

When the Filter is re-edited from the Interface B, the Source and Destination IP addresses

and masks are inverted automatically by the NetDisturb Client to match the new direction.

Source IPv4 Address

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify the IPv4 source address respecting this format:
ddd.ddd.ddd.ddd

where d is a value from 0 to 9.

Example: 192.168.0.1
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Source IPv4 Address Mask

Operator:

None

User-defined value or list:

Specify the IPv4 mask respecting this format:
ddd.ddd.ddd.ddd

where d is a value from 0 to 9.

Example: 255.255.255.0

This mask is used in conjunction with the IPv4 source

address you defined and with the IP address of the

received packet.

Destination IPv4 Address

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify the IPv4 destination address respecting this
format:
ddd.ddd.ddd.ddd
where d is a value from 0 to 9.
Example: 192.168.0.25

Destination IPv4 Address Mask

Operator:

None

User-defined value or list:

Specify the IPv4 mask respecting this format:
ddd.ddd.ddd.ddd

where d is a value from 0 to 9.

Example: 255.255.255.0

This mask is used in conjunction with the IPv4 destination

address you defined and with the IP address of the

received packet.

Important note for IPv6 addresses and masks:

The reference for the Source and Destination IP addresses and masks depends on the
p original Interface selection. In case the Configure Filter button from the Interface A was

pressed, the direction from Interface A to Interface B is the reference direction.

When the Filter is re-edited from the Interface B, the Source and Destination IP addresses

and masks are inverted automatically by the NetDisturb Client to match the new direction.

Source IPv6 Address

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify the IPv6 source address respecting this format:
dddd::ddd:dddd

where d is a hexadecimal value from O to F.

For example: FE80::211:43FF:FE03:1959

Source IPv6 Address Mask

Operator:

None

User-defined value or list:

Specify the IPv6 mask respecting this format:

nn (bit mask)
where n is a decimal value from 0 to 9.
The bit mask refers to the high bits of the address used for
comparison with the IP address of the received packet.
For example: 48
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Destination IPv6 Address

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify the IPv6 destination address respecting this
format:
dddd::ddd:dddd
where d is a hexadecimal value from O to F.
For example: FE80::211:43FF:FE03:1959

Destination IPv6 Address Mask

Operator:

None

User-defined value or list:

Specify the IPv6 mask respecting this format:

nn (bit mask)
where n is a decimal value from 0 to 9.
The bit mask refers to the high bits of the address used for
comparison with the IP address of the received packet.
For example: 48

Protocol

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a protocol value from 0 to 255

You may define a set of protocols with:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e. 6;17)
A mix of the two previous cases (i.e. 6-15;17;21)

Predefined value:

You can select one or more predefined values among 38
of the combo-box such as:

- 01 ICMP (IPv4)

- 02 IGMP (IPv4)

- 04 IPinIP
-06 TCP
- 08 EGP
- and more...
DSCP
Operator: Equals to

Doesn't equal to

User-defined value or list:

Specify a DSCP value from 0 to 63

You may define a list with:
A range of values (i.e. 12-25 means from 12 to 25)
Individual values separated by a semicolon (i.e. 50;60)
A mix of the two previous cases (i.e. 10;25-36;49)

Predefined value:

You can select one or more predefined values among 21
of the combo-box such as:

- 00 DEFAULT PHB (Per-Hop Behavior)

- 08 Class 1

- 10 Class 1 Gold (AF11)

- 12 Class 1 Silver (AF12)

- 14 Class 1 Bronze (AF13)

- and more...
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TCP/UDP ports :: Source Port

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a port number value from 1 to 65,535 or a port list.
A list of ports may be:
A range of values (i.e. 20-25 means from port 20 to 25)
. Individual values separated by a semicolon (i.e. 7;9;80)
Denied individual values if the symbol != is used before
the value (i.e. |=21)
A range of values and individual values (i.e. 7;9;20-
25;80;435)
. Arange of values with denied individual values (i.e. 10-
50;!=20;!21 which means ports from 10 to 50 without 20
or 21)

The reference for the Source and Destination ports depends on the original Interface selection. In
case the Configure Filter button from the Interface A was pressed, the direction from Interface A
to Interface B is the reference direction. If the Filter is re-edited from the Interface B, then the
Source and Destination ports are inverted automatically by the NetDisturb Client to match the new

direction.

TCP/UDP ports :: Destination Port

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a port number value from 1 to 65,535 or a port list.
A list of ports may be:
. Arange of values (i.e. 20-25 means from port 20 to 25)
. Individual values separated by a semicolon (i.e. 7;9;80)
. Denied individual values if the symbol != is used before
the value (i.e. !=21)
A range of values and individual values (i.e. 7;9;20-
25;80;435)
A range of values with denied individual values (i.e. 10-
50;!=20;!21 which means ports from 10 to 50 without 20
or21)

The reference for the Source and Destination port depends on the original Interface selection.
In case the "Configure Filter" button from the Interface A was pressed, the direction from Interface
A to Interface B is the reference direction. If the Filter is re-edited from the Interface B, then the
Source and Destination ports are inverted automatically by the NetDisturb Client to match the new

direction.

DHCP Message Type

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values among 8 of
the combo-box such as:

« DHCPDISCOVER (BOOTP request)
« DHCPOFFER (BOOTP reply)
» DHCPREQUEST (BOOTP request)
« DHCPACK (BOOTP reply)
« DHCPNACK (BOOTP reply)
« DHCPDECLINE (BOOTP request)
« DHCPRELEASE (BOOTP request)
o« DHCPINFORM (BOOTP request)
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DNS Message Type

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

* Query
» Response

DNS Message Operation

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

QUERY
IQUERY
NOTIFY
STATUS
UPDATE

FTP Returned Status

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a status value from 0 to 65,535 or select one or
more predefined values with the combo-box.
A list of status values may be:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e.
500;600)
A mix of the two previous cases (i.e. 500;550-560;599)

Predefined value:

You can select one or more predefined values of the
combo-box such as:

OK (200)

Not Found (404)
1xx Series

2xx Series

3xx Series

4xx Series

5xx Series
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FTP Command

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

« ABOR « MODE « RNFR
o ACCT  NLST « RNTO
« ALLO « NOOP - SITE
 APPE « OPTS o SMNT
- CDUP » PASS o STAT
« CWD « PASV « STOR
« DELE » PORT » STOU
« EPRT « PWD « STRU
« EPSV « QUIT o SYST
« FEAT » REIN « TYPE
« HELP » REST « USER
o LIST » RETR

« MKD » RMD

FTP Data

(Enhanced Edition only)

Operator:

There is no operator

Predefined value:

There is no predefined value.

This parameter indicates the filter creates the list of
Dynamic FTP data connections and impairs the packets
belonging to a connection of this list.

HTTP Returned Status

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a status value from 0 to 65,535 or select one or

more predefined values with the combo-box.

A list of status value may be:

. Arange of values (i.e. 120-250 means from 120 to 250)

. Individual values separated by a semicolon (i.e.
500;600)

. A mix of the two previous cases (i.e. 500;550-560;599)

Predefined value:

You can select one or more predefined values of the
combo-box such as:

OK (200)

Not Found (404)
Moved (301)
1xx Codes

2xx Codes

3xx Codes

4xx Codes

5xx Codes
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HTTP Method

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

OPTIONS
GET
HEAD
POST

PUT
DELETE
TRACE
CONNECT

NTP

(Enhanced Edition only)

Operator:

There is no operator

Predefined value:

There is no predefined value.
This parameter indicates the filter will match with the port
123 in either source or destination port
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RTP Audio Payload Type

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

« 0PCMU « 8 PCMA « 14 MPA

« 3GSM « 9G722 « 15G728

« 4G723 « 10L16 « 16 DVI4 (11,025 Hz)
« 5DVI4 « 11L16 » 17 DVI4 (22,050 Hz)
« 6DVI4 12 QCELP « 18 G729

» 7LPC » 13CN

RTP Video Payload Type

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

Predefined value:

You can select one or more predefined values of the
combo-box such as:

25 CelB

26 JPEG
28 nv

31 H261

32 MPV

33 MP2T
34 H263

RTP DTMF

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a value included in [0,9] or in [A,D] or # or *.

As DTMF list, you can enter:
A range of values (i.e. 0-5 means from 0 to 5)
Individual values separated by a semicolon (i.e. 1;A;#)
A mix of the two previous cases (i.e. 0-9;A-D;#;*)

Lists such as 0-D or 1-# or A-* are not allowed.

RTP (SIP From)

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to
Contain

Doesn’t contain

User-defined value or list:

Specify an alphanumeric value identifying the SIP From

field. Example: 172.13.25.4@SIPDev

Please note that comparison between the value defined

and the SIP From field received depends on the Operator:

- The defined value and the SIP From field are strictly
compared when the operator is 'Equal to’ or ‘Doesn’t
equal to’ i.e. size and content should be the same.

- The defined value is a substring searched in SIP
From field when the operator is ’'Contain’ or ‘Doesn’t
contain’.
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RTP (SIP To)

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify an alphanumeric value identifying the SIP To field.

Example: 172.13.25.4@SIPDev

Please note that comparison between the value defined

and the SIP To field received depends on the Operator:

- The defined value and the SIP To field are strictly
compared when the operator is ’Equal to’ or ‘Doesn’t
equal to’ i.e. size and content should be the same.

- The defined value is a substring searched in SIP To
field when the operator is 'Contain’ or ‘Doesn’t
contain’.

SIP From

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify an alphanumeric value identifying the SIP From

field. Example: 172.13.25.4@SIPDev

Please note that comparison between the value defined

and the SIP From field received depends on the Operator:

- The defined value and the SIP From field are strictly
compared when the operator is ’Equal to’ or ‘Doesn’t
equal to’ i.e. size and content should be the same.

- The defined value is a substring searched in SIP
From field when the operator is ’'Contain’ or ‘Doesn’t
contain’.

SIP To

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify an alphanumeric value identifying the SIP To field.

Example: 172.13.25.4@SIPDev

Please note that comparison between the value defined

and the SIP To field received depends on the Operator:

- The defined value and the SIP To field are strictly
compared when the operator is ’Equal to’ or ‘Doesn’t
equal to’ i.e. size and content should be the same.

- The defined value is a substring searched in SIP To
field when the operator is 'Contain’ or ‘Doesn’t
contain’.
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SIP Returned Status

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a status value from 0 to 65,535 or select one or
more predefined values with the combo-box.
A list of status value may be:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e.
500;600)
A mix of the two previous cases (i.e. 500;550-560;599)

Predefined value:

You can select one or more predefined values of the
combo-box such as:

OK (200)
Trying (100)
Ringing (180)
Moved (301)
1xx Codes
2xx Codes
3xx Codes
4xx Codes
5xx Codes
6xx Codes

SIP Request

(Enhanced Edition only)

Operator:

Equals to
Doesn't equal to

User-defined value or list:

Specify a status value from 0 to 65,535 or select one or
more predefined values with the combo-box.
A list of status value may be:
A range of values (i.e. 120-250 means from 120 to 250)
Individual values separated by a semicolon (i.e.
500;600)
A mix of the two previous cases (i.e. 500;550-560;599)

Predefined value:

You can select one or more predefined values of the
combo-box such as:

INVITE
ACK

BYE
CANCEL
OPTIONS
REGISTER
PRACK
SUBSCRIBE
NOTIFY
PUBLISH
INFO
REFER
MESSAGE
UPDATE
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7.4.2.2.2 Filter: the "Pattern Parameter"” tab

| Predefined Parameters | Pattern Parameter | | Rules applying to impairments
Define a User-defined Pattern Parameter
Dffset: gl
et 19 The Fattern Parameter can be used alone or in addition of Predefined Parameters. [t is recommended when the
Patterre |07 result expected can't be found in the Predefined Parameters list.
i - The Pattern Parameter iz a uzer-defined filter bazed on the Ethermet packet content.
Result i} - The analysis starts at the Offset position of the packet, where the content ANDed with the Patterm up to the

Fattern length. should be equal to the Besult.

- The Offzet range is 0 to 1,513, Pattern and Besult must be defined using hexadecimal values. Wwhen the Besult is
found, the packet matches this parameter; othemwise the packet dossn't match the Filker, where it is also the case
when the packet length iz too small compared to the Ditzset and the length of Pattern.

Example: The fiter should include IF packets that have an even P [dentification. Assuming the 1P [dentification
field iz lozated at offset 18-13 of the Ethernet frame, the first bpte of the [P |dentification is enaugh to check when
even or odd. To ckeck for even [dentification, the parameters are the: following:

Offzet =13 / Pattern = 01 / Result = 00,

Warning The content of the User-defined Patterm Parameter may mean the filter incompatible with every packets
when the Uszer-defined Fattern Parameter and the Predefined Farameter look for the same Ethemet frame area but
rezults are not equal e.g. predefined IP Source addiess expected iz 192 168.0.1 but the User-defined Pattern
Parameter rezult, at the offzet 24, looks for 01 00 0 02,

Add the Pattern Parameter

This tab allows defining a Filter for the flow based on the Ethernet packet content.
The Pattern Parameter can be used alone or in addition with predefined parameters.

We recommend using the Pattern Parameter when you can't use a predefined parameter (defined
in the Predefined Parameter tab).

Warning: if you have already defined Predefined Parameters and you want using also a pattern
parameter, please note that the Filter will consider for the flow the incoming packets matching the
Predefined Parameters AND the pattern parameter.

Three user-defined values are used: Offset, Pattern and Result.

The analysis starts at the Offset position in the packet — where the content ANDED with the
Pattern up to the pattern length, should be equal to the Result.

The Offset range is 0 to 1,513. Pattern and Result must be defined using hexadecimal values.
When the Result is found, the packet matches the Pattern Parameter condition.

When the Result is not found, the packet doesn't match the pattern Parameter condition — that’s
also the case when the packet length is too small compared to the Offset and the length of the
Pattern.

Example: Define a filter including IP packets with an even IP identification.
Assuming the IP identification field is located at offset 18-19 of the Ethernet frame, the
second byte of the IP identification field is sufficient to check if the even or odd
condition is encountered.
To check for an even identification, the parameters are:

Offset =19
Pattern =01
Result =00

Copyright © 1998-2010 ZTI. All Rights Reserved. Page 99/222



NetDisturb Part 7 Using the NetDisturb Client

7.4.2.2.3 Filter: the "Rules applying to Impairments" tab

| Predefined Parameters | Pattern Parameter I | Rules applying to Impairments
Define the Rules applying to Impairments
Start when finding this trigger: Help
Offzet: E5 Mr'ou may define miles to startdzhop the impaiments when the comezponding flow iz
running. 'ou may akzo define a deadling far the impairments application.
Pattern: OF hen selecting Start when finding this trigger, the Oifset range is from Oto 1,513,
RBesult 02 Pattern and Besult must also be defined. in hexadecimal values. When the Fesult is

found, the impairment could start,
Impair aleo the iggered packet When selecting Delay before applying impairment: . you should define a value and select
the correzponding unit [packets, millizeconds, seconds, minutes, hours).

Delay befare applying impairments: |1 Minute(z] ™ | Wfhen selecting Stop impairments after. pou must define & value and select the
Stop impairments after: a0 Second(s] 3 cormesponding unit [packets, miliseconds, secands. ...

Define a loop for the impairment rules above

Help
Create a loop and apply it tire(s) "r'ou may define a loop to apply the previous rules, The number of loops is from O to 1,000
where 0 means an infinite loop. When no loop iz created, the impairment rulez apply once.
|5 || Minute(s] v |When zelecting Pause between each loop, you should define & value and select the

Add the Rule(s) |

This tab is composed of two areas:
. Define the Rules applying to Impairments

. Define a loop for the impairment rules defined above

Define the Rules applying to Impairments

Two conditions can be defined and combined to start the impairments, and one condition to stop:
. Start when finding a Trigger

- Delay before applying impairments (period of time of number of packets)

. Stop impairments after (period of time or number of packets)

Start when finding a Trigger

The Trigger is designed to associate the beginning of the impairment to the content of the
Ethernet frames.

Three user-defined values are used: Offset, Pattern and Result.

The Trigger is activated when the content of the Ethernet frame matches a given result. To
check if the content of the Ethernet frame matches the expected Result, a logical AND
operation is made between the content of the Ethernet frame and the Pattern. The Ethernet
frame analysis starts at the given Offset value of the frame up to the length of the given
Pattern. The result of the logical AND operation is compared to the Result: the Trigger is
activated when both are equal.

When the Trigger is activated, the beginning of the impairment refers to both Interfaces (A to B,
B to A).

When a Trigger is set in the Filter of each direction, the activated Trigger starts impairment(s)
on both directions.
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Impair also the triggered packet

This option allows including or not the Ethernet frame that matches the Result in the list of
frames to impair. When this option is checked, the frame that has activated the Trigger is
included in the set of frames to impair.
Define the Rules applying o Impairments By default, the frame isn’t included.

Start when finding thiz trigger: F
Dffset: E5 i . i
n As example, it is useful to let the first
Pattermn: 0F by . . . .
= ¢ frame without impairment when this frame
Flesult — ——————l: starts the connection to impair i.e. a TCP
" also the triggered packet frame with the SYN flag for any TCP

connection. In this case, if the TCP SYN
frame had been lost, the connection would not have been able to start so there wouldn’t be any
frame to impair for this TCP connection.

p NetDisturb doesn'’t check if the Trigger is relevant to the parameters of the Filter.

An example and more explanations on how the Trigger works are given in paragraph 7.4.2.2.4

Delay before applying impairments (period of time or number of packets)

An additional delay or number of packets can be added before NetDisturb starts the
impairment (with a defined trigger or not).

This delay is expressed in milliseconds, seconds, minutes, hours or number of packets. By
default, this delay value is 0, which means that NetDisturb starts the impairment immediately.
When this delay is higher than zero, the impairment will start after the given delay. In the
meantime, the frames are relayed without being impaired.

A delay greater than zero is needed with some application protocols (i.e. video) — for example:
when there is some information to exchange before starting the exchange of the most
important frames.

Stop impairments after (period of time or number of packets)
This parameter limits the impairments in the time (expressed in milliseconds, seconds, minutes
or hours) or after a number of received packets.

When the impairment stops, the next frames matching the Filter are transferred from the
incoming Interface to the outgoing Interface immediately without treatment.

Define a loop for the impairment rules defined above

Two additional conditions can be added to define impairment cycles:

Create a loop and apply it
Pause between each loop

Create a loop and apply it

When a Number of loops (value from 0 to 1,000) is specified, the impairment cycle restarts at
the beginning of the frame analysis process until the number of loop is reached.
Note: 0 means an infinite loop.

When the Number of loops is reached, the impairment(s) stops: the next frames matching the
Filter are transferred from the incoming Interface to the outgoing Interface immediately.
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Pause between each loop: this parameter introduces a delay between each iteration of the
loop. The delay is expressed in number of received packets or a period of time — milliseconds,
seconds, minutes or hours.

7.4.2.2.4 Example of using a Trigger

Define the Rules applying to Impairments
Start when finding thiz trigger:

Offzet; 23

Patterm: 0000 Q0 00 00 00 0000 00 00 FF
Fesult: 00000000 00 000000000015
[]Impair alzo the triggered packet

[ ]iDelay before applving impairnents:

[] 5top impairments after:

The following example assumes that the impairment should start when a FTP connection is
requested. The definition of the pattern is:

e The protocol should be TCP
e The port number should be 21 (FTP)

To define a Trigger that fulfills this requirement, the Pattern analysis starts at the protocol field of
the IP Header that is located at the 23™ byte of the Ethernet frame. The port number is located at
the 35" byte of the frame. The bytes between the protocol and the port number are not significant.

The definition of this trigger is:
Offset (decimal value) = 23

Pattern (hexadecimal value) = FF 00 00 00 00 00 00 00 00 00 00 00 FF 00 00 00 00 00 00
00 00 00 00 00 OF

Result (hexadecimal value) = 06 00 00 00 00 00 00 00 00 00 00 00 15 00 00 00 00 00 00
00 00 00 00 00 01

The Pattern and the Result parameters should be entered in hexadecimal.

p In this example, a VLAN can'’t be used with these values because it adds 2 bytes before the IP
Header. When a VLAN is used the protocol field is the 25" byte of the Ethernet frame.

With this simple Trigger, let's see what’s happening with two common Ethernet frames.

The analysis of the Ethernet frames made by NetDisturb is described below. In this example, the
first frame is FTP Response frame, the second frame is TCP FIN frame. The part of the frame
under analysis is highlighted.
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Frame #1 = FTP Response: 221 Good Bye!

Offset Content

0000 00 11 43 03 a2 18 00 02 55 54 ce 6f 08 00 45 00
0010 00 36 c8 d6 40 00 80 06 af ff cO0 a8 00 78 cO a8
0020 00 23 00 15 09 02 b8 85 7b 14 19 70 dc bf 50 18
0030 fb d2 10 54 00 00 32 32 31 20 47 6f 6f 64 62 79
0040 65 21 0d Oa

The analysis process is the following:

Frame part to analyze:

Pattern:

Frame after the AND:

Result expected:

The Result is not equal to the frame after the AND operation. The Trigger isn’t activated.

Frame #2 = TCP FIN ACK

06
19

FF
00

06
00

06
00

af
70

00
00

00
00

00
00

ff cO0 a8 00
dc bf 50 18

78 cO0 a8 00 23 00

Logical AND with the Pattern

00 00 00 00
00 00 00 OF

00 00 00 00
00 00 00 08

00 00 00 00
00 00 00 01

00 00 00 00 00 00

00 00 00 00 00 00

00 00 00 00 00 00

Offset Content
0000 00 11 43 03 a2 18 00 02 55 54 ce 6f 08 00 45 00
0010 00 28 c8 d7 40 00 80 06 bO Oc cO a8 00 78 cO a8
0020 00 23 00 15 09 02 b8 85 7b 22 19 70 dc bf 50 11
0030 fb d2 ££f 25 00 00 00 00 00 00 00 00
The analysis process is the following:
Frame part to analyze: 06 b0 Oc cO0 a8 00 78 cO0 a8 00 23 00
19 70 dc bf 50 11
Logical AND with the Pattern
Pattern: FF 00 00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 OF
Frame after the AND: 06 00 00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 01
Result expected: 06 00 00 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 01

The Result is equal to the frame after the AND operation. The Trigger is activated!

15 09

FF 00

15 00

15 00

15 09

FF 00

15 00

15 00

02 b8

00 00

00 00

00 00

02 b8

00 00

00 00

00 00

85

00

00

00

85

00

00

00

b

00

00

00

Tb

00

00

00

14

00

00

00

22

00

00

00
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7.4.2.2.5 The Trigger Dynamics

This paragraph gives some examples for the use of Trigger parameters to explain the 5 states of a

Trigger:

1.

Waiting for the trigger. The Application of Rules gets
this state before the trigger has been found. There are 2
cases when a Trigger gets this state: either the IP Flow
has just been started or, the end of the pause between
each loop has been reached and the Number of Cycles
hasn't been reached. In this state, Ethernet frames
matching the filter are relayed without impairment.

Application Fdes
Wialling for frigger

Delay before applying impairments. The Application of
Rules gets this state when the Delay before Impairment
has not yet expired. When a trigger has been defined,
this state means that an Ethernet frame matching the
trigger has been found. In this state, Ethernet frames
matching the filter are relayed without impairment.

Apphcation Fules

Dalay kefore imgpairments

Applying impairments. The Application of Rules gets
this state when the Impairment applies, for one of the
following reasons:

- There was no trigger and no Delay before Impairment
defined.

- A Trigger was defined and the Ethernet frame
matching it has been found

- A Delay before Impairment was defined and this delay
has expired

- Both of the 2 previous reasons (Trigger & Delay
before Impairment) have been reached.

In these cases, Ethernet frames matching the filter are

impaired.

Application Rules

| Apphying imgaiments

Delay before next cycle running. The impairments still
do not apply because the Stop Impairment condition
(delay or number of packets) has been reached and a
pause between 2 loops has been defined. This state is
available only when cycles are defined. In this state,
Ethernet frames matching the filter are relayed without
impairment.

Application Rules

| Dalary before nest cycle

No more impairment. The Application of Rules gets
this state when the maximum number loops have been
reached. This is a permanent state until the Flow is
stopped. In this state, Ethernet frames matching the filter
are relayed without impairment.

Application Fulss

| Mo more impakments
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The Figure 1 illustrates the configuration with only the Trigger defined i.e. Duration of Impairment
nor Stop. When the Trigger has been reached, the Impairment remains active until the Flow is

stopped.

Impairment State
A

Applying Impairments

Impairment L mmmmmemmmssmam e —mm—m e m—m——————
Mo Impairment l........_Waiting for the I
trigger T
| - Tirme
Run the Flow Trigaer found Stop the Flow

Figure 1 - Impairment Rules with just a Trigger defined (no Delay for applying Impairment nor Stop)

The Figure 2 illustrates the configuration where the Trigger and the Delay before applying
Impairments have been defined. The Stop condition is not defined. When the Trigger has been
reached, the Impairment(s) starts after the Delay and remains active until the Flow is stopped.

Impairment State
A

Applying Impairments

Impairment R

| No Impairment '.--...-.._mi.tiun.fm_m""%#"f?mi I—
T the trigger T apply g

| ‘ Impairments » Time

Run the Flow  Trigger found Delay expired Stop the Flow

Figure 2 - Impairment Rules with a Trigger and a Delay before applying Impairment

rd

The Figure 3 illustrates the configuration of the Impairment Rules with a Trigger without the Delay
before applying Impairments but and a Stop condition set: the Stop condition is the duration of the

impairment. There is an unlimited number of Loops.

Impairment State
A
Applying Applying
Impairments Impairments
Impairment R ———
| No Impairment |[.........Waiting for | Waiting for 1.
Tthe trigger "the trigger | A=
=Time
Run the Trigger Duration Trigger Duration
Flow found expired found expired

Figure 3 - Impairment Rules with a Trigger, a Stop Impairment Duration and an unlimited number of
loops
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The Error! Reference source not found. illustrates the configuration of Impairment Rules without
any trigger but the Stop impairment condition and a number of loops limited to 1.

Impairment State
'}
Applying
Impairments
Mo Impairment ..--._____| ] No more \
' T impairment
| = Time
Duration
Run the
Flow reached Stop the Flow

Figure 4 — Impairment Rules with the Impairment Duration and 1 Cycle

The Figure 5 illustrates the configuration of Rules to apply to Impairments with a Delay Applying
before the Impairment not zero, the Duration of the Impairment not zero and a Number of Cycles
set to 2.

Impairment State

Loop #1

Loop #2

Eo
[
[l
[
[

1
]
]
]

Impairments Impairments

i i Delay before Delay bgfore
No Impairment |fe-eeeeey . lyin Joe2 lyin |_No more
"Impairments mpanrmentsT “Tmpairment

| | ]

i Applying Applying
L

Run the Delay Duration Delay Duration
Flow expired Reached expired Reached

Figure 5 — Impairment Rules with a Delay, Impairment Duration and a limited number of Cycles

7.4.2.3 Association with another Flow (Enhanced Edition only)

The association of a filter with another Flow is used with SIP or FTP filters: these filters contain the
required information describing the data flows. The data flows are using RTP or FTP-Data
(respectively). The Association with another Flow helps to keep the information included in the SIP
or FTP flows to create the list of dynamic connections that will convey the data. The Association
with another flow is available with the NetDisturb Enhanced Edition because it requires the
application protocol filters that are only available with the NetDisturb Enhanced Edition.

7.4.2.3.1 How NetDisturb handles the frames

The general algorithm used by NetDisturb to handle the Ethernet frames consist in finding the filter
a frame is matching. When a filter has been found, NetDisturb stops the search process of a filter
and it applies the impairment laws defined for this flow (Loss & Duplication, Delay & Jitter, packet
content change) to the packet.

7.4.2.3.2 How NetDisturb discovers the dynamic RTP or FTP-Data connections

The RTP and FTP-Data connection don’'t use a fix port number and the IP address may be
different than the one use with the server. NetDisturb needs to analyze the content of the SIP and

Copyright © 1998-2010 ZT]I. All Rights Reserved. Page 106/222



NetDisturb Part 7 Using the NetDisturb Client

FTP (port 21) connections to discover which IP address and port is going to contain RTP and FTP
data. When such couple (port and IP address) has been found, it is added in the list connection of
the RTP (or FTP data). For RTP filter, additional parameters (payload type, SIP From or To fields)
could be required before the couple is added in this list.

However, the handler of frames described in 7.4.2.3.1 prevents a RTP or FTP-Data flow to get the
information from packets matching previous flows. This is why the Association with another flow is
needed.

7.4.2.3.3 When to use Association with another Flow

The Association with another Flow is required when the packets of the SIP (or FTP) belongs to a
Flow located above the relevant RTP (or FTP-Data respectively) because NetDisturb stops to
analyze the frame content as described in paragraph 7.4.2.3.1.

When using SIP, if you are intended to impair both the SIP and the RTP flows that could linked
together i.e. the SIP filter contains the information about the RTP flows to impair too, you need to
activate the Association with another Flow for the SIP flow to indicate to NetDisturb that such RTP
flow could get the content SIP packets. The RTP engine processes the packet before it is lost or
changed using the SIP impairment laws defined for that SIP flow.

7.4.2.3.4 When the Association with another Flow is available

The Association with another Flow availability is activated when the filter under definition is SIP or
FTP, if RTP or FTP-Data flows respectively still exist. When the filter doesn’t belong to SIP or FTP

the area is grayed, as shown below.
Association with another Flaw (Enhanced Edition)
The Azzociation is available in 2 cases
13 5P (Primilive or Relurn code) == Association == RTP pendosd
21 FTP (Command or Return code) == AssociEtion == FTP DATA

When SIP is going to be defined, the flows that have been created using the RTP parameters are
presented in the available flow.

Association with anather Flow (Enhanced Edition)

[#] tszsocistion with:

Flowe 802 (RTP Avscho 1-3)

In the way, when FTP is going to be defined, the flows that have been created using the FTP-Data
parameter are presented in the available flow.

The flow number and the name (if defined) are displayed in the list.
You may associate only one flow to the SIP or FTP data filter.

Assaciation with another Flow {Enhanced Edition)

[ T R R oy #02 (RTP Audio 1-8)
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7.4.2.4 How to Create a New Filter with its parameters in a few steps
1) Click on the Configure Filter button as shown below:

Selected Filter for incoming packets over the A Interface

or

nfigure the Filter for the A Interface

0o

Configurs Fiter

Application Rules

i / I

@ Configure the Filter for the B Interface

(Mo Fitter Selected)

Selected Filter for incoming packets over the B Interface

2) Then the Configure Filter window is displayed. The title of the window indicates the
considered direction (From A to B or From B to A).

Selected Filter for incoming packets over the A Interface

If a Filter was already selected in the
combo-box related to the Interface, for
example TCP Filter on the A interface
as shown below, the Configure Filter
window opens with the TCP Filter
already selected.

00

A [nteﬂacé 0 '- Configure Fitter Configure Fiter
1 Application Rules
I

" 0 B Interface

| B o Fiter seecteny

MetDisturb Client - Confiqure Filter "TCP Filter" - From A to B
Filters List

NEWFiItErI Copy | Delete |REnﬂmE| Lp |ann|
(Mo Fitter Selected) -

LIDP Fiter
HTTF Fitter

Aszaciation with another Flow (Enhanced Edition)
The Assaciation is available in 2 cases
1) =P (Primitive or Return code) == Association == RTP payload
2V FTP (Command or Return cods) == Association == FTP DATA.

[T Lssociation with

Description of "TCP Filter!

HTTFS Fitter
ICMP Filter
SMTP Fitter
METBIOS Filter
olP Fitter
TFTP Fitter
WhC Fitter
Printer Fiter
Teinet Fitter
GRE Fitter
FTP Filter
BGFP Fiter

Configuration of "TCP Filter"
Predefined Parameters Pattern Parameter

Step l: Choose a Parameter

- Fiter Parameters
. ivIPFrame Version: [EQUALS TO] IPvd
- [AND] Protocol [EQUALS TO] 6

L. Rules applying to Impairments: none 0k

®

| Rules applying to mpairments |
Step & Define the parameter "IF Frame Yersion"

=+ Ethemnet Header
L Source MAC address
-~ Destination MAC Address
i Ethemet Packet Lenath
L WLANAD
- MPLSD
i #RP Frame
- ARP Dperation Code
i [P Frame Yersion
& IP Header
i Source IPwd Address
L Source IPvd Address Mask
- Destination IPv4 Address
i Destination IPv4 &ddress Mask
* Souice IPYE Addiess
o Source [P+ Addhess Mask

Equals to -1

€ User-defined value of list: |

Operatar;

=]

Delete this parameter J

 Predefined value: [1Pus

m

Ao this parameter J

Help
Select one or more walues from the predefined list

4 g
x_ LCancel
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If no Filter was already selected in the | .
combo-box related to the Interface, for

Alnterface
-

TCP Fiter v ‘

- S
- Configure Fiter Configure Fiter ' @ Binterface

-

example on the B interface as shown
below, the Configure Filter window
opens with No Filter Selected.

Appiication Rules
— (No Fiter Selected) | %

Selected Filter for incoming packets over the B Interface

MNetDisturb Client - Configure Filter - Frorm & to B
Filters List

NewFi?terI Copy | Delete: |Rename| Up |anr\|

TCP Filter
LIDP Fiter
HTTF Fitter

m

Aszociation with another Flow (Enhanced Edition)

I~ ssociation with:

Filter Description

The Aszacistion is available in 2 cases,
11 SIP (Primitive or Return code) == Associstion == RTP paylozd
21FTP (Command or Return code) =» Association == FTP DATA

HTTPS Fitter
IChAP Filter
SMTP Fitter
METBIOS Fitter
“olP Fitter
TFTP Fitter
“NC Fitter
Printer Fitter
Telnet Fitter
GRE Fitter

FTP Fitter

BGP Fitter h

Filter Configuration
Presiefined Parameters Pattern Parameter |

Step 1 Choose a Parameter

| Rules appiving to impsirmerts |
Step 2 (Mo Parameter Selected)

- Ethemet Header
i Source MAC Address
Destination MAC Address
Ethemnet Packet Length
YLANAD
MPLSD
ARP Frame
o ARP Operation Code
LI Frame Version
B IP Header

i Bource IPv4 Addiess

- Bource IPvd Addiess Mask
- Destination IPv4 Address
- Destination IPv4 dddress Mask
Source IPvE Address
Source IPvE Address Mask

>

= Operstor

€ User-defined value or list |

I3 =1

£.dd this: parameter

€ Predsfined value

m

Delete this parameter _J

3) Then click on the New Filter button and enter the name of the new Filter.

To create a new filter

Filters Ljst

Mewy Filte Copy | Delete |Rename| L |Down|

(Mo Fiter Selected) -
TCP Fitter i
LIDP Fitter

HTTP Fitter =

[~ Association with:

Association with another Flow (Enhanced Edition)

The Az=ociation iz available in 2 cases:
17 SIP (Primitive or Return code) == &zsocigtion == RTP paylosd
2)FTP (Command or Return code) == Azsocistion == FTP DATA.

Filter Description

HTTPS Fitter
ICKP Fitter
SMTP Fitter
METBIOS Fitter
“olP Filter

TFTP Fitter
“MC Fitter
Printer Fiter
Telnet Filter
GRE Fitter
FTP Fitter

MetDisturh Client - Mew Filter

Marme of the new Filter:

Cancel

BGP Fiter
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Filters List
INew Firter” Copy ” Delete ”F.ename” Up ] Do

TFTP Fitter
WNC Fitter
Printer Fitter
Telnet Fitter
GRE Filter
FTP Fitter
BGP Fitter
WMS-SQL-5 Filter
WLAN Fitter
POP3 Fitter
NTP Fitter
REVP Filter
SCTP Fitter

< My Mew Filter ,

By

—

[

The new Filter is added at the end of the list.

using the buttons located at the top of the list, you

can copy, delete, rename, and move up or down a
filter in the list.

4) Once a Filter is defined or selected, then you can enter or modify the parameters by using the

tabs:
- Tab 1: Predefined Parameters
- Tab 2: Pattern Parameter
- Tab 3: Rules applying to Impairments

SIP Filter
My New Filter

Cunfigum‘ricln[hﬂ.y New Fil‘r&

—

Predefined Parameters ! Pattern Parameter Il

|| Rules applying to Impairments |

Step 1: Choose a Parameter

= Ethemet Header

Source MAC Address

Destination MAC Address

Ethernet Packet Length

WLAN-ID

MPLS-ID

ARP Frame

ARP Dperation Code

IP Frame ‘Yersion

= IP Header

Source IPv4 Address
Source IPv4 Address Mask
Destination P4 Address
Destination P4 Address Mask
Source IPvE Address
Source IPvE &ddress Mask

|>

€4

Step 2: Define the parameter "Source MAC Address"

Operatar: | Equals to w

() User-defined value or list || |

[Help
fSpecify a MaC Address respecting the format illuztrated in this example;
|0N:23:45:67.83:48
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MetDisturb Client - Configure Filter "My MNew Filter’ - From & to B
Filters List Association with another Flow (Enhanced Edition)
Mew Fitter I Copy | Delete: | Rer\amel Up |Down| [ associstion witky  1HE Associalionis availhle in 2 cases:

1) SIF (Pritmitive or Return cod) == Associstion = RTF paylosd
2) FTP (Command or Return cocg) == Association =» FTP DATA

LDP 2011 -
LDP 2012
LDP 2013
DR 2014 Description of "#y MNew Filrer"
LUDP 2015 - Filler Parameters
LDP 2016 i 1P Frame Version: [EGLIALS TO] Pvd
When at Ieast one UDP 2017 i [AND] Profocol: [EQUALS TO] 08 TCR
. ) UDP 2018 Rules applying to Impairments: none i ok
parameter is defined for a | |2

Filter, then you can save ||== 1 ¥ Coreel
the Filter and quit the | [
window by pressing OK. - 2

m

Caonfiguration af "My New Filter"

Predefined Parameters Pattern Parameter | Rules applying to mpairments |
Stap i Chonse o Paramster Step 2: Define the paramater "Protacol”
£ IF Header -

Source [Py Address =t Equaks to =l
Scurce IPvd Addiess Mask ) e
e € Userdefined vale or it
- Distination [Py Adsress sk, B Pt [Ci —
Source IPYE Addiess L

Source IPVE Address Mask PYPE— J ST = __J
- Diestination IPvE Address 1 elete this parameter

-~ Destination IPv6 Address Mask

_| [Help
Frotocol =|  [Specif a Protocel value from 0 o 255 or select one or mare predefined values in
DSCP ihe comba bax,
- FTP-DATA oumay define a set of Frolocols:
e 1) range of values [i.2 120-250 means from 120 to 250

2) Indfvidual values separated by a semicolon i =. 617)
34 miv of the o previous ases fie. &15:17.21)

TCR/UDP ports
DHCF
7 DNS =5

5) Return at step 2 if you want continues to edit or create a new Filter.

6) Press "OK" or "Cancel" to quit the Configure Filter window.
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7.4.3 Use of Laws to create Impairments

Once a Filter is selected for a direction (A to B or B to A), then the area to access the laws to
define impairments is enabled as shown below.

Impairments to apply on packets going from A to B

Loss & Duplication Delay & Jitter Law Content Impairment

(Moneg) V| |(Nune} V| |(N|Jnf:}

———

Incoming on A

Application Rules

- | I

Impairments on Atoc B

Pits 0 0.0%]
0 [0.0%]
t2 0 [0.0%]

Alnterface {j ‘- Configure Filter Configure Filter @) B Interface

Application Rules

Impairments on B to A

L]

|AtuE_Firter
W

QOutgeing on A

0 [0.0%]
* it 0 [0.0%]
0 [0.0%]
e —
Impairments to apply on packets going from B to A
Loss & Duplication Delay & Jitter Law Content Impairment
(None) v| |(N|:|ne} v| |(N|:|ne}

(Mone} (None) {Mone)

For each direction, 3 types of laws can be defined and used simultaneously:
- Loss & Duplication
- Delay & Jitter
- Content Impairment

The following paragraphs describe each type of law.

Impairments to apply on packets going fr Impairments te apply on packets going fn Impairments to apphy on packets going fro
Loss & Duplication Loss & Duplication Loss & Duplication
|(N|:|ne; |Un|furm Lozs |C|Jn5tant |nz=

MNone
Q_/\m Loss: Uniform Law [ I}eﬂne Tu Lose 12 Packets) Defne

Note: the text area Iocated under the combo-box of a law indicates
a comment or can contain an action button.

7.4.4 The Loss & Duplication Law Configuration

NetDisturb is able to loose and/or duplicate packets. Three modes are available:
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o NetDisturb losses the selected IP packets following either the mathematical law configured
or a percentage or a 1 out of N law or discrete values extracted from a user file.

o NetDisturb is able to duplicate IP packets following either the Uniform mathematical law
configured by User or a percentage or a 1 out of M law.

o NetDisturb is able to loose packets following a 1 out of N law and then duplicate the non-
lost packets following a 1 out of M law.

Up to 100 Loss & Duplication laws can be created.

By default the following laws are defined in the

Default.wsx context file.

The description of each law is given below.

Loss & Duplication
(Mone) F

Constant Loss

Uniferm Loss

Burst Uniform Lozs

File (Loss Values)
Percentage of Loss
Loese 1 Packet out of 10
% of Loss & Time

File (Percentage & Time)
Percentage of Duplication
Duplicate 1 Packst out of 20
Uniferm Duplication
Duplication if not lost

Combo-box (Law identifier)

(None)

Description

(None)

(None)

With this option, no duplication and no loss
law apply to the Flow.

Loss Law

Constant Loss

Loss: Constant Law
with the button “To
Lose 12 packets”

12 packets are lost each time the user
activates this button.

Uniform Loss

Loss: Uniform Law

Domain values [1 to 100] Threshold = 30

Burst Uniform Loss

Loss: Burst Uniform
Law

Domain values [10 to 1000]
Threshold (n) = 350 Threshold (n+x) = 380
Depth =2

File (Loss Values)

Loss: File (Loss
Values)

Sample file: OnePer100.txt
Loss of 1 packet per 100 packets

Percentage of Loss

Loss: Percentage

Percentage: 15

Loose 1 Packet out of 10

Loss: 1 Packet out of
N

Range (N): 10

% of Loss & Time

Loss: Percentage &
Duration

Period of 30 seconds of loss (up to 10 %)
alternating with period of 2 minutes without
loss.

File (Percentage & Time)

Loss: File (Percentage
& Duration)

Sample file: PercentagelLossAndDurationSample.txt
Loss up to 50 % with steps of 5% each 10
seconds.
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Duplication Law

Percentage of
Duplication

Duplication: Percentage

Percentage = 10 %
Minimal Duplication = 1
Maximal Duplication = 3

Duplicate 1 Packet out
of 20

Duplication: 1 Packet out
of M

Range (N): 20
Minimal Duplication = 1
Maximal Duplication = 3

Uniform Duplication

Duplication: Uniform Law

Alpha: 1 — Beta: 50

Threshold: 10
Minimal Duplication = 1
Maximal Duplication = 1

Duplication if not lost

Loss (1 out of N) then
Duplication (1 out of M)

Loss Range (N): 100
Duplication Range (M): 50
Minimal Duplication = 1
Maximal Duplication = 3

7.4.41 Loss & Duplication Law and the Working Mode

Working Mode: Laws apply to the IP Flow

When a Loss & Duplication law is selected on a given IP Flow, the law applies to all packets
matching the Filter. For each new packet, a new value is extracted from the law or from the
file, depending on the type of law selected. These values are stored in a global table by
NetDisturb. When the table is empty, NetDisturb Server provides a new table to the
NetDisturb driver with new values depending on the law.

This value is compared to the Threshold: if the value is greater or equal than the Threshold,
the packet is lost. Otherwise, the packet may be delayed.

Working Mode: Laws apply to each TCP/UDP connection of the IP Flow

When a Loss & Duplication law is selected for a given IP Flow, the law applies to all
packets matching the Filter.

These values are stored in a table maintained by NetDisturb.

The NetDisturb Server provides once a table to the NetDisturb driver with values
depending on the law. NetDisturb loops on values from this table: when the end of the
table is reached, the NetDisturb driver restarts at the beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is used to classify
the packet. Else the IP addresses and protocol are only used.

For each packet, a loss value is extracted from the loss value buffer, at the current index of
the packet of the given connection. When the end of the table is reached, values extracted
restart at the beginning.

This value is compared to the Threshold: if the value is greater or equal than the Threshold,
the packet is lost. Otherwise, the packet continues to be handled and may be delayed.
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7.4.4.2 How to create or edit the Loss & Duplication Law

To create or configure a Loss & Duplication Law click on the “Edit” button at the top or bottom part

of the main window.

Impairments to apphy on packetz geing from Ato B

Loss & Duplication Delay & Jitter

Content Impairment

Uniform Loss A(Nune}

V| |(N|:|ne} v|

Loss: Uniform Law, (None}

e R
o
e
—
Impairments to apply on packets going frem B to A
Loss & Duplication Delay & Jitter Content Impairment
{Nong) » | | (None) vl |(Nune} v|

{Nong} < > (Wone)

The following window is then displayed:

This window allows creating a new law or
modifying an existing one.

If (None) is selected, only the New Law button
is enabled and the tabs to define the
parameters are disabled.

If you select a preexisting law in the current list-
box, then the parameters and the details about

this law can be viewed and the first "General"
tab is enabled.

MetDisturh Client - Loss & Duplication Laws

i List of the defined Loss & Duplication Law

[ Law Mame | Laww Type Range |~ MewLaw
Constant Loss Loszs: Constant Laws U1 = [FETET
Uniform Loss Loss: Uniform Law 1ta 100 Copy
Burst Uniform Loss Lozs: Burst Uniform Law 10ta 1000
File (Loss Values) Loss: File (Loss Values) My, Delete
Percentage of Loss Loss: Percentage 15%

Looge 1 Packet out of 10 Loss: 1 Packet out of N 1M0010%) = Save
— Select a law and define itz p
Select & type of I j

Genetal I Law Parameters I Mathematical Theory

Select a law in the defined law list or add a new law
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MetDisturh Client - Loss & Duplication Laws

— Lizt of the defined Lozs & Duplication Law

| Law Type

Lawy Mame Range | A Meww Lawy
(Mone) - _R
( it g = ENAMe
Unifarm Loss Loss: Uniform Lawy 1 to 100 Copy
Burst Unifarm Loss Lo=s: Burst Uniform Lasw 10 to 1000
File (Loss Values) Loss: File (Loss Yalues) i Delete
Percentage of Loss Loss: Percentage 15%
Looze 1 Packet out of 10 Loss: 1 Packet out of M MaineE) - Save

— Select alaw and defing its parameters

Select atype of ILDSSZ Canstant Lavwe j

General I
—Howy does it work

I Mathematical Theory

The number of packets to loze [M] iz defined by the uszer.

A button with the [sbel "To lose N packets" iz displayed that the user can activate.

Each time thiz button iz pressed, the next M packets of the Flow are lost,

When pressed, this button remains dizabled as long as the number of packets to be lost is

nat reached.

Cancel

This window is composed of two areas:

o List of the defined Loss & Duplication Law: a list-box displays the defined laws and five
buttons allow managing the laws: New Law, Rename, Copy, Delete and Save.

° Select a Law and define its parameters: a list-box displays the loss and duplication laws
authorized by the software. Then there are 3 tabs to define and set up the parameters of the

selected law.
- (Tab1)
- (Tab 2)
- (Tab 3)

Law Parameters

mathematical law)

General (explaining how does the impairment law work)

Mathematical Theory (only available with Loss & Duplication Laws using a
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7.4.4.2.1 List of the Loss & Duplication Laws defined

The list-box displays for each defined law the summary of the characteristics, except for (None)
corresponding to 'No Loss & Duplication Law' selected:

-  Law Name: name of the law

- Law Type: the type of Loss & Duplication law chosen amongst the pre-defined list
(more details available in paragraph Error! Reference source not found.
Select a law and define its parameters)

- Range: range of values generated by the specified laws.

To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with 'New Law'
as name of the law:

Lizt af the defined Lozs & Duplication Law

Lawe Mame Law Type Range || | New Law
% of Loss & Time Los=: Percentage & Duration MNIA

File (Percentage & Time) Loss: File (Percentage & D... MNIA
Percentage of Duplication Duplication: Percentage 10%
Duplicate 1 Packet out of 20 Duplication: 1 Packet out o... 1720 (5%)

Uniferm Duplication Duplication: Uniform Law 110 50
Duplication if not lost Loss (1 out of N} then Dup... 1M100&170..

MNew Law Los=s: Constant Law Mis, W Save

Then click on 'New Law' label to rename this entry or press the Rename button:

Lizt of the defined Logzs & Duplication Law

Law Name Law Type Range A | Mew Law
% of Lozs & Time Lo=z: Percentage & Duration MNiA

File (Percentage & Time) Loss: File (Percentage & D... MIA, T
Percentage of Duplication Duplication: Percentage 10%
Duplicate 1 Packet out of 20 Duplication: 1 Packet out o... 1020 (5%)

Uniform Duplication Duplication: Uniform Law 1 to 50
Duplication if not lost Los= (1 out of Njthen Dup... 11100& 1.

MNew Law Loss: Constant Law MNiA b Save

Rename: to rename the Law. This button should be used to change the Law name.

Copy: this button copies the current selected law at the end of the list with a new name. The
following example shows the new list-box after copying the existing Uniform Loss law:

Copyright © 1998-2010 ZT]I. All Rights Reserved. Page 117/222



NetDisturb Part 7 Using the NetDisturb Client

Ligt of the defined Lozz & Duplication Law

Law Mame Law Type R ange [ MNew Law
Percentage of Loss Losz: Percentage 18%

Looge 1 Packet aut of 10 Losz: 1 Packet out aof N 10 10%) E—
% of Lozs & Time Lozs: Percentage & Duration M A

F.[Percentage & Time] Lozs: File [Percentage & D... M A Capy
Percentage of Duplication Duplication: Percentage 10%
Duplicate 1 Packet out of 20 Duplication: 1 Packet outo...  1/20 [5%)] Delete
Inifarm Duplication Duplication: Unifarm Law 1t b0

Duplication if nat lost Loss [1 out of M) ther Dopli.. 1A100&1... S

Copy of Uniform Lozs Lozs: Uniform Law 1 ko 100 ave

Delete: this button should be used to remove a Law from the current list.
First select in the list-box the law to delete and then press the Delete button. A confirmation
window is then displayed:

&3

MetDisturb Client

I.-"'_"‘-.I Do you confirm that you want to delete the law "Copy of Uniform
Y Loss"t

Save: to save all changes related to the laws.

7.4.4.2.2 Select a law and define its parameters

Once a law has been created, then you can define or modify the parameters of the law:
The first step is to choose the law type amongst the list of the pre-defined laws.
Then there are 3 tabs to define and to help the user to set up the parameters of the selected law.

- (Tab1) General (explaining how does the impairment law work)
- (Tab 2) Law Parameters
- (Tab 3) Mathematical Theory (only available with Loss & Duplication Laws using a

mathematical law). This tab gives some details on the theory of the
mathematical law used.

= Select a type of law
A combo box allows selecting a law among the following pre-defined laws:

e Loss: Constant law
Parameter: number of packets

e Loss: Uniform law
Parameters: alpha, beta, threshold

e Loss: Burst Uniform law
Parameters: alpha, beta, threshold(n), threshold(n + x), depth

e Loss: File (Loss Values)
Parameters: filename, threshold
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e Loss: Percentage
Parameter: percentage

e Loss: 1 Packet out of N
Parameter: range(N)

e Loss: Percentage & Duration (time-limited loss percentage)
Parameters: percentage, duration

e Loss: File (Percentage & Duration)
Parameters: percentage, filename

e Duplication: Percentage
Parameters: percentage, Min < n < Max

e Duplication: 1 Packet out of M
Parameters: range(M), Min £ n £ Max

e Duplication: Uniform Law
Parameters: alpha, beta, threshold

e Loss (1 out of N) then Duplication (1 out of M): the loss law (1 out of N) is
used first before the duplication law (1 out of M)

= The “General” tab (tab 1)
Details on the law type chosen and on the way to choose the parameters are provided on this
tab as shown on the figure below:

General I I Mathematical Theom |
Howe does it work,
The Lozz law [1 out of M] iz used before the Duplication law [1 aut of M),

Four parameters must be defined by the user
- Losz Range [MN)]

- Duplication Fange (k)

- Minimum Duplication

- Mawimurm Duplication

Logz (1 out of MJ; thiz law allows lozing 1 packet for M received packets. The logt packet iz
the Mtk received packet. The walue of M muzt be between 2 and 100,000,000,
Far this law, 1 paranmeter iz uzed: Lozz Flange (W]

Duplication (1 aut of k] the duplication of packets enables ta tranzmit the same received
packet zeveral times.

The duplicated packets are just inzerted after the original packet to be transmitted,

The walue of M must be between 2 and 100,000,000,

The ariginal packet iz duplicated the number of times defined by a random zelection in the
‘Minimurn Duplication’ and "Maximum Duplication’ range parameters.

wihet Minimurn Duplication’ is equal to "Masimum Duplication'. all eligible packets for the

process of duplication are copied the zame number of times.

For thiz law, 3 parameters are uzed: Duplication Range [M]. Minimum Duplication and

b awirnumn Duplic.ation,

= The “Law Parameters” tab (tab 2)
This tab is described for each law type here after.
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= The “Mathematical Theory” tab (tab 3)
This tab is available with the following laws only:
- Loss: Uniform Law
- Loss: Burst Uniform Law
- Duplication: Uniform Law

This tab provides the main explanations of the mathematical theory of the law as shown on the
figure below:

| | | t athematical Theory |

Distribution of Unifarm Law is:

1
e —— Jor Alpha < x < Beta
) Beta — Alpha

fley=1 for x < Aipha or x > Beta

where Alpha is the inferior parameter and Beta the superior one.

Aeta-aloha

---e
-

Density

Alohs Bets
Yalues

“alues between Alpha and Beta have the same probabilty to be
drawn = 1§ [Beta — Alpha)

= Action buttons
The "Loss & Duplication Laws" window handles a temporary list of laws until the user press the
OK or Cancel button.

Button Action
Restore Defaults ... Reset all parameters of the current law.
OK Save all modifications made if you didn't save them before.

Moreover, the selected law in the list of the defined laws
becomes the selected law in the combo-box of the IP Flow
window.

Cancel Ignore all modifications made if you didn't click on the Save
button before. In that case, the last law selected in the
combo-box of the IP Flow window is kept.

How to create a new Loss & Duplication Law:

Click on the "New Law" button,

Then click on the “Rename” button to modify the name of the law.
Choose one of the pre-defined law in the combo box

Select the "Law Parameters" tab,

Enter law parameter(s). The "General" tab and the "Mathematical Theory" tab contain
information that can be useful to define the parameters.

Press the “Save* button to save the changes and to continue to create or modify other laws.

7. Press “OK” to quit the “Loss & Duplication Laws” window and to select this new law as the
law to be applied on the corresponding Flow.

arObd=

o
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7.4.4.3 Loss: Constant Law

When this law is selected, the NetDisturb driver will lose the number of packets defined.

MetDisturb Client - Loss & Duplication Laws

— List of the defined Loss & Duplication Law

Lawy Mame Lawe Type Range Plewy Ly

(Mone) - -

Lawy 1 Lozs: Constant Law Plra, IR
Copry
Delete
Save

— Select a law and define itz parameters
Select & type of ILDSSZ Constart Lawy j
Lawne Parameters l Mathematical Theory

—Law Parameters

Filerame: I Brovwse I

# packets: 12|

—Information on mathematical law values generated
Mot Applicable.

Restore Defaults .. |

| oK I Cancel |

For this law, only one parameter must be defined: number of packets

A button with the label "To lose N packets" is displayed that
the user can activate. Each time this button is pressed, the
next N packets of the flow are lost. When pressed, this button
remains disabled as long as the number of packets to be lost
is not reached.

Impairment= to apphy on packetz going fro

Loss & Duplication

| Con=tant Lozs b |

q

ToLose 12 Packstz | )
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7.4.4.4 Loss: Uniform Law

When this law is selected, a uniform distribution of numbers contained between the Alpha and

Beta values is computed and stored in a table. This table and the threshold (also supplied by the
user) are then transmitted to the NetDisturb driver.

MetDisturb Client - Loss & Duplication Lawes

— List of the defined Loss & Duplication Law

Lavwy Mame Lawy Type Ranoe Mewy Lawy

(Mone) — .

Ly 1 Loss: Uniform Law 1to10 Rerame
Copy
Delete
Save

— Select alaw and define its parameters

Select a type of 0 Unifarm Lawy

| | Lawy Parameters I
—Law Parameters

Filename: I Browze |
Alpha: 1—

Beta: 10— must be = Alpha

Threshold: 5

Calculated Range: From 1to 10

—Information on mathematicsl law values generated
The minitmum walue is 1

The maximum value iz 10

The probability of each value between Alpha and Beta iz around: 11.4111%.
If not between Alpha and Beta, the probakility of 5 value is ol

Restore Defaults ... |

| QK I Cancel |

The NetDisturb driver picks a number in the table (see also 7.4.4.1) for each selected packet. If
this number is greater or equal than the threshold, then the packet is lost.

The mathematical function used is (see the Uniform Law in Part 10 for more information):

Uniform law on («, f) range
fx)=1/(f-a) ifa<x<f
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range
Beta: max value of the range

Threshold: if the number calculated by the law is greater or equal than the Threshold
value, the packet is lost.
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An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also shown.

Information on mathematical law values generated

The minimum value iz 1

The mazimum value iz 10

The probability of each value between Alpha and Beta iz around: 11 1111%.
If not between Alpha and Beta, the probability of & value iz null

7.4.4.5 Loss: Burst Uniform Law

MetDisturb Client - Loss & Duplication Lawes

List of the defined Loss & Duplication Law

Lamwy Mame Lawy Type Range ey Lawy

(Mone) - -

Lawy 1 Loss: Burst Uniform Lawy 11010 Rerane
Copy
Delete
Save

Select alaw and define its parameters

Select a type of Burst Uniform

Lawy Parameters |
Lawe Parameters

Alpha: 1
Beta: 10 must be = Alpha

Threshold (n): 5
Threshold (rex): 2
Depth: o

Calculated Range: From 1to 10

Information on mathematical law values genersted

The minitmum walue is 1

The maximum value iz 10

The probability of each value between Alpha and Beta iz around: 11.4111%.
If not between Alpha and Beta, the probakility of 5 value is ol

Restore Defaults ...

QK Cancel |

When this law is selected, the loss of packets is uniformly distributed with burst of loss enabled.
The burst is limited by the Depth parameter: this is a set of consecutive packets.

When the law generates a value equal or greater than the Threshold(n) parameter, the first packet
of the set of packets is lost.
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For the next packets of the set, the value of the law is compared to the Threshold(n+x) parameter
until the law generates the no loss value, or when the number of lost packets equals the Depth
value.

As for the Uniform Law, the Burst Uniform Law calculates a table of numbers uniformly distributed
between Alpha and Beta. This table is transmitted to the NetDisturb driver with two thresholds T1
(Threshold (n)) and T2 (Threshold (n+x)) and the Depth value (D).

The T1 threshold is the first loss factor. The T2 threshold is the second loss factor, used in
correlation with T1 and for a maximum number of packets defined by the D parameter. T2 may be
greater or lower than T1. This law allows generating burst losses. Processing is applied as follows:

= The NetDisturb driver picks a number from the table for each packet (see also 7.4.4.1)
= For the packet n, the NetDisturb driver picks one number from the table (current number) and
loses this packet if this number is greater or equal than T1.
= If the packet n is lost, the following packets (up to n+D) will be lost if the picked up number is
superior to T2. This threshold (T2) is used to process the following D (depth) packets with the
following rules:
o If the packet n+i (with i < D) is not lost, the threshold comes back to T1 (the burst loss is
stopped).
e If the packets (from n+1 up to n+D) are all lost, the threshold comes back to T1 (the burst
loss is stopped).

The mathematical function used is (click on the “Mathematical Theory” tab or see the Uniform Law
in Part 10 for more information):

Uniform law on (a, ) range

fx)=1/(f-a) ifa<x<f
f(x)=0 else

For this law, five parameters are defined:

- Alpha: min value of the range
- Beta: max value of the range
- Threshold(n): first loss factor

- Threshold(n+x): second loss factor

- Depth: burst limit

An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also shown.

Infarmation on mathematical law values generated
The minirum value is 1
The maximurn value is 10
The probability of each value between Alpha and Beta is around: 111111
If haot between Alpha and Beta, the probability of a valua is null
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7.4.4.6 Loss: User-defined File

MetDisturb Client - Loss & Duplication Lawws

— Lizt of the defined Lozs & Duplication Law

Lavy Mame Law Type | Range | ey Lawne

(Maone) . . | B
Lam 1 Lozs: File (Loss Walues) i, Rename

cCapy

Delete

Save

— Select a law and define its parameters

Select a type of ILDSSZ File (Lozs Values) j

Lawe Parameters I Mathematical Theory

—Law Parameters

Filename: I OnePerTen txt

Threshold: 1

—Information on mathematical law values generated
Mot Applicable.

Restore Detfautts .. |

Ok Cancel |

When this law is selected, the loss values are extracted from the user-defined file. This file must be
a text file.

Losses are expressed in integer positive number. Separators used for decoding are End of Line
(CR or CR-LF), semicolon, coma, and tab or space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of Line
(CR or CR-LF).

To assure performance, the file is read in one shot and stored in memory at law selection time. The
values of the file are used to load the table transmitted to the NetDisturb driver. In order to not
overload the memory resources, maximum read number of loss values is limited to 40,960.
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If the file size exceeds the table size, only the part that can be memorized will be read. The rest of
the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning to complete the
table.

The NetDisturb driver picks a number in the table (see also 7.4.4.1) for each selected packet. If
this number is greater or equal than the threshold, then the packet is lost. When the end of the file
is reached, the NetDisturb driver restarts with the beginning of the file in a circular way.

The file sample (OnePerTen.txt) illustrates a loss of 1 packet for 10 packets sent when the
Threshold value Tis 0 < T < 100.

(Content of the OnePerTen.txtfileis: 0 0 0 0 0 0 0 0 0 100)
- For any Threshold value greater than 1 and smaller or equal than 100, only the 10" packet is lost.

- If the Threshold value is greater than 100, no packet is lost.
- If the Threshold value is 0, all packets are lost.

Here is another example of the impact of the threshold value.
The content of the file is: 10 20 30 40 50 60 70 80 90 100

Packet # Value Lost result with Value Lost result with Value Lost result with
extracted | Threshold =95 | extracted | Threshold =50 | extracted | Threshold =15
1 10 Continue 10 Continue 10 Continue
2 20 Continue 20 Continue 20 LOST
3 30 Continue 30 Continue 30 LOST
4 40 Continue 40 Continue 40 LOST
5 50 Continue 50 LOST 50 LOST
6 60 Continue 60 LOST 60 LOST
7 70 Continue 70 LOST 70 LOST
8 80 Continue 80 LOST 80 LOST
9 90 Continue 90 LOST 90 LOST
10 100 LOST 100 LOST 100 LOST
11 10 Continue 10 Continue 10 Continue
12 20 Continue 20 Continue 20 LOST
13 30 Continue 30 Continue 30 LOST
14 40 Continue 40 Continue 40 LOST
15 50 Continue 50 LOST 50 LOST
16 60 Continue 60 LOST 60 LOST
17 70 Continue 70 LOST 70 LOST
18 80 Continue 80 LOST 80 LOST
19 90 Continue 90 LOST 90 LOST
20 100 LOST 100 LOST 100 LOST
21 10 Continue 10 Continue 10 Continue

@ Continue means the packet is not lost and may be handled by the Delay & Jitter Law if defined
and/or may be handled by the Content Impairment Law if also defined.
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7.4.4.7 Loss: Percentage

MNetDisturb Client - Lass & Duplication Laws

— List of the defined Lozs & Duplication Law

Law Mame | Law Type Range Mewy Lavw

(Mone) R_

Law 1 Lozs: Percentage 12% ENaME
Copy
Delete
Save

— Select a law and define itz parameters

Select atype of ILDSSZ Percentage j

Lawy Parameters I Mathematical Theory
—Lawy Parameters

Filename: I Browese I

Percentage: 1 2|

Calculated Range: 12%

—Information on mathemsatical law values generated
Mot Applicable.

Restore Defaults .. |

O Cancel |

When this law is selected, a percentage of packets are lost and the packets to lose are randomly
selected.

The percentage of lost packets is calculated on the basis of 100 received packets or a multiple of
100. For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12% and
0.00056% are allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified then all the packets are lost.
The value of the percentage must be bounded between 0.00000001% and 100%, and the lost
packets are selected in a random way.
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7.4.4.8 Loss: 1 Packet out of N

MNetDisturb Client - Lass & Duplication Laws

— List of the defined Lozs & Duplication Law

Law Mame | Law Type | Range | Mewy Lavw

(Mone) R_

Law 1 Loss: 1 Packet out of M 115 (20%) Enams
Copy
Delete
Save

— Select a law and define itz parameters

Select atype of 1 Packet out of M

Lawy Parameters I Mathematical Theory
—Lawy Parameters

Filename: I Browese I

Range (M) =]

Calculated Range: 145 {20%)

—Information on mathemsatical law values generated
Mot Applicable.

Restore Defaults .. |

O Cancel |

This law allows loosing 1 packet out of N received packets.

The lost packet is the Nth received packet, i.e. considering N is 5, then the 5", 10", 15" ... packets
and so on are lost.

The value of N must be between 2 and 100,000,000.
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7.4.4.9 Loss: Percentage & Duration

MNetDisturb Client - Lass & Duplication Laws

Lizt of the defined Lozs & Duplication Law

Law Mame Law Type Range Mewy Lavw

[Mone) R—

Law 1 Lozs: Percentage & Duration i, EName
Copry
Delete
Save

Select a law and define itz parameters

Select atype of |L033: Percentage & Duration

| Lawy Parameters | Mathematical Theory |
Lawy Parameters

Packet Loss of o during millizeconds.

Packet Los= of 10% during 1000 milizeconds ta be follovwed by a
Packet Loss of 0% during 3500 milizeconds ta be follovwed by a
Packet Loss of 100% during 10000 milizeconds ta be follovwed by a
Packet Loss of 5% during 750 miliseconds

BE Bk,

Mot Applicable.

O Cancel

When this law is used, a percentage of packets are lost and the packets to lose are randomly
selected. This loss is done for a defined duration.

You can define up to 50 successive doublets: <% Packet loss, Duration> that NetDisturb will
process.

The percentage of lost packets is calculated on the basis of 100 received packets or a multiple of
100. For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12% and
0.00056% are allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified then all the packets are lost.
The value of the percentage must be bounded between 0.00000001% and 100%, and the lost
packets are selected in a random way.
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7.4.4.10 Loss: File (Percentage & Duration)

MNetDisturb Client - Lass & Duplication Laws

— List of the defined Lozs & Duplication Law

Law Mame | Law Type Range Mewy Lavw

(Mone) R_

Law 1 Lozs: File (Percentage & D i, EName
Copy
Delete
Save

— Select a law and define itz parameters

Select atype of ILDSSZ File (Percentage & Duration) j

Lawy Parameters I Mathematical Theory |
—Lawy Parameters

Filename:; I PercentagelozsAndDurationSample txt

—Information on mathemsatical law values generated
Mot Applicable.

Restore Defaults .. |

O Cancel |

When this law is used, the loss and duration values are extracted from the user-defined file. This
file must be a text file.

The percentage of lost packets is calculated on the basis of 100 received packets or a multiple of
100. For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12% and
0.00056% are allowed BUT NOT 10.2% or 0.00506%.

Duration is expressed with an integer positive number and in milliseconds. Separators used for
decoding are End of Line (CR or CR-LF), semicolon, coma, and tab or space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of Line
(CR or CR-LF).

To assure performance, the file is read in one shot and stored in memory at law selection time. The
values of the file are used to load the table transmitted to the NetDisturb driver. In order to not
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overload the memory resources, maximum read number of loss and duration values is limited to
200 couples of values.

If the file size exceeds the table size, only the part that can be memorized will be read. The rest of
the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning to complete the
table.

The file sample (PercentageLossAndDurationSample.txt) illustrates a gradual loss from 5% to
50%. Each step is applied during 10 seconds, except for the maximal loss value (50%) and the
minimal one (0%), which are applied during 20 seconds.

Loss Value Corresponding Duration
extracted Value extracted
5 10000
10 10000
15 10000
20 10000
25 10000
30 10000
35 10000
40 10000
45 10000
50 20000
45 10000
40 10000
35 10000
30 10000
25 10000
20 10000
15 10000
10 10000
5 10000
0 20000
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7.4.4.11 General Rules concerning the Duplication of Packets

This paragraph details some general terms used to describe the Duplication of packets.

7.4.4.11.1 What does Duplication mean with NetDisturb

The duplication refers to the action to send more than once the same packet. If the packet N
should be duplicated, the packet N is sent at least twice consecutively.

7.4.4.11.2How many times is a packet duplicated

The Minimal Duplication and Maximal Duplication parameters help to select the number of times
the packet should be duplicated. When those parameters have the same value, the number of
duplications is constant. Otherwise, the number of duplications is randomly selected, where the
smallest value is “Minimal Duplication” and the highest value is “Maximal Duplication”.

7.4.4.12 Duplication: Percentage

MetDisturb Client - Loss & Duplication Laws

— Ligt of the defined Loss & Duplication Law

Latw Matne | Lawe Type Range T Lanar

(Mone) - -

Lawy 1 Duplication: Percentage 5% [REmee
Copy
Delete

Save

— Select a law and define itz parameters

Select atype of

Law Parameters | Mathematical Theary
—Lavwy Parameters

Filename: I

Percentage: 5

-

Minimum Duplication:

(o]

Mazimum Cuplicstion:

Calculated Range: 5%

—Information on mathematical law values generated

Browse I

Mot Applicakle.

Restore Defauts .. |

o]

Cancel |

The duplication of packets enables to transmit the same received packet several times. The
duplicated packets are just inserted after the original packet to be transmitted.
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The Percentage of duplicated packets is calculated on the basis of 100 received packets or a
multiple of 100.

For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12% and
0.00056% are allowed BUT NOT 10.2% or 0.00506%. If the value of 100% is specified then all the
packets are duplicated.

The value of the percentage must be bounded between 0.00000001% and 100%, and the packets
to duplicate are selected in a random way.

The original packet can be duplicated for a number of times defined by a random selection in the
'Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets during the
process of duplication are copied the same number of times.

Here are a few examples:

If the Percentage is 10, 10 packets are duplicated each 100 received packets.

- If the Percentage is 5, 5 packets are duplicated each 100 received packets.

If the Percentage is 2.5, 25 packets are duplicated each 1,000 received packets.

- If the Percentage is 0.012, 12 packets are duplicated each 100,000 received packets.

See also paragraph 7.4.4.11 for the general rules and terms relevant to the duplication of packets.
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7.4.4.13 Duplication: 1 Packet out of M

MetDisturb Client - Loss & Duplication Laws

Lizt of the defined Loss & Duplication Law

Larwy Matme

[More)
L 1

Laww Type

Select a law and define itz parameters

Range

Duplication: 1 Packet ot o, 18801111

Ty Lanar

Rename

Copy

Delete

Save

Select atype of |Duplication: 1 Packet out of M

=

| Law Parameters | Mathematical Theory
Law Parameters

Range (M) 9|
Winimum Duglication: 1
Mazitnum Duplication: 3
Calculated Range: 149 (11.11%)

Mot Applicable.

Restore Defautts ...

Cancel |

[EREEN

This duplication of packets enables to transmit the same received packet several times. The
duplicated packets are just inserted after the original packet to be transmitted.
This law duplicates 1 packet out of M received packet and the packet to be duplicated is the Mth

received packet.

The Range (M) parameter indicates which packet is going to be duplicated i.e. considering M is 9,
then the 9", 18™, 27"" packet and so on are duplicated.

The value of M must be between 2 and 99,999,999.

The original packet can be copied the number of times defined by a random selection in the
'Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets during the

process of duplication are copied the same number of times.

See also paragraph 7.4.4.11 for the general rules and terms relevant to the duplication of packets.
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7.4.4.14 Duplication: Uniform Law

MetDisturb Client - Loss & Duplication Laws

Ligt of the defined Loss & Duplication Law

Lawy Mame Lawy Type
(Monel -
L 1 Duplication: Unifarm Law

Select a law and define itz parameters

Select atype of Duplication: Unifarm Law

e Laror

Rename
Copy

Delete

Save

Lawy Parameters |
Lawv Parameters

Alpha
Beta: 10 must be = Alpha
Winimum Duglication:
Mazximum Duplication:
Thre=hold:

T

Calculated Range: From 1 to 10

Information on mathematical law values generated
The minimum value is 1
The maximum value iz 10

The probability of each value between Alpha and Beta is around: 11.1111%.
If not between Alpha and Beta, the probahilty of & value is null

Restore Defauts ...

Ok | Cancel |

The duplication of packets enables to transmit the same received packet several times. The
duplicated packets are just inserted after the original packet to be transmitted.
The decision to duplicate a received packet is made by using the uniform law.

If the value calculated by the law is equal or greater than the Threshold parameter, then the

packet is duplicated.

The original packet is duplicated the number of times defined by a random selection in the
'Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets during the

process of duplication are copied the same number of times.
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When this law is selected, a uniform distribution of numbers between the Alpha and Beta values is
computed and stored in a table. This table and the Threshold value are then transmitted to the
NetDisturb driver.

The NetDisturb driver picks a number in the table for each selected packet. If this number is
greater or equal than the Threshold, then the packet is duplicated.

The mathematical function used is (click on the “Mathematical Theory” tab or see the Uniform Law
in Part 10 for more information):

Uniform law on (e, ) range

fx)=1/(f-a) ifa<x<f
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range

Beta: max value of the range

Threshold: if the number calculated by the law is equal or greater than the Threshold
value, the packet is duplicated.

See also paragraph 7.4.4.11 for the general rules and terms relevant to the duplication of packets.

An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters.

Moreover, the probability of each value that can be generated is also available.

Information on mathematical law values generated
The minimum value is 1
The maximurn value is 10
The probability of each value between Alpha and Beta i around: 11.1111%,
If hat between Alpha ahd Beta, the probability of & value iz null
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7.4.4.15 Loss (1 out of N) then Duplication (1 out of M)
The Loss law (1 out of N) is used before the Duplication law (1 out of M).

Loss (1 out of N): this law allows losing 1 packet for N received packets. The lost packet is the
Nth received packet. The value of N must be between 2 and 100,000,000.
For this law, 1 parameter is used: Loss Range (N).

Please refer to paragraph 7.4.4.8 Loss: 1 Packet out of N for more details.

Duplication (1 out of M): the duplication of packets enables to transmit the same received
packet several times. The duplicated packets are just inserted after the original packet to be
transmitted. The value of M must be between 2 and 100,000,000.

The original packet is duplicated the number of times defined by a random selection in the
'Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets for the
process of duplication are copied the same number of times.

For this law, 3 parameters are used: Duplication Range (M), Minimum Duplication and
Maximum Duplication.

Please refer to paragraph 7.4.4.13 Duplication: 1 Packet out of M for more details.

MetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Law Mame Law Type Range ey Lany
(rere) :5::5: (1 aut of M) then Dup... 1.-'1|:|1."2|:| RS Let's take an example of 100 packets
— received with Loss Range (N) = 10
—— and Duplication Range (M) = 20.
- S The lost packets are the 10", the 20",
Select a law and define its parameters the 30th’ the 40th the 100th.
Select atype of  [Loss (1 out of M) then Duglication (1 ot of M) |
| |LawParametersIMathematicaITheory| The duplicated paCketS are the 22nd
e Parameters | (because packet #10 and #20 have
_ O EEEE been lost), the 44™ (because packet
tosmnns ([ #30 and #40 have been lost and
uplication Range (M) |20 )
Mium Duplcetos [T because the first packet of the next set
Maxirum Dupication |3 of 20 none lost packets is the 23"),
— the 66" (because packet #50 and #60

have been lost, and the first packet of
this set of 20 packets is the 45") and
eyl iy the 88" (because packet #70 and #80
have been lost with a 20 packets set
starting at 67™).

Calculated Range: 140 & 1/20

Restore Defauts
oK | Cancel |
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7.4.5 The Delay & Jitter Law Configuration

NetDisturb can delay the packets following a mathematical law configured by the user or using
values extracted from an input file. These values apply to the packets matching to the selected
Filter, if a loss law hasn’t previously lost the packets.

If the value is constant, it is a Delay. When values vary, that is the case with mathematical laws, it

is a Delay & Jitter value.

Up to 100 Delay & Jitter Laws can be created.
The Default.wsx context file copied by the NetDisturb installer contains the following laws:

Combo-box (Law identifier)

Comment area

Description

(None)

(None)

With this option, no delay or jitter is applied
to the IP flow.

Constant delay

Constant Delay

A 20 ms delay is applied to IP packets

Exponential jitter

Constant Delay &
Exponential Jitter

Delay & Jitter to apply: from 20 to 21 ms.
The delay is 20 ms and the jitter varies from
0to 1 ms.

Uniform jitter

Constant Delay &
Uniform Jitter

Delay & Jitter to apply: from 3 to 102 ms.
The delay is 2 ms and the jitter varies from 1
to 100 ms.

Constant Delay & File (Jitter)

Constant
File (Jitter)

Delay &

The file Random_delay.txt contains jitter
values to add to the constant 10 ms delay.

File (Minimum Cadences)

File (Packet Sending
Minimum Cadences)

The file RandomValues.txt contains values
used as Delay & Jitter.

Router Simulation with Delay

Router Simulation &
Constant Delay

Constant delay = 20 ms
IP Throughput = 1000 Kb/s
Max memory = 500 KB

Router Simulation & File
(Cadences)

Router Simulation &
File (Packet Sending
Minimum Cadences)

IP Throughput = 1000 Kb/s

Max memory = 250 KB

Delay & Jitter values are extracted from a
user file (RandomValues.txt).

Delay & File (Throughput, | Constant Delay & | Constant delay =250 ms
Time) File (Throughput, | Throughput values and Duration of the
Duration) Throughput values are extracted from a user

file (ThroughputAndDurationSample.txt).

7.4.5.1 Delay & Jitter Law and the Working Mode

Working Mode: Laws apply to the IP Flow

When a Delay & Jitter Law is selected for a given IP Flow, the law applies to all packets
matching the Filter that haven’t been lost. For each packet, a new Delay & Jitter value is
extracted from the law or from the file, depending on the type of law selected. These values
are stored in a global table by the NetDisturb driver. When the table is empty, the
NetDisturb Server provides a new table to the NetDisturb driver with new values provided
by the law or the file. The value is the number of milliseconds the packet is delayed.

Working Mode: Laws apply to each TCP/UDP connection of the IP Flow

When a Delay & Jitter Law is selected for a given IP Flow, the law applies to all packets
matching the Filter that haven’t been lost.

These values are stored in a table maintained by the NetDisturb driver.
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The NetDisturb Server provides the table once to the NetDisturb driver with values
provided by the law or extracted from the file. The NetDisturb driver loops on values from
this table: when the end of the table is reached, NetDisturb driver restarts at the beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is used to classify
the packet. Else the IP addresses and protocol are only used.

For each packet, a Delay & Jitter value is extracted from the buffer at the current index of
the packet for the connection i.e. the n" packet received for the given connection is delayed
by the n" value of the table. When n reaches the end of the table, the values extracted
restart at the beginning of the table.

7.4.5.2 Delay & Jitter Accuracy

The NetDisturb driver accuracy is +1 millisecond.

It means that a delay variation of one millisecond between two packets can be taken into account.

The NetDisturb driver uses the OS timer accuracy to delay the packets. Because Windows is not a
real-time OS, it may append Windows is not able to wake up the NetDisturb driver in the timely
manner. In such case, the delay and/or jitter value is increased unexpectedly.
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7.4.5.3 How to create or edit the Delay & Jitter Law

To create or configure a Delay & Jitter Law click on the Define button at the top or bottom part of
the main window.

Impairments to apply on packets geing from A te B

Loss & Duplication Delay & Jitter Content Impairment

Uniform Loss V”(Nune} & | | (Mone) v|
Loas: Uniform Law (None) < > {None)

— ——
.
= S
—_
Impairments to apply on packets going from B to A
Loss & Duplication Delay & Jitter Content Impairment

(Mong} v| |(Nune} "U(Nune} v|

The following window is then displayed:

MetDisturb Client - Delay & Jitter Lawws

r— Ligt of the defined Delay & Jitter Law

I Lawy Mame | Lawe Type Range 0 Mew Lawy
Constant Delay Constant Delay 20ms L Rename
Exponertial Jitter Constant Delay & Exponen...  20msto ... = Copy
Uniform Jitter Constart Delay & Uniform ... 3mstod.. JEN—
Constant Delay & File (Jitter) Constart Delay & File (Jiter) ia, Delete
File (Minimum Cadences) File {Packet Sending Minirm... IR
Router Simulation with Drelay Router Simulation & Const... U - Save

—Select a law and defing its parameters
Select a type of I j

General I Lawy Parameters I tathematical Theary

Select a law in the defined law list or add a new law

| Ok I Cancel |

This window allows creating a new law or modifying an existing one.

If (None) is selected, only the New Law button is enabled and the tabs to define the parameters
are disabled.
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If you select a preexisting law in the current list-box, then the parameters and the details about this
law can be viewed and the first "General" tab is enabled as in the example below:

MetDisturb Client - Delay & litter Laws
List of the defined Delay & Jitter Lav

Latey Matme Lawy Type Range A Mewy Law
(Mone) — —
Constant Delay Constant Delsy 20 me | Rename
Exponertial Jiter Constart Delay & Exponen... 20msto .. | Copy
Unifarm Jitter Constart Delay & Uniform ... Smstal.. | ———
Constant Delay & File (Jiter) Constart Delay & File (Jitter) i —= Delete
File (Minirmum Cadences) File (Packet Sending hinim... U
Router Simulation with Delay Router Simulation & Const. . i -
Select a law and define itz parameters

Select a type of |Cnnstarrt Delary j

General I I hathematical Theory
Horew does it weork
A constant delay is applied to all packets relevant to the Flowe not previously lost.

One parameter must be defined by the user:
- Conztant Delay

The Constart Delay is expressed in milizeconds, and all packets will be delayed ina
constart manner without jiter .

Ok Cancel

This window is composed of two areas:
. List of the defined Delay & Jitter Law: a list-box displays the defined laws and five buttons
allow managing the laws: New Law, Rename, Copy, Delete and Save.

. Select a Law and define its parameters: a list-box displays the loss and duplication laws
authorized by the software. Then there are 3 tabs to define and set up the parameters of the

selected law.
- (Tab1) General (explaining how does the impairment law work)
- (Tab 2) Law Parameters
- (Tab 3) Mathematical Theory (only available with Loss & Duplication Laws using a

mathematical law)
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7.4.5.3.1 List of the Delay Laws defined

The list-box displays for each defined law the summary of the characteristics, except for (None)
corresponding to 'No Delay & Jitter Law' selected:

-  Law Name: name of the law

- Law Type: the type of Delay law chosen amongst the pre-defined list (more details
available in paragraph 7.4.5.3.2 Select a law and define its parameters)

- Range: range of values generated by the specified laws.
To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with 'New Law'
as name of the law:

Ligt of the defined Delay & Jitter Law

Law Mame Law Type Range A | Mew Law
Uniform Jitter Constant Delay & Uniform ... 3 mzto 1.

Conztant Delay & File (Jitter) Constant Delay & File (Jitter) MNi&
File (Minimum Cadences) File (Packet Sending Minim... A&,
Router Simulation with Delay Router Simulation & Conszt... MNi&

Router Simulation & File (Cad... Router Simulation & File (P... N
Delay & File (Throughput, Time) Constant Delay & File (Thr... NiA, 3

New Law Constant Delay 20 ms w Save

Then click on 'New Law' label to rename this entry or press the Rename button:

Lizt of the defined Delay & Jitter Law

Law Name Law Type Range || | Mew Law
Uniform Jitter Conzstant Delay & Uniform ... 3 mzto 1.

Cons=tant Delay & File (Jitter) Constant Delay & File (Jitter) MNIA
File (Minimum Cadences) File (Packet Sending Minim... MiA
Router Simulation with Delay Router Simulation & Const... MNA

Router Simulation & File (Cad... Router Simulation & File (P... NIA
Delay & File (Throughput, Time) Conztant Delay & File (Thr... MNA 3

MNew Law Conztant Delay 20 mz b Save

Rename: to rename the Law. This button should be used to change the Law name.

Copy: this button copies the current selected law at the end of the list with a new name. The
following example shows the new list-box after copying the existing Exponential Jitter law:

Lizt of the defined Delay & Jitter Law

Law Name Law Type Range || | New Law
Uniform Jitter Constant Delay & Uniform... 3 msto 1.

Constant Delay & File (Jiter)  Constant Delay & File (Jitter) NI, Rename
File (Minimum Cadences) File (Packet Sending Minim... M
Router Simulation with Delay Router Simulation & Const... NiA

Router Simulation & File (Cad... Router Simulation & File (P... NiA
Delay & File (Throughput, Time} Consztant Delay & File (Thr... MNi& [ﬁ

Save

=

Copy of Exponential Jitter Constant Delay & Exponen...

Delete: this button should be used to remove a Law from the current list.
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First select in the list-box the law to delete and then press the Delete button. A confirmation
window is then displayed:

b =

MetDisturb Client [-EZ-|

./ \.
IQI Do you confirm that you want to delete the law "Exponential litter"?
-~ -

| |

Save: to save all changes related to the laws.
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7.4.5.3.2 Select a law and define its parameters

Once a law has been created, then you can define or modify the parameters of the law:
The first step is to choose the law type amongst the list of the pre-defined laws.
Then there are 3 tabs to define and to help the user to set up the parameters of the selected law.

- (Tab 1) General (explaining how does the impairment law work)
- (Tab 2) Law Parameters
- (Tab 3) Mathematical Theory (only available with Delay & Jitter Laws using a

mathematical law). This tab gives some details on the theory of the
mathematical law used.
= Select a type of law

A combo box allows selecting a law among the following pre-defined laws:

¢ Constant Delay
Parameter = constant delay

¢ Constant Delay & Exponential Jitter
Parameters: constant delay, A

e Constant Delay & Uniform Jitter
Parameters: constant delay, alpha, beta

e Constant Delay & File (Jitter)
Parameters: constant delay, filename

e File (Packet Sending Minimum Cadences)
Parameter: filename

¢ Router Simulation & Constant Delay
Parameters: IP throughput, max memory, constant delay

e Router Simulation & File (Packet Sending Minimum Cadences)
Parameters: IP throughput, max memory, filename

e Constant Delay & File (Throughput & Duration)
Parameters: constant delay, filename
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= The “General” tab (tab 1)
Details on the law type chosen and on the way to choose the parameters are provided on this tab
as shown on the figure below:

General | Mathematical Theory |

How does: it wiork,

“When this law iz uged, MetDisturb defines the minimum cadence when the packets are to be
zent over the output interface. Thiz iz done without conzidering the momentz where the
packetz were received from the input interface.

Thiz law iz mainly uzed for incoming constant flow to add a varnable jitter defined by the uzer,
One pararmeter must be defined by the user:

- Filename Uszer File containing the cadence walues

The firgt packet initializesz the TR time [reception time for packet # 1).Then the value T52 iz
calculated az follows: TS2 = TR1 + D1, where T52 comesponding ko the time when the
zecond packet has to be sent over the output interface and D1 corresponding ta the first
cadence walue read from the file. The second packet iz received at the TRZ time.

[f TRZ < TS2 then the second packet iz queued with a delay defined as; TS2-TR:2

[f TRZ »= T52 then the zecond packet iz zent immediately over the output interface.

Then the new value TS53 iz calculated: TS53 = TS52 + D2, where T53 coresponding to the
time when the third packet haz to be zent over the output interface and D2 corezponding to
the second cadence value read fram the file \when the end af the file iz reached, the process
continues and loops at the beginking of the file.

Example: the file contains the values 10, 20... Let's suppoze that the packets are received
every 12 mz over the input interface. The first packet received iz sent withaout delay over the
output interface. The zecond packet received iz zent without delay. Wwhy? Becauze the
receiving time iz equal to 12 mz after the first packet has been received and that's the
cadence iz equal to 10 mg - first value of the file. The third packet iz sent with a & mz delay
after the zecond packet. %Why? The receiving time iz equal to 24 ms after the first packet haz
been received and the cadence iz equal to 10 + 20 - second value of the file = 30 ms.

And zoon .

= The “Law Parameters” tab (tab 2)
This tab is described for each law type here after.

= The “Mathematical Theory” tab (tab 3)
This tab is available with the following laws only:
- Constant Delay & Exponential Jitter
- Constant Delay & Uniform Jitter

This tab provides the main explanations of the mathematical theory of the law as shown on the
figure below (Constant delay & Exponential Jitter law by example):
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| tdathematical Theory |

The probability density function of the exponential law is:

f(r;)t)={

Ae—;\.r
0

)

]

r =0,
r < 0.

whare & >0 isthe parameter of the distribution (#e rate parameter).

1
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The small values are more often generated that big ones.
The mare & is hig the more the maximum value generated
is small.

The curnulative frequency from a given value a=0 to a given
value b=ais the integral of fx) in this interval.

= Action buttons

The "Delay & Jitter Laws" window handles a temporary list of laws until the OK or Cancel button is
pressed.

Button Action

Restore Defaults ... Reset all parameters of the current law.

OK Save all modifications made if you didn't save them
before. Moreover, the selected law in the list of the
defined laws becomes the selected law in the combo-box
of the Flow window.

Cancel Ignore all modifications made if you didn't click on the

Save button before. In that case, the last law selected in
the combo-box of the Flow window is kept.

How to create a new Delay & Jitter Law:

Click on the "New Law" button,

Then click on the “Rename” button to modify the name of the law.
Choose one of the pre-defined law in the combo box

Select the "Law Parameters" tab,

Enter law parameter(s). The "General" tab and the "Mathematical Theory" tab contain
information that can be useful to define the parameters.

Press the “Save* button to save the changes and to continue to create or modify other laws.

7. Press “OK” to quit the “Delay & Jitter Laws” window and to select this new law as the law to
be applied on the corresponding Flow.

arObd=

o
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7.4.5.4 Constant Delay
A constant delay is applied to all packets relevant to the IP Flow not previously lost.

MetDisturb Client - Delay & litter Lawrs

— Lizt of the defined Delay & Jitter Law

Lawy Matme | Lawy Type Range + Mewy Lawy
(Mone] - — R_
Constant Delay Constant Delay Ename
Exponential Jitter Constant Delay & Exponen... 20msto ... Copy
Unifarm Jitter Constant Delay & Uniform ... 3mzto1.. —_—
Constant Delay & File (Jitter) Conzstant Delay & File (Jitter) i, Delete
File (Minimum Cadences) File (Packet Sending Minim... i, _—
Router Simulation with Delay Router Simulation & Const... P, - Save
— Select a law and define itz parameters
Select atype of ICDnstant Delay j

Lawy Parameters I Mathematical Theory
—Lawy Parameters

Filerame; I Brovese |

Constant Delay (ms): 20

Calculated Range: 20 ms

—Information on mathematical law values generated
Mot Applicable.

Restore Defaults ... |

833 Cancel |

The “Constant Delay (ms)” parameter must be defined, and all packets will be delayed in a
constant manner.
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7.4.5.5 Constant Delay & Exponential Jitter

When this law is selected, an exponential distribution of the jitter is computed from the Lambda
parameter. This distribution is stored in a table. This table is then transmitted to the NetDisturb
driver, finally coupled with a Constant Delay (expressed in ms) that will be added to the calculated
jitter.

MetDisturb Client - Delay & litter Laws
List af the defined Delay & Jitter Law

Lawy Mame Lare Type Range o Mewe Law
[Mone) - -

Constant Delsy Constart Delay 20 mz [RENED
Exponertial Jitter Constant Delay & Exponen... 20msto .. £ Copy
Uniform Jitter Constant Delay & Uniform .. 3msto1..

Constant Delsy & File (Jitter) Constant Delay & File (Jiter) SRR b Delete
File: (Minimum Cadences) File (Packet Sending Minim... {7

Router Simulation with Delay Router Sirmulation & Const 1A, - Save

Select a law and define its parameters

Selectatypeof | Constant Delay & Exporential Jtter |

| Law Parameters |
Law Parameters

[oowe |

Lamkaca: 01
Constant Delay (ms): 20

T

Calculated Range: From 20 ms to 124 ms

Information on methematical law values generated
The minimum value is; 0
The maximum value is: 104

0.005 % of genersted values are sitted after the value: 99

The probakilty of the integer value | 1 (= 0 iz around: 9.9574%
For & cumulative

from 1 (integer = 0) equalto |1 % you should choose a

lambda equal to; 0.0100503

fram | 1 (integer = 07 to infinity equalto | 1 % you should choose a

lambda equal to; LE6051702

O Cancel |

The mathematical function used is (click on the “Mathematical Theory” tab or see the Exponential
Law in Part 10 for more information):

Exponential law (4 > 0)
f(x) = e ™dx if x>0
f(x)=0 if x<0

For this law, one parameter is defined:
Lambda Parameter of the law

An additional area, called “Information on mathematical law values generated” is available with this
law. Here is provided some information about the minimum and maximum values. The
mathematical law generates the values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also available. In order to help the user to
choose the lambda parameter, by giving domain of values and a cumulative frequency, NetDisturb
can give you an approximation of the lambda parameter.
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Information on mathematical law values generated
The minimurn value is; 0
The marimum value is: 104

0.005 * of generated values are sitted after the walue: 99

The probability of the integer value |1 [> 0] iz around: 9.9574%
For a cumulative frequency:

from 1 [integer » 0] equal to |1 % pou should choosze a

larmbda equal ta: 0.0100503

from |1 (integer > 0] to infinity equal to |1 % you should chooze a

lambda equal to: 46051702

7.4.5.6 Constant Delay & Uniform Jitter

When this law is used, a uniform distribution of jitter values is calculated from the Alpha and Beta
parameters.

This distribution is stored in a table. This table is then transmitted to the NetDisturb driver, finally
coupled with a Constant Delay (expressed in ms) that will be added to the calculated jitter.

MetDisturk Client - Delay & litter Laws
Ligt of the defined Delay & Jitter Law

Lawy Mame Law Type Range e Lavy
(Mone) — — =
Constant Delay Constant Delay 20ms L Rename
Exponertial Jitter Constant Delay & Exponen... 20 ms to = Copy
Uniform Jitter e it Del Uniform ... 3 —_—
Conztant Delay & File (Jitter) Constant Delay & File (Jiter) i, e Delete
File (Minimum Cadences) File (Packet Sending Minim... AR —_—
Router Simulation with Delay Router Simulation & Const... AR - Save
Select a law and define itz parameters

Select a type of |C0nstant Delay & Uniform Jitter j

| Lawy Parameters |
Lawr Parameters

[[Eeme |

Alpha:
Beta: 100
Conztant Delay (ma): 2

1T

Calculsted Range: From 3 m=s to 102 ms

Information on mathematical law values generated

The minimum value is 1

The maximum value is 100

The probakilty of each value between Alpha and Beta is around: 1.0101%.
If not between Alpha and Beta, the probabilty of a value is null

Restore Defaults ..
QK | Cancel |
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The mathematical function used is (click on the “Mathematical Theory” tab or see the Uniform Law
in Part 10 for more information):

Uniform law on (e, ) range

fx)=1/(f-a) if a<x<f

f(x)=0 else

For this law, two parameters are defined:
Alpha min value of the range
Beta max value of the range

An additional area, called “Information on mathematical law values generated” is available with this
law. Here is provided some information about the minimum and maximum values. The
mathematical law generates the values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also available.

Information on mathematical law values generated
The minirmurn value is 1
The marimum value iz 100
The prabability of each value between Alpha and Beta iz around: 100013,
If fiot between Alpha and Beta, the probability of a value iz null

7.4.5.7 Constant Delay & File (Jitter)

When this law is selected, the delay rate is obtained from a file.

Total delay applied to the packet = Constant Delay (expressed in ms) + delay (read from the file
for this packet).

The Jitter values file must be a text file.

Delays are expressed in integer positive numbers. The unit is the millisecond. The separators used
for decoding are: end of line (CR or CR-LF), semicolon, coma, and tab or space characters. If a
line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of Line (CR or
CR-LF).

One Jitter value is picked for each packet handled. When the end of the file is reached, the
NetDisturb driver restarts with the first values of the file.
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MetDisturb Client - Delay & Jitter Lawes
Ligt of the defined Delay & Jiter Law

Lanw Mame Lawr Type # hew Lavee
(Monel -
Constant Delay Caonstant Delay L Fepeme
Exponertial Jiter Constant Delay & Exponen...  20msto .. = Copy
Uniform Jitter Constant Delay & Uniform ... JImsto.. JE——
Constart Delay & File (Jiter) Constant Delay & File (Jitter) — Delete
File (Minimum Cadences) File (Packet Sending Minim... —_—
Router Simulation with Delay Router Simulation & Const... - Save
Select a law and define itz parameters

Selectatype of | Canstant Delay & File (Jitter) |

| Law Parameters | Mathematical Theary
Laww Parameters

Filename: | Jitter-10ms txt
Conztant Delay (ms) 30
,7
’7
,7
,7
Mot Applicakle.

Ok ‘ Cancel |

Browse

For performance reasons the file is read in one shot, and stored in memory when the Flow is set in
the Run state. The values are used to load the table transmitted to the NetDisturb driver. In order
to not overload the memory resources, the maximum number of delays read is limited to 40,960.

If the file size exceeds the table size, only the part that can be memorized will be read.

The rest of the file will be used for the next loading. If the file size is too small to fulfill the table,

fulfillment is done by reading back the file from its beginning.
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7.4.5.8 File (Packet Sending Minimum Cadences)

When this law is used, NetDisturb defines the minimum cadence when the packets are to be sent
over the output interface. This is done without considering the moments where the packets were
received from the input interface.

This law is mainly used for incoming constant flow to add a variable jitter defined by the user.
The file containing the values must be a text file. Sending times are expressed by integer positive
numbers (unit is the millisecond).

The separators used for decoding are: end of line (CR or CR-LF), semicolon, coma, and tab or
space characters. If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to
the End of Line (CR or CR-LF).

NetDisturb extracts the values from the file in a circular way and one value is picked for each
packet handled.

MetDisturb Client - Delay & Jitter Laws
—List of the defined Delay & Jitter Law

Lawy Mame | Larwy Type Range | 0 ey Lavwy
[Mone) - — 3
Conztant Delay Constart Delay 20 mz - Ename
Exponertisl Jiter Constart Delay & Exponen... 20msto .. [T Copy
Uniform Jitter Constant Delay & Uniform .. 3msto1..
Consztant Delay & File (Jitter) Constart Delay & File (Jiter) 1A, Delete
File: (Mimimuim Caclet 51 Filz (Packet Sending Minim... i,
Router Simulation with Delay Router Simulation & Const... [ia, - Save
—Select a law and define its p
Select atype of IFi|E (Packet Sending Minimum Cadences) j
| | Law Parameters I Mathemstical Theary |
~Law Parameters
Filename: | Randomalues tx Browss

rInformation on mathematical ks values generatecd
Mot Spplicable.

Restore Detautts ..

Co |

Cancel |

The first packet initializes the TR1 time (reception time for packet # 1).

Then the value TS2 is calculated as follows: TS2 = TR1 + D1, where TS2 corresponds to the time
when the second packet has to be sent over the output interface and D1 corresponds to the first
cadence value read from the file. The second packet is received at the TR2 time.
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If TR2 < TS2 then the second packet is queued with a delay defined as: TS2-TR2
If TR2 >= TS2 then the second packet is sent immediately over the output interface.

Then the new value TS3 is calculated: TS3 = TS2 + D2, where TS3 corresponds to the time when
the third packet has to be sent over the output interface and D2 corresponds to the second
cadence value read from the file.

When the end of the file is reached, the process continues and loops at the beginning of the file.

Example: the file contains the values 10, 20...

Let's suppose that the packets are received every 12 ms over the input interface. The first packet
received is sent without delay over the output interface.

The second packet received is sent without delay. Why? Because the receiving time is equals to
12 ms after the first packet has been received and that's the cadence is equals to 10 ms - first
value of the file.

The third packet is sent with a 6 ms delay after the second packet. Why? The receiving time is
equal to 24 ms after the first packet has been received and the cadence is equals to 10 + 20 -
second value of the file = 30 ms.

And so on...
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7.4.5.9 Router Simulation & Constant Delay
This law is used to simulate a real network by offering:

e Alimited IP Throughput on the output interface in Kbps.
e A Constant Delay (to simulate a network transit delay)

e The loss of packets as soon as the virtual output queue is full (the Maximum Memory
parameter expressed in Kilobytes is the virtual output queue size). When the output queue is
virtually full, all new incoming packets are not transmitted to the output interface.

The example displayed below illustrates the 3 parameters used by the “Router Simulation &
Constant Delay” law: IP Throughput, Maximum Memory and Constant Delay.

MetDisturb Client - Delay & litter Lawvs
— Lizt of the defined Delay & Jitter Law

Lawy Mame Lawe Type Range & ey Lavy
(Mone) - - |
Constant Delay Constant Delay 20ms L Renaime
Exponertial Jitter Conztart Delay & Exponen... 20msto ... |= Copy
Uniform Jiter Constant Delsy & Uniform .. 3mstod ..
Conztant Delay & File (Jitter) Constant Delay & File (Jiter) IS Delete
File (Minimum Cadences) File (Packet Sending Mini IS
Router Simulstic h Delay Router Simulation : st - Save
— Select a law and define its parameters
Select a type of IRouter Simulation & Constant Delay j

| | Laws Parameters I Mathematical Theory
—Law Parameters

Filename: I Broveese |

IP Throughput (Kkes): 1000
Constant Delay (ms): 20

Maximum Memory (KB | 500

—Information on mathematical law values generated
Mot Spplicakle,

Restore Defaults ...

| Ok I Cancel |

The output queue is a virtual queue because there isn’t any real queue associated to the Flow.

(continue)

Copyright © 1998-2010 ZT]I. All Rights Reserved. Page 154/222




NetDisturb Part 7 Using the NetDisturb Client

When the Flow is started i.e. when the ‘Run’ button is pressed, the internal remaining size is the Maximum
Memory parameter value.

Each time a packet is received, the internal remaining size parameter is decreased by the packet size. When
the remaining size parameter is 0, the queue is marked as full.

Any new packet is lost until the remaining size becomes positive. When the packet is sent, the relevant
queue size parameter is increased.

In the meantime each packet to send is first moved in the output queue and if needed, the number of
packets delayed is increased.

This is why there may be packets not yet sent when the Flow is stopped. Those packets continue to be sent
until the output queue is free.

You shouldn’t be surprised if packets continue to be sent even if no packet has been received: it is in most
cases the output queue that is not yet empty.

7.4.5.10 Router Simulation & File (Packet Sending Minimum Cadences)

This law is used to simulate a real network by offering:

e Alimited IP Throughput on the output interface in Kbps.

e A loss of packets as soon as the output queue is full (the Maximum Memory parameter
expressed in Kb/s is the output queue size). When the output queue is full, all new incoming
packets will not be transmitted to the output interface.

e The minimum cadences (values read from the text file) when the packets are sent over the
output interface whatever the moments when the packets were received from the input
interface (to simulate a real network transit delay). Please refer to the "File (Packet Sending
Minimum Cadences)" Law for more information. The values are expressed with an integer
positive number. The unit is the millisecond. The separators used for decoding are: end of line
(CR or CR-LF), semicolon, coma, and tab or space characters. One Delay & Jitter value is
picked for each packet handled. When the end of the file is reached, the NetDisturb driver
restarts with the first values of the file. If a line starts with a sharp (#) character, the rest of the
line is ignored i.e. up to the End of Line (CR or CR-LF)

The example displayed below illustrates the 3 parameters used by the “Router Simulation &
Constant Delay” law: IP Throughput, Maximum Memory and the user defined file containing the
Delay & Jitter values.
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MetDisturb Client - Delay & Jitter Laws
List of the defined Delay & Jitter Law

Lawy Mame Lawe Type Range 0 Mew Lawy
Constant Delay Constant Delay 20ms —

Exponertial Jiter Constart Delay & Exponen...  20msto .. Rename
Uniform Jitter Constart Delay & Unifarm .. 3mstod.. = Copy
Constant Delay & File (Jitter) Constart Delay & File (Jitter) IR

File (Minimum Cadences) File (Packet Sending Minirm... U Delete
Router Simulation with Drelay Router Simulation & Const... [{EE i

Router Simulation & File (Cade... Router Simulstion & File (P... A, - Save

Select alaw and define its parameters

Select a type of |R0u‘ter Simulation & File (Packet Sending Minimum Cadences) ﬂ

| Lawy Parameters | Mathematical Theary
Law Parameters

Filename: | Randomvalues txt Brrovyse
IP Throughput (Khbis): 1000

Maximum Memary (kB3 | 0]

11

Mot Applicable.

Restore Defaults ...
Ok | Cancel |

7.4.5.11 Constant Delay & File (Throughput & Duration)

This law is used to change the output throughput from time to time. It is a throughput simulation
law where the throughput varies.

The throughput and the duration of the throughput are positive and integer values. The values are
extracted from the user-defined file. This file must be a text file.

Separators used for decoding are End of Line (CR or CR-LF), semicolon, comma, tab or space
characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of Line
(CR or CR-LF)

There are a couple of values to read:
e The first value is the throughput. The unit of the throughput is the Kbps.
e The second value read is the duration of the throughput. The duration unit is the millisecond.

To assure performance, the file is read in one shot and stored in memory at law selection time. The
values extracted from the file fill a table transmitted to the NetDisturb driver. In order to not
overload the memory resources, the maximum read number of values is limited to 40,960 i.e.
20,480 couples.
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If the file size exceeds the table size, only the part that can be memorized will be read. The rest of
the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning to complete the
table.

The NetDisturb driver extracts a couple of values from the table to get the throughput to apply and
its duration. When the duration expires, the next couple of values is extracted from the table, and
SO on.

A constant delay can be added to each packet, to simulate the network delay, for example the
satellite upload or download frame delay.

MetDisturb Client - Delay & Jitter Laws
List of the defined Delay & Jitter Law

Law Mame Lawv Type Range + Dy Late
Constart Delay Constant Delay 20mz 1
Exponertial Jiter Constant Delay & Exponen...  20msto .. (RS
Uniform Jitter Constant Delay & Uniform ... JImsto.. = Copy
Constart Delay & File (Jiter) Constant Delay & File (Jitter) [, JE——
File (Minimum Cadences) File (Packet Sending Minim... A, Delete
Router Simulation with Delay Router Simulation & Const... MiA, T f—
Router Simulstion & File (Cade... Constant Delsy & File (Thr... A, - Save

Select a law and define itz parameters

Select atype of |Constarrt Delzy & File (Throughpot & Duration) j

| Law Parameters | Mathematical Theory
Law Parameters

Filename: | Randomalues txd Browwse
Constant Delay (ms); 1UU|

——
——
——
—

Mot Applicable.

Restore Defautts ...
Ok | Cancel |

The constant delay of 20ms is the minimum delay applying to each packet of the flow. The values
extracted from the file are added to the constant delay, helping to create a jitter.

If Vis the set of values extracted from the file, k the constant delay, the delay D for the
packet n is calculated as shown below:
D(n) =V(n) + k
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D(n+1) = V(n+1) + k

The jitter or Inter Packet Delay Variation (IPDV) is calculated by the formula:
D(n+1) - D(n) => V(n+1) +k —V(n) -k = V(n+1)-V(n)

The jitter is generated by the values extracted from the file.

7.4.6 The Content Impairment Law Configuration

NetDisturb can change the packets content following a mathematical law configured by the user
or using values extracted from an input file. These values apply to the packets matching to the
selected Filter, if a loss law hasn'’t previously lost the packets.

Up to 100 Content Impairment Laws can be created.
By default the following laws are defined in the Default.wsx context file:

Combo-box (Law identifier) Comment area Description
(None) (None) With this option, no impairment is applied to
the IP Flow.
1 out of 10 1 Packet out of N Range (N): 10
Percentage Percentage Percentage: 5
Normal Law Impairment Normal Law (Laplace- | The domain of values is [0..100]. Parameters
Gauss) of the law are :
= Average:30
= Standard deviation:10
= threshold: 40
Uniform Law Impairment Uniform Law Domain values [1 to 100] Threshold = 20

For each law coming from the Default.wsx context file, the default packet content impairment
parameters are used. See 7.4.6.7 Packet Content Impairment Type for more details.

7.4.6.1 Content Impairment Law and the Working Mode

Contrary to the other types of disturbance, the Content Impairment laws are not concerned by the
Working Mode. When a Content Impairment law is selected over a given Flow, the law applies to
all packets matching the Filter.

For each new packet, a new value is extracted from the law or from the file, depending on the type
of law selected. These values are stored in a global table by NetDisturb. \When the table is empty,
NetDisturb Server provides a new table to the NetDisturb driver with new values depending on
the law.

This value is compared to the Threshold: if the value is greater or equal than the Threshold, the
packet content is impaired.
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7.4.6.2 How to create or edit the Content Impairment Law

To create or configure a Packet Content Impairment Law click on the Define button at the top or
bottom part of the main window.

Impairments to apply on packets going from A to B
Loss & Duplication

Delay & Jitter Content Impairment

v| |(N|:|ne}

Lozs: Uniform Law (Mang) (None)

Uniform Loss

v| |(Nune}

I
D
e
- R T ———
Impairments to apply on packets going from B to A
Loss & Duplication Delay & Jitter Content Impairment
(Wone) V| |(N|Jne}

v| |(Nune} b
(None} (None} {None)

The following window is then displayed:

MNetDisturb Client - Content Impairment Laws

— List of the defined Content Impairment Law
I Lavwy Mame

| Lamy Type

| Range | Mewy Lawy
[Mone) - -
1 Packet out of 10 1 Packet out of M 1110 (10%) RS
Percertage Percentage a% Copy
Mormal Lan lnpairmeni Unifarim Lasy 1to10 j—
Unifarm Laww Impairmert Unifarm Lawy 1to100 Delete

Save
—Select a law and define its parameters

Select a type of I

=l

General I Law Parameters | Mathematical Theary I Content Impairment

Select a law in the defined law list or add a new law

[9]24 Cancel |

This window allows creating a new law or modifying an existing one.
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If (None) is selected, only the New Law button is enabled and the tabs to define the parameters
are disabled.

If you select a preexisting law in the current list-box, then the parameters and the details about this
law can be viewed and the first "General" tab is enabled as in the example below:

MetDisturb Client - Content Impairment Laws

Ligt of the defined Content Impairment Law

Lawy Matme Lawy Type Frange Mewy Lawy
(Mone)
1 Packet out aof 10 1 Packet out of M 5 Renams
Percentage Percentage 2% Copy
Mormal Lawy Impairment Uniform Lasw 11010
Uniform Lasw Impairment Uniform Law 1to 100 Delete
Select a law and define itz parameters

Select atype of |1 Packet out of M ﬂ

General | | Mathematical Theary

Howy does it wark

Thiz lavy impairs the content of 1 packet out of M received packets.
One parameter must be defined by the user:

- Range (M)

The impaired packet iz the Mh received packet, i.e. considering N is 12, then the 12th, 24th,
3Bth packet and so on are impaired.

The value of N must be betveen 2 and 100,000,000,
Go to the "Content Impairment" tab and click on the "Modify Parameters" button.

The dialog box opened allows defining the parameters on how the packet
content will be impaired.

Ok Cancel

This window is composed of two areas:

o List of the defined Delay & Jitter Law: a list-box displays the defined laws and five buttons
allow managing the laws: New Law, Rename, Copy, Delete and Save.

e Select a Law and define its parameters: a list-box displays the loss and duplication laws
authorized by the software. Then there are 4 tabs to define and to help the user to set up the
parameters of the selected law.

- (Tab1) General (explaining how does the impairment law work)

- (Tab2) Law Parameters

- (Tab 3) Mathematical Theory (only available with Content Impairment Laws using a
mathematical law)

- (Tab4) Content Impairment
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7.4.6.2.1 List of the Content Impairment Laws defined

The list-box displays for each defined law the summary of the characteristics, except for (None)
corresponding to 'No Content Impairment Law' selected:

- Law Name: Name of the law

- Law Type: The type of Content Impairment law chosen amongst the pre-defined list
(more details available in 7.4.6.2.2 Select a law and define its parameters)

- Range: Range of values generated by the specified laws.
To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with 'New Law'
as name of the law:

Lizt of the defined Content Impairrment Law

Law Mame Law Type Range Mew Law
[Moare)

1 Packet out of 10 1 Packet out of M 1A0010%) Y
Percentage Percentage RE

Mormal Law Impairment Mormal Law [Laplace-Gaussz) 0170 Copy

I nifarm Law Impairment I driform Law 1o 100

1 Packet out of M

Delete

Save

i [flE [

Then click on 'New Law' label to rename this entry or press the Rename button:

Lizt of the defined Content Impairment Law

Law Mame Law Type Rahge Mew Law
[Hone]

1 Packet out of 10 1 Packet out of M 1A0010%) Y
Percentage Percentage B

Marrnal Law Impairment Marmal Law [Laplace-Gaussz) 0t 170 Copy

Uniform Law Impairment riform Law 1t 100
Mew Law 1 Packet out of M 1/5 [20%] Delete

Save

Sl

Rename: to rename the Law. This button should be used to change the Law name.
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Copy: this button copies the current selected law at the end of the list with a new name. The
following example shows the new list-box after copying the existing Percentage law:

Ligt of the defined Content Impairment Law

Percentage

Copy of Percentage

Delete: this button should be used to remove a Law from the current list.

Law Mame Law Type Range
[Mone]
1 Packet out of 10 1 Packet out of M 1A010%)
Percentage Percentage e
Mormal Law [mpairment Mormal Law [Laplace-Gaussz) Oto 170
Urifarm Law Impairment [rifarmn Law 1to 100
Mew Law 1 Packet out of M 1.5 [20%]
I:'E:::

HuaiH

Mew Law

Fename
Copy

Delete

Save

First select in the list-box the law to delete and then press the Delete button. A confirmation

window is then displayed:

i

MetDisturb Client

Save: to save all changes related to the laws.
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7.4.6.2.2 Select a law and define its parameters
Once a law has been created, then you can define or modify the parameters of the law:
The first step is to choose the law type amongst the list of the pre-defined Content Impairment

laws. Then there are 4 tabs to define and to help the user to set up the parameters of the selected
law.

- (Tab1) General (explaining how does the impairment law work)
- (Tab 2) Law Parameters
- (Tab 3) Mathematical Theory (only available with Content Impairment Laws using a

mathematical law). This tab gives some details on the theory of the
mathematical law used.
- (Tab 4) Content Impairment

= Select a type of law
A combo box allows selecting a law among the following pre-defined laws:

e 1 Packet out of N
Parameter: range (N)

o Percentage
Parameter: percentage

e Uniform law
Parameters: alpha, beta, threshold

e Normal law (Laplace-Gauss)
Parameters: average, standard deviation, threshold

= The “General” tab (tab 1)
Details on the law type chosen and on the way to choose the parameters are provided on this tab
as shown on the figure below:

General I I I |
How does it work,
The rumber of packets o impair iz defined by the Laplace-Gauss law.

Distribution of Laplace-Gauss Law iz

RN
2o 2

- i
?tx}_ﬁﬁe

where i iz the average and (F is the standard deviation,

Three parameters must be defined by the uzer:

- Ayerage pozitive value
- Standard Dewiation  positive value such az [Standard Deviation <= Averages3)
- Threshold if the number calculated by the law iz equal or greater than the

threshald value, then the packet iz impaired.

Go to the "Content Impairment” tab and click on the "Modify Parameters™
button. The dialog box opened allows defining the parameters on how the
packet content will be impaired.
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= The “Law Parameters” tab (tab 2)
This tab is described for each law type here after.

= The “Mathematical Theory” tab (tab 3)
This tab is available with the following laws only:
- Normal Law
- Uniform Law

This tab provides the main explanations of the mathematical theory of the law as shown on the
figure below:

| | | MathematicalTheoryl |
Distribution of Laplace-Gauss Law s
2
-
i F
flx)=———e 2
2r o
where x4 isthe average and o is the standard deviation.
ALG)
9]
18
...... — 1S
68,27%
95,45%
99,73%
- The mare o is small the more drawn valuesare near 4
- BEIT% of drawn valuesarein[ i — o, 4+ 0]
- 95 45% of dravm valuesare in [ 4 — 20 4+ 20
- 99.73% of drawn values are in [# — Jar; g+ 3o ]

= The “Content Impairment” tab (tab 4)
This tab is described in paragraph 7.4.6.7 Packet Content Impairment Type.

= Action buttons
The "Content Impairment Laws" window handles a temporary list of laws until the OK or Cancel
button is pressed.

Button Action
Restore Defaults ... Reset all parameters of the current law.
OK Save all modifications made if you didn't save them

before. Moreover, the selected law in the list of the
defined laws becomes the selected law in the combo-box
of the Flow window.

Cancel Ignore all modifications made if you didn't click on the
Save button before. In that case, the last law selected in
the combo-box of the Flow window is kept.
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How to create a new Content Impairment Law:

1.

2
3.
4,
5

o

Click on the "New Law" button,

Then click on the “Rename” button to modify the name of the law.
Choose one of the pre-defined law in the combo box

Select the "Law Parameters" tab,

Enter law parameter(s). The "General" tab and the "Mathematical Theory" tab contain
information that can be useful to define the parameters.

Go to the "Content Impairment" tab and click on the "Modify Parameters" button to specify
the parameters on the content impairment type.

Press the “Save“ button to save the changes and to continue to create or modify other laws.

Press “OK” to quit the “Content Impairment Laws” window and to select this new law as the
law to be applied on the corresponding Flow.
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7.4.6.3 1 Packet out of N

MetDisturb Client - Content Impairrent Lawes

— Ligt of the defined Content Impairment Law

Lawy Mame Lawy Type

Range

| Mewy Lawy

t ot of M

Rename

Copy
Delete

Save

— Select a law and define itz parameters

Select a type of |1 Packet out of M

=

Law Parameters | Mathematical Theory
—Laww Parameters

Filename: I
Range (M) 5

Calculated Range: 115 (20%)

—Information on mathematical law values generated

Browse |

Mot Applicakle.

Restore Defauts ... |

O |

Cancel |

This law allows impairing the content of 1 packet out of N received packets. It affects a same

packet based on its order.

The impaired packet is the Nth received packet, i.e. considering N is 12, then the 12", 24" 36™

packet and so on are lost.

The value of N must be between 2 and 100,000,000.
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7.4.6.4 Percentage

MetDisturb Client - Content Impairrent Lawes

— Ligt of the defined Content Impairment Law

Larwy Mame Lawy Type Range | Mewy Lawy

(Mone) - -

L 1 Percentage 5% @
Copy
Delete
Save

— Select a law and define itz parameters

Select atype of

Law Patameters | Mathematical Theory |
—Lawy Parameters

Filename: I Browse |

Percentage: 5

Calculated Range: 5%

—Information on mathematical law values generated
Mot Applicakle.

Restore Defauts ... |

Ok Cancel |

When this law is selected, a percentage of packets are impaired and the packets to impair are
randomly selected.

The percentage of impaired packets is calculated on the basis of 100 received packets or a
multiple of 100. For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e.
12% and 0.00056% are allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified then all the packets are impaired.

The value of the percentage must be bounded between 0.00000001% and 100%, and the impaired
packets are selected in a random way.

Copyright © 1998-2010 ZT]I. All Rights Reserved. Page 167/222



NetDisturb Part 7 Using the NetDisturb Client

7.4.6.5 Uniform Law

When this law is selected, a uniform distribution of numbers contained between the Alpha and
Beta values is computed and stored in a table. This table and the threshold (also supplied by the
user) are then transmitted to the NetDisturb driver.

MetDisturb Client - Content Impairment Laws

— Ligt of the defined Content Impairment Law

Larwy Marme | Law Type Range | Mewy Lavye

(Mone) - .

Laww 1 Uniform Law 11010 fFoname
Copy
Delete
Save

— Select a law and define its parameters

Select atype of

| | Law Parameters I I |

—Law Parameters

Filename: I Brovwse |
Alpha: 1

Beta: 10

Threshold: 3

Calculated Range: From1 to 10

—Infarmation on mathemsatical law values generated
The minimum value is 1
The maximum value iz 10
The probability of each value betvween Alpha and Beta iz around: 11.4111%.
If miot between Alpha and Beta, the probakilty of & value iz null

Restore Defaults .. |

| O I Cancel |

The NetDisturb driver picks a number in the table (see also 7.4.4.1) for each selected packet. If
this number is greater or equal than the threshold, then the packet is impaired.

The mathematical function used is (click on the “Mathematical Theory” tab or see the Uniform Law
in Part 10 for more information):

Uniform law on («, f) range
fx)=1/(f-a) ifa<x<pf
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range
Beta: max value of the range
Threshold: if the number calculated by the law is greater or equal than the

Threshold value, the packet is impaired.

Copyright © 1998-2010 ZT]I. All Rights Reserved. Page 168/222



NetDisturb Part 7 Using the NetDisturb Client

An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also shown.

Information on mathematical law values generated
The minimurm wale iz 1
The masimum walue iz 10
The probahility of each walue between Alpha and Beta iz around: 1111112,
If not between Alpha and Beta, the probability of a value iz null

7.4.6.6 Normal (Laplace-Gauss) Law

MetDisturb Client - Content Irmpairment Lawes

List of the defined Content Immpairment Law

Lawy Mame Lanw Type Range Mewy Lawy

(Mane) - .

L 1 Rorrmal Laey (Laplace-Gau... 0to17 Fename
Copy
Delete
Save

Select alaw and define its parameters

Select a type of

Lawy Parameters | |
Law Parameters

Average:
Standard Devistion: 1
Threshald:

T

Calculated Range: From 0 to 17

Information on mathematical law values generated
The minimum value iz 0

The maximum value i 17

99.73% of the values are included in [ #;13]

The probabilty of the integer value | 1 iz around: < 0.0001%

Restore Defaults ...
Ok | Cancel |

The NetDisturb driver picks a number in the table (see also 7.4.4.1) for each selected packet. If
this number is greater or equal than the threshold, then the packet is impaired.
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The mathematical function used is (click on the “Mathematical Theory” tab or see the Normal Law
in Part 10 for more information):

Normal law on («, ) range

fx)=1/(f-a) ifa<x<pf
f(x)=0 else

For this law, three parameters are defined:

Average: min value of the range
Standard Deviation: max value of the range
Threshold: if the number calculated by the law is greater or equal

than the Threshold value, the packet is impaired.

An additional area, called “Information on mathematical law values generated” is available with this
law. Here are provided some information about the minimum and maximum values. The
mathematical law generates these values using the user-defined parameters. Moreover, the
probability of each value that can be generated is also shown.

Information on mathematical law values generated
The minimurn value iz O
The masimum value iz 17
99.73% of the values are included in [ 7:13]

The probability of the integer value |1 iz around: < 0.0001 2
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7.4.6.7 Packet Content Impairment Type

First, go to the "Content Impairment" tab. A figure shows the correspondence between the
parameters to be specified and the Ethernet frame. This tab displays also a summary of the
defined parameters for the content impairment type.

The button "Modify Parameters" allows modifying these parameters.

| | | Content Impairment

impaired are randomly chozen by MetDisturb among [M] Bytes which are selected
from the Starting Point [S]

Upto 1514 Bytes
(P} Bytes

F
¥

(S: Starting Point

Defined Parameters
[5).0
[M) Random % alue between [1] and [1513-5)

F andom Y alue between [1] and [M]
Impairment summary: One bit randomly selected and modified for each of the [F] Evtes

CRC recalculationz after impairment: '/

taodify Parameters

The following window is then displayed when you click on the "Modify Parameters" button:
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MetDisturb - Content Impairment Type @

impraired are randomly chosen by NetDisturb among (H) Bytes which are
selected from the Starting Point (5)

Upto 1514 Bytes
(P) Bytes

&
k4

(9: Starting Point '

Define the Starting Point (S) from where the impairments will start

() |0 (%alue from Oto 1513

Define the number of Bytes (M) to be =elected from the Starting Point

[v Random Yalue between (1) and (1513 - 5)

) |0

Define the numbet of Bytes (P to be impaired

[V Random Walue betveen (17 and (M)
0
Type of impairment to apply

" Invert bits | 0 (1 ta 8) for each of the (F)
" Invert bits per pair (1-2, 3-4, 5-6, 7-8) for each of the (F) Bytes

©@ ® ©@ 6 o6

i Invert Bytes per pair
(+ One bit randomly selected and modified for each of the (F) Bytes
" Use thiz pattern to replace the content of the (P) Bytes that should be impairec

Option
v] CRC recalculations [ IP & Protocol (TCP, DR, IGMP, ICKMP)] atter applying the @
impairments

Cancel

This window is composed of 6 areas:

- (1) A figure showing the correspondence between the parameters (S), (N) and (P) and the
Ethernet frame.

- (2) The first area allows defining the Starting Point (S) from where the impairment will start.

- (3) The second area offers two options to specify the number of Bytes (N) to be selected from
the Starting Point.
= either the number of Bytes (N) is randomly selected
= or the number of Bytes (N) is fixed. If the value is 0, that means up to the end of the
frame.
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- (4) The third area allows setting the number of Bytes (P) to be impaired. Here two options are
available:
= either the number of Bytes (P) is randomly selected
= or the number of Bytes (P) is fixed. If the value is 0, that means all bytes are impaired.

- (5) This area of this section defines the type of impairment to apply on the selected bytes.
There are five type of impairment available:

= Invert a specified number of bits for each of the (P) Bytes (sequential inversion from
the least significant bit to the most significant bit)

Example: inversion of 7 bits for each of the (P) Bytes
The initial byte value is:

EA (Hex)

11101010 (Bin)

7 bits should be inverted:
10010101 (Bin)
95 (Hex)

= Invert bits per pair for each of the N bytes
Example:
The initial byte value is:
39 (Hex)
00111001 (Bin)

Bits are inverted per pair:
00110110 (Bin)

36 (Hex)
= Invert Bytes per pair
Example:
The initial bytes sequence is : AO BF E4 C7

After the inversion, the sequence is: BF A0 C7 E4

= One bit randomly selected and modified for each of the (P) Bytes
Example:
The initial byte value is:
AF (Hex)
10101111 (Bin)

A bit randomly selected is inverted (here the third bit):
10101011 (Bin)
AB (Hex)

= Use a V pattern to replace the content of the (P) Bytes that should be impaired. If the
V pattern is bigger than (P) Bytes to replace, only the (P) first Bytes of the V pattern are
used. If the V pattern is smaller than (P) bytes, all or part of the V pattern is used
several times to replace the (P) bytes.

- (6) Finally, the possibility to recalculate the CRC is offered. The CRC recalculation can be
necessary for some protocols. NetDisturb recalculates the CRC for a restricted list of protocol
(IP and protocols TCP, UDP, ICMP, IGMP)
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How does it work?

a) The calculation of the CRC depends on the localization of the impairment and the
type of the modified frame. This is done automatically.

b) List of the headers generating a calculation of the CRC:

IP Header (16 bits CRC)

The checksum field is coded on 16 bits and allows checking the packet
validity of the layer 3. Before doing the calculation, this field is set to 0 and
only the IP header is considered.

UDP Header (16 bits CRC, if the CRC is different from 0) and TCP Header
(16 bits CRC)

The checksum field is coded on 16 bits and allows checking the TCP/UDP
packet validity of the layer 4.

The checksum field is the 16 bit one's complement of the one's
complement sum of all 16-bit words in the header and text. If a
segment contains an odd number of header and text bytes, the last
octet is padded on the right with zeros to make a 16-bit word for
checksum purposes. The pad is not transmitted as part of the
segment. While computing the checksum, the checksum field itself is
replaced with zeros.

The checksum also covers a 96-bit pseudo header prefixed to the TCP
header. This pseudo header contains the Source Address, the
Destination Address, the Protocol, and the TCP length.

ICMP Header (16 bits CRC) and IGMP Header (16 bits CRC)

The checksum field is coded on 16 bits and allows checking the ICMP or
IGMP packet validity of the layer 3. Before doing the calculation, this field is
setto 0
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7.4.7 Loss/Duplication, Delay/Jitte

r Dynamics

The next figure shows the impact of a Loss & Duplication law and a Delay & Jitter law on a set of

packets.

Incoming Packets

[

Tirn e
(=40}

Loss law with parame ter Threshold = 15

v

Loss Values

Yalues ns | 12
#Packet 02

27102 |18 |13 |02 |23 ] 18 | 13
04 o7 10

Delay and jitter law

v

Delay & Jitter Walues

L

Values |20 |30 | S0 |45 |25 |23
#Packet 02 | 04 07 | 10
Resuft
Outgoing Packets

tc,+5ﬂ+25

t +IA+ES

Tlme
[ A=2)
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7.4.8 Loss with Duplication and Delay/Jitter Dynamics

The next figure shows the impact of a Loss & Duplication law with a Delay & Jitter law on a set of
packets.

Incoming Packets

m

Loss & Duplication law with parameter Theeshold = 15
- and Duplicatation rate = 1

v

Loss & Dupplication Values

values |05 |12 | 27 | oo | 18 E‘;‘f;' 20 |os |18 | 12
#Packet oz 04 10

Delay and Jitter law

v

Delay & Jitter Values

vales TonTag [sn | 25 [40 [ss [4s
#Packet 2 | o4 10
|
Result
Outgoing Packets

| Illl
T

t +OAHIS T'me
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7.5 Use of the Aggregates

7.5.1 What is an aggregate?

An aggregate is an association of several IP Flows (at least 2) sharing the same Delay & Jitter
Laws.

To be defined, the aggregate has to have a Delay & Jitter Law for at least one direction (A=>B
and/or B=2>A).

The IP Flow order in the aggregate defines the priority of packets to delay. While the top IP Flow
get the highest priority, the other IP Flows are queuing until there are no higher priority packets.

All the IP Flows related to the aggregate must have their own Filter and possibly a Loss &
Duplication Law, but they lose their own Delay & Jitter Law for the benefit of the law defined in the
aggregate.

For a given IP Flow belonging to an aggregate, the non-lost packets are subjected to the Delay &
Jitter Law of the aggregate.

A priority level applies to packets according to the IP Flow they belong to. The priority is
decreasing according to the Flow number, i.e. the packets of the Flow # X get a higher priority than
the packets of the Flow # X+1, etc.

All the packets of the Flow # X will be handled before the packets of the Flow # X+1 are taken into
account. By waiting to be handled, the packets of the Flow # X+1 are put into a queue. When the
queue of a Flow is full, the new packets of this Flow are lost.

All the IP Flows of an aggregate start and stop simultaneously. To start an aggregate, all the IP
Flows defined for this aggregate must have a defined Filter.

7.5.2 When do we need to use an aggregate?
We use an aggregate when we wish to have different priorities for the various IP Flows to be
impaired and when we wish to apply the same Delay & Jitter Law to these IP Flows.

Example of the simulation of a satellite access (IPv4 and IPv6) with a varying time
bandwidth and a priority rule for the IP packets

In this example, we define an aggregate with three IP Flows with the following properties that
defines the order of treatment for the received IP packets:

1) The first IP Flow is related to HTTP packets and we associate a Loss Law,

2) The second IP Flow is related to the TCP packets and we associate a Duplication Law,

3) The third IP Flow is related to the UDP packets without applying a Loss & Duplication Law.

So the HTTP packets are first processed with the IP Flow # 01, then the TCP packets are handled
with the IP Flow # 02 and the UDP packets are finally processed with the IP Flow # 03.
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To implement this example, the following steps must be considered:

e Step 1: define the Filter and the Loss & Duplication Law for the three IP Flows:
- IP Flow #01:
= Filter: Source Port List = 80
= Loss & Duplication Law: select 1 predefined loss law
- IP Flow #02:
= Filter: Protocol = TCP
= Loss & Duplication Law: select 1 predefined duplication law
- IP Flow #03:
= Filter: Protocol = UDP
= No Loss & Duplication Law

o Step 2: create now an aggregate (blue color for example) with the following Delay & Jitter
Law: the ‘Constant Delay &File (Packet Sending Minimum Cadences) law allowing to
simulate the bandwidth variation according to the time (a file containing a couple of integer
and positive values <Throughput (in Kbps) | Duration (in ms)> must already exist).

o Step 3: apply now the blue aggregate to the three IP Flows.
o Step 4: Run "IP Flow # 01" to start. When an IP packet is received, NetDisturb checks if

this packet can be associated to one of the IP Flows of the aggregate. If yes, it will apply
the Loss & Duplication Law before the Delay & Jitter Law of the aggregate.
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7.5.3 How to configure the aggregates

Click the Show Aggregates >> menu to display the aggregates section on the right of the window.

=

-E’-HEP@

File Edit Actions WorkingModes Statistics Help e Hide Aggregates
Flows to impair using fiters Flow #01 | STANDARD EDITION  { [ Aggregates anl777
& view [T Run 401 |~ Iwia Impairmerts to apply on packets geing from Ato B BIES
= Loss & Duplication Delay & Jitter I
© View Run#0z | I v Eoni e [Cowene ||| #2
= ] ] [none) =] [eviene) ‘ — -
= Define Define ‘
{8 VI:wI [@FRun 04 | witeg ﬂ (None) | || #04
o —
€ View | [@Fun#0s | wiog 7 : [Civone) T -] #0s
: Y o Rules ———————— —
€ view] [@run#0s | ™ wiLog Pac 0 I 0 -
(., V_Bwl— @rn #D7TI' ks Packets/s Opis > Imparments onAtoB : Packels/s 0pis - || #07
; < Throughpt [ 0.00bks LostDuplc. Pids [ 0(0.0%] Throughput [ 0.00bss m"ﬁ
[l v‘=w| |@FRun #08 [T wiLoa
. - Delayed Pits 0[0.0%]
. : : oo [t 1 <][ 00
(! Vi:wl @run#03 | wiog ' ‘ Madified Pits 0[0.0%)
A 1 (No Fitter Selected)
e - [ece) 1<][#0
 View [@run#10 | I wiLog ’
‘ —lte | ) dl #1
'l A Interface o Configure Fiter Configure Fiter " 0! Interface R
< |_Obne) | »]#12
o ]
‘ 'I[MFluSmm j‘ |_guore) | =] #13
c — ==
¥ oo o]l
~ B& [ nts on B to A —
r—n' LostDuplc. Pits 0[0.0%] |15
O Viewl [@run#15 | ™ v < |_ i]
3 = Chetsls I_DWS < Delayed Pits 0[0.0%)] &= [ tore)_| #16
© view[ @run#6 | wiey Thioughodt [0 00kis Moxiviod Pt 0[0.0%] e I e
2 R
Cther flows to impair without using fiters | e ‘ - ; = Configure egates ]
- Impairmerts to apply on packets going from B 1o "
© View [other P Flows = e S i
Loss & Duplication Delay & Jitter Content Impairment

€ View Per-Flow Statistics

v

[evore;

Define

=] [rane)

The egaregaie Is a
consecutive set of
Flows sharing the same_
Delay & Jitter laws. Al

=] [eviore)
Defing

2
Define

Flows of an aggregate

~Dashboard
View Alarms Throughput Reception

Opfs

Statistics (based on Network Interface Cards level)
Received Pids

Fomawd [ ooows | 0w [ 6| e[ 05| owohs| 0wk

share only one
aggregate's Delay &
Jitter lawe. There is one
sggregate Delay & Jiter

Filered Pits _ Sent Pids Throughput Transmission

0p op 0p 000 b/s 0pis

Alarms:
CPU Usage 3% FromBioA | 000bss | opfs |

law per direction

op | op | op | 000bss | Opls

Then press the "Configure Aggregates" button,

and the center part of the main window now

displays the section to configure the aggregates as shown below:

'~ HetDisturb Client - Tmpairment Taol for TP Networks
File  Edit Working Mudes Help

-~ Flows to impair using fiters

/iy | Click to edt I~ willon

Actions Statistics «u Hide Aggregates

Configure Agregstes |

=ac E
~ Rgaregates Panel

STANDARD EDITION

Cven[ I wio
 Wisw
=) | ™ wisn

What is an Aggregate?

How to Configure the 2
O visw I wiLag Step 1 - Aggregate to Configurs 1 Select ane of the & colours helow oy T #e=
FEr {ane colour per aggregate). The
© View I wilog s | aderegate cortains muliple Flows, - || #o3
F [ sharing the same Delay & Jiter s
) W T wiLog Finet out more details abaut Aggregate in ~ || #o4
’(-.7 _ the right booe What is an g
: || #os
iz [T wiLog 2) Bl or select the aggregete Delay & [“tveney T-]|
e | Jiter law for the 4 ta B direction l—_l
[woney ] <[ #06
£ View O wiLog 3) Edit of select the anoregate Delay & _

Jtter law for the B0 4 direction ey ] || %07
€ view ™ wiLog ~Step 2 - Agaregate's Law Configuration 4> B Repeat steps 1, 2 and 3 for each
S _— —— aatyogale you iro going o oo e

Wte: Oy canfigured aggregates wil s
P Do (Nane) - appear inthe list of aggregates e -]l

e . Jwo
€ view I~ wilog ~ | Bl
> el | || #1
A INTERFACE B INTERFACE
sy [HivAoa o oo 1-|[m2

[~Step 3 - Aggregate's Law Configuration 8= & — -

Delay & Jitter

(one) -
%) Define

HEED
=mE
=T

cven[ ] I whsg

- The anoresat is & consscutive 36t of Flows sharing the same Delay & Jttsr laws

Other flowws to impair without using iters
’V(‘ Wiew |Otfier P Flows + I wiog

- All Flowes of an aggregate share one Delay & Jiter kv pers dirsction 1.6 there may be one Delay & Jitter lav in the &
to B tirection and snother Debay & Jiter aw in the Bito 4 dirsction

- The Flow order in the agoregate defines the priorty of packets 1o delay. Vhile the top Flovw packets get the Highest
priority, the other Flows packets are queued until there is no packet of the higher priority

€ Wiy Per-Fiow Statistics

Run All Stop Al

e the queue is full, new packets ars lost

Ok Cancel

- Ome color is related to one agtregate

Dashbo: Intertaces Statistics (based on Network Interface Cards level)
T — [ fewaams Throughput Reception  Recelved Pits _ Fitered Pits St Pits Throughput Transmission

= From 40 B [ 000 bis [ pis | op [ op [ op [ 0.0 bis [ Opis
CPU Usage, 3% From Bito & | 0.00 bis | 0pis | 0p | 0p | op | 0.00 bis | Opis

fener
Configure Agoregates

Help
The agaregate is &
consscutive set of
Flows sharing the same_
Delay & Jitter lavs. Al
Flons of a0 agorensts
share only one
aggregste's Delay &
Jitter ke There is one
angresste Delay & Jiter
lerve per cirection.

You can define up to 8 aggregates and one aggregate is associated with one color.
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Four steps are necessary to parameter an aggregate.
The step 2 and the step 3 are optional, but at least one Delay & Jitter Law should be defined.

o Step 1: Select first a color among 8 for the aggregate

Step 1 - Aggregate to Configure

N
111

o Step 2 (optional): Select or define a Delay & Jitter Law in the A =» B direction

Step 2 - Aggregate’s Law Configuration & = B
Delay & Jitter

Exponential Jitter b

Conztant Delay & Exponential [
Jitter

Once a law has been selected or defined, a tick mark is displayed on the right of the color box, as
shown below:

Configure Aggregates ] STANDARD EDITION o
How to Configure the Aggregates?
Step 1- Aggregat igure: 1) Select one of the & colours below
@ |? (one colour per aggregate). The

aggregate containg muttiple Flows,

6 _ sharing the zame Delay & Jitter laws.

Find out more detailz about Aggregate in

W _ the right box "What iz an Aggregate™.

2} Edit or 2elect the aggregate Delay &

6 _ Jitter law for the & to B direction.

3) Edit or 2elect the aggregate Delay &
Jitter law for the B to A direction.

Step 2 - Aggregate’s Law Configuration A = B Repeat steps 1, 2 and 3 for each
Delay & Jitter aggregate vou are going to use.
— MNote: Only configured aggregates will
| Exponential Jitter - appear in the list of aggregates.

Constant Delay & Exponential [

Jitter
ﬁ q
A INTERFACE B INTERFACE
_ Step 3 - Aggregate's Law Configuration B = A '_
Delay & Jitter
(Mone) w |
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o Step 3 (optional): Select or define a Delay & Jitter Law in the B =» A direction

Step 3 - Aggregate’s Law Configuration B = A
Delay & Jitter

(Mone) V|

Once the law has been selected or defined, if the tick mark was not already present, it will be
displayed on the right of the color box.

Step 4: Click OK to save the aggregate

7.5.4 How to associate a colored aggregate to a Flow

Aggregatez Pane

Click the combo-box as shown below - in this
example two aggregates have been defined: | *01
Light Blue and Yellow. [__oner I #p2
Then select the colored aggregate.

#03

[ ] v o

For the following example, the light blue aggregate is associated to the IP Flow # 01, and the
yellow aggregate is associated to the IP Flow # 02.

Aggregates Panel

w || #01

w | #02

L

(None) || #03

(None) | #04

(Mone) w | #05

Once the aggregate is selected, a colored mark is displayed on the right of the Flow.
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= MetDisturb Client - Impairment Toaol for IP Networks - Default M3
File Edit Actions Working Modes  Statistics  Help

~Flows to impair using fitters

«« Hide Aggregates

Flowy #02: UDP_Test1 STANDARD EDITION )

i View I_ wi Lo I_
& Wiew | UDP_Test! [@Run#02.] I witoa [

Impairments to apply on packets going from Ato B

Lose & Duplication Delay & Jitter Content Impairment

o]l ® (==

—Aggregates Panel

[thizrey =] [constart Detay & Fie Citter) | [omarey =]
T View @run 203 | wilog I vl #03
(Mone) Define | Constant Delay & File (Jiter) PR (Mone) Define
 View @run #0d | wilog [Ciorer ][ 0a
i (Mone) - | #035
 View I~ wiLog Incoming on & Application Rules Cutgoing on B I J| e
Covew[ [@run#s |l wio packets [0 “— b [ | || e 1o
T View [ wilog Packetsis I Opis Impairments on &to B I Packets/z I 0 pis I\Mj| #07
Throughput I 0.00 bis LostDuplic. Pbctsl 0[0.0%] Throughput 0.00 biz |’W‘ v”ﬁ

i View | T
T Wiew | R

Delayed Pits | 0 [0.0%]

Modified Pkis I 0[0.0%]

UDP Fitter 'I

1 View I wilog
© View ™ wiLag
i View | T 4 T

ﬁ )

Alnterface {j Configure Fitter

Configure Fiter | " OBInterface
[ ]

Application Rules
" " ‘ [uoe Fiter |

T Wiew | R

|[_tpiore) EED
mE
mE)
mEE)

Incoming on B

Impairments on B to A
LostDuplic. Piis I 0[0.0%] Packets a
Packetsis Opls

Dutgoing on &

Packets a
Packetsis I—Up.is

© View I wilog

 View 7 wiLog * Delayed Pkts lm

I (hone) j| #135
o Teiwe

 View @run 116 |7 wilog Throughput [ 0.00 i ol Pits [ (e Throughput [ 000 b [eriorey j|0ther
Cther flows to impair without using fiters — ——— Configure Aggregetes
. — Impairments ta apply on packets going from B to A
’V(" Wiew |Cther Flowes 'I l_ wilog .
Loss & Duplication Delay & Jitter Content Impairment Help

. - The aggregate is a
1 Vigwe Per-Flow Statistics I(Nnne) j Il_lnwnrm Jitter j I(Nnne) j consecutive set of
Mo ; Constart Delay & Uriform Mo . Flows sharing the same
Fun &1 Stop Al | o ESi: | g Agaragate ey Bl Delay & Jtter s Al
Flowes of an aggregste
share only one
Dashbosrd Interfaces Statistics (hased on Metwwork Interface Cards level) 0
- 3 . ) aggregate's Delay &
Alarms: I View Alarms ... Throughput Reception Feceived Ptz Filtered Pkts Sert Pkiz Throughput Transmission Jiter lawe. There iz one
FromatoB [ 000k | pis | 0p | op | op [ ooows | 0 piz angrenate Delay & Jitter
CPL Usage: I 4% From Biio & I 0.00 bl I 0 pis I 0p I 0p I 0p I 0.00 bis I 0piz lawv per direction.

For the following example, the light blue aggregate is associated to the Flow # 01,
and the yellow aggregate is related to the Flow # 02.

Flows to impair uzing fiters

Oven[ ]

............. | [ Run 02 |
T —

The colored mark located on the right may have two states:

Run #0

wilog E
W .-'Lug I_

wilog

Run #03

- full color, for example I_ meaning that a Filter is defined for this Flow

- or hatched color, for example E meaning that a Filter is not defined for this Flow

and can't be started.

You can associate the same colored aggregate to several Flows as in the example below where

three Flows are associated to the yellow aggregate:

Flowes to impair uzing fiters

“_{‘:'}Run #1 || |wilog |_

) View | UDP_Test1 [ w02 wiLog |_
O View |+ #03 wiLog |_
) View

Run #04 wilog
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Note that the label of the buttons change when an aggregate is associated to several Flows
(except for the first one): the label of the "Run #02" and "Run #03" buttons change to "+ #02" and

ll+ #03".
To start the aggregate, press the "Run #xx" button.

Flowes to impair uzing fiters

@ View | | [B95top #i1 |

) View | UDP_Test1 + #02

To stop the aggregate, press the "Stop #xx" button related to the first flow of the aggregate.

7.5.5 How to disassociate an IP Flow belonging to a colored aggregate

Example:
A yellow aggregate is associated with three Flows: #01, #02 et #03.

You can only dissociate a Flow belonging to an aggregate if this
Flow is the first or the last of the aggregate. Click on the combo-box
related to the Flow to select (None) in order to dissociate the Flow.

Aggregates Panel
s

Aggregates Panel Error! Objects cannot be

created from editing field
T
codes.
{None) #02
The Flow #02 can't be
il #03 disassociated because the

previous Flow (#01) and the
next Flow (#03) are associated
to the aggregate.

When you click on the combo-
box for the Flow #02, the
(None) choice is not available.

oo v #0e

When you click on the combo-
box for the Flow #01, the
(None) choice is available to
dissociate the Flow from this
blue aggregate.

Error! Objects cannot be
created from editing field
codes.

With this configuration, you can
disassociate the Flow #03.
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7.6 The NetDisturb Client Statistics

The traffic on the two interfaces is displayed in the central part of the window when a Flow is
selected, with a section for each interface A and B.

Each section includes one receiving area (incoming) and one sending area (outgoing).

The GUI displays the following statistics:

Incoming on A Outgoing en B

Application Rules

Packet= Packetz

e

Packetzis I Impairments on A to B Packetsis

Throughpt 0.00 bi=s LostiDuplic:. Pkts 0 [0.0%] Throughpt 0.00 bis
Delayed Phis 0 [0.0%] 1

gt
il

(TP Fiter v| Madified Pkts 0 [0.0%]

| |
A Interface o '- Configure Fitter Configure Filter '- o B Interface
| |

T Application Rules

Impairments on B to A

TCP Fiter v|

¥

Inceming on B
LostDuplic. Pkts 0[0.0%] Packets

Outgeing on A

Packets
Packetsrz 0 pi= * Delayed Pkis 0 [0.0%] + Packetsis 0 pis

Throughput | 0.00 bis Dloelifled Ptz 0 [0.0%] Throughput [ 0.00 bis

.
]

# Packets This field presents the instant number of packets received for the Flow.
# Packets/Second This field presents the instant number of packets per second for the Flow.
Throughput This field displays the instant throughput in bit/s, kb/s or Kib/s, Mb/s or

Mib/s, according to the sampling period defined in the NetDisturb Client
configuration.

For each direction (A to B or B to A), impairment statistics are given:

Application Rules Application Rules

| |
Impairments on A to B Impairments on B to A
LostDuplic. Pkts LostDuplic. Pts 0 [0.0%)]
Delayed Pkt Delaved Phts 0 [0.0%)]
Madlified Phts Modified Pkts

Application Rules This field presents the state related to the application of impairments.
List of five possible states:

- Applying Impairments

- Waiting for the Trigger

- Delay before Impairments

- Delay before next cycle

- No more impairments

Lost/Duplic. Pkts This field presents the instant number of lost or duplicated packets per
second for the Flow.

Delayed Pkts This field presents the instant number of delayed packets per second for
the Flow.

Modified Pkts This field presents the instant number of modified packets per second for
the Flow.
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7.7 The Errors Detected by the NetDisturb Driver

If errors occur at the NetDisturb driver level, the ‘Alarms’ button located at the left bottom of the

client window is red colored.

File Edit Actions “Working hModes

—Flowes to impair using fitters

= MetDisturb Client - Impairrnent Tool for IP Metiworks - Default i
Statistics

Help Showr Sggregates ==

Flow #01: TCP

(== =]

STANDARD EDITION )

e Viewl
e Viewl
e Viewl

# Mizzing Buffer Errors:

# Lost TCRADP Connedions:l i

# Driver Errara: | 0

1]

1+ Mgy I TCR QStop #01. [ swillon Impairments to apply on packets going from Ato B
Los= & Duplication Delay & Jitter Content Impairment
 iew | LoP @stop #02 | [T wilog
Percentage of Loss j I(None) j INormaI Lavwy Impsirmert j
 iew | SNTP Ostop #03 | [~ oy )
Loss: Percentage Define | [Mone) Define | Unifarm Laswy Define |
 iew | WP Ostop #04 | [~ wvilog
v l— -~ MetDisturb Client - &larms Summary E
e i Al Linked to the Direction f Interf At Interf B g
— Alarms Linked to the Direction from Interface &to Interface
. Ir I o
 View I L —Incoming from & —Outgoing to B pactets
 iew I— i # Lost Packets:l 1] # Total of Lozt Packets: I =7 Packetsiz I 0 piz
# Lost Bytes: [0 1B # Lost Packets becase the NIC [g7———— Throughput |00 s

was Unplugoed:

# Lost Bytes: | 7234

Detailz

# Driver Errors: I o

 Wiew I

—&larmz Linked to the Direction from Interface B to Interface A

' \,-iewl @ |-outgoing ta &
e Viewl '
e Viewl '

 Wiew I

# Total

# Lozt Packets

of Lost Packets: |19
hecausze the MIC

- |19
was unplugged:

# Lozt Bytes: I 1454
# Driver Errars: I 1]

BtoA

<

 Wiew I

Detailz |

e
5 o B Interface
- h

—Incoming from B

# Lost Packets: I 1]
# Lost Bytes: I a
# Driver Errors: I 1]

# Mis=ing Buffer Errors: [0

# Lost TCRUDP Connections: [0

Fitter i l

—Incoming on B

Packets I o

Packetz/s O0pls

Throughput m

—Cther flowves to impair without

OK |

Clear Counters |

Update Alarms Summary |

.

e ViewlotherFIows 'l —

" Wiew Per-Flow Statistics

Run Al

Stop AN |

& Duration

Loss & Duplication Delay & Jitter Content Impairment
I% of Loss & Time j I(None) j I(None) j
Loss: Percentage [Mone) [Mone] |

Define |

Define |

Define

&

CPN, Usage: I g%

Wiewy Slarms ..

Interfaces Statistics (hased on Network Interface Cards level)

Throughput Reception Received Pkts  Fittered Pkiz Sent Phts Throughput Transmission
From &to B 0.00 bis 0pis s8p s8p 0p 0.00 bis 0pis
From B to & 0.00 ks 0tz 19p 19p 1p 0.00 bis 0 piz

Click on the "View Alarms" button to get details about the errors and the following window is

displayed:
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P

-

MetDisturb Client - &larms Summary

—Alarms Linked to the Direction from Interface &to Interface B

—Incoming from 2 —Outgoing to B
# Lost Packets: | 0 # Total of Lost Packets: |00
. Ato B
i LesclEiss) # Lost Packets because the MIC
# Driver Errors: [0 + wiEE unplugged:

# Mizzing Buffer Errors: | 0 # Lost Bytes: |0
# Lost TCPAUDP Connections: | 0 Detailz | # Driver Errors; |0

—Alarms Linked to the Direction from Interface B to Interface &

T

—outgoing to & —Incoming from B
# Total of Lozt Packets: |0 # Lozt Packets:
# Lozt Packets becauze the MIC Hlod # Lozt Bytes:
was unplugaed: * # Drriver Errors:

# Lost Biytes: |0 # Mizsing Butfer Errors:

# Driver Errors: | 0 Details | # Lost TCRAUDP Connections:

Ok Clear Courters | Update Alatms Summary |

111
Wi 177 |

The alarms are classified per direction: A=» B and B & A.
The Information displayed is different depending of the direction (incoming or outgoing).

Incoming from A For the incoming direction:
R e Number of lost packets
#lostiyes|0 | o Number of lost bytes
# Driver Errors:| 0 ¢ Number of errors returned by the driver of the
# Missing Buffer Errors:| 0 Network Interface Card
#LostTcPOP Connections:| 0| Number of buffers that were missing to keep all
packets

e Number of lost or ignored TCP/UDP connections

SIETIIE For the outgoing direction:
#TomlolostPaciets [0 | o Total number of lost packets
# Lost Packets because the NIC D o Number of lost packets due to a NIC unplugged
s inpgesd e Number of lost bytes
#lostoyes [0 ] e Number of errors returned by the driver of the
D Network Interface Card

# Driver Errors:
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7.7.1 Details for the Incoming Errors

Incoming from A
# Lost Packets:| 0

#LcstBy‘tss:
0
0

# Driver Errors:

# Mis=ing Buffer Errors:

# Lost TCR/UDP Connectionz:| 0

» # Lost Packets
Number of lost packets due to memory allocation errors or interface access errors.

» # Lost Bytes
Number of lost bytes (total packet size including the MAC header) due to memory allocation
errors or interface access errors.

» # Driver Errors
This error counter is the number of alarms returned by the NIC driver indicating that some
errors have occurred from the started time of the NIC. Errors can be due to one of the
following reasons:

e CRC error
e NIC or Driver Buffer overrun error

» # Missing Buffer Errors
When a packet is received and memory allocation done by the NetDisturb driver failed, this
counter is increased. You can increase the number of buffers allocated by the NetDisturb
driver by changing registry parameters (see paragraph 10.2 to increase the number of buffers)

» # Lost TCP/UDP Connections
This counter is handled only when the working mode "Laws apply to each IP Flow" is selected.
When a packet is received for a new connection but that new connection cannot be added
because the maximum number of connections configured has been reached or due to a
memory allocation error, this counter is increased for each packet received (see paragraph
10.2 to increase the number of connections).

7.7.2 Details for the Outgoing Errors

Qutgoing to B
# Total of Lost Packets: | 0

# Lost Packets because the NIC
was unplugged:

# Lost Bytes: 0

# Driver Errors: | O

» # Total of Lost Packets
Number of lost packets due to memory allocation errors or interface access errors.

» # Lost Packets because the NIC was unplugged
Number of lost packets due to the unplugged Network Interface Card.
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» # Lost Bytes

Number of lost bytes (total packet size including the MAC header) due to memory allocation

errors or interface access errors.

» # Driver Errors

This error counter is the number of alarms returned by the NIC driver indicating that some
errors have occurred from the started time of the NIC. Errors can be due to one of the

following reasons:
e CRC error

e NIC or Driver Buffer overrun error

7.7.3 Alarm Management

Four buttons are used to manage these alarms.

» Details button

This button opens a window with details for the alarms:

e Timestamp
e Number of errors
o Errortype

= MetDisturb Client - Details of Alarms - & to B

I?I@

<

03092010 11:35:50.921 Outgoing B:2 packets lost (170 bvtes)

031092010 11:35:50.921 Cutgoing B:of which 2 packets lost because the I
0309/2010 11:35:51.982 Cutgoing BrS packets lost (382 byvtes)

030872010 11:335:51 962 Outaning Brof which 5 packets lost hecause the M
03092010 11:35:52.949 Cutgoing B4 packets lost (372 bytes)

030972010 11:35:52 949 Outgoing Brof which 4 packets Iost because the N
0309/2010 11:35:53.963 Cutgoing B:2 packets lost (202 bytes)
030872010 11:35:53.963 Outaning Brof which 2 packets lost hecause the M
030972010 11:35:54 978 Cutgoing B2 packets lost (202 bytes) -
031092010 11:35:54 978 Cutgoing B:of which 2 packets lost because the MO
0309/2010 11:35:55.992 Cutgoing B: 3 packets lost (312 bytes)

030972010 11:35:55.992 Cutgoing B:.of which 3 packets lost hecause the bl
03092010 11:35:57 005 Cutgoing B3 packets lost (312 bytes)

031092010 11:35:57 005 Cutgoing B:of which 3 packets lost because the MO
030972010 11:35:58.022 Cutgoing B:2 packets lost (220 bytes)

030972010 11:35:58.022 Cutgoing B:of which 2 packets lost hecause the Mo
03092010 11:35:59.034 Cutgoing B4 packets lost (440 bytes)

03092010 11:35:58.034 Outgoing B:of which 4 packets lost because the MO
0309/2010 11:36:00.048 Cutgoing B:2 packets lost (472 byvtes)

030972010 11:36:00.045 Cutgoing B:.of which 2 packets lost hecause the Mo
03092010 11:36:02.080 Cutgoing B:1 packets lost (221 bytes)

03092010 11:36:02.080 Outgoing B:of which 1 packets lost because the MO
0309/2010 11:36:03.092 Cutgoing B packets lost (221 byvtes)

030972010 11:36:03.092 Cutgoing B:of which 1 packets lost hecause the i i
NAMAPN 113605 117 Ondonine Bl nackete Inst (2791 htest

3

o~

» Clear Alarms button

The ‘Clear Alarms’ button resets the alarms list and number for all direction and interfaces.

» Update Alarms Summary button

The ‘Update Alarms Summary’ button interrogates the NetDisturb driver to refresh the error list.

» OK button

The OK button closes the Alarms List window and reset the status of the "Alarms" button in the

Client Window.

The Alarm Button changes from red color to gray until new errors occur.
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7.8 Flow Logs and Events (Enhanced Edition only)

NetDisturb Enhanced Edition offers a way to get a detailed view about the activity of each
individual flow when they are running. This activity is saved automatically into 2 files generated by
NetDisturb Enhanced Edition:

1. One file contains the raw capture of the both directions traffic that matches the flow before
the packets have been impaired, in an Ethereal compatible file format: the suffix for this file
is pcap.

2. The other file contains the impairments applied to each packet in a text file, and the major
events that have occurred to the flow e.g. law selection or dynamic connection identification
for FTP or RTP.

The window displays summary of events; it allows launching the relevant viewer for these files and
impairment details may be up-to-date in a list.

7.8.1 How to get the Flow Log
For each Flow, there is a button w/Log. When this button is checked, this selects the generation of
the 2 files logs.

Flowes taimpair using fiters

Oview P | [©run #0{ ] [ witog

7.8.2 What is happening when the Flow runs

As soon as the Flow is running, the log Activity starts. The button w/Log becomes grayed.
Flowes toimpair using fiters

(@) View | P | TE e

A new window that details the current activity of the flow is displayed.
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=it et - e —
file Edit Actions Working Modes  Statisti] MetDisturb Client - Flow #05: Logs

- Flows to impair using fiters.

 View [HTP [@stop#or ] v d
AN0/02/2510:51:17.161 AtwB  Appicsive Info Receive 987 pkiz/sec Transmd 970 phis/s

Vi ] il 2010/02/25 1051171681 Buwd  Appicalive Info Receive 3280 pkts/sec Transmit 830 phis/s

] swe amap) ™ SNMSAEILEI TB17S  AlaD  Archooveldy  Prcsive 168 ptoiser Trammat 297 phtcos
z 2010/02/2510:5118175  Brod  Appicativelnfo  Receive 30 pkis/s=c Transmit 831 pktsds

€ View [ vian [Gstop#oa |~ 0IMD2/25 105118190 Bled  Applcstivelnfe  Reseive 446 phis/ese Transnit 833 phis/s
20M0/02/2510:51:20203  Btod  Appicalive Info  Receive 446 pkis/sec Transmit 832 plis/s
" View | cup L 2 Biod  Applicalivelnfo  Receive 447 pkis/sec Transmit 833 pkis/s
Biod  Applicative Info Receive 460 pkts/zec Transmi 832 pkisds
s View | UDP Biod  Appicative Info Receive 433 pkls/sec Transmt 833 pkis/s
1 Z0I0/02/2510:51:24.261  BwA  Applcalive Infa Receive 321 phis/sec Transait 564 phisds

¢ view|Tce 1 2010/02/25 10:51:25. 274 Btod  Applcative Info  Receive 13 pkisfzec Transmit 12 phis/z
JOT002/25 10:51: 27. 303 Appacalive [nfo Feceive 2 pkis/sec Transmit 2
™ View

" View Run #08 Savelogs | CleardllLoge

o [7 — Display the capture of incoming packets on intetface 4 and B [caphure mads before applying impaiments]
s z z Filenarie: incoming_peackets llowdD5 peap (370 kB

Click to d packet

- View l— 10 o IRl oA & Click beft ko views all fikered packets using your defauk network analyzer.

~ Incoming Packsts Imparments Detailz -

= Wiew A 1#I T The detalz onthe impairments applied onto the incoming packets can be found m the lizt or inthe fils below, The

packet number fiiret cobumn is the same a2 the packet number in the caplue of ncomings packet [see sbovel.

 View un #12 | [~ wiLd B Fafals @ Filename! incomng_packets_Tow05 131 [1 MB) Click here 1o apen the bext file
—I Refresh ta view the latest updated infamalion.

i i 3 wiiL
i =il | [Rowe Tosermne s | Deak

" View « |~ wilg 2M0:02:25 10:4201.787  AtoB  Selection of the Filber 'UDP Fiker'
— - 2M002-25 10:4201.787  Bios  Selection of the Filter 'UDP Fiker'
N I—' Run #15 | [ wid 2000225 104201521 AwB  Selection of the Loss/Duplication Law 'File Percantage & Ti
2M002-25 10:4201.925  AteB  Selection of the Delsy Mitter Law 'Unifarm Jitter'
C Wiew l‘—‘ RN FIE r wid 200225 10:50:51.623  AtoB  Selection of the Filker 'UDP Fiker'
£ 2000225 10:50:51623  Biod  Selection of the Filter 'UDP Fiker'
7 - . 1 2010:02-25 10:50:51.814  ArwB  Selection of the Delay Mitter Law 'Unifarm Jiter'
- Other flaws to impair without using fitters 2M002:25 10:50:51.814  AteB  Selection of the Loss/Duplication Law "% of Loss & Time'
T e ] o 2000225 10:50:51.05  BtoA  Selection of the Packet Contert Change Law "1 Packet ot
€ View |other Flows || [{@laSiop ™ wi 20100225 1060:51.815  BloA  Selection of the Loss/Duplication Law File [Fercentage & Ti
20002-25 10:50:51.815  Brod  Selection of the Delsy Mitter Law Router Simulation with Del.
" View Per-Flow Statistics 20100225 10:50:57.917  AtoB  Selection of the Packet Corterd Change Law Percertage’

Maior Events (beth sides] | Major Events 4 to B] | Major Events (B to 4]

Details about the Flow log window can be found in paragraph 7.8.4.

7.8.3 When Does NetDisturb Enhanced Edition write into the individual flow log files

NetDisturb Enhanced Edition starts to generate flow logs into the 2 files as soon as the Flow is
started. The files are located in the Server subdirectory where NetDisturb has been installed (e.g.
C:\Program Files\NetDisturb\Server). Previous content of the files is lost.

As soon as you start the Flow where the content of the files that got the
& previous log activity for this flow is lost.

When you are intended to keep the content of a previous log activity,

you should make a copy of those files before to run the flow.

The files are created in a way that you may open them for reading while NetDisturb Enhanced
Edition continues to fill them.

Copyright © 1998-2010 ZT]I. All Rights Reserved. Page 190/222



NetDisturb Part 7 Using the NetDisturb Client

7.8.4 The individual flow logs windows

The Flow log window is divided in 3 parts:
MetDisturb Client - Flow #01: Logs o] 3 |[==3)

Major Events (both sides] | Major Events (& ta B] ] Majar Events (B ta A] ]

20M0/03/0910:59:02131 AwB  Applicative Info Feceive 1 pktsdzec Tranzmit 1 pkts's -
2M0/03/0910:59.05174  AtwB  Applicative Info Receive 4 pkts/zec Transmit 3 pkiz's
2M0/03/0910:59:05174  BroaA  Applicative Info Feceive 1 pkisdsec Transmit 1 pkis's
2M0/03/0910:59.08 216 AtwB  Applicative Info Receive 1 pktedzec Tranemit 1 pkiz's
2000/03/0970:59:02. 216 Btod  Applicative Info Receive 1 pkts/zec Transmit 1 pkls/s
210/03/0910:59:11.256 AtoB  Applicative Info Receive 3 pkisdzec Tranzmit 3 pkts's
20M0/03/0910:5911.256 0 Btod  Applicative Info Receive 1 pkts/zec Transmit 1 pkis's
2M0/03/0910:59:21.398  AwB  Applicative Info Feceive 1 pktsdzec Tranzmit 1 pkts's
2M0/03/0910:59:21.398  Btod  Applicative Info Receive 1 pktedzec Tranemit 1 pkiz's

1 2010/03/0910:59:23426  AtoB  Applicative Info Receive 1 pkiz/sec Transmit 1

Save Logs Clear All Logs

Digplay the capture of incoming packets on interface & and B [capture made before applying impairments)
: 2 Filename: incoming_packets_flowl(1 peap (3 kE)
Click to view captured packets =
2 s 2 Click left to view all filkered packets using your default netwark. analzer.

Incoming Packets Impairments Details
The detailz on the impairments applied onto the incoming packets can be found in the list o in the file below. The
packet number [firgt column) iz the zame az the packet number in the capture of incomings packet [zee above).

| Filenarne: incoming_packets_AowH01 et [1 kB] Click here to open the test fil

Dafiech o iy e latesupdated infoipation

MNumber Date Time Side Details -

20100309 105732013 AwE The Flow has been stopped.

20000309 105732013 Bloa The Flow has been stopped.

2000-0309 105736444 AwB  Selection of the Filker TCP Filker'

2000-0309 1X57.36.445  Buods  Selection of the Filker TCP Filker'

20100309 106740023 AtoB Selection of the Lozs/Duplication Law 'Percentage of Lo
20100309 106740027 AtoB Selection of the Packet Content Change Law Marmal La
2010-03-09 105740027 Btod  Selection of the Lozs/Duplication Law "% of Lozs & Time'

m

1 20100309 105901257 AtoB The packet content has been changed from byte 1 ta by

2 20100309 105904264 AtoB [ho impairment]

3 2010-0309 1059042684 Btod  [hoimpaiment]

4 20100309 1059042684 AtoB The packet has been lost

5 20100309 105304273 AtoB The packet content has been changed from byte 1 o by

[ 20100309 10:53.04.3568  AtoB The packet content has been changed from byte 1 o by

7 20100309 105307285 Btod  [hoimpaiment] |4

g 20100309 105907286 AtoE [ho impairment]

9 20100309 10:5910.224  AwE [no impairment)

10 2010-0309 1059710398 Btod  [noimpaiment]

11 20100309 105910399 AtoB The packet content has been changed from byte 1 ta by

12 2000-0309 15310400 Awo B The packet content has been changed from byte 1 o by ™

4 | m r
Claze |

4

1. The part 1 keeps track of the major events that applied to the flow, either both directions
mixed together or direction per direction. The tab allows selecting the direction.

2. The part 2 provides information about the capture activity. It shows the name of the files
generated and their current size. A button helps to launch he associated software viewer of
the Ethereal file formatted log. Another button refreshes the content of the part 3. An active
area launches the text viewer.

3. The part 3 lists the detailed information related to the flow. Detailed information may be a
NetDisturb management event such as a change in the law selection, or the impairment to
a packet. The information gets a UTC timestamp.

4. The Close button hides definitively the Flow Logs windows for the selected flow.

Once the Flow log window has been closed, there is no way to reopen it without stopping
A then restarting the flow.

However, the log files continue to be updated with the packets captured and the impairment

details until the flow is stopped.
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7.8.41 Major Events
The Major Event area may be split into 6 sub-areas, as shown in the figure below.

P

et CltElow8lts ogs | < o] @ =

Maijar Events [bath sides) | t ajor Events [BTG I:ij] M ajor Events [B to d) ]

-

2100309 10:55:02131 | At B | Applicative Info Receive 1 pktedzec Transmit 1 phkiz/s -
2100309 10:55:05174 | AtoB | Applicative Info Receive 4 pktedzec Transmit 3 phkiz/s
2010/03/0910:59:05174 | B oA | Applicative Info Feceive 1 pktz/zec Tranzmit 1 pkleds
2010/03/0910:59:08. 216 | AtwoB | Applicative Info Receive 1 pktz/zec Transmit 1 pkleds
2010/03/0910:59:08. 216 | B oA | Applicative Infao Receive 1 pktzdzec Transmit 1 pklsds

20030910 RS:77 256 |bita Ap Info Receive 3 pkpeieac Tranzmit 3 phkizs
201003/ 2 11.256 3 Ap 4 Info Receive 1 pkj 5 ranzmit 1 pklefs
2010/03.1 :21.398 Ap Info Feceive 1 pkj ranzmit 1 pklads
2010/03/09 o0 21.398 e Ap Info Receive 1 pkizrzec T ranzmit 1 pklefs

20100309 10:59:23. 426 | AtoB | Applicative Info Receive 1 pktedzec Transmit 1 phiz/s

Save Logs Clear Al Logs

OMOO000

©

The area 1 is the tab that helps selecting the direction of events (Both directions, A -> B
or B-> A)

The first column indicates the date and the time of the event, where the time reference is
UTC. The events are ordered using the time they occurred.

The second column is the direction where the event occurred.

The Third column contains the origin of the event.
- Standard info means the message has been generated by the NetDisturb Driver
component.
- Applicative info means the message has been generated by the NetDisturb
Client component.
The fourth column is the event description, where the list of events is:
- Flow is running
- Impairments are applying
- Receive and Transmit statistics (in packets per second unit)
- RTP or RTCP flow detection with and detailed information
- FTP Data start and stop with and detailed information

The last sub-area contains 2 buttons, to :
- Save the content of the Major event area in a text file
- Clear the content of the Major event area
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7.8.4.2 Capture activity

The capture activity area informs about the name and the size of the files where the logs are saved
in, and give access to the files content using to the relevant default viewer.

Drizplay the capture of incoming packets on interface & and B [capture made before applying impairments)

Filename: incorming_packet: flowd01 . poap (7 kE)
Click left to wiews all filtered packets using your default network, analyzer.

[Elick to view captured packets]

|nizoming Packets Impairments Details

The detailz on the impairments applied onto the incoming packets can be found in the ligt o in the file below, The
packet number [first column] iz the zame as the packet number in the capture of incomings packet [zee above).

Filename: incoming_packets flowd01 bt [1 kB Click here to open the text file
Refrezh to wiew the latest updated information.

Refrezh

The files are located in the Client subdirectory e.g. C:\Program Files\NetDisturb\Server.

The radix for the name of the files is incoming_packets_flow#XX where XX is the number of the
flow i.e. 01 to 16 for the flow with filter, and 17 for the ‘Other Flows’ flow.

The suffix is pcap when the file contains the packets captured; it is an Ethereal format file.
The suffix is txt when the file contains impairment details (see paragraph 7.8.4.4 for more
information about the structure of this file).

Example: incoming_packets_flow#04.pcap contains the both directions packets captured
that were matching the filters for the Flow #04.

The size of each file is indicated in kilobytes: you should take care to the file size when refreshing
the details list (see paragraph 7.8.4.4) or when opening the Ethereal format file because a high
length may be CPU consuming.

7.8.4.3 Capture activity buttons

There are 2 buttons and one active area in the capture activity that helps to get details about the
current impairment.

Button related to the pcap file

The Click to view captured packets button open the pcap file using

Click to view captured paCkEtS] your default network analyzer.

There should be a shell association between the pcap files and the viewer to display
the content of such files. The association is generally done at software installation:
é Wireshark does it automatically for example.

To check the association, open Windows Explorer, menu Tools/Folder options...
and look for the pcap Extension in the Files type tab.

Button related to the Impairment details file

The refresh button indicates that new information are available in the Impairment details file i.e.
incoming_packets_flow#XX.txt.

The Refresh button is active and the arrows are green when the list of

impairment details (see paragraph 7.8.4.4) needs an update to be in

line with the latest impairments and events that occurred.
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The Refresh button is grayed when the list of impairment details is up-
to-date.

Notice that the update of the list of Impairment details may take time because all the
A list is refreshed. We don’t recommend the refresh this list when the size of the file
exceeds 1 Mbytes.

Active area to open the Impairment details file
There is a way to open the Impairment details file using your default text editor software, by
clicking the active area in blue, at the right side to the file name.

Filename: incoming_packets fowd0d tat (458 BytegdThck,_here to open the text file
El1es Refrezh to view the latest updated information.

There should be a shell association between the ixt files and the text editor software
to display the content of this file. In general, the default association software is

A notepad.

To check the association, open Windows Explorer, menu Tools/Folder options...
and look for the txt Extension in the Files type tab.

7.8.4.4 Impairment Details List

The impairment details list contains the events related to the flow and the impairments that have
applied to each packet. Both directions are included in the list.

Murmber DatedTime Side Dretails

2009-04-07 1232:01.914  AtoB The Flow has been stopped.

2009-04-07 1232:01.914  Btod  The Flow haz been stopped.

2009-04-07 1223206041 AtoB Selection of the Delay/itter Law ‘Router Simulation with Del,
2009-04-07 1223206043 AtwB Selection of the Losz/Duplication Law ‘Percentage of Loss'
2009-04-07 1223205043 AtoB Selection of the Packet Content Change Law 'Percentage’
2009-04-07 123205044 Btod  Selection of the Lozs/Duplication Law 'Percentage of Loss'
2009-04-07 12:32:05.048 BtodA  Selection of the Packet Content Change Law "Marmal Law Ir
2009-04-07 123205045 Btod  Selection of the Delay/Jitter Law 'Uniform Jitter'

1 2009-04-07 123215280 AtoB The packet haz been delayed by 20 ms
2 2009-04-07 1223215281 AtwbB The packet has been delayed by 46 ms
3 2009-04-07 1223219648 AtoB The packet has been delayed by 20 ms
4 2009-04-07 1223219649 AtoB The packet has been delayed by 45 ms
5 2009-04-07 12232:29.302  Atob The packet has been delayed by 20 ms
B 2009-04-07 123229302 AtoB The packet haz been delayed by 46 mg
v 2009-04-07 123233960 AtoB The packet haz been delayed by 20 ms
8 2009-04-07 123233962 AtobB The packet has been delayed by 45 ms
9 2009-04-07 1223238857 Atwb The packet has been delayed by 20 ms
10 2009-04-07 12232238859 AtwB The packet has been delayed by 45 ms
£ >

The details are ordered in time. There are 4 columns in the list of Impairment details:

Number:  The Number column contains the packet number. The packet number is the same as
the packet number in the associated pcap file. When the packet number is missing,
the Details information doesn’t refer to a packet but to an event related to this flow
(such as change of a law or the dynamic connection start or stop).
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Date/Time: The Date/Time column contains the timestamp when Details happens, including the
millisecond (format is YYYY-MM-DD HH:MM:SS.ms). When the Date/Time is missing,
the Details refer to the previous packet and the previous Date/Time should be
assumed for this Details.

Side: The Side column contains the direction relevant to the Details (A -> B or B -> A).
When the Side is missing, the Details refer to the previous packet and the previous
Side should be assumed.

Details: The Details column contains the information. It couldn’t be empty. The information
may be one of the following:

Flow Stopped

Selection of the Loss/Duplication law followed with the law name
Selection of the Delay/Jitter law followed with the law name

Selection of the Packet content law followed with the law name
Packet has been delayed followed with the delay value (in millisecond)
Packet has been lost

Packet has been delayed followed with the delay value (in millisecond)
Packet content has been changed followed with the change details
Found RTP/RTCP Flow followed with the IP address and port

Found FTP Data Flow followed with the IP address and port

Release FTP Data Flow followed with the IP address and port

The Impairment details file format

The file incoming_packets_flow#XX.txt contains all the information presented in the list of
Impairment details. The format for each line of this text file is the following:

<Packet number> or empty <tab> <Date-time> or empty <tab> <direction> or empty <tab> <Detailed information> CR LF

Notes:

- The packet number is empty when the line refers to an event that occurs for this flow. This
is the only case when the packet number is only missing information i.e. the date-time is
there.

- The packet number, the Date-time and the Direction are empty when the detailed
information refers to the previous packet. This information should be taken from the
previous line.
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Flow log details with RTP flows

The next figure presents the Flow log windows when a RTP filter has been defined.

NetDisturb Client - Flow #02: Logs

Major Events [both sides) | Majar Events [4 to B) | Major Events (B to &)

2003/04/07 12:37:23.609  AtwB  Standard Info Found RTP CallD 'c31770-ac140e0f-1 3c4-3b41 56 A
2009/04/07 12:37:23.609  AtoB  Standard Info Found RTP flow 172.20.14.15/43648 0
2009/04/07 12:37:23.609  Ato B Standard Info Found RTCF flow 172.20.14.15/43643

idard Info Found RTP 4.1
2009/04/07 1223723625 AtwB  Standard Info Found RTCF flow 172.20.14.12/10003
2009/04/07 123727500 AtoB  Applicative Info Receive 36 pktsfzec Transmit 30 phkisds
2008/04/07 12:37:29500  AwB  Applicative Info Feceive 200 pkizs/zec Tranzmit 167 pkiz/s
2009/04/07 12:37:31.500 AtoB  Applicative Info Receive 130 pkisdsec Transmit 110 pklsdz
2009/04/0712:37:33500  AtoB  Applicative Info Receive 176 pkisfzac Transmit 144 pkls/s
2008/04/07 123736500 AwB  Applicative Info Feceive 144 pkiz/zec Tranzmit 122 pkis/s )
2009/04/07 12:37:39.500 AtoB  Applicative Info Receive 156 pkis/sec Transmit 132 pkls/s

2009/04/07 123740500 AtoB  Applicative Info Receive 130 pkisfzac Transmit 111 phklsiz 3
O3 NNA AT A27.40 BEOn A~ D ER AR P P Dmmmiim 1A mlebn drmm Temtmmrnib 190 o bn dn —
< | >

[ Save Logs ] ’CIearAII Logs]

Dizplay the capture of incoming packets on interface 4 and B [capture made before applying impairments)
Filename: incoming_packets_flow#02 poap (593 kB)
Click left ta view all fitered packets using your default netwark, analyzer.

Click to view captured packets]

Incoming Packets Impairments Details

The detailz on the impairments applied onto the incoming packets can be found in the list or in the file belaw. The

packet nurnber [first column] is the zame az the packet number in the capture of incomings packet [see above).
Filename: incoming_packets AowdD2 tat [206 kB) Click here to open the test file
Refreszh to wview the latest updated information.

MHumber D ate/Time Side Details
2003-04-07 1237.23595  AtoB  Found RTCP flow 172.20.14.15/43649
2003-04-07 123723616 AtoB  Found RTP flow 172.20.14.12/10008
2009-04-07 123723616 AtoB  Found RTCP flow 172.20.14.12/10009

103

1 2009-04-07 123727035 AtoB The packet haz been delaped by 20 ms
2 2009-04-07 123727035 AtoB The packet has been lost

3 2009-04-07 123727055 AtoB The packet haz been delaped by 20 ms
4 2009-04-07 123727055 AtoB The packet haz been delaped by 20 ms
5 2009-04-07 123727075 AtoB The packet haz been delaped by 20 ms
B 2003-04-07 123727075  AtoB  The packet has been delayed by 20 ms
7 2003-04-07 123727095 AtoB  The packet has been delayed by 20 ms
8 2009-04-07 123727095  AtoB The packet haz been delaped by 20 ms
9 2009-04-07 123727115 AtoB The packet has been delayed by 20 ms
10 2009-04-07 123727115 AtoB The packet has been lost

il 2009-04-07 123727145 AtoB The packet hasz been lost

12 2009-04-07 123727145 AtoB The packet haz been delaped by 20 ms
13 2009-04-07 123727158 AtoB The packet haz been delaped by 20 ms

d from bipte 1 to by

55 AtoB he 1ed b
2009-04-07 123727175 The packet has been delaved bu 20 ms
< | >

Cloge
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Flow log details with FTP Data flows

The next figure presents the Flow log windows when a FTP Data filter has been defined.

NetDisturb Client - Flow #03: Logs

Major Events [both sides) | Majar Events [4 to B) | Major Events (B to &)

2008/04/07 12:40:27 578 AwB  Standard Info The Flow iz running. [mpairments will start when cor
2009/04/07 12:40:27 578 AtoB  Standard Info The impairments are applying.
2009/04/0712:40:27.578  BtloA  Standard Info The Flow i unning. Impairments will start when cor
2008/04/07 12:40:27 578 BtlodA  Standard Info The impairments are applying.

2009/04/07 12:41:02515  &twoB  Standard Info Found FTP Drata 192.168.0.26/2509

2009/04/07 12:41:02515  AtwB  Standard Info Releaze FTP Data 192.168.0.26/ 2503
200904407 12:41:06125  AtwB  Standard Info Found FTP Diata 152.168.0.26/2510

2009/04/07 12:41:06.562 AtoB  Applicative Info Receive 3 pkts/sec Transmit 8 pkis/s

2009/04/07 12:41:07.984  AtoB  Standard Info Releaze FTP Data 192.168.0.26/2510

A, ata] |

| #
b4

[ Save Logs ] ’CIearAII Logs]

Dizplay the capture of incoming packets on interface 4 and B [capture made before applying impairments)
Filename: incoming_packets flowi03.poap (B kB)
Click left ta view all fitered packets using your default netwark, analyzer.

Click to view captured packets]

Incoming Packets Impairments Detailz

The detailz on the impairments applied onto the incoming packets can be found in the list or in the file belaw. The
packet number [first column) is the zame az the packet number in the capture of incomings packet [zee above).

Filename: incoming_packets fowi03 tt [2 kB Click here to open the text file
Refreszh to wview the latest updated information.

Murmnber D ate/Time Side Detail: b

2003-04-07 124027759 Btod  Selection of the Delaylliter Law 'Constant D elay'
2009-04-07 12:41:02507  AtoB  Found FTP Data 192.168.0.26/2509

1 2009-04-07 12:41:025268  AtoB The packet has been delayed by B0 ms

2 2009-04-07 12:41:02527  AtoB The packet has been delayed by 99 ms

3 2009-04-07 12:41:02527  AtoB The packet haz been delaped by 80 ms

4 2009-04-07 12:41:02529  AtoB The packet haz been delaped by 159 ms
2009-04-07 12:41:02514  AtwB  Release FTP Data 152.168.0.26/2509

5 2003-04-07 1241:02529  AtoB  The packet has been delayed by 80 ms
2009-04-07 12:41:06124  AtoB  Found FTP Data 192.168.0.26/2510

B 2009-04-07 12:41:06.1143  AtoB The packet haz been delaped by 64 ms

7 2009-04-07 12:41:06.143  AtoB The packet has been delayed by 25 ms

g 2009-04-07 1241:06.144  AtoB The packet haz been delaped by 28 ms

9 2009-04-07 1241:06148 AtoB The packet haz been delaped by 51 ms

10 2009-04-07 12:41:06.148  AtoB The packet haz been delaped by 41 ms

11 2003-04-07 1241:06149  AtoB  The packet has been delayed by 83 ms

12 2005-04-07 12.41:06151  AtoB  The packet has been lost

13 2009-04-07 12:41:061152  AtoB The packet haz been delaped by 49 ms B

14 2009-04-07 12:41:06.1153  AtoB The packet has been delayed by 84 ms
2009-04-07 12:41:07.977  AtoB  Release FTP Data 192.168.0.26/2510 bt

< | >

Cloge
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7.8.4.5 Inactive functions for Flow Logs with 2 PCs configuration

When NetDisturb Client and NetDisturb Server are located on 2 PCs, not all Flow log
functionality are available because the files are located on the NetDisturb Server PC but the
viewers are located on the NetDisturb Client PC.

Even if the dynamic statistics and the Ethereal file can’t be displayed on the NetDisturb Client PC,
the files are still generated on the NetDisturb Server side where they may be displayed. The
following picture informs you about the functions that are not available.

NetDisturb Client - Flow #01: Logs =1L

Maijor Events [both sides) | Majar Events (4 to ) | Maior Events (B to &]|

2005/04/414 03:31:04.140 AwB  Standard Info The Flow iz running. [mpairments will start when cor
2009/04/14 09:31:04 140 AtoB  Standard Info The impairments are applying.
Btod  Standard Info . |

Biod  Standard Info

<

| ™

Save Logs ] ’CIear All Logs]

Dizplay the capture of incoming packets on interface 4 and B [capture made before applying impairments)
Filename: incoming_packets_flowi0 poap

Click to wi tured packet . . y .
IC 10 VIEW CpIIEd pachels Click left ta view all fitered packets using your default netwark. analyzer.

Incoming Packets Impairments Details

The detailz on the impairments applied onto the incoming packets can be found in the list or in the file belaw. The
packet number [first column) is the same az the packet number in the capture of incomings packet [see above).

Filename: incoming_packets flowd01 tat Click here to open the test file

Vigw Impairments Click left to wiew details on impairments applied on the captured packets.

The capture file and the impairments details can't be seen in real ime.

Thiz iz due to the execution of MetDizturb Server o a remote machine, MetDisturb Client can't access to the
capture fle and bo the text file containing details on the impaiments that occured on the incoming packets from
both sides (& to B and B to &)

How to view both files?

The filez containing the captured incoming packets and their impaiments details are located on the remote
machine in the directary where MetDisturb Server has been installed. The files's name is:

F:*Program FileghMetDisturbhS ervervincoming_packets_flow#01 peap [Capture file)
F:Program FilessMetDisturbS ervertincoming_packets_fowH01 bt [Impairments details file]

Cloge

Note that the path where the files are located depends on your configuration. In this example, the
installation directory of NetDisturb is F:\program Files\NetDisturb
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Part 8 Using the NetDisturb Command Line Interface

NetDisturb is offering a Command Line Interface (CLI) allowing the integration of NetDisturb in
test beds which are controlled through batch processes. NetDisturbCLl.exe software, located in
the NetDisturb Client directory, provides the Command Line Interface feature.

With the Command Line Interface, you can load a context, start and/or stop the Flows, manage the
statistics and shutdown NetDisturb.

8.1 General rules

8.1.1 Command Line Interface’s Execution

The Command Line Interface can be run from any location, from Command Prompt or from a
batch file.

8.1.2 How to use the Command Line Interface
Each command line is made as follows: NetDisturbCLI /(Action) [Parameters]

Each command is prefixed using a /.

& Both — or / can be used as prefix.

One or more commands can be sent at a time as shown hereafter:
NetDisturbCLlI /Start 10 /Stop 9
(see paragraph 8.3 for more details about the priority between commands)

8.1.3 Options
Some commands may require a parameter. For example NetDisturbCLI /Start 10 will start the
Flow #1710, where 10 is the mandatory parameter of the command Start.

When the parameter is a file, the file name path may be absolute or relative. You should take into
account that the relative path must refer to the NetDisturb Client directory.

If the file name or the path is including spaces, don’t forget to use quotes i.e.
“C:\Program Files\NetDisturb\Client\Default.wsx”

8.2 Commands and parameters

The commands with their parameters are displayed in priority order.
The result of the command is a text including a prefix word. It indicates the command execution
result and is followed by an additional text. The 3 prefixes are the following:

OK: means the command was executed successfully
Warning: means the command was executed but was not necessary
Error: means the command was not executed successfully

The prefixes are subjected to change and could be extended in the next
versions. These prefixes are referring to the version 1.0 of NetDisturbCLlI.
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8.2.1 Display the usage (/?)

Command: NetDisturb /?
Display the command list which describes each command and its parameters.

C:“Program Files“NetDisturb“Client> MetDisturhCLI.exe —7
MetDisturbh Command Line Interface Version 1.8.6
Copyright (C> ZTI 2687-208%

MetDisturhCLI Usage:
Command Parameter Explanation

-2 This help
sContext PATH Load the context from the file ‘PATH’
A

sStart LL Hun all Flows i.e. ‘Start All" button

sStapt 3 Hun Flow ¥ where ¥ iz in the range [1..171]

#Stop ALL Etop all Flows i.e. 'Stop All" hutton

#Stop ¥ Stop Flow ¥ where ¥ is in the range [1..171

sTrace Start Start to save Statistics

sTrace Stop Stop to save Statistics

sTrace PATH fet the target Statistics file using the 'PATH’ paranmeter
AQuit Quit <NetDisturbh Client and NetDisturb Serverd

AQuit Cllient] Quit <(NetDisturbh Client only>

C:“Program Files“MetDisturb~Client>_

Figure 6 - Command Line Interface Help

Neither error message nor warning message can be displayed with this command.

8.2.2 Stop and shutdown NetDisturb Client and NetDisturb Server (/Quit)

Command: NetDisturb /Quit
Stop NetDisturb Server and NetDisturb Client then shutdown both applications.

Result:

Command Prompt

C-“Program Files“MNetDiszturhClient>NetDisturhCLI.exe ~Aguit

OK: MetDisturb Client and Server have heen stopped.
C:»Frogram Files“HNetDiszturb~Client>_

Figure 7 — Stop NetDisturb Server and NetDisturb Client, then shutdown both applications

Error message: None

Warning message: None
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8.2.3 Stop and shutdown NetDisturb Client only (/Quit Client)
Command: NetDisturb /Quit Client
Stop and shutdown NetDisturb Client.

Result:
cit ND c liEIﬂ

C:“Program Files“NetDisturh~Client>*MetDisturbCLI .exe ~guit Client

0K: MetDizturbh Client has heen stopped.
C:“Program Files“MNetDisturh~Client>_

Figure 8 — Stop and shutdown NetDisturb Client

Error message: None

Warning message: None

8.2.4 Open and Start NetDisturb Server (/Run)

Command: NetDisturb /run
Open and start NetDisturb Server.

Result:

=+ Command Prompt

C:=“Program Files“MNetDisturh~Client>NetDisturhCLI.exe ~run
OK: *'..“Server-NetDizsturbhServer.exe’ has bheen started

C:»Frogram Files“HetDizturbh~Client>

Figure 9 — Open and start NetDisturb Server

Error message:
= Error: Can’t create ‘..\Server\NetDisturbServer.exe’: Windows error message
The <Windows error message> gives the reason why NetDisturb Server did not start.

Warning message: None

8.2.5 Load the context file (/Context filename)

Command: NetDisturb /context filename
Load a NetDisturb context like in the menu File/Open of the NetDisturb Client
GUI.

Result:

= Command Prompt

C:»Frogram Files“HNetDiszturb“~Client>MetDisturbCLI _exe ~Context Default._wsx
0OK: command Open Context sent sucessfully.

C:-“Program FilessNetDisturb~Client»_

Figure 10 — Define the context file and load it

A Note that any changes in the previous context will be lost.
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Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: NetDisturb Client was unable to handle the context file ‘filename’.
This message indicates that NetDisturb Client was not able to handle the file. It may be due
to an error in the file name or in the path.

= Error: At least one IP Flow is still running. Please stop all running Flows to be able to
change the context.

Warning message: None

8.2.6 Set the file name where to store the statistics (/Trace filename)

Command: NetDisturb /trace filename
Define the file that will store the statistics generated by NetDisturb Client To start
or stop the statistics saving process, please refer to paragraphs 8.2.7 and 8.2.8.

Result:

= Command Prompt

C:»Frogram Files“HNetDizturbh“~Client>NetDisturhCLI . exe ~Trace trace.txt
0OK: command Set Capture Statistics File sent sucessfully.

C:=“Program Files“MetDisturbh~Client>

Figure 11 — Define the statistics file name

Error messages:
=  Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: NetDisturb Client is saving the statistics. The statistics file name can not be changed.
This message indicates that NetDisturb Client was not able to set the statistics file name
because the statistics saving process is still running. The saving process should be stopped
before changing the file name.

Warning message: None
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8.2.7 Start saving the statistics (/Trace start)

Command: NetDisturb /trace start
Send a request to NetDisturb Client to start saving statistics into a file.

Result:

=+ Command Prompt

C:=“Program Files“MNetDiszturbh~Client>NetDisturhCLI.exe ~Trace start
OK: command Start Capture Statistics sent sucessfully.

C:»Frogram Files“HetDizturbh~Client>

Figure 12 — Start saving the statistics into a file

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: NetDisturb Client was not able to open the target statistics file.
This message indicates that an error was encountered when opening the file that should
store the statistics. The two main causes are: a wrong path was specified or the file is write-
protected.

Warning message:
= Warning: NetDisturb Client is already saving the statistics.

8.2.8 Stop saving the statistics (/Trace stop)

Command: NetDisturb /trace stop
Send a request to NetDisturb Client to stop saving statistics into a file.

Result:

=+ Command Prompt

C:=“Program Files“MNetDisturh~Client>NetDisturhCLI.exe ~Trace stop
OK: command Stop Capture Statistics sent sucessfully.

C:»Frogram Files“HetDizturbh~Client>

Figure 13 — Stop saving the statistics into a file

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

Warning message:
=  Warning: NetDisturb Client is not saving the statistics.
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8.2.9 Stop a Flow (/Stop X)

Command: NetDisturb /stop X
Send a request to NetDisturb Client to stop the Flow X, where X should be a
number in the range [1..17] (the value 17 corresponds to ‘Other IP Flows’/'Other
Frames’ flow).

Result:

C:~Program Files“MetDisturb~Client>MetDisturbCLI.exe ~Stop 81
OK: command Stop Flow sent sucessfully.

C:“Program Files“NetDisturb~Client>_

Figure 14 — Stop the Flow #01

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before stopping a Flow.

= Error: The Flow X is out of range. Allowed range: from 1 to 17 included.
The Flow number must be in the range from 1 to 17.

= Error: NetDisturb Client was unable to stop the Flow X.
More details should be available into the internal log file about the reason why NetDisturb
Client couldn’t stop the Flow.

Warning message:
= Warning: The Flow X is already stopped.
The command doesn’t change the status of the Flow because it was stopped.

8.2.10 Stop all Flows (/Stop all)

Command: NetDisturb /stop all
Send a request to NetDisturb Client to stop all Flows.

Result:

C:“Program Files“NetDisturb“Client} MetDisturhCLI.exe ~Stop ALL
OK: command Stop all Flows sent sucessfully.

C:“Program Files“MetDisturb~Client>_

Figure 15 — Stop all IP Flows

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before stopping a Flow.

Warning message: None
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8.2.11 Start a Flow (/Start X)

Command: NetDisturb /start X
Send a request to NetDisturb Client to run the Flow X, where X should be a
number in the range [1..17] (the value 17 corresponds to ‘Other IP Flows’/’Other
Frames’ flow).

Result:

C:~Program Files“MetDisturb~Client>MetDisturbCLl.exe ~Start 81
OK: command Start Flow sent sucessfully.

C:“Program Files“NetDisturb:\Client>

Figure 16 — Run the Flow #01

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before starting a Flow.

= Error: The Flow X has no filter defined.
A filter should be selected before starting a Flow.

Warning message:
=  Warning: The Flow X is already started.
The command doesn’t change the status of the Flow because it is running already.
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8.2.12 Start all Flows (/Start all)

Command: NetDisturb /start all
Send a request to NetDisturb Client to start all Flows.

Result:

C:sProgram Files“MetDisturb~Client>MetDisturbCLI . exe ~Start ALL
OK: command Start all Flows sent sucessfully.

C:“Program Files“MetDisturb~Client>

Figure 17 — Start all Flows

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

=  Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before starting Flows.

= Error: The Flow X has no filter defined.
A filter should be selected before starting a Flow.

Warning message: None

8.3 Commands execution order

When using multiple commands in the Command Line Interface, some high priority commands
ignore the other commands sent (see Table 1 below).

Moreover priorities exist between each command: the Table 1 below is showing the execution
order when multiple commands are sent.

Priority (highest->lowest) Command Ignore other commands
Highest 1? Yes
/Quit Yes
/Run No
/Context No
[Trace No
/Stop # or All No
Lowest /Start # or All No

Table 1 - Commands execution order
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Part 9 Using the NetDisturb Server
The NetDisturb Server links the NetDisturb driver and the NetDisturb Client. In addition, it
performs the following tasks:

= To get a thorough view of the traffic on the two interfaces and on the impairments made.

= To follow the command entered by the connected client, to see the driver configuration, and
the applied Filter and laws.

= To configure the password for Administrator connections.

The NetDisturb Server window is composed of three sections:

— MetDisturb Sereer - Yersion 4.8 - Enhanced Edition (Trial) E@@
Impairment Interface Configuration and Statistics
Interface & MAC addr 00-1E-E5-DE-EF-2B Interface B MAC addr 00-1E-E5-DE-BF-22
Active relaving process from & to B Active relaving process from B to b

Handled Packets: 118 (100 %] Handled Packets: 50 (100 %)

Logt Packets: 1l [ O%] Lozt Packets: 1 [ 2%]

Delayed Packets: 2E) [25 %] Delayed Packets: 4 [ 8%]

Qut-of-5Sequence: n [ 0%] Dut-of-Sequence: 0 [ 0%]

Fragmented packets: 0 [ 0] Fragmented packets: 1] [ 0%

Incorming o & Qutgoing on B Inzoming on B COutgoing on &,

12 FPacketz per Second 12 7 Packet: per Second 7

118 Packetz 118 Al Packetz 49

220 kb/s Throughput 220 kb/s 332 kb/s Thraughput 332 kbts

[ Fezet Counters J

Curnent Parameters

Refrezh Period [in second): .
[ ) 1s A Z Application of Laws: Flow Lewvel

Sampling to Compute Throughputz: 2 5 Out-of-Sequence: Dizabled

Current Client Connection

Client: Client connected Show Current Contest ] [ Reset Logs

Bz MetDizturh Enhanced E ditian. -
'Local Area Connection' MIC can't be used by MetDisturb since it has ite TCPAP stack activated.
12h3dmnl5s - ----- - MetDizturh Client connected - - - - - - -

‘Local frea Connection’ MIC can't be uzed by MetDisturb zince it has itz TCPAP stack activated.
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= Impairment Interface Configuration and Statistics

This section displays the used NICs. Statistics (percentages or absolute values) are associated to
each impairment parameter: number of handled, lost, delayed, Out-of-Sequence and fragmented
packets.

The # Fragmented Packets statistics shows the number of packets rejected by the NetDisturb
driver because it can’t handle IP packet with the fragment flag set.

This section displays also the numbers of incoming and outgoing packets, the number of packets
per second and the throughput. The indication on the relaying process is presented as follows:

No packets handled (red color) The NetDisturb driver doesn’t handle any
packet (physical cut off of the Ethernet link).
Active relaying process (green color) The NetDisturb driver is running, the relayed

packets are processed following the selected
Filters and the defined impairment laws.

The Reset Counters button allows the reset of the NetDisturb Server Interface counters. This
action has no incident for the NetDisturb Client. This button is available only when the driver is
running.

= Current Parameters

Current Parameters
Refrezh Period [in second): 0 ©
i [ ) B Application of Laws: @I
Sampling ta Enmp@ruughputs: Out-of-Sequence: @
This section reminds the current configuration and includes:

(1) The refresh period to display statistics for the NetDisturb Server.
(2) The sampling period used to calculate the throughput displayed by the NetDisturb Server.
(3) The number of buffers for laws values related to TCP/UDP connections.
(4) The Out-of-Sequence i.e. out-of-order mode: Enabled or Disabled
(5) The method to apply the laws:
- ‘Flow level’ means Laws apply to the IP Flow
- or ‘Per connections’ means Laws apply to each TCP/UDP connection of the IP Flow

= Current Client Connection

This section shows whether a client is currently connected, the opened context and the trace list.
In this section the following buttons can be pressed:

= Show Context: displays the content of the current context.

= Reset Trace: allows clearing the traces displayed in the window bottom part.
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Part 10 Appendices

10.1 The New Context Values

o Refreshing time for statistics display 1s
e Sampling period for throughput computing 2s
¢ Relaying process Relaying packets without operations on
both interfaces
e Working Mode Enable Out-of-Sequence Packets
Laws apply to the IP Flow
e Traces Active
o Driver relaying status Not active
e Buffer number 2
e Flow mode Mono-flow
e For the 16 definable flows
Filter Not defined
Loss & Duplication law Not defined
Delay & Jitter law Not defined
Content Impairment law Not defined
e Other IP Flows
Loss & Duplication law Not defined
Delay & Jitter law Not defined
Content Impairment law Not defined

10.2 The NetDisturb Registry Values

A

This paragraph describes the Registry parameters for the NetDisturb Client,

NetDisturb Server and NetDisturb driver.

You should be careful when changing in one of these values because inappropriate
value may render NetDisturb unusable. We recommend to backup the Registry
before or at least to save the key’s values before any change.

You need administrator rights access to change the Registry database. The system ‘regedit.exe’
program can be used to check and modify the Registry. A name, a type and a value identify each
parameter in the Registry. The parameters are located in a hierarchical key tree.

This paragraph gives the key location, the parameter name with its type and possible set of value,
and default value when applicable.
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10.2.1 The Registry parameters related to the NetDisturb Client

This part is related to the NetDisturb Client parameters located in the Registry. Some parameters
refer to the dialog with the NetDisturb Server and should be changed accordingly.

10.2.1.1 Parameters Configuration
Key = HKEY_LOCAL_MACHINE\SOFTWARE\ZT\NetDisturbClient

Name Type Value

AcroReadInfo REG_SZ Date of the help file (the user should not change it)

AcroReadTimer REG_DWORD | Internal timeout related to the Adobe Reader®

ExchangeTimeout REG_DWORD |Internal timeout related to the NetDisturb Client to
NetDisturb Server dialog (default is 5000 ms)

Help_Menu REG_DWORD | Index in the help file (the user should not change it)

IPAddress REG_SZ NetDisturb Server IP Address
(default: 127.0.0.1)

PortNumber REG_SzZ HTTP port number used to dialog with the NetDisturb Server
part (default: 8080)

ServerPath REG_SZ Location of the NetDisturb Server software (default:
C:\Program Files\NetDisturb\Server)

TracelLevel REG_DWORD | Trace level generated by the Client (see note)
(default: 0)

TraceFileName REG_SZ File name where traces are saved in when the TracelLevel flag

is saved.
(default: empty)

Note:

e 0001
e 0002
e 0008
e 0010
e 0100

e 1000

O The level of trace is a set of flags. When the flag is set (1) the level is active. When the flag is
reset (0) the level is inactive. Ex: TraceLevel=5, the flag 4 and 1 are active, other are inactive.

O Traces are displayed to the standard debug port [using the WIN32 API OutputDebugString()].

O Flag values are shown in hexadecimal:

Errors level

Information level

Verbose level

Time: add timestamp information

File: traces are saved in a file too (the TraceFileName entry is used)

SOAP: add the SOAP trace information

Example: If TraceLevel = 113 means Error and Information level of traces are saved

also in a file and including the timestamp for each trace.

10.2.1.2 The Most Recent File list
This list is for information only.

It is handled by the system and you must not change it.

Key = HKEY_CURRENT_USER\Software\ZTI\NetDisturbClient\Recent File List

Name Type Value
File1 REG_SZ The most recent path context file used
File2 REG_SZ A more recent path context file used
File3 REG SZ A more recent path context file used
File4 REG SZ The oldest path context file used
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10.2.2 The Registry parameters related to the NetDisturb Server
Key = HKEY_LOCAL_MACHINE\SOFTWARE\ZTI\NetDisturbServer

Name Type Value

ApplicationName REG_SZ Trace viewer (Default: notepad.exe)

IHMRefresh REG_DWORD | Period of refresh, in second.
(defaultis 1)

Interface A REG SZ MAC address of the latest selected Interface A

Interface B REG SZ MAC address of the latest selected Interface B

Sampling REG_DWORD | Sampling period to compute throughput
(default: 2)

PortNumber REG_SzZ HTTP port number used to dialog with the Client part
(default: 8080)

TracelLevel REG_DWORD |Trace level generated by NetDisturb Server (see
note)
(default: 0)

TraceFileName REG_SZ File name where traces are saved in when the
TracelLevel flag is saved.
(default: empty)

Note: See the note of the Registry parameters related to the NetDisturb Client here above.

10.2.3 The Registry parameters related to the NetDisturb driver
Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturb

Name Type Value
DisplayName REG_SzZ Name of the service
(Default is ”NetDisturb Impairment”)
ErrorControl REG_DWORD |1
ImagePath REG SZ system32\drivers\disturb.sys
Start REG_DWORD |3
Type REG_DWORD |1

10.2.4 The NetDisturb Driver Traces

There is another key related to the level of traces generated by the NetDisturb driver. These
traces can be captured via a tool such as DebugMon from OSR Inc. (www.osronline.com -> go to
the Download section) or DebugView from Microsoft (http://technet.microsoft.com/en-
us/sysinternals/bb896647.aspx).

Changing the level of the traces may block your PC until you reboot. The level of the
traces provided by the NetDisturb driver should be modified only with the help of the
technical ZTI| support (support@zti-telecom.com).

Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturb\Parameters

TraceLevel REG_DWORD | Trace level generated by the NetDisturb Driver (see
note)

(default: 0)

Note: the level of trace is a set of flags. Values aren’t provided here to avoid mishandling of
the NetDisturb driver. Please contact ZTI technical support if you need more details.
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10.3 The Mathematical Laws used by NetDisturb

10.3.1 Uniform law

Distribution of Uniform Law is:

1

)= — or Alpha < x < Beta
/() Beta — Alpha % v
f(x)=0 for x < Alpha or x > Beta
where Alpha is the inferior parameter and Beta the superior one.
]_ i » .
Beta-aloha I 1
> | |
7 1 |
C I 1
o . -
o ’ '
b S
Alnha Beta

Values

Values between Alpha and Beta have the same probability to be drawn = 1 / (Beta — Alpha). When
this law is used, the unit is the millisecond for the starting time of a connection or byte for the data
volume to send.
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Example of values generated by NetDisturb in the interval [800, 850]

Uniform Law

0.030

1/(Beta — Alpha)
Values generated

PN

0020 0025

Density
0.01%
l

0.010
1

0005
|

0.000

T T I T T T
700 750 800 350 900 950

Values

Density of probability for the values generated by NetDisturb

10.3.2 The Uniform Correlated Law

The Uniform Correlated law is the same law as Uniform law. Only the process differs: the
difference is related to the two thresholds used by the NetDisturb driver (see the “Loss laws
configuration” paragraph for more details).
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10.3.3 Exponential law
10.3.3.1 Theory

The probability density function of the exponential law is:

Ae=? r >0,
ftr;/\)={ 0 r;[].

where A > 0 is the parameter of the distribution (the rate parameter).

Exponential law, lambda=0.15 Exponential law, lambda=0.50
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The graphs above represent the theoretical density of the exponential distribution with 2=0.15 and
2=0.50.

When we use the exponential distribution to draw random numbers, most the drawn values are
theoretically small and the probability to draw big numbers is smaller.

As a result of the increase of A, the incline of the distributions curve increases. Therefore the
probability to draw small numbers is bigger than the one to draw big numbers.

10.3.3.2 Practice

The exponential function is implemented in NetDisturb to generate numbers following an
exponential distribution.

When this law is used, the unit is the millisecond for the starting time of a connection or byte for the
data volume to send.

Using this function with A=0.15 as a parameter, we drew such numbers and then we plotted, by
using a mathematical tool (R software), the distribution of those. Then we got the following graph.
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Exponential law, lambda=0.15, 50000 nhumbers

— numbers generated by NetDisturb
— numbers generated by R

012
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The green curve represents the distribution of random numbers generated by R and the red one
represents the distribution of those generated by NetDisturb. They are very similar.

As shown in the theoretical part, the probability to have small nhumbers is much bigger than the
probability to have big ones.

For example, we generate 50000 numbers following the exponential law with 1=0.15. As the
numbers generated by the exponential function are of type “double”, we round them up to the
nearest integer (e.g. 10.3 rounded up to 10 and 12.8 to 13). The histogram below summarizes the
results.

Exponential law, lambda=0.15,
50,000 drawn numbers
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E
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0 “"“""""""""""
~ O O MO M~ ™ IO O MO N~ T 1 OO M N~
-~ - N N N OO O F < < 0 1o ©
Values

The generated values are on the abscissa axis, and how many times each value is generated on
the ordinate axis.
The same results may be displayed by a curve as shown in the next figure below:
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Exponential law, lambda=0.15, 50000 numbers
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In order to see the effect of the parameter A we repeat the same operation as before with A=0.15
and 2=0.50 and we plot both curves:

Exponential law
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As the legend shows, the red curve represents the result of using the exponential law with A=0.15
as parameter, and the green one the result of using the same law with A=0.50. We observe that

the more the parameter A is big, the more the maximum number generated is small and the other
numbers generated are smaller too.

The table below summarizes the probability (in percent) to draw a value using the exponential
function of NetDisturb with different values for A in {0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9,1}.
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~ Actually A
generated values | 0.1 0.2 0.3 0.4 05 | 06 | 07 0.8 | 09 1
0 4.946 19.358 |14.126|18.294(22.334|25.850(29.722/33.220}36.050[36.050
1 8.956 |16.044/22.426[26.874/30.432/33.538|35.274(36.732|37.956|37.956
2 8.200 |13.368(16.178|17.974/18.654(18.488|17.546|16.548|15.364|15.364
3 7.394 110.904/12.478|12.324/11.476/9.908 |8.934 |7.468 |6.308 16.308
4 6.524 19.148 9.048 |8.176 6.790 [5.580 |4.280 |3.334 [2.574 [2.574
5 6.198 |7.432 |6.468 [5.314 [4.078 |3.028 |2.134 |1.498 [1.056 |1.056
6 5.556 [6.136 |4.848 |3.680 [2.496 [1.642 |1.070 |0.636 |0.408 |0.408
7 5.034 [4.998 [3.718 |2.466 |1.554 |0.868 |0.504 |0.306 |0.166 |0.166
8 4.512 14.130 |2.766 |1.622 |0.838 |0.502 |0.252 |0.148 |0.058 |0.058
9 4.084 [3.312 [2.074 |1.050 |0.470 |0.272 ]0.142 |0.052 |0.042 |0.042
10 3.698 [2.778 [1.484 |0.810 |0.322 |0.174 |0.068 |0.032 |0.008 |0.008
11 3.306 [2.266 [1.146 |0.418 |0.208 |0.054 |0.040 |0.010 |0.004 |0.004
12 2.964 [1.812 |0.822 |0.346 |0.144 |0.034 |0.022 |0.010 |0.006 |0.006
13 2.832 |1.542 |0.600 |0.236 |0.078 |0.036 |0.008 |0.006 |0 0
14 2.584 [1.252 |0.484 |0.124 |0.056 |0.012 |0 0 0 0
15 2.078 |0.976 |0.330 |0.098 |0.030 |0.004 |0.004 |0 0 0
16 1.900 |0.836 [0.242 |0.072 |0.012 |0.004 |0 0 0 0
17 1.810 ]0.658 ]0.210 |0.032 |0.014 ]0.006 |0 0 0 0
18 1.646 |0.558 |0.144 |0.030 |0.004 |0 0 0 0 0
19 1.484 10.420 |0.108 |0.018 |0.008 |0 0 0 0 0
20 1.360 |0.352 [0.112 [0.014 |0 0 0 0 0 0
21 1.220 ]0.344 10.048 |0.004 |0.002 |0 0 0 0 0
22 1.088 |0.288 10.034 |0.008 |0 0 0 0 0 0
23 1.004 |0.184 10.022 |0.004 |0 0 0 0 0 0
24 0.976 |0.184 |0.018 |0.010 |0 0 0 0 0 0
25 0.780 |0.130 |0.020 |0 0 0 0 0 0 0
26 0.750 |0.100 |0.018 |0.002 |0 0 0 0 0 0
27 0.692 |0.080 |0.008 |0 0 0 0 0 0 0
28 0.568 |0.064 |0.004 |0 0 0 0 0 0 0
29 0.552 |0.074 |0.010 |0 0 0 0 0 0 0
30 0.540 |0.044 |0.002 |0 0 0 0 0 0 0
31 0.442 0.032 |0 0 0 0 0 0 0 0
32 0.446 |0.038 |0.004 |0 0 0 0 0 0 0
33 0.376 0.026 |0 0 0 0 0 0 0 0
34 0.386 [0.036 |0 0 0 0 0 0 0 0
35 0.280 [0.016 |0 0 0 0 0 0 0 0
36 0.274 10.012 |0 0 0 0 0 0 0 0
37 0.280 |0.016 |0 0 0 0 0 0 0 0
38 0.212 10.014 |0 0 0 0 0 0 0 0
39 0.184 |0.006 |0 0 0 0 0 0 0 0
40 0.182 10.012 |0 0 0 0 0 0 0 0
41 0.166 |0 0 0 0 0 0 0 0 0
42 0.142 0.004 |0 0 0 0 0 0 0 0
43 0.152 |0.004 |0 0 0 0 0 0 0 0
44 0.110 |0.004 |0 0 0 0 0 0 0 0
45 0.110 |0.002 |0 0 0 0 0 0 0 0
46 0.110 /0.004 |0 0 0 0 0 0 0 0
47 0.096 |0 0 0 0 0 0 0 0 0
48 0.078 |0 0 0 0 0 0 0 0 0
49 0.088 |0.002 |0 0 0 0 0 0 0 0
(continue)
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In fact, the generated values are of type double. Here is example of values generated by the
exponential law of NetDisturb with 1 =0.1:

0.227489

1.961810

1.217468

13.854097

0.474025

5.870118

2.353334

0.766254

4.868133

0.802894

To represent those values in a simple way we round up double to the nearest integer, for example:

real values

represented values

0.227489

1.961810

1.217468

13.854097

N

0.474025

5.870118

2.353334

0.766254

4.868133

0.802894

2 [O[=~N[O[O[=][~[N[O

As a result, the values of the first column approximately correspond to the “x” in the theoretical
representation of the exponential law.
The effect of this approximation is more important when we draw values near “0”. Thus the
probability in the table to generate “0” is smaller than “1”.
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Exponential law, lambda=0.15
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This graph is plotted with real values generated by NetDisturb. We observe that the probability for
x="0" (=1) is bigger than for x="1". Here are below graphs plotted with small values for A.

Exponential law,Jambda=0.1 Exponential law,lambda=0.01
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Exponential law,lambda=0.001 Exponential law,lambda=0.0001
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Maximum®* drawn value = 22180 Maximum* drawn value = 221807

*Maximum drawn value by the software, theoretically there is no maximum for the exponential law!
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10.3.4 Laplace-Gauss law

When this law is used, the unit is the millisecond for the starting time of a connection or byte for the
data volume to send.

The probability density function of the Laplace-Gauss Law is:

_-p)?
fa)=—=—e 2

27 o

where u is the average and o is the standard deviation..

AL(S)

kO

t l-l’i
68,27%
95 457
99,73%

— 5

- The more & is small the more drawn values are near u
- 68.27% of drawn values arein [y —o; u+ o]

- 95.45% of drawn values arein [u — 20 ; u + 20]

- 99.73% of drawn values are in [u — 30 ; u+30]

u ando must be defined such as: x>0 and x>3c with >0
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