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Part 0 Preface

0.1 Organization of this manual

This document is aimed at helping you to discover and use NetDisturb . It is organized as follows:

¢ Part 1: Product Overview

Part 1 briefly describes the key features of the NetDisturb software.

* Part 2: What's new in NetDisturb version 6.0
Part 2 is a general overview of new features, main improvements provided with NetDisturb version 6.0.

+ Part 3: Install NetDisturb

Part 3 presents the product requirements, how to install the software downloaded from the Internet or
from the CD-ROM, provides important information to upgrade from previous versions and explains how
to choose the most suitable NetDisturb package.

e Part 4: How to handle your license?

Part 4 describes how to proceed for the license transfer
e Part 5: Uninstall NetDisturb

Part 5 describes how to uninstall the software.

* Part 6: Run NetDisturb

Part 6 describes how to run the NetDisturb Server and NetDisturb Client.

In this document, you will find the following symbols: They mean:

Note or Remark

A Warning }3 Zoom or Advice
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0.2 Minimum System Requirements

To appropriately operate NetDisturb you need the following minimum system requirements:

¢ Windows XP, Vista, Seven, Server 2003 or Server 2008 (32-bit or 64-bit version)

e Pentium processor with 1 GB memory at least

 Two identical Ethernet NICs are recommended: Ethernet, Fast Ethernet, or Gigabit Ethernet
network interface card.

e 1024 x 768 display, DPI setting = Normal size (96 DPI) and Font size = Normal

e 75 MB free hard disk space

.g Acrobat Reader is needed to display the NetDisturb Help. If Acrobat reader hasn’t been
installed, a warning message is displayed to inform that the help file can't be opened.

0.3 Technical Support

ZTl Technical Support can assist you with all your technical problems from installation to
troubleshooting.

Before contacting our Technical Support, please read the relevant sections of the product
documentation and the “Read Me First” file.

Before contacting our technical support, make sure you record the following information:

* Product name and version.

e Trial License or unlimited licensed product.

e System configuration.

¢ Problem details: settings, error messages...

e If the problem is persistent, give the details of how to create the problem.

You can contact Technical Support by:

Email Send as many details as possible to support@zti-telecom.com or support@zti.fr

Fax Send as many details as possible to +33 2 9648 1485

Telephone | Telephone support is available from 09:00 am to 07:00 pm (GMT Time +01:00 or
+02:00), Monday to Friday. Call on +33 2 9648 4343
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Part 1 NetDisturb Overview

NetDisturb is an IP network emulator software that can generate impairments over IP networks (IPv4
and IPv6) such as: latency, delay, jitter, bandwidth limitation, loss, duplication and modification of the
packets.

NetDisturb allows you to disturb flows over an IP network helping to study the behavior of applications,

devices or services in a disturbed network environment.

NetDisturb is inserted between two Ethernet segments acting as a bridge and operates bi-directional

packet transfer on Ethernet, Fast Ethernet and Gigabit network interface cards.

Remote control

NetDisturb

Local control

EthernatHIC ), Ethernet HIC
10/100/1000 Mbps 10/100/1000 Mbps
-’_'__.-- - S 5

[ Loss, Delay, .
*\Jirter and more... %

Microsoft:

[ <
1.1 Product Requirements 4 Windows

*  Platform: Pentium PC running 32-bit or 64-bit version of Windows XP®, Vista, Seven, Server 2003 or
Server 2008 with Microsoft TCP/IP installed and at least 1 GB Ram. 75 MB free hard disk space.

* Hyper-threading, multi core and PC multiprocessors are also supported.

*  Two Identical Network Interfaces Cards (NIC) are recommended: Ethernet, Fast Ethernet, or Gigabit
Ethernet.

* Display resolution: at least 1024 x 768 (more readable: 1152 x 768 and sup.), DPI setting = Normal

size (96 DPI) and Font size = Normal.

(1) Windows XP 32-bit only
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1.2 Typical Applications

No need to buy expensive hardware, use NetDisturb software as hundreds customers around the world!

» Development assistance and debug of automatons for IP equipments: particularly on Set-Top
Boxes operating in cable or telecom environments.

* Performance & Acceptance Tests: Qualify and evaluate the behavior of IP equipments (phone, fax,
gateway, set-top box, IMS core, call server, application server, residential gateway, ADSL wireless
router, and more...) and applications (audio and video streaming) on IP networks.

» Configuration and control of IP Equipments for product verification and test: Define different QoS
levels in an Intranet or the Internet environment to configure terminals, gateways and routers.

» Test Laboratories: NetDisturb provides repeatable QoS on different flows using configuration mode
and values (loss, duplicate, delay, packet content impairment) defined by the user, and so re-
create real world problems in the lab.

» Applications test: NetDisturb allows you to test applications such as Voice over IP, Fax over IP,
streaming audio and video, IPTV, VoD, real time applications and services, and other distributed
applications.

e Emulation of symmetric or asymmetric network conditions found on the Internet and enterprise
networks (LAN, MAN, WAN): latency, jitter, packet loss, bandwidth limitations, and more... to test
IP applications (VolP, streaming audio & video, etc.), services and products sensitive to various
real conditions.

1.3 Key Features

Two software editions are available: Standard and Enhanced. What are the major features of
NetDisturb version 6.0?

Common Key features for Standard and Enhanced Editions

e 32-bit and 64-bit Windows operating systems — Vista, Seven, Server 2003 and Server 2008.

e Simultaneous support of IPv4 and IPv6

e Client-Server Architecture based on the SOAP mechanism which uses the HTTP protocol and the
XML format for the exchanges between the client and the server.

¢ NetDisturb is an Ethernet Bridge to avoid any network configuration.

e NetDisturb is an IP Router for WiFi NICs

» Use of standard Ethernet Network Interface Cards up to 1 Gbps or WiFi card to make impairment.

* Automatic start mode for new users with a set of pr edefined contexts (PING, TCP, UDP,
HTTP, Video, etc.)

e Automatic discovery and configuration the NICs to u se with NetDisturb.

* Symmetric or Asymmetric Bandwidth limitation  with Throughput Limitation laws.

e Very easy to use and intuitive Graphical User Interface

» 16 configurable flows per direction

e Aggregates of flows can be defined (set of flows sharing the same Delay & Jitter Law)

e User-defined rules for disturbances: pattern trigger, starting time after delay or number of packets
received, stop impairments after number of received packets or elapsed time, loops, and more...

e Predefined filter parameters based on the main protocol header fields (MAC, MPLS, VLAN, IP, TCP
and UDP headers) and user-defined pattern filter

» Ethernet-type filter

e Enhanced RTP detection for Audio and Video SDP flows

e PTPv1 and PTPv2 (IEEE 1588) impairment at UDP and MAC layers

e Unidirectional or bi-directional packet impairments

* Impairments: Latency, Loss, Duplication, bandwidth limitation, Delay and Jitter, Content Impairment
(mathematical laws and user-defined files)

e Change the impairment law on-the-fly for a flow

Copyright © 1998-2013, ZTI. All Rights Reserved. Page 7/40
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e Change of law parameters on the fly for a given flow (Percentage laws, Uniform Law parameters,
etc.).

» Ability to impair the remaining network traffic ~ that could be either only the IP packets or all the
Ethernet frames.

e Connections per flow : impairments are applied to the flow or to each connection of the flow

e Ethernet/ Internet modes (Out-of-Sequence packets)

e Command Line Interface (CLI) to use NetDisturb in test beds

e Ability to handle Ethernet Jumbo frames (payload up to 17976 bytes)

e Statistics display and export detailed statistics into a file

e Accuracy = 1 millisecond resolution

Specific Key features for the  Enhanced Edition

¢ Impairments based on protocol primitives:
- ARP (ARP Operation Code)
- PTPv1 and PTPv2 (PTP Message Type)
- DHCP (DHCP Message Type)
- DNS (DNS Message Type, DNS message Operation)
- FTP (FTP Command, FTP Returned Status)
-  FTP-DATA
- HTTP (HTTP Method, HTTP Returned Status)
- NTP
- RTP (Audio Payload Type, Video Payload Type, DTMF)
- SIP (SIP Method, SIP From, SIP To, SIP Returned status)
e RTP and FTP data flow automatic discovery.
*  MOS impairment laws
» Detailed event log window per flow viewing the events and application of the impairments according
to the user-defined rules.

Copyright © 1998-2013, ZTI. All Rights Reserved. Page 8/40
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1.4 Comparison between Standard and Enhanced Editio  ns

The table below summarizes the main differences between NetDisturb Standard edition and NetDisturb
Enhanced edition.

Features Ne!;Didsngrb Ne!n?jr.?ctgrb
‘—/,/ —

Impairment of IPv4 and IPv6 packets, ARP and Ethernet frames Yes Yes
Automatic NIC configuration and Automatic Sample start mode Yes Yes
Filter parameters to define a flow:
* Activity rules:

- Start/Stop after a time limit or a packet counter or a pattern

trigger

- Loop to reapply the rule with delay between each iteration Yes Yes
« Packet filters: Ethernet-type, Ethernet length, source address,

destination address, source port, destination port, protocol, DSCP

DiffServ (ToS), MPLS, VLAN, MAC address...
» User-defined pattern filter based on Ethernet packet content
16 user-defined flows to impair using filters and ‘Unfiltered Flows,

Y . . . Yes Yes

Frames, Packets, etc.’ to impair without using filters
Dynamically modify impairments on-the-fly per flow in each

g ; Yes Yes
direction when running
Aggregates of flows (set of flows sharing the same delay and/or
. Yes Yes
jitter laws)
View Per-Flow statistics and NICs statistics Yes Yes
Accuracy = 1 millisecond Yes Yes
Standard impairments: drop/loss, duplicate, delay (latency), jitter,
bandwidth limiting, congestion, packet error, bit error, reorder, burst
errors Yes Ve
Delay from 1 millisecond up to 100 seconds in each direction
Emulate bandwidth up to 1Gbps
Impairments by using the IP protocol field Yes Yes
Definition of flows to disturb based on protocol pr imitives:
e ARP (ARP Operation Code) No Yes
e PTPv1 and PTPv2 (PTP Message Type) No Yes
* DHCP (DHCP Message Type) No Yes
* DNS (DNS Message Type, DNS Message Operation) No Yes
e FTP (FTP Command, FTP Returned Status) No Yes
* FTP-DATA No Yes
e HTTP (HTTP Method, HTTP Returned Status,) No Yes
e« NTP No Yes
e RTP (Audio Payload Type, Video Payload Type, DTMF) No Yes
e SIP (SIP Method, SIP From, SIP To, SIP Returned Status) No Yes
e MOS impairment No Yes
Detailed events log per flow No Yes
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1.5 Examples of Use

The following examples illustrate a subset of use cases implemented in various projects.

Simulation of packet loss rate for a corporate network

The modeling of packet loss rate of a banking network has generated
a loss rate file with 1.3 million values. Before the deployment of new
applications on the network, NetDisturb Standard Edition simulates the
network to test these applications by using this external file containing
loss rates to recreate the actual conditions of exploitation.

Simulation of a satellite link (with a 2 Mbps downlink and a 512
Kbps uplink throughput) for workstations of a branch office that
generate TCP and UDP flows.

NetDisturb Standard Edition simulates the satellite link with limited
uplink and downlink bandwidth. An aggregate is defined to submit
all TCP and UDP flows to a function of delay - to reflect the delay of
several hundreds of milliseconds introduced with the satellite link.

Application of disturbances on VLANs encapsulated over MPLS frames.

NetDisturb Standard Edition generates losses and delays of packets for
specific VLANs implemented in a very large MPLS core network.

Tests of robustness for application protocols used in Triple Play
Set-Top Box over DSL with NetDisturb Enhanced Edition

VolIP use case: for example, verify that the SIP REGISTER or the
SIP INVITE message is retransmitted in case of no answer and
Sy then apply a loss and delay for RTP packets of the SIP session.
DHCP use case: for example, check that the OFFER message is
lost following a transmitted DISCOVER message to validate
automatic DHCP retransmission.

Test Video over IP using RTP with NetDisturb Enhanced
Edition

NetDisturb  generates impairments (loss, delay,
duplication, modification of packets...) for the testing of
codecs integrated in gateways, servers, STB and more...
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Part 2 What's new in NetDisturb version 6.0?

This part is a general overview of new features and improvements provided with NetDisturb version 6.0
and important information to upgrade from previous versions.

More details regarding features and improvements included in the different versions of NetDisturb can
be found in the version.txt file located in the installation directory (default settings: C:\Program
Files\NetDisturbv6.0).

The new features and improvements provided with NetDisturb v6.0 are listed below:

=
=
=
=
=
=

New filter for Ethernet type

New Enhanced RTP flow selection for Audio & Video codec selection

New PTP protocol handler including MAC and UDP primitives.

Enhancement of custom filter procedure

New impairment law allows having a variable jitter according to time.

Setup procedure allows testing NetDisturb v6.0 without removing a previous installed version.

The contexts created with versions 4.2, 4.3 RC3, 4.4 to 5.0 are reused automatically.
When saved, they get the new NetDisturb version 6.0 file format.

Copyright © 1998-2013, ZTI. All Rights Reserved. Page 11/40
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Part 3 Install NetDisturb

NetDisturb requires less than 75 MB of free disk-space. The installation procedure is a standard
installation program for Windows XP, Vista, Seven, Windows Server 2003 and Server 2008.

* To run NetDisturb your computer’s screen resolution must be at least 1024x768 (more
readable: 1152 x 768 and sup.), the DPI setting should be set up with the “Normal size (96
A DPI)” value and the Font size should be set up with the "Normal" value.

* To install NetDisturb , you must log on with administrators rights

3.1 Forewords before upgrading from versions 4.9 an  d 5.0 to version 6.0

When upgrading from a previous version of NetDisturb and if you don't have the USB
license dongle, do not uninstall the previous version to keep your existing license.

When upgrading from NetDisturb version 4.9 or version 5.0, the installation procedure of NetDisturb
6.0 keeps the previous version to allow you to use NetDisturb 6.0 or the previous version installed.

3.2 Forewords before upgrading from versions 4.2 up to version 4.8

When upgrading from a previous version of NetDisturb and if you don't have the USB
license dongle, do not uninstall the previous version to keep your existing license.

When upgrading from an older NetDisturb version, the installation procedure of NetDisturb moves the
user’s files and the context files, located in the previous default NetDisturb Server directory, into
NetDisturb Client directory. All files related to a context (defined using the extension .txt and .wsx) are
copied, but the files installed with NetDisturb version 6.0 will overwrite those files.

3.3 Forewords before upgrading from versions 4.1 an  d under

You don'’t need to uninstall the previous version of NetDisturb to keep your license scheme. However,
this license will not enable you to use NetDisturb version 6.0, because the license date of version 4.1
and under is too old. You should contact ZTI (contact@zti-telecom.com) to get back a new unlimited
license when upgrading to version 6.0.

3.4 How to install the software downloaded from the Internet
The installation procedure is a standard installation program.

« If you have downloaded the NetDisturb_Standard.zip or NetDisturb_Enhanced.zip file from the
website, you must first unzip this file in a temporary directory. It contains the setup file
“Setup_NetDisturb_Standard_Edition-v6.0.exe” or “Setup_NetDisturb_Enhanced_Edition-v6.0.exe”
file and the related documentation.

e Then run the setup file from the temporary directory to launch the setup procedure.

p NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.
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3.5 How to install the software from the CD-ROM

The installation procedure is a standard installation program. On the CD-ROM, you will find the
“Setup_NetDisturb_Standard_Edition-v6.0.exe” or “Setup_NetDisturb_Enhanced_Edition-v6.0.exe” file.

p NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.

3.6 How to install the NetDisturb Client only (from the CD-ROM)

On the CD-ROM, a second setup allows you to install the NetDisturb Client on a machine. This is
useful when you need to install the NetDisturb Server and the NetDisturb Client on two different
machines.

To install the NetDisturb Client (Windows XP, Vista, Seven, Server 2003 or Server 2008), run the
setup file and follow the setup instructions to proceed with the installation.

3.7 During the installation

Follow the instructions until reaching the NetDisturb package selection window.

NetDisturb Standard Edition NetDisturb Enhanced Edition

Please select the NetDisturb package to install. ’ Please select the NetDisturb package to install.
The MetDisturb package to install depends on the license you own. The MetDisturb package to install depends on the license you own.

Package Mo.1 - NetDisturb | The NetDisturb Trial package is a fully functional version that is Package Mo.1 - NetDisturb | The NetDisturb Trial package is a fully functional version that is
Trial limited to 15 days use. Trial limited to 15 days use.

Parckage Mo.2 - MetDisturh | The MetDisturb Software Protection Key package provides you an Package Mo.2 - NetDisturb | The NetDisturb Software Protection Key package provides you an
wzil\‘i :gseoﬂ:are Protecti:n unlimited license requirng a Software Key. This package is also waﬂ; aagSed‘h:are Protect;n unlimited license requinng a Software Key. This package is also
Key designed to upgrade users who are already using this mechanism Key designed to upgrade users who are already using this mechanism
with previous versions of MetDisturb ! with previous versions of MetDisturb

Paclkage No.3 - NetDisturb | The NetDisturh USE Software Protection Key package provides you Package No.3 - NetDisturb | The NetDisturb USE Software Protection Key package provides you
with a USB Software an unlimited license requiing a USE Key and is available from the with a USB Software an unlimited license requiring & USE Key and is available from the
Protection Key version 4.6 of Met Disturb. Protection Key version 4.6 of NetDisturb.

Select one of the packages to continue. Select one of the packages to continue.

< Back < Back

3.7.1 NetDisturb packages in a few words

To use the NetDisturb software, there are 3 license schemes:

Package No.1 - NetDisturb Trial : the Trial package allows you to use NetDisturb during 15 days after
the first run. When the trial period has expired, the license should be purchased.

Package No.2 - NetDisturb with a Software Protectio n Key: this package is for users owning a
Software License key and for the users of the previous versions of NetDisturb . It keeps your current
installation and files, without additional requirement. This package is not available on 64-bit Windows
versions.

Package No.3 - NetDisturb with a USB Software Prote ction Key : this package requires a USB
dongle containing the NetDisturb license. The USB Software Protection Key is provided with
NetDisturb from version 4.6. This package allows you to install NetDisturb on several PCs but the only
PC able to run NetDisturb is the one having the USB dongle plugged in.
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As previous user, you may be interested to move to a USB Software Protection Key: please contact your
distributor or ZTI to get more details about the license migration program (see paragraph 4.3 NetDisturb
& USB Software Protection Key for more details).

This software is licensed on a per workstation basis. This means that you will need to get a separate
license for each machine you will run it on. The license may be a software license key or the USB
Software Protection key.

ﬁ The USB Software Protection key contains only the | icense information.
The NetDisturb software is available on a separate CD-ROM.

3.7.2 Which package should | install?
Depending on your needs, please find here below the package most suitable for you.

3.7.2.1 | want to evaluate NetDisturb
In that case, choose the Package No.1 “NetDisturb Trial".

You will be able to use NetDisturb during 15 days only.

3.7.2.2 | already use NetDisturb...

This paragraph is dedicated to the users owning a previous version of NetDisturb.

... and | want to upgrade and keep my permanent license

In that case, choose the Package No.2 “NetDisturb with a Software Protection Key”. Your
installation will be upgraded and your existing permanent Software Protection Key will be kept.

... and | want to upgrade and use the USB Software Protection Key | bought

In that case, choose the Package No.3 “NetDisturb with a USB Software Protection Key”. Plug the
USB dongle before launching NetDisturb.
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3.7.2.3 | just bought NetDisturb...

This paragraph is related to the users purchasing NetDisturb version 6.0

... and I chose the Electronic Software Delivery (ESD)

In that case, choose the Package No.2 “NetDisturb with a Software Protection Key”. When you
launch the software for the first time, press the “Enter” key when the ZTI logo appears. Then, get the
site code and email it to us with your details and your purchase order reference at contact@zti-
telecom.com. We will send you back the site key enabling your permanent license. More details
about the way to proceed are available in paragraph “4.2.1 Installation of the Software Protection
Key”.

... and I received the CD-ROM & USB Software Protection Key

In that case, choose the Package No.3 “NetDisturb with a USB Software Protection Key”. Plug the
USB dongle before running NetDisturb.

... and I will receive CD-ROM & USB Software Protection Key in a few days

In that case, choose the Package No.2 “NetDisturb with a Software Protection Key”. You will get a
fully functional but time-limited Software Protection Key.

3.8 What has been installed on my computer?

The default settings install NetDisturb software components in the following directory:

C:\Program Files\NetDisturbv6.0 with the following subdirectories:
C:\Program Files\NetDisturbv6.0 \Client
C:\Program Files\NetDisturbv6.0 \Driver
C:\Program Files\NetDisturbv6.0 \Server

And the following Shortcuts are created:
Start » All Programs » NetDisturb v6

- NetDisturb (start both Server and Client)

- NetDisturb Client Only

- NetDisturb Server Only

- Read Me First

. Uninstall NetDisturb

- User Guide

- USB Key Viewer (USB Software Protection Key version only)
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3.9 How to reinstall another package?

If you already have installed one of the NetDisturb V6.0 packages, click
Setup_NetDisturb_Standard_Edition-v6.0.exe or Setup_NetDisturb_Enhanced_Edition-v6.0.exe and
select, in the window below, the new package you want to install.

Please select the NetDisturb package to install
The MetDisturb package to install depends on the license you own.

Package Mo.1 - NetDisturh | The NetDisturb Trial package is a fully functional version that is
Trial limited to 15 days use.

Pack Mo 2 - MetDistuib | The NetDisturb Software Protection Key package provides you an
“:51 aagsed'h:are Prﬂtectil;:ln unlimited license requinng a Software Key. This package is also

Ky designed to upgrade users who are already using this mechanism
with previous versions of NetDisturb

Package MNo.3 - NetDisturb | The NetDisturb USE Software Protection Key package provides you
with a USE Software an unlimited license requiing a USB Key and is available from the
Protection key version 4.6 of NetDisturb.

Select one of the packages to continue.

(Example NetDisturb Standard edition)

3.10 How to transfer the software to another comput  er?

For the users having the NetDisturb USB dongle: install the software on the target machine by using the
Package No.3 ("NetDisturb with a USB Software Protection Key"), and then plug the USB dongle before
running the software on this machine.

For the users having only the Software Protection Key, install the software on the target machine by
using the Package No.2 ("NetDisturb with a Software Protection Key"), and then refer to paragraph
“4.2.2 Software Protection Key Transfers " to know how to transfer the Software Protection Key.
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Part4 How to handle your license?

4.1 NetDisturb Trial

You don't need any license to install the NetDisturb Trial package . After the first run of NetDisturb
Server, the NetDisturb Trial package can be used during 15 days.

4.1.1 NetDisturb Server License Information window

When you run NetDisturb Server, the information about your trial license is displayed, as shown below.

NetDisturb - License Information @

NetDisturb - Trial Yersion

You are uzing a trial version of NetDisturb expiting in 15 daps.

-Senda amall with your detaits al contac

| To get more details aboot Neu3|§turb or ta gel a unJlrnltgad lizense:
el
- Ot call on +33 2 9545 4343 (GMT+01:00]. '

You are now able to use NetDisturb during the next 15 days.

4.1.2 End of the fifteen-day trial period
Once the trial period is over, you can’'t use NetDisturb anymore, see below:

MetDisturb - License Expired

Your trnal icense has expired.

Thank you for using our software!

T get mare details about NetDisturh or to get-ar unlinited ficense:

- Send & emall with your detals at contact@etitelecom. com
- Orcall on +33 2 9648 4343 [GMT+EI'I :0a).

When you press the OK button, NetDisturb will stop running.
To continue to use NetDisturb please contact you local distributor or ZTI to get an unlimited license.
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4.2 NetDisturb & Software Protection Key (Windows 3 2-bit versions)

Licensed users of NetDisturb that are already using the Software Protection Key should not need to
refer to the section 4.2.1. To transfer the owned Software Protection Key to another PC or to another
directory, please go directly to section 4.2.2.

4.2.1 Installation of the Software Protection Key

This software is licensed on a per workstation basis. This means that you will need to get
a separate license for each machine you will install it on. Each licensed copy of the
software installed on a system has a unique Site Code that requires a corresponding
L__F unique Site Key to work.
A period of 15 days is automatically enabled at the first installation of the software. If you
try to install the software again, the Software Protection Key will disable the trial period.

If you want to configure your Software Protection Key before the time-limited period end, press Enter
just after launching the NetDisturb when the following message is displayed:

v

15 days left out of 15

Press the <Enter> key to configure your license.

Then, you will see the following Software Protection Key configuration window:

Program  License Help

q,'_.r‘/ 15 days left out of 15

Site Code: 1104 BOOS AB74 7137 90

Site Key: || ! Walidate

To get an authorization to use this program on this machine, =
please email your company's name, your name and the Site |
Code toc

I

Phone: +33 2 96 48 43 43

Fax: +33 2 96 48 14 85

Email: contact@zti-telecom.com

To move a ficense to another directory or computer, you can use the
"License” menu at the top of this dialog.
“ou can bring up this cenfiguration dialeg when the program starts by -

At the end of the trial period when you launch NetDisturb , the same Software Protection
L Key configuration window appears, but saying “Program not authorized” instead of
showing the remaining days of use.

To get the Site Key and obtain a permanent license, please send an email to contact@zti-telecom.com
or contact@zti.fr with the following information:
0 The Site Code (you can copy and paste the Site Code displayed in the license window)
The name of the software: NetDisturb Standard edition or NetDisturb Enhanced edition
The OS used
Your details
The purchase order's number and date of purchase

O ooo
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-
— MetDisturb-5Standard - License Configuration

Program  License Help

.,'_,./‘/ Program not authiorized

Site Code: 1521 3895 D741 2913 54
Site Key: | Yalidate

To get an authorization to use this program on this machine, »
please email your company's name, your name and the Site [
Code to:

ZTl

Phone: +33 2 96 48 43 43

Fax: +33 29648 14 85

1 Email: contact@zti-telecom com

m

To move a license to another directory or computer, you can use the
"License" menu at the top of this dialog.
'ou can bring up this configuration dialog when the program starts by -

We will then email you the Site Key . You can now close the license's window.

After you have received the email with the Site Key, open the Software Protection Key configuration
window again by pressing the Enter key as explained before. Copy the Site Key in and then click
"Validate". After validation of the Site Key, you will get the following message:

Congratulations!

I.-"_ -'\-I ou are now licensed to run this software,
WY Press OKto continue or Cancel if wou want to run your software later,

[ ok || conce |

= Important: one Site Code is associated with one Site Key, and only one. A Site Code is unique
for each PC installed. For security reasons, as soon as you validate a Site Key (trial or
unlimited), the Software License program generates a new Site Code automatically.

= For any question or further information, please contact our technical support:

Email: support@zti-telecom.com or support@zti.fr
Phone: +33 2 9648 4343
Fax: +33 2 9648 1485

When you launch NetDisturb with a permanent Software Protection Key, you will
see the following window:

\J

Unlimited license

Preszs the <Enter> key to configure pour license.
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4.2.2 Software Protection Key Transfers

A Software Protection Key transfer is not a duplica  tion of any type. Please contact
ZTI or your authorized distributor for site Softwar e Protection Key information and
for several Software Protection Keys purchase.

Software Protection Keys can be transferred using one of the following methods:

= Direct transfer: move the Software Protection Key to another directory of the same PC or
between two PCs linked to the same network.

= Transfer by media: move the Software Protection Key from a source PC to a target PC by
using a floppy disk or USB key.

4.2.2.1 Direct Transfer: move the Software Protecti  on Key from one local directory to another

This transfer mechanism must be used to move a Software Protection Key in two cases:
- From a source to a target directory of the same PC
- From a source to a target directory of networked PCs

e First, copy the program (copy the NetDisturb folder) to the target directory.
For example from “C:\Program Files\NetDisturb\Server” to “C:\Temp\NetDisturb”

e Then run the program from its original directory (from “C:\Program Files\NetDisturb\Server”). When the
Software Protection Key configuration window appears, press Enter and select “License > Transfer
to directory ...” in the License menu as shown below:

| Program | License
=

Show the SiteCode

Acquire License

sil Transfer to directory...
[

Transfer in from another computer..,

Toget a Transfer out to another computer...
please e
Code to Kill license

eCheck LicenseIn ...

eCheck License Qut..,
F'm Ll ey e o e o e b

Email: contact@ztitelecom.com

To move a license to another directory or computer, vou can use the
“License™ menu at the top of this dialog.
You can bring up this configuration dialog when the program starts by

* Provide the path name of the target program (for example C:\Temp\NetDisturb\Server\
NetDisturbServer.exe)
» The Software Protection Key is now transferred to the new directory.
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4.2.2.2 Transfer by Media (USB key) from a source P C to a target PC

p A USB key or a floppy disk is needed for this kind of transfer.

To transfer the Software Protection Key from the source PC (PC #1) to the target PC (PC #2), proceed
as described in the following order:

1) First install the program on the target PC (PC #2).

2) Run the software on PC # 2 and kill the time-limited Software Protection Key in order to get an
unauthorized license on this PC.

If the "Transfer in from another computer ..." item of the license menu is disabled, you must Kill the
Software Protection Key.

How to kill the Software Protection Key?

When the Software Protection Key configuration window appears, press Enter and select “License >
Kill license” in the license menu.

Program | License

Show the SiteCode
~/

Acquire License
Transfer to directory...

Transfer in from another computer...

To get a Transfer out to another computer...
please e
Code to1! Kill license

7 eCheck LicenseIn ...
=

elheck License Out...

o Ll s o e

Email: contact@zti-telecom.com

To move a ficense to another directory or computer, you can use the
"License" menu at the top of this dialog.
ou can bring up thiz configuration dialeg when the program starts by

A message box will appear:

-
Killicene - ——

@ Are you zure pou want to delete your current licenze?
Warning

After deleting vour license, wou will need to purchase a new license to
continue using this program.
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Press 'Yes' to kill the Software Protection Key and a confirmation code is displayed:

E = = ]
Kill License [

Your kill confirmation code is:

D707 DEBE 2710 FESC 2064 0992 84

“ou zhould write dowr this number in caze pou need to
prove that the license waz actually deleted,

Click 'OK" and the Software Protection Key window displays now "Program not authorized":

-
— MetDisturb-5Standard - License Configuration

Program  License Help

y Program not authiorized

Site Code: 1521 3635 D7A1 2913 54

Site Key: || Walidate

To get an authorization to use this program on this machine,
| please email your company's name, your name and the Site
Code to:

|
Phone: +33 2 96 48 43 43

Fax: +33 29648 14 85
! Email: contact@zti-telecom com

To move a license to another directory or computer, you can use the
"License" menu at the top of this dialog.
'ou can bring up this configuration dialog when the program starts by

-~

m

-
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3) Select “License > Transfer in from another computer ...” from in the Software Protection Key License
menu:

Program [ License
=

Show the SiteCode
Acquire License

o Transfer to directory...
i

Transfer in from another computer...

To get a Transfer out to another computer..,
please e
Code to Kill license

7 eCheck License In ...
F eCheck License Out...

[=F et i T o e L

Email: contact@zti-telecom com

To move a license to ancther directory or computer, yvou can use the
“License” menu at the top of thiz dialog.
“'ou can bring up this configuration dialog when the program starts by -

The "Transfer License In (Step 1 of 3)" window is displayed:

[ o = #
Transfer License In (Step 1 of% ﬁ

Transfer In enables vou to tranzfer a licenze to this program from
a licensed copy on anather compter.

Far thiz process you will need 1 floppy disk and accesz to a
licensed copy of thiz program on another computer,

Inzert a floppy dizk into your computer's “A" drive and press
"Mext' at the bottom of thiz dialog bos,

IF wou are uging a drive ather than drive "A"", enter its path here:
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4) Insert a floppy disk or use a USB key as requested in step 1 of 3 and specify the path.

Then press “Next >": the "Transfer License In (Step 2 of 3)" window is displayed:

Mo the licenze needs to be copied to the Hoppy dizk:

1. Remove the floppy disk and take it to the compter with
the licensed copy of this program.

2. Run the licensed copy of this program and zelect
"Tranzter Out'’.

3. Bring the dizk back to thiz computer and press "Mest'".

If there iz a significant delay behween transfers [for example, you
are moving a licenze from pour work computer to wour home
computer], you cah suzpend the transfer process and continue
later -

[ Continue Trangfer Later ]

£ Hext > 4 I Cancel ]

i S|
Transfer License In (Step 2 of 3) M

5) Go to the source PC (PC #1) and insert the media (USB key or floppy disk). Then start the program
on PC #1. When the license configuration window appears, press Enter and select “License > Transfer

out to another computer ...” as shown below:

Program E License

Show the SiteCode
—4

Acquire License
Transfer to directory...

Transfer in from ancther computer...

Transfer out to another computer...
Kill license

eCheck LicenseIn ...

eCheck License Out...
i e o e A e b

mail: contact@ztitelecom.com

To move a license to another directory or computer, vou can use the
"Licen=e™ menu at the top of this dialog.
You can bring up this configuration dialog when the program starts by
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The following window is displayed:

- F Tl
Transfer License Out (Step 1 of 2) X

Tranzfer Out enables vou to transfer a license from thiz proaram
to an unlicenzed copy on another computer.

To begin, run the unlicensed copy on the remote computer,
zelact "Transter Licenze In", and follow the instructions on the
FCIEEN.

“When you are ready. inzert the transfer floppy disk into pou
computer's “A" drive and press "Mest',

If you are uzing a drive ather than drive A", enter its path here:

E Mext > j [ Cancel ]

Input the media path (USB key or floppy disk) and then press "Next >". When the license is put on the
media, you get the “Program not authorized” message:

-
—# MetDisturb-Standard - License Configuration

Program  License Help

1,'_.:% Program miot authiorized

Site Code: 1521 3B95 D741 2913 54
Site Key: | Yalidate:

To get an authorization to use this program on this machine, =
i please email your company's name, your name and the Site |
Code toc

I

Phone: +33 2 96 48 43 43

Fax: +33 2 96 48 14 85

! Email: contact@zti-telecom.com

m

To move a ficense to another directory or computer, you can use the
"License” menu at the top of this dialog.
“'ou can bring up this cenfiguration dialeg when the program starts by -

You can check that the Software Protection Key is not available anymore on the source
PC since the NetDisturb software license is on a workstation basis.

Contact us to get information for a Site Software Protection Key (contact@zti.fr or
contact@zti-telecom.com).
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6) Remove the media from PC #1 and return to PC #2.
Click the 'Next' button on the step 2 of 3 of the “Transfer license in” window (on PC #2) to complete the

transfer.

The permanent Software Protection Key is how
transferred from the source PC to the target
PC, and you get the following message:

Click Finish to continue.

-
Transfer License In (Step 3 of 3}

==

Congratulations!
The license has been successfully ransferred.

Fress "Finish"" to continue.

4.3 NetDisturb & USB Software Protection Key

The USB Software Protection Key is the most flexible way to transfer your license to any other PC. Plug

it in the computer you want to use NetDisturb on.

If you are a user of a previous version of NetDisturb (version 4.5 and under)

and if you are interested

with the USB Software Protection Key, please contact ZT| Sales Offices (Email: sales@zti-

telecom.com).

Part 5 Uninstall NetDisturb

To uninstall NetDisturb, please select “Uninstall NetDisturb” by using the shortcut:

Start » All Programs » NetDisturb v6

All installed components of NetDisturb will be removed including the NetDisturb driver.
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Part 6 Run NetDisturb

6.1 NetDisturb and NIC cards

With NetDisturb version 6.0, the NIC configuration is done transparently. NetDisturb configures the
two selected NICs to handle the Ethernet traffic without the noise of the other installed protocols. When
NetDisturb stops, the previous protocols are reselected.

6.2 NetDisturb and Wifi NIC

The WiFi NICs change the way NetDisturb version 6.0 handles the frames. When a WiFi NIC is
selected as an Interface to be used by NetDisturb version 6.0, NetDisturb runs like an IP router to
exchange the frames from the Wifi. From your devices expecting to use the NetDisturb WiFi Interface,
you should route your IP flows to this Wifi NIC manually i.e. you create a route that uses the NetDisturb
WiFi NIC as the gateway for the flow.

Example: when the IP address of WiFi NIC used by NetDisturb is 192.168.0.156, the route command
for traffic to the target 192.168.0.26 through the NetDisturb WiFi NIC is:
route add 192.168.0.26 mask 255.255.255.255 192.168.0.156

The list of routes can be checked via the route print command. Here is an example of the resulting
routes:

C:\NetDi sturb v6.0\>route print

Interface List

OX1 oo M5 TCP Loopback interface
0x2 ...00 11 43 4c 62 90 ... Intel (R) PRO 100 VE Network Connection - Packet Schedul er M niport
0x3 ...00 12 f0O 19 5d 60 .. Intel (R PRO Wrel ess 2200BG Net wor k Connecti on - Packet Schedul er M ni port

Active Routes:

Net wor k Desti nation Net mask Gat eway Interface Metric

0.0.0.0 0.0.0.0 192.168.0.1  192.168.0.177 25

0.0.0.0 0.0.0.0 192.168.0.1  192.168. 0. 147 20

127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1

192.168.0.0 255. 255. 255. 0 192.168. 0. 147 192.168. 0. 147 20

1O 2dele:S A. = ZIJ. 2JI. £99. U 1I2. 100, U LTT LTIV a.bn. S 25
&< 192.168.0.26 255.255. 255. 255 192.168.0.156  192.168. 0. 147 i

197 T O e R oo bbb e =0T 20

192.168.0.177 255. 255. 255. 255 127.0.0.1 127.0.0.1 25

192.168. 0. 255 255. 255. 255. 255 192. 168. 0. 147 192. 168. 0. 147 20

192.168. 0. 255 255. 255. 255. 255 192.168.0. 177 192.168.0. 177 25

192.168.1.0 255. 255. 255. 0 192.168. 1. 147 192.168. 0. 147 20

192.168. 1. 147 255. 255. 255. 255 127.0.0.1 127.0.0.1 20

192.168. 1. 255 255. 255. 255. 255 192. 168. 1. 147 192. 168. 0. 147 20

224.0.0.0 240.0.0.0 192. 168. 0. 147 192. 168. 0. 147 20

224.0.0.0 240.0.0.0 192.168.0. 177 192.168.0. 177 25

255. 255. 255. 255  255. 255. 255. 255 192.168. 0. 147 192.168. 0. 147 1

255. 255. 255. 255  255. 255. 255. 255 192.168.0. 177 192.168.0. 177 1

Default Gateway: 192.168.0.1

Per si stent Routes
None

When you don’'t need NetDisturb , you may delete the route as following:
route delete 192.168.0.26

Copyright © 1998-2013, ZTI. All Rights Reserved. Page 27/40



NetDisturb Read Me First Part 6 Run NetDisturb

6.3 Launch NetDisturb

As NetDisturb is made of 2 parts (NetDisturb Server and NetDisturb Client), you need to run these
two programs in the following order:

1. NetDisturb Server
2. NetDisturb Client

To run the software in this order, click on:

Start » All Programs » NetDisturb v6 » NetDisturb (start both Server and Client)

6.4 First Run

6.4.1 The NetDisturb Server startup

NetDisturb Server is started automatically when using the NetDisturb shortcut (start both Server and
Client).

You may also start the server independently, for instance when you are using a remote
p configuration where NetDisturb Server doesn’t run on the same PC as NetDisturb

Client.

To start the NetDisturb Server alone, use the Windows start menu:

Start » All Programs » NetDisturb v6 » NetDisturb Server

After a few seconds and depending on your license, you will get one of the following license windows:

15-day trial version license Permanent Software License

MNetDisturb - License Information @

*~—‘/ N —

NetDisturb - Trial Version

|| ¥ou are using a trial version of NetDisturb expiting in 15 daps.

| Toget more details about N_e@islurb ot to get an unlimited icense:
- Send a emal with your delails al conlact @zt C
l - Of call on +33 2 9548 4343 (G T-01.00). '

nlimited license

Prezs the <Enter> key to configure your license.

USB Software Protection key

When you use a USB Software Protection key, therei s no window displayed!
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The next window displayed is NetDisturb Server

Impairment [nterface Configuration and Statistics
& Interface: not selected
Mo packet handled from & to B
Handled Packets:
Lost Packets:
Delayed Packets:

Out-of-Sequence:;
Fragmented packets:

Incoming on & Outgoing on B
Fackets per Second -
Packets

Throughput

B Interface: not selected
Mo packet handled from B to &
Handled Fackets;
Lost Packets:
[elayed Packets
Out-of-Sequence;
Fragmented packets:
HoOmi o Detgeing on &
Packets per Second
Packets
Throughput

Reset Counters

Current Parameters
Refresh Penod [in second]: # Buffers:

Sampling to Compute Throughputs: Out-of-Sequence;

Current Client Connection
Client: [Na Client Cannected)

Hsturh Enhanced Edition.

Application of Lawes:

Show Current Context ] [ Fezet Logs

We recommend closing NetDisturb Server and then to configure the NICs usable by NetDisturb as
described in paragraph 6.1 if you didn't configure the NICs before.

6.4.2 NetDisturb Client startup

NetDisturb Client is started automatically when using the NetDisturb shortcut.

There are 2 modes to start NetDisturb Client :

* NetDisturb Client Automatic Sample mode (default installation):

The NetDisturb Client Automatic Sample mode is the new starting mode introduced in NetDisturb
version 6.0. It is designed for simplify the NetDisturb usage for new users. NetDisturb Client
Automatic Sample mode presents a list of predefined context files. The user selects one of this file,
selects the 2 NICs to use and NetDisturb Client automatically starts the impairments based on the
laws defined in the samples. The user should generate the traffic to see the impairments from

NetDisturb.
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* NetDisturb Client Manual mode;:

The NetDisturb Client manual mode is designed for users with knowledge of NetDisturb . At
startup, NetDisturb Client loads the most recent context file. The user may be required to select
the 2 NICs. Then he is able to start the impairments, to handle context files, filters and laws,
aggregate, etc. The Manual mode was the only mode available in previous versions of NetDisturb .

To switch from Automatic Mode to Manual Mode at startup, the user press the button ‘Cancel’ from the
Automatic Mode dialog box: more details are shown in next 2 paragraphs.

6.4.2.1 NetDisturb Client startup in Automatic Mode

The default connection parameters used to exchange between NetDisturb Client and NetDisturb
Server are:
* NetDisturb Server IP address or Host Name = 127.0.0.1

(127.0.0.1 = default local IP address if the NetDisturb Server and the NetDisturb Client are
installed on the same machine).
e HTTP Port Number = 8080

You may also start the NetDisturb Client’s part alone, to connect to a remote NetDisturb
Server.
To start the NetDisturb Client alone, use the Windows start menu:

,O Start » All Programs » NetDisturbv6.0 » NetDisturb Client
When NetDisturb Client starts, it will ask you to enter the parameters to connect to the
NetDisturb Server machine:

— NetDisturb Server Information

The dialog with the NetDisturb Server is based on SOAP which i using HTTP protocol. To
connect to the NetDisturb Server proceed as follows:

- First, specify the IP address or Host Name of the NetDisturb Server.
- Then, ensure that the HTTP port entered is correct (the default port number is 2080).

IP address or host name: j 127.0.01

HTTP port number: 2080

Cancel |
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Click “OK” and the NetDisturb Client Automatic Sample mode main window will appear:

File Edr Waorking Modes

— Flows to impair using filters

Actions Statistics  Help Show Aggregates »»

Flaw #01 I ENHANCED EDITION

& View

1

Fun #011 ;r' wilog . Impairments to apply ¢n packets going fromAto B

| — | 4
O view Samples Context File Selection — - ﬁ R
e -How to use the NetDisturb Samples Context Files j
The Samples Context Files Selection helps you to apply predefined Impairments located in files installed with NetDisturb, Each Define
iew ontext File con a Set of predefined Filters and Impairment Laws, moving mouse over a Sample Con
i Vi Context Fil tents a Set of predefined Filte d Impai t L When ing the Sample Context ¥,
File Name, you get an help that sums up the Sample Context File content. How to proceed? = ———
 View
First Step: Pleaze chedk you have connected the 2 NICs to uge.
™ View Second Step: You should select one of the Sample Context Files in the file list below,
) Third Step: You dick the OK Button to start with the Sample Context File selected. The MetDisturb Interface Selection Dialog
 View Box may be presented. After you selected the 2 Interfaces, MetDisturb spplies automatically the impairment laws defined by the
Sample Context. Then, you should start your traffic to see the impairment results!
i View i-__
Expert Users: \When you don't want to see this dialog box anymare, pleaze check the box below the Sample Context
i View i_ Files List. You may click the Cancel button to abort the Auto Sample mode and to start the manual mode.
T View
Samge Context Files l Summary i
i View ADSL#1_samples.wsx The ADSL#1 sample limits throughput in both directions (4 Mbps [ 1 Mbps) with a short delay.
ADSL#2_samples.wsx The ADSL#2 sample limits throughput in both directions {15 Mbps / 2Mbps) with a short delay.
i View HTTP _samples.wsx The HTTP sample impairs the Upload direction (B to A).
Ping_samples. wsx The PING zample lozes 1 packet each 10in one direction.
™ View SatelliteAccess_samples. wsx The Satellite Access sample limits throughput in both directions.
TCP_samples. wsx The TCP sample loses 1% of packet.
Ve UDF_samples. wsx The UDP sample loses 2% of packets & adds jitter.
Video1-5Mbps_samples.wsx The "video 1.5 Mbps' sample limits the throughput and impairs the UDP flow without delay.
 View i‘__ Video2Mbps_samples.wsx The "ideo 2 Mbps' sample limits the throughput and impairs the UDP flow without delay,
Video512Kbps_samples.wsx The "Video 512 Kbps' sample limits the throughput and impairs the UDP flow without delay.
i i— Wan11Mbps_samples.wsx The "Wan 11 Mbps' sample simulates a 11 Mbps one-direction access, with loss and delay.
L Wan21Mbps_samples.wsx The "Wan 21 Mbps' sample simulates a 21 Mbps one-direction access, with loss and delay.
'm Wan42Mbps_samples.wsx The "Wan 42 Mbps' sample simulates a 42 Mbps one-direction access, with loss and delay,
s - =y \Wan5Mbps_samples.wsx The "Wan 5 Mbps' sample simulates a 5 Mbps one-direction access, with loss and delay.
© View [ Al
¥ Automatically Start {1 T Don't show anymare this Window at starting Time.
" View Per-Flow St

tart without any Sample
Context 8

—Dashboard —E Statistics of the Interfaces (based on Network Interface Cards level)
Alarms: I e AlarE Throughput Reception Received Pkis  Filtered Pkis  Sent Piis Throughput Transmission
FromAto B | 0.00 bis | upis | ap | 05 | up | .00 bs | 0 pis
CRUUsage [ 2% FromBioA [ 0000 | oprs | op op | op [ ooows | 0 pis

For NetDisturb Expert Users: to avoid the Automatic Sample mode dialog at startup, select the box on
the bottom of the window and click ‘Cancel’.

-
Samples Context File Selection

~How to use the NetDisturb Samples Context Files

The Samples Context Files Selection helps vou to apply predefined Impairments located in files installed with NetDisturb. Each
Context File contents a Set of predefined Filters and Impairment Laws. When ing the over a le Context
File Name, you get an help that sums up the Sample Context File content, How to proceed?

First Step: Please check you have connected the 2 MICs to use.
Second Step: You should select one of the Sample Context Files in the file list below.

Third Step: You dick the OK Button to start with the Sample Context File selected, The NetDisturb Interface Selection Dialog
Box may be presented. After you selected the 2 Interfaces, NetDisturb applies automatically the impairment laws defined by the
Sample Context, Then, you should start your traffic to see the impairment results!

Expert Users: When you don't want to see this dialog box anymore, please check the box below the Sample Context
Files List. You may click the Cancel button to abort the Auto Sample mode and to start the manual mode.

=

Sample Context Files

| Summary !

ADSL#1_Samples, WSX
ADSL#Z_Samples, WSX
HTTP_Samples. W5X
Ping_Samples. W5X

The ADSL#1 sample limits throughput in both directions (4 Mbps [ 1 Mbps) with a short delay.
The ADSL#2 sample limits throughput in both directions (15 Mbps [ 2Mbps) with & short delay.
The HTTP sample impairs the Upload direction (B to A},

The PING sample loses 1 packet each 10in one direction,

SateliteAccess_Samples, WS
TCP_Samples, WS¥
UDP_Samples. W5
Video1-5Mbps_Samples. WSX
Video2Mbps_Samples, W5X
Video512kbps_Samples, WSX
Wan1iMbps_Samples,WSX
Wan21Mbps_Samples, WS
Wan42Mbps_Samples. WSX
WansMbps_Samples, WSX

The Satellite Access sample limits throughput in both directions,

The TCP sample loses 1% of packet.

The UDP sample loses 2% of packets & adds jitter.

The 'Video 1.5 Mbps' sample limits the throughput and impairs the UDP flow without delay.
The "Video 2 Mbps' sample limits the throughput and impairs the UDP flow without delay,
The "Video 512 Kbps' sample limits the throughput and impairs the UDP flow without delay.
The "Wan 11 Mbps' sample simulates a 11 Mbps one-direction access, with loss and delay.
The "Wan 21 Mbps' sample simulates a 21 Mbps one-direction access, with loss and delay.
The "Wan 42 Mbps' sample simulates a 42 Mbps one-direction access, with loss and delay.
The "Wan 5 Mbps' sample simulates & 5 Mbps one-direction access, with loss and delay.

[ v Don't show anymore this Window at starting Time.!

Start without any Sample
Context
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Select the sample context file that fulfills your traffic. For first time users, it is recommended to select the

Ping_Samples.

Samples Context File Selection e S - g

—How to use the NetDisturb Samples Context Files

The Samples Context Files Selection helps you to apply predefined Impairments located in files installed with NetDisturb., Each
Context File contents a Set of predefined Filters and Impairment Laws. When ing the over a le Context
File Name, you get an help that sums up the Sample Context File content. How to proceed?

First Step: Please check you have connected the 2 MICs to use.
Second Step: You should select one of the Sample Context Files in the file list below.

Third Step: You dick the OK Button to start with the Sample Context File selected. The NetDisturb Interface Selection Dialog
Box may be presented. After you selected the 2 Interfaces, NetDisturb applies automatically the impairment laws defined by the
Sample Context, Then, you should start your traffic to see the impairment results!

Expert Users: When you don't want to see this dislog box anymore, please check the box below the Sample Context
Files List. You may click the Cancel button to abort the Auto Sample mode and to start the manual mode.

Sample Context Files | Summary l
ADSL#1_Samples. WS The ADSL#1 sample limits throughput in both directions (4 Mbps [ 1 Mbps) with a short delay.
ADSL#2_Samples. WSX The ADSL#2 sample limits throughput in both directions (15 Mbps / 2Mbps) with & short delay,
HTTP_Samples, W5X The HTTP sample impairs the Upload direction (B to A).
Ping._Samples. WaX The PING sample loses 1 packet each 10 in one direction.
SateliteAccess_Samples, WS The Satellite Access sample limits throughput in both directions,
TCP_Samples, W5X The TCP sample loses 1% of packet.
UDP_Samples. W5¥ The UDP sample loses 2% of packets & adds jitter.
Video1-5Mbps_Samples, WSX The "Video 1.5 Mbps' sample limits the throughput and impairs the UDP flow without delay.
Video2Mbps_Samples. WSX The "Video 2 Mbps' sample limits the throughput and impairs the UDP flow without delay,
Video512Kbps_Samples, WSX The "Video 512 Kbps' sample limits the throughput and impairs the UDP flow without delay,
Wan1iMbps_Samples,WSX The "Wan 11 Mbps' sample simulates a 11 Mbps one-direction access, with loss and delay.
Wan21Mbps_Samples, WS The "Wan 21 Mbps' sample simulates a 21 Mbps one-direction access, with loss and delay.
Wan42Mbps_Samples, WX The "Wan 42 Mbps' sample simulates a 42 Mbps one-direction access, with loss and delay,

1 Wan5Mbps_Samples. WS¥ The "Wan 5 Mbps' sample simulates & 5 Mbps one-direction access, with loss and delay.

(| | Don'tshow anymore this Window at starting Time.

S —

Ll Start with a Sample Start without any Sample
Cantext Context

Click *Start with a Sample Context’ to access the NIC selection:

. _ — B
MetDisturb Client - Parameters Configuration ﬂ

— Interface Selection (MNIC)

anertece: [ - |
B Interface: | L’

— Dizplay Configuration

Refresh Period of Statistics: | 1 (from 1= to 80 =)
™ Instant Throughput % Awverage Throughput using Sampling Mechanizm

Sampling Period for the Throuhgput Calculation: | 2 (from 0= to 60 &)

— NetDisturb Measurement Units
Choose one of the unit below (defined by IEEE Sid 260.1-2004) to use with the throughput statistics.

% Use kilobyte (kB} and kilobit per second (kbis) where 1kbiz:= 1,000 bits/s
" Use kibibyte (KiB) and kibibit per second (Kib/z) where 1Kib/z:= 1,024 bitsis

— Parameter about the 'Laws to be applied to each TCP/UDP Conneaction of the Flow® Menu Selection ——
Mumber of Buffers containing the Laws Values: I 2 (from 2 to 100)

When the Working Mode "Laws Apply to each TCR/UDP Connaction of the Flow' is selected, each
TCPAUDP connection found in the Floww should impaired in the same way. To reach this aim, the
values generated by the laws are stored in internal buffers

There is the same number of buffers for Loss & Duplication laws as for Delay & Jitter laws_Each
buffer located in the Kernel memory -a resource to use sparinghy- is able to contain 20480 values,

For example, when 2 is the ‘Number of Buffers containing the Laws Value' value, 4 buffers of
20430 values are allocated, consuming 320 KBytes of Kernel memory per Flow, thatis 5 £40
Kbytes due to the 17 Flows.

This iz why the ‘Number of Buffers containing the Laws Values" value should be configured

OK | Cancel
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Select the 2 NICs to use:

7

f =, T
NetDisturb Client - Parameters Configuration

— Interface Selection (MNIC)

Alnterface:

NetGear 68-0C (100 Mbis) E0-81-F5-8F-6B-0C

B Interface:

— Dizplay Configuration

Refresh Period of Statistics: | 1 (from 1= to 80 =)
™ Instant Throughput % Awverage Throughput using Sampling Mechanizm

Sampling Period for the Throuhgput Calculation: 2 (from 0= to 60 &)

— NetDisturb Measurement Units
Choose one of the unit below (defined by IEEE Std 250.1-2004) to use with the throughput statistics.

% Use kilobyte (kB} and kilobit per second (kbis) where 1kbiz:= 1,000 bits/s
" Use kibibyte (KiB) and kibibit per second (Kibis} where 1Kibiz:= 1,024 bita/s

— Parameter about the 'Laws to be applied to each TCP/UDP Conneaction of the Flow® Menu Selection ——
Mumber of Buffers containing the Laws Values: | 2 (from 2 to 100)

Kbytes due to the 17 Flows.

k When the Working Mode "Laws Apply to each TCR/UDP Connaction of the Flow' is selected, each
TEPAUDP connection found in the Flow should impaired in the same way. To reach this aim, the

| values generated by the laws are stored in infernal buffers.

There is the same number of buffers for Loss & Duplication laws as for Delay & Jitter laws_Each |
buffer located in the Kernel memory -a resource to use sparinghy- is able to contain 20480 values,
For example, when 2 is the ‘Number of Buffers containing the Laws Value' value, 4 buffers of
20430 values are allocated, consuming 320 KBytes of Kernel memory per Flow, thatis 5 £40

This is why the ‘Number of Buffers coniaining the Laws Values® value should be configured

= |

Cancel

Click OK to start the impairment:

d 5
File Edit Actions Working Modes Statistics  Help Show Aggregates »»
— Flows to impair using fiters Flow #01: ICMP

@ View | P [@stop#01 | s
© view| [ A&

-“_ Wilss Loss & Duplication

Impairments to apply on packets going fromAto B

ENHANCED EDITION

Delay & Jitter Content Impairment

|Loose 1 Packet out of 10

l"'ViewI [ Run#u:-.-\l_ wilLog

‘ M wileg

x| [aone) | [imone) =]

} I~ wileg

'S Viewl [ mun#08 |7 wilog
© View| [ Runzo7

1 wiLsg
£ Vbawl— \ CRun %08 | [ wilog
covew[ [
gl wa'i !m‘r wilog
Viewii \mr wilog

Alnterface {§ “ Ce

08 I wilog | -

Loss: 1 Packet out of N (None) Detine (Nane} DEfina
Incoming on A — applization Rulss ——— — Outgoing on B
Packets 5 |,W ‘ Packets 5
Packetsis I 1pi= * - Impairments onAta B + Packetsis 1pis
Throughput [ sae bis LostiDuplc. Pkis 010:0%] Throughput [ S84 ois.
Detayed Pits [ D10.0%] i T
Modified Pits 0 [0.0%] 1

arifigure Fitter

© view| [ Run#12 | wiLog <

Canfigure Fiter | ‘i oﬁlnlerfaoe
]

—Applicstion Rules

— i : (1P P -]
C Viewl | Run#2 [T wilog Applying impairments
 view | [ Run#14 | wilog ~Outgoing on A etz 0n D s Incoming on 8
— : 3 LostDupiic. Pis 010.0%]
r Packets 5 L Packets B
" View | | . S[10 [ Tps
» Packets/s pis = Delayed Piis 1100%] g Packets/s 1pis:
C \hewl | Him# Throughput 584 bls Modified Piis 0qo.0%] Throughput | 584 bis
rUnfitered - Flows, Frames & Packets ————————— A
" View I,&_u - |_ wlog — Impairments to apply on packets going fromBto A
v Automatically Start with fitered Flow(s) Loss & Duplication Delay & Jitter Content Impairment
(Mone) | |Delay 10ms to S0ms (Uniform} | |(None) -
€ View Per-Flow Statistics I _I I _I l _I
(None) Befine | Constant Delay & Uniform Change (Mane} Letine
RurtAll Stop All Jitter
—Dashboard G Statistics of the Interfaces (based on Network Interface Cards level)
Alarms: I i AT L | Throughput Reception Received Pkis  Filtered Piis Sent Pkis Throughput Transmission
FromAto B [ s4 bis [ 1pis | 6p | 6p | 6p [ 584 bis | 1 pis
crutsaze [ 8% FromatoA [ SHBE] [ 2Rs | Tn| 7o) Tl maws | zps
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6.4.2.2 NetDisturb Client startup in Manual Mode

The default connection parameters used to exchange between NetDisturb Client and NetDisturb

Server are:

*« NetDisturb Server IP address or Host Name =

127.0.0.1

(127.0.0.1 = default local IP address if the NetDisturb Server and the NetDisturb Client are

installed on the same machine).

e HTTP Port Number = 8080

You may also start the NetDisturb Client’s part alone, to connect to a remote

NetDisturb Server.
To start the NetDisturb Client alone, us
ﬂ Start » All Programs » NetDisturbv6.0

e the Windows start menu:
» NetDisturb Client

When NetDisturb Client starts, it will ask you to enter the parameters to connect to

the NetDisturb Server machine:

— MetDisturb Server Information

- Then, ensure that the HTTP port ente

The dialog with the NetDisturb Server is based on S0AP which iz using HTTP protocel. To
connect to the NetDisturb Server proceed as follows:

- First, specify the P address or Host Name of the NetDisturb Server.
red is correct (the default port number is 080},

IP addre=s or host name: j

HTTP port number:

127.0.01

G0E0

On the first run, there is no Interface defined. NetDisturb Client will tell you how to

ﬂ configure those 2 interfaces.

-
MetDisturb Client

I Card) to operate.
To select the NICs to use (Et

'0 MetDisturb requires two network interfaces (NIC — Metwork Interface

- Either click on the "Configure Interfaces" button in the middle of
the MetDisturb Client window
- Or use the menu "Actions” and then select the tem "Configuration”

hernet, wireless...), you can:
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Click “OK” and the NetDisturb Client main window will appear:

File Edit Actions Waorking Modes Statistics Help Show Aggregates »»
- Flows to impair using fiters Flows #01 | ENHANCED EDITION

& Wiew { B ]I [ Run 201 ||_ wilog rImpairments to apply on packets going fromAto B

e Loss & Duplication Delay & Jitter Content Impairment
C Vjewl | Runz02 [T wilog e s s

: 5 | ttone) | |itone) =] [riones |

7 View | ' Run#03 |[T wilog
| — o) oo | oee |

(& Viewl [ Run#04 | wiLog

2 Viewl | Run#05 |7 wileg InEoming ar & ———— o
2 —Application Rules
e \.r;ewl | Run #08 il_ wilog Packets | | Packets |
@ \-'iew| [ m#07 |~ wilog Packetsls | 0pis — Impairments on Atn B ————— Packitsis | 0 pis
- Throughput I 0:00 bis Lot rDurnauc.Pkt:I 0 [0:0%] Throughp I 0.00 biz
Wi | Run #08 L
IBWl || Run#08 I wilog Dizlaied Pits 0 [0.0%)]
T View | Run#08 [T wiLog ' (No Fiter Selected) | = ( Meified Pts 010.0%]
| |

("Viewl [ Run#to [T wiLog E

r 2 Configure :
C View I ;. RUnEN | I~ wilog A Interface Configure Fitter | Interfa Configure Fitter ‘i B Interface
A Viewl I Run#12 JI_ wilog ]
: —Annlinat 2llEs
r - i Tl 'I (Mo Fitter Selected) vl(
" Viewl | Run#13 [[T wilog | '

 View I [ Run#ia [T wilog rHtEing on & ————— | SRt B 40 6 —Incoming on B ——
R i “ostDuplic .t-k-.:| 0 [0.0%] Packits |_u
e Viewl |* ‘Run#15 |[T wiLog ATl r
—t Packetsss i slayen Phts 0 0.0%] * Packetsiz 0 pis

r Viewl [ Run#16 | 0 Througtput 0.00 bis il f Phts I 010.0%] Thoughipit I 0.00 bis

—Unfiltered - Flows. Frames & Packets ——— S
e

T View |AII v| | Eun "!|_ wilog r— Impairments to apply on packets going from B to A

v Automatically Start with fitered Flow(s) Loss & Duplication Delay & Jitter Content Impairment

(Mone} | |(None} | |(None}
" View Per-Flow Statistics —! I —! I

[Riscey Defing | Defing |
Rureall Stapal

—Dashboard — Cumulative Statistics of the Interfaces (based on Network Interface Cards level)

Alarms: oW AlGTmS . | Throughput Reception Recelved Pkt Filtered Pkis Sent Pkis Throughput Transmission
Fromato B 0.00 bi's 0 pis Op Op Op 0.0 bis 0pis

cPUUsage: [ 5% FromBto A 0.00 bis 0 pis Dp 0p 0p 0,00 bis 0 s

—Cutgoing on B ————
0

Then, you need to select the NICs (interface A and interface B) that the NetDisturb Server is going to
use.

[ NetDisturb ]

A—B _
| IPNetwork |  Ainterface il ¥ B interface . IPNetwork
Ethemetnic. | B Ethernet NIC
10110011000 Mbps 10/100/1000 Mbps
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Select “Configuration” in the Actions menu:

Configuration
Reset Counters Ctrl+R
Reset Server

or click on the "Configure Interfaces" button located in the main window:

Packetziz I 0 pi=s Impairments on Ato B ——— Packetsiz I 0 pis
Throughput I 0.00 b= L-:ushDupIiu:.F‘ktsl 0 [0.0%] ThiroLgghpt I 0.00 bi=

* Delayed Ptz | 0 [0.0%]

,I(ND Fiter Selected) jl haclified F‘k‘tsl 0 [0.0%]
u

ﬁ'

A Interface

h

|—Outg|:|ing on A

Parkets I 0

_ Configure Fitter Sl Configure Fitter
Interfaces

q

B Interface

Application Ful _
“ i 'I(Nn Fiter Selected) jl

Impairments on A
L

Then the parameters configuration window is displayed:

< Alnterface:

Imeoming on B

ostDuplic. Pkts | 0 [0.0%] |7 Packets

——

\ B Interface: | / ;I

v
— Dizplay Configuration

Refresh Period of Statistics: | 1 (from 1= to 80 =)
™ Instant Throughput % Awverage Throughput using Sampling Mechanizm

Sampling Period for the Throuhgput Calculation: 2 (from 0= to 60 &)

— NetDisturb Measurement Units
Choose one of the unit below (defined by IEEE Std 250.1-2004) to use with the throughput statistics.

% Use kilobyte (kB} and kilobit per second (kbis) where 1kbiz:= 1,000 bits/s
" Use kibibyte (KiB) and kibibit per second (Kibis} where 1Kibiz:= 1,024 bita/s

— Parameter about the 'Laws to be applied to each TCR/UDP Connection of the Flow” Menu Selection ——
i Number of Buffers containing the Laws Values: | 2 (from 2 to 100}

B When the Working Mode "Laws Apply to each TCR/UDP Connaction of the Flow' is selected, each
TEPAUDP connection found in the Flow should impaired in the same way. To reach this aim, the

| values generated by the laws are stored in infernal buffers.

There is the same number of buffers for Loss & Duplication laws as for Delay & Jitter laws_Each |
buffer located in the Kernel memory -a resource to use sparinghy- is able to contain 20480 values,
For example, when 2 is the ‘Number of Buffers containing the Laws Value' value, 4 buffers of
20430 values are allocated, consuming 320 KBytes of Kernel memory per Flow, thatis 5 £40
Kbytes due to the 17 Flows.

This iz why the ‘Number of Buffers containing the Laws Values® value should be configured

OK | Cancel

r e ——— — S |
MetDisturb Client - Parameters Configuration m

—|
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At the bottom of this window in the "Interface Selection" part, select one NIC for Interface A and another
NIC for the Interface B, and then confirm with “OK”.

You should see in the combo-box (Interface A or Interface B) all available and operational
NICs. If you don'’t see any NICs, please follow the steps below:
- Verify that your NICs are installed and operational.
- Enable the needed NICs.
ﬂ& - Stop the NetDisturb Client.
- Stop the NetDisturb Server.
- Reboot your system if necessary.
- Start the NetDisturb Server.
- Start the NetDisturb Client.

Then you should see your installed NICs in the Interface A and B combo-boxes (see the example
below):

- = = B
NetDisturb Client - Parameters Configuration . [

— Interface Selection (NIC}

Alnterface: |MetGear §B-0C (1000 Mbvs) E0-91-F5-3F-6B-0C ;!

Y g U | NetGear 74-20 (1000 Mbl/s) E0-91-F5-0F-74-20

— Dizplay Configuration

Refrezh Period of Statistics: | 1 (from 12 to 80 5)

{” Instant Throughput {* Average Throughput using Sampling Mechanism

Sampling Period for the Throuhgput Calculation: ! 2 (from 0= to 60 5}

- Netlisturb Measurement Units
Choose one ofthe unit below (defined by IEEE Std 260.1-2004) to use with the throughput statistics.

{* Use kilobyte (kB} and kilobit per second (kb/s) where 1kbis:= 1,000 bitz/=
" Use kibibyte (KiB) and kibibit per second (Kibi/s) where 1Kibis:= 1,024 bits/s

— Parameter about the 'Laws to be applied to each TCR/UDP Connection of the Flow” Menu Selection ——
Number of Buffers containing the Laws Values: I 2 (from 2 to 100}

When the Working Mode "Laws Apply to each TCR/UDP Connection of the Flow’ iz-selected, each
TCPAUDP connection found in the Flow should impaired in the same way. To reach this gim, the
values generated by the laws are stored in infernal buffers

There is the same number of buffers for Loss & Duplication laws as for Delay & Jitter laws. Each U
buffer located in the Kernel memory -a resource to use sparingly- is able to contain 20480 vaiues.

For example, when 2 is the ‘Number of Buffers containing the Laws Value® value, 4 buffers of
20430 values are allocated, consuming 320 KByies of Kernel memory per Flow, thatis 5,440
Kbytes due to the 17 Flows.

This is why the ‘Number of Buffers coniaining the Laws Values® value should be configured

OK Cancel |

As soon as the configuration is done, the NetDisturb Server recognizes “Interface A” and “Interface B”
as shown below.
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— NetDisturb Server - Version 6.0 - Enhanced Edition
A 3

|mpairment |

Mo packe

ace Configuration and Statistics

eiface MAC addr EO-91-F5-3F-B-0C

Handled Fackets:
Lozt Packets:

Handled Packets:

Lost Packets;

Delayed Packets:

Delaped Fackets

Out-of-5equence:;

Clut-af-5 equence;

Fragmented packets:

[reoming an &,

Facketz per Second
Packets

Throughpit

Current Parameters

Refresh Period [in second]: iz

Sampling to Compute Throughputs 25

Current Client Connection
Client:

Client connected

Cutgaing ars B

Fragmented packets

Incaming an B

Clutgaing an &,
ek Paskel S
FPackets

T hroughput

| Reset Counters ]

# Buffers: 2

= _ Application of Laws: Flow Level
Out-of-Sequence;  Dizabled

Show Current Conbest ] [ Resst Logs

1|:|h.;|“ LIS ol
10h33mn50s

izturh Enbanced E ditian,
MetDizturb Clent connected

i i
|
|
—
NetDisturb Server configured with two Ethernet NICs (A and B)
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The MAC Addresses of the selected interfaces are also displayed in the NetDisturb Client window by
clicking on the o symbol of each interface:

File Edit Actions Waorking Modes Statistics Help Show Aggregates »»
— Flow's to impair using filters Flow #01 | ENHANCED EDITION

Impairments to apply on packets going from&to B

Loss & Duplication Delay & Jitter Content Impairment

; o i Iir-lunE} j IiNunE} j If_r-lun&} j
Viewl [ Run#03 |~ wilog
P Define I Define | Define |

Viewl | Run#04 [ wilog
Lk | —

[T wilog

—_—
—Application Rulss

InEaming or & ———— = Outgoing on B ————
1 0

View I [ Packets I Packets

Packets/s I 0 pis —Impairments on Ato B —————— I Packetsfz | 0pis

- Throughput I 0.00 bis !.E!S“n'DuKTEiC.PlﬁCI 0 {0.0%] Thraughput | 0.00 bis
View | 'Run#08 |7 wilo ;
[ ; #08 | o Dislagred Pits | 0[0.0%] [

Viewl | Run TT‘EIG_i [ wilog ' {No Fiter Selected) | = ‘ Mhedified F'k‘l«:l [ B Interface: E0 91 F5 9F 74 20
||

Viewl ! Run#10 | ‘wilog

\.-"iewl | Run#11 ||_ wilog Alnterfaoeﬂ " Configure Filter | Configure Filter | ‘i 0Blntel'f&De

View | '_ i _'; % wilog

£ Wi @l el del gl Yell S Wi gl

view | [CRen#i2 ]~ wiog W Broruccscn Tl

Viewl | Run#13 ||_ wilog I L

e I oo #1:.] - Wil e e rimpairments on Bto A ——— —ricaming on B ———
| R Packets [ 9] LostDuple. Pit= [ 0 [0.0%] Pachete

Wi | [ Run#1s il ' |—

o A L' []ivelng Pac I 0 pis * Delayed Pis L ikl * Packetsis 0pis
C Viewl | Run#15 |7 wilag Throughput | 0.00 bis Heined s | 010.0%] Thraughpit [ 0.00 bis
—Unfittered - Flows. Frames & Packets —— S NS —
i View IA” Packets ;! 9 Run. |~ wilLog — Impairments to apply on packets going from B to A
[V Automatically Start with fitersd Flow(s) Loss & Duplication

(Morne} j I(Nune} j IlfHune';-

(None) Define Define

Delay & Jitter Content Impairment

" View Per-Flow Statistics

Run All | Stopeal |

—Dashboard — Cumulative Statistics of the Interfaces (baszed on Network Interface Cards level)

Alarms: | T, e | Throughput Reception Received Pkis . Filtered Pkis Sent Pkts Throughput Trapsmission

FromAto B 0.00 bi's Upls Op Op Op 0.00 bis 0 pis
CPU Usage: | 9% From B to A 0.00 bis 0pis 0p 0p 0p 0.00 bis 0pis

NetDisturb Client with two Ethernet NICs configured
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6.5 Detailed Description of the Server and Client S tartup

6.5.1 The NetDisturb Server Startup Modes

The level of provided functionalities depends on the availability or not of the NetDisturb driver. If the
NetDisturb driver is lacking, a message warns the user. In that case it is possible to continue in the
“restricted mode” where only a few functions are available.

The NetDisturb Server can't dialeg with the Driver 'NetDisturbVe_0'

Please check the Driver's installation as described in the MetDisturb User Guide.
You may also email this message to support@zti-telecomn.com to get more
details.

For the mement, you can only use MetDisturb in 'restricted mode'.

The restricted mode allows you to configure, create or modify filters and
laws using MetDisturb Client but you will not be able to run any IP Flow.
Select "Yes' to continue in the restricted mode or 'Ne' to stop the software,

Would you like to continue in the restricted mode?

6.5.2 The NetDisturb Client Startup Options
When starting the NetDisturb Client, the Connection to Server parameters window is displayed.

— MetDisturb Server Information

The dialoeg with the NetDisturb Server iz based on S0AP which iz using HTTP protocol. To
connect to the MNetDisturk Server proceed as follows:

- Firet, specify the IP address or Host Name of the NetDisturb Server.
- Then, ensure that the HTTP port entered is correct (the default port number is 8080).

IP address or host name: j 127.0.0.1

HTTP port number; 8080

Cancel |

This parameters window is made of two sections:
The NetDisturb Client needs the following information in order to connect to the NetDisturb Server:
- The NetDisturb Server IP address
. The NetDisturb Server HTTP port number
In case of a connection failure (if one of the parameters is invalid), an error window pops up. To go back
to the identification window, just click on the OK button.

" ==
NetDisturb Client [

. The connection with MetDisturb Server can't be established.
I_‘3 Please make sure that:

1) The IP Address or the Host Mame is correct.

2) The HTTP port number is valid and the firewall is allowing this port.
3) The NetDisturb Server is running.

4} No other NetDisturb Client is already connected to the NetDisturb
Server machine.
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