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WARNING

The content of this user guide is provided for informational use only. It is subject to
change without notice, and must not be used as a commitment by ZTI.

ZTI could not be liable for any direct or indirect damages caused by the software or
user guide imperfection.

By any chance, if mistakes have slipped into this guide, do not hesitate to contact our client
support and make remarks.

Except when allowed by license agreement between ZTI and the user, no part of this guide
or the software may be reproduced, transmitted in any form or by any means.

This guide allows the user to discover “NetDisturb” and is not an exhaustive user
manual.

To contact us:

ZTI

1, boulevard d’Armor
B.P. 154

22302 Lannion Cedex
France

Phone: +33 296 48 43 43

Fax: +33296 48 14 85
Web: www.zti-telecom.com or www.zti.fr
E-mail:  contact@zti-telecom.com (marketing & sales)

support@zti-telecom.com (technical support)

Copyright, ZTI 1998-2004 The software described in this manual is furnished under a License
France Telecom licensed product. Agreement and may only be used in accordance with the terms of this
Reproduction rights reserved. agreement.

All products and company names mentioned in this document are trademarks or registered trademarks of their
respective owners.
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Part 0 Document presentation

This User’'s guide is aimed to help you to discover and to use NetDisturb. It is
composed of eight parts.

Part 1 is a general presentation of the NetDisturb software.

NetDisturb installation is explained in Part 2, and license configuration and license
transfer are detailed in Part 3. The uninstall procedure of the NetDisturb software is
described in Part 4.

To run NetDisturb, you must refer to Part 5.

Part 6 explains how to use the NetDisturb Client application and Part 7 describes the
use of the NetDisturb Server application.

In Part 8, the annexes add information such as default context values and a short
description of mathematical laws used.
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Part1 NetDisturb software presentation

NetDisturb is an IP network emulator software that can generate impairments
(latency, delay, jitter, limited bandwidth, lost packets) over IP networks. NetDisturb
allows the user to disturb flows on an IP network and so to study the behavior of
applications, devices or services in a disturbed network environment.

The software must be installed on a PC with Microsoft Windows NT4 (SP6
recommended), Windows 2000 or Windows XP equipped with at least two LAN cards
Ethernet, Fast Ethernet and Gigabit network interface cards and inserted between
two physical networks. It can be remotely controlled via PSTN, ISDN or LAN. Minimal
required screen resolution is 800 x 600 pixels.

NetDisturb generates packet loss and/or packets delay in the transmission between
the two parts of the network. Loss and/or delay are following mathematical laws
programmed by the user. A filter called mask allows selecting the stream of packets
to impair. Up to 16 masks can be defined plus the rest of the IP traffic.

A mask is composed of various elements: VLAN number, source MAC address, destination
MAC address, protocol, TOS (Type Of Service), source IP address, destination IP address,
source port list and destination port list where each element is optional.

Local control Remote control

.
““ .
- )N
. G

»
Ethernet NIC I:] Ethernet NIC @\

10/100/1000 Mbps / — 10/100/1000 Mbps =

EemsmasER,

Throughput

IP flows

Loss Delay
Jitter

NetDisturb

NetDisturb is composed of two parts (or applications): a Client part and a Server part.
These two applications can be installed on the same computer or on two different
computers.

7/
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«» The Server part
= Is installed on the machine that is physically set between the two physical
networks. This machine must have at least two Ethernet cards, and optional
remote controls access (an ISDN or PSTN equipment, or a third LAN card).
For the Server part, required operating system is Window NT 4 (SP 6 is
recommended), Windows 2000 or Windows XP.

= Applies the perturbations to the selected packets in the two directions:
o Selected packets incoming on interface A (LAN NIC) and outgoing
processed on interface B (LAN NIC).
e Selected packets incoming on interface B and outgoing processed on
interface A.
e Non-selected packets are transferred without perturbations from one
interface to the other.

= Offers a thorough view of traffic statistics, selected parameters and traces.

¢ The Client part
= Can be installed either directly on the server machine or on a remote PC with
a Windows 32 bits System (95, 98, NT4, 2000 or XP). In this case, the remote
PC will control Server application via ISDN or PSTN using RAS or directly via

a LAN card.

= Allows configuring masks and laws, to manage NetDisturb functions, and
displays statistics.

Two configurations may be used:
= Client and Server on the same PC,
= Client and Server on two PCs.

PC Windows 95, 98, 2000 XP or NT4

PC Windows NT4, 2000 or XP NetDisturbClient
Client applicatiorand GUI
NetDisturb Client
| Client application and GUI | II ISDN/PSTN/LAN
NetDisturb Server PC Windows NT4, 2000 or XP
| Server application and GUI | NetDisturb Server

| Server application & GUI |

| Driver « Disturb .sys » |

Driver « Disturb.sys”

| Ethernet NDIS driver |

| Ethernet NIC (A) | | Ethernet NIC (B) | | Ethernet NDIS drive||
| Ethernet NIC (A)| | Ethernet NIC (B)
LAN (A) LAN (B) A A
+— —
Ethernet 10/100 Mbps Ethernet 10/100 Mbps LAN (A) LAN (B)
+—
Ethernet 10/100 Mbps Ethernet 10/100 Mbps
Client and Server on the same PC Client and Server on 2 PCs

Client and Server applications use RPC on TCP/IP to dialog.
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Part 2 Install the NetDisturb software

To install this software testing tool, you need a PC Windows NT 4 / SP4 (Service
Pack 4 or more), Windows 2000 or Windows XP, and a 800 x 600 display resolution.
If you have the NetDisturb CD-ROM software version, please refer directly to
paragraph 2.2.

The NetDisturb software is configured by default with a 15-days limited license. When
the time limit expires, NetDisturb will cease to run. See the License configuration part
for more information about the license program.

2.1 Install NetDisturb from a downloaded trial version

The installation procedure is a standard installation program.

Please note that the installation procedure of the NetDisturb software will be different
in the last part, depending on the target Operating System: Windows NT4 or
Windows 2000 and Windows XP.

Warning: The installation procedure requires to be logged on with administrator
privileges.

« If you have downloaded the NetDisturb software trial version from our website,
you have downloaded the file NetDisturb.zip containing the Setup_NetDisturb.exe
file.

e Before to proceed with the NetDisturb Setup, please be sure your system does
meet the following minimum requirements:
= OS supported: Windows NT4 (SP4 at least), Windows 2000 or XP.
=  Minimum screen resolution: 800 x 600
= Your PC needs at least 2 NIC already installed, configured and fully
operational.

NetDisturb is composed of two parts: Client and Server. This setup will install
Client and Server parts on the same system.

e Run “Setup_NetDisturb.exe” and follow the NetDisturb setup instructions to
proceed with the installation.

By default, the NetDisturb software will be installed in the following directory:
C:\Program Files\NetDisturb with the following subdirectories:

C:\Program Files\NetDisturb

C:\Program Files\ NetDisturb \Client

C:\Program Files\ NetDisturb \Driver

C:\Program Files\ NetDisturb \Server

C:\Program Files\ NetDisturb \Server\Script
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e At the end of the setup, after copying files to the system:

= A text file is automatically opened to explain the next step: installation of
the NetDisturb driver on the system

= The control panel is automatically opened in order to proceed with the
driver installation.

The NetDisturb driver installation depends of the target O.S. (NT4 or 2000/XP).

NetDisturb - driver installation for Windows 2000 or Windows XP

The NetDisturb driver sets in the kernel of Windows 2000. This driver is
installed on top of the driver of network cards. For Windows 2000 or XP, it is
considered as a protocol. The NetDisturb Driver goal is to handle the
exchanges between two Network Interface Cards (NICs).

The installation of the driver is realized transparently. The Driver is mapped on
top of each Ethernet or wireless NIC when the interface returns by that NIC is
NDIIS compatible.

In order to avoid unexpected traffic generated by the protocol stack (TCP/IP,
Client or Microsoft Networks, etc.) on the NIC that will use NetDisturb, you
should unselect all protocols to have only the NetDisturb component linked to
the selected NICs. Then close this window. The NetDisturb driver is now
linked to all LAN connections defined in your system.

To unselect protocols from the NIC used by NetDisturb,
use the “Control Panel/Network and Dial-up Connections”
application (Windows 2000) or “Control Panel/Network
Connections” application (Windows XP) to uncheck protocols.
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NetDisturb - driver installation for Windows NT4

NetDisturb Driver sets in the kernel of Windows NT. This driver must be installed over the
driver of network cards. For Windows NT, it is considered as a protocol. The NetDisturb Driver
goal is to handle exchanges between two networks interface cards (NIC).

The NetDisturb Driver is a protocol named 'Disturbing Ethernet Driver over NDIS'.

The driver installation is carried out as any usual network driver installation. It must be
installed after the network cards drivers. Different protocols can be bound to your NIC.
NetDisturb applications need a TCP protocol stack for Client/Server data exchange. So before
installation, check that your Windows NT4 computer gets 2 NIC installed and a TCP stack
installed.

To install the NetDisturb Driver, you have to use the Windows control panel, and select the
following items:

1. Choose "Network" icon
2. Choose "Protocols" tab
3. Click on "Add"

4. Choose "Have Disk..."

5. Type the folder where following files are located: OEMSETUP.INF and DISTURB.SYS (by
default: C:\Program Files\NetDisturb\Driver) and press 'OK',

6. Then select the "Disturbing Ethernet Driver over NDIS " and click on "OK",

7. The item 'Disturbing Ethernet Driver over NDIS' appears in the protocol list of 'Protocols’
tab,

8. Disable the other protocols bound to the network adapters as follows:
* Choose "Bindings" tab,
* In the list box select "show bindings for: all adapters”,
* Disable all protocols bound to each Network adapter used by NetDisturb except
Disturb protocol: "Disturbing Ethernet Driver over NDIS" (you need to do it for the 2
used network adapters)
* Disable "Disturbing Ethernet Driver over NDIS" for all other adapters

9. As a TCP stack is required for NetDisturb Client/Server applications exchange, you must
bind the TCP protocol to another one adapter - for example to a modem or another adapter.

This is an example to add a TCP/IP stack onto a modem, which is not necessarily physically
connected to your PC. The procedure is as follows:

a) Add a modem via Control Panel / Modem, select "add", then "don't detect my modem,
| will select it from a list" and click on "Next”,

b) Select any standard modem from the Standard Modem Types manufacturer list (for
example Standard 14400 bps modem). Click on "Next",

c) Selecta port and click on "Next".

d) Windows NT should present you a dialog box indicating the end of modem installation.

When you have finished using the control panel, press close to save all changes.

Your system is now configured: you will need to reboot your PC to take changes into account.
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Start Menu shortcuts created:

Start > Programs > NetDisturb
= 1) NetDisturb Server
= 2) NetDisturb Client
= License help
= Uninstall NetDisturb
= User Guide

2.2 Install NetDisturb from the CD-ROM

The installation procedure is a standard installation program. On the CD-ROM, you
will find the “Setup_NetDisturb.exe” file. This setup will install Client and Server
parts on the same system.

Execute this setup and follows the installation steps as described in the previous
paragraph.

On the CD-ROM, a second setup allows to install the NetDisturb Client on a system.
This is useful if you want to install the Server and the Client on two different systems.
To install the Client on a system (Windows 95, 98, NT4, 2000 or XP), run
“Setup_NetDisturbClient.exe”, and follow the setup instructions to proceed with the
installation.
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Part 3 License configuration

Note: The NetDisturb software is licensed on a per workstation basis. You will need
to have a separate license for each machine that you install it on. Each licensed copy
of the software installed on a system has a unique Site Code which requires the
corresponding unique Site Key to be entered before the tool is operational (except for
a trial version: a duration of 15 days is automatically enabled at the first installation of
the software. If you try to install again the software, the license program disables the
trial period).

3.1 To configure a license
If you have a NetDisturb trial version, when you launch NetDisturb Server a message

is displayed showing remaining days of use (for example, 15 days left out of 15 in the
following example).

15 days left out of 15
Press <Enter= to configure your license.

If you wish to configure your license before trial period end, please press <Enter>
when this message is displayed. So you will obtain the License Configuration
window.

iﬂ MetDisturb - License Configuration E”E|g|

Program License Help

=3
% 15 days left out of 15
L L

Site Code: DBBS 1085 DOAC BE3E 5C

Site Key: |

To authorize this program for this site, send your name, site ~
code, company name and e-mail to:

il

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contacti@ztitelecom.com

To move a license to another directory or computer, you can use the
“License” menu at the top of this dialog.

“‘ou can bring up thiz configuration dialog when the program starts by »
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Note: at the end of the trial period when you run “NetDisturb Server” the same license
configuration dialog appears, with a specific mention instead of the remaining days of use:
“Program not authorized” as shown below.

'Eﬁ MetDisturb - License Configuration g|ﬁ|@

Program License Help

EF Al

==

Site Code: D20 1814 DOAD F258 21
"W alidate
Site Kew: |

Frogram naot authorized

To authorize this program for this site, send your name, site |
code, company name and e-mail to:

£l

phone: +33 2 96 48 43 43

fam: +33 29648 14 85
e-mail: contact@zti-telecom. com

To move a license to another directory or computer, yvou can uze the
“Licenze” menu at the top of thiz dialog.

“'ou can bring up thiz configuration dialog when the program startz by |

To get the ‘Site Key’ and obtain an unlimited version, please send your name, ‘Site
Code’ (specific to your system), company name, email and preferred method of
payment (if you haven’t bought the NetDisturb software yet) to: contact@zti.fr or
contact@zti-telecom.com.

We will send you your Site Key once we receive payment.

If you have already bought, please email your Site Code and we will email you back
the Site Key for an unlimited license.

After you have entered your ‘Site Key’, you will get the following message:

Congratulations! R|

i You are now licensed to run this software.
Press QK to continue ar Cancel if you want to run your software later,

Cancel |

Note: the following window is displayed when you run NetDisturb if you have an
unlimited license.
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LUnlimited license
Press <Enter> to configure your license.

At the end of the trial period, when you run NetDisturb Server (the server part), the

following License Configuration window will be displayed:

-l - -
iﬁ MetDisturb - License Configuration

Program License Help

[EZL]

L==

Program not authorized

Site Code: DAZ01B14 DOAD F253 21

Site Keyw: |

DX

W alidate

code, company name and e-mail to:

Al

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

“Licen=e" menu at the top of thiz dialog.

To authorize this program for this site, send your name, site A

To move a license to another directory or computer, you can use the

“ou can bring up thiz configuration dialog when the program startz by w

To get the site key, please send your ‘Site Code’ (specific to your installation),
company name, e-mail and preferred method of payment to: contact@zti.fr or

contact@zti-telecom.com

We will send you your site key when we receive your payment.
After you have entered your Site key, you will get the following message:

Congratulations!

- - -
1 ) You are now licensed to run this software.

Cancel |

Press Ok to continue ar Cancel if you want to run your software later,

X
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3.2 License transfers

Warning: a license transfer is not a duplication of any type.
Please contact ZTI or your authorized distributor for site license information and for
several licenses purchase.

Licenses can be transferred using one of the following methods:

= Direct transfer: move the license to another directory on the same PC or
between two networked PCs.

= Transfer by media: move the license from a source PC to a target PC by using
a floppy disk or USB key.

3.2.1 Direct transfer: move the license from one local directory to another

This transfer mechanism must be used to move a license in two cases:
- from a source to a target directory of the same PC
- from a source to a target directory of networked PCs

e First copy the program (copy the folder “NetDisturb”) to the target directory.
For example from “C:\Program Files\NetDisturb” to “C:\Temp\NetDisturb”

e Then run the program in the original directory (from “C:\Program
Files\NetDisturb\Server”). When the license configuration window appears, press
<Enter> and select in the menu “License > Transfer to directory”, as shown
below:

gﬂ NetDisturb - License Configuration E”E|g|

Program QN====8 Help

E&10 Transfer to directory...

L==

gjl  Transfer out to another computer. ..

C .
7 Kill license

To authorize this program for this site, send your name, site »
code, company name and e-mail to:

£l

phone: +33 2 9648 43 43

fax: +33 296 48 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, vou can use the
"Licenze” menu at the top of thiz dialog.

ou can bring up thiz configuration dialog when the program starts by w»
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e Provide the path name of the target program (for example C:\Program
Files\NetDisturb\Server\NetDisturbServer.exe).
The program copy now has the license awarded the original.

3.2.2 Transfer by media (floppy disk or USB key) from a PC to another PC

To transfer the license from the source PC (PC#1) to the target PC (PC#2), proceed
as described in the following points.

Point 1: First install the program on the target PC (PC# 2).

Point 2: Run the software on PC# 2 and kill the trial license in order to have an
unauthorized license on this PC. You need to kill the license if the "Transfer in from
another computer ..." item of the license menu is disabled.

To kill the license, please proceed as follows.
When the license configuration window appears, press enter and select in the menu
“License > Kill license”.

'Eﬁ NetDisturb - License Configuration E|ﬁ|@

Program Qia=3==8 Help

[E; ‘| Transfer to directory...

==

cil  Transfer out to another computer. ..
Walidate
& kil license

To authorize this program for this site, send your name, site |~
code, company name and e-mail to:

FAl

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@ztitelecom.com

To move a license to another directory or computer, you can use the
“License” menu at the top of thiz dialog.

“ou can bring up this configuration dialeg when the program starts by »

A message box appears, press ‘Yes’ to kill the license.
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Kill License

\:..5/' Are pou sure you want to delete pour current licenze?

Warning

After deleting vour licenze, you will need to purchase a new license o
continue using this program.

Yes |

And a kill confirmation code is displayed.

our kill confirmation code i

|FDEIE CaaF 7445 DESE FDAT F771 B4

au should write down thiz number in caze pou need ta
prove that the licenze was actually deleted.

The license window displays now "Program not authorized" as shown below:

'\E-:ﬁ NetDisturb - License Configuration 3 ”D|&|
Program License Help

A0

Frogram nat authorized

==

Site Code: D347 5C03 DOA4 YC54 BE

Walidate
Site Key: |

To authorize this program for this site, send your name, site A
code, company name and e-mail to: =3

il

phone: +33 2 96 48 43 43
fax: +33 2 96 48 14 85
e-mail: contacti@zti-telecom.com

To move a license to another directory or computer, you can use the
"Licen=ze" menu at the top of this dialeg.

“‘ou can bring up this configuration dialog when the program starts by |
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Point 3: select in the license menu, the item: “License > Transfer in from another
computer ...”.

'Eﬁ MetDisturb - License Configuration :”E|g|

"W alidate
[

To authorize this program for this site, send your name, site |
code, company name and e-mail to: i

£l

phone: +33 2 96 48 43 43

fam: +33 29648 14 85
e-mail: contact@zti-telecom. com

To move a license to another directory or computer, yvou can uze the
“Licenze” menu at the top of thiz dialog.

b

“ou can bring up thiz configuration dialog when the program startz by

and the "Transfer License In (Step 1 of 3)" window is displayed:

Transfer License In [Step 1 of 3)

Tranzfer In enables vou to transfer a license ta thiz program from
a licensed copy on another cornputer.

For thiz process you will need 1 floppy disk and access to a
licensed copy of thiz program oh another comnpker.

Ingert a Hoppy disk inko your computer's “A" dive and press
“Mext” at the bottom of thiz dialog box.

If you are using a drive other than drive “A", enter itz path here:

I,.f.-.,;\ Browse... |

Cancel |

Point 4: Insert a floppy disk or use a USB key as requested in step 1 of 3 and specify
the path.

Then press “Next >” and the "Transfer License In (Step 2 of 3)" window is displayed:
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Transfer License In [Step 2 of 3] |

Mo the licenze needs to be copied to the floppy disk:

1. Remove the floppy dizk and take it bo the computer with
the licensed copy of thiz program.

2. Run the icenzed copy of thig program and zelect
"Trangter Out"'.

3. Bring the disk back to this computer and press "MHest'.

If there iz a significant delay between transfers [for example, you
are moving a licenze from wour work, computer to pour home
computer], you can suzpend the transfer procesz and continue

later:
Continue Transfer Later |

Hext > Cancel |

Point 5: go to the source PC (PC#1) and insert the media (floppy disk or USB key).
Then start the program on PC#1. When the license configuration window appears,
press <Enter> and select in the menu “License > Transfer out to another computer

...” as shown below:

Eﬂ NetDisturb - License Configuration I‘:”E|g|

[l Transfer out to another computer...

% Eilllicense

To authorize this program for this site, send your name, site &
code, company name and e-mail to:

L1l

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a licenzse to another directory or computer, vou can u=e the
“License™ menu at the top of thiz dialog.

You can bring up thiz configuration dialog when the program starts by »
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Then the following window is displayed:

Transfer License Out [Step 1 of 2] |

Transfer Out enables you to transfer a licenze from thiz program
to an unlicensed copy on another compliker.

To begin, run the unlicenzed copy on the remote computer,
zelect "Transfer Licensze In", and follow the instuctions on the
FCleeh,

When yau are ready, inzert the transfer floppy digk inta you
computer's "A" drive and press "Hext'

IF pou are wzing a drive other than drive "A", enter itz path here:

Ah, Browsze. . |

Hext > Cancel |

Input the media path (floppy disk or USB key) and then press "Next >".

When the license is put on the media, you get the “Program not authorized”
message:

"E-:é NetDisturb - License Configuration E”E|g|

Program License Help

EAL

L="1=

Program not authorized

Site Code: D347 BCD3 DOA4 7CH4 BE

Walidate
Site K.ew: |

To authorize this program for this site, send your name, site
code, company name and e-mail to:

|

phone: +33 2 96 48 43 43

fan: +33 2 96 48 14 85
e-mail: contact@szti-telecom.com

To mowve a licenss to ancther directory or computer, you can use the
"Licenze” menu at the top of thiz dialog.

“ou can bring up thiz configuration dialog when the program startz by »

You can check that the license is no more available on the source PC since the NetDisturb software

license is on a per workstation basis. Contact us to get information on site license (contact@zti.fr or
contact@zti-telecom.com).
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Point 6: Remove the media from PC#1 and return to PC#2.

Click the 'Next' button on the step 2 of 3 of the “Transfer license in” window (on
PC#2) to complete the transfer.

The unlimited license key is now transferred from the source PC to the target PC,
and you get the following message:

Transfer License In [Step 3 of 3] |

Congratulations!

The licenze has beeh successfully tranzfered.

Prezz "Finizh'' to continue.

Click Finish to continue.

3.3 To kill a License

If you would like to transfer an unlimited license key onto a PC where a trial period is
still active, you should first kill the active trial period. If you don'’t kill the active trial
period, you will not be able to transfer an unlimited license. To Kill the trial license,
you should proceed as follows:

¢ In the license configuration window, select in the menu “License > Kill License”
as shown below.
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'Eﬁ MetDisturb - License Configuration B|D|®

Sil  Transfer out to another computer..,

"W alidate
S Kill license

To authorize this program for this site, send your name, site |
code, company name and e-mail to: i

£l

phone: +33 2 96 48 43 43

fam: +33 29648 14 85
e-mail: contact@zti-telecom. com

To move a license to another directory or computer, yvou can uze the
“Licenze” menu at the top of thiz dialog.

“ou can bring up thiz configuration dialog when the program startz by

b

e A message box appears, press ‘Yes’ to kill the license.

Kill License

\;:/ Are you sure you want to delete pour curent license?

Warning

After deleting vour licenze, you will need to purchase a new licenze ta
continue uzing thiz progran.

Yes

Kill License

'our kill confirmation code ig:

|FDEIE CEaF 7445 DE5E FDAT F771 B4

r'ou ghould write down this number in case you need to
prove that the licenze waz actually deleted.

Your license is now killed. Please, write down the kill confirmation code. This code
may be requested by ZTI.
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Part4 Uninstall NetDisturb

The uninstall procedure is a standard uninstall program.
In the “Start > Programs > NetDisturb” Menu, select “Uninstall NetDisturb”.

= Windows 2000 or XP

All network components installed by the installation procedure are removed during
the uninstall procedure, including the NetDisturb Driver.

= Windows NT4

The uninstall procedure is executed and a text file is automatically opened in order to
explain how to uninstall the NetDisturb driver.

In Windows NT, the Disturb Driver is not removed by the uninstall procedure because
it has not been added by the installation procedure. You should use the Control
Panel, run "Network" and choose the "Protocols" tab. Then select the driver
"Disturbing Ethernet Driver over NDIS" and click on "Remove".

Then you must restart your PC.
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Part 5 Run NetDisturb

As the NetDisturb tool is composed of 2 parts (Server and Client), you need to run
these two programs with the following order:

1. NetDisturb Server
2. NetDisturb Client

5.1 First Run

1. To start the NetDisturb Server, click in the Start Menu on
‘Start > Programs > NetDisturb > 1) NetDisturb Server’

Depending of your license, you will get the following license window:

Limited license Unlimited license

ZN@‘ | ZN@‘

15 days left out of 15 Unlimited license
Press <Enter> to configure your license. Press <Enter> to configure your license.

When you run NetDisturb server for the first time, the default window is displayed:
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Eﬁ NetDisturb Server - Version 4.0

Impairment Interface Configuration and Statistics

Interface & : not selected Interface B : not selected

# Handled Packets: 0| [o% # Handled Packets: [EEES

# Lost Packets: 0 [ 0%)] 1 Lost Packets: 0| [0%

# Delayed Packets: 0 [ 0] # Delayed Packets: 0 [ 0%

Dezequenced: 0 [0%) Desequenced: 0] (0%

# Fragmented packets: 0 [0%] # Fragmented packets: 0] (0%
Incoming on & Outgoing on & Incoming on B Outgaing on B
0 # Packets per Second i} 0 #Packets per Second i}
1} # Packets ] ] # Packets 1]
0.00 be's Thraughput 0.00b/s 0.00b/s Thraughput 0.00b/s
[ Mopackethandled ] [ Nopackethanded ]

Current Parameters
Fiefresh Period [in second): 13 # Buffers: 2

Sampling to Compute Throughputs: | 2 5

Different
Enabled

Interface Mode: Application
i L IP Flows Lewel

Traces: | Active Desegquencing:

Current Client Connection

Client: Adrninistrator Show Current Trace Reset Courters

Context: Show Context | [ Feset Trace

- Parameters

No board (or NIC) has been selected: NetDisturb Server selection interfaces (or
NICs) will be done later by the NetDisturb Client application.

2. To start the NetDisturb Client, click in the Start Menu on
‘Start > Programs > NetDisturb > 2) NetDisturb Client’

NetDisturb Client will ask you to input parameters, as shown in the following window:

NetDisturh Client

Izer

|dentification: |.-'1'-.|:|mini$trat|:|r

Paszward: |

Cancel

Server Infarmation

Path to the Remaote or Local MetDisturth Server:

|I:"~F'n:|gram FilezhMetDizturbhServerthScript,

MetDisturh Server IP Address: | 127 . 0 . 0 . 1

e User Identification = Administrator

e User Password = (no password needed)
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e Path to the remote NetDisturb Server (Script folder) = C:\Program Files \
NetDisturb\ Server \ Script (if NetDisturb Server is located at C:\Program Files \
NetDisturb\ Server)

e NetDisturb Server IP address = 127.0.0.1 (default local IP address, if NetDisturb
Server is installed on the same system).

Click on “OK” and then the NetDisturb Client window is pop up:

&.‘,‘ MetDisturb Client - Impairment Tool for IP networks

File Edit Actions ‘Working Modes  Statistics  Help
IP Flaws — |F Flow #O1
Click to edit ’i
Q gl Mazk Lozs Law Dielay & Jitter Law
Q,ﬁ o [ e B = =
Q [Mo packet handled) Edit [Mo Loss) [Mo Delay and nio Jitter]
li gl # Incoming Packets 0 # Lost Packets 0[0%] # Delayed Packet: 00 %]
gl — Interface & (MAC) [not defined) @ rInterface B (MAC) [not defined)
li g| Incoming Outgoing
# Packets/Second Opfs AloB # Packets/Second Opfs
jo Throughput | 0.00b/2 — Throughput | 0.00b/z
gl Interface Interface
Ii g| 7 QOutgoing l Incoming -
# Packetz/Second Op/s ok # Packets/Second Opfs
Qq Throughput | 0.00 b/s p Throughput | 0.00 b/s
gl Mask Loss Law Delay & Jitter Law
| Q||| [ e masky =l = =l
Ii gl [Mao packet handled) Edit [Mo Lossz) [Mo Delay and o Jitter)
Q gl # Incoming Packets 0 # Lost Packets 00 %] # Delayed Packets 00 %]
Gther P Flows A
et ; — Total Senthesi
Ftatlshcs Synthesis by Flow gl o= ells':goming Throughput — Incoming Pkts  Matching Pktz Outgoing Pktz Outgoing Throughpt W
From AtoB | 000k O piz On Op Opl 000hkis O piz
‘ CPL Usgage
FromBto A [ g o0 bis 0pis 0p 0p 0pl 000K 0 pis |_ 4%

You must configure the NetDisturb Server and select the NICs that NetDisturb is

going to use.
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Open the “Action/Configuration” menu in the menu bar. The configuration parameters
window is displayed:

MetDisturb Client - Configuration Parameters

Dizplay Configuration

Fiefresh Period: |1 [From 12 to BO =] 0

Sampling Period to Compute Throughput: |2 [From O to BO =]

£ Instart Throughput f+ Average Throughput using Sampling Mechanism Cancel

[ Usze Data Compression when Exchanging with NetDistub Sereer

Wiorking Mode Configuration “hen IP Connection iz zelected
Murnber of Buffers Containing Laws Values: 2 [frorn 2 to 100]

One buffer contentz 20480 valuez generated by Lozt and Delay Laws. There iz the zame number of
buffers for the both tepe of laws. Walues in theze buffers are uzed with the IP Connection mode.

"when [P Connection mode iz selected, the impairment applied iz the zame to each TCF and UDF
cohnection of an [P Flow (e packetz are lost or delayed in the zame way for even conhections)].

Select the Application to dizplay Traces
|nu:utepau:|

|nterface Selection

Interface A |CMET 36-11-59 [100 Mb/s) 00-08-41-36-1C-74 ﬂ

U ET N R T ME T 36-1C-74 (100 Mb/s] 00-08-41-36-11-59

Select one NIC for Interface A and another NIC for Interface B, and then validate with
“OK”.

Note: you must see in the combo-box (Interface A or Interface B) all NICs available
and operational. If you don’t see any NICs, please do the following steps:

- Verify that your NICs are installed and enabled
- Enable the NICs needed

- Stop NetDisturb Client

- Stop NetDisturb Server

- Reboot your system if necessary

- Start NetDisturb Server

- Start NetDisturb Client

Normally, you should see your installed NICs in the Interface A combo-box.
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As soon as the configuration is done, “Interface A” and “Interface B’ are recognized
by NetDisturb. The MAC Address of the interfaces is displayed in the Client and in

the Server window as shown:

% NetDisturb Client - Impairment Tool for IP networks

File Edit Actions ‘Working Modes  Statistics  Help
IP* Flowus — | Flow $#01
4 - : Mask Lozs Law Delay & Jitter Law
gl |[N0 mazk)] j J | J
4 [Mo packet handled) E dit [Mo Loss) [Mo Delay and no Jitker)
Ii gl # Incaring Packets i} # Lozt Packets 00 ] # Delayed Packets 00 %]
gl rInterface & (MAC) 0003 A1 36 1C 7~ @ rInterface B (MAC]: 0005 A1 3611 53—
li g| Incoming Outgoing
# Packets/Second Op/s AtoB # Packets/Second Op/s
gl Throughput | 0.00 b/s - Throughput | 0.00 b/s
gl Interface Interface
Ii g| . Outgoing l Incoming 8
# Packets/Second Op/is B # Packets/Second Op/s
a Thioughput | 0.0 b/s y Thioughput | 0100 b/s
gl Mask Loss Law Delay & Jitter Law
| Q ||| Mo mask =l = =
Ii gl [Mo packet handled) Sl [Mo Lossz] [Mo Delay and no Jitker)
4 gl # Incoming Packets ] # Lost Packets 00 # Delayed Packets 0[0%]
Fun Cther IP Flows gl
ot ; Total Synthesis
I!Statlsﬂcs Syrthesis by Flow gl v Incoming Throughput  Incoming Pkts  Matching Pkts  Outgoing Pkts  Outgoing Throughput e
FromAtoB | 0.00hkis 0 piz Op Op Opl 000k 0 piz
Run Al ‘ ‘ CPU Usage
FromBto & [ 435 pis 1piz Bp Op Bn| 485 his 1piz |_ g

Graphical user interface for NetDisturb Client with two Ethernet cards configured.

Eﬁ NetDisturb Server - Version 4.0

Impairment Interface Configuration and Statistics
Interface & MAC addr 00-08-41-36-1C-74
# Handled Packets: a0
# Lost Packets:
# Delayed Packets:

Dezequenced:
# Fragmented packets:

(0%
(0%
0%)
0%)

(0%

ol ool o

Incoming on & Outgoing on &
0 # Packets per Second i}

0 # Packets 1]

0.00 b's Throughput 0.00 b/s

Current Parameters

Fefresh Period [in second): 1z # Buffers; 2

Sampling to Compute Throughputs: | 2 5 Traces:

Current Client Connection

Client: [Mo client connected)

Active  Desequencing:

{Ehow Current Trace |

Interface B MALC addr 00-08-41-36-11-59

# Handled Packets:
# Lost Packets:

# Delayed Packets:
Dezequenced:

ol ool o o
i

# Fragmented packets:

Incoming on B Outgaing on B
0 # Packets per Second 0

1] # Packets 0
0.00 b/s Throughput 0.00 b/s

Different
Enabled

Interface Mode: Application

e e IP Flows Lewel

Reset Courters

Context: |Default WS

Show Contest

Parameters

Reset Trace

09h38mn21 s Delay law (Mo Delay, Mo Jitter] selected for Flow 13 Interface B
09h38mn21s Mask [Mo maszk] selected for Flow 14 Interface B

09h38mn21s Lost law [Mo Lozs] zelected for Flow 14 Interface B
09h38mn21s Delay law (Mo Delay, Mo Jitter] selected for Flow 14 Interface B
09h38mn21s Mask [Mo maszk] selected for Flow 15 Interface B

09h38mn21s Lost law [Mo Lozs] zelected for Flow 15 Interface B
09h38mn21 s Delay law (Mo Delay, Mo Jitter] selected for Flow 15 Interface B
09h38mn21s Mask [Mo maszk] selected for Flow 16 Interface B

09h38mn21s Lost law [Mo Lozs] zelected for Flow 16 Interface B

09h38mn21 s Delay law (Mo Delay, Mo Jitter] selected for Flow 16 Interface B
09h38mn33s ------ - Client &dministrator disconnected - - -- - - -

B

Graphical user interface for Server part with two Ethernet cards configured
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5.2 Detailed description of Server and Client startup

5.2.1 Server startup modes
The level of functionality depends on the availability of the NetDisturb Driver. If the

Driver is lacking, a message warns the user. In this case it is possible to continue,
however only some functions will be available - this is called “Restricted Mode”.

5.2.2 Client startup options

When starting the NetDisturb Client, the User identification and Server parameters
window is displayed.

MetDisturh Client

Ilzer

dentification: |Administratar

Cancel

Paszward: |

Server Infarmation
Path ta the Remote or Local HetDisturb Server:
|E1"'.F'r|:|gram FilezhMetDisturbhServersScripth,

MetDisturh Server P Address: | 127 . 0 . 0 . 1

The user identification window is composed of two sections:

% User section

This section allows user identification. The identification could be either any user
name, or the ‘Administrator’ name depending of the chosen mode (Administrator or
User mode). Password is necessary only in association with Administrator name.

ADMINISTRATOR mode:

To be connected as Administrator, Client must provide the corresponding password.
With this mode the NetDisturb functionalities are fully available: Client can modify
laws, stop or activate the relaying process or change contexts.

USER mode:

To be connected as User, Client provides a different identification than Administrator.
Password is not necessary. NetDisturb functionality is reduced to the use of contexts
located on the PC Server. Masks and laws can’t be defined.
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«+ Server Information section

In order to connect with the Server application, Client application needs following

information:

1. Path to the remote Server folder
This path is composed of two parts:

- The drive, the virtual drive or the name of the Server machine.
- The directory location of the Server application where the script subdirectory
(containing NetDisturb.tst) can be found.

2. Server IP address

In case of connection failure (if one of the parameters is invalid), an error window is
displayed to specify the connection error. Then the identification window is displayed

again.

Errors windows may be:

NetDisturb Client X

Connection with MNetDisturb Server can not be established.
Flease check

1) The IP address of the MetDisturb Server

21 The RAS connection

3 The current state of MetDisturh Server

4 Mo other client is already connected.

MetDisturb Client

The MetDisturb Server directory is not available,
Flease check the path.,

Check:

1) The IP address is correct.

2) The RAS link is correctly established
and that data are exchanged between
client and server.

3) Server application is running.

4) Another user is not already connected
to the Server or the NetDisturb Client
is already running on the Server
machine.

Check that the remote machine name is
correct. If necessary, try a connection
with the remote machine using the
Window Explorer: browse the
Neighborhood Network until to reach the
Script folder (this handling could reveal a
necessary password to reach the Server)

© ZTI1 1998-2004

Page 30/83



NetDisturb - User Guide Part 6: Using NetDisturbClient application

Part 6 Using NetDisturb Client application

Client application is the main NetDisturb Man Machine Interface. With NetDisturb
Client you can:

= Select packet stream to process and configure impairments to apply,

= Run / Stop traffic following the configured impairments,

= Open, save... contexts,

= Configure NetDisturb.

All parameters entered in the NetDisturb Client application are automatically
transmitted to the NetDisturb Server application.

Remind

To use NetDisturb:
= First run NetDisturb Server
= Then run NetDisturb Client

6.1 NetDisturb Client Main Window

The NetDisturb Client main window is displayed after client identification. Traffic and
impairment representation on Client main window is based on the following scheme:

( 7 \
Incoming | i=1
packet
Y
s IP Flow #1i
running?
No
Yes
IP Flow # i
Does the Yes No No
Packet
packet match Delay ? L
lost
the mask?
Yes
I
& Yes (delayed) -
y
i=i+1 -
_ Outgoing
>
> 16 packet
No
Yes
Other IP Flows
No No
L Packel Delay ? >
Interface A 0S Interface B
Y Yes
& Yes (delayed) >

Treatments synoptic for selected packets in a flow from A to B
(B to A direction may be configured from the same manner, but isn’t shown on this scheme)
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The NetDisturb Client main window is composed of four areas:

%! NetDisturb Client - Impairment Tool fo
h

IP Flows — |F Flow #01: HTTP

Fun #01 *
4 gl Magk Lozs Law Delay & Jitker Law
Run #02 || HTTPS
|HTTF' j |F|and0m ﬂ |Slow Router j
IChWP
Runjils gl Part E dit U zer-defined Lozz File Edit Canztant Delay E dit
Run #04 || GRE gl 25 m3
Fun #05 IW gl # Incoming Packets ] # Lost Packets 0[0%] # Delayed Packets 00 %]
Run #0E || TELMET gl —Interface & (MAC)K 00 08 41 36 1C 74 - @ — Interface B (MAC] 00 08 A1 36 11 59—
|ncoming Outgoing
Fun #07 || FTFP
4 gl # Packets/Second Opes allzt # Packets/Second Opss
Fun #05 | [ SMTP gl Thraughput 0.00 bz T hroughput 0.00 bis
gl Interface Interface
Run #05 || POP3 ” ”
R IF g| ) Outgoing Incoming g
un -
# Packets/Second Ops B o # Packets/Second Opfs
Run #11 || TFTP gl Throughput 0.00 bz @ Throughput 0.00 bz
Run #12 | [wTe (o
Run #13 || Printer gl b ask Loss Law Delay & Jitter Law
Fun #14 || NETBIDS S| [rrTe > |MoLess) =] |NoDelay, Noditter) |
Fun #15 lr gl Port Edi [Mo Loss) Edit [Mo Delay and no Jitter) E dit
Aol | G QAllff 1 e Feeket 0 # Lost Packets 0[0%]  #Delayed Packets 0[0%)
Run Cther IP Flows gl

it ; — T otal Spnthesis
Ftatlshcs Synthesis by Flaw gl Incoming Throushput  Incoming Pkts  Metching Pkt Cutogoing Ptz Cutgaing Throughpot
‘ From &to B 000 bis O pis Op On Opl 000k Onis

FromBto A 00Db/s 0o on mﬂp opl 000wis 0 iz

&

Alarms

Run &ll

CPU Uszage
|- 3%

The menu is a standard application menu. ltem of the menu are detailed in
paragraph 6.2.

The ‘IP Flows’ area lists mnemonic-names of flows. This area is used to start and to
stop IP Flow unitary or all flows at the time. The button in shape of a magnifying
glass is used to select the flow individually. The last two objects have predefined
behavior: The ‘Other IP Flows’ allows applying specific loss and delay laws to non-
previously filtered IP packets. The ‘Statistics Synthesis by Flow’ object summarizes
flows #1 to #16 and the “Other IP Flows” as shown in paragraph 6.3.

This central-part presents traffic statistics on each IP Flow #1 to #16 or the “Other IP
Flows'. It is used to create, delete and modify lost and delay laws, or IP masks.

The total synthesis area is a reference area where total statistics information is
presented. It includes ‘Alarms’ returned by the NIC drivers or by the NetDisturb driver
when memory errors occur. The CPU information is provided for information about
the current activity of the PC.
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6.2 Menu description

6.2.1 File menu

P
QOpen...
Save
Save fAs...

1 Defaulk Wax

2 Delawandlitker, WS
3 Deployrment WSy

4 Wy Al Simulation, W

Exxit

In order to keep parameters configuration for further tests sessions NetDisturb is
based on context files management. Context files are saved with a wsx extension.
They are usually saved in the Script folder of the NetDisturb Server directory.

A context file contains:

- Impairment parameters (selected mask & laws),

- Configuration values.

The latest context is opened each time the NetDisturb Client starts.

6.2.1.1 New

This command opens a new default context. The default context doesn’t include
laws.

6.2.1.2 Open

This command allows opening an existing context file ((WSX files).

6.2.1.3 Save

This command allows saving parameters and laws defined by the user in a context
file (WSX files).

6.2.1.4 Save as

This command allows saving parameters and laws defined by the user in a context
file, which name is requested in a standard dialog box.
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6.2.1.5 Recent Files

The 4 most recent files are located in the file menu.

6.2.1.6 Exit

This command stops the NetDisturb Client part. If changes where made, the user
gets the opportunity to save them into a context file.

6.2.2 Edit menu

Copy
Paste

Maovve IP Flow #02: HTTPS UP
Maove IP Flow #02: HTTPS DWWk

Insert before IP Flow #02; HTTPS
Delete IP Flow #02: HTTPS
Reset IP Flow #02: HTTPS

The edit menu helps to handle IP Flows.

6.2.2.1 Copy

The Copy item makes a copy of the current IP Flow in a temporary buffer for further
use. Copy includes current selected Mask, Lost Law and Delay Law of both
directions. It includes the IP Flow mnemonic name too.

6.2.2.2 Paste

The Paste item changes current IP Flow parameters by the previously memorized IP
Flow parameters, via Copy. It applies to the Mask, Lost Law and Delay Law of both
directions, and to the IP Flow mnemonic name.

6.2.2.3 Move xxx Up

The Move Up item changes the selected IP flow to one position up. The Move Up
item includes the item’s mnemonic on which the operation applies. For example
‘Move IP Flow #03 Up’ switches IP Flow #03 with IP Flow #02 and the content of IP
Flow #03 is moved into the second item, while the content of IP Flow #02 is moved
into the third position. IP Flow mnemonics move too if they have been defined.
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6.2.2.4 Move xxx Down

The Move Down item moves the IP flow location to one position down. The Move
Down item includes the item’s mnemonic on which the operation applies. For
example ‘Move IP Flow #04 Down’ switches IP Flow #04 with IP Flow #05 and the
content of IP Flow #04 is moved into the fifth position, while the content of IP Flow
#05 is moved into the fourth position. IP Flow mnemonics move too if they have been
defined.

6.2.2.5 Insert before xxx

The ‘Insert before ... item makes a room available at current item location, whose
mnemonic is added. Iltems located after the current item move one position down;
this includes the current item. The current item becomes empty. The 16™ item is lost.
If the current item is the 16", no change appends to the 15™ previous but the current
— the 16™ - is reset.

6.2.2.6 Delete xxx

The ‘Delete before ...’ item deletes the current item and moves lower items to one
position up. The 16" item becomes empty.

6.2.2.7 Reset xxx

The ‘Reset before ..." item sets the content of the current item with default values.
The IP Flow mnemonic is empty.
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6.2.3 Actions Menu

Zonfiguration
Reset Counters
Reset Server

6.2.3.1 Configuration

The Configuration Parameters window is displayed when the Configuration menu
item is selected.

MetDisturb Client - Configuration Parameters

Dizplay Configuration

Refresh Period: |1 [From 12 to BO =]

S ampling Period to Compute Throughpat; |2 [Frarm O to B0 £

" Inztant Thraughput * Average Throughput using Sampling Mechanism Cancel

[ Usze Data Compression when Exchanging with NetDishuh Server

Wworking Mode Configuration when IP Connection iz selected
Mumnber of B uffers Containing Laws W alues; 2 [frorn 2 to 100]

One buffer contents 20480 values generated by Lozt and Delay Laws. There iz the same number of
buffers far the bath bpe of laws. Values in these buffers are uzed with the IP Connection mode.

"When IP Connection made iz zelected, the impairment applied is the zame ta gach TCP and LDP
cohnection of an [P Flow (e packetsz are lost or delayed in the zame way for eveny connections)].

Select the Application to dizplay Traces
haotepad

|nterface S election

Interface A |CMET 36-11-59 [100 Mb/s) 00-08-41-36-1C-7A ﬂ

[l ETe2 Y= M E T 36-1C-724 [100 b

The window is divided in four parts: Display configuration, Multi-flow mode
configuration, viewer to consult traces, and Ethernet board selection:

+ Display configuration
From this area, the user can:

e Define the refresh period for display of GUI's counters.

e Define the sampling period to compute throughput.

e Define the way the throughput will be computed (instant throughput or average
throughput by using sampling mechanism). Average computing means computing
statistics with values of the latest x seconds (x is the sampling period). Instant
computing means computing with value of the latest second.
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Remark: Define an average throughput computing with a sampling period of 0
allows to obtained an average throughput on the whole period of NetDisturb use
(since the last Reset).

e Activate or not the data compression of exchanges between Server and Client.
Remark: Data compression is useful when NetDisturb Client and Server
applications exchange trace and are connected via ISDN or modem. When
NetDisturb Client and Server applications are exchanging on the same PC, data
compression is not relevant.

% Working Mode configuration

When NetDisturb is running in the IP Connection mode, user can define the number
of buffers to allocate for the laws. The number of allocated buffers will be taken on
Server machine RAM memory, said that one buffer consumes 80 Kb. (See paragraph
6.2.4.2).

% Select traces viewer
From this section, the user can define the application used to read traces (word
processor application). Notepad is entered by default.

«+ Ethernet board selection

This section allows selecting the Ethernet cards to use.
When quitting NetDisturb, configuration may be saved in context file. This
configuration is automatically reloaded when the NetDisturb Client restarts.

6.2.3.2 Reset Counter

The Reset counter item impacts both local Client and Server counters. It set to zero
all counters and percentage. It doesn’t reset internal law counters in use by lost and
delay laws i.e. counters used in Burst Uniform Lost law or Router Simulation laws
Delay & Jitter laws.

6.2.3.3 Reset Server

The Reset server item stops the Server Part. When the Server stops, the NetDisturb
Driver is stopped too. Then the Client is closed and the user should restart the Server
and Client parts manually.

6.2.4 Working mode Menu

Warking Modes

v Enable Desequencing Packets {Internet-like)
Disable Desequencing Packets (Ethernet-like)

v Laws gpply to the IP Flow
Laws Apply ko each TCPYUDP Conneckion of the IP Flow

Impairment may introduce changes in the packet sequence. It is an option to keep
the packet sequence or not.
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NetDisturb can analyze IP packets to split them into the TCP or UDP connection they
belong to. This mode makes possible to apply the same impairment values to each
packet of each connection, e.g. to loose the third packet of each connection.

6.2.4.1 Enable/Disable Desequencing Packets

One of the Ethernet characteristics is to keep packets received in order. Internet
hasn’t’ this constraint regarding the packet ordering: some packets can use one way
while others another one, with the consequence the receiver may get packets
unordered. NetDisturb can simulate an Internet network or can react as Ethernet
does.
How NetDisturb is face or creates to an unordered case:
It may append a delay to apply to one packet makes this packet to be sent
before previous ones, because the delay to apply to the latest packet is
smaller than the inter-packet delay and the delay applied to older packets are
reduced to be sent before the new packet.

6.2.4.2 IP Flow versus TCP/UDP Connection IP flow modes

% IP Flow

When the ‘Law Apply to the IP Flow’ option is selected, every packet meeting running
filter masks requirements are considered to belong to the same flow. Processing is
carried out in “continue”. When the user defines to lose 1 packet on 3, the third
received packet is lost, whatever the TCP/UDP connection it belongs to.

% Connection IP Flow

When the ‘Law Apply to each connection of the IP Flows’ is selected, NetDisturb
analyses each IP packet trying to put the IP packet into a TCP or UDP connection,
using protocol, IP addresses and port numbers. If the connection doesn’t exist, a new
one is created.

Let's take an example. When the Connection IP Flow is selected, if the lost law is to
loose 1 packet on 3, the third packet of each TCP or UDP connection will be lost. Up
to 10000 connections can be handled simultaneously.

A flow disappears automatically when the TPC connection is closed and after a
configurable time for UDP connections. This time is configurable in the Registry
parameters of the NetDisturb Driver.

« Buffers (for Connection IP Flow only)

The number of buffers defines the number of values (delay or loss) kept by
NetDisturb Driver and used for each Connection IP Flow.

One buffer contains 20480 values and the minimum number of buffers is 2.

In Connection IP Flow mode, NetDisturb Server application generates delay and lost
values as much as NetDisturb Driver can keep. When NetDisturb Driver detects a
new flow, it gets its own pointer to lost and delay values exclusive of other flows. This
pointer starts at the beginning of the set of values. In case of connection with a large
number of packets, the pointer increases fast; when connections have few packets
their pointer increases slowly. When the pointer reached the latest value, it restarts at
the beginning in a circular way.
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6.2.5 Statistics

Skatistics

Skart

Configuration

NetDisturb statistics can be saved into a text file. Values saved are shown in the
‘Statistics Synthesis’ view (see 6.3 for more details). They are saved at the same rate
they are visually refreshed.

Columns and IP Flows to put in the statistics file can be selected via the configuration

dialog box. Both A to B and B to A direction are saved.

6.2.5.1 Start

Start to save statistics into the file. An abstract of each selected connection (Mask
name, Lost and Delay law) is save at the beginning of the file, followed by the list of
statistics, one column per statistics.

Each following record gets the format:

Columns separated by a tab Comment
MM/DD/YYYY Month/Day/Year
hh:mm:ss.mmm Hour:Minute:Second.millisecond
#xx or Total Connection number or Total Synthesis when it

refers to A to B direction. When B to A direction,
this column is empty.

Statistic value One value per selected statistic as described in
the paragraph 6.2.5.3.

When the statistics are writing, the file can be opened but not changed. If the file
exists it is rewritten.

Throughput values are expressed in Kbps. Throughput packets are expressed in
packets per second (pkts/s).

6.2.5.2 Stop

Stop to save statistics into the file. The file is closed: it can be renamed or copied.

6.2.5.3 Configuration

This option allows defining various export parameters.
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NetDisturb Client - Export NetDisturb Statistics E|
Browsze

"What to Export wihich Statiztics @
P Flowls] |v Percentage

M1 WET 9 [ 13
L '7

W2 e [ 10 14
r

3 [ 77 11 [ 15
4 [ 8] 12 16 [
I Other P Flows =
r
[w

1
Filehame |E:'xT emphMetDisturbS tatistics.\\/

Incaming Throughput
|nzoming Packetz
Lozt Packets

Delayed Packetsz

Al | None |

v Including Total Synthe@

0k, | Cancel | Help

Outgoing Packetz

Outgoing Throughprt

<

Statistics can start if at least the filename, one flow and one Statistics item are
selected.

% Filename ©@
The filename edit box contains the target file name where statistics will be written. If
the file still exists, new statistics are appended at the end of the file.

< What to Export @
This section is used to select IP Flow to include in the statistics file. IP Flow #01 to IP

Flow #16, plus the Residual flow can be selected. The Total Synthesis © refers to
the bottom part of the Client Windows (part 4 in the detailed description 6.1).

 Which statistics @
This section is used to select the statistic items to save.
e Percentage
This statistics presents the relative part of the IP Flow, direction dependant,
against the number of filtered packet. It is not relevant for the Total Synthesis.
e Incoming and Outgoing Throughputs
These statistics include the volume throughput (in Kb/s) and the packet
throughput (packet per second), one statistics per column. They are relevant
for the Total Synthesis.
e Lost or Delayed Packets
These statistics include the number of packets. They are not relevant for the
Total Synthesis.
¢ Incoming and Outgoing Packets
These statistics include the number of packets. They are relevant for the Total
Synthesis.
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6.3 IP Flows

This section describes the IP Flow Client part area.

6.3.1 General description

— [P Flowws

Fun 101 | I (&
Run oz |[Hrres™ O
run oz {fiowe O
runtina{[ere Y
Runins {[reve O
Fun #0 | [Techer O
runsior {[Fe O
Funioa{[smre O
Runinaf[rors
oo v &
runtit [ O
Run #12 | [s02.18 cvtany O
Run #13 |[printer O
Fun 14 |[nETBIOS O
runtisf[oor O
runie|[ter &

Fun |[cther P Fows O

Statistics Synthesis by Flow 4

Fun Al

Left buttons (Run #xx/Stop #xx) L0 |
e Each IP Flow can be started or stopped unitary.

e The button ‘Run/Stop #xx’ indicates the status of the
IP Flow will get if the button is pressed. This button
is grayed when Interface A and B aren’t defined.

Edit area

e |IP Flow #01 to IP Flow #16 can be named with a
mnemonic that helps to remember impairment
parameters or mask used.

e The IP Flow Residual can’t be renamed: it has
specific characteristics described in paragraph 6.3.3.

Buttons in shape of a magnifying glass g
¢ This button is used to access the details
configuration and statistics of a specific IP Flow.

e The color changes to show the current status of the

flow li

Statistics Synthesis flow Peisties Syrhesis by Flow ol

e When selecting this view by pressing the button g
the user can get an abstract of the activity of all
flows. Details can be found in paragraph 6.3.4

Fiun &l I S bom Al I
Bottom buttons

e The ‘Run All' button starts all non-yet-started IP
Flows, event IP Flows that don’t have a mask
defined.

e The ‘Stop All’ button stops all running IP Flows.
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6.3.2 Status of IP Flows

Idle status
The idle status is the default status of the IP Flow.
The ‘Run #XX' button is colored in blue and the button in shape of a
magnifying glass is white colored:

Fun #02 | [ smTe o

If IP Flow details are shown, the edit part and button in shape of a magnifying
glass are blue, whatever the status is:

oo | T

Active Status
The active status is indicated by the ‘Stop #XX’ button and button in shape of
a magnifying glass colored in green:

Stop #0071 || HTTP Q|

When the current IP Flow is in active state, the active status is indicated by the
button ‘Stop #XX’ remains green but the label and the button in shape of a
magnifying glass are blue:

sap 01 | NN

6.3.3 The ‘Other IP Flows’

The ‘Other IP Flows’ is in charge to handle IP packets that haven’t been filtered by IP
Flows #01 to #16. This is why the mask isn’t available for this predefined IP Flow.

The ‘Other IP Flows’ can be used to lose the IP packets not filtered by previous IP
Flows. The same operations apply to the ‘Other IP Flows’ as to other flows
(Run/Stop, Run All/Stop All, etc.)

The colored rules described in paragraph 6.3.2 are relevant to the ‘Other IP Flows’.
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6.3.4 The ‘Statistics Synthesis’ view

The next picture shows the statistics Synthesis view, when IP Flow is running.

EE,‘ NetDisturb Client - Impairment Tool for IP networks - Default. WSX

File Actions  ‘Working Modes  Statistics  Help
IP Flaws IPFlows % Incoming Throughpot Incoming Plkts Lost Pkts Delayed Pkts Outgoing Pkts  Outgoing Throughput
Y ) (] 2 e 1 o s
ol Qllefger 8 ome o 3 genwmm b
somffor |wfff 8 mw qw g sed o ow w1
fun 4oz Qfwefef o oobe ome 0 old  olod 0 ombs  0ps
cwas|Ree " X Jws{GR] | SREE BB 8 o4 o4 0 ombs b
s |rEer O Jeos{BR8 0 SRE:  BEr 8 ohd  ohd 0 ombs  0ps
Stap tor |[Fre & lwrfBih & Gooee 0w am  opd bY@ oows oo
|l O Jes{BRR 0 SMbe DR 0 omd ond 0 ombs  ops
swpmspors & ws{gRl 0 SRDE BE: 0 ohd ohd 0 omos 0w
_Aunan[we QlwofGel o 0oes om0 oA ood D ombs s
T L~ | A B B R
comaffQlefal? 8oSB ol 8 mew med o oame o
e | R B
e | A A
swoms [ @ wef808 % T e s pgH gy wes mon e
P A | 112 O 1 G A
it i BN N N
I!Statistics St by Ao W—Total Swﬂlthelsnigoming Throughput  Incoming Pkts  Matching Pkts  Outgoing Ptz Outgoing Throughput
FromatoB[ 652 KkiE|  402pis 106803 p| 106901 p 106eas p | 652 Keis| 492 pjs | DRSNS
EEE hade ‘ FromBto A 724 piz 2pis 2010 p 1711 n 0100 | 724 bis 2 pis EF"IUD:Lsage

To get this view, press the button in shape of a magnifying glass of the ‘Statistics
Synthesis by Flow’ item.

6.3.4.1 Detailed description

IF Flows % |ncoming Throughput [ncoming Ptz Lozt Pkte Delaved Pkte Outgoing Pkiz Outgaing T hroughput

{ﬁ mB 0 000b4s 0p/s 0 0[0%] 0[0%] 0 000bs 0p/s
B Ewea 0 000bs 0p/s 0 0[0%] 0[0%] 0  000b/s 0p/s

There is one line per direction of the exchange. The upper line refers to the Interface
A to Interface B direction. The second line is the opposite direction.

IP Flow
This column presents the flow number and the direction reference

%
This column presents the percentage for a given direction of a given IP flow of
the number of Incoming packets relative to the overall number of matching
packets.
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Incoming Throughput
This column presents the instant throughput, computed between two refresh
periods. Both volume and packet throughputs are shown.

Incoming Pkts
This column presents the number of packets that applies to the IP Flow for a
given direction.

Lost Pkts
This column presents the number of packet lost, and the percentage of those
packets regarding the number of Incoming packets of the IP Flow, for the
relevant direction.

Delayed Pkts
This column presents the number of packet delay, and the percentage of
those packets regarding the number of Incoming packets of the IP Flow, for
the relevant direction.

Outgoing Pkts
This column presents the number of packet sent to the opposite interface for
the given IP flow and direction. It should be the number of packets filtered
minus the number of packets lost, for this IP Flow and direction.

Outgoing Throughput
This column presents the instant throughput, computed between two refresh
periods of packet sent to the outgoing Interface. Both volume and packet
throughputs are shown.

When some IP Flows are active, corresponding lines are colored as shown:

E},‘ NetDisturb Client - Impairment Tool for IP networks - Default. WSX

File: Actions  Working Modes  Statistics  Help
— P Floyes ———  IPFlows % Incoming Throughput Incoming Pkt Lost Pkts  Delaped Pkts  Outgoing Pkis  Outgoing Throughput
s W fafpnd 8 OGBY SE SR RE o oumn o
[ U R A B
BT B
_Fun 4 [ ore Qjwaf5es o oobs 0w 0 ohd o 0 omos  oba
sepis|leswe & fuelgel 0 BRL: 02 0 ond obd 0 omon oo
s |[Ever QY lwef80} 8 BRb: 02 0 ol ohd 0 ombs  oon
_stop 407 |[Fe & |wrfeed £ Bibe Jehe  sm obd oA o s o
wonfsn Qfefpel §OGBY G2 D SR Md b oumy o
sopws|lpors & fwelgeh 0 BRG: 020 0 Ghd  ob 0 omos o
nrof W |eofg8 8 EBE S § 0 SeY omd b osmk o
e [FF @ [efalt 3 odm o gar 8 okd oo foum o
LIRS |EZXCITED e U e 10 e o o T - N 0 omos oo
e T VY ! 0 S o S (1o I (12 BT o
sef[Emos QY lwafdod 8 BRE: 0% 8 olhd  ohd 0 omos  oon
sopmo[r O [wofA8 % M wem: e 00y e e o
el QUfegid BT 8% p SR dmd b ogmy oy
sop_[[omerons & | {500 7GRk TR W ohd ka0 e TE
Ftatistcs Syrthesis by Fiaw [@ |74 B g Througnoll Fooming Fits Matching FIts_Ouigoing FIEs_ Outgong ThioLghout
FromatoB | 726 Mois| 4679 pis 102365 0| 102367 p 102351 p | 7.26 Mis| 4680 nis
] ansl ";mmB‘DA 127 izl 27 wis 1551 B 1346 0 1551 0| 127 Khis| 27 nis CF;ﬂisage

© ZTI1 1998-2004 Page 44/83



NetDisturb - User Guide Part 6: Using NetDisturbClient application

6.4 Impairment parameters and associated commands

Impairment parameters are Mask, Loss laws and Delay laws. These parameters can
be modified from the top (for A to B direction) and bottom part (for B to A direction) of
the NetDisturb Client main window.

bl sk Lozz Law Delay & Jitter Law
LDP j |EIneF'erT e j |S|-:uw Router j
Pratacal Bk |zer-defined Lozz File Edit Consztant Dielay Edit
25 msz
# Incoming Packets 195002 # Lost Packetz| 19500 [10 %] # Delayed Packetz | 175502 [90 %]

Top part of Client main window

This frame is composed of three parts: Mask, Loss law and Delay law.

In each part, you will find one “combo-box”, which allows selecting process to apply.
Below this “combo-box”, there is a “comment” area which sums up the selected
processing features.

“Edit” button allows reaching configuration window of the impairment parameter.

+ Mask

On the left part, the Mask is presented. This set of parameters allows selecting
packets to process. The number of packets that match the mask is displayed (#
Incoming Packets) below the list of defined masks.

% Loss Law

This part presents the loss law applied on the selected packets. This is the first
process applying to the matching packets. It displays the number of lost packets and
the ratio of packets lost on the number of filtered packets for the current IP Flow.

< Delay & Jitter law

The rights part of the frame presents the delay & jitter law applied to the filtered
packets that were not lost. The number of delayed packets and the percentage of
delayed packets on number of filtered & not lost packets are displayed.

Once created a new mask or a new law, it will be available in the list for the two
directions.

6.4.1 Selection of a Mask, or Lost and Delay/Jitter law

To change the selection of the mask (or law), select the requested mask (or law) from
the list. The mask (or the law) is automatically selected.
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6.4.2 Mask configuration

A mask is a set of parameters to select the packets to lose and to delay. It is
composed of a combination of nine items where each one of them is optional:

©CoNO>ORWN=

MAC Destination Address
MAC Source Address
VLAN-ID list (802.1Q)
Type Of Service (TOS)
Protocol
IP Destination Address
IP Source Address
Destination Ports list
Source Ports list

The list format is detailed in the paragraph 6.4.2.5.

By default, the following masks are included in the file Default.Wsx:

Combo-box Comment area Description

(No mask) No parameter This mask disables the IP Flow because no packet can match
a Mask without selection criteria.

TCP Protocol This mask considers only IP packets with a protocol set to
TCP.

UDP Protocol This mask considers only IP packets with the UDP protocol.

HTTP Protocol+Ports This mask considers IP packets with the TCP protocol and the
destination ports 80 or 8080.

FTP Protocol+Ports This mask considers |IP packets with the TCP protocol and the
destination ports 20 or 21.

SMTP Protocol+Ports This mask considers |IP packets with the TCP protocol and the
destination port 25.

POP3 Protocol+Ports This mask considers |IP packets with the TCP protocol and the
destination port 110.

VNC Protocol+Ports This mask considers |IP packets with the TCP protocol and the
destination port 5900.

HTTPS Protocol+Ports This mask considers IP packets with the TCP protocol and the
destination port 435.

TFTP Protocol+Ports This mask considers IP packets with the UDP protocol and the
destination port 69.

NTP Protocol+Ports This mask considers IP packets with the TCP protocol and the
destination port 123.

TELNET Protocol+Ports This mask considers IP packets with the TCP protocol and the
destination port 23.

GRE Protocol This mask considers IP packets with the GRE (x2F) protocol.

RSVP Protocol This mask considers IP packets with the RSVP (x2E) protocol.

ICMP Protocol This mask considers only IP packets with ICMP (01) protocol.

NetBIOS/TCP

Protocol+Ports

This mask considers IP packets with the TCP protocol and
destination ports 137, 138 or 139.

Printer/Port Protocol+Ports This mask considers IP packets with the TCP protocol and
destination port 9100.
VLAN VLAN-ID This mask considers IP packets when the VLAN ID is included

between 1 and 5.
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To edit a new mask click on “Edit” button from the main window in the Mask area.

b azk, Lozs Law Drelay & Jitter Law
UDP j |E|neF'erTen j |S|0w Router ﬂ
Protocol |dger-defined Logs File Edit Constant Delay Edit
25 ms
# Incoming Packets 13R002 # Lost Packetz | 19300 [10 %] # Delayed Packetz | 175002 [90 %]

The following window is pop up:

MetDisturh Client - Edition of Masks
t azk [dentifier

Current List: | HTTF ﬂ Mew | dentifier:

Delete
Irmpaortant

* & b azk combines different optional parameters: Ethernet header, list of WLAM-D, IP header and ligt of ports.

* The zame mazk can be uzed for the directionz A to B and B to A, According to the direction from which pou edit the mazk, the following
pararneters will be inverted: destination and source addrezses [MALC & IP), destination and source of ports lizts.

t azk. Definition

Mazk related to the Ethernet Header Mazk related to VLAN [B0Z210]
MALC Destination Address: I_ I_ ’_ I_ I_ I_ YVLANAD List |
MALC Source Address: I_ I_ ’_ I_ I_ I_ [see note 1)
[hexadecimal]

Mazk related to the I[P Header

Type of Service [byte]: |[f'l'2'f'"3] ﬂ Desztination |F Addieszs: ’_ ’_ I_ I_
Protocal: |UE TCF j Source P Address: ’_ ’_ l_ l_
[zeE note 2] [decimal]

Maszk related to the Protacol (available with UDF and TCP pratocals)

Desztination Part List: |BD;BDBD Source Paort Lizt: |

[zeE note 1) [zeE note 1]

Rezet the Maszk Definition |

—Mate 1 — Moke 2
Az WLAM-ID izt and listz of ports, you can enter: The Tupe of Service and Protocol fields accept Uszer-defined
- arange of values [i.e from 120 to 250 should be wnitten 120-250] valugs. The spntax is the fallowing:
- of individual valuesz zeparated by zemicolon [i.e. BO0E00) - 2 hemadecimal digits,
- or both [i.e. 500;550-560:533) - at least one space followed by an optional mnemanic text.

[ 1] Cancel

This window is composed of 2 main areas: mask identifier and mask definition, with
various buttons.

The reference for the Source and Destination addresses and ports depend on the
original Interface ‘Edit selection. In case the ‘Edit’ button from the Interface A was
pressed, the direction from Interface A to Interface B is the reference direction. If the
mask is re-edited from the Interface B, then fields Source and Destination are
inverted automatically by the NetDisturb Client to match the new direction.
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6.4.2.1 Mask Identifier

The mask identifier is used to select an existing mask in the “Mask Identifier” combo-
box. An existing mask can be deleted by pushing the “Delete” button.

From this part, the user can also add a new mask, by entering a name in the “New
Identifier” area and clicking on the “Add” button”.

6.4.2.2 Mask definition

The central part of the window is dedicated to the parameters that the mask defines.
When a parameter is defined, the IP packet should contain all parameters of the
mask to belong to the IP Flow.

A mask is defined by the combination of four types of parameters:

Ethernet header

MAC destination address (enter a hexadecimal value).
MAC source address (enter a hexadecimal value).

VLAN-ID list

VLAN-ID number (enter a decimal value or a list — see 6.4.2.5 for more
details).

The VLAN-ID can be used only with Ethernet type 8100 frames. In that case,
the IEEE 802.1Q format is assumed.

Dest. | Src. TPID | TCI Standard Ethernet Frame

TPID means Tag Protocol Identifier. It is equal to 8100.
TCI means Tag Control Information. It includes the VLAN-ID as shown:

TCI P Priority | CFI VLAN ID
16 bits 3 bits 1 bit 12 bits
IP Header

Type of Service (TOS) — Select an existing value or enter a new hexadecimal
value (2 digits plus an optional comment).

Protocol (ICMP, TCP, UDP, ...) — Select an existing value or enter a new
hexadecimal value select a protocol by using the combo-box (2 digits plus an
optional comment).

IP destination address (enter a decimal value: ex. 192.168.000.017).

IP source address (enter a decimal value: ex. 194.001.001.076).

Ports (for TCP or UDP packets)

Destination port number (enter a decimal value or a list — see 6.4.2.5 for more
details).

Source port number (enter a decimal value or a list — see 6.4.2.5 for more
details).
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Each parameter of a mask is optional. When sets, the parameter(s) should be
present in the IP Frame to match the mask.

Each mask is defined in reference to a direction in order to identify to which interface
the source and destination addresses belongs to. When processing applies on the
other direction, NetDisturb reverses automatically the source and destination
addresses and ports.

6.4.2.3 Action buttons

To manage the Mask list, various buttons are available:
Delete: This button should be used to remove a Mask from the current list.

Add: This button should be used to insert a new Mask Identifier into the current Mask
Identifier list.

Add Changes into the Mask: This button saves the values for the current mask. It
inserts the new Mask |dentifier if the Identifier was not already in.

Reset the mask definition: This button blanks all fields.

OK: This button saves in the current context all modifications made i.e. new Mask
identifiers as well as changes on the existing masks.

Cancel: This button ignores all modifications made i.e. new Mask identifiers as well
as changes on existing mask.

6.4.2.4 To create a new mask:

Enter a name in the “New ldentifier” edit field,

Click on “Add” to memorize the |dentifier,

Define mask parameters in the “Mask definition “area,

Click on “Add Changes into the Mask” to save this new mask,

Press “OK” to quit the “Edit a mask” window or restart the operation at 1.

ahwN=

Up to 100 masks can be created.
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6.4.2.5 List of values

Some parameters in the mask can be a list of values. To match the mask, the IP
packet should include one value from the list. The syntax of lists allows a set of
individual values or ranges of values. Both individual values and ranges can be
mixed. Values are decimal.

The separator character between individual values or ranges is semi-coma (;). The
syntax used is very near the syntax of the printer for a set of pages.

6.4.2.5.1 Individual value

An individual value is one and only one value.
Ex: 135

6.4.2.5.2 List of individual values

A list of values is multiple individual values, each separated by a semi-coma.
Ex: 25; 80;110; 435

6.4.2.5.3 Range of values

A range of values is a set of values indicated by the first and the last of the
range of the range, both included. The first value is separated from the last
value by a dash

Ex: 2009-2020; 3000-3100

6.4.2.5.4 Complex list
Here is an example including individual and ranges.

List: 12; 13; 25-30; 50-100; 120
Values matching: 12, 13, 25 to 30 included, 50 to 100 included, 120
Values not matching: 11, 24, 31, 101, 119, 121
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6.4.3 Loss laws configuration

NetDisturb losses the selected IP packets following mathematical laws configured by
the user. Up to 100 loss laws can be created. By default the following laws are
defined in the Default.wsx context file:

Combo-box (law identifier)

Comment area

Description

(No Loss) (No Loss) With this option, no loss is applied to the IP
Flow.
Constant loss Button “Lose 12 | 12 packets are lost each time the user
packets” activates this button.
Uniform loss Uniform Loss Domain values [1 to 100] Threshold = 30
From 1 to 100
Burst Uniform loss Burst Uniform Loss Domain values [10 to 1000]
Domain: [10. — 1000.] Threshold (n) = 350 Threshold (n+x) = 380
Depth =2
User File loss Values from file Sample file: OnePerTen.txt

Loss of 1 packet per 10 packets

6.4.3.1 Loss laws and Working mode

Working Mode: Laws applying to IP Flows

When a loss law is selected on a given IP Flow, the law applies to all packets
matching the mask. For each new packet, a new loss value is extracted from
the law or from the file, depending on the type of law selected. These values
are stored in a table by NetDisturb. When the table is empty, NetDisturb
Server provides a new table to the NetDisturb Driver with new values
depending on the law.

This value is compared to the Threshold: if the value is greater or equal than
the Threshold, the packet is lost. Otherwise, the packet continue to be handled
and may be delayed.

Working Mode: Laws applying to each TCP/UDP connection of the IP Flows

When a loss law is selected on a given IP Flow, the law applies to all packets
matching the mask.

These values are stored in a table maintained by NetDisturb. NetDisturb
Server provides once a table to the NetDisturb Driver with values depending
on the law. NetDisturb loops on values from this table: when the end of the
table is reached, NetDisturb Driver restarts at the beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is
used to classify the packet. Else, only the IP addresses and protocol are used.
For each packet, a loss value is extracted from the loss value buffer, at the
current index of the packet of the given connection. When the end of the table
is reached, values extracted restart at the beginning.

This value is compared to the Threshold: if the value is greater or equal than
the Threshold, the packet is lost. Otherwise, the packet continues to be
handled and may be delayed.
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6.4.3.2 How to create or to edit Loss laws

To configure loss laws click on “Edit” button from Client main window “Loss law” top
or bottom part.

b azk, Lozs Law Drelay & Jitter Law
UDP j |E|neF'erTen j |S|0w Router ﬂ
Protocol ﬂ |dger-defined Logs FiI Eonszt?jnrtng elay M
# Incoming Packets 13R002 # Lost Packetz | 19300 [10 %] # Delayed Packetz | 175002 [90 %]

The following window is pop up:

MetDisturb Client - Loss laws

Law |dentifier

|[N|:| Logsz] j

Congtant lozs
Iniform logz

Burzt Unifarrn logs
I1zer File lozz

|

1
LRI

ok Cancel

Loss Laws window is divided in three parts:

% Law identifier:

It is used to choose an existing law from the “Law Identifier” combo-box. An existing
law can be deleted by pushing the “Delete the Law” button.

From this part, the user can also add a new law, by entering a name in the “Add a
New Identifier” area and by clicking on “Add the Identifier” button”.
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++ Action buttons:

The ‘NetDisturb Client - Loss laws’ window handles a temporary list of laws until the
user press the OK or Cancel button.

Button Action
Delete the Law: Remove the law from the temporary list.
Add the Identifier Add the Identifier in the temporary list.
Save Parameters Changes: Temporary saves changes in parameters of the
current law.
OK: Permanently saves changes (addition, deletion and

parameters changes) and closes the window.

Cancel: Allows ignoring all modifications made since the
window has been opened.

«+ Parameters of the Law:

This area is composed of a list box to select the loss law to apply, and different edit
areas may be enabled in order to input parameters.

The “Value range” allows seeing the range of values generated by the law for the
user-defined parameters. It applies to Uniform Loss law and Burst Uniform Loss law.

A list box allows selecting one type of law - four kinds of loss law are available:
Constant law: #packets to lose

Uniform loss law: dx/[beta — alpha]; threshold

Associated uniform law: dx/[beta — alpha] ; threshold ; increment

Law imported from a file: file name; threshold

To create a new loss law:

Enter a name in the “Add a new Law Identifier” edit field,

Then click on the “Add Identifier” button.

Select one type of law,

Enter law parameter(s),

Press the “Save Parameters Changes” button.

Press “OK” to quit the “Loss laws” window and to save new ldentifiers and
changes.

ocoahkwbh=
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6.4.3.3 Constant Loss law

When a fix loss law is selected, NetDisturb will lose the number of packets defined by
the user. A button «Lose xx packets» replaces the summary area in the main
window. Each time this button is pressed, xx packets are lost.

NetDisturb Client - Loss laws

Law |dentifier
|Eu:unstant lozz j Delete the Law

Add a new Law [dentifier:

Parameters of the Law

|Eu:unstant Loss

|
t packets: |12
Ii

LRI

Fange of Yalues: Mo range for Congtant Loss Law

The rumber of packets o loze iz defined by the uzer. Packetz are lost in a
consecutive way, each time the user clicks the 'Loze M packets' button at
the [P Flow level. “When prezzed, the buttan remains graved untl the nurmber
of packetz haz been lost,

ok Cancel

For this law, only one parameter must be defined: # packets
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6.4.3.4 Uniform Loss law

When a uniform loss law is selected, a uniform distribution of numbers contained
between the Alpha and Beta supplied by the user is computed and stored in a table.
This table and the threshold (also supplied by the user) are then transmitted to the
NetDisturb Driver.

MetDisturb Client - Loss laws

Laws |dentifier
| [ nifarm logs j Delete the Law

Add a new Law [dentifier:

Parameters af the Law

| Unifarm Loss laws [fi] = de/[beta - alphal] |

|

Alpha: |1 Beta: |100
Threshald: |30 |
Ii

Fange of Yalugs: From 1 to 100

The lozz of packets iz uniformaly distnbuted 1. the burst of lozz 1z minimized.
Wwihen the law returng a value greater ar equal than the Threshold parameter,
the packet iz lost,

The NetDisturb Driver picks a number in the table (see also 6.4.3.1) for each
selected packet. If this number is greater or equal than the threshold, then the packet
is lost.

Mathematical function (see Uniform law in annex 8 for more information):

Uniform law on («, #) range

fx)=1/(f-a) if a<x<p
f(x)=0 else

For this law, three parameters must be defined:
Alpha: min value of the range
Beta: max value of the range
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Threshold: if the calculated number by the law is greater or equal than the
Threshold value, the packet is lost.

6.4.3.5 Burst Uniform Loss law

NetDisturb Client - Loss laws

Law |dentifier
| Burzt Urniform loss j Delete the Law

Add a new Law [dentifier:

Parameters of the Law

|Eur$t Iriform Loss law [f[x] = dw/[beta - alpha] j

|

flpha; |10 Bets: |'||:||:||:|
Threshald [n): 350 Threshold [re): |3B|:|
Drepth: |2

Fange of Yaluez: From 10 to 1000

The lozz of packets iz uniformaly diztributed with burst of lozz enabled. The
burzt iz limited by the Depth parameter: thiz iz a set of conzecutive packets.
“Wiher the law returng a value areater ar equal the Threshald(n] parameter,
the first packet of the zet of packets iz lost. For next packets of the set, the
lavs iz compared to the Threzhold[n+x] parameter until to no logz or when the
nurnber of lost packets eguals the Depth value.

ok Cancel

As in the Uniform Law, the Burst Uniform Law calculates a table of numbers
uniformly distributed between Alpha and Beta. This table is transmitted to the
NetDisturb driver with two thresholds T1 (Threshold (n)) and T2 (Threshold (n+x))
and one depth value (D).

The T1 threshold is the first loss factor.
The T2 threshold is the second loss factor, used in correlation with T1 and for a

maximum number of packets defined by the D parameter. T2 may be greater or lower
than T1.

This law allows generating burst losses.
Processing is applied as follows:
= NetDisturb Driver picks a number from the table for each packet (see also 6.4.3.1)

= For the packet n, the NetDisturb Driver picks one number from the table (current
number), and lost it if this number is greater or equal than T1.
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= If the packet n is lost, the following packets (up to n+D) will be lost if the picked up
number is superior to T2. This threshold (T2) is applied to process the following D
(depth) packets with the following rules:
o If the packet n+i (with i < D) is not lost, the threshold comes back to T1 (the
burst loss is stopped).
e |f the packets (from n+1 up to n+D) are all lost, the threshold comes back to
T1 (the burst loss is stopped).

6.4.3.6 User-defined Loss file

MetDisturb Client - Loss laws

Law |dentifier
| IJzer File loss j Delete the Law

Add a new Law [dentifier:

Parameters af the Law

|L|ser defined Loss File J

Eile... |I “Program FileshMHetDizturbhServer\ScriptyOnePerT en.

Threshold: |2
Ii

mi.

Range of Yalues: Mo range for User-defined Loss

Walues extracted from the file are uzed to loze packetz. When the value iz
greater or equal than the Threshold parameter, the packet iz lost.

When this law is selected, loss values are extracted from a file supplied by the user.
File must be a text file. Losses are expressed in integer positive number. Separators
used for decoding are End of Line (CR or CR-LF), semicolon, coma, and tab or
space characters.

To assure performance, file is read in one shot, and stored in memory at law
selection time. Values are used to load the table transmitted to the NetDisturb Driver.
In order to not overload the memory resources, maximum read number of loss is
limited to 40 960.

If the file size exceeds table size, only the part that can be memorized will be read.
The rest of the file will be used for the next loading.
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If the file size is too small to fulfill the table, fulfilment is done by reading back the file
from its beginning.

The NetDisturb Driver picks a number in the table (see also 6.4.3.1) for each
selected packet. If this number is greater or equal than the threshold, then the packet
is lost.

The file sample (OnePerTen.txt) illustrates a loss of 1 packet for 10 packets sent
when the Threshold value Tis 0 < 7< 100.
(The content of the file OnePerTen.txtis:0 0 0 0 0 0 0 0 0 100)

- For any Threshold value greater than 1 and smaller or equal than 100, only
the 10" packet is lost.

- If the Threshold value is greater than 100, no packet is lost.

- If the Threshold value is 0, all packets are lost.

Here is another example of the impact of the threshold value. The file content of the
fileis: 10 20 30 40 50 60 70 80 90 100

Packet # Value Lost result with Value Lost result with Value Lost result with
extracted | Threshold =95 | extracted | Threshold = 50 | extracted | Threshold =15
1 10 Continue 10 Continue 10 Continue
2 20 Continue 20 Continue 20 LOST
3 30 Continue 30 Continue 30 LOST
4 40 Continue 40 Continue 40 LOST
5 50 Continue 50 LOST 50 LOST
6 60 Continue 60 LOST 60 LOST
7 70 Continue 70 LOST 70 LOST
8 80 Continue 80 LOST 80 LOST
9 90 Continue 90 LOST 90 LOST
10 100 LOST 100 LOST 100 LOST
11 10 Continue 10 Continue 10 Continue
12 20 Continue 20 Continue 20 LOST
13 30 Continue 30 Continue 30 LOST
14 40 Continue 40 Continue 40 LOST
15 50 Continue 50 LOST 50 LOST
16 60 Continue 60 LOST 60 LOST
17 70 Continue 70 LOST 70 LOST
18 80 Continue 80 LOST 80 LOST
19 90 Continue 90 LOST 90 LOST
20 100 LOST 100 LOST 100 LOST
21 10 Continue 10 Continue 10 Continue

Note: Continue means the packet is not lost and may be handled by the Delay & Jitter
law, if defined.
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6.4.4 Delay/Jitter laws configuration

NetDisturb can delay IP packets following mathematical laws configured by the user
or using values extracted from an input file. These values apply to IP packets
matching to the selected mask and when a loss law doesn’t lose the packet.

If the value is constant, it is a Delay. When values vary, that is the case with
mathematical laws, it is a Delay & Jitter value.

Up to 100 Delay & Jitter laws can be created.

6.4.4.1 Delay & Jitter laws and Working mode

Working Mode: Laws applying to IP Flows

When a Delay & Jitter law is selected on a given IP Flow, the law applies to all
packets matching the mask that haven’t been lost. For each packet, a new
Delay & Jitter value is extracted from the law or from the file, depending on the
type of law selected. These values are stored in a table by NetDisturb. When
the table is empty, NetDisturb Server provides a new table to the NetDisturb
Driver with new values depending on the law.

The value is the number of milliseconds the packet is delayed.

Working Mode: Laws applying to each TCP/UDP connection of the IP Flows

When a Delay & Jitter law is selected on a given IP Flow, the law applies to all
packets matching the mask that haven’t been lost.

These values are stored in a table maintained by NetDisturb. NetDisturb
Server provides the table once to the NetDisturb Driver with values depending
on the law. NetDisturb loops on values from this table: when the end of the
table is reached, NetDisturb Driver restarts at the beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is
used to classify the packet. Else, only the IP addresses and protocol are used.
For each packet, a Delay & Jitter value is extracted from the buffer, at the
current index of the packet for the connection i.e. the n ™ packet received for
the given connection is delayed by the n™ value of the table. When n reaches
the end of the table, values extracted restart at the beginning of the table.

6.4.4.2 Delay & Jitter accuracy

The NetDisturb Driver accuracy is £5 milliseconds, which mean that a delay variation
of one millisecond between two packets can’t be taken into account. With such Delay
& Jitter the result is either no Delay &Jitter or a Delay & Jitter of 5ms at least.

Note: NetDisturb uses the OS timer accuracy to delay packet. On most systems, the
timer accuracy is 10 milliseconds. When the system timer wakes up
NetDisturb, the software looks for packets to send in the range of £5 ms of the
current time. So, packets can be sent before of after the expected time, in the
range of 5 ms.

© ZTI1 1998-2004 Page 59/83



NetDisturb - User Guide Part 6: Using NetDisturbClient application

6.4.4.3 Delay & Jitter laws selection

To edit or change Delay & Jitter laws click on “Edit” button from the main window in
the ‘Delay & Jitter Law’ area.

b azk, Lozs Law Drelay & Jitter Law
UDP j |E|neF'erTen j |S|0w Router ﬂ
Protocol Edit |dger-defined Logs File Edit Constant Delay ( Edit >
25 ms
# Incoming Packets 13R002 # Lost Packetz | 19300 [10 %] # Delayed Packetz | 175002 [90 %]

Then, the following window is pop up:

MetDisturb Client - Delay & Jitter, laws

Law |dentifier

| Mo Delay, Mo Jitter] |

(Mo Delay, Mo Jitker]

Congtant delay

E xponential Jitker

Corgtant Delap & User File Jither
Idzer File Delay & Jitker

Router Simulation with Delay
Router Simulation & U ser File

|

K
- I
—

ok Cancel

Delay laws configuration window
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By default, the following laws are present in the Default.wsx context file:

Combo-box

Comment area

Description

(No Delay, No Jitter)

(No Delay, No Jitter)

With this option, no delay or jitter is applied
to the IP flow.

Constant delay

Constant Delay
20 ms

A 20 ms delay is applied to IP packets

Exponential jitter

Delay & Exponential Jitter
From 20ms to 124ms

Delay & Jitter to apply: from 20 to 124 ms.
The delay is 20 ms and the jitter varies from
0to 104 ms.

Constant Delay & User
File Jitter

Constant Delay & User File

The file Random_delay.txt contains jitter
values to add to the constant 10 ms delay.

User File Delay & Jitter

User File with Constant
Delay & Jitter

The file RandomValues.txt contains values
used as Delay & Jitter.

Router Simulation with
delay

Router Simulation &
Constant Delay

Constant delay = 20 ms
IP Throughput = 1000 Kb/s
Max memory = 500 Ko

Router Simulation &
User File

Router Simulation & User
File with Delay and Jitter

IP Throughput = 1000 Kb/s

Max memory = 250 Ko

Delay & Jitter values are extracted from a
user file (RandomValues.ixt).

The “Delay laws” window is divided in three parts:

++ Law identification:

The “law identifier” combo-box is used to select and existing law. An existing law can
be deleted by pushing the “Delete” button.
From this part, the user can also create a new law, by entering a name in the “New
Identifier” area and clicking on “Add” button”.

«+ Action buttons:

Delay & Jitter Laws window handles a copy of laws until the user press the OK or

Cancel button.

Button
Delete the Law:

Add New ldentifier

Save Parameters Changes:

OK:

Cancel:

Action

Remove the law from the temporary list.

Add the Identifier in the temporary list.

current law.

Temporary saves changes in parameters of the

Permanently saves changes (addition, deletion and
parameters changes) and closes the window.

Allows ignoring all modifications made since the
window has been opened.
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«+ Law Parameters:

A list box allows selecting one mathematical law - three loss laws are available:
e Fix delay law,

e Exponential,

e User own value law.

This area is composed of a list box to select the delay law to apply, and different edit
areas may be enabled in order to input parameters.

The “Value range” button allows seeing the range of values generated by the law for
the user-defined parameters.

A list box allows selecting one mathematical law - five delay laws are available:
e Constant delay law,

Exponential delay law: lambda * exp(- lambda * x) * dx; constant delay,
Law imported from a file: file name; constant delay,

Throughput,

File containing the delay applied in a contextual manner.

To create a new delay law:

1. Enter a name in the “New law identifier” edit field,

2. Click on “Add”,

3. Select a law in the combo-box,

4. Enter law parameters if needed,

5. Press the “Value range” button to see the range of values generated by this
new law,

6. Press the “Save “button.

7. Press “Close” to quit the “Delay laws” window.
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6.4.4.4 Constant delay law

A constant delay is supplied by the user and applied to all selected and no lost

packets.

MNetDisturb Client - Delay & Jitter, laws

Laws |dentifier

Add a new Law [dentifier:

J . Delete the Law

................................................

Parameters af the Law

| Congtant Delay & Mo Jitker

|

Constart Delay [ms): |20

Fange of Yalues: 20 ms

Save Parameter Changes |

The Delay iz constant. There iz no Jitter.

Cancel

Only the “Constant Delay (ms)” parameter must be defined. All packets will be

delayed with a constant delay.
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6.4.4.5 Constant Delay with Exponential jitter law

When this law is selected, an exponential distribution of delay is computed from the
Lambda parameter supplied by the user. This distribution is stored in a table. This
table is then transmitted to the NetDisturb Driver, finally coupled with a Constant
Delay (ms) (also supplied by the user) that will be added to the calculated delay.

MNetDisturb Client - Delay & Jitter, laws

Laws |dentifier
| E wponential jither j

Delete the Law

Add a new Law [dentifier:

Parameters af the Law

|Eu:unstant Delay & Exponential Jitker [fx)=1/ambda * expl-xlambda) * d«) ﬂ

|
—

R ange of Yalugz: From 20ms to 124ms

zmall but high walues map occur. Lambda can't be 0.

Constant Delay [ms); |20 Lambda; |1U

—
—

The Delay iz constant. The law x] computes the Jitter. The Jitter iz generally

ok Cancel

9

Mathematical function (see Exponential law in annex 8 for more information):

Exponential law (1 > 0)
fx)y=1/A)e™* if x>0
f(x)=0 if x<0

For this law, two parameters must be defined:

Constant Delay (ms): fixed value added
Lambda: parameter of the law

The Range of Values area presents the values domain.
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6.4.4.6 Constant Delay & User File with Jitter values

When this law is selected, the delay rate is obtained from a file supplied by the user.
Total delay applied to the packet = fixed delay (defined by user with the “Constant
Delay (ms)” parameter) + delay read from the file for this packet.

The Jitter values file (provided by the user) must be a text file. Delays are expressed
in integer positive number. The unit is the millisecond. Separators used for decoding
are End of Line (CR or CR-LF), semicolon, coma, and tab or space characters.

MetDisturb Client - Delay & Jitter laws

Law |dentifier
|Eu:unstant Delay & Uszer File Jitter j Delete the Law

Add a new Law [dentifier:

Parameters of the Law

|Eu:unstant Drelay & Uszer File with Jitter values j

Eile.... |I:"aF'r|:|gram FileshMetDisturbhServerScripty R andorm_dela

Constant Delay [ms): |10

11

Fange of Yalues: Constant 10 me + User File Jitter

The Delay iz conztant. The Jitter walues are extracted from the file in a
circular way, & space or a tab separates each pozitive integer value. The
unit of values iz the millizecond.

ok Cancel

For performance reason, the file is read in one shot, and stored in memory when the
law IP Flow is set in the Run state. Values are used to load the table transmitted to
the NetDisturb Driver. In order to not overload the memory resources, maximum read
number of delays is limited to 40 960.

If the file size exceeds table size, only the part that can be memorized will be read.
The rest of the file will be used for the next loading. If the file size is too small to fulfill
the table, fulfilment is done by read back the file from its beginning.
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6.4.4.7 User File with Constant Delay & Jitter values

When this law is selected, the total delay to apply to the packet is read from the
provided by the user.

The Delay & Jitter values file (provided by the user) must be a text file. Delays are
expressed in integer positive number. The unit is the millisecond. Separators used for
decoding are End of Line (CR or CR-LF), semicolon, coma, and tab or space
characters.

MetDisturb Client - Delay & Jitter laws

Law |dentifier
|L|ser File Delay & Jitker j Delete the Law

Add a new Law [dentifier:

Parameters of the Law

|L|ser File with Constant Delay & Jitter values J

Eile... |I YProgram Files\MetDizturb\Servert S cript R andomt alue

ml,

Fange of Yalues: Mo range for User-defined Delap & Jitker

Delay and Jitter are aggregated into one pogitive integer value read from the
file, For each packet a new walue iz extracted from the file in a circular way.
“Walues are zeparated from the others by a space ar a tab. The unit of values
i the millizecond.

ok Cancel

The first packet initializes the TO time. Then the value T is calculated: T = TO + D1
(with D1 = first delay read in the user file). T is the time when the second packet must
be transmitted on the output interface. The second IP packet is received at the T1
time.

If T1 < T then this second packet is queued with a delay defined as: TO + D1 - T1
If T1 > or = T then this second packet is sent immediately on the outgoing interface.

Then the new value T is calculated for the third packet: T =TO + D1 + D2 (with D2 =
second delay read in the user file). T is now the time when the third packet must be
transmitted. And the process continues ... when the end of file is reached, the
process continues by the beginning of the file and it loops ... So, values defined in
the user file correspond to inter packet delays.
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6.4.4.8 Router Simulation & Constant Delay

This law is used to simulate a real network by offering:

- Alimited IP Throughput on the output interface in Kbps.

- A Constant Delay (to simulate a network transit delay)

- A loss of packets as soon as the output queue is full (the parameter Maximum
memory defined by the user is the output queue size). When the output queue is
full, all new incoming packets will not be transmitted on the output interface.

The example displayed below illustrates the 3 parameters used by the “Router
Simulation & Constant Delay” law: IP Throughput, Constant Delay and Maximum
memory.

MNetDisturb Client - Delay & Jitter, laws

Laws |dentifier
|Fh:uuter Simulation with delay j Delete the Law

Add a new Law [dentifier:

Parameters af the Law

| Router Simulation & Constant Dielay ﬂ

IP Throughput (Kb (1000 Conztant Delay [ma): |2|:|
k amimurn Memary (Ka]: [S00 |

Fange of Yalues: Mo range for Bouter Simulation

Router Simulation. The [P Throughput iz the masimal output throughput. The
b awirnunn b emon wvalue limits the number of packets in the queue: when the
quele iz full, the packet iz lost. [F b agimum Memony iz zeroed there iz no
control on the queue size. The Constant Delay simulates a network delay
added to each packet.

ok Cancel
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6.4.4.9 Router Simulation & User File

This law is used to simulate a real network by offering:

- Alimited IP Throughput on the output interface in Kbps.

- A loss of packets as soon as the output queue is full (the parameter Maximum
memory defined by the user is the output queue size). When the output queue is
full, all new incoming packets will not be transmitted on the output interface.

- A Constant Delay & Jitter (to simulate a real network transit delay) from the (real)
values provided by the user into a text file. Values are expressed in integer
positive number. The unit is the millisecond. Separators used for decoding are
End of Line (CR or CR-LF), semicolon, coma, and tab or space characters

The example displayed below illustrates the 3 parameters used by the “Router
Simulation & Constant Delay” law: IP Throughput, Maximum memory and the user
file name containing Constant Delay & Jitter values.

MetDisturb Client - Delay & Jitter laws

Law |dentifier
|H|:-uter Simulation & User File j Delete the Law

Add a new Law [dentifier:

Parameters of the Law

|H|:-uter Simulation & User File with Delay and Jitter values j

Eile.... |I:"aF'r|:|gram Files\MetDisturbhServersS criptR andor alue

[P Throughput (Kb | 1000
bl amirmum kemaory (Ko [250

11

Fange of Yalues: Mo range for Bouter Simulation

Fouter Simulation with Delay and Jitter. The IP Throughpt iz the magimal
output throughput, The M aximunn bMemon value limits the number of packets
iti the quewe: when the queus iz full, the packet iz lost. [F M aximurn Memaon iz
zered there iz no contral on the gqueus zize. The DelayAliter iz extracted
fram the file in a circular wayp applying to unlost packets.

ok Cancel

6.5 Client application statistics

Traffic on the two interfaces is displayed in the central part of the window when an IP
Flow is selected. One frame is reserved for each interface; each frame is composed
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of one receiving area (incoming) and one sending area (outgoing). The GUI displays
the following statistics:

|nterface

=)

&

— Interface & [MAC) 0002 41 3611 53—

|ncorming
# Packetz/Second 551 prs
Throughput | 0.93 Mb/s
Outgoing
# Packets/Second 966 pis
Throughput | 1.40 Mb/s

¢ # Packets/Second:

¢ Throughput:

v

AtB

—

Furning

.

Btod

2

— Interface B [MALC]: 00 08 A1 36 1C 74
COutgoing
#t Packets/S econd 437 pds
Throughput | 510 Kbz
Ihcorming
# Packets/Second | 1104 pés
Throughput | 1.61 Mb/s

Interface

=)

E

second on the IP Flow.

This

field displays

the instant

This field presents the instant throughput in packets by

throughput in

bits/Kbits/Mbits per second, according to the sampling

period defined in the application configuration.

6.6 Errors detected with the NetDisturb Driver

If new errors occur at the NetDisturb Driver level, the ‘Alarm’ button located in the
right bottom of the client area is red colored.

Tatal Synthesiz

Incaming Throughput
From &to B | 653 Mz

FramBto & | 35 7 Khis

4174 iz 1693451

17 niz F386 P

Incoming Pkts  Matching Pkiz  Outgoing Pkts

169344 p
3225 n

Outgoing Throughput
169344 p | BA53 Mz M7 pis

F386 p | 36.7 Khiz 17 piz

Alarms
CPU Uzage
24 % |

Click on the
dialog.

button to get details about new errors, in the Alarm List
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NetDisturb Client - Alarms Summary

[nizoming an A
# Packetz Lost:

# Bytes Lozt

Alarmz Linked to the Direction from [nterface & to [nterface B

# Drrirver E mars:
# Buffer Mizsing Erars:
# Flowes Exceeded:

Qutgoing to B
# Packets Lost: 0
AtoB
‘ #t Bytes Lost: 0

o ol ol ol O

#t Diriver Errors: 0

Alarmz Linked ta the Direchion from [nterface B ta Interface A

Cutgoing ko A Incoming on B
# Packets Lost; B to A # Packets Lost !
. # Butes Lost: 0
# Butes Lost: 536 L # Driver Emors; 100
# Buffer Mizging Errors: 0
# Drriver Ermrors:
Ve EarE Dretails # Flows Exceeded: 0
Clear Alarmz | Ilpdate Alarms Surmmarny

Alarms are classified per direction: A to B and B to A.

Information is different depending on the direction (incoming or outgoing).

|neoming on B
# Packets Lost:
# Bytes Lost:
# Diriver Errors:
# Buffer Mizzing Errors:

# Flows Enceeded:

COutgoing bo &

# Packetsz Lost:

# Bytes Lost:

# Dirivver Errors:

596

On incoming direction:

e Number of packets lost

o Number of bytes lost

o Number of errors returned by the Driver of the
Interface

Number of buffers that were missing to keep
packets

Number of ignored flows (when the multi-flows
option is in use).

On outgoing direction:

¢ Number of lost packets

o Number of lost bytes

o Number of errors returned by the Driver of the
Interface
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6.6.1 Details for incoming errors

[hzoming an B
# Packets Lost: 0
# Butes Lost: 0
# Diriver Errors: 100
# Buffer Mizsing Errors: 0
# Flows Exceeded: 0

» #Packet Lost
Number of packets lost due to memory allocation errors or interface access
errors.

» #Bytes Lost
Number of bytes lost (total packet size including MAC header) due to memory
allocation errors or interface access errors.

» #Driver Errors
This error counter is the number of alarms returned by the NIC Driver indicating
that some errors have occurred from the started time of the NIC. Errors can be
due to one of the following reasons:
e CRC error
e NIC or Driver Buffer overrun error

» #Buffer Missing Errors
When a packet is received and memory allocation done by the NetDisturb driver
failed, this counter is increased. You can increase the number of buffers
allocated by the NetDisturb Driver by changing registry parameters (see
paragraph 8.2 to increase the number of buffers)

» #Flows Exceeded
This counter is handled only when Laws applying to each IP Flow is active (see
Working Modes menu paragraph 6.2.4.2). In that case, when a packet is received
on a new flow but that new flow cannot be added because the maximum number
of flow configured has been reached or due to memory allocation error, this
counter is increased for each packet received (see paragraph 8.2 to increase the
number of flows).
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6.6.2 Details for outgoing errors

» #Packet Lost

Outgoing to &,

# Packetsz Lozt

# Butes Lost:

# Dirivver Errors:

556

Number of packets lost due to memory allocation errors or interface access

errors.

» #Bytes Lost

Number of bytes lost (total packet size including MAC header) due to memory
allocation errors or interface access errors.

» #Driver Errors

This error counter is the number of alarms returned by the NIC Driver indicating
that some errors have occurred from the started time of the NIC. Errors can be
due to one of the following reasons:

CRC error
NIC or Driver Buffer overrun error

6.6.3 Alarm management

Four buttons are used to manage these alarms.

» Details

This button gives details in a list window about alarms:

Timestamp
Number of errors
Error type

05/26/2004 18:18:18.214 Incoming B:2 driver enors
05/26/2004 18:18:24.215 Incoming B:E driver errars
05/26/2004 18:18:26.215 Incoming B:2 driver enors
05/26/2004 18:18:28.216 Incoming B:2 driver errars
0R/26/2004 18:18:32. 217 Incoming B:E driver enors
05/26/2004 18:18:34.217 Incoming B:2 driver emors
05/26/2004 18:18:36.217 Incorming B:4 driver erars
05/26/2004 18:18:40.218 Incoming B:2 driver enors
05/26/2004 18:18:42. 219 Incoming B:2 driver erars
05/26/2004 18:18:44.219 Incoming B:E driver enors
05/26/2004 18:18:46.235 Incoming B:2 driver errars
05/26/2004 18:18:50. 220 Incoming B:2 driver enors
05/26/2004 18:19:00.222 Incoming B:2 driver errars
05/26/2004 18:19:02. 223 Incoming B:E driver enors
05/26/2004 18:19:04.223 Incoming B:10 driver errars
0R/26/2004 18:19:06.223 Incoming B:2 driver enors
05/26/2004 18:20:54, 245 Incoming B:2 driver emors
05/26/2004 18:20:56. 245 ncorming B:2 driver erars
05/26/2004 18:20:58. 246 Incoming B:4 driver enors
05/26/2004 18:21:00. 246 Incoming B:2 driver erars
05/26/2004 18:21:08. 248 Incoming B:2 driver enors
05/26/2004 18:21:10.248 Incoming B:2 driver errars
05/26/2004 18:21:14.249 Incoming B:4 driver enors
05/26/2004 18:21:20. 266 Incoming B:2 driver errars
05/26/2004 18:21:24.251 Outgoing A:2 driver enors

&.‘,‘ NetDisturb Client - Details of Alarms - B to A

05/26/2004 18:21:24. 251 Outaoing A:2 packets lost (596 butes]
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» Clear Alarms
The ‘Clear Alarms’ button resets the alarms list and number for all direction and
interfaces.

» Update Alarms Summary
The ‘Update Alarms’ button interrogate the NetDisturb Driver to refresh the error list.

» OK
The OK button closes the Alarm List windows and reset the status of the Alarm
Button in the Client Window.

4| until new errors

Alarm
The Alarm Button moves from red to gray I=
occur.
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Part 7 Using NetDisturb Server application

NetDisturb Server application is aimed to link the NetDisturb driver and the
NetDisturb Client application and:

= to get a thorough view of the traffic on the two interfaces and on the
perturbations made.

= to follow the command entered by the connected client, to see the driver
configuration, and the applied mask and laws.

= to configure the password for Administrator connections.

NetDisturb Server application window is composed of three sections:

E!'E MetDisturh Server - Yersion 4.0

Impairment |nterface Configuration and Statistics

Interface & MAC addr 00-08-41-36-1C-74 Interface B MAC addr 00-08-41-36-11-53

# Handled Packets: 132196 | [100°%) # Handled Packets: 7186 | [95 %)

# Lozt Packets: ] [ 0%] # Lozt Packets: 0o [0%

# Delaved Packets: 521 [0%] # Delayed Packets: 0 [0%

Dezequenced: 0 [ 0] Dezequenced: o (0%

# Fragmented packets: 0 [ 0% # Fragmented packets: 0 [ 0%
|Fizoming on A Cutgoing omn & |rizoming on B Outgaoing on B
£ # Packet: per Second a 8 # Packetz per Second E
1931597 # Packets 7541 7543 # Packets 193197
42 8 Kbz Throughput B4 Kbls 364 Kb/s Throughput 428 FKb/s

Active relaying Active relaving

Current Parameters
Refrezh Penod [in zecond): 1z #Buffers: 2

Interface Mode: | Different  Application

_ ] of Laws IP Flow Lervel
Sampling to Compute Throughputs: | 2 5 Traces: | Active Deseguencing: Enabled :

Current Client Connection

Client; Admiriztrator i Show Current Trace | Reszet Counters |
| Parameters

Contest: Show Contest | Rezet Trace

181 Pmind8s Maszk [Mo mazk] selected for Flow B Interface B
18h17mndBs Mazk POP3 zelected for Flow 8 Interface A
181 Fmind8s Maszk [Mo mazk] selected for Flow 8 Interface B
18h17mn50s Mazk TFTP zelected for Flow 10 Interface &
18RH1 7mn50s Mazk [Mo mazk] selected for Flow 10 Interface B
18h17mn51z Mazk PRINTER/PORT selected for Flow 12 Interface A
181 7mnS1 s Mazk [Mo mazk] selected for Flow 12 Interface B
18h17mn52s Mazk UDP selected for Flow 14 Interface A
18R Fmn52s Maszk [Mo mazk] selected for Flow 14 Interface B
18h1 Fmin53s Maszk [Mo mazk] selected for Flow 16 Interface A
181 Fmn53s Mazk [Mo mazk] selected for Flow 16 Interface B
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< Perturbation or impairment Configuration

This section displays the used cards. Statistics (percentages or absolute values) are
associated to each impairment parameter: number of handled, lost, delayed,
desequencing packets.

The # Fragmented Packets statistics shows the number of packets transmitted
without mask comparison because NetDisturb don’t handle IP packets with the
fragment flag set.

The section also displays the numbers of incoming, outgoing packets, the number of
packets per second and the throughput.

Indication on relaying process is presented as follows:

No packets handled (red color) No packet handled by the NetDisturb
driver (physical cut off of the Ethernet
link).

Active relaying process (green color) | The driver is running, relayed packets are
processed following the selected masks,
and they are lost and delayed following
the selected laws.

¢ Current parameters

Current Parameters
Refresh Period [in second): {5 15 # Buffers: B 2 Interface Mode: {EiDifferent  Application

~ | IP Flow Lewvel
Sampling to Compute TP‘uu:uugl*u:u.;te@I 2= Traces:@.ﬂ.ctive Desequencing;@. Enahled of Laws:

This section reminds the current configuration; it includes:
1. The refresh period to display statistics of the NetDisturb Server.
2. The sampling period used to calculate the throughput displayed by NetDisturb
Server.
The number of buffers when the application of laws is TCP/UDP connection.
The trace mode: active or inactive
The interface Mode: always different in that version.
The desequencing mode: it can be Enabled or Disabled mode
The application of laws: it can be IP Flow level or TCP/UDP connections.

NooR

++ Client connection

This section shows the currently connected client. From this section, the following
action can be carried out:

= “Show Current Traces” allows opening the trace file in order to examine the
commands entered by the Client. The visualization application name must be
configured in the parameters of the Server application.
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= “Reset Counters” allows resetting the Server application User Interfaces
counters. This action has no incident on Client application. This button is available
only when driver is running.

= “Show Context” displays the content of the current context.

= “Reset Traces” This command clears the traces displayed in the window bottom
part. It does not affect the trace file.

= “Parameters” allows opening Parameters window of the Server application. The
available parameters are the administrator password and the viewer for the
traces.

Parameters §|

Parameter for the Client Connection

Administrator Paszword: |

Select the Application to Display Traces

| =

Cancel |

e This section also displays the name of the last opened context.
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Part8 Annexes

8.1 Default context values

e Refreshing time for statistics display 1s
e Sampling period for throughput computing |2s
e Relaying process No relay
e Mode Internet
e Traces Active
e Buffer number 2
e (Compression Disabled
e Flow mode IP Flow Mode
e For the 16 definable masks
Mask No mask
Loss law No loss
Delay & Jitter law No delay & no Jitter
e Other IP Flows
Loss law No loss
Delay & Jitter law No delay & no Jitter

8.2 NetDisturb Registry values

Warning:

This part contents description of parameters for the NetDisturb applications and
driver. You should be careful when changing in one of these values because
inappropriate value may render NetDisturb unusable. We recommend to backup the
reqgistry or, at least, to save the key before any change.

You need administrator rights access to change the registry database. The system
‘regedit.exe’ application can be used to check and modify the registry.

Each parameter is identified by a name, a type and a value; parameters are located
into a hierarchical key tree. This paragraph gives the key location, the parameter
name with its type and possible set of value, and default value when applicable.
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8.2.1 Registry

Client part

This part is the client part of the registry. Some parameters refer to dialog with the
NetDisturb Server and you should be changed accordingly with the server.

8.2.1.1 Configuration parameters

Key: HKEY LOCAL MACHINE\SOFTWARE\ZTI\NetDisturbClient

e (0001
e (0002
e (0008
e (0010
e (0100
e 1000
e Examp

Errors level
Information level
Verbose level

Name Type Value

AcroReadInfo REG _SZ 20040602

AcroReadTimer REG_DWORD | 0x0000001F (31)

HELP_MENU REG_DWORD | 0x00000006

IPAddress REG_SZ Server IP Address
(default:127.0.0.1)

ServerPath REG_SZ Full server path to the script sub directory
(There is no default value but a typical value is:
C:\Program Files\NetDisturb\Server\Script\)

TCPPort REG_SZ RPC port number used to dialog with the Server part
(default: 2020)

TracelLevel REG_DWORD | Trace level generated by the Client (see note)
(default: 0)

TraceFileName REG_SZ File name where traces are saved in, when the
Tracelevel flag is set (see note).
(default: empty)

UserName REG SZ Latest user name

Note:

O The level of trace is a set of flags. When the flag is set (1) the level is active. When the
flag is reset (0) the level is inactive. Ex: TracelLevel=5, the flag 4 and 1 are active, other
are inactive.

O Traces are displayed to the standard debug port.

O Flag values are shown in hexadecimal:

Time: add timestamp information

File: trace are saved into a file (the TraceFileName entry is used)

RPC: add the RPC trace information

le:

If TraceLevel = 113 means Error and Information level of traces are saved

also into a file and including the timestamp for each trace.

8.2.1.2 Most Re

cent File list

This list is for information only. It is handled by the system and user should not

change it.

Key : HKEY CURRENT USER \Software\ZTI\NetDisturbClient\Recent File List

Name Type Value
File1 REG_SZ The most recent path context file used
File2 REG_SZ A more recent path context file used
File3 REG_SZ A more recent path context file used
File4 REG_SZ The oldest path context file used
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8.2.2 Registry Server part

Key : HKEY LOCAL MACHINE\SOFTWARE\ZTI\NetDisturbServer

Name Type Value

ApplicationName REG_SZ Trace viewer

IHMRefresh REG_DWORD | Period of refresh, in second.
(Default is 1)

Interface A REG_SZ MAC address of the latest selected Interface A

Interface B REG_SZ MAC address of the latest selected Interface B

Password REG_SZ Password required for the ‘Administrator’ user
(default: empty)

Sampling REG_DWORD | Sampling period to compute throughput
(default: 2)

TCPPort REG_SZ RPC port number used to dialog with the Client part
(default: 2020)

TracelLevel REG_DWORD | Trace level generated by the Server (see note)
(default: 0)

Note:

O The level of trace is a set of flags. When the flag is set (1) the level is active. When the
flag is reset (0) the level is inactive. Ex: TracelLevel=5, the flag 4 and 1 are active, other
are inactive.

O Traces are displayed to the standard application debug mechanism (dbmon).

O Flag values are shown in hexadecimal:

e 0001 Errorlevel
e 0002 Important level
e 0008 Information level
e 0100 Verbose level (1)
e 0200 Verbose level (2)
e 1000 Puttrace generated into the Server trace window
o  Example:
If TraceLevel = 1001 means Error level of traces shown into the window trace.
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8.2.3 Registry Driver part

This part is for information ONLY
but it could be changed with the help of the ZTI Support Team.

Key: HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Service\NetDisturb

Key (Windows NT only):
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Service\Disturb

Name Type Value

DisplayName REG_SZ Name of the NetDisturb Driver

(Default: NetDisturb Impairment)
ErrorControl REG DWORD | Widows System parameter (Set to 1)
ImagePath REG_SZ Disturb.sys location

Default:system32\Drivers\disturb.sys
Start REG DWORD | Widows System parameter (Set to 3)
Type REG_DWORD | Widows System parameter (Set to 1)
WARNING:

The sub-key ‘parameters’ contains the level of trace provided by NetDisturb. A
non-null trace level decreases the system performance: it should be set only in
conjunction with the help of the ZTI Support Team.

Name Type Value
TracelLevel REG_DWORD | Level of trace from the NetDisturb Driver
(default: 0 = no trace).

Note:

O The level of trace is a set of flags. When the flag is set (1) the level is active. When the
flag is reset (0) the level is inactive. Ex: TracelLevel=5, the flag 4 and 1 are active, other
are inactive.

Q Traces are displayed to the standard Driver debug mechanism (e.g. windbg).

O Flag values are shown in hexadecimal:

e (0001 Errorlevel (system errors)

e 0002 Error level (internal errors)

e 0004 Importantlevel

e 0008 Information level

e 0010 Data level: dump some part of the frame received (decrease the total system
performance)

e (0100 Verbose level (1)

e 0200 Verbose level (2)

e 0400 Addtimestamp to trace (not recommended)

e 0800 Show the input parameter (internal use only)

e 1000 Dump the internal time to send packet (internal use only)

e 2000 Show the input parameter (internal use only)

o  Example:
If TraceLevel = 13 means System and Internal Error level of traces with dump
of frame headers send to the Driver debug mechanism.

© ZTI1 1998-2004 Page 80/83



NetDisturb - User Guide Part 8: Annexes

8.3 Mathematical laws

8.3.1 Uniform Law

% Presentation:
Uniform law has two parameters: o and B. It generates a random number included
uniformly between o and B. If a is equal to B, the generated number is always o = f.

s Mathematical function:
Uniform law on (a, ) range

f(x)=1/(f-a) if a<x<p
f(x)=0 else

s Uniform law - example of generated values for 1000000 draws for this law with:
a=0 and =100.

The factor 1000000 is because the figure intents to show the actual behavior of the
random generator. To do that, we draw 1000000 times a random value and count the
actual frequencies. The theoretical (= calculated values) curve and actual (=
generated values) curve are displayed below.

Uniform law

10300.00 1

1020000 + Generated values

) /\AM i
ol | VV Uv\/W Vvv VY

9800.00 +

Frequencies

9700.00 +

9E00.00 +

9500.00 +

9400.00 +

9300.00 4

8.3.2 Uniform correlated law

The Uniform Correlated law is the same law as Uniform law. Only the process differs:
the difference is related to the two thresholds used by the NetDisturb Driver (see the
“Loss laws configuration” paragraph for more details).
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8.3.3 Exponential Law

% Presentation

Exponential Law has only one parameter: A.
The more X is small, the more the power of 10 of the generated number is high.

% Mathematical function:

Exponential law (1 > 0)
f(x)=Ae™ if x>0
f(x)=0 if x<0

s Exponential law - example of generated values for 1000000 draws with 4 =0,1.

The factor 1000000 is because the figure intents to show the actual behavior of the
random generator (not to show the theory of the exponential law). To do that, we
draw 1000000 times a random value and count the actual frequencies. The
theoretical (=calculated values) and actual (=generated values) curves match
perfectly for bigger values.

Exponential law (logaritmic scale)
100 000.00 -

10 000.00

1000.00 4

Frequencies

100.00 +

10.00 4

1.00 ++

Values
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120 000.00 1

100 000.00 A

80 000.00 +

60 000.00 +

Fregquencies

40000.00 +

20000.00 +

0,00 A

Exponential law (linear scale)

Calculated values

s Exponential law- Table of generated values:

Values Delay law results
A =1 10 ms

A=0,1 100 ms

A =0,01 1s

A =0,001 10s

A =0,0001 1 mn 43

A =0,00001 17 mn 19

A =0,000001 2h 53

-- Precision limit of A --
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