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Part1 Overview

NetDisturb is an IP network emulator software that can generate impairments (latency,
delay, jitter, limited bandwidth, lost packets) over IP networks. NetDisturb allows the user
to disturb flows on an IP network and so to study the behavior of applications, devices or
services in a disturbed network environment.

NetDisturb is inserted between two Ethernet segments (on the same IP network or two
different IP networks) and operates bi-directional packet transfer on Ethernet, Fast
Ethernet and Gigabit network interface cards.

Local control

Ethernet NIC

10/100/1000 Mbps /
=

Remote control

[]

Ethernet NIC
10/100/1000 Mbps

==

Throughput

IP flows

f

Loss pel ay

Jitter

NetDisturb
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Product Requirements

* Platform: PC running Windows NT4 (SP6), 2000 or XP

with Microsoft TCP/IP installed and at least 256 MB Ram. ay Microsoft

* PC multiprocessors and hyper-threading supported. LAY YR

* Display: 1024 x 768 min. resolution. o WIndOWS
* Two Identical Network Interfaces Cards (NIC): Ethernet,

Fast Ethernet, or Gigabit Ethernet network interface card.

Configurations

Based on a Client-Server architecture, NetDisturb is made up of two parts (or program),
the NetDisturb Server part and the NetDisturb Client part, where NetDisturb Server
handles the impairment characteristics and NetDisturb Client manages NetDisturb
Server using an easy—to-use graphical interface.

This allows two configurations where NetDisturb Server and NetDisturb Client parts may
be installed on the same PC host (local control) or NetDisturb Server part is located on
one PC and NetDisturb Client part is located on another PC (remote control). In this
second configuration, NetDisturb Client dialogs with NetDisturb Server by using a WAN
link (for example: PSTN or ISDN) or LAN link, via the RPC interface.

Both configurations require two identical Ethernet Cards for NetDisturb Server.

PC Windows 95, 98, NT4, 2000 or XP

PC Windows NT4, 2000 or XP NetDisturbClient
Client applicatiorand GUI
NetDisturb Client
| Client application and GUI | II WAN /LAN
NetDisturb Server PC Windows NT4, 2000 or XP
| Server application and GUI | NetDisturb Server

Server application & GUI

| Driver « Disturb.sys » |

Driver « Disturb.svs”

| Ethernet NDIS driver |

| Ethernet NIC (A) | | Ethernet NIC (B) | | Ethernet NDIS driver
7'y A
| Ethernet NIC (A) | Ethernet NIC (B)
LAN (A) LAN (B) A A
EtFernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps LAN (A) LAN (B)
— PP rem——
Ethernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps
Client and Server on the same PC Client and Server on 2 PCs

The Disturb.sys file - NetDisturb Driver - sets in the kernel of the operating system. It is
installed with NetDisturb Server above the NIC drivers. This kernel driver is in charge to
handle the exchanges with the NICs.
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Part 2 Install and Uninstall NetDisturb

To install this software testing tool, you need a PC Windows NT 4 / SP4 (Service Pack 4
or more), Windows 2000 or Windows XP, and a 1024 x 768 display resolution.

If you have the NetDisturb CD-ROM software version, please refer directly to paragraph
2.2

The NetDisturb software is configured by default with a 15-days limited license. When the
time limit expires, NetDisturb will cease to run. See the License Configuration Part 3 for
more information about the license program.

2.1 Install NetDisturb from a downloaded Trial Version
The installation procedure is a standard installation program.

Please note that the installation procedure of NetDisturb will be
A different in the last part, depending on the target Operating System:
Windows NT4 or Windows 2000 and Windows XP.

p The installation procedure requires to be logged on with administrator
privileges

e If you have downloaded the NetDisturb trial version from our website, you have
downloaded the file NetDisturb.zip containing the Setup _NetDisturb.exe file.

e Before to proceed with the NetDisturb Setup, please be sure your system does meet
the following minimum requirements:
= OS supported: Windows NT4 (SP6 recommended), Windows 2000 or XP.
= Minimum screen resolution: 1024 x 768
= Your PC needs at least 2 NIC already installed, configured and fully
operational.

NetDisturb is composed of two parts: Client and Server. This setup will install Client
and Server parts on the same system.

e Run “Setup_NetDisturb.exe” and follow the NetDisturb setup instructions to proceed
with the installation.

By default, NetDisturb will be installed in the following directory:
C:\Program Files\NetDisturb with the following subdirectories:
C:\Program Files\ NetDisturb \Client
C:\Program Files\ NetDisturb \Driver
C:\Program Files\ NetDisturb \Server
C:\Program Files\ NetDisturb \Server\Script
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A

Only for Windows NT
e At the end of the setup, after copying files to the system:
= A text file is automatically opened to explain the next step:
installation of the NetDisturb Driver on the system

= The control panel is automatically opened in order to proceed
with the NetDisturb Driver installation

The NetDisturb Driver installation depends of the target O.S. (NT4 or 2000/XP).

NetDisturb Driver Installation for Windows 2000 or Windows XP

0

The installation of NetDisturb Driver is realized transparently. NetDisturb
Driver is mapped on top of each Ethernet or wireless NIC when the interface
returns by that NIC is NDIS compatible.

In order to avoid unexpected traffic generated by the protocol stack (TCP/IP, Client
or Microsoft Networks, etc.) on the NIC that will use NetDisturb, you should
unselect all protocols to have only the NetDisturb component linked to the
selected NICs.

To unselect protocols from the NICs used by NetDisturb, use the “Control
Panel/Network and Dial-up Connections” program to uncheck protocols.

NetDisturb Driver Installation for Windows NT4

NetDisturb Driver sets in the kernel of Windows NT. NetDisturb Driver must be
installed over the driver of network interface cards. For Windows NT, NetDisturb
Driver is considered as a protocol. The NetDisturb Driver goal is to handle
exchanges between two networks interface cards (NIC).

NetDisturb Driver is a protocol named 'Disturbing Ethernet Driver over NDIS'.

The NetDisturb Driver installation is carried out as any usual network driver
installation. It must be installed after the network interface cards drivers. Different
protocols can be bound to your NIC. NetDisturb applications need a TCP protocol
stack for Client/Server data exchange. So, before to install NetDisturb Driver,
check that your Windows NT4 computer gets 2 NIC installed and a TCP stack
installed.

To install NetDisturb Driver, you have to use the Windows control panel, and
select the following items:

1. Choose "Network" icon
2. Choose "Protocols" tab
3. Click on "Add"

4. Choose "Have Disk..."

© ZTI
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5. Type the folder where following files are located: OEMSETUP.INF and
DISTURB.SYS (by default: C:\Program Files\NetDisturb\Driver) and press 'OK’,

6. Then select the "Disturbing Ethernet Driver over NDIS " and click on "OK",

7. The item 'Disturbing Ethernet Driver over NDIS' appears in the protocol list of
'Protocols' tab,

8. Disable the other protocols bound to the network adapters as follows:

* Choose "Bindings" tab,

* In the list box select "show bindings for: all adapters”,

* Disable all protocols bound to each network adapter used by NetDisturb
except the protocol: "Disturbing Ethernet Driver over NDIS" (you need to do
it for the 2 network interface cards you wish to use)

* Disable "Disturbing Ethernet Driver over NDIS" for all other adapters

9. As a TCP stack is required for NetDisturb Client & NetDisturb Server
exchange, you must bind the TCP protocol to another one adapter - for
example to a modem or another adapter.

This is an example to add a TCP/IP stack onto a modem, which is not necessarily
physically connected to your PC. The procedure is as follows:

Add a modem via Control Panel / Modem, select "add", then "don't detect
my modem, | will select it from a list" and click on "Next”,

Select any standard modem from the Standard Modem Types manufacturer
list (for example Standard 14400 bps modem). Click on "Next",

Select a port and click on "Next ".

Windows NT should present you a dialog box indicating the end of modem
installation.

When you have finished using the control panel, press close to save all changes.

Your system is now configured: you will need to reboot your PC to take changes
into account.

Start Menu shortcuts created:

Start > Programs > NetDisturb

= 1) NetDisturb Server
= 2) NetDisturb Client
= License help

= Read Me First

= Uninstall NetDisturb
= User Guide

© ZTI

March 2005 Page 7/26



Read Me First NetDisturb V4.2

2.2 Install NetDisturb from the CD-ROM

The installation procedure is a standard installation program. On the CD-ROM, you will
find the “Setup_NetDisturb.exe” file. This setup will install NetDisturb Client and
NetDisturb Server parts on the same system.

Execute this setup and follows the installation steps as described in the previous
paragraph.

On the CD-ROM, a second setup allows to install NetDisturb Client on a system. This is
useful if you want to install NetDisturb Server and NetDisturb Client on two different
systems.

To install NetDisturb Client on a system (Windows 95, 98, NT4, 2000 or XP), run
“Setup_NetDisturbClient.exe”, and follow the setup instructions to proceed with the
installation.

2.3 Uninstall NetDisturb

The uninstall procedure is a standard uninstall program.
In the “Start > Programs > NetDisturb” Menu, select “Uninstall NetDisturb”.

= Windows 2000 or XP

All network components installed by the installation procedure are removed during the
uninstall procedure, including the NetDisturb Driver.

= Windows NT4

The uninstall procedure is executed and a text file is automatically opened in order to
explain how to uninstall the NetDisturb driver.

In Windows NT, the Disturb Driver is not removed by the uninstall procedure because it
has not been added by the installation procedure. You should use the Control Panel, run
"Network" and choose the "Protocols" tab. Then select the driver "Disturbing Ethernet
Driver over NDIS" and click on "Remove".

Then you must restart your PC.
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Part 3 License Configuration

The NetDisturb software is licensed on a per workstation basis. You need to have a
separate license for each machine that you install it on. Each licensed copy of the
software installed on a system has an unique Site Code which requires the
& corresponding unique Site Key to be entered before the NetDisturb is operational
(except for a trial version: a duration of 15 days is automatically enabled at the first
installation of the software. If you try to install again the software, the license program
disables the trial period).

3.1 To Configure a License

If you wish to configure your license before trial period end, please press Enter when the
following message is displayed:

146 days leftout of 145

Press <Enter> to configure your license.

Therefore, you will obtain the license configuration dialog as follows:

f_-:ﬁ NetDisturb - License Configuration :”E|g|

Program License Help

5
% 15 dayz left out of 15
L'=1=

Site Code: DBES 1085 DOAC BE3E GC

Site Key: |

To authorize this program for this site, send your name, site |
code, company name and e-mail to: i

il

phone: +33 2 96 48 43 43

fax: +332 9648 14 85
e-mail: contacti@ztitelecom.com

To move a license to another directory or computer, you can use the
"License™ menu at the top of this dialog.

“ou can bring up thiz configuration dialog when the program starts by w
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Note: at the end of the trial period when you launch NetDisturb Server, the same license
configuration dialog appears, with a specific mention instead of the remaining days of
use: “Program not authorized”.

gﬂ NetDisturb - License Configuration g|§|g

Program License Help

[EZL]

L==

Site Code: DAZ0 1B14 DOAD F258 21
W alidate
Site Keyw: |

Program not authorized

To authorize this program for this site, send your name, site A
code, company name and e-mail to:

Al

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can use the
“Licen=e" menu at the top of thiz dialog.

“fou can bring up thiz configuration dialog when the program startz by w

To get the ‘Site Key’ and obtain an unlimited version, please send your name, ‘Site Code’
(specific to your installation), company name, e-mail and preferred method of payment (if
you haven’t bought the NetDisturb software yet) to: contact@zti-telecom.com.

We will send you your ‘Site Key’ once we receive payment.
If you have already bought, please email your Site Code and we will email you back the

Site Key.
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After you have entered your ‘Site Key’, you get the following message:

Congratulations!

Press OK to continue or Cancel if you want to run your software later,

L] . .
\ll) You are now licensed to run this software.

Cancel

Note: you will see the following dialog when you will launch NetDisturb Server if you have

an unlimited license:

LInlimited license
Press <Enter> to configure your license.
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3.2 The License Transfers

Warning: a license transfer is not a duplication of any type.
Please contact ZTI or your reseller for site license information
and for several licenses purchase.

Licenses can be transferred using either of the following methods:
- Direct Transfer: to move a license from one local directory to another.

- Removable media:to move a license from one networked PC to another or from two
PCs that are not networked, via floppy disk or USB Key

3.2.1 Direct Transfer

The Direct Transfer can be used to move a license from one local directory to
another

e First, copy the program (copy the folder “NetDisturb”) to the target directory.
For example from “C:\Program Files\ NetDisturb” to “C:\Temp\NetDisturb”

e Then run the program in the original directory (from “C:\Program Files\NetDisturb”).
When the license configuration window appears, press Enter and select in the
menu “License > Transfer to directory”, as shown below.

'Eﬁ NetDisturb - License Configuration rT”ﬁ|ﬁ|
Program MKs=y=-8 Help

EF ‘| Transfer to directory...

==

gil  Transfer out to another computer..,

C -
2 Kill license

To autharize this program for this site, send your name, site  »
code, company name and e-mail to:

il

phone: +33 2 96 48 43 43

fam: +33 296 48 14 85
e-mail: contact@zti-telecom.com

To move a licenze to another directory or computer, yvou can uze the
“Licen=ze” menu at the top of thiz dialog.

“ou can bring up thiz configuration dialog when the program startz by

e Provide the path name of the target program (for example C:\Program
Files\NetDisturb\NetDisturbServer.exe). The program copy now has the license awarded
the original.
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3.2.2 Transfer by Media (floppy disk or USB key)

The Transfer by Media can be used to transfer a license from a source PC to a
target PC

p A floppy disk or an USB key is needed for this kind of transfer.

To transfer the license from the source PC (PC #1) to the target PC (PC #2), proceed as
described in the following points.

Point 1: First, install the program on the target PC (PC #2).

Point 2: Run the software on PC # 2 and kill the trial license in order to have an
unauthorized license on this PC.

You need to kill the license if the "Transfer in from another computer ..." item of the
license menu is disabled.

To kill the license, please proceed as follows.
When the license configuration window appears, press Enter and select in the menu
“License > Kill license”.

'Eﬁ NetDisturb - License Configuration E|ﬁ|®

Program QNa=3==8 Help

[E; ‘| Transfer to directory...

cil  Transfer out to another computer. ..
& kil license

To authorize this program for this site, send your name, site |~
code, company name and e-mail to:

| Walidate

FAl

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@ztitelecom.com

To move a license to another directory or computer, you can use the
“License” menu at the top of thiz dialog.

“ou can bring up this configuration dialeg when the program starts by »
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A message box appears, press ‘Yes’ to kill the license.

Kill License

\;.:j Are you sure you want to delete pour curent license?

Warning

After deleting vour licenze, you will need to purchase a new licenze ta
continue uzing thiz progran.

Yes

And a kill confirmation code is displayed.

Kill License

our kill confirmation code iz:

|FDEIE CaAF 7445 DESE FDAT F771 B4

r'ou thould write down thiz number in caze pou need to
prove that the license was actually deleted.

The license window displays now "Program not authorized" as following:

Eﬁ! NetDisturb - License Configuration Z”E|g|

Program License Help

[E#L

==

Program not authaonzed

Site Code: D3A7 5C03 D0OA4 7C54 86

Yalidate
Site Kew |

To authorize this program for this site, send your name, site
code, company name and e-mail to: =

il

phone: +33 2 96 48 43 43

famx: +33 2964814 85
e-mail: contacti@ztitelecom.com

To move a license to another directory or computer, you can use the
"License” menu at the top of thiz dialog.

ou can bring up thiz configuration dialog when the program starz by  w
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Point 3: select in the license menu, the item: “License > Transfer in from another

computer ...”

Eﬁ NetDisturb - License Configuration —_”_Iﬁ‘

Program Qia=y==8 Help

Transfer in from another computer. ..

Sil
Walidate
C

To authorize this program for this site, send your name, site  »
code, company name and e-mail ta: =i

|

phone: +33 2 96 48 43 43

famx: +33 296 48 14 85
e-mail: contact@szti-telecom.com

To move a license to another directory or computer, you can use the
"Licenze™ menu at the top of thiz dialog.

“‘ou can bring up thiz configuration dialog when the program starts by s

and the "Transfer License In (Step 1 of 3)" window is displayed:

Transfer, License In (Step 1 of 3)

a licenzed copy on another computer.

licenzed copy of thiz program on another computer.

"Mext'" at the bottom of thiz dialog box.

MHext » | Cancel

Tranzfer In enables you to transfer a licenze to thiz program from

For thiz process you will need 1 floppy disk and access to a

Inzert a floppy digk. inta your camputer's “A" drive and press

If your are wzing a drive other than drive 4", enter itz path here:

|.-’-'-.:'\. Browse. .. |

© ZTI
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Point 4: Insert a floppy disk or use a USB key as requested in step 1 of 3 and specify the

path.
Then press “Next >” and the "Transfer License In (Step 2 of 3)" window is displayed:

Transfer License In (Step 2 of 3)

Mo the license needs to be copied to the floppy disk:

1. Remove the floppy disk and take it to the computer with
the licensed copy of thiz program.

2. Run the licensed copy of this program and select
"Trangfer Out''.

3. Bring the digk back to this computer and press "Mext™.

If there iz a zignificant delap between transfers [for example, pou
are moving a license from your work, computer to your home
computer], you can suspend the trangfer process and continue
later :

Continue Transfer Later |

| MHext » | Cancel |

Point 5: go to the source PC (PC #1) and insert the media (floppy disk or USB key).
Then start the program on PC #1. When the license configuration window appears, press
Enter and select in the menu “License > Transfer out to another computer ...” as shown
below:

'f-:ﬁ NetDisturb - License Configuration T”ﬁ|R|

Program QRNs=j=-8 Help

[; ‘| Transfer to directory...

==

il Transfer put to another computer...

C -
7 Kill license

To authorize this program for this site, send your name, site
code, company name and e-mail to:

£11

phone: +33 2 96 48 43 43

fax: +332 96 48 14 85
e-mail: contact@zti-telecom com

To move a license to another directory or computer, vou can uze the
“Licen=ze™ menu at the top of thiz dialog.

%'ou can bring up thiz configuration dialog when the program startz by s

© ZTI March 2005 Page 16/26



Read Me First NetDisturb V4.2

Then the following window is displayed:

Transfer License Qut (5tep 1 of 2) [Z|

Tranzfer Out enables vou to transfer a license from thiz program
ko an urlicensed copy an anather cormputer.

To begin, run the unlicensed copy on the remote computer,
zelect "'Transfer License In"', and follow the instructions on the
FCIEEM.

“When vou are ready, inzert the tranzsfer floppy dizk into you
computer's "A" drive and press "Mest".

If your are wzing a drive other than drive 4", enter itz path here:

A, Browsze... |

| MHext » | Cancel |

Input the media path (floppy disk or USB key) and then press "Next >".

When the license is put on the media, you get the “Program not authorized” message:

gﬂ NetDisturb - License Configuration :”E|g|

Program License Help

[EA10]

L="=

Site Code: D3A7 5CD3 D044 FCH4 BB
Walidate

Program not authonized

Site Few: |

To authorize this program for this site, send your name, site
code, company name and e-mail to:

il

phone: +33 2 96 48 43 43

fax: +33 296 48 14 85
e-mail: contact@zti-telecom. com

To move a license to another directory or computer, yvou can use the
"License” menu at the top of this dialog.

“ou can bring up thiz configuration dialog when the program starts by | s

You can check that the license is no more available on the source PC since the NetDisturb software
license is on a per workstation basis. Contact us to get information on site license (contact@zti-

telecom.com).

Point 6: Remove the media from PC #1 and return to PC #2.

Click the 'Next' button on the step 2 of 3 of the “Transfer license in” window (on PC #2) to
complete the transfer.

The unlimited license key is now transferred from the source PC to the target PC, and
you get the following message:
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Transfer, License In (Step 3 of 3)
Congratulations!
The licenze has beeh successfully transfered.

Preszz "Finizh'' to continue.

Fimzh

Click Finish to continue.

3.3 ToKill aLicense
If you would like to transfer an unlimited license key onto a PC where a trial period is still
active, you should first kill the active trial period. If you don’t kill the active trial period, you

will not be able to transfer an unlimited license. To kill the trial license, you should
proceed as follows:

¢ In the license configuration window, select in the menu “License > Kill License” as
shown below.

AL = 5
Eﬁ MNetDisturb - License Configuration B| |®

gjil  Transfer out to another computer. ..

C Il I:
&l Kill license

W alidate

To authorize this program for this site, send your name, site A
code, company name and e-mail to: i

21l

phone: +33 2 96 48 43 43

fam: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a licenze to another directory or computer, yvou can uze the
“License” menu at the top of thiz dialog.

“fou can bring up thiz configuration dialog when the program startz by »
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e A message box appears, press ‘Yes’ to kill the license.

Kill License

\g/ Are pou sure you want to delete pour current licenze?

Warning

After deleting vour licenze, you will need to purchase a new licenze o
continue using this program.

Yes

Kill License

our kill confirmation code iz:

|FDEIE CaAF 7445 DESE FDAT F771 B4

r'ou thould write down thiz number in caze pou need to
prove that the license was actually deleted.

e Your license is now killed. Please, write down the kill confirmation code. This code
may be requested by ZTI.
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Part4 Run NetDisturb

As the NetDisturb tool is composed of 2 parts (NetDisturb Server and NetDisturb Client),
you need to run these two programs with the following order:

1.
2.

41

NetDisturb Server
NetDisturb Client

First Run

1. To start the NetDisturb Server, click in the Start Menu on

Start > Programs > NetDisturb > 1) NetDisturb Server

Depending of your license, you will get the following license window:

Limited license

Unlimited license

15 days left out of 15
Press =Enter= to configure your license.

paRY

LUnlimited license
Press <Enter> to configure your license.
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When you run NetDisturb Server for the first time, the default window is displayed:

Eﬁ NetDisturb Server - Version 4.2

EoX

Impairment | nterface Configuration and Statistics

Interface & : not defined Interface B : not defined

# Handled Packets: a0 [0%)] # Handled Packets: 0 (0%

# Lost Packets: o [0%] # Lost Packets: o [ 0%

# Delayed Packets: 0 [ 0% # Delayed Packets: 0] (0%

D esequenced: 0 (0% Desequenced: 0 [ 0%

# Fragmented packets: 0 [0%] # Fragmented packets: 0 [ 0%
Incoming on A Outgaing on A Incoming on B Outgaing on B
0 # Packets per Second ] 0 #Packets per Second ]
a # Packets ] 0 # Packets 1]
0.00 b/s Throughput 0.00 b/s 0.00 b/s Throughput 0.00 b/s
[ Mopackethandled ] [ MNopackethandled ]

Current Parameters

Fefresh Period [in second): 1 # Buffers: 2 Interface Mode: | Different  Application

) ) ) i e IP Flow Level
Sampling to Compute Throughputs: | 25 Traces: | Active Desequencing: | Enabled .

Current Client Connection

Client: Administrator {"Show Current Trace | Reset Counters
Context: Show Contest Fieset Trace g
18h38mn22s ---- - - - Client &dministrator cornected - - - - - - -

No board (or NIC) has been selected: NetDisturb Server selection interfaces (or NICs)
will be done later by the NetDisturb Client application.

2. To start the NetDisturb Client, click in the Start Menu on

Start > Programs > NetDisturb > 2) NetDisturb Client

NetDisturb Client will ask you to input parameters, as shown in the following window:

MetDisturb Client

Ilzer

|dentification: |.-5'-.|:|ministrat|:|r

Paszward: |

Cancel

Server [nformation
Path ta the Remote or Local HetDisturb Server:

|E1'\F'ru:ugram FilezhMetDizturbhServersScripth,

MetDisturh Server P Address: | 127 0 0 . 0 . 1
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e User Identification = Administrator

e User Password = (no password needed)

e Path to the remote NetDisturb Server (Script folder) = C:\Program Files \
NetDisturb\ Server \ Script (if NetDisturb Server is located at C:\Program Files \
NetDisturb\ Server)

e NetDisturb Server IP address = 127.0.0.1 (default local IP address, if NetDisturb
Server is installed on the same system).

Click on “OK” and then the NetDisturb Client window is pop up:

% NetDisturb Client - Impairment Tool for IP Networks
File Edit actions ‘Working Modes Statistics  Help

IP Flaws — Other IP Flows

Q {Mot Applicable) |[N0 Logs, Mo Duplication) j |[N0 Delay. Mo Jitter) ﬂ
Q gl [Ma Lozz, Mo Duplication]
Q gl ) # Lost = 3
li gl # Incoming Packets 0 Duplicateods F'De:-:kets 00 %] # Delayed Packets 00 %]

gl — Interface & [MAC): [not defined) @ — Interface B [MALC): [not defined)

Mazk Laozz & Duplication Law Dielay & Jitter Law

Edi [Ma Delay and noJitter] £ 5

Ii g| Incoming ———— Outgoing———
# Packets/Second Op/s i 2 # Packets/Second Opfs
gl Throughput | 0.00 be's —) Throughput | 0.00 b/'s
Interface Interface
Q gl STOP STOP

QOutgaing Incoming
A L B
Q gl # Packets/Second 0p/s v # Packets/Second 0pfs
Q) Thioughput | 0,00 bs @D Throughput | 0.00b/s
gl Mgk Losz & Duplication Law Drelay & Jitker Law
oY [Nat Applicable] |MoLoss, Mo Duplication) —— »| [ (Mo Delay. No Jitter] ~|
Ii gl [Mo Logz, Mo Duplication] Edit [Mo Delay and no Jitter) Edit
gl p H Lost or 2 3
,t # Incoming Packets 0 Duplicated Packets 0[0%] # Delayed Packets 00 %]

I!Statistics Synthesiz by Flow gl — Total Synthesis
Throughput Reception  Received Pkis Matching Pkis Sert Pkt Throughpot Transmission Alarmnz

From &t B | 0.00bis Opiz On 0p Opl 0.00bis Opis | —CPU Usage
FromBto A goobs Onis Op On Op! 000kis 0 miz 5% |
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You must configure the NetDisturb Server and select the NICs that NetDisturb is going to
use.

Open the “Action/Configuration” menu in the menu bar of NetDisturb Client. The
configuration parameters window is displayed:

MetDisturb Client - Configuration Parameters

Digplay Configuration

Refresh Period: |1 [from 1= to BO =]

S ampling Period to Compute Throughpuat; |2 [from O to 6O =]

£ Inztant Thraughput {+ Average Throughput using Sampling Mechanism Cancel

[ Use Data Compression when Exchanging with MetDisturb S erver

Ok

Wiorking Mode Configuration “Whet IP Connection iz selected
Mumber of Buffers Containing Laws Values: 2 [from 2 to 100]

One buffer contents 20480 values generated by Lozt and Delay Laws. There iz the same number of
biffers for the both twpe of laws. Walues in these buffers are uzed with the IP Connection mode.

YWhen IP Connection mode iz selected, the impairment applied iz the zame to gach TCP and LDP
connection of an |P Flov [i.e. packets are lozt or delaved in the same way for evemn connections).

Select the Application to dizplay Traces

hotepad J

|nterface S election

Interface A: |CHET 36-11-59 [100 Mb/z) 00-08-41-36-1C-FA j

UENETCN I CHE T 36-1C-74 [100 kb's) 00-08-41-35-11-53

Select one NIC for Interface A and another NIC for Interface B, and then validate with
“OK”.

Note: you must see in the combo-box (Interface A or Interface B) all NICs available and
operational. If you don’t see any NICs, please do the following steps:

- Verify that your NICs are installed and enabled
- Enable the NICs needed

- Stop NetDisturb Client

- Stop NetDisturb Server

- Reboot your system if necessary

- Start NetDisturb Server

- Start NetDisturb Client

Normally, you should see your installed NICs in the Interface A combo-box.
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As soon as the configuration is done, “Interface A” and “Interface B’ are recognized by
NetDisturb Driver. The MAC Address of the network interfaces is displayed in the
NetDisturb Client and in the NetDisturb Server windows as shown:

%Y NetDisturb Client - Impairment Tool for IP Metworks

File Edit Actions ‘Working Modes Statistics  Help
IP Flows — Other IP Flows
Q | gl I ask Losz & Duplication Law Delay & Jitter Lawe

A
A

gl Edit Edit
Q . # Lost = o
,7 gl # Incoming Packets 0 Duplicat;ds F?e:ckets 00 # Delayed Packets 00
gl  Interface & [MAC): 0008 A1 36 11 53— @ r—Interface B (MAC) 0008 &1 36 1C 74 4
’7 g| Incoming Outgoing
# Packets/Second Opfs RBE # Packetz/Second Op/s
gj Throughput | 0.00 b/s —) Throughput | 0.00b/s
Interface Interface
gl SIAE Outgaing Ihcoming oL
Q g| A ol B
# Packetz/Second Opts Py # Packetz/Second Op/s
gl Throughput 0.00 bés ) Throughput 0.00b/s

A
A
A

[Mat Applicable) |[N0 Lozs. Mo Duplication)

[Mo Loss, Ma Duplication)

x| |iNoDelay. Ho Jitter)

[~

[Mo Delay and no Jitter]

M ask Lozz & Duplication Law

Drelay & Jitter Law

Mot Applicable) |[Nc- Loss, Mo Duplication)

[Mo Loss, Mo Duplication)

| Mo Delap, Mo Jitter)

[~

[Mo Delay and no Jitter]

Edit Edit
gl . # Lost or =, I
4 =
# Incoming Packets 0 Duplicated Packets 0[0%] # Delayed Packets 0[0%]
Fun ,(
I!Statisiics Synthesiz by Flow gl — Total Synthesis
Throughput Reception  Received Pkts Mstching Pkt Sent Pkts  Throughput Transmission Alarms
Fum All ‘ ‘ FromAtoB| 000bis Opis On Op Op | 000ks Opis CPU Usage
FramBto A go0k/s 0 pis 0n 0p Op| 000k 0 pis 4% |

Graphical user interface for NetDisturb Client with two Ethernet cards configured.

&E MetDisturb Server - Version 4.2

Impairmnent Interface Configuration and Statistice

Interface & MAC addr 00-08-47-36-11-59

# Handled Packets: 0 [ 0]

# Lost Packets: 0 [ 0%]

# Delayed Packets: a [ 0]
Desequenced: 0 [0%)

# Fragmented packets: 0 [ 0%

Irterface B MAC addr 00-03-41-36-1C-74
# Handled Packets:
# Lost Packets:
# Delayed Packets:

[Desequenced:

ol ol ol o o

Ol ol ol al O
i

[
[
[
[
[

# Fragmented packets:

Incoming on & Outgoing on A Incoming on B Outgoing on B
0 # Packets per Second ] 0 #Packets per Second ]

] # Packets ] ] # Packets ]
0.00 bé's Throughput 0.00 bz 0.00 b/s Throughput 0.00 bés

Curent Parameters

Fiefrezh Period (in second): 1z

2z

# Buiffers:

Traces:

2

Active  Desequencing:

Interface Mode:
Sampling to Compute Throughputs:

Current Client Connection

Client: Administratar

Different

Enabled

Reset Counters

Application

of Laws: IP Flow Lewvel

Context:

Show Contest

Reset Trace

Parameters

12h48mnd2s Logs law (Mo Duplication, Mo Loss) selected for Flow #14 Interface B
12h48mnd2s Delay law (Mo Delay, Mo Jitter)' selected for Flow #14 Interface B
12h45mn42z Mask '[Mo mask)]' selected for Flaw #15 Interface B

12h48mnd2s Logs law (Mo Duplication, Mo Loss) selected for Flow #15 Interface B
12h48mnd2s Delay law (Mo Delay, Mo Jitter)' selected for Flow #15 Interface B
12h45mnd2z Mask '[Mo mask)]' selected for Flaw #16 Interface B

12hd5mnd2s Loss law [No Duplication, Mo Loss) selected for Flow #16 Interface B
12h48mnd2s Delay law (Mo Delay, Mo Jitter]' selected for Flow #16 Interface B
12h45mn42s Mask [Mo mask) selected for 'Other IP Flows' Interface B
12hd5mnd2s Loss (Mo Duplication, Mo Loss) selected for ‘Other IP Flows' Interface B
12h45mnd2z Delay (Ma Delay, Mo Jitter] selected for ‘Other IP Flows' Interface B

o

Graphical user interface for NetDisturb Server part with two Ethernet cards configured
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4.2 Description of NetDisturb Client and NetDisturb Server Startup

4.2.1 NetDisturb Server Startup Modes

The level of functionality depends on the availability of the NetDisturb Driver. If
NetDisturb Driver is lacking, a message warns the user. In this case it is possible to
continue, however only some functions will be available - this is called “Restricted Mode”.

4.2.2 NetDisturb Client Startup Modes

When starting the NetDisturb Client, the User identification and Server Information
parameters window is displayed.

MetDisturh Client

Ilzer

dentification: |Administratar

Paszward: |

Cancel

Server Infarmation
Path ta the Remote or Local HetDisturb Server:
|E1"'.F'r|:|gram FilezhMetDisturbhServersScripth,

MetDisturh Server P Address: | 127 . 0 . 0 . 1

The user identification window is composed of two sections:

% User Section

This User section allows the self-identification of the user. The ldentification could be
either any user name, or the ‘Administrator’ name depending of the chosen mode
(Administrator or User mode). Password can be defined only in association with
Administrator name.

ADMINISTRATOR mode:

To be connected as Administrator, NetDisturb Client must provide the corresponding
password. With this mode the NetDisturb functionalities are fully available: NetDisturb
Client can modify laws, stop or activate the relaying process or change contexts. By
default the password is empty.

USER mode:

To be connected as User, NetDisturb Client provides a other identification than
Administrator. Password is not necessary. NetDisturb functionality is reduced to the use
of contexts located on the PC of NetDisturb Server. Masks and laws can’t be defined.
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% Server Information Section
In order to connect with NetDisturb Server, NetDisturb Client needs following information:

1. The path to the remote NetDisturb Server folder
This path is composed of two parts:
- The drive, the virtual drive or the name of the NetDisturb Server machine.
- The directory location of NetDisturb Server where the script subdirectory
(containing NetDisturb.tst) can be found.
2. The NetDisturb Server IP address

In case of connection failure (if one of the parameters is invalid), an error window is

displayed to inform about the connection error. Then the identification window is
displayed again.

Errors windows may be: Check:

1) The IP address is correct.

NetDisturb Client X

Conneckion with MetDisturb Server can not be established,
Please check :
1) The IP address of the MetDisturb Server

2) The RAS link is correctly established
and that data are exchanged between
NetDisturb Client and NetDisturb

2) The RAS connection Server.

3 The current skate of MetDisturb Server . . . .

43 Mo other client is already connected. 3) NetDISturb Server appllcatlon IS
running.

4) Another user is not already connected
to NetDisturb Server or NetDisturb
Client is already running on the
NetDisturb Server machine.

Check that the remote machine name is
correct. If necessary, try a connection
with the remote machine using the
Window Explorer: browse the
Neighborhood Network until to reach the
Script folder (this handling could reveal a
necessary password to reach the Server)

3

The MetDisturb Server direckory is nok available,
Please check the path.

MetDisturb Client
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