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NetDisturb Foreword

The content of this User Guide is provided for informational use only. It is subject to
change without notice, and must not be used as a commitment by ZTI.

ZTI could not be liable for any direct or indirect damages caused by the software or
User’s guide imperfection.

By any chances, if mistakes have slipped in this guide, do not hesitate to contact our
client support and make remarks.

Except when allowed by license agreement between ZTI and User, no part of this
guide or the software may be reproduced, transmitted in any form or by any means.

To contact us:

ZTI

1 boulevard d’Armor
BP 20254

22302 Lannion Cedex
France

Phone: +33296 48 43 43

Fax: +33 296 48 14 85
Web: http://lwww.zti-telecom.com or http://www.zti.fr
Email: contact@zti-telecom.com (marketing & sales)

support@zti-telecom.com (technical support)

Copyrights

Copyright ZTI 1998-2006. All rights reserved. The software described in this manual is furnished under a
France Telecom licensed product. License Agreement and may only be used in accordance with
the terms of this agreement.

No part of this manual may be copied, photocopied, reproduced, translated, or reduced to any electronic medium
or machine-readable form without prior written consent from ZT].

All products and company names mentioned in this document are trademarks or registered trademarks of their
respective owners.
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Software License Agreement
This is an agreement between you (legal entity or physical person) and ZTlI.

e COPYRIGHT

The enclosed Software and documentation (here after called the Products) remains the property of
ZTI.

French copyright laws and international treaties protect this product.

ZTI grants you the right to use the products according to the following:

e USE OF THE SOFTWARE

You may:
¢ Install the software on the hard disk of your system in accordance with the software protection
described in the next paragraph.
e Make 1 backup copy of the software, provided that this copy is not used or installed on any
computer.
e Use the Products correctly.
In accordance with copyright and patent laws, the Licensee undertakes:
e To use the Products only for its own use
Not to modify the Products
Not to make illegal copy of the Products
Not to give, rent, sublicense or sale the Products
To protect and respect ZTI and its Products reputation.

e SOFTWARE PROTECTION

NetDisturb is licensed on a per workstation basis. You will need to purchase a separate license for
each machine that you install it on. Each licensed copy of the software installed on a workstation has a
unique Site Code, which requires the corresponding unique Site Key to be entered before the tool is
being operational.

e LIMITED WARRANTY

The Software is supplied without any express or implied warranty regarding the performance or results
obtained by the use of the Products.

ZTIl warrants that the software media (i.e. CD-ROM) will be free of material defects for a ninety (90)
days period following your purchase. The limited warranty applies to the media and not to the
information contained on it. If the media does not comply with this limited warranty, the only remedy is
the replacement of the media software

In no event, ZTI will be liable for any kind of direct or indirect damages caused by the Products.

¢ JURISDICTION

French laws will govern this agreement.
The court of GUINGUAMP-France shall finally settle all disputes arising out of or in connection with
this Agreement.

For further information, please contact: ZTI customer support department.

ZTI

1 boulevard d'Armor
BP 20254

22302 Lannion Cedex
France

Phone: +33 296 48 43 43

Fax: +3329648 14 85

Email:  support@zti-telecom.com or support@zti.fr
Web: http://www.zti-telecom.com or http://www.zti.fr
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PART O Preface

0.1 Organization of this manual

This user guide is aimed at helping you to discover and use NetDisturb. This manual
is organized as follows:

e Part 1: Product Overview
Briefly describes the key features of the NetDisturb software.

e Part 2: What's new in NetDisturb version 4.4

This part is a general overview of new features and main corrections provided with
NetDisturb version 4.4 and important information to upgrade from previous versions.

e Part 3: Install NetDisturb

Product requirements and how to install the software downloaded from the Internet or
from the CD-ROM.

e Part 4: Software License Configuration
Describes how to configure the license and how to proceed for the license transfer

e Part 5: Uninstall NetDisturb
Describes how to uninstall the software.

e Part 6: Run NetDisturb
Describes how to run the NetDisturb Server and NetDisturb Client.

e Part 7: Using the NetDisturb Client
Describes how to use the NetDisturb Client.

e Part 8: Using the NetDisturb Server
Describes how to use the NetDisturb Server.

e Part 9: Annexes
Describes additional information about the mathematical laws used by NetDisturb,
the default context value and the parameters saved in the Registry database.

0.2 Minimum System Requirements

NetDisturb requires the following minimum system requirements to operate properly:
e Platform: PC running Windows NT4 (SP6 recommended), 2000 or XP
e Pentium processor with 256 Kb memory at least

e Two identical Ethernet NICs: Ethernet, Fast Ethernet, or Gigabit Ethernet network
interface card.
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o 1024 x 768 display and DPI setting = Normal size (96 DPI)
e 15 MB free hard disk space

Note: PC multiprocessors and hyper-threading are also supported.
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PART 1 NetDisturb Overview

NetDisturb is an IP network emulator software that can generate impairments
(latency, delay, jitter, bandwidth limitation, lost and duplicate packets) over IP
networks (IPv4 and IPv6). NetDisturb allows the user to disturb flows on an IP
network and so to study the behavior of applications, devices or services in a
disturbed network environment.

NetDisturb is inserted between two Ethernet segments (on the same IP network
or two different IP networks) and operates bi-directional packet transfer on
Ethernet, Fast Ethernet and Gigabit network interface cards.

Local control Remote control

.
““ *
** o
. »
. G

Ethernet NIC - Ethernet NIC
10/100/1000 Mbps / 10/100/1000 Mbps

EEEESEE,

Throughput

IP flows

Loss Delay
Jitter

NetDisturb
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Product Requirements

* Platform: pentium PC running Windows NT4 (SP6), 2000 or XP with Microsoft
TCP/IP installed and at least 256 MB Ram.

* Hyper-threading and PC multiprocessors are also
supported.

* Two Identical Network Interfaces Cards (NIC): Ethernet, Fast
Ethernet, or Gigabit Ethernet network interface card.

* 1024 x 768 display and DPI setting = Normal size (96 DPI).

Configurations

Based on a Client-Server architecture, the NetDisturb software is made of two
parts: Server and Client. The Server handles the impairment characteristics and
the Client manages the Server using a simple graphical interface.

This allows two configurations where the Server and the Client parts may be
installed on the same PC host (local control), or the Server part is located on one
PC and the Client part is located on a second PC (remote control). In this second
configuration, the Client dialogs with the Server by using a Wan (for example:
PSTN or ISDN) or a LAN link.

Both configurations require two identical Ethernet Cards for the Server.

PC Windows 95, 98, NT4, 2000 or XP
PC Windows NT4, 2000 or XP NetDisturbClient
Client applicatiorand GUI

NetDisturb Client
| Client application and GUI | ]I WAN / LAN
NetDisturb Server PC Windows NT4, 2000 or XP
| Server application and GUI | NetDisturb Server

Server application & GUI

| Driver "Disturb.sys" |

Driver "Disturb.sys”

| Ethernet NDIS driver |

| Ethernet NIC (A) | | Ethernet NIC (B) | | Ethernet NDIS driver

| Ethernet NIC (A) | Ethernet NIC (B)
A A

LAN (A) LAN (B)
E!hernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps LAN (A) LAN (B)
< P ——
Ethernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps
Client and Server on the same PC Client and Server on 2 PCs

The "Disturb.sys" driver is located in the kernel of the operating system and is
installed above the NIC drivers. This driver is used by NetDisturb to handle the
exchanges with the NICs.
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Products features
What are the major features of NetDisturb VV4.47?
Key features

e Client-Server Architecture

e Impairments: Latency, Loss, Duplication, bandwidth limitation, Delay and
Jitter (mathematical laws and user-defined files)

e 16 configurable IP flows per direction with optional trigger condition

e Aggregates of IP flows can be defined (set of IP flows sharing the same Delay
& Jitter Law)

e Unidirectional or bidirectional packet impairments

e Connections per IP flow: impairments are applied to the IP flow or to each
connection of the IP flow

e Ethernet / Internet modes (desequencing of the packets)

e Easy to use and intuitive Graphical User Interface

e Statistics display and export detailed statistics in a file

NetDisturb is based on the notion of IP flows.

A flow is a set of packets with a set of common packet properties, and can be
unidirectional or bidirectional.

Flows are part of sessions (successions of flows and "think times") related to
some homogeneous user activity (e-commerce, mail, MP3 file, web, etc.).

_.-" think times _____
" \\\‘A ........... -
R —— _ <
— «= _-- TCP connection l -
== i 4 — l—-—_—
-
S~ o - V\ _- -v _ - -
S~< -~ \\ - - -
. - -~ - - .
Start of session ~~ FlowZ -~ End of session
arrivals

An IP flow is described by using a n-tuple.

In the typical case, the following 5-tuple is used: IP addresses, protocol and port
numbers.

An IP flow is composed of connections (such as TCP connections to make FTP
transfer by example).

To define the n-tuple for an IP flow, NetDisturb uses the notion of mask.
A mask is the combination of the following optional parameters:

IP version (IPv4, IPv6 or IPv4 & IPv6)

Ethernet header

= MAC destination address

MAC source address

List of VLAN-ID (Ethernet frames 802.1Q)
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IP Header

+ Destination IP address

=  Source IP address

«  Protocol (ICMP, TCP, UDP, SIP, ...)
« Differentiated services (TOS)

List of Ports (for TCP or UDP packets)

» Destination port list

« Source port list
Note: a trigger can be associated optionally with the mask.
With NetDisturb you can define up to 16 masks, i.e. 16 IP flows. An additional
item named "Other IP Flows" is in charge to handle all IP flows that have not
been user defined. For this item no mask can be defined, but impairments can be
applied.
NetDisturb manages up to 10 000 connections — all flows included.

The client window below illustrates the management of IP flows by NetDisturb.

B? NetDisturb Client - Impairment Tool for IP Metworks - Version 4.4. WSX

File Edit Actions ‘Working Modes Statistics  Help - Show Aggregates ==
— | Flowsz — |P Flow #01: FTP
Run #01 | LY |
Maszk [+ Trigger] Lozs & Duplication Law Delay & Jitter Lavs
«#02 [P joy] |
[FTP v|  [NoLoss NoDuplcation)  w| | =l
#03 POP3
* g| I Mazk Edit [Mao Lozs, Mo Duplication] E dit Eonstant_ Dela}_l & Router p—
Fiun #04 ’W g Sirmulation
. # Lost or 5 2
Fun #05 ,VNCi g| |— # Incoming Packets 0 Duplicated Packets 000 # Delayed Packets 0[0.0%]
+ 06 | RSWP g| |— —Interface & [MaC) 000347 36 11 53— @ —Interface B [MAC] 0003471 36 1C 7é
,7 g| Incoming Outgoing
# Packets/Second 0pis AloB # Packets/Second Opss
g Throughput | 0.00 b/s - Throughput | 0.00 b/s
Interface Interface
g| E1AR Outgaing Incoming 1ol
o A d— B
# Packets/Second 0pis Er—y # Packets/Second Dprs
Q Thioughput | 0.00 b/s @ Throughput | 0.00 b/s
g Maszk [+ Trigger] Logz & Duplication Law Delay & Jitter Law
4 | g| |FTF' j |[No Lazs, Mo Duplication] j | J
,7 g Mazk Edit [Mo Loss, Mo Duplication] Edit [Mo Delay and no Jitter) —
g| f # Lost or = o
# Incoming Packetz ] Duplicated Packets 0[0.0%] # Delayed Packets 0[0.0%]
Run Cther [P Flows g|
atistics Synthesis by Flow
ISt B y g| — Total Synthesiz Al
Throughput Reception  Received Pkts  Matching Pkis  Sent Pkts  Throughput Transmission TR
Fiun &l | From &t0B | 000k 0 pis Op Op Opl 000k 0 piz CPU Usage
FromBto Al goops 0pis op op Op| 000kE 0pis |- 2% ]

The graphical user interface represents the NIC cards as "Interface A" and
"Interface B" as illustrated below.
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Interface A A—B Interface B
Ethernet NIC Ethernet NIC >
10/100/1000 Mbps 10/100/1000 Mbps
<
A<B

NetDisturb

For each direction A > B or B > A, 16 flows can be defined by the user. And for
each IP flow, loss & duplication and / or delay laws can be applied as shown in
the figure below.

IP Flows

! Mask #03: defined

i —_— | No Ioss VI No delay
16 user defined Do ) J

1+ Mask #15: not defined

Interface A

IP Flow #01
= ]
: Loss law i i
! Mask #01: defined =——b- M & [ Delay & Jitter law |
1 Mask #02: not defined D No loss IZ No delay i

| Mask #16: not defined | |[ | Loss law & [Jpelay & Jitter law \
i Other IP flows m——p- No loss No delay J

Interface B

EthemetNIC | T Ethernet NIC
<> <
10/100/1000 Mbps e eeeeeeee—, (_10/100/1000 Mbps

. Mask #16: not defined;
[ [JLoss law & [IDelay & Jitter law Other IP flows i

No loss No delay

IP Flow #02
H -
i || Loss law & [ Delay & Jitter law Mask #01: not defined ! f .
[l No loss O No delay Mask #02: defined ! 6 user defined
i Mask #03: not defined; IP Flows
! O loss O delay 1
: I Wask #15: defined '
i

In the above example, NetDisturb has been configured with the following
parameters:
Direction A > B

the Mask #01 defines the "IP Flow #01", and a loss law is applied to
the packets of this flow,

the Mask #03 defines the "IP Flow #03", and a loss law is applied to
the packets of this flow,

As no loss and delay law is applied to the 'Other IP flows', all packets
that don't match the masks #01 and #03 are relayed directly from the
interface A to B.

Direction B > A

the Mask #02 defines the "IP Flow #02", and a delay law is applied to
the packets of this flow,

the Mask #15 defines the "IP Flow #15", and a loss law is applied to
the packets of this flow,

As no loss and delay law is applied to the 'Other IP flows', all packets
that don't match the masks #02 and #15 are relayed directly from the
interface B to A.
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How does it work?

We illustrate how NetDisturb handles incoming packets with the following
scheme from the A interface to the B interface.

— )
Incoming | i=1
packet
packet match
the mask?
— —>
Outgoing
packet
Interface A Interface B
- @

Depending of the active user-defined IP flows, NetDisturb identifies if the
incoming packet belongs to an IP flow before applying loss or delay treatments.
If this packet matches with the mask of an IP Flow (IP Flow #i for example),
then NetDisturb identifies if this packet must be lost/duplicated and/or delayed.
If this packet does not match any mask (a mask defines an IP flow), then
NetDisturb applies the treatments for the 'Other IP Flows' and identifies if this
packet must be lost/duplicated and/or delayed.

For each packet received on an interface, NetDisturb analyzes in order the
masks from 1 to 16 before considering this packet to belong to the "Other IP
Flows".

So NetDisturb can apply impairments on the IP flows defined by the user either
unidirectional (A > B or B > A) or bidirectional (the same impairments apply for
the two directions: A > B and B > A).

Introduction of a Trigger for the Mask

NetDisturb allows optionally using a trigger to condition the impairment with an
event.

The Trigger is an intermediate step after the frame has been classified into an IP
Flow and before the frame is impaired.

The Trigger includes various parameters:
e The activation condition based on the Ethernet frame content.
e The delay before applying the impairments
e The impairment duration (0 = no limit).
e The number of cycles for the trigger (O=unlimited) if the impairment
duration is not null.
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Thus two main categories of triggers are defined:

e the Trigger without limitation of duration to apply the Impairments

e the Trigger with a limitation of duration to apply the Impairments (and
optionally a loop counter)

As soon as the activation condition is performed, the impairment on the IP flow
can be immediate or delayed with a duration expressed in milliseconds (delay of
impairment).

If the impairment is immediate, the frame that has triggered can be included or
not (if the delay before impairment is null).

The impairment can be time limited according to a duration expressed in
milliseconds.

When NetDisturb is running an IP flow with a defined trigger, four states are
possible:

= Waiting for the Trigger: the impairments do not apply. This state is the initial
state of the Trigger.

= The Trigger was found: the impairments still do not apply because a delay is
defined before the impairments. This state changes to the next state when
the activation condition is reached.

= The Trigger is active: the impairments are applied.

= The Trigger is finished: the impairments do not apply any more. This is the
final state of the Trigger.

Note: a Trigger can remain active permanently if no duration limit was defined.
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Packet impairments

Pre-defined loss and duplication laws:

e Loss: Constant law
Parameter: number of packets

e Loss: Uniform law: f(x)=dx/(f—a)
Parameters: alpha, beta, threshold

e Loss: Burst Uniform law: f(x)=dx/(f—a)
Parameters: a, B, threshold(n), threshold(n + x), depth

e Loss: User-defined File
Parameters: file name, threshold

e Loss: Percentage
Parameter: percentage

e Loss: 1/N (1 packet is lost every N received packets)
Parameter: range(N)

e Duplication: Percentage (send n times the received packet)
Parameters: percentage, Min < n < Max

e Duplication: 1/M (duplicate 1 packet n times every M received
packets). Parameters: range(M), Min < n < Max

e Duplication: Uniform f(x)=dx/(f—a)
Parameters: alpha, beta, threshold

e Loss (1/N) then Duplication (1/M): the loss law (1/N) is used first
before the duplication law (1/M)

Pre-defined Delay & Jitter laws:

e Constant Delay & No Jitter
Parameter = constant delay

o Constant Delay & Exponential Jitter law: f(x) = Ae ™ dx
Parameters: constant delay, A

e Constant Delay & Uniform Jitter law: f(x)=dx/(f - )
Parameters: constant delay, alpha, beta

e Constant Delay & User File with Jitter values
Parameters: constant delay, user file

e User File with Delay & Jitter values
Parameter: user file

e Router Simulation & Constant Delay
Parameters: IP throughput, max memory, constant delay
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e Router Simulation & User File with Delay and Jitter values
Parameters: IP throughput, max memory, user file

e Constant Delay & User File with Throughput and Duration values
Parameters: constant delay, user file

Working modes

NetDisturb offers two working modes by applying impairments:
- Enable/Disable desequencing of the packets in a flow,
- Impairment laws apply to the IP flow or to each TCP/UDP connection of
the IP flow.

These modes are used together.

For example, NetDisturb is set with the following modes:
- Enable desequencing of the packets in a flow
- Impairment laws apply to the IP flow

to simulate the Internet network with disturbed flows.

Another example is to use the following modes:

- Disable desequencing of the packets in a IP flow

- Impairment laws apply to each TCP/UDP connection of the IP flow
to disturb VoIP communications in the same way on an Ethernet network.

Enable/Disable Desequencing Packets

Impairment may introduce changes in the packet sequence - for example by
introducing different delays for the packets of a flow.

One of the Ethernet characteristics is to keep packets received in order. Internet
hasn’t got this constraint regarding the packet order: some packets can use one
route while others use another one, with the consequence the receiver may get
packets unordered.

NetDisturb can simulate the Internet network (enable desequencing packets) or
can react as Ethernet does (disable desequencing packets).

Impairment laws apply to the IP flow or to each TCP/UDP connection of
the IP flow

NetDisturb can analyze IP packets to dispatch them into the TCP or UDP
connection they belong to. This mode makes possible to apply the same
impairment values to each packet of each connection.

For instance if the impairment has been defined with a loss law: lose the third
packet for 10 packets received.

e Impairment laws apply to the IP flow

When this option is selected, every received packet matching the mask for this
flow is considered to belong to the same flow. Processing is carried out in
“continue”. With the previous example of loss law (lose the 3™ packet on 10
received), NetDisturb will lose the 3™ packet for ten received packets whatever
the TCP/UDP connection belongs to.
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Impairment laws apply to each TCP/UDP connection of the IP flow

When this option is selected, NetDisturb analyses each received packet in order
to associate this packet to a TCP or UDP connection already existing by using
these parameters: protocol, IP addresses and port numbers. If the connection
doesn’t exist, a new one is created.

With the previous example of loss law (lose the 3™ packet on 10 received),
NetDisturb will lose the 3 packet for ten received packets of each TCP or UDP
connection.

Up to 10000 connections can be handled simultaneously by NetDisturb.

IP Flows and Aggregates

Up to 8 aggregates of IP flows can be defined. An aggregate is a consecutive set
of IP flows sharing the same Delay & Jitter Laws. All IP flows of an aggregate
share only one aggregate's Delay & Jitter law (with one law per direction).

The IP flow order in the aggregate defines the priority of packets to delay. While
the top IP flow packets get the highest priority, the other IP flow packets are
queuing until there are no higher priority packets.

In the example illustrated below, two aggregates have been defined:

the dark blue colored aggregate collects three IP flows (#01, #02 et #03)
and the light blue aggregate collects the IP flows #04 et #05.

%2 NetDisturb Client - Impairment Tool for, IP Networks - Version 4.4. WSX

File Edit Actions Working Modes  Statistics  Help - <« Hide Aggregates
— |P Flows — |P Flow #0E: RSWF — Aggregates
Run #01 || FTP I vl #01
_“ i:: Mask [+ Trigger] Lozs & Duplication Law Drelay & Jitter Law :l
+ #02 I s I vl #02
|RsvP > |iNoLoss NoDuplication) — v|  [ROUTER 10Kk =l |
#03 I POP3 _— I vl #03
* g' l Mask [Mo Loss, Mo Duplication) Edit Eonstant_ Dela_l_,l & Router I'.,.ggregm :l
Fun #04 ” SMTP g| S | [Maone) vl #04
. # Lost or 3 =,
Fun #05 ||VN<:— af # Incaming Packets 0 Dypiveid Packets 0[00%]  #Delayed F'ac:kets| 0[00% lﬁ, s
v a5 | o rInterface & (MAC): 00 0 41 36 11 53— @ = Interface B (MAC): 00 08 A1 36 1C 74 ||:| v[ #OE
Incoming Outgoing
Fiun #07 I I T vl #O7
_I g| # Packets/Second 0 pts elol # Packets/Second Opds
FHun #08 | Throughput | 0.00b/ —) Thioughput | 0.00 b/ | hore v[ #05
_I g' Interface R E DI E Interface
Fur #09 “ g| | stop | s1op I [Maone) j #09
Outgoing Incoming
Fiun #10 I A _ B I T vl #10
_I g' # Packets/Second 0p/z e, 1 Packets/Second Opis
Hun #11 ” g| Throughput 0.00 bz i Throughput 0.00 bz I 'l #11
Run #12 || al Coos Tel[72
Run #13 ” gl task [+ Trigger] Laozs & Duplication Law Dielap & Jitter Law I vl #13
Fun 14| al |RsvP >l |MoLoss.MoDupication) =] [iHo Dl o ey =) ||| eney ] =] w4
Fiur #15 ”— g| Mask Edit | [Mo Loss, Mo Duplication) Edit [Mao Delay and no Jitter) I.a.ggmgm I [Maone) j #15
a3 || QU 1] incsming Packess 0 i ots 0[00%  #DelyedPackets|  0[0.0%] [—muoney ] -|[ me
Fun ||0‘ther IP Floewes g| I vl Cther
ﬁaﬁsﬁcs Synthesis by Flow:
’ e [ ot S ehot Feceplion Received P Metshna Plis _ SertPits _ Trroushout Transmissh Alarms |
oL eception Received Pkis ching Pkis & s oL ransmission
Run All Stop Al | From Ato B[ 0.00bis 0 pis (i (i Opl 0.00bis 005 | ~CPU Usage; | Configure Aggregates |
FromBlo Al gooks!  opis| op | op | opl 000wl owpis 3% |
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Statistics & Alarms

Different statistics are calculated and displayed by NetDisturb:
- for each IP Flow (and for both directions)
- Statistics synthesis by Flow
- Total synthesis & Alarms

These statistics can be saved in a file for a later use.

Statistics for each IP Flow

For each direction (A - B or B > A) NetDisturb displays:
- The number of packets matching the mask
- The number and the percentage of lost or duplicated packets
- The number and the percentage of delayed packets

tazk [+ Trigger] Lozs & Duplication Lawv Delay & Jitter Law

IDF 2009
bl azk

Edit |
# Incoming Packets 39769

[Lost [1/5) then Duplicate [1/3] x|

Logz then Duplicate Edit |
H Lost or 23931 [50 %]

Duplicated Packets

| Delay (5) + Jitter (25)

Congtant Delap &
E xponential Jitker

Edit |
# Delaved Packets| 31816 [B0 %]

[~

and a complete view of traffic statistics (number of packets and throughput) over

the A and B interfaces as shown below:

— |nterface & [MaC]: 00 08 A1 36 171 59— @ — Interface B [(MAC): 00 08 A1 36 1C Fb 5

Incoming Outgoinig

# Packetz/Second 501 pfs Gl2lE # Packetz/Second BO3 pis

Throughput | 1.14 MBS # Thraughput | 1.37 MBS
|nterface el : R : Interface
—— Outgoing —— | nzoming
A L B
# Packetz/Second 283 pfz — # Packetz/Second 320 pfs
t
Throughput | 1.17 Mbrs @' Throughput | 1.32 Mb/s
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Statistics Synthesis by Flow

The synthesis for all IP Flows displays for each flow and for each direction:
- The incoming throughput and number of received packets per second
- The number of packets matching the mask
- The number of lost packets
- The number of delayed packets
- The outgoing throughput and the number of sent packets per second

| «

File Actions  ‘Working Modes  Statistics  Help - Show Aggregates ==
— |F Flows IP Flowss % Incoming Throughput  Incoming Pkiz
supun [z QU |anBE & A0 ot 4mg gty e m
ol O wfgel § o B Cpo g omy
B e W L e
B U R
oo [ O wof A8 3 L e w2805 enimy
I i e o R
sopt [ohes O |rfAS8 8 S g% geeon soE
e W I I R I
e il [ A i
el T R
spm [t Q |efAl2 8 S gy g8 g9
o[t O |naff? %GR G 4wy sus
e el [ A Al
R = T O S B
swons [Tz O [wefALE & s gm0 4Ry ey
N s R S
ow_|[oeros O | [A0E 8 i Gw B swy guo
[111] 1] 1]

42099
16059
o

i
43656
15554
]

i
4240
i

o

i
2979
14514
i

i
5037
16145
0

i
4089
15957
58746
27436
3533
16007
1]

i
4m3
15953
o

i

%
16612

1.00 Mbv's
703 Khbis
0.00 be's
0.00 b's
1.04 Mbs
1.05 Mbv's
0.00 b's
0.00 b's
518 kbds
0.00 b
0.00 be's
0.00 b's
515 kbds
0.98 Mb/'s
0.00 b's
0.00 b's
E44 kKbis
1.06 Mb's
0.00 b's
0.00 b's
527 kbis
1.07 Mb's
0.00 be's
0.00 b's
434 kKbis
110 Mbv's
0.00 bv's
0.00 b's
516 kbis
1.14 Mb/'s
0.00 be's
0.00 b's
1.03Kb/s
1.10 Mb's

Lost Pktz  Delaped Pktz  Outgoing Pkt Outgoing Throughput

440 pi'z
166 pr's
Opds
Opis
460 pr's
175 pis
0pds
0pds
45 pds
Opds
Opds
Opis
44 pds
155 pr's
0pds
Opds
55 pds
167 prs
0pds
Opds
45 pls
171 pfs
0p/s
Opds
42 pds
169 pi's
Opis
0pds
44 pds
177 pr's
Opds
Opis
Opis
174 prs

— Total Synthesiz A
Throughput Reception  Received Pkis  Matching Pkis  Sent Pkis  Throughput Transmission Srns
Fun Al ‘ Stop Al | From At B | 531 Mo 1252 nis 166223p | 16TEIGR 170183 p| 547 Mats| 1174 pis | PP sage
FromBto A [ 534 Moiz| 1373 p 1604350 | 160425 p 154528 | 817 Mhiz| 1350 piz 96 % |

Total synthesis

Statistics Synthesis by Flow - example

At the bottom of the Client window, the total synthesis displays the following
parameters for both directions (A > Bor B 2> A):

- Throughput and number of packets per second received

-  Number of packets received
- Number of matching packets
- Number of packets sent

- Throughput and number of packets per second transmitted

Total Synthesziz

From &to B | 116 ks

Throughput Reception  Received Pkts Matching Pkiz Sent Pkis
491 pl=s 28675 p 28EYS B 28381 p | 112 Mz
745 niz B1630 g 31504 p F1630 0 | 416 Mz

FromBto & | 415 M=

Throughput Transmission

437 piz
T4a iz

18 %

|
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Alarms

The alarms encountered by the NetDisturb driver can be displayed by the user

and are classified per direction for both interfaces:

Incoming direction Outgoing direction
e Number of lost packets e Number of lost packets
e Number of lost bytes e Number of lost bytes

e Number of errors returned by the Driver at|{e Number of errors returned by the Driver at

the Interface the interface
¢ Number of missing buffers to keep packets
e Number of ignored flows (when the multi-
flows option is active).

HMetDisturb Client - Alarms Summary

Alarmz Linked to the Direction from [nterface & ta Interface B

Incoming from &, Outgoing to B
# Packets Lost: 0
#t Bytes Lost: 0 AtoB
# Diriver Errors: 0 m—
# Buffer Mizsing Errors: 0
# TCPAUDP Connections Lost: 0

x]

#t Packets Lost: 1]
# Bytes Lost: 1]
# Drriver Errors: 1]

Alarmz Linked to the Direction from [nterface B to Inteface &

Outgoinig to & |nzoming from B
# Packets Lost: 0 B lo 4 # Packets Lost
. # Bytes Lozt
# Bytes Lost: 0 4 f Ciriver Errors:

# Buffer Mizzing Errars:

# Crriveer Errors: 1]
fIVET =TS # TCPAUDP Connections Lozt

ol ol ol ol O

k. Clear Alarms |

Update Slarms Surmmany
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Performances

To illustrate the key performances of NetDisturb, 2 examples are presented
hereafter (by using a bi-processor PC 2.4 Ghz with windows XP SP1).

Example 1: use of 2 Fast Ethernet NICs

NetDisturb

Interface A A—B Interface B y
Ethernet NIC Ethernet NIC > | Measured Throughput = 93.2 Mbps
100 Mbps 100 Mbps
A<—B

Bi-processor PC 2.4 Ghz & Windows XP (SP1)

NetDisturb is configured with 16 IP flows (no loss and no delay for each flow).
With Fast Ethernet NICs, the throughput measured is 93.2 Mbps in one direction.

Example 2: use of 2 Gigabit Ethernet NICs

NetDisturb ',' P = number of IP packets per second
(direction A > B)

Interface A - Interface B

Ethernet NIC -
E:g(e){)nlsltbglsc 1000 Mbps P + Q =100,000 packets per second

Q = number of IP packets per second

Bi-processor PC 2.4 Ghz & Windows XP (SP1) (direction B > A)

By using 2 Gigabit NICs, NetDisturb can handle up to 100,000 packets per
second with 16 IP flows defined (for both directions).

These two examples show some performances of NetDisturb. This will avoid
heavy investments in expensive hardware solutions.
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Applications

Performance & Acceptance Tests: Qualify and evaluate the behavior of IP
equipments (phone, fax, gateway, etc.) and applications (audio and video
streaming, etc.) on IP networks.

Configuration and control of IP Equipments for product verification and test:
Define different QoS levels in an Intranet or Internet environment to
configure terminals, gateways and routers.

Test Laboratories: NetDisturb provides repeatable QoS on different flows
using configuration mode and values (loss, duplicate, delay) defined by the
user, and so re-create real world problems in the lab.

Applications test: NetDisturb allows testing applications such as Voice over
IP, streaming audio and video, and other distributed applications.

Emulation of symmetric or asymmetric network conditions (Lan, Man, Wan):
latency, jitter, packet loss, bandwidth limitations, etc. to test IP applications
(VolIP, streaming audio & video, etc.), services and products sensitive to
various real conditions.

Some publications mentioning the use of NetDisturb

The Communications and Information network Association of Japan (CIAJ)
which represents manufacturers supplying network devices and terminals
has published a report on 2002: Report on speech quality investigation of
VoIP Terminals (gateways and IP phones):
http://www.ciaj.or.jp/tusin/pressrelease/voip_1le.html
"We adopted NetDisturb, ... as a network simulator because of its ease of installation
and operation in Windows".

3GPP Technical Specification Group Services and System Aspects TSG-54
- Test Plan for the Adaptative Multi-Rate Wide-Band (AMR-WB) and Narrow-Band
(AMR-NB) in packet switched networks.
- Test Plan for 3G packet switched conversation tests (comparison of quality offered
by different speech coders over packet switched networks)
NetDisturb is used as the simulated network.

The following illustrations describe the system that is simulated for these tests.
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Terminal 1

——»

Packets send
To s

Adr Transmission
Perturbations

Adr Transmission
Perturbations

Packets received
from 3

—» [

Terminal 5

Packets

received from |

«+ [
Packets send
Tol

Packet switch audio communication simulator

This is simulated by using 5 PCs as shown below, with PC# 3 using the

NetDisturb software as network simulator.

PC1: PC2: PC3: PC4: PC5:
VOIP Alr Adr Interface VOIP
\ / Network Network

=)

Hub 1 Hub 2

Simulation platform
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Customer references

Present on the market since 1998, NetDisturb is used in more than 40
countries.

See some worldwide references of satisfied customers:

Alcatel, ANZ Bank, AT&T, Bell Canada, Cisco, Commtech Wireless, Department of
Defense, Equant, France Telecom, Gensight, Global Crossing, Iwatsu, Juniper,
Motorola, Nortel Networks, NEC, NTT, Panasonic, Philips, PIKA Technologies,
Polycom, Psytechnics, Raytheon, Schlumberger, Scopus, Tekelec, TF1, Toshiba,
UTStarcom, WL Gore, Xerox, etc. as well as many universities and telecom
institutes.

Conditions of use

NetDisturb is licensed on a per workstation basis. You will need to purchase a
separate license for each machine that you install it on.

Each licensed copy of the software installed on a workstation has a unique Site
Code that requires the corresponding unique Site Key to be entered before being
operational.

Delivery
Includes CD with documentation, printed installation guide, technical support and

software maintenance (including major and minor software upgrades) for a
period of twelve months from the date of purchase.

To download an evaluation of NetDisturb please visit us at:
http://www.zti-telecom.com/pages/main-ip.htm
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PART 2 What's new in NetDisturb version 4.4

This part is a general overview of new features and improvements provided with
NetDisturb version 4.4 and important information to upgrade from previous versions.

More details regarding features and improvements included in the different versions
of NetDisturb can be found in the version.txt file located in the installation directory
(default settings: C:\Program Files\NetDisturb).

2.1 New features in NetDisturb v4.4 (from NetDisturb 4.2)

= |Pv6 Support
= Additional Delay & Jitter law to enable the Throughput variation over the
time
= New Aggregate feature to associate multiple IP Flows to share on Delay &
Jitter law.
= Additional Frame Ethernet mask features to define a mask:
= The ‘Equal’ or ‘Different’ operator is a new characteristic of each
parameter of the Mask to extend the filter definition,
= List of protocols.
= List of Differentiated Services available with both IPV4 and IPv6.
= Filter IPv4, IPv6 or both IP versions.
= Start and Duration of Impairments based on the new Trigger definition. The
Trigger is an additional parameter to the mask.
= New User-define file format helping to add comments in the file.

The contexts created with version 4.2 and version 4.3RC3 are reused automatically. When saved,
they get the new NetDisturb v4.4 file format.

2.2 Upgrading from versions 4.2 and 4.3

You shouldn’t uninstall the previous version of NetDisturb to keep your license
scheme.

By upgrading from a version 4.2 or 4.3, you keep your existing User-defined file and
the new contexts you created.

NetDisturb version 4.4 requires Acrobat Reader. Please see paragraph 2.4 for more
details.

2.3 Upgrading from versions 4.1 and older
You don’t need to uninstall the previous version of NetDisturb to keep your license

scheme. However, this license will not enable you to use NetDisturb version 4.4,
because the license date of version 4.1 and previous is too old.

= For any question or further information regarding the license upgrade, please

contact ZTlI :

Email: contact@zti-telecom.com or contact@zti.fr
Phone: +33 29648 43 43

Fax : +33296 48 14 85
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2.4 Acrobat Reader version compatibility

To access the NetDisturb’s help, Acrobat Reader is required. NetDisturb supports
Acrobat Reader version 4.01 to 7, that have been tested successfully.

If your Acrobat Reader’s version is too old, you can use the Acrobat Reader’s version
from the NetDisturb’s CR-ROM or download it straight from the Adobe web site:
www.adobe.com.
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PART 3 Install NetDisturb

NetDisturb is supported on the following platforms: Windows XP Home or
Professional, Windows 2000 Professional or Server, Windows NT 4 Service Pack 6
Workstation or Server.

The minimum screen resolution is 1024 x 768 and the DPI setting should be “Normal
size (96 DPI)”.

If you have the NetDisturb CD-ROM version, please refer directly to paragraph 3.2.

* To run NetDisturb your computer’s screen resolution must be at least 1024
X 768 and the DPI setting should be set up with the “Normal size (96 DPI)”
value.

* To install NetDisturb for Windows NT4, 2000 and XP, you must log on with
your administrators rights.

The default settings of NetDisturb come with a 15-day limited license. When it
reaches the deadline, NetDisturb stops running. Go to PART 4 for more information
about the license program.

3.1 How to install the software downloaded from the Internet

The installation procedure is a standard installation program.

Please note that the NetDisturb installation procedure will be different in the last
part, depending on the target Operating System: Windows NT4 or Windows 2000
and Windows XP.

e Before to proceed with the NetDisturb Setup, please be sure your system does
meet the following minimum requirements:
= OS supported: Windows NT4 (SP6 at least), Windows 2000 or XP.
= Minimum screen resolution: 1024 x 768
= Your PC needs at least 2 NIC already installed, configured and fully
operational.

« If you have downloaded the software from our website, you have downloaded the
file NetDisturb.zip containing the Setup NetDisturb.exe file and the related
documentation.

You must first unzip this file in a temporary directory.

NetDisturb is composed of two parts: NetDisturb Client and NetDisturb Server.
This setup will install both the Client and Server parts on the same system.

e Then run “Setup_NetDisturb.exe” from this temporary directory to launch the
setup procedure and follow instructions on the screen.
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The default settings install NetDisturb in the following directory:
C:\Program Files\NetDisturb with the following subdirectories:
C:\Program Files\NetDisturb
C:\Program Files\ NetDisturb \Client
C:\Program Files\ NetDisturb \Driver
C:\Program Files\ NetDisturb \Server
C:\Program Files\ NetDisturb \Server\Script

At the end of setup, a manual driver installation is required if Windows NT4 is used.
In that case, please refer to paragraph 3.1.2.

Otherwise, the only necessary operation is to uncheck protocols from NICs used with
NetDisturb.

3.1.1 NetDisturb Driver Installation for Windows 2000 or XP

The NetDisturb driver sets in the kernel of Windows 2000 or XP. The
NetDisturb driver is installed on the top of the driver for each Network
Interface Card (NIC) installed in your PC. For Windows 2000 or XP, the
NetDisturb driver is considered as a protocol. The NetDisturb driver handles
the exchanges between two NICs.

The setup procedure realizes the installation of the NetDisturb driver
transparently. The NetDisturb driver is mapped on top of each Ethernet or
wireless NIC if the driver of the NIC is NDIS compatible.

The NetDisturb driver linked to the selected NICs remains available
transparently: it doesn’t appear in the protocol list.

There is still an important manual operation you have to do before using
NetDisturb:

1. In order to avoid unexpected traffic generated by the protocol stack
(TCP/IP, Client or Microsoft Networks, etc.) on the NICs that
NetDisturb will use, you have first to unselect all protocols.

2. To unselect protocols from a NIC used by NetDisturb, use the “Control
Panel/Network and Dial-up Connections” or the “Control Panel/Network
Connections” program and uncheck all protocols.
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3.1.2 NetDisturb Driver Installation for Windows NT4

At the end of the setup, after the files have been copied to the system:

¢ A text file is automatically opened to explain the next step: installation of the
NetDisturb driver on the system

e The control panel is automatically opened in order to proceed with the driver
installation.

The NetDisturb driver sets in the kernel of Windows NT. This driver must be installed
over the driver of network cards. For Windows NT, it is considered as a protocol. The
NetDisturb driver goal is to handle exchanges between two networks interface cards
(NIC).

The NetDisturb driver is a protocol named 'Disturbing Ethernet Driver over NDIS'.
The NetDisturb driver installation is carried out as any usual network driver
installation. It must be installed after the network cards drivers. Different protocols
can be bound to your NIC. The NetDisturb Client and NetDisturb Server need a
TCP protocol stack for data exchange. So before installation, check that your
Windows NT4 computer gets 2 NIC installed and a TCP stack installed.

To install the NetDisturb driver, you have to use the Windows control panel and
select the following items:

1. Choose "Network" icon,
2. Choose "Protocols" tab,
3. Click on "Add"

4. Choose "Have Disk..."

5. Type the folder where following files are located: OEMSETUP.INF and
DISTURB.SYS (by default: C:\Program Files\NetDisturb\Driver) and press
IOKI

6. Then select the "Disturbing Ethernet Driver over NDIS " and click on "OK"

7. The item 'Disturbing Ethernet Driver over NDIS' appears in the protocol list of
'Protocols' tab

8. Disable the other protocols bound to the network adapters as follows:

* Choose "Bindings" tab,

* In the list box select "show bindings for all adapters”,

* Disable all protocols bound to each Network adapter used by NetDisturb
except: "Disturbing Ethernet Driver over NDIS" (you need to do it for
the 2 used network adapters)

* Disable "Disturbing Ethernet Driver over NDIS" for all other adapters
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9. As a TCP stack is required for the NetDisturb Client and Server exchanges,
you must bind the TCP protocol to another one adapter - for example to a
modem or another adapter.

This is an example to add a TCP/IP stack onto a modem, which is not necessarily
physically connected to your PC. The procedure is as follows:

a) Add a modem via Control Panel / Modem, select "add", then "don’'t detect my
modem, | will select it from a list" and click on "Next"

b) Select any standard modem from the Standard Modem Types manufacturer
list (for example Standard 14400 bps modem). Click on "Next"

C) Select a port and click on "Next "

d) Windows NT should present you a dialog box indicating the end of modem
installation

When you have finished using the control panel, press Close to save all changes.

Your system is now configured and you need to reboot your PC to take changes
into account.

3.1.3 Start Menu Shortcuts Created

Start > All Programs > NetDisturb
= 1) NetDisturb Server
= 2) NetDisturb Client
= License help
= Uninstall NetDisturb
= User Guide

When launching a NetDisturb trial version for the first time, a message is displayed
showing the remaining days of use (for example, 15 days left out of 15 in the
following example):

paRY,

15 days leftout of 145

Press <Enter= to configure your license.

To enter your unlimited license,
please refer to PART 4 (Software License Configuration)
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3.2 How to install the software from the CD-ROM

The installation procedure is a standard installation program. On the CD-ROM, you
will find the “Setup_NetDisturb.exe” file.

This setup will install the NetDisturb Client and the NetDisturb Server on the
same machine.

Run this setup and follow the instructions as described in the previous paragraph.

On the CD-ROM, a second setup allows installing the NetDisturb Client on a
machine. This is useful if you want to install the NetDisturb Server and the
NetDisturb Client on two different machines.

To install the NetDisturb Client on a machine (Windows 95, 98, NT4, 2000 or XP),
run “Setup_ NetDisturbClient.exe” and follow the setup instructions to proceed with
the installation.
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PART 4 Software License Configuration

Note: This software is licensed on a per workstation basis. This means that you will
need to get a separate license for each machine that you'll install it on. Each licensed
copy of the software installed on a system has a unique Site Code which requires a
corresponding unique Site Key to be entered before the tool is operational (except
for a trial version: a duration of 15 days is automatically enabled at the first
installation of the software. If you try to install the software again, the license program
will disable the trial period).

4.1 How to configure a license

If you wish to configure your license before the trial period ends, press Enter just
after launching the NetDisturb Server when the following message is displayed:

15 d eftout of 15
Press <Enter= onfigure your license.

You will then see the following license configuration window:

f_-:ﬁ NetDisturb - License Configuration :”E|g|

Program License Help

=
% 15 dayz left out of 15
L =

Site Code: DBES 1085 DOAC BE3E GC

Site ey |

To authorize this program for this site, send your name, site &
code, company name and e-mail ta:

ATl

phone: +33 2 96 48 43 43

famx: +33 29648 14 85
e-mail: contact{@ztitelecom.com

To move a license to another directory or computer, you can use the
"Licen=e” menu at the top of thiz dialog.

“‘ou can bring up thiz configuration dialog when the program starts by«
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[T | At the end of the trial period when you launch NetDisturb Server, the same license |
configuration window appears, but saying “Program not authorized” instead of
showing the remaining days of use.

——

'Eﬁ NetDisturb - License Configuration E|ﬁ|®

Program License Help

EF A1y

==

Site Code: DAZ0 1B1A DOAD F258 21
Walidate
Site Keyw: |

Program nat authorized

To authorize this program for this site, send your name, site |~
code, company name and e-mail to:

FAl

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@ztitelecom.com

To move a license to another directory or computer, you can use the
“License” menu at the top of thiz dialog.

“ou can bring up this configuration dialeg when the program starts by »

To get the Site Key and obtain an unlimited version, please send an email to
contact@zti-telecom.com or contact@zti.fr with the following information:

a. The Site Code (you can copy and paste the Site Code displayed in the license
window)

b. The name of the software: NetDisturb

c. The OS used

d. Your company's name

e. Your name and phone number

f. The purchase order's number and date of purchase

We will then email you the Site Key. You can now close the license's window.

After you have received the email with the Site Key, open the license configuration
window again by pressing the Enter key as explained before.

Copy the Site Key in and then click "Validate".

After validation of the Site Key, you will get the following message:
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Congratulations! R|

i You are now licensed to run this software.
' Press Ok to continue ar Cancel if you want to run your software later,

Cancel |

= Important: one Site Code is associated with one Site Key, and only one. A
Site Code is unique for each PC installed. For security reasons, as soon as
you validate a Site Key (trial or unlimited), the license program generates a
new Site Code automatically.

= For any question or further information, please contact our technical support:

Email: support@zti-telecom.com or support@zti.fr
Phone: +33 296 48 43 43
Fax : +33 296 48 14 85

1 When you launch NetDisturb Server with an unlimited license, you will see the
\"\ following window:

pa g

Unlimited license

Press <Enter> to configure your license.
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4.2 License Transfers

A license transfer is not a duplication of any type.
Please contact ZTI or your authorized distributor for site license information
and for several licenses purchase.

Licenses can be transferred using one of the following methods:

= Direct transfer: move the license to another directory on the same PC or
between two PCs of a same network.

= Transfer by media: move the license from a source PC to a target PC by
using a floppy disk or USB key.

4.2.1 Direct Transfer: move the license from one local directory to another

This transfer mechanism must be used to move a license in two cases:
- From a source to a target directory of the same PC
- From a source to a target directory of networked PCs

e First, copy the program (copy the NetDisturb's folder) to the target directory.
For example from “C:\Program Files\ NetDisturb” to “C:\Temp\NetDisturb”

e Then run the program from its original directory (from “C:\Program
Files\NetDisturb”). When the license configuration window appears, press Enter
and select “License > Transfer to directory ...” in the license menu as shown
below:

gﬂ NetDisturb - License Configuration E”E|g|

Program QN====8 Help

E&10 Transfer to directory...
==

gjl  Transfer out to another computer. ..

C .
7 Kill license

To authorize this program for this site, send your name, site »
code, company name and e-mail to:

£l

phone: +33 2 9648 43 43

fax: +33 296 48 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, vou can use the
"Licenze” menu at the top of thiz dialog.

ou can bring up thiz configuration dialog when the program starts by w»
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e Provide the path name of the target program (for example C:\Program
Files\NetDisturb\NetDisturbServer.exe).
The license is now transferred to the new directory.
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4.2.2 Transfer by Media (floppy disk or USB key) from a source PC to a target
PC

p A floppy disk or USB key is needed for this kind of transfer.

To transfer the license from the source PC (PC #1) to the target PC (PC #2), proceed
as described in the following order:

1) First install the program on the target PC (PC #2).

2) Run the software on PC # 2 and delete the trial license in order to get an
unauthorized license on this PC.

If the "Transfer in from another computer ..." item of the license menu is disabled,
you must Kill the license.

How to kill a license?

When the license configuration window appears, press Enter and select “License >
Kill license” in the license menu.

gﬂ NetDisturb - License Configuration g|§|®

Program QN==3=-8 Help

EZLA Transfer to directory. ..

L==

gil  Transfer out to another computer. ..
[ T _
&l Kill license

To authorize this program for this site, send your name, site A
code, company name and e-mail to:

W alidate

Al

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can use the
“Licen=e" menu at the top of thiz dialog.

“ou can bring up thiz configuration dialog when the program startz by w
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A message box will appear:

Kill License

\:..5/' Are pou sure you want to delete pour current licenze?

Warning

After deleting vour licenze, you will need to purchase a new license o

continue using this program.

Yes

Press 'Yes' to kill the license and a confirmation code is displayed:

Kill License R‘

our kill canfirmation code is:

|FDEIE CaAF 7445 DSSE FDAT F771 B4

'ou zhould write dovwn thizs number in caze pou need to
prove that the license was actually deleted.

Click 'OK' and the license window displays now "Program not authorized":

'Eﬁft NetDisturb - License Configuration :”E|E|
Program License Help

[EAL

==

Program not authorized

Site Code: D347 5CD3 DOA4 7C54 86

Walidate
Site Kew: |

To authorize this program for this site, send your name, site &
code, company name and e-mail to: i

il

phone: +33 2 96 48 43 43

fax: +33 29648 14 85
e-mail: contact@zti-telecom com

To move a license to another directory or computer, you can use the
"License”™ menu at the top of thiz dialog.

ou can bring up thiz configuration dialog when the program stars by

3) Select “License > Transfer in from another computer ...” from in the license menu:
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FAL . . - .
&%= NetDisturb - License Configuration
Program QE«Zst8 Help

EF 415

= Transfer in from another computer. ..

¥t

Sil
Walidate

code, company name and e-mail to:

£11

phone: +33 2 96 48 43 43

fax: +33 29648 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can use the
“Licenze™ menu at the top of thiz dialog.

“ou can bring up thi=s configuration dialog when the program starts by

To autherize this program for this site, send your name, site  ~

The "Transfer License In (Step 1 of 3)" window is displayed:

Transfer, License In (Step 1 of 3)

a licenzed copy on another computer.

"Mext'" at the bottom of thiz dialog box.

[ Mt > |

Tranzfer In enables you to transfer a licenze to thiz program from

For thiz process you will need 1 floppy disk and access to a
licenzed copy of thiz program on another computer.

Inzert a floppy digk. inta your camputer's “A" drive and press

If your are wzing a drive other than drive 4", enter itz path here:

|.-’-'-.:'\. Browse. .. |

Cancel

4) Insert a floppy disk or use a USB key as requested in step 1 of 3 and specify the

path.

Then press “Next >": the "Transfer License In (Step 2 of 3)" window is displayed:
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Transfer, License In (Step 2 of 3)

Mo the licenze needs to be copied to the floppy disk:

1.  Remove the floppy dizk and take it to the compter with
the licensed copy of thiz program.

2. Run the icenzed copy of this program and zelect
"Trangter Qut''.

3. Bring the disk back to this computer and press "MHest".

If there iz a significant delay between transfers [for example, you
are moving a licenge from wour work, computer to pour home
computer], you can suzpend the transfer processz and continue

later:
Continueg Transfer Laker |

| Hext > | Cancel |

5) Go to the source PC (PC #1) and insert the media (floppy disk or USB key). Then
start the program on PC #1. When the license configuration window appears, press
Enter and select “License > Transfer out to another computer ...” as shown below:

'f-:ﬁ NetDisturb - License Configuration —_”_IR|

Program QEa===8 Help

[ ‘| Transfer to directary...

L="1=

(] Transfer put to another computer. ..

[ .
7 Kill license

To authorize this program for this site, send your name, site
code, company name and e-mail to:

£I1

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a licenze to another directory or computer, you can use the
"Licenze”™ menu at the top of this dialog.

You can bring up this configuration dialeg when the program starts by »
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The following window is displayed:

Transfer, License Out (Step 1 of 2) E|

Transfer Out enables you ta transfer a license from thiz program
to an urlicenzed copy on anather cormputer.

To begin, run the unlicensed copy on the remote computer,
zelect ''Transfer License In", and follow the instructions on the
solEeh.

“When pau are ready, inzert the tranzfer floppy dizk inta pau
computer's A" drive and press "hest'

If you are uzing a drive ather than drive “A", enter itz path here:

Ak, Browse. .. |

| Hext > | Cancel |

Input the media path (floppy disk or USB key) and then press "Next >".

When the license is put on the media, you get the “Program not authorized”
message:

gﬂ NetDisturb - License Configuration T”ﬁ|§|

Program License Help

[EA10]

L="=

Program not authonized

Site Code: D347 5C03 DO0A4 7C54 86

Walidate
Site Few: |

To authorize this program for this site, send your name, site
code, company name and e-mail to: i

il

phone: +33 2 96 48 43 43

fax: +33 296 48 14 85
e-mail: contact@zti-telecom. com

To move a license to another directory or computer, yvou can use the
"License” menu at the top of this dialog.

“ou can bring up thiz configuration dialog when the program starts by | s

You can check that the license is not available anymore on the source PC since the LanTraffic V2
software license is on a workstation basis.

Contact us to get information on site license (contact@zti.fr or contact@zti-telecom.com).
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6) Remove the media from PC #1 and return to PC #2.

Click the 'Next' button on the step 2 of 3 of the “Transfer license in” window (on PC
#2) to complete the transfer.

The unlimited license key is now transferred from the source PC to the target PC,
and you get the following message:

Transfer, License In (Step 3 of 3)

Congratulations!
The licenze has beeh successfully transfered.

Preszz "Finizh'' to continue.

Fimzh

Click Finish to continue.
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4.3 How to kill a license

If you would like to transfer an unlimited license key onto a PC where a trial period is
still active, you should first delete the active trial period. If you don’t delete the active
trial period, you will not be able to transfer an unlimited license.
To delete the trial license, you should proceed as follows:

e From the license configuration window, select “License > Kill License” in the
license menu as shown below:

f}é NetDisturb - License Configuration g|ﬁ|®

gii  Transfer out to another computer. ..

Walidate
& ill license

To autharize this program for this site, send your name, site a
code, company name and e-mail to: 3

Z11

phone: +33 2 96 48 43 43

famx: +33 296 48 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can use the
"Licen=e” menu at the top of thiz dialeg.

“ou can bring up thiz configuration dialeg when the program =tartz by »

Kill License

\_;.ij Are you gure pou want to delete your current license?

Warning

After deleting your licenze, you will need to purchase a new license to
continue uzing thiz program.

Yes

e Press 'Yes' and your license is now deleted. Please write down the Kill
confirmation code. This code may be requested by ZTI.

Kill License

our kill confirmation code iz:

|FDEIE CaAF 7445 DESE FDAT F771 B4

r'ou thould write down thiz number in caze pou need to
prove that the license was actually deleted.
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PART 5 Uninstall NetDisturb

The uninstall procedure is a standard uninstall program.

To uninstall NetDisturb select “Uninstall NetDisturb” in the “Start > Programs >
NetDisturb” menu.

How to uninstall the NetDisturb driver:
= Windows 2000 or XP

All software components installed by the installation procedure are removed
during the uninstall procedure including the NetDisturb driver.

= Windows NT4

In Windows NT4, the Disturb driver is not removed by the un-installation
procedure because it has not been added by the installation procedure.

At the end of the uninstall Procedure, a text file is automatically opened in
order to explain how to uninstall the NetDisturb driver when you are using

Windows NT4.

By using the Control Panel, run "Network" and then choose the "Protocols"
tab.

Select the driver "Disturbing Ethernet Driver over NDIS" and click on
"Remove".

Then, you must restart your PC.
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PART 6 Run NetDisturb

As NetDisturb is composed of 2 parts (NetDisturb Server and NetDisturb Client),
you need to run these two programs with the following order:

1. NetDisturb Server
2. NetDisturb Client

6.1 First Run
1) Run first the NetDisturb Server
Use the Windows start menu:
Start » Programs » NetDisturb » 1) NetDisturb Server

After a few seconds and depending of your license,
you will get one of the following license windows:

Limited license Unlimited license

15 days |eft out of 15 Unlimited license

Press <Enter= to configure your license. Press <Enter= to configure your license.

Press Enter only if you need to configure your license,
If you don't, allow a few seconds for the main window of NetDisturb to open.

When you run the NetDisturb Server for the first time, the default window is
displayed:
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%% NetDisturb Server - Version 4.4 :||E|E|

Impairment Interface Configuration and Statistics

Interface & not zelected Interface B : not zelected
# Handled Packets: # Handled Packets:
# Logt Packets: # Lozt Packets:
# Delayed Packets: # Delaved Packets:
Dezequenced: Dezequenced:
# Fragmented packets: # Fragmented packets:
|Fizoming o A Cutgoing o &, |rizoming on B Cutgoing on B
# Packetz per Second # Packetz per Second
# Packets # Packetz
Throughput Throughput
~ Mobansmisson  Mobansmission

Current Parameters

Fefrezh Perod [in second]: # Buffers: |nterface MMode; Application
Sampling to Compute Throughputs: Traces: [Dezequencing: of Laws:
Current Client Connection
Client; [Ma client connected) { Shaw Current Trace | Reset Counters |
Parameters
Contest: Show Contest | Rezet Trace |

No board (or NIC) has been selected: the NetDisturb Client must be used to select
the network interfaces (or NICs).

2) Then run the NetDisturb Client
Use the Windows start menu:

Start » Programs » NetDisturb » 2) NetDisturb Client
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And the NetDisturb Client will ask you then to input parameters:

MetDisturb Client - Login

Uzer

| dentification: |.-'1'-.|:Iministrat-:|r

Paszword: |

MetDizturb Server |nfarmation

NetDisturI:uSewerlF‘.-‘i‘-.ddress:| 1270 .0 . 1

Cancel

e User Identification = Administrator
e User Password = (no password needed)

e NetDisturb Server IP address = 127.0.0.1

(127.0.0.1 = default local IP address if the NetDisturb Server and the NetDisturb
Client are installed on the same machine).
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Click “OK” and the NetDisturb Client main window will appear:

B? NetDisturb Client - Impairment Tool for IP Metworks - Default.wsx

FE&X

File Edit Actions ‘Working Modes Statistics  Help - Show Aggregates ==
— | Flowsz — | Flow $#01
4 | g Maszk [+ Trigger] Lozs & Duplication Law Delay & Jitter Lavs
g| |[No mazk] j | J | J
4 [Mao packet handled) Edit [Mao Lozs, Mo Duplication] [Mao Delay and na Jitter]
4 . # Lost - 5
— g # Incoming Packets 0 Duplicab:j P”;Ckets 0[0.0%] # Delayed Packets 0[00%]
g| — Interface & [MAC): [not defined) @ — Interface B [MAC] [not defined)
,7 g| Incoming Outgoing
# Packets/Second 0pis AloB # Packets/Second Opss
g Throughput | 0.00 b/s - Throughput | 0.00 b/s
Interface Interface
g| E1AR Outgaing Incoming 1ol
o A d— B
# Packets/Second 0pis Er—y # Packets/Second Dprs
Q Thioughput | 0.00 bés y Throughput | 000 bés
g Maszk [+ Trigger] Logz & Duplication Law Delay & Jitter Law
| A || [0 mask = | = =
,7 g [Mo packet handled) Edit [Mo Loss, Mo Duplication] [Mo Delay and no Jitter)
g| f # Lost or = o
# Incoming Packetz ] Duplicated Packets 0[0.0%] # Delayed Packets 0[0.0%]
Other P Flows (4]
atistics Synthesis by Flow
ISt B y g| — Total Synthesiz Al
Throughput Reception  Received Pkis bstching Pktz  Sent Ptz Throughput Transmission TR
‘ | From&toB | 000 ks 0 iz 0p 0p Opl 000bis Dpis | —CPU Usage
FromBto Al goops 0pis op op Op| 000kE 0pis |- 2% ]

You need then to select the NICs (interface A and interface B) that the NetDisturb

Server is going to use.

NetDisturb

Interface A A—B Interface B

Ethernet NIC Ethernet NIC "
_ 10/100/1000 Mbps 10/100/1000 Mbps
) A<—B
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Select “Configuration” in the Actions menu. The Parameters configuration window is
displayed:

MetDisturb Client - Parameters Configuration

Dizplay Configuration

Refresh Perod: |1 [From 1= to BO 5]

Sampling period for the throughput calculation; |2 [From O to BO =)

£ Instart Throughput f* Average Throughput using Sampling Mechanism Cancel

[ Usze compression when exchanging data with the NetDistub Server

Farameter about the 'Laws Apply to each TCPAUDP Connectionz of the |P Flow' kMenu Selection
Humber of Buffers containing the Laws Yalues: |2 [from 2 to 100]

YWhen the \Working Mode ‘Laws Apply to each TCRAUIDP Connection of the 1P Flow' iz zelected,
each TCPAUDP connection found in the [P Flow should impaired in the zame way. To reach this aim,
the walues generated by the laws are stared in internal buffers.

There iz the same number of buffers for Losz & Duplication laws az for Delay & Jiter laws, Each buffer
lozated in the Kemel memary -a resounce bo uze spaningly- iz able to contain 20480 values.

For example, when 2 iz the Mumber of Buffers containing the Laws Valug' value, 4 buffers of 20480
walues are allocated, consurming 320 KB etes of Kemel memorny per [P Flow, that iz 5 440 Kbytes due
to the 17 1P Flows.

Thiz iz why the 'Mumber of Buffers cantaining the Laws Walues' value should be canfigured carefully.

Select the Application to Dizplay Traces

notepad J

|nterface Selection

Interface A | j
Interface B: | ﬂ

At the bottom of this window in the "Interface Selection" part, select one NIC for
Interface A and another NIC for Interface B, and then validate with “OK”.

Note: you must see in the combo-box (Interface A or Interface B) all NICs available
and operational. If you don’t see any NICs, please do the following steps:

- Verify that your NICs are installed and operational.
- Enable the needed NICs.

- Stop the NetDisturb Client.

- Stop the NetDisturb Server.

- Reboot your system if necessary.

- Start the NetDisturb Server.

- Start the NetDisturb Client.

Then you should see your installed NICs in the Interface A and B combo-boxes (see
the example below):
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MetDisturb Client - Parameters Configuration

Dizplay Configuration

Refresh Perod: |1 [From 1= to BO 5]

Sampling period for the throughput calculation; |2 [From O to BO =)

£ Instart Throughput f* Average Throughput using Sampling Mechanism Cancel
[ Usze compression when exchanging data with the NetDistub Server

Farameter about the 'Laws Apply to each TCPAUDP Connectionz of the |P Flow' kMenu Selection
Humber of Buffers containing the Laws Yalues: |2 [from 2 to 100]

YWhen the \Working Mode ‘Laws Apply to each TCRAUIDP Connection of the 1P Flow' iz zelected,
each TCPAUDP connection found in the [P Flow should impaired in the zame way. To reach this aim,
the walues generated by the laws are stared in internal buffers.

There iz the same number of buffers for Losz & Duplication laws az for Delay & Jiter laws, Each buffer
lozated in the Kemel memary -a resounce bo uze spaningly- iz able to contain 20480 values.

For example, when 2 iz the Mumber of Buffers containing the Laws Valug' value, 4 buffers of 20480
walues are allocated, consurming 320 KB etes of Kemel memorny per [P Flow, that iz 5 440 Kbytes due
to the 17 1P Flows.

Thiz iz why the 'Mumber of Buffers cantaining the Laws Walues' value should be canfigured carefully.

Select the Application to Dizplay Traces

notepad J

|nterface Selection

Interface &: |MIC Upload (100 kb./s) 00-08-41-36-11-539 j

[UENETCY SR | D ovesload (100 M

As soon as the configuration is done, the NetDisturb Server recognizes “Interface A”
and “Interface B”.

The MAC Address of the selected interfaces is displayed in the NetDisturb Client
and NetDisturb Server windows:
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%! NetDisturb Client - Impairment Tool for, IP Networks

Flle Edit #ctions ‘Working Modes Statistics Help - Show Aggregates s»
IP Flowes — | Flaws #01
Q | g Mazk [+ Trigger] Lozs & Duplication Lav Delay & Jitter Law
g] | [Maomask) ﬂ | J | J
Q [Mao packet handlzd] Edit [Mo Lozz, Mo Duplication) Mo Delay and no Jitker]
Q . # Lost - s
,7 g| # Incoming Packets 0 Duplicatgds F'De:ckets 000z # Delaved Packets 0[0.0%]

A

= Interface A [MAC]E 000341 3611 59—

%

rInterface B (MAC]E 000841 35 1C 74—

,7 g| |hEnming ———[utgning —_
# Packets/S econd 0pds AtoB # Packets/S econd Ops
a Thioughput | 0.00 b/e —) Thioughput | 0.00b/s
Interface Interface
,7 g S]:lp Outgaing l |ncamming ST;P
# Packets/Second 0pds Tk # Packets/Second Opds
o Thioughput [ 0,00 b/s o Throughput | 0.00bds
g| tazk [+ Trigger] Lozz & Duplication Law Delay & Jitter Law
| Q] Mo mask) = | =

A
o\

[Mo packet handled] Edit

# Lost or

[Mo Loss, Mo Duplication)

[Mo Delay and no Jitker)

# Incoming Packets Duplicated Packets 000 # Delayed Packets 000
Fun Ciher IP Flowes g
Btatistics Syrthesis by Flow (4] ot Sorthos
— T otal Synthesis
b ThroughpLt Reception  Received Pkts Matching Pkts  Sent Pkts  Throughput Transmission Alarms
Run &l ‘ From &t0 B 0.00 bis Opis Op Op Op! 000k Opfs CPU Usage
FromBto Al goobs 0 iz On Op Opl 000kis Onfs |_ 15% |

Graphical user interface for the NetDisturb Client with two Ethernet NICs configured

Eﬁ‘ MetDisturb Server - Version 4.4

Current Parameters

Refresh Period (in second): 1s

23

# Buffers:

Traces:

2

Active  Desequencing:

Different
Enabled

Interface kode:
Sampling to Compute Throughputs:

Current Client Connection
Client:

Adrninistrator Rezet Counters

howe Current Trace

e E4

# Lost Packets: 0 [ 0% # Lost Packets 1] [ 0%

# Delaved Packets: 0 [ 0%)] # Delayed Packetz I [0%)

Desequenced: 0 [ 0% Desequenced: o 0]

# Fragmented packets: 0 0% # Fragmented packets: 0 0%)
|nzoming on & Outgoing on & Incoming on B Outgoing on B
0 #Packets per Second i 0 # Packets per Second i}
i} # Packets 0 0 # Packets i}
0.00 b/ Throughput 0.00 b/s 0.00 bz Throughput 0.00 b/s
[ Nopackethandled | [ Mopackethanded |

Application

of Laws: IP Flows Lenvel

Context:

Show Context Reset Trace

I Parameters

10hd2rn24s Loz law (Mo Losz, Mo Duplication)' selected for Flow #14 Interface B
10hd2mn2ds Delay lav ‘(Mo Delay, Mo Jitter]' selected for Flow #14 Interface B
10h42mn24s kask (Mo mask) selected for Flow #15 Interface B

10hd2rn24s Loz law (Mo Losz, Mo Duplication)' selected for Flow #15 Interface B
10hd2mn2ds Delay lav ‘(Mo Delay, Mo Jitter]' selected for Flow #15 Interface B
10h42mn24s kask (Mo mask) selected for Flow #16 Interface B

10hd2rn24s Loz law (Mo Losz, Mo Duplication)' selected for Flow #16 Interface B
10hd2mn2ds Delay lav ‘(Mo Delay, Mo Jitter]' selected for Flow #1E Interface B
10h42mn2ds kaszk (Mo mask) selected for 'Other IP Flows' Interface B
10hd2mn24s Loss [(No Loss. No Duplication] selected for 'Other IP Flows' Interface B
10hd2rn24s Delay (Mo Delay, Ha Jitter] zelected for 'Other IP Flows' Interface B

S

Graphical user interface for the NetDisturb Server with two Ethernet NICs configured
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6.2 Detailed Description of the Server and Client Startup

6.2.1 The NetDisturb Server Startup Modes

Offered functionality level depends on the availability or not of the NetDisturb driver.
If the NetDisturb driver is lacking, a message warns the user. In this case it is
possible to continue, however only some functions will not be available - this is called
the “restricted mode”.

6.2.2 The NetDisturb Client Startup Options

When starting the NetDisturb Client, the User identification and Server parameters
window is displayed.

MetDisturb Client - Login

Uzer

| dentification: |.-'1'-.|:Iministrat-:|r

Paszword: |

MetDizturb Server |nfarmation

NetDisturI:uSewerlF‘.-‘i‘-.ddress:| 12700 .0 .1

Cancel

This parameter window is composed of two sections:

e User section

This section allows the user identification. The identification could be either any user
name (User mode) or the ‘Administrator’ (Administrator mode).
A password is required only with the Administrator mode.

= ADMINISTRATOR mode

To be connected as Administrator, NetDisturb Client must provide the
corresponding password. With this mode the NetDisturb Client functionalities are
fully available: NetDisturb Client can modify laws, stop or activate the relaying
process and change the context.

= USER mode

To be connected as User, NetDisturb Client provides a different identification
than Administrator and a password is not necessary. NetDisturb Client
functionality is reduced to the use of contexts located on the PC Server.

For this mode, the masks and laws can’t be defined.
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e Server Information section

The NetDisturb Client needs the following information in order to connect with the

NetDisturb Server:

1. The path to the remote NetDisturb Server folder

This path is composed of two parts:

- The drive, the virtual drive or the name of the NetDisturb Server machine.
- The directory location of the NetDisturb Server where the script subdirectory
(containing NetDisturb.tst) can be found.

2. The NetDisturb Server IP address

In case of connection failure (if one of the parameters is invalid), an error window
pops up to specify the connection error. Then the identification window is displayed

again.

Error window:

The connection with MetDiskurh Server can't be established.
Please check :

1) The IP address of MetDisturb Server

21 The RAS conneckion

3) The current stake of MetDisturb Server

4% Mo other NetDisturb Client is already connected.

Check:

1) The IP address is correct.

2) The RAS link is correctly established
and data are exchanged between
client and server.

3) The NetDisturb Server is running.

4) Another User is not already connected
to the NetDisturb Server or the
NetDisturb Client is already running
on the Server machine.
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6.2.3 Windows XP Service Pack 2

A The installation procedure of NetDisturb version 4.4 creates the Registry

entry if needed and set the value as explained below.

The NetDisturb Client and the NetDisturb Server use the RPC (Remote Procedure
Call) mechanism to dialog.

Windows XP Service Pack 2 may deactivate the RPC service. To activate it and
allow dialog between the NetDisturb Client and the NetDisturb Server, you need to
modify the Registry.

The registry key is:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows NT\RPC

The value is:
RestrictRemoteClients REG_DWORD 0x00000000

If the value doesn’t exist, you should create it. The result looks like the following
figure:

& Registry Editor

File Edit Wiew Favorites Help

=] (1 Palicies 7% Ii Mame Type Data
=0 Microsaft (DeFauIt) REG_SZ (value naot set)

(3 conferencing [B¥]RestrictRemateClients REG_DWORD 000000000 (0
-] SystemCertificates

&[0 windows
=20 Windows NT 1|
SIS |

(2 Terminal Services 3 I

My ComputeriHEEY _LOCAL_MACHIMNESOFTWARE PoliciesiMicrosoftiwindows MTIRPC
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PART 7 Using the NetDisturb Client

The NetDisturb Client is the main NetDisturb User Interface.
With NetDisturb Client you can:

= Select packet stream to process and configure impairments to apply,
= Run / Stop traffic following the configured impairments,

= Open, save... contexts,

= Configure the NetDisturb Server and NetDisturb driver.

All parameters entered in the NetDisturb Client are automatically transmitted to the
NetDisturb Server.

Important:

To use NetDisturb:
= First run NetDisturb Server
= Then run NetDisturb Client

7.1 The NetDisturb Client Main Window

The NetDisturb Client main window is displayed after client identification. Traffic and
impairment representation on the Client main window is based on the following
scheme:

( 7 \
Incoming | i=1
packet
Y
s IP Flow #1i
running?
No
Yes
IP Flow # i
Does the Yes No No
Packet
packet match Delay ? L
lost
the mask?
Yes
I
® Yes (delayed) »
y
i=i+1 -
_ Outgoing
>
> 16 packet
No
Yes
Other IP Flows
No No
L Packel Delay ? >
Interface A 0S Interface B
Y Yes
& Yes (delayed) >

Treatments synoptic for selected packets in a flow from A to B
(B to A direction may be configured from the same manner, but isn’t shown on this scheme)
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The NetDisturb Client main window is composed of four areas:

E.‘,‘ NetDisturb Client - Impairment Tool for, IP Networks - Version 4 4. WSX

File Edit Actions Working Modes Statistics  Help - <« Hide Aggregates

FTF Flows v RO P 1T

Run #01 ||FTP ~ || #01

Q | g : Mask [+ Trigger] Lazs & Duplication Law Drelay & Jitter Law _l
+ #02 SIP - || #02

|FTP j |1 percent j | J :l
#03 POP3 - || #03

+ g| I Mask Edit Percentage Loss Edit Constant Delay & Router po— :l
Run #i04 | [sTP o Simulation | 404

. # Lostor o .
Fun #05 ’F g| |— # Incoming Packets o Duplicated Packets 000z # Delayed Packets 0[0.0%] ’i‘ #05
+ #06  |RSVP (=[] rInterface & (MAC) 00 08 41 35 11 59— @ rInterface B (MAC): 00 08 A1 36 1C 74— [ ]~ #e
Incoming Outgaing

T || #07

Q gl # Packets/Second Opis ol # Packets/Second 0pds
Throughput | 0.00 b/ —) Throughput | 0.00 b/ Money | || #08

Q g| Interface R E D E Interface
nﬂm \ #09
i: ST':'P Outgoing I Incoming =G

# Packets/Second Opis T # Packets/Second 0pds
al Thoughput | 0.00 b/ i Thioughput | 0.00 bs MIEL
Q joN Maney | v || #12
g Maszk [+ Trigger] Lozs & Duplication Law Drelay & Jitter Law - | #13
g| |FTP j |[N0 Lozz, Mo Duplication) j | J | (Mane) j #14
Mask ? [Mo Loss, Mo Duplication) | Constant Delay & reamte -
g| el el Unifarm Jitter Regre #3
] SNy | |9 Incarning Packets 0 Bllai D[0%  #Dslayed Packets 0[00%] |l #8
Duplicated Packets
Fiun Cther IP Flowes g| (Mane) | | Other
Btatistics Synthesis by Flow 4 —_—
otal Synthesis —
¥ Throughput Reception Received Plts 5 ind Pkts  Sert Pkts  Throughput Transmission Alarms .
Fur &l ‘ rom At0B | 0.00 bis Opis 0 0p Opl 000bis Opis | ~CPU Usageff] Confiows Agaregates
romBto A 000 bis 0 pis iF Op Opl 000bis Opis 2%

The menu is a standard application menu. Items of the menu are detailed In reply to:
paragraph 7.2 Menu Description.

The ‘IP Flows’ area lists mnemonic-names of flows. This area is used to start and to
stop IP Flow unitary or all flows at the time. The loop button is used to selected flow
individually. The last two flows have predefined behavior: The Other IP Flows allows
applying specific loss and delay laws to non-previously filtered IP packets. The
‘Statistics Synthesis by Flow’ loop summarizes flows #1 to #16 and the ‘Other IP
Flows’ as shown in paragraph 7.3.

This central-part presents traffic statistics on each IP Flow #1 to #16 or the ‘Other IP
Flows'. It is used to create, delete and modify loss/duplication and delay/jitter laws, or
IP masks.

The 'Aggregates' area allows defining up to 8 aggregates (an aggregate is a
consecutive set of IP flows sharing the same Delay & Jitter law). An aggregate is
defined with a color and a Delay & Jitter law can be defined for each direction (A > B
and/or B> A).

The total synthesis area is a reference area where global statistics information is
presented. It includes ‘Alarms’ returned by the NIC drivers or by the NetDisturb
driver when memory errors occur. The CPU usage value is provided for information.
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7.2 Menu Description

7.2.1 The File Menu

P
QOpen...
Save
Save fAs...

1 Defaulk Wax

2 Delawandlitker, WS
3 Deployrment WSy

4 Wy Al Simulation, W

Exxit

In order to keep the parameters configuration for further tests sessions, the
NetDisturb Client and Server use context files. Context files are saved with the .wsx
extension. They are usually saved in the Script folder of the NetDisturb Server
directory.

A context file contains:
- The impairment parameters (selected mask & laws),
- The configuration values.

The default context is opened at each run of the NetDisturb Client. The most recent
files list is kept from sessions to sessions.

7.2.1.1  File/New
This command opens a new default context (no impairment parameters).
7.2.1.2 File/Open

This command allows opening an existing context file ((WSX files). The older version
contexts are imported silently.

7.2.1.3 File/Save

This command allows saving the parameters and laws in a context file (\WSX file).
The version 4.4 contexts can’t be used by an older version of NetDisturb.

7.2.1.4 File/Save as...

This command allows saving parameters and laws in a context file, which name is
requested in a standard dialog box. The version 4.4 contexts can’t be used by an
older version of NetDisturb.

7.2.1.5 File/Recent Files

The 4 most recent files used are displayed at this place.
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7.2.1.6  File/Exit

This command stops the NetDisturb Client. If changes where made you get the
opportunity to save them into a context file.

7.2.2 The Edit Menu

Copy
Paste

Maovve IP Flow #02: HTTPS UP
Maove IP Flow #02: HTTPS DWWk

Insert before IP Flow #02; HTTPS
Delete IP Flow #02: HTTPS
Reset IP Flow #02: HTTPS

The edit menu helps to handle the IP Flows.

7.2.21  Edit/Copy

The Copy item makes a copy of the current IP Flow into memory for further use.
Copy includes the current selected Mask, Loss & Duplication Law and Delay & Jitter
Law for the both directions. The IP Flow mnemonic is also concerned.

7.2.2.2 Edit/Paste

The Paste item changes the current IP Flow parameters by the previously memorized
IP Flow parameters (use of the previous Copy command). It applies to the Mask, the
Loss & Duplication Law and the Delay & Jitter Law for the both directions, and to the
IP Flow mnemonic name.

7.2.2.3 Edit/Move xxx Up

The Move Up item moves the selected IP flow to one position up. The Move Up item
includes the item’s mnemonic on which the operation applies. For example ‘Move IP
Flow #03 Up’ switches IP Flow #03 with IP Flow #02, where the content of IP Flow
#03 is moved into the second item, while the content of IP Flow #02 is moved into the
third position. The IP Flow mnemonic is also concerned.

7.2.2.4 Edit/Move xxx Down

The Move Down item moves the IP flow location to one position down. The Move
Down item includes the item’s mnemonic on which the operation applies. For
example ‘Move IP Flow #04 Down’ switches IP Flow #04 with IP Flow #05, where the
content of IP Flow #04 is moved into the fifth position, while the content of IP Flow
#05 is moved into the fourth position. The IP Flow mnemonic is also concerned.
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7.2.2.5 Edit/Insert before xxx

The ‘Insert before ... item makes a room available at current item location, whose
mnemonic is added. Iltems located after the current item move one position down;
this includes the current item. The current item becomes empty. The 16™ item is lost.
If the current item is the 16", no change appends to the 15" previous but the current
—the 16" - is reset.

7.2.2.6 Edit/Delete xxx

The ‘Delete before ...’ item deletes the current item and moves the lower items to
one position up. The 16™ item becomes empty.

7.2.2.7 Edit/Reset xxx
The ‘Reset before ..." item set the content of the current item with default values. The

IP Flow mnemonic is empty.

7.2.2.8 Edit menu and the Aggregates

/Q The aggregate configuration of the IP Flow is not changed by an action from
the Edit menu.
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7.2.3 The Actions Menu

Zonfiguration
Reset Counters
Reset Server

7.2.3.1  Actions/Configuration

Select the "Configuration" item in the Actions menu to display the Parameters
Configuration window:

MetDisturb Client - Parameters Configuration

Dizplay Configuration

Refresh Period: |1 [From 12 to BO =]

Sampling period For the throughput calculation: |2 [From O to BO =]
7 Instant Throughput v Average Throughput using Sampling Mechanism Canicel

[ Usze compression when exchanging data with the MetDistub Server

Farameter about the ‘Laws Apply to each TCRAIDP Connectionz of the IP Flow' Menu Selection
Mumber of Buffers containing the Laws Values: |2 [from 2 ta 100]

YWhen the \Waorking Mode ‘Laws Apply to each TCPAUDP Connection of the 1P Flow' iz selected,
each TCPAUDP connection found in the |F Flow should impaired in the zame way. To reach thiz aim,
the waluesz generated by the laws are stored in internal buffers.

There iz the zame number of buffers for Losz & Duplication laws az for Delay & Jiter laws, Each buffer
lozated in the Kemel memorny -a rezounce bo uze spanngly- iz able to contain 20480 values.

For example, when 2 iz the 'Mumber of Buffers containing the Laws Yalug' value, 4 buffers of 20480
values are allocated, conzuming 320 KButez of Kermel memary per IF Flaw, that iz 5 440 Kbytes due
tothe 17 1P Flows.

Thiz iz wihy the 'Mumber of Buffers containing the Laves Walues' value should be configured carefully.

Select the Application to Dizplay Traces

hotepad J

|nterface S election

Interface & |MIC Upload (100 Mb./s) 00-08-41-36-11-539 j

ENET Y= M| [ ovvrload [100 Mbds] D0-08-21-36-1C- 724,

This window is divided in four parts: Display configuration, Parameter about the
'"Working Mode / Laws apply to each TCP/UDP connection of the IP Flow' selection,
Select the Application to Display Traces and Interface Selection:

= Display configuration

From this section you can:

¢ Define the refresh period for the display of GUI's counters
¢ Define the sampling period for the throughput calculation
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e Define the way throughput will be computed (instant or average by using the
sampling mechanism). Average throughput means computing statistics with
values of the latest x seconds (x is the sampling period). Instant computing
means computing with value of the latest second.

Remark: Define an average throughput with a sampling period of 0 allows
obtaining an average throughput on the whole period of the NetDisturb use
(since the last Reset).

e Use compression when exchanging data between the Server and the Client.
Remark: Data compression is useful when the NetDisturb Client and NetDisturb
Server exchange traces and are connected via a ISDN or modem link. When the
NetDisturb Client and NetDisturb Server are exchanging data on the same PC,
the use of compression is not relevant.

= Parameter about the 'Working Modes / Laws apply to each TCP/UDP
connection of the IP Flow' selection

This parameter (number of buffers containing the law values) is used when the
following working mode is selected: "Laws apply to each TCP/UDP connection of the
IP Flow" (see paragraph 7.2.4.2), i.e. each TCP/UDP connection found in the IP Flow
should be impaired in the same way.

To reach this goal, the values generated by the laws are stored in internal buffers.
There is the same number of buffers for Loss & Duplication laws as for Delay & Jitter
laws. Each buffer located in the kernel memory of the NetDisturb Server machine — a
resource to use sparingly, is able to contain 20480 values.

For example when 2 is the number of buffers, 4 buffers (2 per direction) of 20480
values are allocated, consuming 320 Kbytes of kernel memory per IP Flow, that is
5,440 Kbytes due to the 17 IP Flows handled by NetDisturb.

This is why the 'Number of Buffers containing the Laws values'
should be configured carefully.

= Select the Application to display Traces
You can define the full path name of the program used to read the traces (word
processor program). The Notepad application is entered by default.

= Interface selection
This section allows selecting the Ethernet NIC to use for the interfaces A and B.

7.2.3.2 Actions/Reset Counter

The Reset Counter impacts both the local Client and Server counters. All counters
and percentages are set to 0. It doesn’t reset Laws counters in use by lost and delay
laws i.e. counters used in Associated Uniform Lost law or Fixed Throughput / Fixed
Throughput Extended delay laws.
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7.2.3.3 Actions/Reset Server

The Reset Server item stops the Server Part. When the Server stops, the NetDisturb
driver is stopped too. Then the Client is closed and you should restart the NetDisturb
Server and Client manually.

To stop and free pending packets, you should reset the server.
When you stop the IP Flow, pending packets remain in the output queue.
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7.2.4 The Working Modes Menu

Warking Modes

v Enable Desequencing Packets {Internet-like)
Disable Desequencing Packets (Ethernet-like)

v Laws gpply o the IP Flow
Laws Apply ko each TCPYUDP Conneckion of the IP Flow

Impairment may introduce changes in the packet sequence. It is an option to keep
the packet sequence or not.

The NetDisturb driver analyzes the IP packets to split them into the TCP or UDP
connection they belong to. This mode makes possible to apply the same impairment
values to each packet of each connection, e.g. to loose the third packet of each
connection for example.

7.2.4.1 Working Modes/ Enable & Disable Desequencing Packets

One of the Ethernet characteristics is to keep packets received in order. Internet
hasn’t’ this constraint regarding the packet ordering: some packets can use one way
while others another one, with the consequence the receiver may get packets
unordered.

The NetDisturb Driver can simulate an Internet network or can react as Ethernet
does.

How NetDisturb creates an unordered case?

It may append a delay applied to one packet makes this packet to be sent
before previous ones, because the delay to apply to the latest packet is
smaller than the inter-packet delay and the delay applied to older packets are
reduced to be sent before the new packet.

7.24.2 Working Modes/Laws apply to the IP Flow or to each TCP/UDP
Connection of the IP Flow

e Laws apply to the IP Flow

When the ‘Laws Apply to the IP Flow’ option is selected, every packets matching the
masks requirements are considered belonging to the same flow. Processing is
carried out in “continue”. When you define to loose 1 packet on 3, the third received
packet is lost, whatever the TCP/UDP connection it belongs to.

e Laws apply to each TCP/UDP connection of the IP Flow

When this option is selected the NetDisturb driver analyses each IP packet trying to
put the IP packet into a TCP or UDP connection by using the following parameters:
protocol, IP addresses and port numbers.

If the connection doesn’t exist, a new one is created.

Let’s take the same example as above: loose 1 packet on 3.

In that case, the third packet of each TCP or UDP connection will be lost.
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Up to 10000 connections can be handled simultaneously.

A flow disappears automatically when the TCP connection is closed and after a
configurable timer for the UDP connections.

This timer is configurable in the Registry parameters of the NetDisturb driver.

= Buffers

The number of buffers defines the number of values (delay or loss) kept by the
NetDisturb driver and used for each Connection of an IP Flow.

One buffer contains 20480 values and the minimum number of buffers is 2.

With this working mode, the NetDisturb Server generates delay and loss values
as much as the NetDisturb driver can keep.

When the NetDisturb driver detects a new flow, it gets its own pointer to loose
and delay values exclusive of the other flows. This pointer starts at the beginning
of the set of values. In case of connection with a large number of packets, the
pointer increases fast; when connections have few packets their pointer increases
slowly. When the pointer reached the latest value, it restarts at the beginning in a
circular way.

7.2.5 The Statistics Menu

Skatistics

Skart

onfiguration

The NetDisturb Client statistics can be saved in a text file. Values saved are shown
in the ‘Statistics Synthesis’ view (see 7.3 for more details). They are saved at the
same rate they are visually refreshed.

Columns and IP Flows to save in the statistics file can be selected via the
configuration dialog box.
7.2.5.1  Statistics/Start
Start to save statistics into the file. An abstract of each selected connection (Mask
name, Lost and Delay law) is saved at the beginning of the file, followed by the list of

statistics, one column per statistics.

Each following record gets the format:

Column separated by a tab Comment
MM/DD/YYYY hh:mm:ss.mmm | Month/Day/Year Hour:Minute:Second.millisecond
#XX Connection number
Statistic value One value per selected statistic

When the statistics are saved, the file can be opened for reading but it can’t be
changed.

The throughput values are expressed in Kbps.
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7.2.5.2 Statistics/Stop
Stop to save statistics in the file. The file can be renamed or copied.
7.2.5.3 Statistics/Configuration

This option allows defining various configuration parameters.

MetDisturb Client - Export Statistics

Filenarne | l 1 ' Browse

Tick the P Flow to Export Tick the related Statistics to export
IF Flaw(s] [ Percentage
1 59 [13 @
[ Incoming Throughput
[ 2 [ B[ 10 14
a7 118 [ Incoming Packets
[4 [ 8 12 [ 16 [ Lost Packets
| Citner I Pl [ Delayed Packets
al | iz | [ Outgoing Packets
@’ Including Total Synthesis [ Outgoing Throughput

Statistics can start if at least the filename, one flow and one Statistics item are
selected.

o Filename @
The filename edit box contains the target file name where statistics will be written. If
the file still exists, new statistics are appended at the end of the file.

 Tick the IP Flow(s) to Export @&
This section is used to select IP Flow to include in the statistics file. IP Flow #01 to IP

Flow #16, plus the Other IP Flows can be selected. The Total Synthesis © refers to
the bottom part of the Client Windows (part 4 in the detailed description 7.1).

e Tick the related Statistics to export (4]
This section is used to select the statistic items to save:
¢ RXx (Receive) and Tx (Transmit) Throughput
These statistics include the volume throughput (b/s, Kb/s, etc) and the packet
throughput (packet per second).
o Packets Filtered, Lost or Delayed
These statistics include the number of packets and the percentage.
o Packet Sent
This statistic includes the number of packets.
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7.2.6 The Help Menu

Contents
About...

7.2.6.1

Help/Contents

This command opens the NetDisturb User Guide as a PDF file. So you need a PDF
reader to view the contents.

7.2.6.2

Help/About

This command displays the version number and copyright of the software.

7.2.7 The Hide or Show Aggregates Menu

This menu has two states:

File
Or
File

By clicking on the 'Show Aggregates' menu, the NetDisturb Client window

Edit Actions Waorking Modes

Edit Actions Working Modes

Statistics

Help

enlarged on the right and shows the aggregates:

%Y NetDisturb Client - Impairment Tool for IP Networks - Version 4.4.WSX

File Edit Actions Working Modes
— P Flows

Statistics  Help - «« Hide Aggregates
— P Flow #07: FTP

Statistics Help - Show Aggregates =»

«« Hide Aggregates

Fun t01 |[FTP ]
R R oY | |
~wz [rors Q]
Run g [sare 4
rntos|[wc QY
e [reve Q[
A
A
A
A
A
A
A
A
A
A
Run | [other P Flows &

Rur &l

Mazk [+ Trigger]

Logs & Duplication Law

Drelay & Jitter Law

[FTP
Mask

[~
E dit

# Incoming Packets o

| 1 percent

Percentage Loss

# Lostor
Duplicated Packets

=]
E dit

0[0.0%]

Consztant Delay & Router
Simulation

# Delayed Packets

Aggregate

0[0.0%]

rInterface & [MAC): 00 08 41 3611 53—
Incoming

# Packets/Second
Throughput

o

AtoB

-

0pfs

0.00 b/s

Interface
STOP

Outgoing
A 4=

# Packetz/Second Opds B oh
Thioughput | 0.00b/s v

Interface B (MAC): 0008 A1 36 1C 74

Outgaing
# Packets/Second
Throughput

0pis
0.00 b/s

Incoming
# Packets/Second
Thraughput

0pis
0.00 b/s

Interface

STOP
B

[Cwwerey ||| #2

Mazk [+ Trigger]

Lozs & Duplication Law

Drelay & Jitter Law

[FTP
Mask

[~
E dit

# Lostor
Duplicated Packets

# Incoming Packets

|[N0 Loss, No Duplication]
[Mo Loss, Mo Duplication)

=]

E dit

Constant Delay &

Unifarm Jitter

0[0.0%]

# Delayed Packets

Aggregate

0[0.0%]

— Total Synthesis
Throughput Reception  Received Ptz Matching Phts

0.00 biz 0 piz Op Op
0.00 biz 0 piz Op Op

From Ato B
From Bto A

Sert Ptz Throughput Transmission

Opl 000k
Opl 000k

Opfs
Opfs

Alarms

| (hlone] j#m
v Other

Configure Aggregates
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By clicking on the 'Hide Aggregates' menu, the NetDisturb Client window is reduced
to hide the aggregates:

%! NetDisturb Client - Impairment Tool for, IP Networks - Version 4.4. WSX
Flle Edit #Actions ‘Working Modes —Statistics Help - Show Aggregates s»

IP Flawiz — |P Flows #07: FTP

Fiun #01 LY
Q | ,_ I Mazk [+ Trigger] Lozs & Duplication Law Delay & Jitter Law
« 402 [P o] |
|FTF' j |1 percent ﬂ | J
#03 POP3
! gj I Maszk Edit Percentage Loss Edit Eonstant_ Dela_l_,l & Router Aagreqste
Fun H04 ’W g| Simulation
. # Lost or 3 2
Runtios |[vne g r tt Incoming Packets 0 Duplicated Packsts 000z # Delaved Packets 0o
+ #06 | RSWF g| |—  Interface & (MAC): 00 0847 36 11 59 @ r Interface B (MAC): 00 0841 36 1C 7o
,7 g| |ncoming Outgoing
# Packets/S econd 0pds AtoB # Packetz/Second Opfs
3] Throughput | 0.00 bz nd Throughput | 0.00 b/s
Interface Interface
,7 g STfP Outgaing l |hcoming ST;P
# Packets/Second Opis " # Packetz/Second Opfs
oy, Thioughput | 0.00b/s @ Throughput | 0.00b/s
g| tazk [+ Trigger] Logz & Duplication Law Delay & Jitter Law
| o ||| [Fre =] [Moloss MoDuglication) =] | |
M ask - [Mo Loss, Mo Duplication) : Congtant Delay & —
Q g| 343 el Uniform Jitter RBIRat
Q g| i # Lost or - -
# Incoming Packets 0 Duplicated Packets 000 # Delaved Packets o0z
Run Cther IP Flowes g]

Btatistics Syrthesis by Flow 4]

— Total Spnthesis A
Throughput Reception  Received Pkis  hMatching Pkts  Sent Pktz  Throughput Transmission I
From&to B[ 000 ks 0 piz Op 0p Opl 000 b Opis | —CPU Usage

Fun &l
FramBto AT 000 ks 0 pis Op Op Opl 0.00hkfs 0 piz |_ 4% |
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7.3 The IP Flows

This section describes the IP Flow Client part area.

7.3.1 General Description

— [P Flowsz

Run 01 |[EEE @&
Runtiz |[wrre &
Rungioz |[rrmes
Runtind [[ror Y
Rungios [[swe
Fun #05 | [neTeos &
Run 07 |[TFrPoe
runtiie|[ere &Y
rungioa|frr &
Fun #10 | [Prirter O
Funtill [[Ber &
Fun 12 |[mMsseLs O
Runtiz|[wme &
runtiid|[sP &
Runtiis [[oor &
Runtiie][te &
Fun || other P Flows - CY

Statistics Synthesis by Flow (4

Run All

Left buttons (Run #xx/Stop #xx) L0 |
e Each IP Flow can be started or stopped unitary.

e The button ‘Run/Stop #xx’ indicates the status of the
IP Flow will get if the button is pressed. This button
is grayed when Interface A and B aren’t defined.

Edit area

e IP Flow #01 to IP Flow #16 can be named with a
mnemonic that helps to remember impairment
parameters or filter mask used.

e The Other IP Flows can’t be renamed: it has specific
characteristics described in paragraph 7.3.3.

Loop buttons Ii

e This button is wused to access the details
configuration and statistics of a specific IP Flow.

e The color changes to show the current status of the
flow.

Statistics Synthesis flow taistics Syrthesis by Flow

e When selecting this view by pressing the loop
button, the user can get an abstract of the activity of
all flows. Details can be found in paragraph 7.3.4

Run Al ‘ ‘
Bottom buttons

e The ‘Run AIl' button starts all non-yet-started IP
Flows, event IP Flows that don’t have a filter
defined.

e The ‘Stop All’ button stops all running IP Flows.

© ZT1 1998-2006

Page 69/152



NetDisturb PART 7 Using the NetDisturb Client

7.3.2 Status of the IP Flows
Idle status

The idle status is the default status of the IP Flow. It is indicated by the button
‘Run #XX’ and by the loop with a white color as shown:

Run #02 | [HTTP a

If IP Flow details are shown, the edit part and loop button is ,

whatever the status is:
Run #02 || LN

Active Status
The active status is indicated by the button ‘Stop #XX' pressed and the loop

button as shown:
Stop #02 || HTTR] LN

When the current IP Flow is in active state, the active status is indicated by the

button ‘Stop #XX' remains pressed but the label and the loop are , as
shown:
Stop HO2 LY

7.3.3 The Other IP Flows

The Other IP Flows is in charge to handle IP packets that haven’t been filtered by IP
Flows #01 to #16. This is why the filter mask isn’t available for this IP Flow.

This flow can be used to filter other IP packets not defined by previous IP Flows.

The same operations apply to this ‘17" flow as other flows (Run/Stop,
Run All / Stop All, etc.)

The colored rules described in paragraph 7.3.2 are relevant to the Other IP Flows.
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7.3.4 The Statistics Synthesis View

To get this view you have to press the loop button of the ‘Statistics Synthesis by
Flow’ item.

5 NetDisturb Client - Impairment Tool for IP Networks - Version 4.4. WSX
File Actions  Working Modes  Statistics  Help - Show Aggregates =@

i

— [P Flaws IP Flows

st e QI nm{’é‘:ﬂi
ez s QJf]
a3 [rors Q|
et | S
rnss[we QF
vas [reve Q[
] Q
=N
A
o] X
] e
ied Q
A

Incoming Throughput Incoming Pkte  Lost Ptz Delayed Pkte  Outgoing Pkts  Dutgoing Throughput

0.00 be's 0ps 0[0.0 %] 0[0.0 %] 0.00bs Opds
0.00 bi's 0pfs 0[0.0 %] 0[0.0 %] 0.00b/s Opds
0.00 bi's 0ps 0[0.0 %] 0[0.0 %] 0.00b/s Opds
0.00 b 0ps 0[0.0 %] 0[0.0 %] 0.00bs Opis
0.00 be's 0ps 0[0.0 %] 0[0.0 %] 0.00bs Opds
0.00 bi's 0pfs 0[0.0 %] 0[0.0 %] 0.00b/s Opds
0.00 bi's 0ps 0[0.0 %] 0[0.0 %] 0.00b/s Opds
0.00 be's 0 pfs 0[0.0 %] 0[0.0 %] 0,00 be's Opds
0.00 be's 0ps 0[0.0 %] 0[0.0 %] 0.00bs Opds
0.00 bi's 0pfs 0[0.0 %] 0[0.0 %] 0.00b/s Opds
0.00 bi's 0ps 0[0.0 %] 0[0.0 %] 0.00b/s Opds
0.00 be's 0 pfs 0[0.0 %] 0[0.0 %] 0,00 be's Opds
0.00 be's 0ps 0[0.0%] 0[0.0%] 0.00bs Ops
0.00 be's 0 pfs 0[0.0 %] 0[0.0 %] 0,00 be's Opds
0.00 bi's 0ps 0[0.0 %] 0[0.0 %] 0.00b/s Opds
0.00 be's 0 pfs 0[0.0 %] 0[0.0 %] 0,00 be's Opds
0.00 be's 0pfs 0[0.0 %] 0[0.0 %] 0,00 be's Opds
0.00 be's 0ps 0[0.0 %] 0[0.0 %] 0.00bs Opds
0.00 be's 0ps 0[0.0 %] 0[0.0 %] 0,00 b's Opds
0.00 be's 0ps 0[0.0 %] 0[0.0 %] 0.00bs Opds
0.00 bi's 0ps 0[0.0 %] 0[0.0 %] 0.00b/s Opds
0.00 be's 0 pfs 0[0.0 %] 0[0.0 %] 0,00 be's Opds
0.00 bi's 0ps 0[0.0 %] 0[0.0 %] 0.00b/s Opds
0.00 be's 0 pfs 0[0.0 %] 0[0.0 %] 0,00 be's Opds
0.00 be's 0pfs 0[0.0 %] 0[0.0 %] 0,00 be's Opds
0.00 be's 0pfs 0[0.0 %] 0[0.0 %] 0.00bs Opds

e e e e e e e e e e e e e e e e e e e e e e e
e e e e e e e e e e e e e e e e e e e e e e e
oooooo oo oo oo oo OO oo oo oo oo oo oo oo oo

e 0.00 be's 0pfs 0[0.0 %] 0[0.0 %] 0,00 be's Opds
0.00 be's 0ps 0[0.0 %] 0[0.0 %] 0.00bs Opds

— 0.00 be's 0pfs 0[0.0 %] 0[0.0 %] 0.00 be's Opds

0.00 be's 0ps 0[0.0 %] 0[0.0 %] 0.00bs Opds

0.00 be's 0pfs 0[0.0 %] 0[0.0 %] 0,00 be's Opds

0.00 be's 0ps 0[0.0 %] 0[0.0 %] 0.00bs Opds

0.00 bi's 0ps 0[0.0 %] 0[0.0 %] 0.00bs Opds

0.00 bi's 0pfs 0[0.0 %] 0[0.0 %] 0.00b/s Opds

Run Cther IP Floves g’
| LN

— Total Synthesis Al
‘ Throughput Reception  Received Pkts Matching Pkts  Sent Pkts  Throughput Transmission i

Fun &)l | From &toB | 0.00bis Opis Op Op Opl 000k 0 pis |-CPU Usagel

FramBto A | 500 wis Opis Op op Onpl 000k 0 pis 37 %

On this screenshot no IP Flow is running.

Detailed Description:

IF Flowws % |ncoming Throughput Incoming Pktz Lost Pkis Delayed Pktz Outgoing Pkiz Outgoing Throughpt

Wil { AtoB 0 0.00 bis 0pds 0 0[0%] 00 ] o 0.00 bs 0pds
Btod 0 0.00 bds 0pds 0 0[] 0o %] o 0.00 bs 0pds

Note: 'Pkts' means 'Packets’

There is one line per direction of the exchange. The upper line refers to the Interface
A to Interface B direction. The second line is the opposite direction.

IP Flows
This column presents the flow number and the direction reference

%
This column presents the flow number and the direction reference
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Incoming Throughput
This column presents the instant throughput, computed between two refresh
periods. Both volume and packet throughputs are shown.
The Incoming Throughput shown in the upper line refers to data received by
the ‘Interface A’ applying the IP Filter mask (or ‘Interface B’ for the second line
respectively).

Incoming Pkts
This column presents the number of packet received. It is a cumulated value.

Lost Pkts
This column presents the number of packet lost, and the percentage of those
packets regarding the global number of packets filtered, for the relevant
direction.

Delayed Pkts
This column presents the number of packet delay, and the percentage of
those packets regarding the global number of packets filtered ( Incoming Pkts
column), for the relevant direction.

Outgoing Pkts
This column presents the number of packet sent from one interface to the
other. It is the number of packets filtered (column Incoming Pkts) minus the
number of packets lost (Lost Pkts column), for the relevant direction.

Outgoing Throughput
This column presents the instant throughput, computed between two refresh
periods of packet sent to the outgoing Interface. Both volume and packet
throughputs are shown.
The Outgoing Throughput column shown in the upper line refers to data sent
to the Interface B (or Interface A for the second line respectively).
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When some IP Flows are active, corresponding lin
the yellow color is related to the A=»B direction
the white color is related to the B=>»A direction

EE,‘ HetDisturb Client - Impairment Tool for IP Networks - Version 4.4.WSX

es are colored as shown below:

File Actions  ‘Working Modes  Statistics  Help - Show Aggregates ==
— |F Flows IP Flowss % Incoming Throughput Incoming Pkt Lost Pktz  Delayed Pkt Outgoing Pkts  Outgoing Throughput
T ]~ M i . -
0 s pfs 0% .0 % 3 pds
A [wrpoizo Q lue{gd § G0k b o ooy  olod o ambs 0w
o[z O wsfS82 % IO e st iR ewied om jm m
e N (o S T 1 1 111 B 0 00bs  0pA
i L 7 T - B 1
unsgs|[wepnzoe Q |ws{gied § Qbows  bhe 0 ood  olios] o ambs 0w
e il ) O o o - Bk N v 1
s |[oeetnts O |eoe{Bf 0 Biowe  0he 0 omnd  obod R T
swpts [[wrpon o QY |os{ER 0 CGewn ieoe ieier o0 Jelwnm ey 1dewbe oo
ool O |woffi 3 9BY B 0 gmm umm o wm o
sopan [[wemotzois D |ani{Q8  on: 12e 1o e10] meRESd e Toonee 17
el W R
swpra[rot o O |wofSeh 3 R M 0m ety smmy s e e
P e W LT I R
o |[uenenzizs | #5{Ghd 10 iemme ane e D004 w0 e D 177
N s B R S B
o e O |fAN2 8 jmn g @ gmed gwd o m ojmen b
| ,i —TolS_l,lnthesis - — =
Throughput Reception  Received Pkis Matching Pkt Sent Pkis  Throughput Transmission Alaims
Bour All ‘ Shap &)l | From AtoB | 531 Mbiz| 1252 pis 165225 0 167E15 0 ATOIES p | 547 Mids| 1174 piz CPU Usage
FromBto &[ 534 mbis| 13730 160435 p | 160425p 154528 p | 817 Mbiz| 1350 pis 96 % |
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7.4 The Impairment Parameters and associated Commands

The impairment parameters are defined by using a Loss & Duplication law and/or a
Delay & Jitter law. These parameters can be modified from the top (for A to B
direction) and bottom part (for B to A direction) of the NetDisturb Client main
window.

b azk [+ Trigger] Logz & Duplication Law Delay & Jitter Law
Pt
| 2y = | =l =
bl azk, Lozs then Duplicate | Constant Delay &
Ewpanential Jitker
B . # Lozt or = =
ncoming Packets 39763 Duplicated Packets 23931 [B0 %] # Delaved Packets| 31316 [80 %]

Top area of the main Client window

This area is separated in three sections:

= Mask [+ Trigger]

= Loss & Duplication Law (enabled only if a Mask has been previously defined and
selected)

= Delay & Jitter Law (enabled only if a Mask has been previously defined and
selected)

Each section is composed of 4 objects:

- © the Edit button allows defining and modifying the mask or the impairment law.
- @ the combo-box allows selecting the defined mask or law

- © the resume of the mask or law selected in the combo-box

- O alabel and a counter showing the number of packets processed

e Mask [+ Trigger]

On the left part, the IP Filter mask is presented. This parameter allows selecting
packets to process and eventually a trigger to apply. The number of packets that
meet the mask is displayed (# Incoming Packets) below the list box. The percentage
displayed in parenthesis just besides is the number of filtered packets for that IP Flow
on the total packets filtered.

e Loss & Duplication Law

This central part presents the loss and/or duplication law applied to the selected
packets. It displays the number of lost packets and the ratio of packets lost on the
number of filtered packets for the current IP Flow.

There isn’t any counter about the duplication but the number of
outgoing packet includes the number of duplicated packets.

e Delay & Jitter law

The right part presents the delay law applied to the filtered packets that were not lost.
The number of delayed packets and the percentage of delayed packets on number of
filtered & no lost packets are displayed.
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,Q Once created a new mask or a new law, it will be available for applying to both
 directions (A 2 BorB 3 A).

7.41 Selection of a Filter Mask or Loss & Duplication Law or Delay & Jitter
Law

To change the selection of the mask or the law, select the requested mask or law
from the list displayed in the combo-box. The mask or the law is automatically
selected.

7.4.2 The Mask [+ Trigger] Configuration

A mask is a set of parameters to select the packets that would be impaired.
A mask is composed of a combination of several items where each one of them is
optional (except the IP version):

e |P version (IPv4 or IPv6 or IPv4 & IPv6): mandatory

MAC header:

- MAC Destination address (with the operators 'Equal' and 'Different’)
- MAC Source Address (with the operators 'Equal’ and 'Different')

- VLAN-ID list (802.1Q) (with the operators 'Equal' and 'Different’)

IP header:

- IP Destination address (with the operators 'Equal' and 'Different’)

- IP Source Address (with the operators 'Equal’ and 'Different')

- Protocol (with the operators 'Equal’ and 'Different')

- Differentiated Services or ToS (with the operators 'Equal' and 'Different’)

Ports (only available with the UDP or TCP protocol):
- Destination Port List (with the operators 'Equal' and 'Different’)
- Source Port List (with the operators 'Equal' and 'Different’)

Optional Trigger condition (only available if the IP Flow doesn't belong to an
aggregate) with 3 parameters:

- Offset (decimal value)

- Pattern (hexadecimal string)

- Result (hexadecimal string)

The analysis starts at the Offset position of the Ethernet frame, where the content
ANDed with the Pattern (up to the pattern length) should be equal to the Result
to set the trigger condition.

When the Trigger condition occurs the following parameters are considered
before applying the impairments:
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e Trigger parameters:

Delay before applying the impairments
Impair or not the frame that has triggered
Duration of the impairments

Number of cycles for the trigger

The format for the parameters with a list (i.e. VLAN list or Port list) is detailed in the

paragraph 7.4.

By default, the following IPv4

2.5.

masks are included with the default context called

'‘Default.wsx'":

Combo-box Comment area Description

(No mask) No parameter This mask disables the IP Flow because no packet can match
a Mask without selection criteria.

TCP Mask This filter considers only IP packets with a protocol set to TCP.

UDP Mask This filter considers only IP packets with the UDP protocol.

HTTP Mask This filter considers IP packets with the TCP protocol and the
destination ports 80 or 8080.

FTP Mask This filter considers IP packets with the TCP protocol and the
destination ports 20 or 21.

SMTP Mask This filter considers IP packets with the TCP protocol and the
destination port 25.

POP3 Mask This filter considers IP packets with the TCP protocol and the
destination port 110.

VNC Mask This filter considers IP packets with the TCP protocol and the
destination port 5900.

HTTPS Mask This filter considers IP packets with the TCP protocol and the
destination port 435.

TFTP Mask This filter considers IP packets with the UDP protocol and the
destination port 69.

NTP Mask This filter considers IP packets with the TCP protocol and the
destination port 123.

TELNET Mask This filter considers IP packets with the TCP protocol and the
destination port 23.

GRE Mask This filter considers IP packets with the GRE (x2F) protocol.

RSVP Mask This filter considers IP packets with the RSVP (x2E) protocol.

ICMP Mask This filter considers only IP packets with ICMP (01) protocol.

NETBIOS Mask This filter considers IP packets with the TCP protocol and
destination ports 137, 138 or 139.

Printer/Port Mask This filter considers IP packets with the TCP protocol and
destination port 9100.

VLAN Mask This filter considers IP packets when the VLAN ID is included
between 1 and 5.

Note: supplementary masks may be added depending of the product release.
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To define or edit an existing mask, press the Edit button as indicated below:

bazk [+ Trngger] Lozs & Duplication Law Dielay & Jitter Law
| (Mo mazk)] & | J | J
[Mo packet handled] ﬁ' [Mao Lozz, Mo Duplication) [Mao Delay and no Jitter] |
. # Lozt or = =
# Incoming Packetz 1] Duplicated Packets 000 %] # Delayed Packets 000 %]

Then the configuration window will appear:

MetDisturb Client - Edition of Mask [+ Trigger]

bl azk [+ Trigger] Identifier

Current List: |[N|:| mask] j |

M ew |dentifier: | |

|F *erzion | MAC Header | |IF Header | Puortz | Trigger Condition | Trigger Parameters |

| | | Cancel

This window allows defining a new mask by first specifying a new mask identifier.
As no mask is yet defined, only the New Identifier field is enabled and the tabs to
define the parameters are disabled.

If you select a preexisting mask in the current list of the combo-box, then the
parameters of this mask can be viewed and the first "IP version" tab is enabled as in
the example below:
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MetDisturb Client - Edition of Mask [+ Trigger]

bl azk [+ Trigger] Identifier

Bename |
C b List:
urrent Lis |FTF' j Delete |
MHew |dentifier: | |
IP “ersion | | Trigger Condition RNl 8=l |

| rpartant

* i M azk combines different optional parameters: [P Yerzion, MAC header including the
WLAHAD, [P header with one or more protocolz and a set of Differentiated Services, and a
lizt af ports.

* The zame mazk can be uzed for the directions A to B and B to A, Accarding to the
directiaon from which vou edit the mask, the following parameters will be inverted: destination
and zource addrezses [MAL & IF). destination and source of ports lists,

* The first step iz to select the IP Version which defines the set of IP Header parameters
uzable in thiz maszk. MAC header parameters, protocol and Differentiated Services values
are independant of the 1P Werzion.

[P Yerzion packets ta include

& Pyl C IPvE " IPv4 and IPvE

Save Changes | Beszet all Figlds | | Cloze | Cancel

This window is composed of two areas:

e Mask [+ trigger] Identifier to select or rename an existing mask, or to define a new
mask.

e 6 tabs to define the parameters of the mask and the parameters of the related
trigger.

The first 4 tabs concern the mask and the two last tabs are related to the trigger:

- (mask) IP Version
(mask) MAC Header
(mask) IP Header
- (mask) Ports
(trigger) Trigger Condition
(trigger) Trigger Parameters (only accessible if a Trigger Condition has been defined)

7.4.21 The Mask [+ Trigger] Identifier

The mask identifier is used to select an existing mask in the “Current List” combo-
box. An existing mask can be deleted by pushing the “Delete” button.

You create a new mask by entering the name in the “New Identifier” field and clicking
on the “Add” button”.
Up to 100 masks can be created.

To manage the Mask list, various buttons are available:

Rename: This button should be used to change the Mask identifier.

© ZT1 1998-2006 Page 78/152



NetDisturb PART 7 Using the NetDisturb Client

Delete: This button should be used to remove a Mask from the current list.

Add: This button should be used to insert a new Mask Identifier into the current Mask
Identifier list.

7.4.2.2 Six tabs to define the parameters of the Mask and the Trigger

Once a mask has been created, then you can define the parameters of the mask and
the related trigger by using the following tabs:

(mask) IP Version
(mask) MAC Header
(mask) IP Header

- (mask) Ports
(
(

trigger) Trigger Condition
trigger) Trigger Parameters (only accessible if a Trigger Condition has been defined)

A mask is defined by the combination of four types of parameters: IP version, MAC
header, IP header and Ports.

Each parameter of a mask is optional. When a parameter is set then the parameter
should be present in the IP Frame to match the mask.

Each mask is defined in reference to a direction in order to identify to which interface
the source and destination addresses belongs to. Eventually, if processing is applied
to the other direction, the NetDisturb driver reverses automatically the source and
destination addresses and ports.
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74221

Mask: the "IP Version" tab

MetDisturb Client - Edition of Mask [+ Trigger]

b azk [+Trigger] ldentifier

Bename |
Current Lizt: |FTF' j Delete |

Mew |dentifier: |

I[P *erzian | |

|mpartant

Trigger Condition NT=E =T |

* A Mazk combines different optional parameters: IP Yersion, MAC header including the
WLAM-ID, P header with one ar maore protocols and a set of Differentiated Services, and a
lizt of ports.

* The zame mazk can be used for the directions & to B and B to A, According to the

directian fram which vau edit the mazsk, the following parameters will be inverted: destination
and zource addrezses [MALC & IP), destination and source of ports lists.

* The firgt gtep iz ta select the IP Verzsion which defines the set of IP Header parameters

uzable in thiz mask. MAC header parameters, pratocol and Differentiated Services walues
are independant of the [P Werzion.

[P Yerzion packets to include

Save Changes

o iPud " IPvE

" |Pvd and IPvE

Reset all Fields | |

LCancel

The first step is to select the IP version: IPv4 or IPv6 or IPv4 and IPv6.
The choice of an IP version will affect the parameters handled by NetDisturb in the

"IP Header" tab.
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714222

Mask: the "MAC Header" tab

MetDisturb Client - Edition of Mask [+ Trigger]

b azk [+Trigger] ldentifier

Bename |
Current Lizt: |FTF' j Tk |
Mew |dentifier: | |
| MALC Header | | ANl =T e T rigger Parameters |
MAC Addreszes

Deszlination: |Equal j |
Source; |E|:|ual j |

e.q 01:2345.67:89.48

WLAN [802.10)

WLANAD List [Equal | |

Az WLAM-ID List . you can enter:
114 range of values [i.e 120-250 means from 120 to 250).

2 Individual walues separated by zemicalon [i.e. S00:600].

3] Both [i.e. 500:550-560,539).

Save Changes Beset all Fieldz | | Cloze LCancel

MAC Addresses
e Destination with the Equal or Different operator

e Source with the Equal or Different operator

A destination or source MAC address has the following format (12 hexadecimal
digits grouped by 2 and separated by the colon character):

XXX XX

Here is an example:

Destination Equal (to) 00:0B:DB:95:3D:BF

and

Source Different (of) 00:80:C8:81:37:66

The IP packets having a MAC destination address equal to 00:0B:DB:95:3D:BF
or a MAC source address different of 00:80:C8:81:37:66 will belong to this IP

flow.
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VLAN-ID list

e VLAN-ID List with the Equal or Different operator (enter a decimal value or a
list — see 7.4.2.5 for more details).
The VLAN-ID can be used only with Ethernet type 8100 frames. In that case,
the IEEE 802.1Q format is assumed.

Dest | Src. TFID | TCI Standard Ethernet Frame

TPID means Tag Protocol Identifier. It is equal to 8100.
TCI means Tag Control Information. It includes the VLAN-ID as shown:

TClI —- Priority | CFI VLAN ID

16 hitz 3 hit= 1 hit 12 hitz

Note: you can input individual values separated by a semicolon or a range or values
or a mix of individual values and range of values.

74223 Mask: the "IP Header" tab

Depending of the IP version (IPv4, IPv6 or IPv4 and IPv6) previously selected in the
IP version tab, the format of certain fields of this tab will be different.

e If IP version = IPv4 then the IP Header tab is as follows:

| | | |P Header |
P Addreszes

Drestination: |E|:|ua| j | |
Source; |E|:|ual j | |

address £.0. Ars. R HEs. Hee mniask £ K. R, R, de

Trigger Condition ERTs =l L =T

Other [P fields
* Predefined Pratocals
Protocal; |Equal - -
foiees | J : | J " Uszer Protocols
To enter zpecific Protocol or D5 values, select the
IJzer Lizt option [on the right of this window)., -
Differentiated *+ Predefined D3
Services [D5]: |E|:|ua| j | ﬂ = User DS

= |IP Addresses

Three objects are defined for the Destination or Source address:
- Operator: Equal or Different
- |IP address (enter a decimal value: ex. 192.168.0.17)
- Mask for the IP address (enter a decimal value: ex. 192.168.0.17)

The reference for the Source and Destination addresses depend on the
,Q original Interface °‘Edit selection. In case the ‘Edit’ button from the

Interface A was pressed, the direction from Interface A to Interface B is
the reference direction. If the mask is re-edited from the Interface B, then
the Source and Destination fields are inverted automatically by the
NetDisturb Client to match the new direction.
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= Other IP fields

Protocol with three objects defined:
- Operator: Equal or Different
- The combo-box allows selecting one or several predefined protocols, or
input a list of values separated by a semicolon you want to use
- The option to choose "Predefined Protocols" or "User Protocol List"

Other IP fields
= ,
Protocok [Equal =] [ 011CMP, 06 TCP =, ErEdEFf_'”Td P’l'jm':'”'s
zer Protocals
Ta enter specil ¥ 01 ICMP ~
UzerListop [ 02 IGMP =
Differentiated [~ 04 |IPRIP *+ Fredefined DS
Services [DS]; |E|:|ua| T | 0sTCP w | UserDs

Example by selecting the "Predefined Protocols" option

Other IF fields
Protocol [Equal = | |01:06:12:17

Individual walues in a llzer List are separated by a
gemicolon e 61118 .
Differentiated + Predefined DS

Services [DS]: |E|:|ua| ﬂ | ﬂ (™ Uzer DS

" Predefined Protocols
{* |Jzer Pratocolz

Example by selecting the "User Protocol List" option

Differentiated Services (DS) (TOS byte) with three objects defined:
- Operator: Equal or Different
- The combo-box allows selecting one or several predefined values, or input
a list of values separated by a semicolon you want to use
- The option to choose "Predefined DS" or "User DS List"

Other IP figlds
Pretocol |Equal = | [01.08:12:17

|ndividual walues in a User List are separated by a
zemicalon e 61118

" Predefined Protocols
' |Jser Protocols

Differentiated *+ Predefined DS
Services D5} |E948l ¥ | 10 Class 1 Gold [AF11) =~ User DS
[ 00 Default PHE [Per-hop ...
Save Changes | Bese E ?3 5:2221 Gold [4F11) Lancel
[ 12 Clazz 1 Silver [AF12) el

Example by selecting the "Predefined DS" option

Other IF figlds
Protocol [Equal = | |01:06:12:17

Individual walues in a llzer List are separated by a
semicolon e 61118 _
Differentiated " Predsfined DS

Services [DS] [Equal  +| [13:45:97:215 £ User DS

" Predefined Protocals
{* |Jzer Pratocols

Example by selecting the "User DS List" option
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e If IP version = IPv6 then the IP Header tab is as follows:

| | | IP Header | RGN Trigger Parameters
IF &ddresses

Crestination: |E'3IU~3| ﬂ | |

Source; |Equal j | |
addrezs e.g. dddd::ddd: dddd nin [IP+E bit mazk]

Other IP figlds

* Predefined Protocals
Protocel |Equal ﬂ | ﬂ " Uszer Pratocols

To enter specific Pratacal ar DS values, zelect the
I1zer List option [on the right of thiz window]. _
Differentiated ' Predefined DS

Services [D5); |Equal ﬂ | ﬂ = User DS

The main difference with the previous case concerns the format of the IPv6
address and the IPv6 mask.
Refer above for details on the other fields.

If IP version = IPv4 and IPv6 then the IP Header tab is as follows:

| | | IP Header | Trigger Condition N A s o= |
Destination: | J | |
Source: | J | |
Other IP fields

Protocal: |Equal j | j (* Predefined Protocols

To enter zpecific Protocal or DS values, zelect the

I1zer List option [on the right of this windaw). _
Differentiated * Predefined DS

Services [D5); |Equal j | ﬂ I User DS

" User Protocaols

In this case, the IP address fields are disabled because no sense..
Refer above for details on the other fields.
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74224 Mask: the "Ports" tab

| | | | Parts lm Trigger Parameters

Fortz [available with UDF and TCP)

Destination Port List; |E'3IU~3| ﬂ |
Saurce Part List; |E|:|ua| ﬂ |

Syntay far the Destination or Source Ports List

& Port List may be:

11 & range of values [i.e 20-25 means from part 20 to part 25].

2] Individual walues separated by a semicolon [i.e. ¥;9;80.

3] Denied individual values if the symbal 1= iz befare [ie =211

4] & range of values and individual values [ie. ¥:9:20-25:80:435].

8] & range of values with denied individual values [i.e. 10-501=20:1=21 which means from 10
to B0 without 20 ar 21]

Ports (apply only to the TCP or UDP protocol)

e Destination Port List (enter a decimal value or a list — see 7.4.2.5 for more
details)

e Source Port List (enter a decimal value or a list — see 7.4.2.5 for more details)

- The reference for the Source and Destination port depend on the original Interface
,Q ‘Edit selection. In case the ‘Edit’ button from the Interface A was pressed, the
direction from Interface A to Interface B is the reference direction. If the mask is re-
edited from the Interface B, then the Source and Destination fields are inverted
~automatically by the NetDisturb Client to match the new direction.

7.4.2.2.5 Trigger: the "Trigger Condition" tab

| IP “ersion | MALC Header | IP Header | Partz | | Trigger Parameters |
[v Ulze the Trigger to Apply Impaiments [only awvailable i the 1P Flow is not in an aggregatel
About Trigger

* The trigger iz bazed on the Ethernet frame content. The analyziz starts at the Offzet pozition
aof the frame, where the content AMDed with the Pattern - up to the Pattern lenagth - should be
egual bo the Fesult to set the Trigger condition.

“\when the Trigger condition occurs, the impairment(z] will apply for this frame [or not] and
following, in BOTH directions.

Trigger Definition
Offzet: |0 [Diecimal] [0 = first byte of the Ethernet frame]

Patterm: | [Hexadecimall

Reszult; | [Hexadecimal]

The Trigger is designed to associate the beginning of the impairment(s) to the
content of the Ethernet frames and to limit the duration of the impairment.

The Trigger is activated when the content of an Ethernet frame matches a given
result. To check if the content of the Ethernet frame matches the expected result, a
logical AND operation is made between the content of the Ethernet frame and a
given Pattern. The Ethernet frame analysis starts at the given Offset value of the
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frame up to the length of the given Pattern. The result of the logical AND operation is
compared to the given Result: the Trigger is activated when both are equal.

When the Trigger is activated, the beginning of the impairment(s) refers to both
Interfaces (A to B, B to A).

When a Trigger is set in the mask of each direction, the Trigger activated starts
impairment(s) on both directions. Additional parameters of the Trigger apply also to
both directions.

,Q NetDisturb doesn’t check if the Trigger is relevant to the parameters of
the Mask.

The following example assumes that the impairment should start when a FTP
connection is requested. The definition of the pattern is:

e The protocol should be TCP

e The port number should be 21 (FTP)

To define a Trigger that fulfills this requirement, the Pattern analysis starts at the
protocol field of the IP Header that is located at the 23™ bytes of the Ethernet frame.
The port number is located at the 37" bytes of the frame. The bytes between the
protocol and the port number are not significant.

The definition of this trigger is:

Offset = 23
Pattern = FF 00 00 00 00 00 00 00 00 00 00 00 00 00 FF
Result = 06 00 00 00 00 00 00 00 00 00 00 00 00 00 15

The Pattern parameter and the Result parameter should be entered in hexadecimal.

In this example, a VLAN can’t be used with these values because it adds
,Q 2 bytes before the IP Header. When a VLAN is used the protocol field is
the 25" byte of the Ethernet frame.

With this simple Trigger, let's see what's happening with three common Ethernet
frames.

The analysis of the Ethernet frames made by NetDisturb is described below. In this
example, the first frame is an ARP Request frame, the second frame is the ARQ
Reply and the third frame is the TCP SYN. The part of the frame under analysis is
highlighted.
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Frame #1 = ARQ Request

Offset| Content

0000 ff £ff £f £f £f £f 00 02 55 54 ce 6f 08 06 00 01
0010 08 00 06 04 00 01 00 02 55 54 ce 6f c0 a8 00 78
0020 00 00 00 00 00 00 cO a8 00 17 00 0O 00O 00 00 0O
0030 00 00 00 00 00 0O 00 00O 00 00 00 0O

The analysis process is the following:

Frame part to analyze: 02 55 54 ce 6f cO0 a8 00 78 00 00 00 00 00 0O
Logical AND with the Pattern

Pattern: FF 00 00 00 00 00 00 00 00 OO 00 00 00 00 FF

Frame after the AND : 02 00 00 00 00 00 OO 0O 00 00 OO 0O 00 00 OO

Result expected: 06 00 00 00 00 00 OO 0O 00 00 OO 0O 00 00 15

The Result is not equal to the frame after the AND operation. The Trigger isn’t
activated.

Frame #2 = ARQ Reply

Offset | Content

0000 00 02 55 54 ce 6f 00 04 76 9f £8 a7 08 06 00 01
0010 08 00 06 04 00 02 00 04 76 9f £8 a7 cO0 a8 00 17
0020 00 02 55 54 ce 6f c0O a8 00 78

The analysis process is the following:

Frame part to analyze: 04 76 9f £8 a7 c0 a8 00 17 00 02 55 54 ce 6f
Logical AND with the Pattern

Pattern: FF 00 00 00 00 00 00 00 00 00 00 00 00 00 FF

Frame after the AND : 04 00 00 00 00 0O OO OO0 00 0O OO 00 00 00 6F

Result expected: 06 00 00 00 00 00O 00 00 00 0O 00 00 00 00 15

The Result is not equal to the frame after the AND operation. The Trigger isn’t
activated.

Frame #3 = TCP Syn

Offset | Content

0000 00 02 55 54 ce 6f 00 04 76 9f £8 a7 08 00 45 00
0010 00 2c £7 27 40 00 40 06 cl c4 cO a8 00 17 cO a8
0020 00 78 07 e2 00 15 3f 9 13 93 00 00 00 00 60 02
0030 ff £f bb 21 00 00 02 04 05 b4

The analysis process is the following:

Frame part to analyze: 06 cl c4 cO a8 00 17 cO a8 00 78 07 e2 00 15
Logical AND with the Pattern

Pattern: FF 00 00 00 00 00 00 00 00 00 00 00 00 00 FF

Frame after the AND : 06 00 00 00 00 0O 00 OO0 00 0O 00 00 00 00 15

Result expected: 06 00 00 00 00 00O 00 00 00 0O 00 00 00 00 15

The Result is equal to the frame after the AND operation: the Trigger is
activated!
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7.4.2.2.6 Trigger: the "Trigger Parameters" tab

This tab is accessible only if the Trigger Definition has been made into the "Trigger
Condition" tab.

| | | | Trigger Condition |
Trigger Parameters

Delay before applying the Impairment|z]: |3|:|— [mz] [0 = no Delay]
-

Duration of the Impairmettz]; W [mng] [0 = Unlimited]
Mumber of Cycles for the Trigger: |5— [mz] [0 = Unlimited)

* The Trngger Parameters applies at the zame time in both directions of the IP Flows [ie. Ao B
and B to Al

*w'hen the Mumber of Cycle iz reached, the IP Flow should be stopped and restarted to allow
the impairments activation.

The Trigger can be configured:
e To add an initial delay before the impairment.
e To include the Ethernet frame that matches the Result in the list of frames to
impair or to leave this frame without impairment.
e To limit the impairment in time.
e To limit the number of loops of the impairment based on the Trigger analysis.

These configuration parameters are detailed below.

Delay before applying the Impairment(s)

When a frame has activated the Trigger, an additional delay can be added before
NetDisturb starts the impairment(s).

The unit of this delay’s value is the millisecond. By default, this delay value is O,
which means that NetDisturb starts the impairment(s) immediately.

When this delay’s value is greater than zero, the impairment(s) will start after the
given delay. In the meanwhile, the frames are relayed without being impaired.

When this delay’s value is zero, the parameter ‘Impair the Frame that has triggered’
can be configured.

A delay greater than zero is needed in some application protocols i.e. video, when
there is some information to exchange before to start to exchange the most important
frames.

Impair the Frame that has triggered

When the’ Impair the Frame that has triggered’ is checked, the frame that has
activated the Trigger is included in the set of frames to impair. By default, the frame
isn’t included.

As example, it is useful to leave the first frame without impairment when this frame
starts the connection to impair i.e. a TCP frame with the SYN flag for any TCP
connection. In this case, if the TCP SYN frame had been lost, the connection would
not have been able to start so there wouldn’t be any frame to impair for this TCP
connection.
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Duration of the Impairment(s)

The Duration of the Impairment(s) parameter limits the impairment(s) in time. By
default, this duration is zero so the impairment(s) continues until the IP Flow is
stopped.

When this duration is greater than zero, the beginning of the Impairment(s) starts
when the first frame is impaired. The Delay before applying the Impairment(s) isn'’t
included in this duration. When the impairment’s duration reach the Duration of the
Impairment(s) value, the impairment(s) stops except if the Number of Cycles for
the Trigger parameter is not zero.

When the impairment(s) stops, the next frames matching the mask are transferred
from the incoming Interface to the outgoing Interface immediately.

Number of Cycles for the Trigger

The Number of Cycles for the Trigger parameter is available when the Duration of
the Impairment(s) is not zero.
By default, the number of cycles is 0 i.e. the Trigger cycle is unlimited.

When a Number of Cycles for the Trigger is specified, the Trigger cycle restarts at
the beginning of the frame analysis process until the number of cycles is reached.

When the Number of Cycles for the Trigger is reached, the impairment(s) stops: he
next frames matching the mask are transferred from the incoming Interface to the
outgoing Interface immediately.

74227 The Trigger Dynamic

This paragraph gives some examples of the use of Trigger parameters to explain the
4 states of a Trigger:

1. Trigger is waiting. A Trigger gets this state | ~IF Flow #01: TCP
before it has been found. There are 2 cases
when a Trigger gets this state: either the IP
Flow has just been started or the Duration of | =
Impairment(s) has been reached and the
Number of Cycles hasn’t been reached.
Ethernet frames are relayed without
impairment.

‘Wwhaiting far the trigger

2. Trigger has been found. A Trigger gets this | IP Flaw #01: TCP
state when the Ethernet frame has been _
found and a Delay before Impairment(s) has ThETi;‘;;’i'r?ng:r:tszebn'?f:eff:;jying
not yet expired. Ethernet frames are relayed | =
without impairment.

3. Trigger is active. A Trigger gets this state | f~IF Flow #01: TCF

when the Impairment(s) applies, either after The tigger is active

the Ethernet frame has been found without The impairments are appling
Delay before Impairment(s) or when the | =]
Delay before Impairment(s) has expired.
Ethernet frames are impaired.
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4. Trigger has been stopped. A Trigger gets | fIF Flow #01: TCR
this state when the Number of Cycles has e m——r
. . & trigger iz finizhed
been reached. This state is a permanent The impairments don't apply anpmare
state until the IP Flow is stopped. Ethernet | ~
frames are relayed without impairment.

The Figure 1 illustrates the configuration of a Trigger without Duration. When the
Trigger has been reached, the Impairment(s) remains active until the IP Flows is
stopped.

Impaiment State

TRIGGER ACTIVE

WAIT-TRIGGER
Ho lgairment | _

P Time

Funthe [P Flow Trgger Stopthe IP Flow
Artivated

Figure 1 - Trigger without Duration

The Figure 2 illustrates the configuration of a Trigger with an Delay and no
Impairment Duration. When the Trigger has been reached, the Impairment(s) starts
after the Delay and remains active until the IP Flows is stopped.

Impaimment State
Fy
TRIGGER ACTIVE
_ WAIT-TRIGGER TRIGGER
Ho lmpairment |- _ FoT—. g
Delay before
Impaimment(s i
[ =] I Time
Funthe [P Flaw Trgger Delay Ztopthe IP Flow
Activated Expired

Figure 2 - Trigger with Delay and no Impairment Duration

The Figure 3 illustrates the configuration of a Trigger with the Duration of the
Impairment(s) not zero and an unlimited Number of Cycles.

Im paimment State
F Y
TRIGGER ACTIVE TRIGGER ACTIVE
Inpaiment [~ """ TTTTTTTTTTTTTT
WAIT-TRIGGER WAIT-TRIGGER -
Ho Impairment | ____ - 2 w;in-mn,uf R
;Time
Run the IP Flow Trigger Duration Trigger Duration
Activated Reached Activated Reached

Figure 3 - Trigger with the Impairment’s Duration

© ZT1 1998-2006 Page 90/152



NetDisturb PART 7 Using the NetDisturb Client

The Figure 4 - Trigger with the Impairment’s Duration and 1 Cycle illustrates the
configuration of a Trigger with the Duration of the Impairment(s) not zero and a
Number of Cycles limited to 1.

Impainnent State
I 3

TRIGGER ACTIVE

Inpaiment
He Impairment | _____ WAITTRIGGER IRIGGER __ _______
FINISHED
*  Time
Runthe [P Flow Tricger Druration Stop the IP Flow

Adtivated Reached

Figure 4 - Trigger with the Impairment’s Duration and 1 Cycle

The Figure 5 illustrates the configuration of a Trigger with a Delay Applying before
the Impairment not zero, the Duration of the Impairment(s) not zero and a Number of
Cycles set to 2.

Impirmerit State CYCLE #1 CYCLE #2
F3 {._._._._._._._._._._.><._._._._._._._._._._.>
1 TRIGGER &CTHE | TRIGEER ACTRE |
Impairrnert 777777 Tt 1 1
 yWT-TRIGGER - W IT-TRIGE ER .
[TE—— TRIG GER TRIG GER TRIGGER
FOUHD FOUND FINIGHED!
Delay befre r Dielay be fre r
Imp airmenti=) Imp airmentis) .
T T ™ Time
Funthe IP Flow Trigger Duration Trigger Duration Stop the
Ectivated E:':id Reached Ectivated Ef;'id Reached P Flow

Figure 5 - Trigger with a Delay, the Impairment’s Duration and a limited number of Cycles

7.4.2.3 The Action Buttons

To handle the Mask and Trigger parameters different buttons are available at the
bottom of the window:

Save Changesz Bezet all Figlds | | Cloze | Cancel

Save Changes: to save the values for the current mask, and insert the new Mask
Identifier if the Identifier was not already in.

Reset all Fields: to reset all the values previously entered..

Close: to save in the current context all modifications made i.e. new Mask identifiers
as well as changes for the existing masks.

Cancel: to ignore all modifications made i.e. new Mask identifiers as well as changes
for the existing masks.
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7.4.2.4 To Create a New Mask with its parameters in a few steps

1) Click on the "Edit" button as shown below:

M azk [+ Trgger] Loszs & Duplication Law Delay & Jitter Law
|[N|:| mazk| j | J | J
[Mao packet handled] Edit :‘: [Mo Loszs, Mo Duplication] [Ma Delay and noJitker]
I P s v 0 B Lostor 0[0.0%  # Delayed Packets 0[0.0%
4 Duplicated Packets il Y il

2) The Mask window is displayed and input a name in the New Identifier field (for
example Mask1):

MetDisturb Client - Edition of Mask [+ Trigger]

tazk [+Trigaer] |dentifier

Current List: |[N|:u maszk] j |

7\
Mew |dentifier: Mask1] U Add

IP *ersion I MAC Header I IP Header I Parts I Trigger Condition I Trigger Parameters |

| | Cancel
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3) Click on the "Add" button to add this new identifier in the list of the masks.
You have then the following window displayed with the enabled tabs.

MetDisturb Client - Edition of Mask [+ Trigger]

tazk [+Trigaer] |dentifier
Bename |

Current List: | b azk1 ﬂ Delete |

M ew |dentifier: | | |

IP Wersion | | IRl Tl T rigger Parameters |
| mpartant

* A Masgk combines different optional parameters: |P Yersion, MAC header including the
W0LAM-D, IP header with ane or more protocolz and a get of Differentiated Services, and a
list of portz.

* The zame mazk can be uzed for the directionz A to B and B ta A Accaording ta the
direction from which wou edit the maszk, the following parameters will be inverted: destination
and zource addreszes [MALC & IP]. destination and saurce of parts liztz.

* The first step iz to zelect the IP Yerzion which defines the zet of [P Header parameters
uzahble in this mask. MALC header parameters, protocaol and Differentiated Services values
are independant af the |P Wersion.

|P Yerzsion packets b include

* |Pvd " |PvE T |Pvd and IPv6

Save Ehangm Reszet all Fields Cloze @ Cancel

N

4) Now the tabs are enabled and you can define the parameters for this mask (IP
version, MAC Header, IP Header and Ports) and if needed the Trigger condition
and parameters.

5) Press "Save Changes" to save the parameters and return at step 1 if you want
continue to edit or create a new mask.

6) Click "Close" to quit the "Edition of Mask" window.

7.4.25 List of Values

Some parameters in the Mask can be a list of values. To match the mask, the IP
packet should include one value from the list. The syntax of the list allows a set of
individual values or ranges of values. Both individual values and ranges can be
mixed. Values are expressed in decimal.

The separator between individual values or range of values is the (;) semicolon
character. The syntax used is very near the syntax of the printer for a set of pages.
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7.4.2.5.1 Individual Value
An individual value is one and only one value.

Example: 135

7.4.2.5.2 List of Individual Values
A list of values is multiple individual values, each value separated by a semi-coma.

Example: 25;80;110;435

74253 Range of Values

A range of values is a set of values indicated by the first and the last of the range
(first and last included). The first value is separated from the last value by a dash.

Example: 2009-2020;3000-3100

74254 Complex List
Here is an example including individual values and range of values.

List: 12; 13; 25-30; 50-100;120
Values matching: 12, 13, 25 to 30 included, 50 to 100 included, and 120
Values not matching: <12, 14 to0 24, 31 to 49, 101 to 119, > 121

7.4.3 The Loss & Duplicate Law Configuration

NetDisturb is able to loose and/or duplicate packets. Three modes are available:

e NetDisturb losses the selected IP packets following the mathematical law
configured: a percentage, a 1 on N law or discrete values extracted from a
user file.

¢ NetDisturb is able to duplicate IP packets following the Uniform mathematical
law configured by User, following a percentage or a 1/N law.

e NetDisturb is able to loose packets and duplicate the non-lost packets
following a 1/M law.

Up to 100 Loss & Duplication laws can be created.
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By default the following laws are defined in the Default.wsx context file:

Combo-box (law identifier)

Comment area

Description

(No Duplication, No Loss)

(No duplication, No Loss)

With this option, no duplication and no loss
apply to the IP Flow.

Loss Law

Constant Loss

Button
packets”

“To Lose 12

12 packets are lost each time the user
activates this button.

Uniform Loss

Uniform Loss

Domain values [1 to 100] Threshold = 30

Burst Uniform Loss

Burst Uniform Loss

Domain values [10 to 1000]
Threshold (n) = 350 Threshold (n+x) = 380
Depth =2

OnePerTen

User-defined Loss File

Sample file: OnePerTen.ixt
Loss of 1 packet per 10 packets

Percentage Loss

Percentage Loss

Percentage: 15

One each 10 Loss

Range Loss

Range (N): 10

Duplication Law

Percentage Duplication

Percentage Duplicate

Percentage = 10 %
Minimal Duplication = 1
Maximal Duplication = 3

Duplication 1 Packet
every 20

Range Duplication

Range (N): 20
Minimal Duplication = 1
Maximal Duplication = 3

Uniform duplication

Uniform Duplicate

Alpha: 1 — Beta: 50
Threshold: 10

Minimal Duplication = 1
Maximal Duplication = 1

Duplicate if Not Loss

Loss then Duplicate

Loss Range (N): 100
Duplication Range (M): 50
Minimal Duplication = 1
Maximal Duplication = 3

7431

Working Mode: Laws apply to the IP Flow

Loss & Duplication Law and the Working Mode

When a Loss & Duplication law is selected on a given IP Flow, the law applies
to all packets matching the mask. For each new packet, a new value is
extracted from the law or from the file, depending on the type of law selected.
These values are stored in a global table by NetDisturb. When the table is
empty, NetDisturb Server provides a new table to the NetDisturb driver with
new values depending on the law.

This value is compared to the Threshold: if the value is greater or equal than
the Threshold, the packet is lost. Otherwise, the packet may then be delayed.

Working Mode: Laws apply to each TCP/UDP connection of the IP Flow

When a Loss & Duplication law is selected for a given IP Flow, the law applies
to all packets matching the mask.

These values are stored in a table maintained by NetDisturb.

The NetDisturb Server provides once a table to the NetDisturb driver with
values depending on the law. NetDisturb loops on values from this table:
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when the end of the table is reached, the NetDisturb driver restarts at the
beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is
used to classify the packet. Else the IP addresses and protocol are only used.
For each packet, a loss value is extracted from the loss value buffer, at the
current index of the packet of the given connection. When the end of the table
is reached, values extracted restart at the beginning.

This value is compared to the Threshold: if the value is greater or equal than
the Threshold, the packet is lost. Otherwise, the packet continue to be handled
and may be delayed.

7.4.3.2 How to create or edit the Loss & Duplication Law

To create or configure a Loss & Duplication Law click on the “Edit” button at the top
or bottom part of the main window.

b azk [+ Trigger] Lozz & Duplication Law Drelay & Jitter Law
b azk1 ﬂ |[N|:| Logz, Mo Duplication) v |[N|:| Delay, Mo Jitter) J
Frotocal Edit [Mo Logz, Mo Duplu:atu:- [Mo Delay and no Jitter) Edit
. # Lost or a 2
# Incoming Packets 1] Duplicated Packets 0[00E] # Delaved Packets 000 ]
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The following window is then displayed:

NetDisturb Client - Loss & Duplication...g]

Law |dentifier

(= AN ol o Lozs, Ho Duplication]

I ew |dentifier:

| ok | Caricel

The Loss & Duplication Law window is composed of three sections:

= Law identifier

It is used to choose an existing law from the “Current List” combo-box. An existing
law can be deleted by clicking on the “Delete the Law Identifier” button.
You can also add a new law by entering a name in the “New Identifier” field and by

clicking on the “Add the Identifier” button”.

Button Action
Rename the Law Identifier Change the law identifier.
Delete the Law Identifier Remove the law from the temporary list.
Add the Identifier Add the Identifier in the temporary list.
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= Parameters of the Law

This section is composed of a list box to select the law to apply, and different edit
fields may be enabled in order to input parameters.

The “Value range” allows seeing the range of values generated by the law for the
user-defined parameters. It applies to the Uniform Loss law and Burst Uniform Loss
law.

A list box allows selecting a law among the following pre-defined laws:

e Loss: Constant law
Parameter: number of packets

e Loss: Uniform law: f(x)=dx/(f—-«)
Parameters: alpha, beta, threshold

e Loss: Burst Uniform law: f(x)=dx/(f—a)
Parameters: a, B, threshold(n), threshold(n + x), depth

e Loss: User-defined File
Parameters: file name, threshold

e Loss: Percentage
Parameter: percentage

e Loss: 1/N (1 packet is lost every N received packets)
Parameter: range(N)

e Duplication: Percentage (send n times the received packet)
Parameters: percentage, Min < n < Max

e Duplication: 1/M (duplicate 1 packet n times every M received
packets). Parameters: range(M), Min < n < Max

e Duplication: Uniform f(x)=dx/(f—-«a)
Parameters: alpha, beta, threshold

e Loss (1/N) then Duplication (1/M): the loss law (1/N) is used first
before the duplication law (1/M)

Button Action

Save Parameter Changes Temporary saves the parameters of the current law.
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= Action buttons

The "Loss & Duplication Laws" window handles a temporary list of laws until the user
press the OK or Cancel button.

Button Action

OK Permanently saves changes (addition, deletion and
parameters changes) and closes the window.

Cancel Allows ignoring all modifications made since the
window has been opened.

How to create a new Loss & Duplication Law:

Enter a name in the “Add a new Law Identifier” edit field,

Then click on the “Add the Identifier” button.

Select one kind of law in the ‘Parameters of the Law’,

Enter law parameter(s),

Press the “Save Parameters Changes” button.

Press “OK” to quit the “Loss & Duplication Laws” window and to save new
Identifiers and changes.

ocoahkhwh=
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7.4.3.3 Loss: Constant Law

When this law is selected, the NetDisturb driver will lose the number of packets
defined.

MetDisturb Client - Loss & Duplication laws

Laws |dentifier

Current Lisk: | J

Bename the Law |dentifier | Delete the Law [dentifier |

Mew |dentifier:

Parameters of the Law

| Logz: Constant Law

|

# packets: |15
Ii

1,

Fange of Waluez: Mo range for Constant Lozs Law

i Sawe Parameter Changes

The number of packets to loze iz defined by the uzer. Each time the uzer clicks
the 'Loge M packets' button at the 1P Flow level, the next M packets are lost.
When preszed, this buttan remaing gray until the number of packets haz

been lost.

(1] Cancel

For this law, only one parameter must be defined: # packets

A button «Lose xx packets» replaces the summary area in the main window as
shown below when the IP Flow is running.

Each time this button is enabled, you can press it to lose #n packets.

Mazk [+ Trgger] Loszz & Duplcation Law Drelay & Jitter Law
Pratocol | To Lose 15 Packets | | (Mo Delay and no Jitter]
v
# Incoming Packets 0 Dup"fakjjtpﬂckets 0[00%  #Delayed Packets 0[0.0%]
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7.4.3.4 Loss: Uniform Law [f(x) = dx/(beta — alpha)]

When this law is selected, a uniform distribution of numbers contained between the
Alpha and Beta values is computed and stored in a table. This table and the
threshold (also supplied by the user) are then transmitted to the NetDisturb driver.

MetDisturb Client - Loss & Duplication laws

Law |dentifier

Current List: | J

Bename the Law [dentifier | Delete the Law [dentifier |

I ew |dentifier:

Parameters of the Law
|Ln:nss: [dnifarrn Laws [f{=] = d=/[beta - alphal] ﬂ

|

Alpha: |1 Beta: (100
Threshold: |10

—

Fange of Yaluez:  From 1 to 100

{ Save Parameter Changes

The lozs of packets iz uniformly distibuted [the burst of logz 1= minimized).
When the law generates a value equal ar greater than the Threshold parameter,
the packet iz lost,

ok Caricel |

The NetDisturb driver picks a number in the table (see also 7.4.3.1) for each
selected packet. If this number is greater or equal than the threshold, then the packet

is lost.

The mathematical function used is (see the Uniform Law in PART 9 for more

information):

Uniform law on («, #) range

fx)=1/(f-a) ifa<x<pf
f(x)=0 else

For this law, three parameters are defined:
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Alpha: min value of the range

Beta: max value of the range

Threshold: if the number calculated by the law is greater or equal than the
Threshold value, the packet is lost.

7.4.3.5 Loss: Burst Uniform Law [f(x) = dx/(beta — alpha)]

MetDisturb Client - Loss & Duplication laws

Laws |dentifier

Current Lisk: | J

Bename the Law |dentifier | Delete the Law [dentifier |

Mew |dentifier:

Parameters of the Law
|L|:|ss: Brurst Unifarm Law [f[x] = d=/[beta - alpha)] ﬂ

|

Alpha: |1 Beta: (100
Threzhald [n]; {10 Threshald [re+s]; |3
Depth: |2

Fange of Yaluesz:  From 1 to 700

i Sawe Parameter Changes

The logz of packets iz unifarmiy diztibuted with burst of lozs enabled. Y
The burst iz limited by the Depth parameter: thiz iz a set of consecutive
packets.

YWhen the law generates a value equal ar greater than the Threshold[n)
parameter, the first packet of the zet of packets iz lost.

For the next packets of the zet, the law is compared to the Threshold[n+s]

B T H S B P o LT R evayt EVy

(1] Cancel

W

When this law is selected, the loss of packets is uniformly distributed with burst of
loss enabled.
The burst is limited by the Depth parameter: this is a set of consecutive packets.

When the law generates a value equal or greater than the Threshold(n) parameter,
the first packet of the set of packets is lost.

For the next packets of the set, the value of the law is compared to the
Threshold(n+x) parameter until the no loss value is generated by the law, or when
the number of lost packets equals the Depth value.

As for the Uniform Law, the Burst Uniform Law calculates a table of numbers
uniformly distributed between Alpha and Beta. This table is transmitted to the
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NetDisturb driver with two thresholds T1 (Threshold (n)) and T2 (Threshold (n+x))
and the Depth value (D).

The T1 threshold is the first loss factor.

The T2 threshold is the second loss factor, used in correlation with T1 and for a
maximum number of packets defined by the D parameter. T2 may be greater or lower
than T1.

This law allows generating burst losses. Processing is applied as follows:

= The NetDisturb driver picks a number from the table for each packet (see also
7.4.3.1)
= For the packet n, the NetDisturb driver picks one number from the table (current
number) and loses it if this number is greater or equal than T1.
= If the packet n is lost, the following packets (up to n+D) will be lost if the picked up
number is superior to T2. This threshold (T2) is used to process the following D
(depth) packets with the following rules:
o If the packet n+i (with i < D) is not lost, the threshold comes back to T1 (the
burst loss is stopped).
e |If the packets (from n+1 up to n+D) are all lost, the threshold comes back to
T1 (the burst loss is stopped).

The mathematical function used is (see the Uniform Law in PART 9 for more
information):

Uniform law on («, ) range

fx)=1/(f-a) ifa<x<p
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range

Beta: max value of the range

Threshold: if the number calculated by the law is greater or equal than the
Threshold value, the packet is lost.
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7.4.3.6 Loss: User-defined File

MetDisturb Client - Loss & Duplication laws

Law |dentifier

Current List: | J

Bename the Law [dentifier | Delete the Law [dentifier |

I ew |dentifier:

Parameters of the Law

|Ln:nss: |1zer-defined File

File... |Fian|:|-:|m_|:lela_l,l.t:-:t

=l

Threshold: |35

- -
Ii

Fange of Yaluez: Mo range for U zer-defined Lozs

{ Save Parameter Changes

Walues extracted from the file are uzed to loze packets.
When the walie iz equal or greater than the Threshold parameter, the packet
iz lozt,

ok Caricel

When this law is selected, the loss values are extracted from the user-defined file.
This file must be a text file.

Losses are expressed in integer positive number. Separators used for decoding are
End of Line (CR or CR-LF), semicolon, coma, and tab or space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the
End of Line (CR or CR-LF).

To assure performance, the file is read in one shot and stored in memory at law
selection time. The values of the file are used to load the table transmitted to the
NetDisturb driver. In order to not overload the memory resources, maximum read
number of loss values is limited to 40 960.

If the file size exceeds the table size, only the part that can be memorized will be
read. The rest of the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning
to complete the table.

© ZT1 1998-2006 Page 104/152



NetDisturb PART 7 Using the NetDisturb Client

The NetDisturb driver picks a number in the table (see also 7.4.3.1) for each
selected packet. If this number is greater or equal than the threshold, then the packet
is lost. When the end of the file is reached, the NetDisturb driver restarts with the
first values of the file.

The file sample (OnePerTen.txt) illustrates a loss of 1 packet for 10 packets sent
when the Threshold value Tis 0 < 7< 100.
(The content of the file OnePerTen.txtis:0 0 0 0 0 0 0 0 0 100)

- For an%/ Threshold value greater than 1 and smaller or equal than 100, only
the 10" packet is lost.

- If the Threshold value is greater than 100, no packet is lost.

- If the Threshold value is 0, all packets are lost.

Here is another example of the impact of the threshold value. The content of the file
is: 10 20 30 40 50 60 70 80 90 100

Packet # Value Lost result with Value Lost result with Value Lost result with
extracted | Threshold =95 | extracted | Threshold = 50 | extracted | Threshold =15
1 10 Continue 10 Continue 10 Continue
2 20 Continue 20 Continue 20 LOST
3 30 Continue 30 Continue 30 LOST
4 40 Continue 40 Continue 40 LOST
5 50 Continue 50 LOST 50 LOST
6 60 Continue 60 LOST 60 LOST
7 70 Continue 70 LOST 70 LOST
8 80 Continue 80 LOST 80 LOST
9 90 Continue 90 LOST 90 LOST
10 100 LOST 100 LOST 100 LOST
11 10 Continue 10 Continue 10 Continue
12 20 Continue 20 Continue 20 LOST
13 30 Continue 30 Continue 30 LOST
14 40 Continue 40 Continue 40 LOST
15 50 Continue 50 LOST 50 LOST
16 60 Continue 60 LOST 60 LOST
17 70 Continue 70 LOST 70 LOST
18 80 Continue 80 LOST 80 LOST
19 90 Continue 90 LOST 90 LOST
20 100 LOST 100 LOST 100 LOST
21 10 Continue 10 Continue 10 Continue

Note: Continue means the packet is not lost and may be handled by the Delay & Jitter
Law if defined.

A more detailed description with delays and jitters is also available in the paragraphs
7.45and 7.4.6.
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7.4.3.7 Loss: Percentage

MetDisturb Client - Loss & Duplication laws

Law |dentifier

Current List: | J

Bename the Law [dentifier | Delete the Law [dentifier |

I ew |dentifier:

Parameters of the Law

| Logs: Percentage

|

=l

Percentage: |12

- -
Ii

Range of Yalues:  12%

{ Save Parameter Changes

The percentage of lost packets iz calculated on the basgiz of 100 ”~
received packets or a multiple of 100. Far this reazon, the percentage
indicated has to be 1 or 2 conzecutive digitz, e 12%

and 0.00056% are allowed BUT MOT 1002% or 0005067

[f the value of 100% iz specified then all the packets are lost,

The value of the percentage must be bounded bebween 0.00000001 %

= AANE mnd Hem lmab mommde b —rm smdmmbmd G = e mndmes -

ok Caricel

When this law is selected, a percentage of packets are lost and the packets to lose
are randomly selected.

The percentage of lost packets is calculated on the basis of 100 received packets or
a multiple of 100. For this reason, the percentage indicated has to be 1 or 2
consecutive digits, i.e. 12% and 0.00056% are allowed BUT NOT 10.2% or
0.00506%.

If the value of 100% is specified then all the packets are lost.

The value of the percentage must be bounded between 0.00000001% and 100%,
and the lost packets are selected in a random way.
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7.4.3.8 Loss: 1 Packet every N Packets

MetDisturb Client - Loss & Duplication laws

Law |dentifier

Current List: | J

Bename the Law [dentifier | Delete the Law [dentifier |

I ew |dentifier:

Parameters of the Law

|Ln:nss: 1 Packet eveny M Packets

|

Fange [M]: (5
Ii

1,

Range of Yaluez:  1/5 [20%]

{ Save Parameter Changes

Thiz law allows lozing 1 packet for M received packets.
The logt packet iz the Mtk received packet.
The value of M muszt be between 2 and 100,000,000,

ok Caricel

This law allows loosing 1 packet for N received packets. It affects a same packet
based on its order.

The lost packet is the Nth received packet, i.e. considering N is 12, then the 12”‘,
24™ 36" packet and so on are lost.

The value of N must be between 2 and 100,000,000.
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7.4.3.9 General Rules concerning the Duplication of Packets

This paragraph details some general terms used to describe the Duplication of
packets.

7.4.3.91 What does Duplication mean with NetDisturb

The duplication refers to the action to send more than once the same packet. If the
packet N should be duplicated, the packet N is send at least twice consecutively.

7.4.3.9.2 How many times is a packet duplicated

The Minimal Duplication and Maximal Duplication parameters help to select the
number of times the packet should be duplicated. When those parameters have the
same value, the number of duplications is constant. Otherwise, the number of
duplications is randomly selected, where the smallest value is “Minimal Duplication”
and the highest value is “Maximal Duplication”.

7.4.3.10 Duplication: Percentage

MetDisturb Client - Loss & Duplication laws

Law |dentifier

Current List: | J

Bename the Law [dentifier | Delete the Law [dentifier |

I ew |dentifier:

Parameters of the Law

|Du|:n|in::ati-:|r'|: Percentage ﬂ
Percentage: |5

Mirimum Duplication: |1 M aimum Duplication: |2

Range of Yaluez: 5%

i Save Parameter Changes

The duplication of packets enables to transmit the same received packet ”~
zeveral times. The duplicated packets are just ingerted after the onginal

packet to be transmitted,

The percentage of duplicated packets iz calculated on the basgis of 100
received packets ar a mulkiple of 100,

For thiz reazon, the percentage indicated haz to be 1 or 2 conzecutive Z
Aimiba 1A 1 A N NOARCS S e =llmanaA Rk DEIT KIOT A0 9%
ok Caricel
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The duplication of packets enables to transmit the same received packet several
times. The duplicated packets are just inserted after the original packet to be
transmitted.

The Percentage of duplicated packets is calculated on the basis of 100 received
packets or a multiple of 100.

For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12%
and 0.00056% are allowed BUT NOT 10.2% or 0.00506%. If the value of 100% is
specified then all the packets are duplicated.

The value of the percentage must be bounded between 0.00000001% and 100%,
and the packets to duplicate are selected in a random way.

The original packet can be duplicated for a number of times defined by a random
selection in the 'Minimum Duplication' and 'Maximum Duplication' range
parameters.

When 'Minimum Duplication' equals 'Maximum Duplication', all the eligible
packets for the process of duplication are copied the same number of times.

Here are a few examples:

- If the Percentage is 10, 10 packets are duplicated each 100 received packets.

- If the Percentage is 5, 5 packets are duplicated each 100 received packets.

- If the Percentage is 2.5, 25 packets are duplicated each 1,000 received packets.

- If the Percentage is 0.012, 12 packets are duplicated each 100,000 received
packets.

See also paragraph 7.4.3.9 for the general rules and terms relevant to the duplication
of packets.

© ZT1 1998-2006 Page 109/152



NetDisturb PART 7 Using the NetDisturb Client

7.4.3.11 Duplication: 1 Packet every M Packets

MetDisturb Client - Loss & Duplication laws

Law |dentifier

Current List: | J

Bename the Law [dentifier | Delete the Law [dentifier |

I ew |dentifier:

Parameters of the Law

|Du|:n|in::ati-:|r'|: 1 Packet ever M Packets ﬂ
Range [M]: |5
Mirimum Duplication: |1 M aimum Duplication: |2

Range of Yaluez:  1/5 [20%]

{ Save Parameter Changes

The duplication of packets enables to transmit the same receved ”~
packet zeveral timez. The duplicated packets are just inserted after

the original packet to be transmitted.

Thiz law duplicates 1 packet far M received packetz. The packet to be
duplicated iz the Mth received packet. The value of b must be
between 2 and 93,993,999,

Tl mrimie =] mommle b ;s ks mmmimd Hes caoeebomr mF Heems AeFieed R =

ok Caricel

This duplication of packets enables to transmit the same received packet several
times. The duplicated packets are just inserted after the original packet to be
transmitted.

This law duplicates 1 packet for M received packet and the packet to be duplicated is
the Mth received packet.

The value of M must be between 2 and 99,999,999.

The original packet can be copied the number of times defined by a random selection
in the 'Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication', all the eligible
packets for the process of duplication are copied the same number of times.

The Range &M) indicates which packet is going to be duplicated i.e. considering M is
9, then the 9", 18", 27" packet and so on are duplicated.

See also paragraph 7.4.3.9 for the general rules and terms relevant to the duplication
of packets.
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7.4.3.12 Duplication: Uniform Law [f(x) = dx/(beta — alpha)]

The duplication of packets enables to transmit the same received packet several
times. The duplicated packets are just inserted after the original packet to be
transmitted.

The decision to duplicate a received packet is made by using the uniform law.

If the value calculated by the law is equal or greater than the Threshold parameter,
then the packet is duplicated.

The original packet is duplicated the number of times defined by a random selection
in the 'Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication', all the eligible
packets for the process of duplication are copied the same number of times.

MetDisturb Client - Loss & Duplication laws

Law |dentifier

Current List: | J

Bename the Law [dentifier | Delete the Law [dentifier |

I ew |dentifier:

Parameters of the Law
|Du|:n|in::ati-:|r'|: [Inifarrn Laws [f{=] = de[beta - alphal] ﬂ

|

Alpha: |1 Beta: (100
Mirimum Duplication: |1 M aimum Duplication: |2
Threzhold: |5

Range of Yaluez:  From 1 to 100

i Save Parameter Changes

The duplication of packets enables to transmit the same receved ”~
packet zeveral timez. The duplicated packets are just inserted after

the original packet to be transmitted.

The decizion ta duplicate a received packet iz made by uzing the unifarm law

[f the value calculated by the law iz equal or greater than the Threzhold
parameter, then the packet is duplicated. The original packet iz duplicated

Hem wairmbomre =F Birems AeFiesd Fao = rmonderen smdembiomin e Hes

ok Caricel

When this law is selected, a uniform distribution of numbers between the Alpha and
Beta values is computed and stored in a table. This table and the Threshold value
are then transmitted to the NetDisturb driver.

The NetDisturb driver picks a number in the table for each selected packet. If this
number is greater or equal than the Threshold, then the packet is duplicated.
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The mathematical function used is (see the Uniform Law in PART 9 for more
information):

Uniform law on («, #) range

fx)=1/(f-a) ifa<x<pf
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range

Beta: max value of the range

Threshold: if the number calculated by the law is equal or greater than the
Threshold value, the packet is duplicated.

See also paragraph 7.4.3.9 for the general rules and terms relevant to the duplication
of packets.
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7.4.3.13 Loss (1/N) then Duplication (1/M)

The packets loss law (1/N) is used before the duplication law (1/M).

Loss (1/N): this law allows losing 1 packet for N received packets. The lost packet is
the Nth received packet. The value of N must be between 2 and 100,000,000.

For this law, 1 parameter is used: Loss Range (N)

Refer to paragraph 7.4.3.8 Loss: 1 Packet every N Packets for more details.

Duplication (1/M): the duplication of packets enables to transmit the same received
packet several times. The duplicated packets are just inserted after the original
packet to be transmitted. The value of M must be between 2 and 100,000,000.

The original packet is duplicated the number of times defined by a random selection
in the 'Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication', all the eligible
packets for the process of duplication are copied the same number of times.

For this law, 3 parameters are used: Duplication Range (M), Minimum Duplication
and Maximum Duplication.

Refer to paragraph 7.4.3.11 Duplication: 1 Packet every M Packets for more details.

MetDisturb Client - Loss & Duplication laws

Laws |dentifier

Current Lisk: | J

Bename the Law |dentifier | Delete the Law [dentifier |

Mew |dentifier:

Pararmeters of the Law
|Loss [1/M] then Duplication [1/M] |

|

Losz Range [M] |5 Duplication B anage (M]: (10
Minimurn Duplication: |1 b awirum Duplication: |3

Fange of Yaluex:  1/5& 140

i Sawe Parameter Changes

The packets lozz law [1/M] iz uzed before the duplication law [1/84]. Y

Logz [T/M]: this law allows lozing 1 packet for M received packets.
The logt packet is the Mtk received packet. The value of M must be
between 2 and 100,000,000

L T e b O A e P

(1] Cancel
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Let's take an example of 100 packets received with Loss Range(N) = 10 and
Duplication Range(M) = 20.

The lost packets are the 10™, the 20", the 30™, the 40" ... the 100™.

The duplicated packets are the 22™ (because packet #10 and #20 have been lost),
the 44™ (because packet #30 and #40 have been lost and because the first packet of
the next set of 20 none lost packets is the 23™), the 66™ (because packet #50 and
#60 have been lost, and the first packet of this 20 packet set is the 45™) and the 88"
(because packet #70 and #80 have been lost with a 20 packets set starting at 67™).

See also paragraph 7.4.3.9 for the general rules and terms relevant to the duplication
of packets.

7.4.4 The Delay & Jitter Law Configuration

NetDisturb can delay the IP packets following a mathematical law configured by the
user or using values extracted from an input file. These values apply to the IP
packets matching to the selected mask, if a loss law hasn’t previously lost the
packets.

If the value is constant, it is a Delay. When values vary, that is the case with
mathematical laws, it is a Delay & Jitter value.

Up to 100 Delay & Jitter Laws can be created.

By default the following laws are defined in the Default.wsx context file:

Combo-box

Comment area

Description

(No Delay, No Jitter)

(No Delay, No Jitter)

With this option, no delay or jitter is applied
to the IP flow.

Constant delay

Constant Delay

A 20 ms delay is applied to IP packets

Exponential jitter

Constant Delay &
Exponential Jitter

Delay & Jitter to apply: from 20 to 124 ms.
The delay is 20 ms and the jitter varies from
0 to 104 ms.

Uniform jitter

Constant Delay & Uniform
Jitter

Delay & Jitter to apply: from 3 to 102 ms.
The delay is 2 ms and the jitter varies from 1
to 100 ms.

Constant Delay & User
File Jitter

Constant Delay & User File

The file Random_delay.txt contains jitter
values to add to the constant 10 ms delay.

User File Delay & Jitter

User File with Constant
Delay & Jitter

The file RandomValues.txt contains values
used as Delay & Jitter.

Router Simulation with
Delay

Constant Delay & Router
Simulation

Constant delay = 20 ms
IP Throughput = 1000 Kb/s
Max memory = 500 Ko

Router Simulation &
User File

Router Simulation & User
File with Delay and Jitter

IP Throughput = 1000 Kb/s

Max memory = 250 Ko

Delay & Jitter values are extracted from a
user file (RandomValues.txt).

Delay & Throughput with
Duration in a File

Constant Delay & File with
Throughput with Duration

Constant delay = 250 ms

Throughput values and Duration of the
Throughput values are extracted from a user
file (ThroughputAndDurationSample.txt).
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7441 Delay & Jitter Law and the Working Mode

Working Mode: Laws apply to the IP Flow

When a Delay & Jitter Law is selected for a given IP Flow, the law applies to
all packets matching the mask that haven’t been lost. For each packet, a new
Delay & Jitter value is extracted from the law or from the file, depending on the
type of law selected. These values are stored in a global table by the
NetDisturb driver. When the table is empty, the NetDisturb Server provides a
new table to the NetDisturb driver with new values provided by the law or the
file.

The value is the number of milliseconds the packet is delayed.

Working Mode: Laws apply to each TCP/UDP connection of the IP Flow

When a Delay & Jitter Law is selected for a given IP Flow, the law applies to
all packets matching the mask that haven’t been lost.

These values are stored in a table maintained by the NetDisturb driver.

The NetDisturb Server provides the table once to the NetDisturb driver with
values provided by the law or extracted from the file. The NetDisturb driver
loops on values from this table: when the end of the table is reached,
NetDisturb driver restarts at the beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is
used to classify the packet. Else the IP addresses and protocol are only used.
For each packet, a Delay & Jitter value is extracted from the buffer at the
current index of the packet for the connection i.e. the n ™ packet received for
the given connection is delayed by the n™ value of the table. When n reaches
the end of the table, the values extracted restart at the beginning of the table.

7.4.4.2 Delay & Jitter Accuracy

The NetDisturb driver accuracy is +2 milliseconds.

It means that a delay variation of one millisecond between two packets can’t be taken
into account. With such Delay & Jitter, the result is either no Delay & Jitter or a Delay
& Jitter of 2ms at least.

Note: the NetDisturb driver uses the OS timer accuracy to delay the packets.
Because Windows is not a real-time OS, it may append Windows is not able to
wake up the NetDisturb driver in the timely manner. In such case, the delay
and/or jitter value is increased unexpectedly.
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7.4.4.3 How to create or edit the Delay & Jitter Law

To create or configure a Delay & Jitter Law click on the “Edit” button at the top or
bottom part of the main window.

tazk [+ Trigger] Losgz & Duplication Law Drelay & Jitter Law
b azk1 ﬂ |[N|:| Lozz, Ma Duplication) j |[N|:| Delay, Mo Jitter]
Pratocol Edit [Mao Lozz, Mo Duplication] Edit [Mao Delay and no Jitter @
. # Lozt or 5 =
# Incoming Packets 1] Duplicated Packets 0[0.0 %] # Delayed Packets 000 %]

The following window is then displayed:

NetDisturb Client - Delay & Jitter laws E|

Law |dentifier

(B Il (o Delay, Mo itter]

e |dentifier:

| [].4 | Cancel
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The Delay & Jitter Law window is composed of three sections:

= Law identifier

It is used to choose an existing law from the “Current List” combo-box. An existing
law can be deleted by clicking on the “Delete the Law Identifier” button.

You can also add a new law by entering a name in the “New Identifier” field and by
clicking on the “Add the Identifier” button”.

Button Action

Rename the Law ldentifier Change the law identifier.

Delete the Law Identifier Remove the law from the temporary list.

Add the Identifier Add the Identifier in the temporary list.

= Parameters of the Law

This section is composed of a list box to select the law to apply, and different edit
fields may be enabled in order to input parameters.

The “Value range” allows seeing the range of values generated by the law for the
user-defined parameters. It applies to the Uniform Loss law and Burst Uniform Loss
law.

A list box allows selecting a law among the following pre-defined laws:

Constant Delay & No Jitter
Parameter = constant delay

e Constant Delay & Exponential Jitter law: f(x) = Ae ™ dx
Parameters: constant delay, A

e Constant Delay & Uniform Jitter law: f(x)=dx/(f - )
Parameters: constant delay, alpha, beta

e Constant Delay & User File with Jitter values
Parameters: constant delay, user file

e User File with Delay & Jitter values
Parameter: user file

e Router Simulation & Constant Delay
Parameters: IP throughput, max memory, constant delay

e Router Simulation & User File with Delay and Jitter values
Parameters: IP throughput, max memory, user file

e Constant Delay & User File with Throughput and Duration values
Parameters: constant delay, user file

Button Action

Save Parameter Changes Temporary saves the parameters of the current law.
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= Action buttons

The "Loss & Duplication Laws" window handles a temporary list of laws until the user
press the OK or Cancel button.

Button Action

OK Permanently saves changes (addition, deletion and
parameters changes) and closes the window.

Cancel Allows ignoring all modifications made since the
window has been opened.

How to create a new Delay & Jitter Law:

Enter a name in the “Add a new Law ldentifier” edit field,

Then click on the “Add the Identifier” button.

Select one kind of law in the ‘Parameters of the Law’,

Enter law parameter(s),

Press the “Save Parameters Changes*® button.

Press “OK” to quit the “Delay & Jitter Laws” window and to save new
Identifiers and changes.

ocahkhwhN-=
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7.4.44 Constant Delay & No Jitter

A constant delay is applied to all packets relevant to the IP Flow not previously lost.

NetDisturb Client - Delay & Jitter laws E|

Laws |dentifier

Current Lisk: | J

Bename the Law |dentifier | Delete the Law [dentifier |

Mew |dentifier:

Parameters of the Law

|I:|:|nstant Drelay & Mo Jitter

|

Conztant Delay el |20

1

Fange of YWaluez: 20 mz

i Sawe Parameter Changes

The Delay iz constant and there iz noJitker.

(1] Cancel

The “Constant Delay (ms)” parameter must be only defined, and all packets will be
delayed in a constant manner.
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7.4.4.5 Constant Delay & Exponential Jitter [f(x) = 1/lambda * exp (-x/lambda) * dx]

When this law is selected, an exponential distribution of the jitter is computed from
the Lambda parameter. This distribution is stored in a table. This table is then
transmitted to the NetDisturb driver, finally coupled with a Constant Delay
(expressed in ms) that will be added to the calculated jitter.

NetDisturb Client - Delay & Jitter laws FZ|

Law |dentifier

Current List: | J

Bename the Law [dentifier | Delete the Law [dentifier |

I ew |dentifier:

Parameters of the Law
|En:nnstant Delay & Expanential Jitker [fx]=1lambda * expl-«/lambdal * dx] ﬂ

|

Conztant Delay [ms] |20 Lambda: |1000
- -
Ii

FRange of Yaluez:  From 20ms to 10422

i Save Parameter Changes

The Delay iz constant and the law f[x] computes the Jitker.
The Jitter iz generally zmall but high values mayp show up.
The Lambda parameter can't be zero.

ok | Caricel

The mathematical function used is (see the Exponential Law in PART 9 for more

information):

Exponential law (1 > 0)

f(x)=>1/)e* if x>0
f(x)=0 if x<0

For this law, one parameter is defined:

Lambda

parameter of the law

The Range of Values area presents the domain of values calculated after entering
the Lambda parameter.
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7.4.4.6 Constant Delay & Uniform Jitter [f(x) = dx/(beta — alpha)]

When this law is selected, a uniform distribution of jitter values is calculated from the

Alpha and Beta parameters.

This distribution is stored in a table. This table is then transmitted to the NetDisturb
driver, finally coupled with a Constant Delay (expressed in ms) that will be added to

the calculated jitter.

NetDisturb Client - Delay & Jitter laws FZI

Laws |dentifier

Eets: 100

Fange of YWaluez:  From 3ms to 10Z2ms

i Sawe Parameter Changes

Current Lisk: | J
Bename the Law |dentifier | Delete the Law [dentifier |
Mew |dentifier:
Parameters of the Law
|I:|:|nstant Delay and Urniform Jitker [fx] = dulbeta - alphal] j
Conztant Delay [mz] |2 Alpha: |1

The Delay iz constant and the law fx] computes the Jitker,
The Jitter iz uniformly distributed.
Beta should be greater than Alpha,and Alpha can be zem.

(1] | Cancel

The mathematical function used is (see the Uniform Law in PART 9 for more

information):

Uniform law on (a, ) range

fx)=1/(f-a) if a<x<p
f(x)=0 else

For this law, two parameters are defined:
Alpha min value of the range
Beta max value of the range
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The Range of Values area presents the domain of values calculated after entering
the Alpha and Beta parameters.

7.4.4.7 Constant Delay & User File with Jitter Values

When this law is selected, the delay rate is obtained from a file.

Total delay applied to the packet = Constant Delay (expressed in ms) + delay read
from the file for this packet.

The Jitter values file must be a text file.

Delays are expressed with an integer positive number. The unit is the millisecond.
The separators used for decoding are: end of line (CR or CR-LF), semicolon, coma,
and tab or space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the
End of Line (CR or CR-LF).

One Jitter value is picked for each packet handled. When the end of the file is
reached, the NetDisturb driver restarts with the first values of the file.

NetDisturb Client - Delay & Jitter laws [‘ZI

Law |dentifier

Current List: | J

Bename the Law [dentifier | Delete the Law [dentifier |

I ew |dentifier:

Parameters of the Law

|En:nnstant Delay & Uzer File with Jitker values

File... |

Conztant Delay [ms] |2

1

Fange of Yaluez:  Constant 2 mz + User File Jitker

The file name iz empty

The Delay iz constant and the Jitter values are extracted from the file
ity & circular way. & zpace or a tab separates each pozitive integer value.
The unit of values iz the milisecond.

| | Caricel
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For performance reasons the file is read in one shot, and stored in memory when the
law IP Flow is set in the Run state. The values are used to load the table transmitted
to the NetDisturb driver. In order to not overload the memory resources, the
maximum number of delays read is limited to 40,960.

If the file size exceeds the table size, only the part that can be memorized will be
read. The rest of the file will be used for the next loading. If the file size is too small to
fulfill the table, fulfillment is done by read back the file from its beginning.

7.4.4.8 User File with Constant Delay & Jitter Values

When this law is selected, the total delay to apply to the packet is read from the user
file.

This file containing the Delay and Jitter values must be a text file.

Delays are expressed with an integer positive number. The unit is the millisecond.
The separators used for decoding are: end of line (CR or CR-LF), semicolon, coma,
and tab or space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the
End of Line (CR or CR-LF).

One Delayl/Jitter value is picked for each packet handled. When the end of the file is
reached, the NetDisturb driver restarts with the first values of the file.

NetDisturb Client - Delay & Jitter laws @I

Law |dentifier

Current List: | J

Bename the Law [dentifier | Delete the Law [dentifier |

I ew |dentifier:

Parameters of the Law

|L|ser File with Canstant Delay & Jiteer values

Eile... I

—
—

1

Fange of Yaluez: Mo range for U zer-defined Delay & Jitter

The file name iz empty

E ach positive integer value read frarm the file represents the Delay and Jitker.
For each packet, a new value iz extracted fram the file in a cincular way,
“alues are separated from the others by a space or a tab.

The unit of values iz the milizecond.

Caricel
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The first packet initializes the TO time. Then the value T is calculated: T = TO + D1
(with D1 = first delay read in the user file). T is the time when the second packet must
be transmitted on the output interface. The second IP packet is received at the T1
time.

If T1 < T then this second packet is queued with a delay defined as: TO + D1 - T1
If T1 > or =T then this second packet is sent immediately on the outgoing interface.

Then the new value T is calculated for the third packet: T =TO + D1 + D2 (with D2 =
second delay read in the user file). T is now the time when the third packet must be
transmitted. And the process continues ... when the end of file is reached, the
process continues by the beginning of the file and it loops. So the values defined in
the user file correspond to inter packet delays.
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7449 Constant Delay & Router Simulation

This law is used to simulate a real network by offering:

¢ Alimited IP Throughput on the output interface in Kbps.

¢ A Constant Delay (to simulate a network transit delay)

e The loss of packets as soon as the virtual output queue is full (the Maximum
Memory parameter expressed in Kb/s is the virtual output queue size). When the

output queue is virtually full, all new incoming packets are not transmitted to the
output interface.

The example displayed below illustrates the 3 parameters used by the “Router
Simulation & Constant Delay” law: IP Throughput, Maximum Memory and
Constant Delay.

NetDisturb Client - Delay & Jitter laws EI

Law [dentifier

Current Lisk: | J

Bename the Law |dentifier Delete the Law |dentifier |

Mew |dentifier;

Parameters af the Law

| Router Simulation & Constant Delay ﬂ

|

IP Throughput [Kb/z): {1000 Constant Delay [mz]: |20
M aximum Memary [Ko]: |0

Range of Yaluez: Mo range for Bouter Simulation

i Save Parameter Changes

Fouter Simulation: IP Throughput, bMasimum benmany. ~
The IP Throughput iz the masimum output throughput.

The Maximur Mermary value limits the number of packets in the queus: wher
the queue iz full, the packet iz lost,

YW'hen Maximum Memory iz zero, there iz no control on the queue size.

Tl Tk =t Dl e il =bmn = mmbomrle Aad—an —AAdAA b —ml o —m -8

ok Cancel

The output queue is a virtual queue because there isn’'t any real queue associated to the IP Flow.

(continue)
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When the IP Flow is started i.e. when the ‘Run’ button is pressed, the internal remaining size is the
Maximum Memory parameter value.

Each time a packet is received, the internal remaining size parameter is decreased by the packet size.
When the remaining size parameter is 0, the queue is marked as full.

Any new packet is lost until the remaining size becomes positive. When the packet is sent, the
relevant queue size parameter is increased.

In the meantime each packet to send is first moved in the global output queue and if needed, the
number of packets delayed is increased.

This is why there may be packets not yet send when the IP Flow is stopped. Those packets continue
to be sent until the global output queue is free.

You shouldn’t be surprised if packets continue to be sent even if no packet has been received: it is in
most cases the global output queue that is not yet empty.
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7.4.410 Router Simulation & User File with Delay and Jitter Values

This law is used to simulate a real network by offering:

¢ Alimited IP Throughput on the output interface in Kbps.

e A loss of packets as soon as the output queue is full (the Maximum Memory
parameter expressed in Kb/s is the output queue size). When the output queue is
full, all new incoming packets will not be transmitted to the output interface.

e A Constant Delay & Jitter value read from the text file (to simulate a real network
transit delay). The values are expressed with an integer positive number. The unit
is the millisecond. The separators used for decoding are: end of line (CR or CR-
LF), semicolon, coma, and tab or space characters.
One Delay & Jitter value is picked for each packet handled. When the end of the
file is reached, the NetDisturb driver restarts with the first values of the file.
If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to
the End of Line (CR or CR-LF)

The example displayed below illustrates the 3 parameters used by the “Router
Simulation & Constant Delay” law: IP Throughput, Maximum Memory and the user
defined file containing the Delay & Jitter values.

NetDisturb Client - Delay & Jitter laws @

Laws |dentifier

Current Lisk: | J

Bename the Law |dentifier | Delete the Law [dentifier |

Mew |dentifier:

Parameters of the Law

|chuter Simulation & User File with Delay and Jitter values

Eile... |

IP Throughput [Kb/z]: {1000
b asirnurn Memory [Ka): |0

1

Fange of YWaluez: Mo range for Fouter Simulation

The file name iz empty

Router Simulation with Delay and Jitter: [P Throughput, tasimum Memor, s
The IP Throughput iz the maximum output throughput.

The Maximurm Memory value limits the number of packets it the queue: wher
the gueue iz full, the packet is lost,

When Maximum kMemary iz 2ero, there iz no cantral an the queue size.

LI S I T R ] I P N T L (TR N

| | Cancel
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7.4.411 Constant Delay & User File with Throughput and Duration Values

This law is used to change the output throughput from time to time. It is a throughput
simulation law where the throughput varies.

The throughput and the duration of the throughput are positive and integer values.
The values are extracted from the user-defined file. This file must be a text file.
Separators used for decoding are End of Line (CR or CR-LF), semicolon, coma, tab
or space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the
End of Line (CR or CR-LF)

There is a couple of values to read:

e The first value is the throughput. The unit of the throughput is the Kbps.

e The second value read is the duration of the throughput. The duration unit is the
millisecond.

To assure performance, the file is read in one shot and stored in memory at law
selection time. The values extracted from the file fill a table transmitted to the
NetDisturb driver. In order to not overload the memory resources, the maximum
read number of values is limited to 40 960 i.e. 20480 couples.

If the file size exceeds the table size, only the part that can be memorized will be
read. The rest of the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning
to complete the table.

The NetDisturb driver extracts a couple of values from the table to get the
throughput to apply and its duration. When the duration expires, the next couple of
values is extracted from the table, and so on.

A constant delay can be added to each packet, to simulate the network delay, for
example the satellite upload or download frame delay.

© ZT1 1998-2006 Page 128/152



NetDisturb PART 7 Using the NetDisturb Client

NetDisturb Client - Delay & Jitter laws f'z|

Law |dentifier

Current List: | J

Bename the Law [dentifier | Delete the Law [dentifier |

I ew |dentifier:

Parameters of the Law

|En:nnstant Delay & Uzer File with Thraughput and Duration values

File... |

Conztant Delay [ms] |20

1

Range of Yaluez: Mo range for Uzer File with Throughput and Duration

The file name iz empty

Izer File with Thraughput and Duration Y alues. The thraughput iz defined far s
an armount of time [duration). =
Thig iz the caze for example in a zatelite connection, where the throughput

iz frequently reallocated. B
|nzoming packets are queued until they can be zent. When the queue iz full,

incoming packets are lost.
Dt bem e Al b —imd Hem A mbimim 0= vmn em A Frmrem Flem Bilm sl il -

(5

Caricel
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7.4.5 Loss/Duplication and Delay/Jitter Dynamic

The next figure shows the impact of a Loss & Duplication law and a Delay & Jitter law
on a set of packets.
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7.4.6 Loss with Duplication and Delay/Jitter Dynamic

The next figure shows the impact of a Loss & Duplication law with a Delay & Jitter

law on a set of packets.
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7.5 Use of the Aggregates

7.5.1 What is an aggregate?

An aggregate is an association of several IP Flows (at least 2) sharing the same
Delay & Jitter Laws.

To be defined, the aggregate has to have a Delay & Jitter Law for at least one
direction (A=>»B and/or B=>A).

The IP Flow order in the aggregate defines the priority of packets to delay. While the
top IP Flow packets gets the highest priority, the other IP Flows packets are queuing
until there are no higher priority packets.

All the IP Flows related to the aggregate must have their own Mask and possibly a
Loss & Duplication Law, but they lose their own Delay & Jitter Law for the benefit of
the law defined in the aggregate.

For a given IP Flow belonging to an aggregate, the non-lost packets are subjected to
the Delay & Jitter Law of the aggregate.

A priority level applies to packets according to the IP Flow they belong to. The priority
is decreasing according to the Flow number, i.e. the packets of the Flow # X get a
higher priority than the packets of the Flow # X+1, etc.

All the packets of the Flow # X will be handled before the packets of the Flow # X+1
are taken into account. By waiting to be handled, the packets of the Flow # X+1 are
put into a queue. When this queue of a Flow is full, the new packets of this Flow are
lost.

All the IP Flows of an aggregate start and stop simultaneously. To start an
aggregate, all the IP Flows defined for this aggregate must have a defined mask.

7.5.2 When do we need to use an aggregate?

We use an aggregate when we wish to have different priorities for the various IP
Flows to be impaired and when we wish to apply the same Delay & Jitter Law to
these IP Flows.

Example of the simulation of a satellite access (IPv4 and IPv6) with a varying
time bandwidth and a priority rule for the IP packets

In this example, we define an aggregate with three IP Flows with the following
properties, that defines the order of treatment for the received IP packets:

1) The first IP Flow is related to HTTP packets and we associate a Loss Law,

2) The second IP Flow is related to the TCP packets and we associate a
Duplication Law,

3) The third IP Flow is related to the UDP packets without applying a Loss &
Duplication Law.

So the HTTP packets are first processed with the IP Flow # 01, then the TCP packets
are handled with the IP Flow # 02 and the UDP packets are finally processed with the
IP Flow # 03.

© ZT1 1998-2006 Page 132/152



NetDisturb PART 7 Using the NetDisturb Client

To implement this example, take the following steps:

e Step 1: you must define the Mask and the Loss & Duplication Law for the
three IP Flows:
- IP Flow #01:
» Mask: Destination Port List = 80 and Source Port List = 80
» Loss & Duplication Law: select 1 predefined loss law
- IP Flow #02:
= Mask: Protocol = TCP
= Loss & Duplication Law: select 1 predefined duplication law
- IP Flow #03:
» Mask: Protocol = UDP
= No Loss & Duplication Law

e Step 2: you create now an aggregate (blue color for example) with the
following Delay & Jitter Law: the ‘Constant Delay & User File with Throughput
and Duration values’ law allowing to simulate the bandwidth variation
according to the time (a file containing a couple of integer and positive values
<Throughput (in Kbps) | Duration (in ms)> must already exist).

e Step 3: you can now apply the blue aggregate to the three IP Flows.

e Step 4: Run "IP Flow # 01" to start. When an IP packet is received,
NetDisturb checks if this packet can be associated to one of the IP Flows of
the aggregate, if yes it will apply the Loss & Duplication Law before the Delay
& Jitter Law of the aggregate.
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7.5.3 How to configure the aggregates

Click the "Show Aggregates >>" menu to display the aggregates section on the right
of the window.

%! NetDisturb Client - Impairment Tool for IP Networks - Default. WSX

File Edit Actions Working Modes Statistics Help  «« Hide Aggregates
— | Flows — [P Flow #0071 — Aggregates
R (Mone) w || #01
Q | g Mazk [+ Trigger] Logs & Duplication Law Dielay & Jitter Law "—IJ
#02
L] o e =1 ] = | =
#03
Q [Ma packet handled] Edit [Mo Loss, Mo Duplication] [Ma Delay and no Jitter]
o\ [ one) | || %04
— # Incaming Packets 0 H Lostor 0[00%  #DelyecPackets)  0[00%
g| 9 Duplicated Packets i i i w || #05
o\ rInterface & (MALC) 00 OB DB 95 30 BF @ rInterface B (MAC): 00 80 C8 51 37 65 v || %06
Incoming Outgoing
(None - | #07
Q g| # Packets/Second Op/s ot # Packets/Second Opis
3 X (None; -
o\ terface Thioughput | 0.00b#s —) Thioughput | D00B/S || #08
__.l\cre' - | #03
’7 i: ST:P Outgaing Incoming ST:P T
_ (None) i
# Packets/Second Opds Bl # Packets/Second Opds e
al Thioughput | 0.00b/s i Thioughput | 0.00 bés - | #1
g| (Nong) | w|| #¥12
g| Maszk [+ Trigger] Logs & Duplication Law Delay & Jitter Law - || #13
||| [ mask) = = =] ~|[#12
’7 g| [Ma packet handled] Edit [Mo Loss, Mo Duplication] [Ma Delay and no Jitter] -1 #15
Q Ay # Incoming Packets # Lost or 000z # Delayed Packets 000z o] |SEE
Duplicated Packets
Fun Other IP Flows g| w || Other
Statistics Synthesis by Flow g| .
— Total Spnth
s Ql'slllsruuuhuut Reception Received Pkts  Matching Pkis _ Sent Pkts  Throughput Transmission Alams .
Fun Al ‘ FromAto B[ 0.00 bis 0 piz Op 0p Op| 000bis 0pis | —CPU Usage; N\ Conidurs Agaregates )
FromBto Al 9.0 bis 0 pis 0p Op Opl 0.00bis 0 pis |_ 5 % | ~—— —

Then press the

NetDisturb Client - Impairment Tool for IP Networ

"Configure Aggregates" button, and the center part of the main
window now displays the section to configure the aggregates as shown below:

- Default.WSX

File Edit Actions Working Modes Statistics Help  «« Hide Aggregates
— |P Flowws ————— — Configure Aggregates — Aggregates
’( — How to Configure the Aggregates? Step 2 - Aggregate's Law Configuration & > B #01
g| 1] Select one of the 8 colours below [one e Dielay & Jitter Law
colour per aggregate). The agaregate ith thiz abject, you __. None) #02
gl contain multiple [P Flows, sharing the j_ﬁnf'?we tp?h[:'e'a.'r' & " |[N0 Drelay, Mo Jitter] j
zame Delay & Jitter laws. Find out mare Jitter law of the aggregate . None) #03
Q details about Aggregate in the right bax i the & to B direction. Mo Delay and na Jitter] £
g| "what iz an Aggregate?’. #04
2] Edit or zelect the aggregate Delay &
i recti : None) #05
g' ng]ttEe:j!;aw forlthf :: ta B dlrecttlols s Syl s AR
Il @7 SIEEEL NS S ElERREE LR - The aggregate is a consecutive set of IP g
i Feztefi ; . None; #06
Q gl Jitter laws for the B to A direction. @ Flows sharing the same Delay & Jitter laws.
Repeat steps 1. 2 an 3 for each - &Il [P Flows of an aggregate share only one None) =07
Q g' aggregate you are going to uze. Al aggregate’s Delay &_Jitter law. Thz_ere i_s one
g| Nate: Only configured aggregates wil # aggregate Delay & Jitter law per direction. %08
gl Interface | appear in the list of aggregates. - The IP Flow order in the aggregate defines | Interface
= - the prionity of packets to delay. While the top (None) #09
Q ” ‘Fou V?"dat?tre changei n theth IP Flow packets get the highest priority, the ”
EEEMENDT @) 4TS EREIERRIES HE) Wi 4mmm | cther P Flows packets are queuing unti -
& f i : : P B Mone; #10
g' button OK. You can ignore changes via there is no higher priority packets.
g| the Cancel buttan. B to A | They may be lost if too many packets are #11
Step 1 - Agagregate to Configure WaDItmg' ot iz related =
gl & - One color i1z related to one aggregate. #12
Step 3 - Aggregate's Law Configuration B > A
= - - | None) #13
g' . N Rafith this biect, you Delay & Jitter Law
configure the Delay & P = #14
g' e _ Jitter law of the aggregate |[ND Delay. No Jitter] j "—I' None) J
i the B to A direction. i :
g| =~ i [Ma Delay and no Jitter] Edit #15
g| | (None) J #16
oK Cancel |
o Prne
Statistics Synthesis by Flow g| Total Sorthesi
— Total Synthesis
Throughput Reception Received Pkts  Matching Ptz SentPkts  Throughput Transmizssion Alams
‘ ‘ FromAto B[  0.00 bis 0 pis Op 0p Upl 0.00bis 0pis | —CPU Usage
FromBto Al g.00 bis 0piz Op 0p Opl 0.00bis 0piz |_ 1% |
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You can define up to 8 aggregates and one aggregate is associated with one color.

Four steps are necessary to parameter an aggregate.
The step 2 and the step 3 are optional, but at least one Delay & Jitter Law should be

defined.

e Step 1: Select first a color among 8 for the aggregate

I+

~
P~
P~

— Step 1 - Aggregate bo Configure

ﬁiii

e Step 2 (optional): Select or define a Delay & Jitter Law in the A =» B direction

With this object, you
configure the Delay &
Jitter law aof the aggregate
in the & to B direction.

—Step 2 - Aggreqgate's Law Configuration & > B

Delay & Jitter Law

| No Delay. Mo Jitter]

=i

[Mao Delay and no Jitter] Edit

Once a law has been selected or defined, a tick mark is displayed on the right of the

color box, as shown below:

— Configure dggregates

— How to Configure the Aggregates?

1] Select one of the 8 colours belov (one
colour per agareqate). The agaregate
contain multiple 1P Flows, sharing the
zame Delay & Jitter laws. Find out more
detailz about Agaregate in the right box
"what iz an Agagreqgate?'.

2] Edit or zelect the agaregate Delay &
Jitker law faor the & b B direction.

3] Edit or zelect the agaregate Delay &
Jitter law faor the B bo & direction.

Repeat steps 1, 2 an 3 for each
aggregate you are going to uze.

Mote: Only configured agaregates will

Interface | appear in the list of aggregates.
” You validate the changes in the
A configuration of the aggregates via the

button OF. Y'ou can ignare changes via
the Cancel button,

Step 1 - Agdieoste to Configure
[ & (.
. I
. [
. .

Step 2 - Adggregate's Law Configuration & » B

hith this obiect, you Dot ey o

configure the Delay &
Jitter law of the aggregate
inthe & to B direction.

|Test5

Constant Delay
20 ms

=

—what iz an dggregate?

- The aggregate iz a conzecutive set of [P
Flowsz zharing the zame Delay & Jitter laws,

- Al 1P Flows of an aggregate share only one
agaregate's Delay & Jitter law. There iz one
agagregate Delay & Jitter law per direction.

v

I=
=3
=]

!

- The IP Flow order i the agareqgate defines
the prionity of packets to delay. Whils the top
IP Flow packets get the highest priority, the
other [P Flows packets are queding until
there iz na higher priarity packets.

They may be last if oo many packets are
waiting.

- One colar iz related to one aggregate.

-

B to&

Step 3 - Aggregate’s Law Configuration B » A
w/ith this object, pou Dielay & Jitter Law

Interface

=)

B

configure the Delap & .
Jitter law of the aggregate |[ND Delay. Mo Jitter)

in the B to & direction. [No Delay and no Jitter)

[

Edit

oK

Cancel
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e Step 3 (optional): Select or define a Delay & Jitter Law in the B =» A direction

Step 3 - Agaregate's Law Configuration B > A

tadith thiz object, wou Dielay & Jitter Law
configure the Delay & ; -
Jitter law of the agaregate |[ND Delay. No Jitter] J
in the B to & direction. (No Delay and ro Jiter] =

Once the law has been selected or defined, if the tick mark was not already present,
it will be displayed on the right of the color box, as shown above.

e Step 4: Click OK to save the aggregate
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7.5.4 How to associate a colored aggregate to an IP Flow

Click the combo-box as shown below - in this example two aggregates have been
defined: light Bleu and Yellow. Then select the colored aggregate:

— Aggreqates
)

onel = #02

#03

| e—

Once the aggregate is selected, a colored mark is displayed on the right of the IP
Flow.

For the following example, the light Blue aggregate is associated to the IP Flow # 01,
and the yellow aggregate is associated to the IP Flow # 02.

— |P Flows — |P Flow #02: LUDP — Agaregates
| g | <]l
taszk [+ Trigger] Logs & Duplication Law Delay & Jitter Lawe
Run #02 LR  J~=|[#=e
|uDF v|  |MoLoss. NoDuplication)  +| | =l
i ) #03
Q g| Protacal = [No Loss, Mo Duplication) g4 Mo Delay and na Jitter] [, o0 core >
'7 g| __. None: || #04
. # Lost or 5 =,
'7 g| # Incoming Packets o Duplicated Packets 000z # Delayed Packets 000z iy e
g r Interface & [MAC): 00 OB DB 95 30 BF @ rInterface B (MAC): 00 80 C8 81 37 66 v || #08
Incoming Outgoing

(None - || #07

Q g| # Packets/Second Opis allol # Packets/Second Opis
Throughput | 0.00 b/ —p Throughput | 0.00 b/ (None} | || #08

Q g| Interface R E [ E Interface
__. None - || #03
'7 i: ST':'P Outgoing Incoming ST;P T

_ (None i
# Packets/Second Opis AT # Packets/Second Opis
g| Throughput 0.00 btz i Throughput 0.00 bz v || #1
g| (None || #2
g| task [+ Trigger] Lozs & Duplication Law Dielay & Jitter Lawe w || #13
g| |[N0 maszk) j | J | J | (None; ﬂ #14
[Ma packet handled] - [Mo Loss, Mo Duplication) Fiouter Simulation & regate = 5
Q g| e Congtant Delay o |
_unzie] A s Incoming Packets 0 Bl D[00%  #Delayed Packets 0[00% ¥||#8
Duplicated Packets
Fun Other IP Flows g| w | | Other

For the following example, the light Blue aggregate is associated to the IP Flow # 01,
and the yellow aggregate is related to the IP Flow # 02.

IF Flows

| AR
Run #02 Hilil_

The colored mark located on the right may have two states:

- full color, for example r‘ meaning that a mask is defined for this IP Flow

- or hatched color, for example : meaning that a mask is not defined for
this IP Flow and can't be started.
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You can associate the same colored aggregate to several IP Flows as in the example
below where 3 IP Flows are associated to the yellow aggregate:

— |P Flowys

alr
e A

(=
frot N
| &

Note that the label of the buttons change when an aggregate is associated to several
IP Flows (except for the first one): the label of the "Run #02" and "Run #03" buttons
change to "+ #02" and "+ #03"

To start the aggregate, press the "Run #xx" button.

— [T lovs
| Stop #01

+ #02

To stop the aggregate, press the "Stop #xx" button.

7.5.5 How to disassociate an IP Flow belonging to a colored aggregate

Example:

A light blue light aggregate is associated with three IP Flows (#01,

#02 et #03).

You can only dissociate an IP Flow belonging to an aggregate if

this IP Flow is the first or the last of the aggregate

— Agoregates
#01

#02

#03

#04

— Aggregates

Iﬁ #01

] #02

With this configuration you can
disassociate the IP Flow #01.

— Aggregates
#01

#02

#03

#04

The IP Flow #02 can't be
disassociated because the
previous IP Flow (#01) and the
next IP Flow (#03) are
associated to the aggregate.

#

#02

#03

1 #04

With this configuration, you can
disassociate the IP Flow #03.

© ZT1 1998-2006

Page 138/152




NetDisturb PART 7 Using the NetDisturb Client

7.6 The NetDisturb Client Statistics

The traffic on the two interfaces is displayed in the central part of the window when
an IP Flow is selected, with a section for each interface A and B.

Each section includes one receiving area (incoming) and one sending area
(outgoing). The GUI displays the following statistics:

@ — Interf ECL 000 1C 74 -
| nzoming Outgoing
# Packets/Second 551 pfs AtaB rf # Packets/Second 497 pi'z M

|nterface Throughput | 0,93 Mbis q T hroughput 0 Kbz nterface
= - —

——— Outgaing ——— hCaning

A \ # Packetz/Second 366 pr's | # Packets/Second 1104 p/s £
\\ Throughput | 1.40 M’h;,-'yf Btod \ Throughput | 1.E51 MBS
~— . @
e ——

# Packets/Second This field presents the instant number of packets per second
for the IP Flow.

Throughput This field displays the instant throughput in bits/Kbits/Mbits
per second, according to the sampling period defined in the
NetDisturb Client configuration.

7.7 The Errors Detected by the NetDisturb Driver

If errors occur at the NetDisturb driver level, the ‘Alarm’ button located in the right
bottom of the client area is red colored.

Total Synthesis in _EEEEEEE
Imcoming Throughput  Incoming Pkt Matching Pkts Outgoing Pkt Outgoing Throughput

From &10 B | 553 Mbiz| 4174 pis 1693451 1695344 p 169344 p | 633 M| 4174 pis

Alarms

FromBto 2| 35 7 Khis 17 piz 3396 32280 336 R | 367 Hbis 17 piz 24 9

|— CPU Llsagel

Click on the "Alarms" button to get details about the errors and the following window
is displayed:

© ZT1 1998-2006 Page 139/152



NetDisturb

PART 7 Using the NetDisturb Client

NetDisturb Client - Alarms Summary

[nizoming an A

# Packetz Lost:
# Bytes Lozt AtoB
# Drrirver E mars: ‘

# Buffer Mizsing Erars:
# Flows Excesded:

o ol ol ol O

Alarmz Linked to the Direction from [nterface & to [nterface B

ez

Qutgoing to B
# Packets Lost: 0
#t Bytes Lost: 0
#t Diriver Errors: 0

Cutgoing ko A
# Packets Lost; B to A
# Bytes Lost: A9k —

# Diriver Errors: 2
river Ermors Dot

Alarmz Linked ta the Direchion from [nterface B ta Interface A

Incoming on B
# Packets Lost: 0
# Butes Lost: 0
# Driver Ermors: 100
# Buffer Mizging Errors: 0
# Flows Exceeded: 0

0k, | Clear Alarmz

| Ilpdate Alarms Surmmarny |

The alarms are classified per direction: A=» B and B = A.
The Information displayed is different depending of the direction (incoming or outgoing).

Incoming on B For the incoming direction:
# Packets Lost: a ¢ Number of packets lost
# Bytes Lost: 0 e Number of bytes lost
, _ e Number of errors returned by the driver of the
# Diriver Errors: 100
o _ F Interface
i BNLISS (sl e e Number of buffers that were missing to keep
# Flovs Ercesded: o packets
e Number of ignored connections
Outgaing to & For the outgoing direction:
4 Packets Lost 5 ¢ Number of lost packets
¢ Number of lost bytes
# Bytes Lost EaE e Number of errors returned by the driver of the
Interface
# Drriver Errors: 2

7.7.1 Details for the Incoming Errors

[nzoming on B
# Packets Lost:
# Bytes Lost:
# Drriver Errors:
# Buffer Mizzing Errors:

# Flows Exceeded:
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» # Packets Lost
Number of packets lost due to memory allocation errors or interface access
errors.

» # Bytes Lost
Number of bytes lost (total packet size including the MAC header) due to memory
allocation errors or interface access errors.

» # Driver Errors
This error counter is the number of alarms returned by the NIC driver indicating
that some errors have occurred from the started time of the NIC. Errors can be
due to one of the following reasons:
e CRC error
e NIC or Driver Buffer overrun error

» # Buffer Missing Errors
When a packet is received and memory allocation done by the NetDisturb driver
failed, this counter is increased. You can increase the number of buffers
allocated by the NetDisturb driver by changing registry parameters (see
paragraph 9.2 to increase the number of buffers)

» # Flows Exceeded
This counter is handled only when the working mode "Laws apply to each IP
Flow" is selected. When a packet is received for a new connection but that new
connection cannot be added because the maximum number of connections
configured has been reached or due to a memory allocation error, this counter is
increased for each packet received (see paragraph 9.2 to increase the number of
connections).

7.7.2 Details for the Outgoing Errors

Outgaing to A,
# Packets Lost: 2
# Bytes Lost: 236
#t Diriver Errors: 2

» # Packets Lost
Number of packets lost due to memory allocation errors or interface access
errors.

» # Bytes Lost
Number of bytes lost (total packet size including the MAC header) due to memory
allocation errors or interface access errors.

» # Driver Errors
This error counter is the number of alarms returned by the NIC driver indicating
that some errors have occurred from the started time of the NIC. Errors can be
due to one of the following reasons:
e CRC error
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e NIC or Driver Buffer overrun error

7.7.3 Alarm Management

Four buttons are used to manage these alarms.

» The Details button

This button opens a window with details for the alarms:
e Timestamp
e Number of errors
e Error type

%2 NetDisturb Client - Details of Alarms -Bto & [= |[B][X]
L

05/26/2004 18:18:18.214 Incoming B:2 driver enors
05/26/2004 18:18:24.215 Incoming B:E driver errars
05/26/2004 18:18:26.215 Incoming B:2 driver enors
05/26/2004 18:18:28.216 Incoming B:2 driver errars
0R/26/2004 18:18:32. 217 Incoming B:E driver enors
05/26/2004 18:18:34.217 Incoming B:2 driver emors
05/26/2004 18:18:36.217 Incorming B:4 driver erars
05/26/2004 18:18:40.218 Incoming B:2 driver enors
05/26/2004 18:18:42. 219 Incoming B:2 driver erars
05/26/2004 18:18:44.219 Incoming B:E driver enors
05/26/2004 18:18:46.235 Incoming B:2 driver errars
05/26/2004 18:18:50. 220 Incoming B:2 driver enors
05/26/2004 18:19:00.222 Incoming B:2 driver errars
05/26/2004 18:19:02. 223 Incoming B:E driver enors
05/26/2004 18:19:04.223 Incoming B:10 driver errars
0R/26/2004 18:19:06.223 Incoming B:2 driver enors
05/26/2004 18:20:54, 245 Incoming B:2 driver emors
05/26/2004 18:20:56. 245 ncorming B:2 driver erars
05/26/2004 18:20:58. 246 Incoming B:4 driver enors
05/26/2004 18:21:00. 246 Incoming B:2 driver erars
05/26/2004 18:21:08. 248 Incoming B:2 driver enors
05/26/2004 18:21:10.248 Incoming B:2 driver errars
05/26/2004 18:21:14.249 Incoming B:4 driver enors
05/26/2004 18:21:20. 266 Incoming B:2 driver errars
05/26/2004 18:21:24.251 Outgoing A:2 driver enors
05/26/2004 18:21:24. 251 Outaoing A:2 packets lost (596 butes] b

» The Clear Alarms button
The ‘Clear Alarms’ button resets the alarms list and number for all direction and
interfaces.

» The Update Alarms Summary button
The ‘Update Alarms Summary’ button interrogates the NetDisturb driver to refresh
the error list.

» The OK button
The OK button closes the Alarms List window and reset the status of the "Alarms"
button in the Client Window.

The Alarm Button changes from red m to gray
occur.

until new errors
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PART 8 Using the NetDisturb Server

The NetDisturb Server links the NetDisturb driver and the NetDisturb Client. In
addition, it performs the following tasks:

= To get a thorough view of the traffic on the two interfaces and on the
perturbations made.

= To follow the command entered by the connected client, to see the driver
configuration, and the applied mask and laws.

= To configure the password for Administrator connections.

The NetDisturb Server window is composed of three sections:

E!'E MetDisturh Server - Yersion 4.0

Impairment |nterface Configuration and Statistics

Interface & MAC addr 00-08-41-36-1C-74 Interface B MAC addr 00-08-41-36-11-53

# Handled Packets: 132196 | [100°%) # Handled Packets: 7186 | [95 %)

# Lozt Packets: ] [ 0%] # Lozt Packets: 0o [0%

# Delaved Packets: 521 [0%] # Delayed Packets: 0 [0%

Dezequenced: 0 [ 0] Dezequenced: o (0%

# Fragmented packets: 0 [ 0% # Fragmented packets: 0 [ 0%
|Fizoming on A Cutgoing omn & |rizoming on B Outgaoing on B
£ # Packet: per Second a 8 # Packetz per Second E
1931597 # Packets 7541 7543 # Packets 193197
42 8 Kbz Throughput B4 Kbls 364 Kb/s Throughput 428 FKb/s

Active relaving BEE Active relaying

Current Parameters

Refresh Period [in second); 1z #Buffers 2 Interface Mode: | Different  Application

_ ] of Laws IP Flow Lervel
Sampling to Compute Throughputs: | 2 5 Traces: | Active Deseguencing: Enabled :

Current Client Connection

Client; Admiriztrator i Show Current Trace | Reszet Counters |
| Parameters

Contest: Show Contest | Rezet Trace

181 Pmind8s Maszk [Mo mazk] selected for Flow B Interface B 'y
18h17mndBs Mazk POP3 zelected for Flow 8 Interface A

181 Fmind8s Maszk [Mo mazk] selected for Flow 8 Interface B
18h17mn50s Mazk TFTP zelected for Flow 10 Interface &

18RH1 7mn50s Mazk [Mo mazk] selected for Flow 10 Interface B
18h17mn51z Mazk PRINTER/PORT selected for Flow 12 Interface A
181 7mnS1 s Mazk [Mo mazk] selected for Flow 12 Interface B
18h17mn52s Mazk UDP selected for Flow 14 Interface A

18R Fmn52s Maszk [Mo mazk] selected for Flow 14 Interface B

18h1 Fmin53s Maszk [Mo mazk] selected for Flow 16 Interface A

181 Fmn53s Mazk [Mo mazk] selected for Flow 16 Interface B
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= Impairment Interface Configuration and Statistics

This section displays the used NICs. Statistics (percentages or absolute values) are
associated to each impairment parameter: number of handled, lost, delayed,
desequenced and fragmented packets.

The # Fragmented Packets statistics shows the number of packets rejected by the
NetDisturb driver because it can’t handle IP packet with the fragment flag set.

This section displays also the numbers of incoming and outgoing packets, the
number of packets per second and the throughput.

The indication on the relaying process is presented as follows:

No packets handled (red color) The NetDisturb driver doesn’t handle any
packet (physical cut off of the Ethernet
link).

Active relaying process (green color) |The NetDisturb driver is running, relayed
packets are processed following the
selected masks and the defined
impairment laws.

= Current Parameters

Current Parameters
Refresh Period [in second): @ 1: # Buffers: @' 2 Interface Mode: lEE}IZ?IifhEerE!nI: & pplication

_ . ] of Laws: IF Flow Lewvel
Sampling ta Compute Thru:uughputs@' 2s Traces:@-.-'-\ctwe Dezequencing: @. Enabled : @

This section reminds the current configuration and includes:

The refresh period to display statistics for the NetDisturb Server.

The sampling period used to calculate the throughput displayed by the

NetDisturb Server.

The number of buffers for laws values related to TCP/UDP connections.

The Trace mode: active or inactive

The Interface Mode: always different in that version.

The desequencing mode: Enabled or Disabled

The method to apply the laws:

- ‘IP Flow level’ means Laws apply to the IP Flow

- or ‘TCP/UDP connections’ means Laws apply to each TCP/UDP
connection of the IP Flow

N =

Nooakw
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= Current Client Connection

This section shows the currently connected client, the opened context and the trace

list.

In this section the following buttons can be pressed:

Show Current Trace: allows opening the trace file in order to examine the
commands entered by the Client. The program path used to display the traces
must be configured in the parameters of NetDisturb Server.

Reset Counters: allows the reset of the NetDisturb Server Interface counters.
This action has no incident for the NetDisturb Client. This button is available only
when the driver is running.

Show Context: displays the content of the current context.

Reset Trace: allows clearing the traces displayed in the window bottom part. It
does not affect the trace file.

Parameters: allows opening of the Parameters window for the NetDisturb
Server. The available parameters are the administrator password and the viewer
for the traces as shown below:

Parameters §|

Farameter far the Client Connection

Adrministrator Password: |

Select the Application to Dizplay Traces

Cancel |
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9.1 The Default Context Values

e Refreshing time for statistics display 1s
e Sampling period for throughput computing 2s
e Relaying process Relaying packets without

operations on both interfaces

e Mode Internet
e Interface mode Identical for both interfaces
e Traces Active
e Driver relaying status Running
e Buffer number 2
e Flow mode Mono-flow
e For the 16 definable masks
Mask All packets
Loss & Duplication law Not defined
Delay & Jitter law Not defined
e Other IP Flows
Loss & Duplication law Not defined
Delay & Jitter law Not defined

9.2 The NetDisturb Registry Values

IMPORTANT: this paragraph describes the Registry parameters for the
NetDisturb Client, NetDisturb Server and NetDisturb driver.

You should be careful when changing in one of these values because
inappropriate value may render NetDisturb unusable. We recommend to
backup the Registry before or at least to save the key’s values before any
change.

You need administrator rights access to change the Registry database. The system
‘regedit.exe’ program can be used to check and modify the Registry.

Each parameter in the Registry is identified by a name, a type and a value.

The parameters are located into a hierarchical key tree.

This paragraph gives the key location, the parameter name with its type and possible
set of value, and default value when applicable.

9.2.1 The Registry parameters related to the NetDisturb Client

This part is related to the NetDisturb Client parameters located in the Registry.
Some parameters refer to the dialog with the NetDisturb Server and should be
changed accordingly.

9.2.11

Parameters Configuration

Key = HKEY_LOCAL_MACHINE\SOFTWARE\ZT\NetDisturbClient
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Name Type Value
AcroReadInfo REG_SZ Date of the help file (the user should not change it)
AcroReadTimer REG_DWORD | Internal timeout related to the Adobe Reader®

ExchangeTimeout REG_DWORD |Internal timeout related to the NetDisturb Client to
NetDisturb Server dialog (default is 5000 ms)

Help_Menu REG_DWORD |Index in the help file (the user should not change it)
IPAddress REG_SZ NetDisturb Server IP Address

(default: 127.0.0.1)
ServerPath REG_SZ Full server path to the script sub directory

(There is no default value but a typical value is:
C:\Program Files\NetDisturb\Server\Script\)

TCPPort REG_SZ RPC port number used to dialog with the NetDisturb
Server part (default: 2020)

TracelLevel REG_DWORD | Trace level generated by the Client (see note)
(default: 0)

TraceFileName REG_SZ File name where traces are saved in when the

TracelLevel flag is saved.

(default: empty)

UserName REG _SZ Latest user name

Note:

O The level of trace is a set of flags. When the flag is set (1) the level is active. When the
flag is reset (0) the level is inactive. Ex: TracelLevel=5, the flag 4 and 1 are active, other
are inactive.

O Traces are displayed to the standard debug port.

O Flag values are shown in hexadecimal:

e 0001 Errors level

e 0002 Information level

e 0008 Verbose level

e 0010 Time: add timestamp information

e 0100 File: trace are saved into a file too (the TraceFileName entry is used)

e 1000 RPC: add the RPC trace information

e  Example:
If TraceLevel = 113 means Error and Information level of traces are saved
also into a file and including the timestamp for each trace.

9.2.1.2 The Most Recent File list

This list is for information only.

It is handled by the system and you must not change it.

Key = HKEY_CURRENT_USER\Software\ZTI\NetDisturbClient\Recent File List

Name Type Value
File1 REG_SZ The most recent path context file used
File2 REG_SZ A more recent path context file used
File3 REG_SZ A more recent path context file used
File4 REG_SZ The oldest path context file used

9.2.2 The Registry parameters related to the NetDisturb Server

Key = HKEY_LOCAL_MACHINE\SOFTWARE\ZTI\NetDisturbServer

Name Type Value
ApplicationName REG SZ Trace viewer
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e (0001
e 0002
e 0008
e (0100
e 0200
e 1000

O The level of trace is a set of flags.

IHMRefresh REG_DWORD | Period of refresh, in second.
(defaultis 1)
Interface A REG SZ MAC address of the latest selected Interface A
Interface B REG SZ MAC address of the latest selected Interface B
Password REG_SZ Password required for the ‘Administrator’ user
(default: empty)
Sampling REG_DWORD | Sampling period to compute throughput
(default: 2)
TCPPort REG_SZ RPC port number used to dialog with the Client part
(default: 2020)
TracelLevel REG_DWORD |Trace level generated by NetDisturb Server (see
note)
(default: 0)
Note:

When the flag is set (1) the level is active. When the
flag is reset (0) the level is inactive. Ex: TracelLevel=5, the flag 4 and 1 are active, other
are inactive.

O Traces are displayed via the standard debug mechanism (for trace display program such
as dbmon or DebugMon).

O Flag values are shown in hexadecimal:

Error level

Important level

Information level

Verbose level (1)

Verbose level (2)

Put trace generated into the NetDisturb Server trace window

e  Example:

If TraceLevel = 1001 means Error level of traces shown into the window trace.

9.2.3 The Registry parameters related to the NetDisturb driver

Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturb

Key (Windows NT only)
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Disturb

Name Type Value
DisplayName REG_SZ Name of the service

(Default is “’NetDisturb Impairment”)

ErrorControl REG DWORD |1
ImagePath REG SZ system32\drivers\disturb.sys
Start REG_DWORD |3
Type REG _DWORD |1
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9.2.4 The NetDisturb Driver Traces

There is another key related to the level of traces generated by the NetDisturb
driver. These traces can be captured via a tool such as DebugMon of OSR Inc.
(www.osronline.com selection Download).

IMPORTANT: Changing the level of the traces may block your PC until you
reboot. The level of the traces provided by the NetDisturb driver should be
modified only with the help of the technical ZTl support (support@zti-
telecom.com).

Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturb\Parameters

TraceLevel REG_DWORD | Trace level generated by the NetDisturb Driver (see
note)

(default: 0)

Note: the level of trace is a set of flags. Values aren’t provided here to avoid mishandling of
the NetDisturb driver. Please contact ZTI technical support if you need more details.

9.2.5 The Windows Registry (Windows XP)

The goal of this modification of the Windows system parameters is to enable the RPC
service that is required by the NetDisturb Server and Client to dialog.

Key = HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows NT\RPC

Name Type Value
RestrictRemoteClients | REG_ DWORD | 0x00000000
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9.3 The Mathematical Laws used by NetDisturb

9.3.1 The Uniform Law

= Presentation

The Uniform law has two parameters: a and pB. It generates a random number
included uniformly between a and B. If a is equal to B, the generated number is
always a = .

= Mathematical function
Uniform law on (e, ) range

fx)=1/(f-a) if a<x<p
f(x)=0 else

= Uniform law - example of generated values for1000000 draws for this law with
a=0 and =100

The factor 1000000 is because the figure intents to show the actual behavior of the
random generator. To do that, we draw 1000000 times a random value and count the
actual frequencies. The theoretical (= calculated values) curve and actual (=
generated values) curve are displayed below.

9.3.2 The Uniform Correlated Law

The Uniform Correlated law is the same law as Uniform law. Only the process differs:
the difference is related to the two thresholds used by the NetDisturb driver (see the
“Loss laws configuration” paragraph for more details).
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9.3.3 The Exponential Law

= Presentation
The Exponential law has only one parameter: A.
The more A is small, the more the power of 10 for the generated number is high.

= Mathematical function
Exponential law (4 > 0)

f(x) =™ if x>0
f(x)=0 if x<0

= Exponential law - example of generated values for 1000000 draws with A=0]
The factor 1000000 is because the figure intents to show the actual behavior of the
random generator (not to show the theory of the exponential law). To do that, we
draw 1000000 times a random value and count the actual frequencies. The
theoretical (=calculated values) and actual (=generated values) curves match
perfectly for bigger values.

Exponential law (logaritmic scale)

100 000.00

10 000.00

1000.00 4

Frequencies

100.00 4

10.00 4

mmmmmmmmmmmmmmmmmmmmmmm
— = o N M oM o= F S W W om @D Rk omo@m D m M

Values

= Exponential law: Table of generated values

Value Result of the law
A=1 10 ms
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A=0,1 100 ms
A =0,01 1s

A = 0,001 10s

A = 0,0001 1mn43
A = 0,00001 17mn19
A = 0,000001 2h53

-- Precision limit of A --
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