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NetDisturb Foreword

The content of this User Guide is provided for informational use only. It is subject to
change without notice, and must not be used as a commitment by ZTI.

ZTI could not be liable for any direct or indirect damages caused by the software or User
guide imperfection.

The elaboration of this guide has been made to be as accurate as possible. We hope that
you will find all the information required to use our software in a convenient way. Failing
to do so, do not hesitate to contact us at support@zti-telecom.com.

Except when allowed by license agreement between ZT| and User, no part of this guide
or the software may be reproduced, transmitted in any form or by any means.

To contact us:

ZTI

1 boulevard d’Armor
BP 20254

22302 Lannion Cedex
France

Phone: +33 29648 43 43

Fax: +33296 48 14 85
Web: http://lwww.zti-telecom.com or http://www.zti.fr
Email: contact@zti-telecom.com (marketing & sales)

support@zti-telecom.com (technical support)

Copyrights

Copyright ZT1 1998-2006. All rights reserved. The software described in this manual is furnished under a
France Telecom licensed product. License Agreement and may only be used in accordance with
the terms of this agreement.

No part of this manual may be copied, photocopied, reproduced, translated, or reduced to any electronic medium or
machine-readable form without prior written consent from ZTI.

All products and company names mentioned in this document are trademarks or registered trademarks of their
respective owners.
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Software License Agreement
This is an agreement between you (legal entity or physical person) and ZTlI.

e COPYRIGHT

The enclosed Software and documentation (here after called the Products) remains the property of ZTI.
French copyright laws and international treaties protect this product.
ZTI grants you the right to use the products according to the following:

e USE OF THE SOFTWARE

You may:
e Install the software on the hard disk of your system in accordance with the software protection
described in the next paragraph.
e Make one backup copy of the software provided that this copy is not used or installed on any
computer.
e Use the Products correctly.
In accordance with copyright and patent laws, the Licensee undertakes:
e To use the Products only for its own use
Not to modify the Products
Not to make illegal copy of the Products
Not to give, rent, sublicense or sale the Products
To protect and respect ZTI and its Products reputation.

e SOFTWARE PROTECTION

NetDisturb is licensed on a workstation basis. You will need to purchase a separate license for each
machine that you install it on. Each licensed copy of the software installed on a workstation has a unique
Site Code, which requires the corresponding unique Site Key to be entered before the tool is being
operational.

e LIMITED WARRANTY

The Software is supplied without any express or implied warranty regarding the performances or results
obtained by the use of the Products.

ZTIl warrants that the software media (i.e. CD-ROM) will be free of material defects for a ninety (90) days
period following your purchase. The limited warranty applies to the media and not to the information
contained on it. If the media does not comply with this limited warranty, the only remedy is the replacement
of the media software

In no event, ZTI will be liable for any kind of direct or indirect damages caused by the Products.

¢ JURISDICTION

French laws will govern this agreement.
The court of GUINGAMP-France shall finally settle all disputes arising out of or in connection with this
Agreement.

For further information, please contact: ZTI customer support department.

ZTI

1 boulevard d'Armor
BP 20254

22302 Lannion Cedex
France

Phone: +33 296 48 43 43

Fax: +3329648 14 85

Email:  support@zti-telecom.com or support@zti.fr
Web: http://www.zti-telecom.com or http://www.zti.fr
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PART O Preface

0.1 Organization of this manual

This user guide is aimed at helping you to discover and use NetDisturb. This manual is
organized as follows:

e Part 1: Product Overview

Briefly describes the key features of the NetDisturb software.

e Part 2: What's new in NetDisturb version 4.5

This part is a general overview of new features and main corrections provided with
NetDisturb version 4.5 and important information to upgrade from previous versions.

e Part 3: Install NetDisturb

Product requirements and how to install the software downloaded from the Internet or
from the CD-ROM.

e Part 4: Software License Configuration
Describes how to configure the license and how to proceed for the license transfer

e Part 5: Uninstall NetDisturb
Describes how to uninstall the software.

e Part 6: Run NetDisturb
Describes how to run the NetDisturb Server and NetDisturb Client.

e Part 7: Using the NetDisturb Client
Describes how to use the NetDisturb Client.

e Part 8: Using the NetDisturb Server
Describes how to use the NetDisturb Server.

e Part 9: Annexes

Describes additional information about the mathematical laws used by NetDisturb, the
default context value and the parameters saved in the Registry database.

In this document, you will find the following symbols: They mean:

& Warning

p Zoom or Advice

.i” Note or Remark
.\
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0.2 Minimum System Requirements

To appropriately operate NetDisturb you need the following minimum system
requirements:

* Windows 2000, XP or Server 2003
e Pentium processor with 256 MB memory at least

e Two identical Ethernet NICs: Ethernet, Fast Ethernet, or Gigabit Ethernet network
interface card.

e 1024 x 768 display, DPI setting = Normal size (96 DPI) and Font size = Normal
15 MB free hard disk space

. Acrobat Reader is needed to display the NetDisturb Help. If Acrobat reader
% hasn’t been installed, a warning message is displayed to inform that NetDisturb
is available but without the help file.

% PC multiprocessors and hyper-threading are also supported.

0.3 Technical Support

ZTI Technical Support can assist you with all your technical problems from installation to
troubleshooting.

Before contacting our Technical Support, please read the relevant sections of the product
documentation and the “Read Me First” file.

Before contacting our technical support, make sure you record the following information:

e Product name and version.

e Demo version or licensed product.

e System configuration.

e Problem details: settings, error messages...

e |f the problem is persistent, give the details of how to create the problem.

You can contact Technical Support by:

Email Send as many details as possible to support@zti-telecom.com or support@zti.fr

Fax Send as many details as possible to +33 2 96 48 14 85

Telephone | Telephone support is available from 09:00 am to 06:00 pm (GMT Time +1 or +2),
Monday to Friday. Call +33 2 96 48 43 43
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PART 1 NetDisturb Overview

NetDisturb is an IP network emulator software which can generate impairments
like: latency, delay, jitter, bandwidth limitation, lost, duplicate packets and impaired
the content over the IP networks (IPv4 and IPv6). NetDisturb allows the user to
disturb flows on an IP network and so to study the behavior of applications, devices
or services in a disturbed network environment.

NetDisturb is inserted between two Ethernet segments (on the same IP network or

two different IP networks) and operates bi-directional packets transfer on Ethernet,
Fast Ethernet and Gigabit network interface cards.

Local control Remote control

Ethernet NIC
10/100/1000 Mbps

Ethernet NIC
10110011000 Mops -

Throughput

IP flows

Packet Content Impairment

Loss Jitter
Delay

NetDisturb
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1.1 Product Requirements

* Platform: Pentium PC running Windows 2000, XP or Server 2003 with Microsoft
TCP/IP installed and at least 256 MB Ram. l'} Microsoft
* Hyper-threading and PC multiprocessors are 1)y Wlndows
also supported.
* Two Identical Network Interfaces Cards (NIC): Ethernet, Fast
Ethernet, or Gigabit Ethernet network interface card.
* 1024 x 768 display, DPI setting = Normal size (96 DPI) and Font
size = Normal.

1.2 Configurations

Based on a Client-Server architecture, the NetDisturb software is made of two
parts: a Server and a Client. The Server handles the impairment characteristics and
the Client manages the Server using a simple graphical interface.

This allows two configurations where the Server and the Client parts may be installed
on the same PC host (local control), or the Server part is located on one PC and the
Client part is located on a second PC (remote control). In this second configuration,
the Client dialogs with the Server by using a Wan (for example: PSTN or ISDN) or a
LAN link.

Both configurations require two identical Ethernet Cards for the Server.

PC Windows 98, NT4, 2000, XP or Server 2003

PC Windows 2000, XP NetDisturb Client
(7 SR AL Client application and GUI
NetDisturb Client
| Client application and GUI | 1[ WAN /LAN
NetDisturb Server PC Windows 2000, XP or Server 2003
| Server application and GUI | NetDisturb Server

| Server application & GUI

| Driver "Disturb.sys" |

Driver "Disturb.sys”

| Ethernet NDIS driver |
| Ethernet NIC (A) | | Ethernet NIC (B) | | Ethernet NDIS driver
A
| Ethernet NIC (A)| | Ethernet NIC (B)
LAN (A) LAN (B) y y
E!hernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps LAN (A) LAN (B)

— -
Ethernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps

Client and Server on the same PC Client and Server on 2 PCs

The "Disturb.sys" driver is located in the kernel of the operating system and is
installed above the NIC drivers. This driver is used by NetDisturb to handle the
exchanges with the NICs.
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1.3 Products features
What are the major features of NetDisturb VV4.57
1.3.1 Key features

e Client-Server Architecture

e Impairments: Latency, Loss, Duplication, bandwidth limitation, Delay and Jitter,
Content Impairment (mathematical laws and user-defined files)

e 16 configurable IP flows per direction with optional trigger condition

e Aggregates of IP flows can be defined (set of IP flows sharing the same Delay &
Jitter Law)

e Unidirectional or bi-directional packet impairments

e Connections per IP flow: impairments are applied to the IP flow or to each
connection of the IP flow

e Ethernet / Internet modes (desequencing of the packets)

e FEasy to use and intuitive Graphical User Interface

e Statistics display and export detailed statistics in a file

NetDisturb is based on the notion of IP flows.

A flow is a set of packets with a set of common packet properties, and can be
unidirectional or bi-directional.

Flows are part of sessions (successions of flows and "think times") related to some
homogeneous user activity (e-commerce, mail, MP3 file, web, etc.).

_.- think times _____
Potian \\\\A ____________ >
R B ——— <
e == _-- TCP connection l -
—_— i — l—-—_—
v »Y -7
e B - - ~ < _ - - - T
S~o ~ " _--"
- - -~ - -
Start of session ~~ Flow=Z _- End of session
arrivals

An IP flow is described by using a n-tuple.

In the typical case, the following 5-tuple is used: IP addresses, protocol and port
numbers.

An IP flow is composed of connections (such as TCP connections to make FTP transfer
by example).

To define the n-tuple for an IP flow, NetDisturb uses the notion of mask.
A mask is the combination of the following optional parameters:
Frame Type (ARP Frame or IP Frame:IPv4, IPv6 or IPv4 & IPv6)
Ethernet header
MAC destination address

. MAC source address

List of VLAN-ID (Ethernet frames 802.1Q)
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IP Header
. Destination IP address
. Source IP address

- Protocol (ICMP, TCP, UDP, SIP, .

. Differentiated services (TOS)

List of Ports (for TCP or UDP packets)

. Destination port list
. Source port list

2)

.iﬁ\ A trigger can be associated optionally with the mask.

With NetDisturb you can define up to 16 masks, i.e. 16 IP flows. An additional item
named "Other IP Flows" is in charge to handle all IP flows that have not been user
defined. For this item no mask can be defined, but impairments can be applied.

NetDisturb manages up to 10,000 connections - all flows included.

The client window below illustrates the management of IP flows by NetDisturb.

%Y NetDisturb Client - Impairment Tool for. IP Networks - Context. W5X
File Edit Actions ‘working Modes  Statistics  Help - Show Aggregates »»

IP Flovs — [P Flows #05: WHC
Fun #01 I FTFR
|_| illllz task [+ Trigger] Lozz & Duplication Law Delay & Jitter Law
+ 02 SIP
I IVNE ;I I[No Duplication, Mo Loss) ;I IEonstant Delay ;I
#03 POP3
| * I g”_ Maszk Edit | [No Duplication, Mo Loss) Edit Consztant Delay Agaregate
Fun H04 | [ ShiTe Q)
B # Lozt or Duplicated a 2,
Fun HO5 ”— ’tl # Incoming Packets 0 Packets 00o%]  #Delaped Packets o[0ox]

| + #06 | RSWP gll rInterface & [MAC) 00 08 A1 36 1C 74 @ r Interface B [MAC): 0008 A7 3611 539
I— Incoming Outgoing
M gl # Packets/Second Op/s RlekE # Packets/Second Op/s
Fiun #03 ” gl Interface Throughput ,m I: Throughput ,m Interace
G |
mlll—g ‘ STEP Outgoing I: |ncoming ‘ STBOP
# Packets/Second Op/s # Packets/Second Op/s
Fun #17 ” gl Throughput ,m Bltad Throughput ,W
G |
Fun #13 ”— gl Mask [+ Trigger] Laozs & Duplication Law Delay & Jitter Law
mnd 0 OH YNC | [MoDuplication, Mo Loss) | [0 Dol e e ~]

rngsf 0 O
s |

M azk

# Incoming Packets i}

| MoDuplication, No Loss] £ | [Mo Delay and no Jitter) Je—

# Lost or Duplicated
Packets

0[O0z #Delaped Packets 0[0.0%]

Fun ”CrtherIPFIows gl

Etatistics Syrthesis by Flow C4 ot oo
— | otal aynihesis

Throughput Reception  Received Pkis

Fun Al Stop &l From Ato B 0.00 ks Dpke|

Op

hatching Pkts  Sent Pkiz  Throuchput Transmission
Op Op 0.00 bz 0 pis

Alarms |

FromBto & 000 ks Opss |

op| 0

CPU Uszage
0% |

Al Opl o000k 0 pis

The graphical user interface represents the NIC cards as "Interface A" and "Interface

B" as illustrated below.
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NetDisturb

Interface A A—B Interface B
Ethernet NIC Ethernet NIC >
10/100/1000 Mbps 10/100/1000 Mbps
<
A<B

For each direction A > B or B > A, 16 flows can be defined by the user. And for each
IP flow, loss & duplication and / or delay and / or content impairment laws can be
applied as shown in the figure below.

IP Flow #01

Loss law & [] pelay & Jitter law & [] content Impairment law

| Mask #01: defined —» i
| Mask #02: not defined [CINo loss 1 No delay No content Impairment

| Mask #03: defined ——p, “lﬂ Noloss |~ |LJ No delay ] = [ No content Impairment \

E I.\;I.a.sk #15: not defined
! Mask #16: not defined [DLoss law & [] Delay & Jitter law & [] content Impairment Iaw}

Interface A i Other IP flows ———Jp No loss No delay No content Impairment Interface B

Mask #03: not defined i
— Mask #15: defined

0 Ethernet NIC E'_-_-_-_'_-___-_-_-___-_-_'_-_-_-_'_-_-_-_'_-_-_-_-_-___-_-_'_-_-_-_'_-_-_-_'_-_-_-_'_-_-_-_-_-___-_-_'_-_-_-_'_-_-_-_'_-_-_-_'_-___-_-_-_-_-_-_'_-_-_-_'_-_-_-_'_-_-_-_-_-___-_-_'_-_-_-_'_-_-_-_'_-_-_-_'_-___-_-_-___-_-_'_-_-_',: Ethernet NIC
10/100/1000 Mbps) 1P Flow #02 1 (10/100/1000 Mbps <
16 user defined | ) <+ ! 16 user defined
IP Flows : Loss law [] Delay & Jitter law [] content Impairment law ) 1 1P Fi
: & & N Mask #01: not defined ! ows
i [INo loss No delay 1 No content Impairment || ¥~ yask #02: defined
i Noloss |~ |LJ No delay | = |4 No content Impairment JJ
[] Loss law & [] Delay & Jitter law & [] content Impairment law ¢ gf‘::rﬁ;‘sf]:‘?:sdeﬁ”ed
No loss No delay [1 No content Impairment

In the above example, NetDisturb has been configured with the following
parameters:
Direction A> B
e the Mask #01 defines the "IP Flow #01", and a loss law is applied to the
packets of this flow,
e the Mask #03 defines the "IP Flow #03", a delay law and a content
impairment law are applied to the packets of this flow,
e As no loss, no delay and no content impairment law is applied to the 'Other
IP flows', all non-matching packets with the masks #01 and #03 are
relayed directly from A to B.
Direction B 2> A
e the Mask #02 defines the "IP Flow #02", and a loss law is applied to the
packets of this flow,
e the Mask #15 defines the "IP Flow #15", a delay law and a content
impairment law are applied to the packets of this flow,
e As no loss and delay law is applied to the 'Other IP flows', all hon-matching
packets with the masks #02 and #15 are relayed directly from B to A.
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1.3.2 How does it work?

We illustrate how NetDisturb handles incoming packets with the following figure
from the A interface to the B interface.

Incoming | i=1
packet

running?
No
Yes

packet match Packet Content
the mask? lost Impairment

— —>
Outgoing
packet
Packet Coptent
Interface A lost [mpairmen Interface B
| S —

Depending on the active user-defined IP flows, NetDisturb identifies if the incoming
packet belongs to an IP flow before applying loss, delay or content impairment
treatments.

If this packet matches with the mask of an IP Flow (IP Flow #i for example), then
NetDisturb identifies if this packet must be lost/duplicated and/or delayed and/or if
its content must be impaired.

If this packet does not match any mask (a mask defines an IP flow), then
NetDisturb applies the treatments for the 'Other IP Flows' and identifies if this
packet must be lost/duplicated and/or delayed and/or if its content must be impaired.
For each packet received on an interface, NetDisturb analyzes in order the masks
from 1 to 16 before considering this packet to belong to the "Other IP Flows".

So NetDisturb can apply impairments on the IP flows defined by the user either
unidirectional (A > B or B > A) or bi-directional (the same impairments are being
applied for both directions: A > B and B > A).

1.3.3 Introduction of a Trigger for the Mask

One of the features of NetDisturb is the use of a trigger to link the launch of the
impairments with an event.

The Trigger is an intermediate step after the frame has been classified in an IP Flow
and before the frame is impaired.

The Trigger includes various parameters:
e The activation condition based on the Ethernet frame content.
e The delay before applying the impairments
e The impairment duration (0 = no limit).
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e The number of cycles for the trigger (O=unlimited) if the impairment duration
is not null.

Thus two main categories of triggers are defined:

e the Trigger time-limited to be applied on the impairments

e the Trigger time-unlimited to be applied on the impairments (a loop counter can
be used)

As soon as the activation condition is performed, the impairment on the IP flow can
be immediate or delayed with a duration expressed in milliseconds (delay of
impairment).

If the impairment is immediate, the frame that has triggered can be included or not
(if the delay before impairment is null).

The impairment can be time limited according to a duration expressed in
milliseconds.

When NetDisturb is running an IP flow with a defined trigger, four states are
possible:

= Waiting for the Trigger: the impairments do not apply. This state is the initial state
of the Trigger.

= The Trigger was found: the impairments still do not apply because a delay is
defined before the impairments. This state changes to the next state when the
activation condition is reached.

= The Trigger is active: the impairments are applied.
= The Trigger is finished: the impairments do not apply any more. This is the final
state of the Trigger.

% A Trigger can remain active permanently if no duration limit was defined.
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1.3.4 Packet impairments

Pre-defined Loss and Duplication laws:

e Loss: Constant Law
Parameter: number of packets

e Loss: Uniform Law
Parameters: alpha, beta, threshold

e Loss: Burst Uniform Law
Parameters: alpha, beta, threshold(n), threshold(n + x), depth

e Loss: File (Loss Values)
Parameters: file name, threshold

e Loss: Percentage
Parameter: percentage

e Loss: 1 Packet out of N
Parameter: range(N)

e Loss: Percentage & Duration (time-limited losses percentage)
Parameter: percentage, duration

e Loss: File (Percentage & Duration)
Parameter: file name

e Duplication: Percentage (send n times the received packet)
Parameters: percentage, Min < n < Max

e Duplication: 1 Packet out of M (duplicate 1 packet n times every M received
packets). Parameters: range(M), Min < n < Max

e Duplication: Uniform Law
Parameters: alpha, beta, threshold

e Loss (1 out of N) then Duplication (1 out of M): the loss law (1 Packet out
of N) is used first before the duplication law (1 Packet out of M)

Pre-defined Delay & Jitter laws:

e Constant Delay
Parameter = constant delay

e Constant Delay & Exponential Jitter
Parameters: constant delay, A

e Constant Delay & Uniform Jitter
Parameters: constant delay, alpha, beta

e Constant Delay & File (Jitter)
Parameters: constant delay, user file

e File (Packet Sending Minimum Cadences)
Parameter: user file

e Router Simulation & Constant Delay
Parameters: IP throughput, max memory, constant delay
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e Router Simulation & File (Packet Sending Minimum Cadences)
Parameters: IP throughput, max memory, user file

e Constant Delay & File (Throughput & Duration)
Parameters: constant delay, user file

Pre-defined Content impairment laws:

e 1 Packet out of N
Parameter: range(N)

e Percentage
Parameter: percentage

¢ Normal Law (Laplace-Gauss)
Parameters: average, standard deviation, threshold

e Uniform Law
Parameters: alpha, beta, threshold

1.3.5 Working modes

NetDisturb offers two working modes by applying impairments:
- Enable/Disable desequencing of the packets in a flow,
- Impairment laws apply to the IP flow or to each TCP/UDP connection of the IP
flow.

These modes are used together.

For example, NetDisturb is set with the following modes:
- Enable desequencing of the packets in a flow
- Impairment laws apply to the IP flow

to simulate the Internet network with disturbed flows.

Another example is to use the following modes:

- Disable desequencing of the packets in a IP flow

- Impairment laws apply to each TCP/UDP connection of the IP flow
to disturb VoIP communications in the same way on an Ethernet network.

Enable/Disable Desequencing Packets

Impairment may introduce changes in the packet sequence - for example by
introducing different delays for the packets of a flow.

One of the Ethernet characteristics is to keep packets received in order. Internet
hasn’t got this constraint regarding the packet order: some packets can use one
route while others use another one, with the consequence the receiver may get
packets unordered.

NetDisturb can simulate the Internet network (enable desequencing packets) or can
react as Ethernet does (disable desequencing packets).
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Impairment laws apply to the IP flow or to each TCP/UDP connection of the
IP flow

NetDisturb can analyze IP packets to dispatch them into the TCP or UDP connection
they belong to. This mode makes possible to apply the same impairment values to
each packet of each connection. For instance if the impairment has been defined with
a loss law: lose the third packet for 10 packets received.

e Impairment laws to be applied to the IP flow

When this option is selected, every received packet matching the mask for this flow is
considered to belong to the same flow. Processing is carried out in “continue”. With
the previous example of loss law (lose the 3™ packet on 10 received), NetDisturb
will lose the 3™ packet for ten received packets whatever the TCP/UDP connection
belongs to.

e Impairment laws to be applied to each TCP/UDP connection of the IP flow

When this option is selected, NetDisturb analyses each received packet in order to
associate this packet to a TCP or UDP connection already existing by using these
parameters: protocol, IP addresses and port numbers. If the connection doesn’t exist,
a new one is created. With the previous example of loss law (lose the 3™ packet on
10 received), NetDisturb will lose the 3™ packet for ten received packets of each
TCP or UDP connection. Up to 10,000 connections can be handled simultaneously by
NetDisturb.

1.3.6 IP Flows and Aggregates

Up to 8 aggregates of IP flows can be defined. An aggregate is a consecutive set of IP
flows sharing the same Delay & Jitter Laws. All IP flows of an aggregate share only
one aggregate's Delay & Jitter law (with one law per direction).
The IP flow order in the aggregate defines the priority of packets to delay. While the
top IP flow packets get the highest priority, the other IP flow packets are queuing
until there are no higher priority packets.
In the example illustrated below, two aggregates have been defined:

- the dark blue colored aggregate collects three IP flows (#01, #02 et #03)

- and the light blue aggregate collects the IP flows #05 and #06.

5{.‘, NetDisturb Client - Impairment Tool for IP Networks - Context. WSX

File Edit Actions ‘WorkingModes Statistics Help < Hide Aggregates
P Flowg —————————— —IF Flow #0E: R5"F — Aggiegates
Run #01 |[FTP ~ || 201
_“ gll: task [+ Trigger] Loss & Duplication Law Delay & Jitter Law I\—IJ
+ #02 P I vl A0z
IHSVP ;I I[ND Duplication, Mo Logs] ;I IConslant Crelay LI :l
#03 POP3 . I vl A03
* g”- Mask Edit (Mo Duplication, NoLoss) g4 Congtant Delap F— :l
Run #04 | [ smTP Q = | I EEEE
. # Lost or Duplicated - -
Fun 405 lVNC— g'l # Incoming Packets 1] Packets 0[0.0%] #Delayed Packets | 0[0.03%] lﬁ'ﬁ
+ #06 LY | Interlacs & MAC]: 00 08 A1 36 1C 74 @ Interfacs B [MAC]: 0008 A1 3511 69— ||:| v[ #06
Ihcoming Outgoing
Fiun #07 I Tl vl #07
—I oN # Packets/Second Ops AteB # Packets/Second Opds
Pun #08 Throughput | 0.00 b/ —) Throughput | 0.00 b/, | s vl #0
—I g' Interface A E IERpa E Interface
Run fina [ Al | et | crop ||J_tens ] ]| #0s
Outgoing Inhcoming
Fun #10 A — B I T ,l #10
—I N # Packets/Second Ops # Packets/Second Opds
Fiun 111 oy Throughput | 0.00 b/s B@ﬁ Throughput | 0.00b/s | 'I LA
- o e
Fun #13 g| ttask [+ Trigger] Loss & Duplication Law Dielay & Jitter Law I vl #13
Fiur 14 g| RSVP ;I I[ND Duplication, Mo Loss] ;I I[ND Delay, Mo Jitter] ;I I (Mone) j #14
Fun 5 g| Mask [Mo Duplication, MaLess) g | [Mo Delay and no Jitter] I,\gg,egm I (Mane) j #15
Fun #16 . # Lost or Duplizated . . i | #1E
—I g' H# Incoming Packets 0 F’Dackets 0[00%] #Delayed Packets | 0[0.03%] I\&IJ
Run Cther IP Flowes g| I vl Cther
Eai's‘t Synthesiz by Fl
e T Received Pz Walching Pits  SentPks  Throughput T Alarmns
oL eception Received Phts ching Pits B = oL ransmission
Rurn Al | Stop A | From AtoB | 0.00ks 0pis [iT] op Op| 000ks 005 | CPU Usagey |  Configure Aggregates
Fram Bta & [0 00 bys | opls| op| 0p | On| 000bis| Opis |- 2% I
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1.3.7 Statistics & Alarms

Different statistics are calculated and displayed by NetDisturb:
- for each IP Flow (and for both directions)
- Statistics synthesis by Flow
- Total synthesis & Alarms

These statistics can be saved in a file for a later use.

Statistics for each IP Flow

For each direction (A - B or B > A) NetDisturb displays:
- The number of packets matching the mask
- The number and the percentage of lost or duplicated packets
- The number and the percentage of delayed packets
- The number and the percentage of the packets where the content has been

impaired
dazk [+ Trigger] Loszz & Duplication Law Drelay & Jitter Law
TCP - Port 2009 ;I IF'en:entage Lozz ;I IEDnstant [relay ;I
b azk, Edit | Percentage Loss Edit | Constant Delay Edit |

# Lost or Duplicated

# Incoming Packets Packets

243

A4 %] #Delaved Packets 214 [B6 %]

# Lost or Duplicated
Fackets|

7[14%) # Delayed Packsts

Loss & Duplication Law Dielay & Jitter Law Content [mpairment Law
Percentage Loss j I Constant Delay ;I Ir ercentage LI
Percentage Loss & il Constant Delayp Edit Percentage Edit |

220[86 %] ¥ Modified Packets

22086 %]

and a complete view of traffic statistics (number of packets and throughput) over the

A and B interfaces as shown below:

— Interface A [MACE 00023 AT 36 11 59 — @ — Interface B [MAC]: 0003 A1 36 1C 74

Incaoming Cutgoing

# Facketz/Second 5071 p/e alzls # Packetz#Second B03 p/s

Throughput | 1.4 Mb/ |~ Throughput | 1.37 Mb/
Interface et F Lt : Interface
—— Outgoing [nzoming
A |4— B
# Packetzs/Second 283 pis ) # Packetz/Second 320 pfs
k
Throughput | 1.17 Mbds @D Throughput | 1.32 Mbds
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Statistics Synthesis by Flow

The synthesis for all IP Flows displays for each flow and for each direction:
- The incoming throughput and number of received packets per second
- The number of packets matching the mask
- The number of lost packets
- The number of delayed packets
- The number of modified packets

- The outgoing throughput and the number of sent packets per second

File Actions  \Working Modes  Statistics  Help - Show Aggregates =

— P Flows E=|E==| [%[INCOMING THR... [INCOML..[ LOST PACKETS | DELAYED PAC... [MODIFIED PA..[OUT... [OUTGOING THROU...|

Stop #01 | [UDPPart 2009 g| AtaB B B37 Kbis S0 pis 4352 2643 [BO %) 1720 [0 %] 173 [40 %] 1738 214 Khis 18 pis

B Bias 2 103 Kbs 17 pis 1565 000 %] 1555 (100 %] O[D0%] 1585 102 Kb A7 pis

Fun 02 | [uoPPort 2010 gl AtoF 0O 000bs Ops o 0[0 %] 0[0o %] 0[0.0 %] 0 000 bis 0 pis

802 Btas 0 o0O0OBE ODp o 0[00 %] 0[o %] 0 [00 %] 0 000 bis 0 pis

liL,DPP 2011 ftoB B SBO Kb A1ps 4354 524 [12 %] 0[0o %] O[D0%] 3830 518 Kbis 45 pis

ST - gl ﬂDB{ Blod 6 S19Khs 45ps 3830 2207 [BO %) O[@0O%] 153 [40 %] 1533 210 Kbis 18 pis

AtoB 0O 000bis Opis ] 0 [0.0 %] 000 %] 0[0.0 %] 0 000 bis 0 pis

LCPPort 2012

Rundid b gl nD“{ Blogd 0 000bs Ops 0 0[0.0 %] 000 %] 0 [0.0 %] 0 000 bis 0 pis

li AtoB & 587 Kbis S0ps 4361 &2 [12 %] ZE2T [38 %] O[00%] 3826 506 Khis 43 pis

SLop ity LDP Port 2013 gl ﬂDE{ Btod 6 S06Kbs S3ps 3826 100 [5.0 %) O[@D0%]  353[05%] 3635 435 Kb A phs

li AtoB 0O 000bs Opis o 0[0 %] 0[0o %] 0[0.0 %] 0 000 bis 0 pis

SLCy | O Part 2014 gl ﬂDE{ Etod 0 O000bs Ops o 0[00 %] 0[o %] 0[00 %] 0 000 bis 0 pis

li ftoB 6 523 Kbis S0 pis J353 000 %] 4352 [100 %] O[0.0%] 4352 532 Kbk 50 pis

S1op BHl O Fort 2015 gl nD?{ Btod 7 527 Kbis S0pis 4352 522 [12 %] O[00%] 383 [R8%] 3230 511Kbe ddphs

li AtoB 0 000bs Opis ] 0 [0.0 %] 000 %] 0 [0.0 %] 0 000 bis 0 pis

Run 808 ]| UDRFart 2018 gl nDE‘{ Blogd 0 000bs Ops ] 0[0.0 %] 000 %] 0 [0.0 %] 0 000 bis 0 pis

ftoB B 587 Khis B0 pis 4352 2556 (50 %] 0 [0 %] O[D0%] 17968 218 Kbis 18 pis

Stop #03 || UDF/Port 2017 gl “'39{ Btad 3 210 Kbis 10 ps 1706 0[0.0 %] 000 %] S[03%] 1798 210 Khis 19 pis

ZtoB 0 000bs Opis ] 0[0.0 %] 000 %] 0 [0.0 %] 0 000 bis 0 pis

Pun #10 | | UDP/Part 2013 gl m“{ Elod 0 000bs Ops o 0[00 %] 0[o %] 0 [00 %] 0 000 bis 0 pis

li ftoB B SB7 Kbis A0ps 4351 218 (5.0 %] 0 [0 %] O[D0%] 4132 558 Khis 48 pis

Stop #11 ] UDPiPart 2019 gl i { Etod 7 SS0Kbis 48ps 4932 206 [50 %) 0o %] 0[D0%] 3926 531 Khis 496 pis

AtoB 0O 000bs Ops o 0 [0 %] 0o %] 0[00 %] 0 000 bis 0 pis

Flun #12 || UDP/Part 2020 gl “12{ Btod O O0O0O0bi Opis o 0 [0.0 %] 000 %] 0 [0 %] 0 000bs  Opi

li AtoB 6 887 Khis S0 pis 9353 0 [0.0 %] 000 %] O[00%] 4363 537 Khis 50 pis

Stop 13 j UDPPort 2021 gl n13{ Btod 7 &S27 Kbis S0pis 4352 0[0.0 %] 000 %] 000 %] 4252 557 Kbis 50 pis

AtoB 0O 000bs Opis o 0[0 %] 0[0o %] 0[0.0 %] 0 000 bis 0 pis

SupiLdy | oFFort 2022 gl mq{ Btah O O0O0O0bs 0Opis ] 0[0.0 %] 0[0o %] 0[0.0 %] 0 000 bis 0 pis

ftoB B 583 Khis 51ps 4352 O[D0% 4352 [100 %] 218 [50 %] 4351 593 Khis 51 pis

Stop #15 || UDPPort 2023 gl ﬂ15{ Etod 7 SESKhs 40ps 4133 O[D0%] 4133 [00 %] M3 [100 %] 32 565 Khis 498 pis

AtoB 0 000bs Opis ] 0 [0.0 %] 000 %] 0 [0.0 %] 0 000 bis 0 pis

Fun #1B || UDP/Part 2024 gl ms{ Blog 0 000bs Ops ] 0[0.0 %] 000 %] 0 [0.0 %] 0 000 bis 0 pis

ftoB  B0458 Mbfs 400 pis 39845 0 [0 %] 0 [0 %] 0 [0.0 %] 34845 458 Mbss 400 pis

Stop || Other I Flawes gl """ { Blohs 55453 6bis 400 pfs 348490 000 %) 000 %] 0[0.0 %] 39549 458 Wb 900 pis

| I( — T atal Synthesis Al
Throughput Reception  Received Ptz Matching Pkt Sent Ptz Throughput Transmission s

Run &l | Stop Al ‘ Fram 10 B[ 917 M| 300 n/s BEGE4 BIEG4 b B3224p| 827 Mbis| 722 pis | Cp) sage

FromBta & s o3moe=|  T1apis B2E37 o 62836 p 596200 | 7.51 Mbis| 631 pis 81 % |

Statistics Synthesis by Flow - example

Total synthesis

At the bottom of the Client window, the total synthesis displays the following

parameters for both directions (A > Bor B 2> A):
- Throughput and number of packets per second received
-  Number of packets received
- Number of matching packets
- Number of packets sent
- Throughput and number of packets per second transmitted

Tatal Synthesziz
Throughput Reception  Received Pkts Matching Pktz Sent Pktz Throughput Transmission
Fram &to B | 116 Mbis 431 pi= 28675 p 28675 R 28381 p | 112 Mids 457 pi=s
FromBtoA | 446 M| 745 pis 16300 81504 p 516300 | 416 Muiz|  T45pis

18 % |
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Alarms

The alarms encountered by the NetDisturb driver can be displayed by the user and
are classified per direction for both interfaces:

Incoming direction Outgoing direction
e Number of lost packets e Number of lost packets
e Number of lost bytes e Number of lost bytes
e Number of errors returned by the Driver at|{e Number of errors returned by the Driver at
the Interface the interface

¢ Number of missing buffers to keep packets
e Number of ignored flows (when the multi-
flows option is active).

x]

MetDisturb Client - Alarms Summary

Alarmz Linked to the Direction from [nterface & ta Interface B

Incoming from &, Outgoing to B
# Lost Packets: 0 # Lost Packets: 1]
# Lost Butes: 0 AtoB
# Diriver Errors: 0 q # Lost Bytes: 0
# Mizsing Buffer Errors: 1] 4 Drives Enors: i
# Lozt TCPAUDP Connections: 0

Alarmz Linked to the Direction from [nterface B to Inteface &

Outgoinig to & |nzoming from B
f# Lost Packets: 0 B lo 4 # Lost Packets:
. # Lozt Butes:
# Lost Bytes: 0 4 f Ciriver Errors:

# Mizzing Buffer Errars:

# Driver Errors: 0
=l Sl # Lost TCP/UDP Connections:

k. Clear Alarms | Update Alarms Summany

ol ol ol ol O

© ZT1 1998-2006 Page 20/189



NetDisturb PART 1 NetDisturb Overview

1.4 Performances

To illustrate the key performances of NetDisturb, 2 examples are presented
hereafter (by using a bi-processor PC 2.4 Ghz with windows XP SP1).

Example 1: use of 2 Fast Ethernet NICs

NetDisturb

Interface A A—B Interface B L
Ethernet NIC Ethernet NIC e | Measured Throughput = 93.2 Mbps
{ 100 Mbps J L 100 Mbps J
A<B

Bi-processor PC 2.4 Ghz & Windows XP (SP1)

NetDisturb is configured with 16 IP flows (no loss and no delay for each flow).
With Fast Ethernet NICs, the throughput measured is 93.2 Mbps in one direction.

Example 2: use of 2 Gigabit Ethernet NICs

NetDisturb e LB o4 1 packets por second
(direction A > B)

Interface A —5 Interface B

Ethernet NIC Ethernet NIC "
~ 1000 Mbps 1000 Mbps P + Q = 100,000 packets per second

Q = number of IP packets per second

Bi-processor PC 2.4 Ghz & Windows XP (SP1) (direction B > A)

By using 2 Gigabit NICs, NetDisturb can handle up to 100,000 packets per second
with 16 IP flows defined (for both directions).

These two examples show some performances of NetDisturb. This will avoid heavy
investments in expensive hardware solutions.
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Applications

Performance & Acceptance Tests: Qualify and evaluate the behavior of IP

equipments (phone, fax, gateway, etc.) and applications (audio and video
streaming, etc.) on IP networks.

Configuration and control of IP Equipments for product verification and test:
Define different QoS levels in an Intranet or Internet environment to configure
terminals, gateways and routers.

Test Laboratories: NetDisturb provides repeatable QoS on different flows using
configuration mode and values (loss, duplicate, delay, packet content
impairment) defined by the user, and so re-create real world problems in the lab.

Applications test: NetDisturb allows testing applications such as Voice over IP,
streaming audio and video, and other distributed applications.

Emulation of symmetric or asymmetric network conditions (LAN, MAN, WAN):
latency, jitter, packet loss, bandwidth limitations, etc. to test IP applications
(VoIP, streaming audio & video, etc.), services and products sensitive to various
real conditions.

Some publications mentioning the use of NetDisturb

The Communications and Information network Association of Japan (CIAJ) which
represents manufacturers supplying network devices and terminals has published a
report on 2002: Report on speech quality investigation of VoIP Terminals (gateways
and IP phones): http://www.ciaj.or.jp/tusin/pressrelease/voip_1le.html
"We adopted NetDisturb, ... as a network simulator because of its ease of installation
and operation in Windows".

3GPP Technical Specification Group Services and System Aspects TSG-S4

- Test Plan for the Adaptative Multi-Rate Wide-Band (AMR-WB) and Narrow-Band (AMR-
NB) in packet switched networks.

- Test Plan for 3G packet switched conversation tests (comparison of quality offered by
different speech coders over packet switched networks)
NetDisturb is used as the simulated network.

The following illustrations describe the system that is simulated for these tests.
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2l

Terminal 1

Terminal 5

——»

Packets send
To s

—» [

Packets

received from |

Adr Transmission
Perturbations

Adr Transmission
Perturbations

(— -+ -+ <+ I
Packets received Packets send
from 3 Tol

Packet switch audio communication simulator

This is simulated by using 5 PCs as shown below, with PC# 3 using NetDisturb as
network simulator.

PC1: PC2: PC3: PC4: PC5:
VOIP Alr Adr Interface VOIP
\ / Network Network

=)

Hub 1 Hub 2

Simulation platform

© ZT1 1998-2006 Page 23/189



NetDisturb PART 1 NetDisturb Overview

1.5 Customer references

Present on the market since 1998, NetDisturb is used in more than 40 countries.
See some worldwide references of satisfied customers:

Alcatel, ANZ Bank, AT&T, Bell Canada, Cisco, Commtech Wireless, Department of
Defense, Equant, France Telecom, Gensight, Global Crossing, Iwatsu, Juniper,
Motorola, Nortel Networks, NEC, NTT, Panasonic, Philips, PIKA Technologies,
Polycom, Psytechnics, Raytheon, Schlumberger, Scopus, Tekelec, TF1l, Toshiba,
UTStarcom, WL Gore, Xerox, etc. as well as many universities and telecom institutes.

1.6 Conditions of use

NetDisturb is licensed on a per workstation basis. You will need to purchase a
separate license for each machine that you install it on.

Each licensed copy of the software installed on a workstation has a unique Site Code
that requires the corresponding unique Site Key to be entered before being
operational.

1.7 Delivery

Includes CD with documentation, printed installation guide, technical support and
software maintenance (including major and minor software upgrades) for a period of
twelve months from the date of purchase.

To download the trial version of NetDisturb please visit us at:
http://www.zti-telecom.com/pages/main-ip.htm
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PART 2 What's new in NetDisturb version 4.5

This part is a general overview of new features and improvements provided with
NetDisturb version 4.5 and important information to upgrade from previous versions.

More details regarding features and improvements included in the different versions of
NetDisturb can be found in the version.txt file located in the installation directory (default
settings: C:\Program Files\NetDisturb).

2.1 New features in NetDisturb v4.5 (from NetDisturb v4.4)

= New impairment type modifying the content of the packets. Two steps have
been created for this new impairment:
= First step: choose one of the four pre-defined laws (1 Packet out of N,
Percentage, Normal Law or Uniform law).
= Second step: define the parameters to be applied for the content
impairment as the specification of the impairment type (invert x bits for
each of the bytes, invert bits per pair, One bit randomly selected and
modified for each of the bytes or invert bytes per pair or use a pattern to
replace the content of the bytes that should be impaired.

= Two new loss laws:
» Percentage and Duration: it allows to define a percentage of loss on a
limited duration (up to 50 couples of values)
» Percentage and Duration (user-defined file): same as above, but here,
the values are defined in a text file (up to 200 couples of values)

= User interface reviews with for example the new "Statistics Synthesis by Flow"
window which now offers the selection of the statistical columns, and the
possibility to reorder these columns.

= Easy-to-use GUI to manage the parameters of the impairments laws.

= Units in accordance with IEEE Std 260.1-2004. The user can select amongst
two units: Kibi = 1,024 or Kilo = 1,000 (IEEE 260.1).

= Support Windows Server 2003

.lr The contexts created with version 4.2, version 4.3 RC3 and version 4.4 are
\‘ reused automatically. When saved, they get the new NetDisturb v4.5 file format.
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2.2 Upgrading from versions 4.2, 4.3 and 4.4

You don't need to uninstall the previous version of NetDisturb to keep your license
scheme.

By upgrading from a version 4.2, 4.3 or 4.4, you keep your existing user-defined files and
the new contexts you created.

NetDisturb version 4.5 requires Acrobat Reader. Please see paragraph 2.4 for more
details.

2.3 Upgrading from versions 4.1 and older

You don’t need to uninstall the previous version of NetDisturb to keep your license
scheme. However, this license will not enable you to use NetDisturb version 4.5,
because the license date of version 4.1 and previous is too old.

= For any question or further information regarding the license upgrade, please

contact ZTlI :

Email: contact@zti-telecom.com or contact@zti.fr
Phone: +3329648 43 43

Fax : +33296 48 14 85

2.4 Acrobat Reader version compatibility

To access the NetDisturb’s help, Acrobat Reader is required. NetDisturb supports
Acrobat Reader version 4.01 to 7, that have been tested successfully.

If your Acrobat Reader’s version is too old, you can use the Acrobat Reader’s version
from the NetDisturb’s CR-ROM or download it straight from the Adobe web site:
www.adobe.com.
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PART 3 Install NetDisturb

NetDisturb is supported on the following platforms: Windows Server 2003, Windows XP
Home or Professional, Windows 2000 Professional or Server.

The minimum screen resolution is 1024 x 768, the DPI setting should be “Normal size (96
DPI)” and the Font size should be "Normal".

If you have the NetDisturb CD-ROM version, please refer directly to paragraph 3.2.

& * To run NetDisturb your computer’s screen resolution must be at least 1024
X 768, the DPI setting should be set up with the “Normal size (96 DPI)” value
and the Font size should be set up with the "Normal” value.

* To install NetDisturb for Windows 2000 XP, Server 2003, you must log on
with your administrators rights.

The default settings of NetDisturb come with a 15-day limited license. When it reaches
the deadline, NetDisturb stops running. Go to PART 4 for more information about the
license program.

3.1 How to install the software downloaded from the Internet
The installation procedure is a standard installation program.

Please note that the NetDisturb installation procedure will be different in the last
,Q part, depending on the target Operating System: Windows 2000, Windows XP or
Windows Server 2003

o Before starting the NetDisturb Setup, please ensure your system does meet the
following minimum requirements:
= OS supported: Windows 2000, XP or Server 2003.
= Minimum screen resolution: 1024 x 768
= Your PC needs at least 2 NIC already installed, configured and fully
operational.

o If you have downloaded the file NetDisturb.zip from our website, you must first unzip
this file in a temporary directory. It contains the Setup_ NetDisturb.exe file and the
related documentation.

p NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server.
This setup will install both Client and Server parts on the same system.

e Then run “Setup_NetDisturb.exe” from the temporary directory to launch the setup
procedure. Follow the instructions on the screen.

The default settings install NetDisturb in the following directory:
C:\Program Files\NetDisturb with the following subdirectories:
C:\Program Files\NetDisturb
C:\Program Files\ NetDisturb \Client
C:\Program Files\ NetDisturb \Driver
C:\Program Files\ NetDisturb \Server
C:\Program Files\ NetDisturb \Server\Script
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Otherwise, the only necessary operation is to uncheck protocols from NICs used with
NetDisturb.

-i- NIC Upload Properties

Gereral | Authentication | Advanced

Connect using:

B CMet PRO200wL PCI Fast Ethernet

Thiz connection uzes the following items;

[ %= Microzoft TCPAP version B "
[ 57 Metwaork, Monitar Driver
] 5= vMOM| Pratocal Analyzer

[ % Internet Pratacol [TCPP b’
£ >

[ Install...

Dezcnption

Show icon in notification area when connected
Matify me when this connection has limited or no connectivity

[ OF. ][ Cancel ]

Example of NIC with all unticked protocols boxes

3.1.1 NetDisturb Driver Installation

The setup procedure realizes the installation of the NetDisturb driver
transparently. It will be installed positioned on top of each Ethernet or wireless NIC
if the driver of the NIC is NDIS compatible. The NetDisturb driver sets in the kernel
of Windows 2000, XP or Server 2003 and handles the exchanges between two
NICs.

The NetDisturb driver linked to the selected NICs is available and transparent. It
doesn’t appear in the protocol list.

Now there is an important manual operation to do before using NetDisturb:

1. In order to avoid unexpected traffic generated by the protocol stack on the
NICs, you should unselect all protocols first (TCP/IP, Client or Microsoft
Networks, etc.).

2. To unselect protocols from a NIC used by NetDisturb, use the “Control
Panel/Network and Dial-up Connections” or the “Control Panel/Network
Connections” program and uncheck all protocols.
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3.1.2 Start Menu Shortcuts Created
Start > All Programs > NetDisturb

= 1) NetDisturb Server

= 2) NetDisturb Client

= License help

= Uninstall NetDisturb

= Read Me First

= User Guide
When launching a NetDisturb trial version for the first time, a message is displayed
showing the remaining days of use (for example, 15 days left out of 15 in the following
example):

paRY

145 days left out of 15

Press <Enter= to configure your license.

To enter your unlimited license,
please refer to PART 4 (Software License Configuration)

3.2 How to install the software from the CD-ROM

The installation procedure is a standard installation program. On the CD-ROM, you will
find the “Setup_NetDisturb.exe” file.

This setup will install the NetDisturb Client and the NetDisturb Server on the same
machine.

Run this setup and follow the instructions as described in the previous paragraph. On the
CD-ROM, a second setup allows installing the NetDisturb Client on a machine. This is
useful if you want to install the NetDisturb Server and the NetDisturb Client on two
different machines.

To install the NetDisturb Client on a machine (Windows 95, 98, NT4, 2000, XP or Server
2003), run “Setup_NetDisturbClient.exe” and follow the setup instructions to proceed with
the installation.

© ZT1 1998-2006 Page 29/189



NetDisturb PART 4 Software License Configuration

PART 4 Software License Configuration

4.1 How to configure a license

This software is licensed on a per workstation basis. This means that you will
need to get a separate license for each machine you will install it on. Each
o licensed copy of the software installed on a system has a unique Site Code which
.\ﬁ\ requires a corresponding unique Site Key to be entered before the tool is
operational except for trial versions. A period of 15 days is automatically enabled
at the first installation of the software. If you try to install the software again, the
license program will disable the trial period.

If you need to configure your license before the trial period ends, press Enter just after
launching the NetDisturb Server when the following message is displayed:

papY

14 days leftoutof 15

Press <Enter> to configure your license.

You will then see the following license configuration window:

f-,% NetDisturb - License Configuration E“E|g|

Program License Help

g
% 15 days left out of 15
==

Site Code: DEBS 1085 D0AC BE3E BC

Site Key: |

To authorize this program for this site, send your name, site
code, company name and e-mail to:

Tl

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom com

To move a license to another directory or computer, you can use the
"License” menu at the top of thiz dialog.

“pu can bring up thiz configuration dialog when the program startz by s

At the end of the trial period when you launch NetDisturb Server, the same license
% configuration window appears, but saying “Program not authorized” instead of showing
the remaining days of use.
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?:ﬂ NetDisturb - License Configuration B|E|®

Program License Help

[E#LT

UE=ET=

Site Code: DAZ0 1B14 DOAD F258 21
W alidate

Pragram niat autharized

Site Kew |

To autharize this program for this site, send your name, site a
code, company name and e-mail to:

m

phone: +33 2 96 48 43 43

fas: +33296 4814 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can uze the
“License” menu at the top of this dialeg.

“ou can bring up thiz configuration dialeg when the program staris by | w

To get the Site Key and obtain an unlimited version, please send an email to contact@zti-
telecom.com or contact@zti.fr with the following information:

a. The Site Code (you can copy and paste the Site Code displayed in the license

window)

The name of the software: NetDisturb

The OS used

Your name and phone number

b
c
d. Your company's name
e
f

The purchase order's number and date of purchase

We will then email you the Site Key. You can now close the license's window.

After you have received the email with the Site Key, open the license configuration
window again by pressing the Enter key as explained before.
Copy the Site Key in and then click "Validate".

After validation of the Site Key, you will get the following message:

Congratulations!

2

You are now licensed to run this software.
Press Ok to continue ar Cancel if you want to run your software later,

Cancel

= Important: one Site Code is associated with one Site Key, and only one. A Site
Code is unique for each PC installed. For security reasons, as soon as you
validate a Site Key (trial or unlimited), the license program generates a new Site
Code automatically.
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= For any question or further information, please contact our technical support:

Email: support@zti-telecom.com or support@zti.fr
Phone: +33 296 48 43 43
Fax: +33 296 48 14 85

When you launch NetDisturb Server with an unlimited license, you will see the
following window:

Unlimited license
Press <Enter> to configure your license.
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4.2 License Transfers

A license transfer is not a duplication of any type.
Please contact ZTI or your authorized distributor for site license information and for
several licenses purchase.

Licenses can be transferred using one of the following methods:

= Direct transfer: move the license to another directory of the same PC or between
two PCs linked to the same network.

= Transfer by media: move the license from a source PC to a target PC by using a
floppy disk or USB key.

4.2.1 Direct Transfer: move the license from one local directory to another
This transfer mechanism must be used to move a license in two cases:

- From a source to a target directory of the same PC

- From a source to a target directory of networked PCs

e First, copy the program (copy the NetDisturb's folder) to the target directory.
For example from “C:\Program Files\ NetDisturb” to “C:\Temp\NetDisturb”

e Then run the program from its original directory (from “C:\Program Files\NetDisturb”).
When the license configuration window appears, press Enter and select “License >
Transfer to directory ...” in the license menu as shown below:

gﬁ NetDisturb - License Configuration E”E|g|
Program BE==;=8 Help

E; ‘| Transfer to directary...

L="1=

gl  Transfer out to another computer. ..

I .
7 Kill license

To authorize this program for this site, send your name, site ~
code, company name and e-mail to:

2Tl

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can use the
“Licen=ze” menu at the top of thiz dialog.

“ou can bring up this configuration dialog when the program starts by »

e Provide the path name of the target program (for example C:\Program
Files\NetDisturb\NetDisturbServer.exe).
The license is now transferred to the new directory.
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4.2.2 Transfer by Media (floppy disk or USB key) from a source PC to a target PC

P

0O A floppy disk or USB key is needed for this kind of transfer.

To transfer the license from the source PC (PC #1) to the target PC (PC #2), proceed as
described in the following order:

1) First install the program on the target PC (PC #2).

2) Run the software on PC # 2 and delete the trial license in order to get an unauthorized
license on this PC.
If the "Transfer in from another computer ..." item of the license menu is disabled, you
must Kill the license.

How to Kkill a license?

When the license configuration window appears, press Enter and select “License > Kill
license” in the license menu.

'Eﬁ MetDisturb - License Configuration g|ﬁ|®

Program QME[a=j=-8 Help

E; ‘| Transfer to directary. ..

==

Sil  Transfer out to another computer...

"W alidate
S Kill license

To authorize this program for this site, send your name, site |
code, company name and e-mail to:

£l

phone: +33 2 96 48 43 43

fam: +33 29648 14 85
e-mail: contact@zti-telecom. com

To move a license to another directory or computer, yvou can uze the
“Licenze™ menu at the top of thiz dialog.

“ou can bring up thiz configuration dialog when the program startz by |
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A message box will appear:

Kill License

\_‘..:‘/ Are you sure you want bo delete pour curent license?

Warning

After deleting pour license, you will need to purchasze a new license to
continue using thiz program.

Yes

Press 'Yes' to kill the license and a confirmation code is displayed:

Kill License

our kill confirmation code i
|FDEIE CEAF 7445 DRSE FDAT F771 B4

au should write down thiz number in caze pou need ta
prove that the licenze was actually deleted.

Click 'OK" and the license window displays now "Program not authorized":

Eﬁ NetDisturb - License Configuration :”E|g|

Program License Help

[EAL

==

Program not authanzed

Site Code: D3AY BC03 DOA4 7C54 86

WYalidate
Site Kew |

To authorize this program for this site, send your name, site
code, company name and e-mail to: i

£11

phone: +33 2 96 48 43 43

fax: +33 29648 14 85
e-mail: contacti@ztitelecom.com

To move a license to another directory or computer, you can use the
"License” menu at the top of thiz dialog.

“ou can bring up thiz configuration dialog when the program starts by »
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3) Select “License > Transfer in from another computer

'\Eﬂ:ﬁ NetDisturb - License Configuration —_||_|R|

Program QE=E=8 Help

Transfer in from another computer. ..

Sil
Y alidate
C

To authorize this program for this site, send your name, site |~
code, company name and e-mail to: i

£1l

phone: +33 2 96 48 43 43

fam: +33 296 48 14 B85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can use the
"Licensze™ menu at the top of thiz dialeg.

ou can bring up thiz configuration dialeg when the program starts by |«

The "Transfer License In (Step 1 of 3)" window is displayed:

Transfer License In (Step 1 of 3)

a licenzed copy on another complker.

licensed copy of thiz program an anather computer.

"Mewt'" at the bottom of thiz dialog box.

Mexnt > | Cancel

Tranzfer In enables you to kransfer a license to thiz program from

For thiz process vou will need 1 Hoppy disk and access to a

Inzert a floppy disk inta your computer's A" drive and press

[f wou are uzing a drive other than drive "A", enter itz path here:

|,-'l'-.:'x Browse. ..

...” from in the license menu:
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4) Insert a floppy disk or use a USB key as requested in step 1 of 3 and specify the path.
Then press “Next >": the "Transfer License In (Step 2 of 3)" window is displayed:

Transfer License In (Step 2 of 3)

Mow the license needs to be copied to the floppy disk:

1. Remaove the floppy dizk and take it ta the compuker with
the licensed copy aof thiz progran.

2. Bun the licenzed copy of this pragram and zelect
"Transfer Qut™,

3. Bring the disk back to this computer and press "Mext".

[f there iz a significant delay between ransfers [for example, pou
are moving a license from wour work, computer bo your home
camputer], you can suspend the transfer process and continue
later :

Continue Tranzsfer Later |

| Mexnt > | Cancel |

5) Go to the source PC (PC #1) and insert the media (floppy disk or USB key). Then start
the program on PC #1. When the license configuration window appears, press Enter and
select “License > Transfer out to another computer ...” as shown below:

'f-:ﬁ NetDisturb - License Configuration —_||_|ﬁ|

| Transfer put to another computer. ..

[ .
7 il license

To authorize this program for this site, send your name, site
code, company name and e-mail to:

LIl

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a licenze to another directory or computer, you can use the
"Licen=ze” menu at the top of this dialog.

You can bring up thiz configuration dialeg when the program starts by »
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The following window is displayed:

Transfer License Out (Step 1 of 2)

Transfer Out enables you to transfer a licenze from thiz program
to an unlicenzed copy on another computer.

To begin, rin the unlicensed copy on the remate computer,
zelect "Transfer License In"', and follovw the instruchions an the
FCIREM,

YWhen you are ready, inzert the tranzsfer floppy disk inta wou
computer's "4 drive and press "Mest",

[f you are wzing a drive ather than drive “A", enter itz path here:

At Browse. ..

| Mext > | Cancel

Input the media path (floppy disk or USB key) and then press "Next >".

When the license is put on the media, you get the “Program not authorized” message:

]

i
B

'Eﬁ NetDisturb - License Configuration

Program License Help

[EAL

==

Site Code: D347 5CD3 DOA4 7C54 86

Program not authorized

- OX)

Site Kew: |

Walidate

code, company name and e-mail to:

il

phone: +33 2 96 48 43 43

fax: +33 29648 14 85
e-mail: contact@zti-telecom com

To move a license to another directory or computer, you
"License”™ menu at the top of thiz dialog.

ou can bring up thiz configuration dialog when the program stars by

To authorize this program for this site, send your name, site &

can uge the

You can check that the license is not available anymore on the source PC since the

NetDisturb software license is on a workstation basis.

Contact us to get information on site license (contact@zti.fr or contact@zti-telecom.com).
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6) Remove the media from PC #1 and return to PC #2.

Click the 'Next' button on the step 2 of 3 of the “Transfer license in” window (on PC #2) to
complete the transfer.

The unlimited license key is now transferred from the source PC to the target PC, and you
get the following message:

Transfer License In (Step 3 of 3)
Congratulations!
The licenze haz been successfully ranzfered.

Fresz "Finizh'' to continue.

Emmizh

Click Finish to continue.
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PART 5 Uninstall NetDisturb

The uninstall procedure is a standard uninstall program.
To uninstall NetDisturb select “Uninstall NetDisturb” in the “Start > Programs >
NetDisturb” menu.

All software components installed by the installation procedure are removed during the
uninstall procedure including the NetDisturb driver.
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PART 6 Run NetDisturb

As NetDisturb is composed of 2 parts (NetDisturb Server and NetDisturb Client), you
need to run these two programs with the following order:

1. NetDisturb Server
2. NetDisturb Client

6.1 First Run

1) Run first the NetDisturb Server

Use the Windows start menu:

Start » Programs » NetDisturb » 1) NetDisturb Server

After a few seconds and depending on your license, you will get one of the following license
windows:

Limited license Unlimited license

14 days leftout of 15 Unlimited license
Press <Enter:> to configure your icense. Press <Enter> to configure your license.

Press Enter only if you need to configure your license,
If you don’t, wait for a few seconds for the opening of the NetDisturb main window.

When you run the NetDisturb Server for the first time, the default window is displayed:
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E!'E MetDisturb Server - Yersion 4.5

|mpairment Interface Configuration and Statiztics
Interface & not selected
# Handled Packets:
# Lost Packets:
# Delayed Packets:

Dezequenced:
# Fragmented packets:

[ncoming on & COutgoing on &

# Packets per Second
# Packets

Throughput
. Mobansmisson

Current Parameters

EEX]

Interface B : not selected
# Handled Packets:
# Lost Packets:
# Delayed Packets:

Dezequenced:
# Fragmented packets:

Incoming on B Cutgoing an B
# Packetz per Second
# Packets

T hroughput
~ Mobamsmission

Refrezsh Period [in second): # Buffers: Interface Mode: Application
S.ampling to Compute Throughputs; Traces: Desequencing: of Laws:
Current Client Connection
Clieit: [Mo client connected) Shaow Current Trace | Reszet Counters
FParameters
Contest: Show Contest | Rezet Trace

No board (or NIC) has been selected: the NetDisturb Client must be used to select the

network interfaces (or NICs).

2) Then run the NetDisturb Client
Use the Windows start menu:

Start » Programs » NetDisturb » 2) NetDisturb Client
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And the NetDisturb Client will ask you then to input parameters:

%! NetDisturb Client - Login

Uzer

| dentification: |.-‘-‘-.u:|ministrat-::r

Password: |

MetDizturb Server [nformation

NetDisturI:uServerlF’.ﬁ.ddress:| 127, 0 .0 .1

Cancel

User Identification = Administrator
User Password = (no password needed)

NetDisturb Server IP address = 127.0.0.1

(127.0.0.1 = default local IP address if the NetDisturb Server and the NetDisturb Client

are installed on the same machine).
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Click “OK” and the NetDisturb Client main window will appear:

B! NetDisturb Client - Impairment Tool for, IP Networks
File Edit Actions ‘Working Modes  Statistics  Help - Show Agaregates =

— IF Flows — | Flow #01

4 | g Mask [+ Trigger] Losz & Duplication Law Delay & Jitter Law
|[N0 maszk] ﬂ | J | J
4 gl [No packet handled) Edit [Mo Loss, No Duplication) [Mo Delay and no Jitter]
li gl 1t Incoming Packets
gl — Interface & [MAC): 00 08 A1 35 11 59— @  Interface B [MAC]: 0008 A1 36 1C 74
li g| Incoming ———— Dutgoing ———
# Packets/Secand Opiz Gl # Packets/Second Opfe
o\ Thioughput | 0.00b/s —) Thioughput | 0.006/5
Interface Interface
gl sTOP Outgoing Incoming sTOP
al A d— B
# Packets/Second Opds —— # Packets/Second Opfs
o, Throughput | 0.00 bés @ Thieughput | 0.00b/s
gl Maszk [+ Trigger] Losz & Duplication Lawe Delay & Jitter Law
q | No mask) =l =i =l
Ii gl [No packet handled) Edit [Mo Logs, Mo Duplication) [Mo Delay and no Jitter)
4 gl 1t Incoming Packets i} #Lostor Duppgzigg 0[0.0%) #Delayed Packets 0[0.0%
Fun Cther IP Flowys gl

Btatistics Syrthesis by Flow A

0 # Lost or Duplicated

Packets 0[00%] #Delayed Packets n[oo

— Tatal Spnthesiz &l
Throughput Reception Received Pkis  Matching Pkt Sent Pkt Throughput Transmission I
Run &ll ‘ From &to B | 0.00kis Opfz Op Op Opl 000 ks 0pss CPU Usage

FromBto & ponpes Oplz Op Op Opl 0.00his 0z |_ 5% ]

You need then to select the NICs (interface A and interface B) that the NetDisturb

Server is going to use.
NetDisturb

Interface A A—B Interface B

Ethernet NIC Ethernet NIC "
_ 10/100/1000 Mbps 10/100/1000 Mbps
) A<—B
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Select “Configuration” in the Actions menu. The Parameters configuration window is
displayed:

MNetDisturb Client - Parameters Configuration

Digplay Configuration

Refresh Period: |1l [fram 1= to BO 5]

Sampling period for the throughput calculation: |2 [from O to B0 2]

" Instant Throughput f+ Average Throughput using Sampling Mechanizm Cancel
[ Usze compression when exchanging data with the NetDisturb Server

MetDizturb keazurement Lnits
Choose one of the unit below [defined by [EEE Std 2680.1-2004] to use with the throughput statishics.

* Usze kilobyte [kB] and kilobit per second [kbd's] where 1kbAs:= 1,000 bits/s
" |sze kibibyte [KiB] and kibibit per second [Kib/s) where 1Kib/s:= 1,024 bits/=

Farameter about the 'Laws Apply to gach TCRAUDP Connections of the |P Flow' kenu Selection
Mumber of Buffers containing the Laws Yalues: |2 [frarm 2 to 100)
YWhen the \Working Mode ‘'Laws Apply to each TCRAUDP Connection of the 1P Flow' s selected,
gach TCRAUDF connection found in the 1P Flaw zhould impaired in the zame wap. To reach thiz aim,
the waluesz generated by the laws are stored in internal buffers.

There iz the zame number of buffers for Lozs & Duplication laws as for Delay & Jitter laws. Each buffer
lozated in the Femel memary -a resource bo uze spaningly- iz able to contain 20480 values.

For example, when 2 iz the 'Mumber of Buffers containing the Laws YWalue' value, 4 buffers of 20480
walues are allocated, consuming 320 FEvtes of Kernel memory per [P Flow, that iz 5,440 Ebytes due
to the 17 1P Flows.

Thiz iz waby the 'Mumber of Buffers containing the Laws Yalues' vwalue should be configured carefully.

Select the Application to Dizplay Traces

notepad J

Interface Selection

Interface A | ﬂ
Interface B: | ﬂ

At the bottom of this window in the "Interface Selection" part, select one NIC for Interface
A and another NIC for Interface B, and then validate with “OK”.

You must see in the combo-box (Interface A or Interface B) all NICs available and
operational. If you don’t see any NICs, please do the following steps:
- Verify that your NICs are installed and operational.
sy - Enable the needed NICs.
.\ﬁ\ - Stop the NetDisturb Client.
- Stop the NetDisturb Server.
- Reboot your system if necessary.
- Start the NetDisturb Server.
- Start the NetDisturb Client.
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Then you should see your installed NICs in the Interface A and B combo-boxes (see the
example below):

NetDisturb Client - Parameters Configuration

Drizplay Configuration

Fefresh Period: |1l [from 12 to B0 2 oK
Sampling penod for the throughput calculation: |2 [from O to B0 2]

" Instant Throughput f* Average Throughput using Sampling Mechanizm Cancel

[ Usze compression when exchanging data with the MetDisturb Server
MetDzturb Meazsurement Uitz
Chooze one of the unit below [defined by [EEE Std 26001-2004] ta uze with the thraughput statistics.

o Usze kilobyte [kB) and kilobit per second [kbs) where 1kbAs:= 1,000 bits/z
" Use kibibyte [KiB] and kibibit per second [Kibds] where 1EibAs= 1,024 bits/s

Farameter about the 'Laws Apply to each TCRAJDP Connections of the |P Flow' kMenu Selection
Mumber of Buffers containing the Laws Values: |2 [fram 2 to 100)

YWhen the Working Mode ‘'Laws Apply to each TCRAUDP Connection of the 1P Flow' iz zelected,
each TCPAJDP connection found in the |F Flow should impaired in the zame way. To reach this aim,
the waluesz generated by the laws are stared in internal buffers.

There iz the zame number of buffers for Loss & Duplication laws az for Delay & Jiter laws, Each buffer
lozated in the Femel memaony -a resource bo use sparingly- iz able to contain 20480 values.

Faor example, when 2 iz the Mumber of Buffers containing the Laws Walueg' value, 4 buffers of 20480
walues are allocated, consuming 320 KBuvtes of Kernel memory per [P Flow, that iz 5 440 Kbytez due
to the 17 IP Flowes,

Thiz iz why the Mumber of Buffers cantaining the Laws Walues' value should be configured carefully.

Select the Application to Dizplay Traces

hotepad J

|nterface Selection

Interface A | MIC Upload (100 kb/s) 00-08-41-36-1C-7A, ﬂ
Interface B: |N||: Download [100 Mb/g) 00-08-41-36-11-59 j

As soon as the configuration is done, the NetDisturb Server recognizes “Interface A” and
“Interface B”.

The MAC Addresses of the selected interfaces are displayed in the NetDisturb Client
and NetDisturb Server windows:
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%Y NetDisturb Client - Impairment Tool for IP Networks - Default. WSX E"E'FX'
File Edit Actions “Working Modes Statistics Help - Show Aggregates =@

IF Flawg ———————y~ Other IF Flowsz

g| f # Lost or Duplicated 2 5
’7 g| # Incoming Packets 0 ostar ug;iak;s 0[00%] #Delayed Packets 000
g| —Interface & (MAC) 00 08 41 36 1C 74 @ —Interface B (MAC) 00 08 41 3611 595
Incoming ———(utaning —

g| AtoB

# Packets/Second Opds # Packetz/Second 0pds

M ask [+ Trigger] Loss & Duplication Law Dielay & Jitter Lav

(Mot Applicable) |No Duplication. NoLossl —_w| | (Mo Delay, Mo Jitter] |
[Mo Duplication, Mo Lazs) Edit [Mao Delay and no Jitker) Edit

g Throughput | 0,00 bs —) Throughput | 0,00 bs
Interface Interface
g S100 Outgoing Ihcoming S100
— A - :
Q g| # Packets/Second Opds # Packets/Second 0pds

al Thraughput | 0.00 bs B@“‘ Thraughput | 0.00 bs
gl M azk [+ Trigger] Lozs & Duplication Law Delay & Jitter Law
aQ (Mot &pplicable] |No Duplication, MoLoss) —_»| | (Mo Delay, No.Jitter) |
’7 g| [Mo Duplication, Mo Loss) Edit [Mo Delay and no Jitter) Edit
Q gl # Incoming Packets i} tilledia Duppgcc:akzg
Rur ,i
Btatistics Synthesis by Flow O

0ok #Delaped Packets 000

— Total Synthesis Al
Throughput Reception Received Phts Matching Pkt Sent Pz Throughput Transmission il
Run &l ‘ | From Ato B | 0.00bis Opis Op Op Opl 000k 0 iz CPU Usage
FromBto A 0oogs 0pis Op Op Opl 000kis Opls 7% |

Graphical user interface for the NetDisturb Client with two Ethernet NICs configured

Eﬁ MetDisturb Server - Version 4.5

|mpairment Intefface Configuration and Statistics

Interface & MAC addr 00-08-41-36-1C-74, Interface B MAC addr 00-08-41-36-11-89

# Handled Packets: 1] [ 0% # Handled Packets: 0 [0

# Lost Packets: i] [ 0] # Lost Packets: 0o [0%)

# Delayed Packets: 0| [ox # Delayed Packets: 0 [0

Desequenced: a [ 0% Desequenced: 0 [ox

# Fragmented packets: 0| (0% # Fragmented packets: 0 [0
Incoming on & Outgoing on & |ncoming on B Outgoing on B
0 # Packets per Second 0 0 # Packet: per Second 0
1] B Packets 0 0 B Packets 1]
000 bz Throughput 0.00 by 000 bz Throughput 0.00 b's
[ Mopackethended | [ Mopackethanded |

Current Parameters

Refresh Period [in second): 13 # Buffers: 2 Interface Made: | Different  Application
) i ) of Lawg | P Flow Level
Sampling to Compute Throughputs: | 2: Traces: | Active Desequencing. | Enabled :

Current Client Connection

Clignt: Adminiztrator Show Current Trace | Reset Counters |
Parameters
Context: Show Context | Reset Trace |

15h1Bmn54s Delay law (Mo Packet Contert Impairment)’ selected for Flow #15 Interface B ~
15h1Bmn54s Mask (Mo mask) selected for Flow #1E Interface B

15h16mn54s Loss law Mo Duplication, Mo Loss]' selected for Flow #16 Interface B
15h1Emn5ds Delay lavw Mo Delay, Mo Jitter)' selected for Flow #16 Interface B
18h16mn54s Delay law Mo Packet Contert Impairment]’ selected for Flow #16 Interface B
18h1Bmn54s Mazk (Mo mask) selected for ‘Other IP Flows' Interface B

18h1Emn54s Loss (Mo Duplication, Mo Loss) selected for ‘Other IF Flows' Interface B
15h16mn54s Delay (Mo Delay. Mo Jitter) selected for 'Other IF Flows' Interface B
18h16mn54s Delay (Mo Packet Content Impairment] selected far 'Other 1P Flows' Interface B
18h1Bmn54: Enable dezequencing of packets (Intermet-ike)

15h1Bmn54s Laws apply ta the [P How.

Graphical user interface for the NetDisturb Server with two Ethernet NICs configured
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6.2 Detailed Description of the Server and Client Startup

6.2.1 The NetDisturb Server Startup Modes

Offered functionality level depends on the availability or not of the NetDisturb driver. If
the NetDisturb driver is lacking, a message warns the user. In that case it is possible to
continue in the “restricted mode” where only a few functions are available.

6.2.2 The NetDisturb Client Startup Options
When starting the NetDisturb Client, the User identification and Server parameters
window is displayed.

%! NetDisturb Client - Login

Uzer

| dentification: |.-‘-‘-.u:|ministrat-::r

Password: |

MetDizturb Server [nformation

NetDisturI:uServerlF’.ﬁ.ddress:| 127, 0 .0 .1

Cancel

This parameter window is composed of two sections:
e User section

This section allows the user identification. The identification could be either any user
name (User mode) or the ‘Administrator’ (Administrator mode).
A password is required only with the Administrator mode.

= ADMINISTRATOR mode

To be connected as Administrator, NetDisturb Client must provide the corresponding
password. With this mode the NetDisturb Client functionalities are fully available:
NetDisturb Client can modify laws, stop or activate the relaying process and change
the context.

= USER mode

To be connected as User, NetDisturb Client provides a different identification than
Administrator and a password is not necessary. NetDisturb Client functionality is
reduced to the use of contexts located on the PC Server.

With this mode, the masks and laws can’t be defined.

o Server Information section

The NetDisturb Client needs the following information in order to connect with the
NetDisturb Server:
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1. The path to the remote NetDisturb Server folder
This path is composed of two parts:

- The drive, the virtual drive or the name of the NetDisturb Server machine.

- The directory location of the NetDisturb Server where the script subdirectory
(containing NetDisturb.tst) can be found.

2. The NetDisturb Server IP address

In case of a connection failure (if one of the parameters is invalid), an error window pops
up. To go back to the identification window, just click on the OK button.

NetDisturb Client X]

The connection with MetDisturb Server can't be established, Please check that:
1) The IP address is correct

21 The Remake Access Service (RAS) link is carreckly established and data
are exchanged between client and server,

) The MetDisturb Server is running

4% Another user is already connected to the MetDisturb Server or
the MetDisturb client is already running on the Server machine
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6.2.3 Windows XP, Windows Server 2003 and later versions

& The installation procedure of NetDisturb version 4.5 creates the Registry

entry if needed and set the value as explained below.

The NetDisturb Client and the NetDisturb Server use the RPC (Remote Procedure Call)
mechanism to dialog.

Windows XP and Windows Server 2003 may disable the RPC service. To activate it and
allow the dialog between the NetDisturb Client and the NetDisturb Server, you need to
modify the Registry.

The registry key is:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows NT\RPC

The value is:
RestrictRemoteClients REG_DWORD 0x00000000

If the value doesn’t exist, you should create it. The result looks like the following figure:

%" Registry Editor

File Edit Wew Favorites Help

= [ Policies ~ ' Marne Type Data
=0 Microsoft (Default) REG_SZ {value not set)

i _L—I CU”FEVE”E"'!‘J_ [f¥]RestricthemateClients REG_DWORD 000000000 (0)
&[] SvstemCertificates

(] windows
= windows NT |
Sk |

{2 Terminal Services |

Iy ComputettHEEY _LOCAL_MACHINE\SOFTWARE PoliciestMicrosaftwindows MTYRPC
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PART 7 Using the NetDisturb Client

The NetDisturb Client is the main NetDisturb User Interface.
With NetDisturb Client you can:

= Select packet stream to process and configure impairments to apply,
= Run / Stop traffic following the configured impairments,

= Open, save... contexts,

= Configure the NetDisturb Server and NetDisturb driver.

All parameters entered in the NetDisturb Client are automatically transmitted to the
NetDisturb Server.

To use NetDisturb:
,Q = First run NetDisturb Server
= Then run NetDisturb Client

7.1 The NetDisturb Client Main Window

The NetDisturb Client main window is displayed after client identification. Traffic and
impairment representation on the Client main window is based on the following scheme:

. \ P
Incoming =1
packet
Y
s IP Flow #1i
running?
No
Yes
IP Flow # i
pa?:l?:tsrrtlr;?ch - Packet he g Content No _
the mask? lost Impairment »
i Yes Yes
No é Yes (delayed) *(content impaired)
A
i=i+1 .
Outgoing
i>16 packet
No
Yes
Other IP Flows
Packet N0 No Content No |
Interface A lost Impairmen > nterface B
i Yes * Yes
® Yes (delayed) (content impaired)

Treatments synoptic for selected packets in a flow from A to B

(B to A direction may be configured from the same manner, but isn’t shown on this scheme)
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The NetDisturb Client main window is composed of five areas:

%Y NetDisturb Client - Impairment Tool for IP Networks - Context.WSX g|§|g|
File Edit Actions ‘Working Modes  Statistics  Help - «« Hide Aggregates 1
IF Flows P Flow #07: FTP = Aggregates
Fun #001 L -|| #01
Q | ’_ |— Mask [+ Trigger] Lozz & Duplication Law Delay & Jitter Law "—IJ
+ 402 [3P i L ||/
|FTF' ﬂ |Percentage Loss ﬂ | J
#03 POP3 L - | #03
+ g' |— Mask. Edit Percentage Loss Edit Canstant Delay & File with Jo— l:l
Fun t0s ] [smTe g| Throughput and D uration [
. # Logt or Duplicated 2 =,
Bun 05 li\f'NC g| I # Incoming Packets 1] Packets 0[00%] #Delayed Packets 0[0.0x] ’—_||:| 1 a5
+ #06  |RSWP all —Irterface & (MAC]: D003 A1 36 1C 74 - @ —Irterface B (MACE D003 A1 36 11 53— I | #c
Incoming Outgaing
Mone - | RO7
Q g' # Packets/Second Opfs il # Packets/Second Opds
Throughput | 0.00 b/ —) Throughput | 0.00 b/ Mone) | - || w08
Q g| Interface R E R E Interface
m #09
g| STARY Outgaing Incoming @
A 4 B Tane ~ | #10
Q g' # Packets/Second Op/s . # Packets/Second Opis
al Thioughput | 0.00 b/ i Thioughput | 0.00b/s MIEL
oo I #
g| Mask [+ Trigger] Lozs & Duplication Law Delay & Jitter Law v || #13
a [(No mask] = = | ~|[#a
,7 g| [No packet handled) edit | (Mo Duplization. Mo Loss) (Mo Delay and no Jitker) [, 0. || #15
Q SN # Incoming Packets Bletia Duggiit:t‘g 0[00% #Delayed Packets 000 ]| #8
Fur | [other P Fows 3 +|[cther
atistics Synthesis by Flow
ISt i g g| Total Synthesis &
Throughput Reception Received Pkts {00 Pkt Sent Pkt Throughput Transmission L0 ’
Fur Al ‘ From AtoB | 0.00 ks 0 pis 0p 0p Opl 000hkis Opis | —CPU Usageyff Confidure Agaregates
FromBto A | 000 ks 0 pis 0p Op Opl  0.00bkis 0 pis 1%

- (1) The menu is a standard application menu. The items of the menu are detailed in

paragraph 7.2 Menu Description.

(2) The ‘IP Flows’ area lists mnemonic-names of flows. This area is used to either start

and to stop each IP Flow or to start and stop all flows at the same time. The magnify

button is used to selected flow individually. The last two flows have a predefined

behavior:

= the "Other IP Flows" object allows applying specific loss, delay laws and content
impairment laws to non-previously filtered IP packets.

= the "Statistics Synthesis by Flow" magnify summarizes the flows #01 to #16.

These areas are explained in paragraph 7.3.

(3) This central-part shows traffic statistics on each IP Flow #01 to #16 or the ‘Other IP
Flows’. It is used to create, delete and modify loss/duplication laws, delay/jitter laws,
content impairment laws or IP masks. The content impairment laws are available by
clicking on the white and blue arrows located on the right side of this central-part.

(4) The 'Aggregates' area allows defining up to 8 aggregates (an aggregate is a
consecutive set of IP flows sharing the same Delay & Jitter law). An aggregate is
defined with a color and a Delay & Jitter law can be defined for each direction (A > B
and/or B> A).

(5) The total synthesis area is a reference area where global statistics information is
presented. It includes ‘Alarms’ returned by the NIC drivers or by the NetDisturb driver
when memory errors occur. The CPU usage value is provided for information.
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7.2 Menu Description

7.2.1 File Menu
P
QOpen...
Save
Save fAs...

1 Defaulk Wax

2 Delawandlitker, WS
3 Deployrment WSy

4 Wy Al Simulation, W

Exxit

In order to keep the parameters configuration for further tests sessions, the NetDisturb
Client and Server use context files. The context files are saved with the .wsx extension.
They are usually saved in the Script folder of the NetDisturb Server directory.

A context file contains:
- The impairment parameters (selected mask & laws),
- The configuration values.

The default context is opened at each run of the NetDisturb Client. The most recent files
list is kept from sessions to sessions.

7.2.1.1  File/New
This command opens a new default context (no impairment parameters).

7.2.1.2 File/Open
This command allows opening an existing context file (.WSX files). The older version
contexts are imported silently.

7.21.3 File/Save
This command allows saving the parameters and laws in a context file (WSX file). The
version 4.4 contexts can’t be used by an older version of NetDisturb.

7.21.4 File/Save as...

This command allows saving parameters and laws in a context file, which name is
requested in a standard dialog box. The version 4.4 contexts can’t be used by an older
version of NetDisturb.

7.2.1.5 File/Recent Files
The 4 most recent files used are displayed at this place.

7.21.6 File/Exit
This command stops the NetDisturb Client. If changes where made you get the
opportunity to save them in a context file.
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7.2.2 Edit Menu
Edit

Copy
Paste

Maovve IP Flow #02: HTTPS UP
Maove IP Flow #02: HTTPS DWWk

Insert before IP Flow #02; HTTPS
Delete IP Flow #02: HTTPS
Reset IP Flow #02: HTTPS

The edit menu helps to handle the IP Flows.

7.2.2.1 Edit/Copy

The Copy item makes a copy of the current IP Flow into memory for further use. Copy
includes the current selected Mask, Loss & Duplication Law, Delay & Jitter Law and
Content Impairment Law for the both directions. The IP Flow mnemonic is also
concerned.

7.2.2.2 Edit/Paste

The Paste item changes the current IP Flow parameters by the previously memorized IP
Flow parameters (use of the previous Copy command). It applies to the Mask, the Loss &
Duplication Law, the Delay & Jitter Law and Content Impairment Law for the both
directions, and to the IP Flow mnemonic name.

7.2.2.3 Edit/Move xxx Up

The Move Up item moves the selected IP flow to one position up. The Move Up item
includes the item’s mnemonic on which the operation applies. For example ‘Move IP
Flow #03 Up’ switches IP Flow #03 with IP Flow #02, where the content of IP Flow #03 is
moved into the second item, while the content of IP Flow #02 is moved into the third
position. The IP Flow mnemonic is also concerned.

7.2.2.4 Edit/Move xxx Down

The Move Down item moves the IP flow location to one position down. The Move Down
item includes the item’s mnemonic on which the operation applies. For example ‘Move IP
Flow #04 Down’ switches IP Flow #04 with IP Flow #05, where the content of IP Flow
#04 is moved into the fifth position, while the content of IP Flow #05 is moved into the
fourth position. The IP Flow mnemonic is also concerned.

7.2.2.5 Edit/Insert before xxx

The ‘Insert before ... item makes a room available at current item location, whose
mnemonic is added. The items located after the current item move one position down;
this includes the current item. The current item becomes empty. The 16" item is lost. If
the current item is the 16", no change appends to the 15" previous but the current — the
16" - is reset.
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7.2.2.6 Edit/Delete xxx
The ‘Delete before ..." item deletes the current item and moves the lower items to one
position up. The 16" item becomes empty.

7.2.2.7 Edit/Reset xxx
The ‘Reset before ...’ item set the content of the current item with default values. The IP
Flow mnemonic is empty.

7.2.2.8 Edit menu and the Aggregates

,Q The aggregate configuration of the IP Flow is not changed by an action from
the Edit menu.
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7.2.3 Actions Menu

Zonfiguration

Reset Counters
Reset Server

7.2.3.1  Actions/Configuration
Select the "Configuration" item in the Actions menu to display the Parameters
Configuration window:

MetDisturb Client - Parameters Configuration

Dizplay Configuration

Fefrezh Peniod: [from 1= to B0 2]

Sampling period for the throughput calculation: |2 [from 0= to B0 2]

T |nstant Throughput f* Average Throughput using Sampling Mechanism Cancel

| Use compression when exchanging data with the NetDisturb Server

MetDizturb Meazurement Units

Choose one of the unit below [defined by IEEE Std 260.1-2004] to use with the throughput statistics.
{+ |Jze kilobyte [kB] and kilobit per second [kb/s) where 1kbds:= 1,000 bits/s

" |ze kibibyte [KiB] and kibibit per second [Kibds] where 1Eib/s:= 1,024 bitz/s

Farameter about the ‘'Laws Apply to each TCPAUDP Connections of the |P Flow' kMenu Selection
Mumber of Buffers containing the Laws Yalues: |2 [from 2 to 100)

When the YWarking Maode 'Laws Apply to each TCPAUIDP Connection of the |P Flow' iz selected,
each TCRAUDP connection found in the 1P Flow zhould impaired in the zame wan. To reach thiz aim,
the walues generated by the laws are stored in internal buffers.

There iz the same number of buffers for Lozs & Duplication laws as for Delay & Jitter laws. E ach buffer
lozated in the Kernel memary -a resource to uze sparingly- iz able to contain 20480 values.

For example, when 2 iz the 'Mumber of Buffers containing the Laws Walue' value, 4 buffers of 20480
walues are allocated, consuming 320 EBvtes of Femel memorny per [P Flow, that iz 5,440 Kbytes due
to the 17 1P Flows.

Thiz iz why the "Mumber of Buffers containing the Laws Yalues' value should be configured carefully.

Select the Application to Dizplay Traces

|nu:utepau:| J

Interface Selechion

Irterface & |NIE Download (100 Mbds) 00-08-41-36-11-53 j
Interface B: |NIE Upload (100 Mb/s) 00-08-41-36-1C-74 j

This window is divided in five parts: Display configuration, Measurement Units,
Parameter about the 'Working Mode / Laws apply to each TCP/UDP connection of the IP
Flow' selection, Select the Application to Display Traces and Interface Selection:

= Display configuration

From this section you can:

e Define the refresh period for the display of GUI’s counters
e Define the sampling period for the throughput calculation
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e Define the way the throughput will be processed (instant or average). The average
throughput is based on the latest x seconds statistics (x is the sampling period).
Instant computing means computing with value of the latest second.

Define an average throughput with a sampling period of 0 allows obtaining an average
throughput on the whole period of the NetDisturb use (since the last Reset).

e Use compression when exchanging data between the Server and the Client.

Data compression is useful when the NetDisturb Client and NetDisturb Server exchange
.‘c traces and are connected via a ISDN or modem link. When the NetDisturb Client and
\‘\ NetDisturb Server are exchanging data on the same PC, the use of compression is not
relevant.

= Parameters applying to measurement units

e Use kilobit: in this case a kilobit/s (kb/s) is equal to 1,000 bits/s.

Display Meaning

10 b/s 10 bits per second

1 kb/s 1 Kilo bits per second (1,000 b/s)

1 Mb/s 1 Mega bits per second (1,000,000 b/s)

1 Gb/s 1 Giga bits per second (1,000,000,000 b/s)

1 Th/s 1 Tera bits per second (1,000,000,000,000 b/s)
1.23765 1.23 x 10765 bits per second

e Use kibibit: in this case a kibibit/s (Kib/s) is equal to 1024 bits/s.

Display Meaning
10 b/s 10 bits per second
1 Kib/s 1 Kibibits per second (1,024 b/s)
1 Mib/s 1 Mibibits per second (1,048,576 b/s)
1 Gib/s 1 Gibibits per second (1,073,741,824 b/s)
1 Tib/s 1 Tibibits per second (1,099,511,627,776 b/s)
1.23"65 1.23 x 10765 bits per second
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= Parameter about the 'Working Modes / Laws apply to each TCP/UDP connection
of the IP Flow' selection

This parameter (number of buffers containing the law values) is used when the following
working mode is selected: "Laws apply to each TCP/UDP connection of the IP Flow" (see
paragraph 7.2.4.2), i.e. each TCP/UDP connection found in the IP Flow should be
impaired in the same way.

To reach this goal, the values generated by the laws are stored in internal buffers.

There is the same number of buffers for the Loss & Duplication laws as for the Delay &
Jitter laws. Each buffer located in the kernel memory of the NetDisturb Server machine —
a resource to use sparingly, is able to contain 20,480 values.

Data compression is useful when the NetDisturb Client and NetDisturb Server exchange
] For example when 2 is the number of buffers, 8 buffers (2 per direction) of 20,480 values
.\ﬁ\ are allocated, consuming 640 Kbytes of kernel memory per IP Flow, that is 10,880 Kbytes
due to the 17 IP Flows handled by NetDisturb. That is why the 'Number of Buffers
containing the Laws values' should be configured carefully.

,Q Content Impairment Laws are not concerned by the working modes.

= Select the Application to display Traces
You can define the full path name of the program used to read the traces (word
processor program). The Notepad application is entered by default.

= Interface selection
This section allows selecting the Ethernet NIC to use for the interfaces A and B.

7.2.3.2 Actions/Reset Counter
The Reset Counter impacts both the local Client and Server counters. All statistical
counters and percentages are set to 0.

7.2.3.3 Actions/Reset Server

The Reset Server item stops the Server Part. When the Server stops, the NetDisturb
driver is stopped too. Then the Client is closed and you should restart the NetDisturb
Server and Client manually.

’Q To stop and free pending packets, you should reset the server. When you stop the IP
Flow, pending packets remain in the output queue.
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7.2.4 Working Modes Menu

Waorking Modes

Enable Desequencing Packets (Internet-like)
v Disable Desequencing Packets (Ethernet-like)

v Laws ko be applied to the IP Flow
Laws to be applied to each TCP/UDP Connection of the IP Flow

The impairments may introduce changes in the packet sequence. It is an option to keep
the packet sequence or not.

The NetDisturb driver analyzes the IP packets to split them into the TCP or UDP
connection they belong to. This mode makes possible to apply the same impairment
values to each packet of each connection, e.g. to loose the third packet of each
connection for example.

7.2.4.1 Working Modes/ Enable & Disable Desequencing Packets

One of the Ethernet characteristics is to keep packets received in order. Internet hasn’t’
this constraint regarding the packet ordering: some packets can use one way while
others another one, with the consequence the receiver may get packets unordered.

The NetDisturb Driver can simulate an Internet network or can react as Ethernet does.

How NetDisturb creates an unordered case?

It may append a delay applied to one packet makes this packet to be sent before
previous ones, because the delay to apply to the latest packet is smaller than the
inter-packet delay and the delay applied to older packets are reduced to be sent
before the new packet.

7.2.4.2 Working Modes/Laws apply to the IP Flow or to each TCP/UDP Connection of
the IP Flow

e Laws to be applied to the IP Flow

When the ‘Laws Apply to the IP Flow’ option is selected, every packets matching the
masks requirements are considered belonging to the same flow. Processing is carried
out in “continue”. When you define to loose 1 packet on 3, the third received packet is
lost, whatever the TCP/UDP connection it belongs to.

e Laws to be applied to each TCP/UDP connection of the IP Flow

When this option is selected the NetDisturb driver analyses each IP packet trying to put
the IP packet into a TCP or UDP connection by using the following parameters: protocol,
IP addresses and port numbers. If the connection doesn’t exist, a new one is created.

Let’s take the same example as above: loose 1 packet on 3.
In that case, the third packet of each TCP or UDP connection will be lost.
Up to 10,000 connections can be handled simultaneously.
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A flow disappears automatically when the TCP connection is closed and after a
configurable timer for the UDP connections.
This timer is configurable in the Registry parameters of the NetDisturb driver.

= Buffers

The number of buffers defines the number of values (delay or loss) kept by the
NetDisturb driver and used for each Connection of an IP Flow.

One buffer contains 20,480 values and the minimum number of buffers is 2.

With this working mode, the NetDisturb Server generates delay and loss values as
much as the NetDisturb driver can keep.

When the NetDisturb driver detects a new flow, it gets its own pointer to loose and
delay values exclusive of the other flows. This pointer starts at the beginning of the set
of values. In case of connection with a large number of packets, the pointer increases
fast; when connections have few packets their pointer increases slowly. When the
pointer reached the latest value, it restarts at the beginning in a circular way.

7.2.5 Statistics Menu

Skatistics

Skart

onfiguration

The NetDisturb Client statistics can be saved in a text file. The values saved are shown
in the ‘Statistics Synthesis’ view (see 7.3 for more details). They are saved at the same
rate they are visually refreshed.

You can select the configuration dialog box to save the statistics of each IP Flow in the
statistics file.

7.2.5.1 Statistics/Start

Start to save statistics in the file. An abstract of each selected connection (Mask name,
Lost, Delay and Content Impairment law) is saved at the beginning of the file, followed by
the list of statistics, one column per statistics.

Each following record gets the format:

Column separated by a tab Comment
MM/DD/YYYY hh:mm:ss.mmm | Month/Day/Year Hour:Minute:Second.millisecond
#XX Connection number
Statistic value One value per selected statistic

When the statistics are saved, the file can be opened for reading but it can’t be changed.

The throughput values are expressed in Kbps or Kibibit per second (More information are
available in paragraph 7.2.3.1 Actions/Configuration

7.2.5.2 Statistics/Stop
Stop to save statistics in the file. The file can be renamed or copied.

7.2.5.3 Statistics/Configuration
This option allows defining various configuration parameters.
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NetDisturb Client - Export Statistics

Filename |

Tick the |P Flow to Export
|F Flowiz]

1 [ 5[ 3 [ 13
2 6 10 14
3 [ 71 M [ 15
4 [ 8 121 16
[ Other IP Flows

Al | None |

-

[ D N I (i i B

Fercentage
Incoming Throughput
Incoming Packets
Lost Packets
Delayed Packets
Modified Packets
Outgoing Packets

Outgoing Throughput

| Cancel |

@7 Browse

Tick the related Statistics to export

Statistics can start if at least the filename, one flow and one Statistics item are selected.

- (1) Filename: The filename edit box contains the target file name where statistics will
be written. If the file still exists, it will be overwritten.

- (2) Tick the IP Flow(s) to Export: This section is used to select IP Flows to include in
the statistics file. IP Flow #01 to IP Flow #16, plus the "Other IP Flows" can be
selected. The Total Synthesis (3) refers to the bottom part of the Client Windows

(PART 7 in the detailed description 7.1).

- (4) Tick the related Statistics to export: This section is used to select the statistic items

to save:

= Rx (Receive) and Tx (Transmit) Throughput
These statistics include the volume throughput (in kb/s or Kib/s) and the packet

throughput (packet per second).

= Packets Filtered, Lost, Delayed or Modified

These statistics include the number of packets and the percentage.

= Packet Sent

This statistic includes the number of packets.
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7.2.6 Help Menu

Contents
About...

7.2.6.1

Help/Contents

This command opens the NetDisturb User Guide as a PDF file. So you need a PDF

reader to view the contents.

7.2.6.2

Help/About

This command displays the version number and copyright of the software.

7.2.7 Hide or Show Aggregates Menu
This menu has two states:

File
Or
File

By clicking on the 'Show Aggregates' menu, the NetDisturb Client window is enlarged on

Edit Actions Waorking Modes

Edit Actions Working Modes

Statistics

Statistics

the right and shows the aggregates area:

5.‘, NetDisturb Client - Impairment Tool for IP Metworks - Context. WSX
File Edit Actions ‘Working Modes Statistics  Help - =« Hide Aggregates

Help - Show Aggregates »=»

Help - «« Hide Aggregates

— IF Flows — IF Flow #01: FTP — Aggregates
Fiun H01 e - || #o1
Q | ,7 |— task [+ Trigger] Lozs & Duplication Law Delay & Jitter Law "—IJ
- ET (=) . |- e
|FTF' j |Percentage Loss j | J
#03 POPI — #03
B g' |— Mazk Edit Percentage Lass Edit Constant Delay & File v_\lllh aaregats l:l T
Fun H04 ’W g| Throughput and Duration =] ey
8 # Lost or Duplicated P o
Fiun 405 ’7\4*10 g' I # Incaming Packets 0 Packsts 000 #Delayed Packets 0[0.0 %] ’—_||:| .
+ #06  |RSVP g | —Interface & (MAC]: 00 0841 36 1C 74 - @ — Intertace B (MAC]: 00 08 41 36 11 59— |:| - || %05
Incoming (Outgoing
Mane: w | ®OT
Q g' # Packets/Second Opis AED # Packets/Second 0pds
Thraughput 0.00 b — Throughput 0.00 b (i #08
Q gl Interface s E LR E Interface =
B [ oner | =] #09
gl SLAG Outgoing Ihcoming SLAG — -
A _ B Mane - | H0
Q gl # Packets/S econd Dp/s Fr # Packets/5econd Opis
a Thioughput | 0.00b/s " Throughput [ 0.00 b/ ML
niied « <[z
gl Mask. [+ Trigger] Lozs & Duplication Law Dielay & Jitter Law - #13
a [INo mask] =] | =1 =] -] [#14
[Mo packet handled) Edit [Mo Duplication, Mo Loss] [Mo Delay and no Jitter) hagreaot
,7 rogete tone) | =] | #15
Q gl # Incoming Packets ] HLostor Duggii‘;‘: 0[00%  #Delayed Packets 000 <[ [&48
Fiun Cther IP Flows gl - | |Cther
ﬁaﬁs‘tics Synthesis by Flow
u ] gl — Total Synthesis Al
Throughput Reception Received Phts  Matching Pits  Sent Pits  Throughput Transmission BN p
Fiun &l From AtoB | 0,00 bis 0piz i i Onl 000bis 00/ | ZCPU Usagey | Confiurs Agoregates
FromBto &1 000 bis 0pls op op Onl 000bis 0pls 1% |

© ZT1 1998-2006

Page 62/189



NetDisturb PART 7 Using the NetDisturb Client

By clicking on the 'Hide Aggregates' menu, the NetDisturb Client window is reduced to
hide the aggregates area:

%! NetDisturb Client - Impairment Tool for, IP Metworks - Context. WSX
File Edit aActions ‘Waorking Modes Statistics  Help

— [P Flows — |F Flow #01: FTP

Fiun H001 LN
Q g P Mazk [+ Trigger] Lozs & Duplication Lav Delay & Jitter Law
+ #02 SR
|FTF' j |Percentage Loz j | J
#03 POP3
* gl |— M ask Edit Percentage Loss E diit Cansztant Delay & File with
Fun £04 ’W gl Throughput and Duration
. # Lozt or Duplicated P -
Fiun HIE ,VNCi gl I # Incoming Packets 1] Packets 0[00%] #Delayed Packets 01[0.0 %]
+ 06 | RSVP gl I — Interface & [MAC] 0008471 36 1C 7i @ r Interface B [MAC): 00 08 41 36 11 59
,7 g| Incoming Outgoing
# Packets/Second 0pts AtoB # Packets/S econd Ops
gj Throughput | 0.00 b/s —) Throughput | 0.00 bz
gl Sl Olutgaing |ncamming el
A . - :
Q gl # Packets/Second Opts Tk # Packetz/Second Oprs
al Thioughput | 0.00 b/s @D Throughput | 0.00 b/s
gl Mask [+ Trigoer] Laozz & Duplication Law Delay & Jitter Law
QA |[No mask] =l =i =
,7 gl [Mo packet handled] Edit [Mo Duplication, No Loss) [No Delay and no Jitter) po—
Q gl # Incoming Packets i} HLostor Duﬁgﬁiﬁg 0[00%]) #Delayed Packets 0[0.0%]
Run Cther IP Flows gl

Statistics Syrthesis by Flow (]

Show Aggregat

Aggregats

Interface Interface

— Total Spnthesiz A
Throughput Reception  Received Pkis  hMatching Pktz  Sent Pkts Throughput Transmission TR
From&to B 000 ks 0pis 0p 0p Op| 000hés Opis | —CPU Usage

FromBto A g0 wis 0pls Op 0p Opl  000kis uprsl_ 2% |

Run &ll ‘

© ZT1 1998-2006 Page 63/189



NetDisturb

PART 7 Using the NetDisturb Client

7.3 The IP Flows

This section describes the IP Flow Client part area.

7.3.1 General Description

— [P Flowsz

Run 01 |[EEE @&
Runtiz |[wrre &
Rungioz |[rrmes
Runtind [[ror Y
Rungios [[swe
Fun #05 | [neTeos &
Run 07 |[TFrPoe
runtiie|[ere &Y
rungioa|frr &
Fun #10 | [Prirter O
Funtill [[Ber &
Fun 12 |[mMsseLs O
Runtiz|[wme &
runtiid|[sP &
Runtiis [[oor &
Runtiie][te &
Fun || other P Flows - CY

Statistics Synthesis by Flow (4

Run All

Left buttons (Run #xx/Stop #xx) L0 |
e Each IP Flow can be started or stopped individually.

e The button ‘Run/Stop #xx’ indicates the status of the
IP Flow will get if the button is pressed. This button
is grayed when Interface A and B aren’t defined.

Edit area

e IP Flow #01 to IP Flow #16 can be named with a
mnemonic that helps to remember impairment
parameters or filter mask used.

e The "Other IP Flows" can’t be renamed: it has
specific characteristics described in paragraph 7.3.3.

Magnify buttons Ii
e This button is wused to access the details
configuration and statistics of a specific IP Flow.

e The color changes to show the current status of the
flow.

Statistics Synthesis flow taistics Syrthesis by Flow

e When selecting this view by pressing the magnify
button, the user can get an abstract of the activity of
all flows. Details can be found in paragraph 7.3.4

Fiun &l ‘ ‘

Bottom buttons
e The ‘Run All’ button starts all IP Flows, except the IP
Flows which don’t have a filter defined.

e The ‘Stop All’ button stops all running IP Flows.

© ZT1 1998-2006

Page 64/189



NetDisturb PART 7 Using the NetDisturb Client

7.3.2 Status of the IP Flows

Idle status
The idle status is the default status of the IP Flow. It is indicated by the button ‘Run
#XX' and by the magnify with a white color as shown:

Run #02 || HTTP jo

If IP Flow details are shown, the edit part and magnify button is ,

whatever the status is:
Run #02 -

Active Status
The active status is indicated by the button ‘Stop #XX’ pressed and the magnify

button as shown:
Stop #02 | [ HTTR] LN

When the current IP Flow is in active state, the active status is indicated by the

button ‘Stop #XX’ remains pressed but the label and the magnify are , as
shown:
Stop #O2 LN

7.3.3 The Other IP Flows

The "Other IP Flows" object is in charge to handle IP packets which haven’t been filtered
by IP Flows #01 to #16. This is why the filter mask isn’t available for this IP Flow.

This flow can be used to filter other IP packets not defined by previous IP Flows.

The same operations apply to this ‘17" flow as other flows (Run/Stop, Run All / Stop All,
etc.)

The colored rules described in paragraph 7.3.2 are relevant to the "Other IP Flows".
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7.3.4 The Statistics Synthesis View
To get this view you have to press the magnify button of the ‘Statistics Synthesis by Flow’
item.

B NetDisturb Client - Impairment Tool for, [P Meteo ks - Context. WSX

File Aetions  Working Modes  Statistics  Help - Show Agoregates =»
IF Flows Bl [ 5 [WCoMING THROUGHPUT]INCOMIKG P, [ LOSTPACKETS | DELAYED PACKETS [ MIODIFIED PACKETS
i e Aba B L] 000 Bde 0 pie L] o0 s Ll R | O 0
Bun a1 | =[] W‘{am,ﬁ 0 Db 0 p 0 ama % 0 100 %] o
& A (=1 AtoB 0 DD B 0 pis 0 00w 000 %] o) rE
¥ QAL o0 Biah 0 DO b O pi o 0 0 % 0 100 %] o Ko
= PORT Ata B 1] 0 bt 0 pis 1] a0 % 000 %) o 2.0
L gl— i Bk a DOd b O pk 0 amoa %) O 0a %) o PO
P 1 Ato B L] 000 B 0 pis L] Ll 8| 000 %) oo
M[smp S ﬂm{am,q 0 DOO B O pis 0 Qo % 0 pa %) o PO
= 1 AP 0 DOOBE O p 0 Qo % 0P8 %) o P
M[VNE =N | 31':'5{515;..&. 0 D00 BE O pE 0 000 ) 0o % oo
" AE 0 00O B O 0 Qo % 010 %) o po
SEg | rEve =Y ‘":'E{Em.t. a OO0 BE O p 0 Q% 0 oa %) o
o AP 0 00O B O pi 0 a0 % 0100 %) o o0
Q A pws o DOOBE O gk 0 000 %] 00 % oo
" AE 0 OO0 BE O 0 apo % 0 10a %) o pa
M pws o ODOBE O 0 a0 % 000 %) o B0
" AwE 0 OO0 BE O pk 0 a0 % 008 %) o P
M pws o D00 BE O g 0 o0 ) 000 %] oo
 « AWE 0 D0OBE O 0 apo % 0 A %) o pa
M pws o DOOBE O pk 0 @[ % 0 o4 %) o 0
Ii Q\. Ao B Li] 00 Bde 0 pis Li] Ll 8| 000 %) o 00
# Brok a O b O pk a amoa %) o 0a %) o po
" AE 0 00O Bk O 0 oo % 0 A %) o po
M2 pws o OO0 BE O p a Q[ % 0 A %) o
o AwmBE 0 D00 B O pi 0 a0 % 0100 %) o o
fNpws o DOOBE O gk 0 000 %] 00 % oo
— AE 0 000 B O p 0 oo % 0100 %] o po
Q HMilpws o OO0 BsE O ps 0 Qo % 0 A %) P
i AwE 0 OO0 B O pk 0 a0 % 08 %) o P
QU |951E0ms o D00 ka0 gl 0 00 ) 000 %] oo
i AE 0 D0OBE O 0 apo % 0 A %) o pa
Q, Bloh o ODOBE O 0 a oo % 003 %) oo
i AwE 0 OO0 Bk O pk 0 O % 0 A %) o P
Aun || ether PRows O :i' ~lEwh o0 DOOBE O pE 0 o0 ) 000 %) oo

| — Tatal Sprih
O ouhend Fception. Feceived Pz Maiching Ptz Sert Pits  Theouahess Tronsmission|  Alams

A &1 | | FromAtoB| 000kE ook oo op ool 000wEl  0o% | Zop Usage
Fram 8o A 000k 0ol 0o on 0ol 0,00 ks 0ok 3% I

On this screenshot no IP Flow is running.

Detailed Description:

B [ % [INCOMING THROUGHPUT[INCOMING P...| LOST PACKETS | DELAYED PACKETS | MODIFIED PACKETS
AtoB 0 000 bis  0pds 1 0 [0 4] 0 [0.0 %] 0[@oo

B B os 0 000 b O pks a 0 [0.0 %] 0 [0.0 %] Q0.0

The two arrows allow to scroll the statistics synthesis window in order to view the hidden
statistics. In order to change the order of the columns, simply drag and drop them. These
columns can be also resized.

There is one line per direction of the exchange. The upper line refers to the Interface A to
Interface B direction. The second line is the opposite direction.

%: This column shows the percentage of packets from A to B or from B to A which
correspond to the selected filter criteria regarding the total number of packets treated by
NetDisturb (respectively from A to B or from B to A).
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Incoming Throughput: This column shows the instant or average throughput,
depending on the Display Configuration chosen (more details are available in paragraph
7.2.3.1 Actions/Configuration).

The Incoming Throughput shown in the upper line refers to data received by the
‘Interface A’ applying the IP Filter mask (or ‘Interface B’ for the second line respectively).

Incoming Packets: This column presents the number of packet received. It is a
cumulated value.

Lost Packets: This column presents the number of packet lost, and the percentage of
those packets regarding the global number of packets filtered, for the relevant direction.
In case of duplication, this counter shows the number of generated packets by the
duplication process.

Delayed Packets: This column presents the number of packet delay, and the percentage
of those packets regarding the global number of packets filtered (Incoming Packets
column), for the relevant direction.

Modified Packets: This column presents the number of packet whose the content has
been impaired, and the percentage of those packets regarding the global number of
packets filtered (Incoming Packets column), for the relevant direction.

Outgoing Packets: This column presents the number of packet sent from one interface
to the other. It is the number of packets filtered (column Incoming Packets) minus the
number of packets lost (Lost Packets column), for the relevant direction.

Outgoing Throughput: This column shows the instant or average throughput,
depending on the Display Configuration chosen (more details are available in paragraph
7.2.3.1 Actions/Configuration).

The Outgoing Throughput column shown in the upper line refers to data sent to the
Interface B (or Interface A for the second line respectively).

By default, all of the statistical columns are displayed. The NetDisturb Client offers the
possibility to hide the non-mandatory columns. To access to the configuration window
showed below, right click on the statistical area to open it. When a column is selected,
this one is inserted at the end of the tab.
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Bl NetDisturb Client - Choose Statistics r$__(|

Select the statistics columns to digplay
Percentage of Packets filkered %]
Incoming Throughput

Outgoing Throuhgput

|nzoming Packets

CDutgoing Packets

Delayed Packets

Lozt Packets

Modified Packets

Apply | Cancel |

p The display preferences (order, size and visibility) of the statistical columns are
saved into the context file

<l <l <l <] <1 < €]

<
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When some IP Flows are active, corresponding lines are colored as shown below:

the yellow color is related to the A=»B direction
the white color is related to the B=>»A direction

E.‘,.‘ NetDisturb Client - Impairment Tool for IP Networks - context LUDP 2009-2024. WSX

File Actions  Working Modes  Statistics  Help - Show Aggregates ==

IF Flaws E==|===| [%[INCOMING THF... [INCOMI...] LOST PACKETS | DELAYED PAC... [MODIFIED PA..] OUT..[OUTGOING THROU...|

Stop #01 | [UDPFart 2009 gl AloB 6B 587 Kbis SO pis 4352 2613 [B0 %) 172040 %] 173 [40 %] 1738 214 Kbk 13 pk

B Bioa 2 193kbs 17 pis 1565 0[0.0%] 1568 [100 %] 0[00%] 1865 193 Kbis 17 pis

Erun #02 || UDPPort 2010 gl AloB 0O DO00bs 0O pis u] 0 [0.0 %] O 0.0 %] 0 [0.0 %] u} 000 s Opls

2 Bios 0 ooObE 0ps 0 000 %] 000 %] 0[0.0 %] 0 000 bz O pis

AtoB 6B S580Kbs Slpis 4364 524 [12 %] 0 [0 %] O[00%] 2830 610 Kbis 45 pis

LIDPiPort 2011

Stop B3 " gl m3{ Blod & S519Khis 45ps 3330 2207 [50 %] O[O0 %] 153 [40%] 1533 210 Kbis 18 pis

At0B 0 000bE  Opis 0 0[0.0 %] 000 %] 0[0.0 %] 0 000 bz O pis

fLg 0Ly | VPPt 2012 gl “04{ Btof 0O OO0k Opis 0 0[0.0 %] 0 [0 %] 0[0.0 %] o 000 bis O pis

’7 HtoB B 58T Kbis S0 pis 4351 524 [12 %] 22T [B8 %] 000 %] 3826 506 Kbiz 43 pic

Stop HOS || UDPFort 2013 gl ﬂ95{ Blof & 506 Khis 43pis 3826 100 [5.0 %] O[O0 %] 36305 %] 3636 485 Khis M pis

’7 AloB 0O 0OO00bs 0Opks 0 0 [0.0 %] 0 [0 %] 0 [0.0 %] o 000 bis O pis

AL | gl nus{ Elod O 000bis Opk 0 0[0.0 %] 0 [0 %] 0[0.0 %] 0 000 b Opis

’7 HtoB B 583 Kbis S0 piz 4353 000 %] 4252 [100 %) 0[0.0%] 4352 583 Kbie S0pis

Stop HO? || UDPFort 2015 gl ”D?{ Blof 7 557 Khiz S0 pis 4352 522 [12 %] O[00%] 3E3[B8 %] 330 511 Khis 4dpis

4t0B 0 0ODbE  Opis 0 000 %] 000 %] 0[0.0 %] 0 000 bz Opis

Fiun #08 | | UDP/Port 2015 gl ”DS{ Elod 0O 000bE 0Opk 0 0.0 % 0 [0 %] 0[0.0 %] o 000 bis O pls

floB 6 B87 Khis S0 pis 4352 2656 [50 W] 0 [0 %] O[00%] 1796 210 Kb 19pis

Stop HO3 || UDPFort 2017 gl nns{ Blod 3 219 Kbis 19 pis 1706 000 %] 0 [0 %] S[0.3%] 1798 210Kbs 19pis

’7 st0B 0 0ODbE  Opis 0 000 %] 000 %] 0[0.0 %] 0 000 bz O pis

Bug 10y | DFFort 2018 gl mu{ Elod& O 000bis 0Opk 0 0[0.0 %] 000 %] 0[0.0 %] 0 000 bz O pis

’7 HtoB B 58T Kbis SO piz 4351 219 [5.0 %] 000 %] 0[D0%] 4132 558 Kbiz 42 pic

Stop #11 || UDPFort 2013 gl #n { Btof 7 G50 Khis 43 pi 432 206 [5.0 %] 0 [0 %) 0[00%] 2926 531 Khis 48 pis

ft0B 0 00O0biE Opis 0 000 %] 000 %] 0[0.0 %] 0 000 b Opis

Fun #12 |[UDPport 2020 mz{ Btod 0 000bs 0 pis 0 0 [0.0 %] 0 0.0 %] O@o% 0 000bE Opis

floB 6 B87 Khis S0 pis 4363 0 [0.0 %] 0 [0 %] 0[00%] 4353 687 Kbis 60 pis

Stop #13 || UDR/Part 2021 gl ﬂ13{ Blof 7 637 Khis &0pis 4363 000 %] 0 [0 %] 0[00%] 4353 637 Kbis 60 pis

’7 ft0B 0 0ODbE  Ops 0 000 %] 000 %] 0[0.0 %] 0 000 b Opis

BupdlLy | VDFPart 2022 gl m4{ Elod O 000bis 0Opk 0 0[0.0 %] 0 [0 %] 0[0.0 %] o 000 bz O pis

Ht0B B 503 Kbis &1pis 4362 O[0.0%] 4352 [100 %] 212 [5.0 %] 4351 503 Kb 51 pis

Stop H#15 || UDP/Part 2023 gl mE{ Elod 7 568 Kbiz 49pi 4133 O[00%] 33 [00%] HI[00 %] 32 565 Kbiz 48 piz

AlB 0O OO00bSs Opds 0 0[0.0 %] 0 [0 %] 0[0.0 %] o 000 bis O pis

Fiun #16 | | UDP/Port 2024 gl ms{ Blof 0O O0O0bis 0Opis 0 0 [0.0 %] 0 [0 %] 0 [0.0 %] o 000 bis O pis

Ht0B 50458 Mbis 400 pis 34845 0[0.0 %] 0 [0 %] 0[0.0 %] 24245 452 Mbis 400 pis

Stop || Sther I Flows gl """ { Blod 55458 Mbk 000 %] 34298 4.52 Mbis 400 pis

| R — Total Synthesis - - - — Al
Throughput Reception Received Pkts Matching Pkts  Sert Pkts  Throughput Transmission Sl

Fiun Al ‘ Stop Al From &t0B| 917 Miis| 800 pis BI664n | GIEE4p 63224 p| 827 Mois| 72265 | _CPY Usage

FromBlo Al g 23z 719 s E2837 p 62536 B S9620p | 7.81 Wbzl B8 pz B % |
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7.4 The Impairment Parameters and associated Commands

The impairment parameters are defined by using a Loss & Duplication law and/or a Delay
& Jitter law and/or Content Impairment law. These parameters can be modified from the
top (for A to B direction) and bottom part (for B to A direction) of the NetDisturb Client
main window.

Iazk [+ Tilgger] Loz & Duplication Law Delay & Jitker Law
@ bl 3k m Percentage Loss Constant Delay
# Incoming Packets @ 1ggr  HlesterDuplested | ones b7 %) #Delped Packets | 9313 (78 %)
I Lozs & Duplication Law Dielay & Jitker Lavs Content Impairment Law
Percentage Loss | Constant Delay A ange
#Lostor D“E",;iﬁ 11425[60%]  # Delaved Packets | 7701 [40%] #ModfiedPackets 770 (4.0 %)

Top area of the main Client window

This area is separated in four sections:
= Mask [+ Trigger]

= Loss & Duplication Law

= Delay & Jitter Law

= Content Impairment Law

Each section is composed of 6 objects:

- (1) the Edit button allows defining and modifying the mask or the impairment law.

- (2) the combo-box allows selecting the defined mask or law

- (3) the resume of the mask or law selected in the combo-box

- (4) alabel and a counter showing the number of packets processed

- (5) the left arrow allows showing the mask area

- (6) the right arrow allows hiding the mask area and displaying the content impairment
area

e Mask [+ Trigger]

On the left part, the IP Filter mask is presented. This parameter allows selecting packets
to process and eventually a trigger to apply. The number of packets that match the mask
is displayed (# Incoming Packets) below the list box.

e Loss & Duplication Law

This central part presents the loss and/or duplication law applied to the selected packets.
With a loss law, it displays the number of lost packets and the ratio of packets lost on the
number of filtered packets for the current IP Flow. With a duplication law, it displays the
number of generated packets by the duplication process and the ratio of generated
packets on the number of filtered packets for the current IP Flow. In the case of the "Loss
(1 out of N) then Duplicate (1 out of M)" law, it displays the number of lost packets added
to the number of generated packets by the duplication process.

© ZT1 1998-2006 Page 70/189



NetDisturb PART 7 Using the NetDisturb Client

e Delay & Jitter Law

The right part presents the delay law applied to the filtered packets that were not lost.
The number of delayed packets and the percentage of delayed packets on number of
filtered & no lost packets are displayed.

e Content Impairment Law

By clicking on the left white and blue arrow button, NetDisturb presents the content
impairment law applied to the filtered packets that were not lost. The number of modified
packets and the percentage of modified packets on number of filtered & no lost packets
are displayed.

,Q Once created a new mask or a new law, it will be available to be applied to both
directions (A @ BorB 2 A).

7.4.1 Selection of a Filter Mask or an Impairment Law
To change the selection of the mask or the law, select the requested mask or law from
the list displayed in the combo-box. The mask or the law is automatically selected.

7.4.2 The Mask [+ Trigger] Configuration

A mask is a set of parameters to select the packets that would be impaired.

A mask is composed of a combination of several items where each one of them is
optional (except the Frame Type):

Frame Type (ARP Frame or IP Frame: IPv4 or IPv6 or IPv4 & IPv6): mandatory

MAC header:

- MAC Destination address (with the operators 'Equal' and 'Different’)
- MAC Source Address (with the operators 'Equal' and 'Different')

- VLAN-ID list (802.1Q) (with the operators 'Equal' and 'Different’)

IP header:

- IP Destination address (with the operators 'Equal' and 'Different’)

- IP Source Address (with the operators 'Equal' and 'Different')

- Protocol (with the operators 'Equal' and 'Different')

- Differentiated Services or ToS (with the operators 'Equal’ and 'Different’)

Ports (only available with the UDP or TCP protocol):
- Destination Port List (with the operators 'Equal' and 'Different’)
- Source Port List (with the operators 'Equal' and 'Different’)

Optional Trigger condition (only available if the IP Flow doesn't belong to an
aggregate) with 3 parameters:

- Offset (decimal value)

- Pattern (hexadecimal string)

- Result (hexadecimal string)

The analysis starts at the Offset position of the Ethernet frame, where the content
ANDed with the Pattern (up to the pattern length) should be equal to the Result to set
the trigger condition.

When the Trigger condition occurs the following parameters are considered before
applying the impairments.
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e Trigger parameters:

Delay before applying the impairments
Impair or not the frame that has triggered
Duration of the impairments

Number of cycles for the trigger

The format for the parameters with a list (i.e. VLAN list or Port list) is detailed in the
paragraph 7.4.2.5.

By default, the following IPv4 masks are included with the default context called
'‘Default.wsx'":

Combo-box Comment area Description

(None) No parameter This mask disables the IP Flow because no packet can match
a Mask without selection criteria.

TCP Mask This filter considers only IP packets with a protocol set to TCP.

UDP Mask This filter considers only IP packets with the UDP protocol.

HTTP Mask This filter considers IP packets with the TCP protocol and the
destination ports 80 or 8080.

HTTPS Mask This filter considers IP packets with the TCP protocol and the
destination port 435.

ICMP Mask This filter considers only IP packets with ICMP (01) protocol.

SMTP Mask This filter considers IP packets with the TCP protocol and the
destination port 25.

NETBIOS Mask This filter considers IP packets with the TCP protocol and
destination ports 137, 138 or 139.

VolP Mask This filter considers IP packets with the UDP protocol and the
destination port 1250.

TFTP Mask This filter considers IP packets with the TCP protocol and the
destination port 69.

TFTP/UDP Mask This filter considers IP packets with the UDP protocol and the
destination port 69.

VNC Mask This filter considers IP packets with the TCP protocol and
destination port 5900.

Printer/Port Mask This filter considers IP packets with the TCP protocol and
destination port 9100.

TELNET Mask This filter considers IP packets with the TCP protocol and the
destination port 23.

GRE Mask This filter considers IP packets with the GRE (x2F) protocol.

SIP Mask This filter considers IP packets with the SIP protocol

FTP Mask This filter considers IP packets with the TCP protocol and the
destination ports 20 or 21.

BGP Mask This filter considers IP packets with the TCP protocol and
destination port 179.

MS-SQL-S Mask This filter considers IP packets with the destination port 1433.

VLAN Mask This filter considers IP packets when the VLAN ID is included
between 1 and 5.

POP3 Mask This filter considers IP packets with the TCP protocol and the
destination port 110.

NTP Mask This filter considers IP packets with the TCP protocol and the
destination port 123.

RSVP Mask This filter considers IP packets with the RSVP (x2E) protocol.

.iﬁ\ Supplementary masks may be added depending of the product release.
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To define or edit an existing mask, press the Edit button as indicated below:

b azk [+ Trigaer] Lozz & Duplication Law

Delay & Jitter Law

| [None] - | [Mane]

[Mane]
oy, (e ])

# Incoming Packets 1]

[Mane]

# Lozt or Duplicated

Packetsz

ﬂ | [Mane]

ea |

0[0.0%]

|
[Mane] Edit |

# Delayed Packets 000 %]

Then the following window will appear:

NetDisturb Client - Edition of Mask [+ Trigger]

Lizt of the defined Mazkz

bazk Hame | Frame Type | MAC Header
TCP [Pd Ma
DP [Pd Ma
HTTF [Pd Mo
HTTPS [Pd Mo
ICMP [Pd Ma
SHTP [Pd Ma
HETBIOS [Pd Mo
YolF [Pwd Mo
TFTP [Pd Ma

IP Header | Ports
Y'es MHa
Yes Ma
Yes e
Yes e
Y'es MHa
Yes Yes
Yes e
Yes e
Y'es “es

Trigge[ J_\ Mew Mask
Mo Rename
Ma 4
Mo . = Copy

vl
MHa Delete
Ma

Mo

Mo

MHa h

OF.

Frame Type | MAC Header | IP Header I Puartg I Trigger Condition I Trigger Parameters |

~

Cancel

This window allows creating a new mask or modifying an existing one.
If "(None)" is selected, only the New Mask button is enabled and the tabs to define the

parameters are disabled.
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If you select a preexisting mask in the current list-box, then the parameters of this mask
can be viewed and the first "Frame Type" tab is enabled as in the example below:

NetDisturb Client - Edition of Mask [+ Trigger]

Ligt of the defined Mazks
Mazk Mame | Frame Type | M4C Header | IP Header| Ports | Trigger | #  MNewMask

[Mone]

: R ename
HTTP [Pwd Mo Yes e Mo Copy
HTTPS [Pwd Ma Y'es “es MHa
|[CHF [Prd Ma Yes Ma Ma Delete
SKMTP [Prwd Mo Yes e Mo
HETEIOS [Pwd Mo Yes e Mo
Yol [Pwd Ma Y'es “es MHa
TFTF [Prd Ma Yes Yes Ma w
Frame Type Trigger Condition SR E R EEENTEE e |

Irmpartant

* & M azk combines different optional parameters: ARP frame or [P frame with 1P Yerzion,
MAL header including the YLAM-ID, [P header with one or more protocol: and a set of
Differentiated Services, and a lizt of parts.

* The zame mazk can be wuzed for the directions A to B and B to A, Accarding to the
direction from which vou edit the mask., the following parameters will be inverted: destination
and zource addresses [MALC & IP), destination and zource of ports lists.

* The first step iz to select between the ARP frame and IP frame which includes [P Y ersion
and the zet of IP Header parameters uzable in this mask. MAC header parameters, protocol

and Differentiated Services values are independant of the [P Yerzion.

Select the Frame Type

" ARP Frames (o |Pwd " |PwE " P4 and IPvE

IF Frames with IF Yerzsion packets to include

Reset l Fislds | | oK Cancel

This window is composed of two areas:

e List of the defined Masks: a list-box displays the defined masks and five buttons allow
managing the masks: New Mask, Rename, Copy, Delete and Save.

e 6 tabs to define the parameters of the selected mask and optional trigger parameters:
The first 4 tabs concern the mask and the two last tabs are related to the trigger:

- (tab 1: mask)
- (tab 2: mask)
- (tab 3: mask)
(tab 4: mask)
- (tab 5: trigger)
- (tab 6: trigger)

Frame Type

MAC Header

IP Header

Ports

Trigger Condition

Trigger Parameters (enabled if a Trigger Condition has been defined)
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7.4.21 List of the defined Masks

The list-box displays for each defined mask the summary of the characteristics, except
for (None) corresponding to 'No Mask' selected:

- Mask Name: name of the mask

- Frame Type: ARP|IPv4|IPv6 | IPv4 & IPv6

- MAC Header: Yes|No

- IP Header: Yes | No

- Ports: Yes | No

- Trigger: Yes | No

To manage the Mask list, various buttons are available:
New Mask: this button should be used to add a new Mask in the defined Mask list.

After pressing the New Mask button, a new entry is added at the end of the list-box with
'New Mask' as name of the mask:

Lizt af the defined Mazks

tazk Mame | Frame Type | MAC Header | |P Header | Portz | Trigger |
GRE [Pwd Hao Yes Mo Mo

SIF [Pwd Mo “'es Mo Mo =

FTP IPyd Ma Yes Yes  No _ Rename |
BGP [Pwd Mo e Yes Mo Copy
k5-50L-5 [Pwd Hao Mo Yes Mo

WLAM [Pwd Yes Mo Mo Mo Delete
POP3 [Pwd Mo Yes Yes Ma

MTP [Pwd Mo e Yes Mo

ASVF [Pwd Mo Y'es Mo Mo

Mew b ask T Mo w Save

Then click on 'New Mask' to rename this entry or press the Rename button:

List of the defined tasks
Mask Mame | Frame Type | MAC Header | IP Header | Ports | Trigger | o MewMask

GRE [Pwd Mo Yes Ma Ma
SIF [Pwd Mo Yes Mo Mo =
FTP IPyé No Yes Yes  MNa _Rename |
BGF [Ped Mo ez Tez Mo Copy
kS5-50L-5 [Pwd Mo Mo Yes Ma
WLAM [Pwd Yes Mo Mo Mo Delete
POFP3 [Pwd Mo Yes Yes Mo

[Ped Mo ez Tez Mo

[Pwd Mo Yes Ma Ma

|Pvd Mo Mo Mo Mo v aave

Rename: to rename the Mask. This button should be used to change the Mask name.

Copy: this button copies the current selected mask at the end of the list with a new
name. The following example shows the new list-box after copying the existing UDP
mask:
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Lizt af the defined Mazks

Mazk Mame | Frame Type | MAC Header | IP Header | Ports | Trigger | » | MNew Mask
GRE [Pwd Hao Yes Mo Mo

SIF [Pwd Mo “'es Mo Mo =

FTP IPyd Ma Yes Yes  No _Renane |
BGP P Ma Yes Yes Mo
k5-50L-5 [Pwd Hao Mo Yes Mo

WLAM [Pwd Yes Mo Mo Mo Delete
POP3 [Pwd Mo Yes Yes Ma

MTP [Pwd Mo e Yes Mo

ASVF [Pwd Mo Y'es Mo Mo

|::|:||:|_Irl |:|f |_| El F' |F' '-.-'-'-1- I"|"'Ee:5: W SEI'-.-'E

Delete: this button should be used to remove a Mask from the current list.
First select in the list-box the mask to delete and then press the Delete button. A
confirmation window is then displayed:

MetDisturb Client [%|

\:%_/I Do wou confirm that you want to delete the mask "Copy of UDP"'?

Yes Mo |

Save: to save all changes related to the masks.

7.4.2.2 Six tabs to define the parameters of the Mask and the Trigger
Once a mask has been created, then you can define or modify the parameters of the
mask and the related trigger by using the following tabs:

- (tab 1: mask)
- (tab 2: mask)
- (tab 3: mask)
- (tab 4: mask)
- (tab 5: trigger)
- (tab 6: trigger)

Frame Type

MAC Header

IP Header

Ports

Trigger Condition

Trigger Parameters (enabled if a Trigger Condition has been defined)

A mask is defined by the combination of four types of parameters: Frame Type, MAC
header, |IP header and Ports.

Each parameter of a mask is optional except the frame type. When a parameter is set
then the parameter have to be present in the IP Frame to match the mask.

Each mask is defined in reference to a direction in order to identify which interface the
source and destination addresses belongs to. If the processes are also applied to the
other direction, the NetDisturb driver reverses automatically the source and destination

addresses and ports.
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7.4.2.2.1 Mask: the "Frame Type" tab

List of the defined Mazks

task Mame | Frame Type | MALC Header | IP Header | Ports | Trigger | #
GRE IPv4 Mo Yes Mo Mo
SIP IPvd Mo Yes Mo Mo R
FTF IPva No Yes Yes  MNo _Fename |
BGP |Pvd Mo Ves Tes Mo Copy
M5-50L-5 |Pwd Ma Mo Yes Ma
WLAN |Ped e Mo Mo Mo Delete
POP3 IPv4 Mo Yes Yes Mo
MNTP IPwd Mo Yes Yes Mo
RSP |Ped Mo Ve Mo Mo

Mo Save

NetDisturb Client - Edition of Mask [+ Trigger]

Frame Type Trigger Parameters |

Impartant

* A Mask combines different optional parameters: ARP frame or IP frame with IP Version,
MALC header including the WLAN-ID, [P header with one or more protocolz and a set of
Differentiated Services. and a list of parts.

* The zame mask can be uszed for the directions A to B and B to A According o the
direction from which you edit the mask., the following parameters will be inverted: destination
and source addreszes (MAC & IP), destination and source of ports lists,

* The first step iz to select between the ARP frame and [P frame which includes IP Yersion
ahd the set of IP Header parameaters usable in this mask. MAC header parameters, protocol
and Differentiated Services values are independant of the P Yerzion.

Select the Frame Type - S -
IP Frames with [P\ ersion packets ta include

o |Pvd " IPvE ™ IPv4 and IPvE

Reset all Fields | ox. | Cancel |

" ARP Frames

List of the: defined Masks

Mazk Mame | Frame Type | MAC Header | IP Header| Ports | Trigger | | MNew Mask
GRE IPrd Ma Yes MNa Ma

SIP IPvd Mo Yes Mo Mo =

FTF IPva No Yes Yes  MNa _ Rename |
BGF 1Ped Ma Vs Yes Ma Copy
M5-54L-5 IPvd Mo Mo ez Mo

WLAN IPvd Yes Mo Mo Mo Delete
FOP2 |Ped Mo YVes Yes Mo

MNTP IPr4 Mo Yes Yes Mo

RSWVP IPvd Mo Yes Mo Mo

Mask 1 ARP Mo Mo Mo  MNa v|  Save

Frame Type | MAC Header | IF Header | Forts | Trigger Condition | Trigger Parameters |
Impartant
* A Mask combines different optional parameters: ARP frame or IP frame with IP Version,
MAC header including the YLAMAD, IP header with one or more pratocaols and a get of
Differentiated Services, and a list of ports.
# The zame mask can be uzed for the directions A to B and B to A According to the
direction from which you edit the mask, the following parameters will be inverted: destination
atd source addresses (MAC & IP). destination ahd source of ports lists.

* The first step is to select between the ARP frame and [P frame which includes 1P Version
and the set of IP Header parameters uzable in this mask. MAC header parameters, protocol
and Differentiated Services values are independant of the P Yerzion.

Select the Frame Type

IP Framesz with [P "ersion packets to include
= IPva ™ 1IPvE ™ IPwd4 and IPvG

Reset al Fields | oK Cancel

The first step is to select the frame
type: ARP Frames or IP Frames
with the related IP version (IPv4 or
IPv6 or IPv4 and IPv6).

The choice of the IP version will
affect the parameters handled by
NetDisturb in the "IP Header" tab.

NetDisturb Client - Edition of Mask [~ Trigger]

If the frame type selected is ARP,
the other tabs are disabled i.e ARP
filtering is not concerned by the
other parameters offered by the
NetDisturb mask.
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74222 Mask: the "MAC Header" tab

NetDisturb Client - Edition of Mask [+ Trigger]

Lizt of the defined Mazks

Mazk Mame | Frame Type | M4C Header | IP Header| Ports | Trigger | #  MNewMask
GRE [Pwd Ma Y'es MHa MHa

SIF [Prd Ma Yes Ma Ma =

FTP IPd No Yes Yes Mo _ Rename |
BGP [Pwd Mo Yes e Mo Copy
MS5-50L-5 [Pwd Ma Mo “es MHa

WLAMN [Prd Yes Mo Ma Ma Delete
POP3 [Prwd Mo Yes e Mo

HTP [Pwd Mo Yes e Mo

RSWP [Pwd Ma Y'es MHa MHa

M azk 1 [Pred Ma Mo Ha Ha w Save

| MALC Header | | Trigger Condition RT(el= M= e |
MAC Addreszes

D estination: |E|:|ual j |
Source; |Equal ﬂ |

e.q. 01:23:4567:89.A0

VLAN (802.10)
WVLANAD List [Equal | |

g WLAMAD List . you can enter:

11 & range of values [i.e 120-250 means from 120 to 250].
21 Individual values separated by zemicolon e, S00;600].
3] Both [i.e. 500;550-560:533).

Reset l Fislds | | oK Cancel

MAC Addresses
e Destination with the Equal or Different operator
e Source with the Equal or Different operator

A destination or source MAC address has the following format (12 hexadecimal digits
grouped by 2 and separated by the colon character):
XK XK XX XX XX

Here is an example:

Destination Equal (to) 00:0B:DB:95:3D:BF
and

Source Different (of) 00:80:C8:81:37:66

The IP packets having a MAC destination address equal to 00:0B:DB:95:3D:BF or a
MAC source address different of 00:80:C8:81:37:66 will belong to this IP flow.
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VLAN-ID list

e VLAN-ID List with the Equal or Different operator (enter a decimal value or a list —
see 7.4.2.5 for more details).
The VLAN-ID can be used only with Ethernet type 8100 frames. In that case, the
IEEE 802.1Q format is assumed.

Dest | Src. TFID | TCI Standard Ethernet Frame

TPID means Tag Protocol Identifier. It is equal to 8100.
TCI means Tag Control Information. It includes the VLAN-ID as shown:

TClI —- Priority | CFI VLAN ID

16 hitz 3 hit= 1 hit 12 hitz

.if You can input individual values separated by a semicolon or a range of values or a mix of
¥ both.

74223 Mask: the "IP Header" tab

Depending of the IP version (IPv4, IPv6 or IPv4 and IPv6) previously selected in the
Frame Type tab, the format of some fields of this tab will be different.

e If IP version = IPv4 then the IP Header tab is as follows:

| | | IP Header |
|F Addreszes

[restinatiorn: |E':IUEI| j | |
Source; |Equal j | |

address e.0. sEm. R, S He mazk &g, s HE. . R

Trigger Condition RNEEENREIENESE

Other IF figlds

Protacl |Equal J G " Predefined Protocals
rotocol -

|ndividual walues in a Uszer List are separated by a

zemicolon e 61118 _
Differentiated (* Predefined DS

Services [DS]) |Equal j | j = User D5

{* |Jzer Pratocols

= |IP Addresses

Three objects are defined for the Destination or Source address:

- Operator: Equal or Different

- |IP address (enter a decimal value: ex. 192.168.0.17)

- Mask for the IP address (enter a decimal value: ex. 255.255.255.0)

The reference for the Source and Destination addresses depends on the

,Q original Interface ‘Edit selection. In case the ‘Edit’ button from the Interface A
was pressed, the direction from Interface A to Interface B is the reference
direction. If the mask is re-edited from the Interface B, then the Source and
Destination fields are inverted automatically by the NetDisturb Client to match
the new direction.
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= Other IP fields

Protocol with three objects defined:

- Operator: Equal or Different

- The combo-box allows selecting one or several predefined protocols, or input a
list of values separated by a semicolon you want to use

- The option to choose "Predefined Protocols" or "User Protocol List"

Other IP fieldz
- .
Protocal [Equal =] [O7ICMP. 0B TCP =l E’Edeg_'”fd Prlc'“":”'s
ser Protocols
Ta enter specil ¥ 01 ICMP -
User Listop{ [ 02 IGMP -
Differentiated [~ 04 |PnlP * Predefined DS
ervices 5] E¥9 | |G gg7ep v | UserDs

Example by selecting the "Predefined Protocols” option

Other IP fields
Protocal [Equal =] |01:06:12:17

Individual walues in a Uzer List are zeparated by a
gemicolon i.e. B;11;18 _
Differentiated * Predefined DS

Services [DS); |Equal ﬂ | ﬂ I User D5

" Predefined Protocols
* Uszer Pratocaols

Example by selecting the "User Protocol List" option

Differentiated Services (DS) (TOS byte) with three objects defined:

- Operator: Equal or Different

- The combo-box allows selecting one or several predefined values, or input a
list of values separated by a semicolon you want to use

- The option to choose "Predefined DS" or "User DS List"

Other [P figlds
Frotocol: |Equal  ~| |01:081217

Individual walues in a Uszer List are zeparated by a
semicolonie. 61118

" Predefined Protocols
{+ |lser Pratocols

Differentiated (¢ Predefined DS
Sevices D). E®a || 10 Class 1 Gold [4F11) =~ User DS
[ 00Default PHE [Per-hop ... »
e DiETEE | Hese E ?g E:Ziil Gald [&F11] s
[~ 12 Clasz 1 Sikver [4F12) w

Example by selecting the "Predefined DS" option

Other IP fields
Protocal [Equal | |01:06:1217

Individual walues in a Uzer List are zeparated by a
zemicalon e B;11;18 _
Differentiated " Predefined D5

Services [DS] Equal = |13:45:97.:215 & User DS

" Predefined Protocals
¢ |lser Pratocaols

Example by selecting the "User DS List" option
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e If IP version = IPv6 then the IP Header tab is as follows:

| | | IP Header | INifefa = AT =W T rigger Parameters
P Addreszes

Destination: |E'3IUEI| j | |

Source: |E|:|ua| j | |
addrezs e.q. dddd::ddd:dddd nin [IPwE bit mazk)]

Other [P fields

ﬂ |E; " Predefined Pratocols

Protocal; |Equal
| ¢ |lser Pratocaols

Individual walues in a Uzer List are zeparated by a
zemicalon e B;11;18 -
Differentiated * Predefined DS
Services [DS); |En:|ual ﬂ | j = lser DS

The main difference with the previous case concerns the format of the IPv6
address and the IPv6 mask.
Refer above for details on the other fields.

e If IP version = IPv4 and IPv6 then the IP Header tab is as follows:

| | | IP Header | Trigger Condition N A s o=
Drestination: | J | |
Source: | J | |
Other IP fields

Pratocal |Equal J |5 [ Predefined Protocols
rotocol; -

— - : f* |ser Pratocals
|ndividual waluesz in a Uzer List are separated by a

zemicolon e 611,18 a
Differentiated * Predefined D5
Services [DS): Equal ]| =~ ™ ser DS

In this case, the IP address fields are disabled because no sense..
Refer above for details on the other fields.
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74224

Mask: the "Ports" tab

| | | Parts IM Trigger Parameters

Farts [available with UDF and TCP)

Destination Part List; |E':IUEI| ﬂ |
Source Port List: |Equal j |

Syntay far the Destination or Source Ports List

A Part List rmay be:

114 range of values [i.e 20-25 means from paort 20 to port 28],

2] Individual walues separated by a semicolon [i.e. 7;9,80].

3] Denied individual walues if the sumbol 1= iz before [iLe. 1=21].

41 4 range of values and individual values [i.e. ¥:9;20-25;80:435].

8] & range of values with denied individual values [i.e. 10-501=20.1=21 which meanz from 10
ta B0 withaut 20 or 21]

Ports (to be applied only on the TCP or UDP protocol)

e Destination Port List (enter a decimal value or a list — see 7.4.2.5 for more details)
e Source Port List (enter a decimal value or a list — see 7.4.2.5 for more details)

The reference for the Source and Destination port depend on the original Interface ‘Edit
selection. In case the ‘Edit’ button from the Interface A was pressed, the direction from
Interface A to Interface B is the reference direction. If the mask is re-edited from the
Interface B, then the Source and Destination fields are inverted automatically by the
NetDisturb Client to match the new direction.

74225

Trigger: the "Trigger Condition" tab

Frare Type | MALC Header | IP Header | Partz | Trigger Parameters |

Iv illze the Tngger to Apply Impaiments [only available if the [P Flow iz not in an agaregate}
About Trigger

* The tnigger iz bazed on the Ethernet frame content. The analyziz starts at the Offzet pozition
of the frame, where the content AMDed with the Pattern - up to the Pattern lenagth - should be
equal to the Result to set the Trigger condition,

*\when the Trigger condition occurs, the impairment(z] will apply for this frame [or not] and
following, in BOTH directions.

Trigger Definition
Offset: |0 [Decimal] [0 = first byte of the Ethernet frame]

Patterr: | [Hexadecimal]
Feszult; | [Hexadecimal]

The Trigger is designed to associate the beginning of the impairment to the content of the
Ethernet frames and to limit the duration of the impairment.

The Trigger is activated when the content of an Ethernet frame matches a given result.
To check if the content of the Ethernet frame matches the expected result, a logical AND
operation is made between the content of the Ethernet frame and a given Pattern. The
Ethernet frame analysis starts at the given Offset value of the frame up to the length of
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the given Pattern. The result of the logical AND operation is compared to the given
Result: the Trigger is activated when both are equal.

When the Trigger is activated, the beginning of the impairment refers to both Interfaces
(AtoB,BtoA).

When a Trigger is set in the mask of each direction, the Trigger activated starts
impairment(s) on both directions. Additional parameters of the Trigger apply also to both
directions.

Y

)J NetDisturb doesn’t check if the Trigger is relevant to the parameters of the Mask.

The following example assumes that the impairment should start when a FTP connection
is requested. The definition of the pattern is:

e The protocol should be TCP

e The port number should be 21 (FTP)

To define a Trigger that fulfills this requirement, the Pattern analysis starts at the protocol
field of the IP Header that is located at the 23™ bytes of the Ethernet frame. The port
number is located at the 37" bytes of the frame. The bytes between the protocol and the
port number are not significant.

The definition of this trigger is:

Offset = 23
Pattern = FF 00 00 00 00 00 00 00 00 00 00 00 00 00 FF
Result = 06 00 00 00 00 00 00 00 00 00 00 00 00 00 15

The Pattern parameter and the Result parameter should be entered in hexadecimal.

In this example, a VLAN can’t be used with these values because it adds 2 bytes
,Q before the IP Header. When a VLAN is used the protocol field is the 25" byte of the
Ethernet frame.

With this simple Trigger, let’'s see what’s happening with three common Ethernet frames.
The analysis of the Ethernet frames made by NetDisturb is described below. In this
example, the first frame is an ARP Request frame, the second frame is the ARP Reply
and the third frame is the TCP SYN. The part of the frame under analysis is highlighted.
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Frame #1 = FTP Response: 221 Good Bye!

Offset| Content

0000 00 11 43 03 a2 18 00 02 55 54 ce 6f 08 00 45 00
0010 00 36 c8 d6 40 00 80 06 af ff cO a8 00 78 cO a8
0020 00 23 00 15 09 02 b8 85 7b 14 19 70 dc bf 50 18
0030 fb d2 10 54 00 00 32 32 31 20 47 of 6f 64 62 79
0040 65 21 0d 0Oa

The analysis process is the following:

Frame part to analyze:

Pattern:

Frame after the AND :

Result expected:

The Result is not equal

activated.

Frame #2 = TCP FIN ACK

06
19

FF
00

06
00

06
00

af
70

00
00

00
00

00
00

ff c0 a8 00 78 cO a800 23 00 15 09 02
dc bf 50 18

Logical AND with the Pattern

00 00 00 00 00 00 00 00 00 FF 00 00
00 00 00 OF

00 00 00 00 00 0O 00 00 00 15 00 00
00 00 00 08

00 00 00 00 00 00 00 00 00 15 00 0O
00 00 00 01

b8 85 7b 14

00 00 00 00

00 00 00 00

00 00 00 00

to the frame after the AND operation. The Trigger isn’t

Offset | Content

0000 00 11 43 03 a2 18 00 02 55 54 ce 6f 08 00 45 00
0010 00 28 ¢c8 d7 40 00 80 06 bO Oc cO0 a8 00 78 cO0 a8
0020 00 23 00 15 09 02 b8 85 7b 22 19 70 dc bf 50 11
0030 fb d2 ££ 25 00 00 00 00O 00 00 00 0O

The analysis process is the following:
Oc cO a8 00 78 cO a8 00 23 00 15 09 02 b8 85 7Tb
70 dc bf 50 11

Frame part to analyze:

Pattern:

Frame after the AND :

Result expected:

06
22

FF
00

06
00

06
00

b0
19

00
00

00
00

00
00

Logical AND with the Pattern

00 00 00 00 00 0O 00 00 0O 00 FF 00 00 00 00 00

00 00 00 OF

00 00 00 00 00 00 00 OO OO 0O 15 00 00 00 00 OO

00 00 00 01

00 00 00 00 00 0O 00 0O 0O 00 15 00 00 00 00 00

00 00 00 01

The Result is equal to the frame after the AND operation. The Trigger is activated!
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7.4.2.2.6 Trigger: the "Trigger Parameters" tab

This tab is accessible only if the Trigger Definition has been made in the "Trigger
Condition" tab.

| | | Trigger Condition |
Trigger Parameters

Delay before applving the mpairment]s]; IS'U— [mz] [0 = o Delay)]
-

Diuration of the Impairment(z]: IW [mz] [0 = Unlimited]
Mumber of Cycles for the Trigger: |5— [mz] [0 = Unlimited]

* The Trigger Parameters applies at the zame time in both directions of the [P Flows [ie. & to B
and B to A

“w'hen the Mumber of Cycle iz reached, the IP Flow zhould be stopped and restarted to allow
the impairments activation.

The Trigger can be configured:
e To add an initial delay before the impairment.
e To include the Ethernet frame that matches the Result in the list of frames to
impair or to leave this frame without impairment.
e To limit the impairment in time.
e To limit the number of loops of the impairment based on the Trigger analysis.

These configuration parameters are detailed below.

Delay before applying the Impairment

When a frame has activated the Trigger, an additional delay can be added before
NetDisturb starts the impairment.

This delay is expressed in milliseconds. By default, this delay value is 0, which means
that NetDisturb starts the impairment immediately.

When this delay is higher than zero, the impairment will start after the given delay. In the
meantime, the frames are relayed without being impaired.

When this delay is zero, the parameter ‘Impair the Frame that has triggered’ can be set
up.

A delay greater than zero is needed with some application protocols (i.e. video) when
there is some information to exchange before starting the exchange of the most
important frames.

Impair the Frame that has triggered

When the ’Impair the Frame that has triggered’ is checked, the frame that has
activated the Trigger is included in the set of frames to impair. By default, the frame isn’t
included.

As example, it is useful to let the first frame without impairment when this frame starts the
connection to impair i.e. a TCP frame with the SYN flag for any TCP connection. In this
case, if the TCP SYN frame had been lost, the connection would not have been able to
start so there wouldn’t be any frame to impair for this TCP connection.
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Duration of the Impairment

The Duration of the Impairment parameter limits the impairment in the time. By default,
this duration is zero so the impairment continues until the IP Flow is stopped.

When this duration is greater than zero the beginning of the Impairment(s) starts when
the first frame is impaired. The Delay before applying the Impairment isn’t included in
this duration. When the impairment duration reach the Duration of the Impairment
value, the impairment stops except if the Number of Cycles for the Trigger parameter
is not zero.

When the impairment stops, the next frames matching the mask are transferred from the
incoming Interface to the outgoing Interface immediately.

Number of Cycles for the Trigger

The Number of Cycles for the Trigger parameter is available when the Duration of the
Impairment is not zero.
By default, the number of cycles is 0 i.e. the Trigger cycle is unlimited.

When a Number of Cycles for the Trigger is specified, the Trigger cycle restarts at the
beginning of the frame analysis process until the number of cycles is reached.

When the Number of Cycles for the Trigger is reached, the impairment(s) stops: he
next frames matching the mask are transferred from the incoming Interface to the
outgoing Interface immediately.

714227 The Trigger Dynamics

This paragraph gives some examples for the use of Trigger parameters to explain the 4
states of a Trigger:

1. Waiting for the trigger. The Trigger gets this state
before it has been found. There are 2 cases when a | = IF Flow #001
Trigger gets this state: either the IP Flow has just \Wailing for the tigger
been started or the Duration of Impairment has been I

| [

reached and the Number of Cycles hasn’t been
reached. Ethernet frames are relayed without
impairment.

2. The trigger has been found. The Trigger gets this | [IF Flow #U1
state when the Ethernet frame has been found and a I

The tngger haz been found
The impairmentz aren't yet applying

| [

Delay before Impairment has not yet expired.
Ethernet frames are relayed without impairment.

3. The trigger is active. A Trigger gets this state when | -~ IF Flow #01
the Impairment applies, either after the Ethernet I

- The trigger iz active
frame has been found without Delay before

The impairmentz are appling
Impairment or when the Delay before Impairment | =
has expired. Ethernet frames are impaired.

4. The trigger is finished. A Trigger gets this state when | P Flaw #0011
the Number of Cycles has been reached. This state
is a permanent state until the IP Flow is stopped. I

T he tigger iz finizhed
The impairmentzs don't apply anymore

| [

Ethernet frames are relayed without impairment.

© ZT1 1998-2006 Page 86/189



NetDisturb PART 7 Using the NetDisturb Client

The Figure 1 illustrates the configuration of a Trigger without Duration. When the Trigger
has been reached, the Impairment remains active until the IP Flow is stopped.

Impaimment State

TRIGGER ACTIVE

WAIT-TRIGGER
Ho lopaioeeyt ) r______

P Time

Funthe [P Flowe THuger Stop the 1P Flowy
Artivated

Figure 1 - Trigger without Duration

The Figure 2 illustrates the configuration of a Trigger with a Delay and no Impairment
Duration. When the Trigger has been reached, the Impairment(s) starts after the Delay
and remains active until the IP Flow is stopped.

Impaiment State

F Y
TRIGGER ACTIVE
N WAIT-TRIGGER TRIGGER
Ho lmgsairment |- e T St
Delay before
[mpaiment] =) Time
—»
Funthe [P Flow Trgger Delay Stop the IP Flowy

Figure 2 - Trigger with Delay and no Impairment Duration

The Figure 3 illustrates the configuration of a Trigger with the Duration of the Impairment
not zero and an unlimited Number of Cycles.

Impaiment State
&
TRIGGER ACTIVE TRIGGER ACTIVE
Inpaimeert [~ TTTTTTTTTTTTTT
WAIT-TRIGGER WAIT-TRIGGER -
Ho Impairment | ____ o - W;iIT-TRIL-L-E R
=Time
Run the IP Flow Trigger Duration Trigger Duration
Activated Reached Activated Reached

Figure 3 - Trigger with Impairment Duration
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The Figure 4 - Trigger with the Impairment Duration and 1 Cycle illustrates the
configuration of a Trigger with the Duration of the Impairment not zero and a Number of
Cycles limited to 1.

Impaimment State
F 3

TRIGGER ACTIVE

Inpaiment
WAIT-TRIGGER
Holmpairment | _____ - IBIGGER ___ _______
FIHISHED
™ Time
Runthe IP Flow Trigger Duration Stop the IP Flow
Activated Reached

Figure 4 - Trigger with the Impairment Duration and 1 Cycle

The Figure 5 illustrates the configuration of a Trigger with a Delay Applying before the
Impairment not zero, the Duration of the Impairment not zero and a Number of Cycles set
to 2.

Impairme it State CYCLE #1 CYCLE #2
& o m m m e e e A e = Dy
! TRIGGER ACTE | TRIGGER ACTIE |
Impairmert [T 7777 T 1 1
- W IT-TRIGGER - WA IT-TRIGEER -
Mo Impairmert | _____ TRIG GER TRIG GER TRIGSER
FOUND FOUND FINIGHED
Celaybere o Celaybefre o
Imp @irment (=) Imp girmenit (=)
Time
Funthe IP Flow Tri Duration Tri Duration Stop the
setated E:':Ld Reached fotiated E:':L 4 Reached IP Flow
Figure 5 - Trigger with a Delay, Impairment Duration and a limited number of Cycles
7.4.2.3 The Action Buttons

To handle the Mask and Trigger parameters different buttons are available at the bottom
of the window:

Reset all Fields | | oK |

Cancel

Reset all Fields: to reset all the values previously entered.

OK: saves all modifications made if you didn't save them before. Moreover, the mask
selected in the list of the defined mask becomes the selected mask in the combo-box of
the IP Flow window.

Cancel: to ignore all modifications made if you didn't click on the Save button before. In
that case, the last mask selected in the combo-box of the IP Flow window is kept.
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7.4.2.4 To Create a New Mask with its parameters in a few steps
1) Click on the "Edit" button as shown below:

b azk [+ Trigger]

Lozz & Duplication Law

Drelay & Jitter Law

| [Mone]

[Mane] @EdL‘

# Incoming Packets

j |[N|:|ne]

0

[Mane]

# Lozt or Duplicated
Fackets

j | [Mone)

ea |

0[0.0 %]

[Mane] Edit |

# Delaved Packets

00,0 %]

[

2) The "Edition of Mask [+ Trigger]" window is displayed.

NetDisturb Client - Edition of Mask [+ Trigger]

List of the defined Masks
bdask Mame | Frame Type | MAC Header | IF Header| Ports Trigges 2 ’NEW Maszk

TCP [Pwd
LUoP [Pd
HTTP P4
HTTPS P4
ICMP [Pwd
SMTP [Pd
NETEIOS P4
VaolP P4
TFTF [Fwd

Mo
Mo
Ma
Mo
Mo
Mo
Ma
Mo
Mo

Yes
ez
Yes
Yes
Yes
ez
Yes
Yes
Yes

Mo
Mo
Yes
Yes
Mo
ez
Yes
Yes
ez

Mo
Mo
Ma
Mo
Mo
Mo
Ma
Mo
Mo

Rename
- Copy

Delete

'

i

Frame Type | MAC Header | IP Header I Farts I Trigger Condition I Trigger Parameters |

O

~

Cancel

© ZT1 1998-2006

Page 89/189



NetDisturb

PART 7 Using the NetDisturb Client

Then press the New Mask button and a new entry (New Mask) is added at the end of the

list.

Lizt of the defined Mazks

bazk Hame | Frame Type | MAC Header | IP Header | Portz | Trigger |
GRE [Pwd Ma Y'es MHa MHa

SIF [Prd Ma Yes Ma Ma =

FTP IPd No Yes Yes Mo _ Rename |
BGP [Pwd Mo Yes e Mo Copy
MS5-50L-5 [Pwd Ma Mo “es MHa

WLAMN [Prd Yes Mo Ma Ma Delete
POP3 [Prwd Mo Yes e Mo

HTP [Pwd Mo Yes e Mo

RSWP [Pwd Ma Y'es MHa MHa

Mew kdazk Save

Frame Type Trigger Condition SR E R EEENTEE e |

Irmpartant

* & M azk combines different optional parameters: ARP frame or [P frame with 1P Yerzion,
MAL header including the YLAM-ID, [P header with one or more protocol: and a set of
Differentiated Services, and a lizt of parts.

* The zame mazk can be wuzed for the directions A to B and B to A, Accarding to the
direction from which vou edit the mask., the following parameters will be inverted: destination
and zource addresses [MALC & IP), destination and zource of ports lists.

* The first step iz to select between the ARP frame and IP frame which includes [P Y ersion
and the zet of IP Header parameters uzable in this mask. MAC header parameters, protocol
and Differentiated Services values are independant of the [P Yerzion.

Select the Frame Type ; . .
IF Frames with IF Yerzsion packets to include

" ARP Frames (o |Pwd " |PwE " P4 and IPvE

Beszet all Figlds ok Cancel

NetDisturb Client - Edition of Mask [+ Trigger]
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3) Press the Rename button and enter a new identifier.

Lizt af the defined Mazkz

Mask Mame | Frame Type | MAC Header | IP Header | Ports | Trigger | o MewMask
GRE [Prwd Ma Yes Ma Ma
SIF [Pwd Mo Ve Mo Mo =
FTP IPvd No Yes Yes Mo @ﬂ
BGF [Ped Mo ez ez Mo Copy
MS-50L-5 [Puwd Ma Mo Yes Ma
WLAM [Pwd Yes Mo Mo Mo Delete
FOP3 [Pwd Mo Ve ez Mo

[Pwd Mo Yes Yes Mo

[Puwd Ma Yes Ma Ma

IPyd Na Mo No Mo v Save

For example input Test as new identifier of the mask and then click on the line to

validate. You have then the enabled tabs as shown below:

MetDisturb Client - Edition of Mask [+ Trigger]

Lizt af the defined Mazks

Maszk Mame | Frame Type | MAC Header | IP Header | Ports | Trigger | )  Mew Mask
GRE [Pwd Mo Yes Mo Mo

SIF [Pwd Mo Yes Ma Ma

FTP IPyd No Yes Yes  No _Renane |
BGP [Pwd Mo Yes Yes Mo Copy
kS-50L-5 [Pwd Mo Mo Y'es Mo

WLAM [Pwd Yes Mo Ma Ma Delete
POFP3 [Pwd Mo Yes Yes Mo

MTP [Pwd Mo Yes Yes Mo

RSWP P

R y

Trigger Condition

Trigger Parameters |

| Frame T y@ |
|mpartant
* & Mazk combines different optional parameters: ARP frame or [P frame with 1P Y erzion,
MALC header including the WLAM-ID, [P header with one or more protocolz and a set of
Differentiated Services, and a lizt of parts.
* The zame mazk can be wzed for the directions A to B and B to A, Accarding to the

direction from which vou edit the mask, the following parameters will be inverted: destination
and zource addrezses [MAC & IF). destination and zource of ports lists.

* The firgt step iz to select between the ARP frame and [P frame which includes [P Yersion
and the zet of IP Header parameters uzable in thiz mask. MAC header parameters, protocol
and Differentiated Services values are independant of the IP Werzion,

Select the Frame Type : - -
IP Frames with IP Yerzioh packets to include

" ARP Frames (v |Ped " |PvE " |Pwd4 and IPvE
Reset ol Fields | ok (6 ) Concel
A4

4) Now the tabs are enabled and you can define the parameters for this mask (Frame
Type, MAC Header, IP Header and Ports) and if needed the Trigger Condition and

Trigger Parameters.

5) Press the "Save" button to save the parameters and return at step 2 if you want

continue to edit or create a new mask.

6) Press "OK" or "Cancel" to quit the "Edition of Mask" window.
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7.4.2.5 List of Values
Some parameters in the Mask can be a list of values. To match the mask, the IP packet
should include one value from the list. The syntax of the list allows a set of individual
values or ranges of values. Both individual values and ranges can be mixed. Values are
expressed in decimal.

The separator between individual values or range of values is the (;) semicolon
character. The syntax used is very near the syntax of the printer for a set of pages.

7.4.2.5.1 Individual Value
An individual value is one and only one value.

Example: 135

7.4.2.5.2 List of Individual Values
A list of values is multiple individual values, each value separated by a semi-coma.

Example: 25;80;110;435

74253 Range of Values

A range of values is a set of values indicated by the first and the last of the range (first
and last included). The first value is separated from the last value by a dash.

Example: 2009-2020;3000-3100

74254 Complex List
Here is an example including individual values and range of values.

List: 12; 13; 25-30; 50-100; 120
Values matching: 12, 13, 25 to 30 included, 50 to 100 included, and 120
Values not matching: <12, 14 to 24, 31 to 49, 101 to 119, > 121
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7.4.3 The Loss & Duplication Law Configuration
NetDisturb is able to loose and/or duplicate packets. Three modes are available:

e NetDisturb losses the selected IP packets following either the mathematical law
configured or a percentage or a 1 out of N law or discrete values extracted from a

user file.
e NetDisturb

is able to duplicate

IP

packets following either the Uniform

mathematical law configured by User or a percentage or a 1 out of M law.

¢ NetDisturb is able to loose packets following a 1 out of N law and then duplicate

the non-lost packets following a 1 out of M law.

Up to 100 Loss & Duplication laws can be created.

By default the following laws are defined in the Default.wsx context file:

Combo-box (law identifier)

Comment area

Description

(None)

(None)

With this option, no duplication and no loss
law apply to the IP Flow.

Loss Law

Constant Loss

Loss: Constant Law with
the button “To Lose 12
packets”

12 packets are lost each time the user
activates this button.

Uniform Loss

Loss: Uniform Law

Domain values [1 to 100] Threshold = 30

Burst Uniform Loss

Loss: Burst Uniform Law

Domain values [10 to 1000]
Threshold (n) = 350 Threshold (n+x) = 380
Depth = 2

F.(Loss Values)

Loss: File (Loss Values)

Sample file: OnePer100.txt
Loss of 1 packet per 100 packets

Percentage of Loss

Loss: Percentage

Percentage: 15

Loose 1 Packet out of 10

Loss: 1 Packet out of N

Range (N): 10

% of Loss & Time

Loss: Percentage &
Duration

Period of 30 seconds of loss (up to 10 %)
alternating with period of 2 minutes without
loss.

F. (Percentage & Time)

Loss: File (Percentage &
Duration)

Sampile file: PercentagelLossAndDurationSample.txt
Loss up to 50 % with steps of 5% each 10
seconds.

Duplication Law

Percentage of Duplication

Duplication: Percentage

Percentage = 10 %
Minimal Duplication = 1
Maximal Duplication = 3

Duplicate 1 Packet out of
20

Duplication: 1 Packet out
of M

Range (N): 20
Minimal Duplication = 1
Maximal Duplication = 3

Uniform Duplication

Duplication: Uniform Law

Alpha: 1 — Beta: 50
Threshold: 10

Minimal Duplication = 1
Maximal Duplication = 1

Duplication if not lost

Loss (1 out of N) then
Duplication (1 out of M)

Loss Range (N): 100
Duplication Range (M): 50
Minimal Duplication = 1
Maximal Duplication = 3
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7.4.3.1 Loss & Duplication Law and the Working Mode
Working Mode: Laws apply to the IP Flow

When a Loss & Duplication law is selected on a given IP Flow, the law applies to
all packets matching the mask. For each new packet, a new value is extracted
from the law or from the file, depending on the type of law selected. These values
are stored in a global table by NetDisturb. When the table is empty, NetDisturb
Server provides a new table to the NetDisturb driver with new values depending
on the law.

This value is compared to the Threshold: if the value is greater or equal than the
Threshold, the packet is lost. Otherwise, the packet may be delayed.

Working Mode: Laws apply to each TCP/UDP connection of the IP Flow

When a Loss & Duplication law is selected for a given IP Flow, the law applies to
all packets matching the mask.

These values are stored in a table maintained by NetDisturb.

The NetDisturb Server provides once a table to the NetDisturb driver with values
depending on the law. NetDisturb loops on values from this table: when the end
of the table is reached, the NetDisturb driver restarts at the beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is used
to classify the packet. Else the IP addresses and protocol are only used.

For each packet, a loss value is extracted from the loss value buffer, at the current
index of the packet of the given connection. When the end of the table is reached,
values extracted restart at the beginning.

This value is compared to the Threshold: if the value is greater or equal than the
Threshold, the packet is lost. Otherwise, the packet continue to be handled and
may be delayed.
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7.4.3.2

How to create or edit the Loss & Duplication Law

To create or configure a Loss & Duplication Law click on the “Edit” button at the top or
bottom part of the main window.

b azk [+ Trigger]

Lozs & Duplication Law

Drelay & Jitter Law

| [Mone]

ﬂ | [Mane] - | [Mane] ﬂ
[Mane] Edit [Mane] [Mane] Edit |
3 # Lozt or Duplicated g 5
# Incoming Packets 0 aetor UPF';EE;S 0[00%) #Delayed Packets 000

The following window is then displayed:

NetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Law Marme

Constant Loss

Uniform Loss

Burst Uniform Loss
F[Lozs Yalues)
Percentage of Loss
Looze 1 Packet out of 10
% of Logz & Time
F.[Percentags & Time)

Law Type Range ~ Mew Law

Lozs: Constant Law

Loszs: Unifarm Law Tta 100

Lozs: Burst Uniform Law 10t 1000
Lazs: File [Loss Walues) M2,

Loz Percentage 15%

Lozs: 1 Packet out of M 1A0010%)
Loz Percentaas & Duration M A4,

Laozs: File [Percentage & D... M4, v

[REE

J LR

General | Law Parameters | Mathernatical Theony

Select a law in the defined law list or add a new law

]

Cancel |

This window allows creating a new law or modifying an existing one.
If (None) is selected, only the New Law button is enabled and the tabs to define the

parameters are disabled.
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If you select a preexisting law in the current list-box, then the parameters and the details
about this law can be viewed and the first "General" tab is enabled as in the example

MetDisturb Client - Loss & Duplication Laws

below:

List of the defined Loss & Duplication Law

Select a law and define its parameters

Select a type of law: |Lnss: Congtant Law

Law Mame Law Type Rahge A Mew Law
[More] -
Constant Loss nztant Law M4

R
Uniform Loss Lozz: Uniform Law 1to100 ﬂ
Burst Uniform Loss Loz Burst Uniform Law 10 to 1000 Copy
F.[Lozz Walues) Lozs File [Losz Walues) M/
Fercentage of Loss Lozz: Percentage 15% Delete
Looge 1 Packet out of 10 Loz 1 Packet out of M 10 [10%]
% of Loss & Time Lozz: Percentage & Duration HiA
F.[Percentage & Time] Lozs: File [Percentage & D... M b’

General | | Mathematical Theary

How does it work,

reached.

The number of packets to lose [M] iz defined by the uzer.

& buttan with the label "Tao lose M packets” iz displayed that the user can activate.

E ach time this button iz pressed, the next M packets of the 1P flow are lost.

“When preszed, this button remaing dizabled as long as the number of packets to be lost iz not

oK | Cancel

This window is composed of two areas:

e List of the defined Loss & Duplication Law: a list-box displays the defined laws and
five buttons allow managing the laws: New Law, Rename, Copy, Delete and Save.

e The first step is to choose the law type amongst the list of the pre-defined Content
Impairment laws. Then there are 3 tabs to define and to help the user to set up the
parameters of the selected law.

General (explaining how does the impairment law work)

- (tab 1)
- (tab 2)
- (tab 3)

Law Parameters

Mathematical Theory (only available with Loss & Duplication Laws

using a mathematical law)
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7.4.3.21 List of the Loss & Duplication Laws defined

The list-box displays for each defined law the summary of the characteristics, except for

(None) corresponding to 'No Loss & Duplication Law' selected:

- Law Name: name of the law

- Law Type: the type of Loss & Duplication law chosen amongst the pre-defined
list (more details available in paragraph 7.4.3.2.2 Select a law and
define its parameters)

- Range: range of values generated by the specified laws.

To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with
'New Law' as name of the law:

Lizt af the defined Lozs & Duplication Law

Law M ame Law Type Range A Mew Law
Looge 1 Packet aut af 10 Logz: 1 Packet out of M 10 [10%]
% of Lozs & Time Logz: Percentage & Duration I A, Flenanme
F.[Percentage & Time] Logz: File [Percentage & D... I,
Percentage of Duplication Duplication: Percentage 10% Copy
Duplicate 1 Packet aut af 20 Duplication: 1 Packet auta..  1/20([5%]
[rifarm Duplication Druplication: Unifarmn Laws 1to b0 Delete
Dhaplication if not lost Logz [1 out of M) then Duph... 1100817
Logz: Constant Law
o Save

Then click on 'New Law' label to rename this entry or press the Rename button:

Lizt af the defined Lozs & Duplication Law

Duplication if not lost Lozs [1 out of M) then Dupli... 1A00%1...
= Lozz: Constant Law A,

Save

4

Law Mame Law Type Range A Mew Law
Looze 1 Packet out af 10 Lozz: 1 Packet aut of M 10 10%]

% of Loss & Time Loss: Percentage & Duration M A _
F.[Percentage & Time] Lozs: File [Percentage & D. .. M
Percentage of Duplication Duplication: Percentage 10% Copy
Duplicate 1 Packet out of 20 Duplication: 1 Packet out o, 1/20[5%]

[rifarm Duplication Duplication: Uniform Laws 1o b0 Delete

Rename: to rename the Law. This button should be used to change the Law name.

Copy: this button copies the current selected law at the end of the list with a new name.
The following example shows the new list-box after copying the existing Uniform Loss
law:
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Lizt af the defined Lozs & Duplication Law

Law M ame Law Type Range Ll Mew Law
Percentage of Loss Lozg Percentage 18%

Looze 1 Packet out af 10 Logz: 1 Packet out of M 10 [10%] Renanme
% of Lozs & Time Logs: Percentage & Duration I A,

F.[Percentage & Time] Lozg File [Percentage & D... M A m
Percentage of Duplication Duplication: Percentage 10% -
Duplicate 1 Packet aut of 20 Duplication: 1 Packet out o, 1/20([5%)] Delete
[rifarm Duplication Druplication: Lrifarmm Laws 1to b0l

Duplication if not lost Loss [1 out of M) then Dupli.. 1A100&1... S

Copy af Unifarm Loss Logs: Urifarm Lawe 1 ta 100 EhE

Delete: this button should be used to remove a Law from the current list.
First select in the list-box the law to delete and then press the Delete button. A
confirmation window is then displayed:

NetDisturb Client X

\_;':/ Do wou confirm that wou wank o delete the law "Copy of Uniform Loss"?

Yes Mo |

Save: to save all changes related to the laws.
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7.4.3.2.2 Select a law and define its parameters

Once a law has been created, then you can define or modify the parameters of the law:

The first step is to choose the law type amongst the list of the pre-defined Content
Impairment laws. Then there are 4 tabs to define and to help the user to set up the
parameters of the selected law.

- (tab 1) General (explaining how does the impairment law work)
- (tab 2) Law Parameters
- (tab 3) Mathematical Theory (only available with Loss & Duplication Laws

using a mathematical law). This tab give some details on the theory
of the mathematical law used.

= Select a type of law
A combo box allows selecting a law among the following pre-defined laws:

e Loss: Constant law
Parameter: number of packets

e Loss: Uniform law
Parameters: alpha, beta, threshold

e Loss: Burst Uniform law
Parameters: alpha, beta, threshold(n), threshold(n + x), depth

e Loss: File (Loss Values)
Parameters: filename, threshold

e Loss: Percentage
Parameter: percentage

e Loss: 1 Packet out of N
Parameter: range(N)

e Loss: Percentage & Duration (time-limited loss percentage)
Parameters: percentage, duration

e Loss: File (Percentage & Duration)
Parameters: percentage, filename

e Duplication: Percentage
Parameters: percentage, Min < n < Max

e Duplication: 1 Packet out of M
Parameters: range(M), Min < n < Max

e Duplication: Uniform Law
Parameters: alpha, beta, threshold

e Loss (1 out of N) then Duplication (1 out of M): the loss law (1 out of N) is
used first before the duplication law (1 out of M)
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= The “General” tab (tab 1)
Details on the law type chosen and on the way to choose the parameters are provided on
this tab as shown on the figure below:

General | | M athematical Theory |
How does it wark,
The Logz law [1 out of M] iz used before the Duplication law [1 out of k).

Four parameters must be defined by the user;
- Lozs Range [M)

- Duplication B ange [M]

- Minimum Duplication

- b aximurn Duplication

Losz [1 out af M thiz law allows losing 1 packet for M received packetz. The lost packet is
the Mth received packet. The walue of N must be between 2 and 100,000,000,
For thiz law, 1 parameter iz uzed: Losz Range [M]

Duplication [1 aut of k]: the duplication of packets enables to transmit the zame received
packet several times.

The duplicated packets are just ingerted after the oniginal packet to be transmitted.

The walue of M muszt be between 2 and 100,000,000,

The original packet iz duplicated the number of times defined by a random selection in the
‘Minimum Duplication' and "M aximum Duplication' range parameters.

YWhen Minimum Duplication' iz equal to 't asimum Duplication’, all eligible packets for the

process of duplication are copied the zame number of times.

For thiz law, 3 parameters are uzed: Duplication Range [M], Minimum Duplication and

b aximurn Duplication,

= The “Law Parameters” tab (tab 2)

This tab is des

cribed for each law type here after.

= The “Mathematical Theory” tab (tab 3)

This tab is ava

ilable with the following laws only:

- Loss: Uniform Law
- Loss: Burst Uniform Law
- Duplication: Uniform Law

This tab provides the main explanations of the mathematical theory of the law as shown

on the figure b

elow:
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| M athiematical Theon |

Distribution of Uniform Law is:

1

N —— Jor  Alpha < x < Beta
=) Bete — Alpha
Filxi=1 Jor x < Alpha or x » Bata
where Alpha is the inferior parameter and Beta the superiar one.
A1 ] * .
Beta-aipha W :
& | |
o I
= .
it -
(] )
5 ;
Aloha Beta
Walles

“Walues between Alpha and Beta have the same probability to be
drawn =1/ (Beta — Alnka)

= Action buttons
The "Loss & Duplication Laws"
press the OK or Cancel button.

window handles a temporary list of laws until the user

Button Action

Restore Defaults ... resets all parameters of the current law.

OK saves all modifications made if you didn't save them
before. Moreover, the selected law in the list of the
defined laws becomes the selected law in the
combo-box of the IP Flow window.

Cancel ignores all modifications made if you didn't click on

the Save button before. In that case, the last law
selected in the combo-box of the IP Flow window is
kept.

How to create a new Loss & Duplication Law:

ahwh=

Enter law parameter(s).

Click on the "New Law" button,

Then click on the “Rename” button to modify the name of the law.
Choose one of the pre-defined law in the combo box

Select the "Law Parameters" tab,

The "General" tab and the "Mathematical Theory" tab

contain information which can be useful to define the parameters.

&

other laws.

Press the “Save” button to save the changes and to continue to create or modify

7. Press “OK” to quit the “Loss & Duplication Laws” window and to select this new
law as the law to be applied on the corresponding IP Flow.
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7.4.3.3

Loss: Constant Law

When this law is selected, the NetDisturb driver will lose the number of packets defined.

MetDisturb Client - Loss & Duplication Laws

List of the defined Lozs & Duplication Law

Law Marne

[Mone)
Lawl

Select a law and define itz parameters

Law Type Fange Mew Law

Lozs: Constant Law MHAA Reranme

Copy

Delete

Save

Select a type of law: |Loss: Constant Law

Filenarne:

# packets

Calculated Range:

| Law Parameters | Mathematizal Theory
Law Parameters

T

Mot Applicable

UL

Restore Defaults ...
0K |

Cancel |

For this law, only one parameter must be defined: # packets

A button with the label "To lose N packets" is displayed that the user can activate. Each
time this button is pressed, the next N packets of the IP flow are lost. When pressed, this
button remains disabled as long as the number of packets to be lost is not reached.

task [+ Trigger] Loss & Duplication Law Delay & Jitter Law
ToLose 15 Packets ) [Maone]
—
# Incaoming Packets 1] # Lost or Duplicated 0[0.0%] #Delayed Packets 0[0.0%]

Packets
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7.4.3.4 Loss: Uniform Law

When this law is selected, a uniform distribution of numbers contained between the
Alpha and Beta values is computed and stored in a table. This table and the threshold
(also supplied by the user) are then transmitted to the NetDisturb driver.

NetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Laws Name Law Type Range e Law
[Mione)
Law Lozs: Uniforrm Law 1to 10
Copy
Delete
Save
Select a law and define itz parameters
Select a tupe of law: |Loss: Unifarm Law ﬂ
| Law Parameters |
Law Parameters
Filenarne: |
Alpha; 1
Beta: 10 must be » Alpha
Threshald: 5

Calculated R ange: From 1 to 10

|nformation on mathematical law values generated
The minimum value is 1
The maximum walue iz 10
The probability of each value between Alpha and Beta iz around: 1111113,
If hot betwean Alpha and Beta, the probability of a value is null

Restore Defaults ..
(]S | Cancel |

The NetDisturb driver picks a number in the table (see also 7.4.3.1) for each selected
packet. If this number is greater or equal than the threshold, then the packet is lost.

The mathematical function used is (see the Uniform Law in PART 9 for more
information):

Uniform law on («, ) range

f(x)=1/(p-a) ifa<x<pf
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range

Beta: max value of the range

Threshold: if the number calculated by the law is greater or equal than the
Threshold value, the packet is lost.
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An additional area, called “Information on mathematical law values generated” is
available with this law. Here are provided some information about the minimum and
maximum values. These values are generated by the mathematical law regarding the

user-defined parameters. Moreover, the probability of each value which can be
generated is also available.

Information on mathematical law values generated
The minimunn value is 1
The masimum value iz 10
The probakility of each value between Alpha and Beta iz around: 11.1111%.
IF not between Alpha and Beta, the probability of a value is null

7.4.3.5 Loss: Burst Uniform Law

List of the defined Loss & Duplication Law

Law Mame Law Type Range MNews Law
[Mone]
Lawl Lozs: Burst Uriforrn Law 1t 10

Rename
Copy

Delete

Save

[Feplln|
===
_Cow |
=N
_See |

Select a law and define its parameters

Select a type of lave: |8k e BT N =T

Law Parameters |
Law Parameters

Filenarne: [

Alpha: |1—

Beta: 10 must be > Alpha
Threshold [n]: 5

Threzhold [n+x]: 2

Diepth: 5

Calculated Range: From 1 to 10

Information on mathematical law values generated
The minirnurm value iz 1
The maximum value iz 10
The probability of each value between Alpha and Beta iz around: 11.11112%.
If not between Alpha and Beta, the probability of a value is nul

Restore Defaults ...

ak. Cancel |

When this law is selected, the loss of packets is uniformly distributed with burst of loss
enabled. The burst is limited by the Depth parameter: this is a set of consecutive
packets.

When the law generates a value equal or greater than the Threshold(n) parameter, the
first packet of the set of packets is lost.
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For the next packets of the set, the value of the law is compared to the Threshold(n+x)
parameter until the law generates the no loss value, or when the number of lost packets
equals the Depth value.

As for the Uniform Law, the Burst Uniform Law calculates a table of numbers uniformly
distributed between Alpha and Beta. This table is transmitted to the NetDisturb driver
with two thresholds T1 (Threshold (n)) and T2 (Threshold (n+x)) and the Depth value
(D).

The T1 threshold is the first loss factor. The T2 threshold is the second loss factor, used
in correlation with T1 and for a maximum number of packets defined by the D parameter.
T2 may be greater or lower than T1. This law allows generating burst losses. Processing
is applied as follows:

= The NetDisturb driver picks a number from the table for each packet (see also
7.4.3.1)
= For the packet n, the NetDisturb driver picks one number from the table (current
number) and loses this packet if this number is greater or equal than T1.
= |If the packet n is lost, the following packets (up to n+D) will be lost if the picked up
number is superior to T2. This threshold (T2) is used to process the following D
(depth) packets with the following rules:
e |f the packet n+i (with i < D) is not lost, the threshold comes back to T1 (the burst
loss is stopped).
e |If the packets (from n+1 up to n+D) are all lost, the threshold comes back to T1
(the burst loss is stopped).

The mathematical function used is (click on the “Mathematical Theory” tab or see the
Uniform Law in PART 9 for more information):

Uniform law on («, ) range

fx)=1/(f-a) ifa<x<pf
f(x)=0 else

For this law, five parameters are defined:

- Alpha: min value of the range
- Beta: max value of the range
- Threshold(n): first loss factor

- Threshold(n+x): second loss factor

- Depth: burst limit

An additional area, called “Information on mathematical law values generated” is
available with this law. Here are provided some information about the minimum and
maximum values. The mathematical law generates these values using the user-defined
parameters. Moreover, the probability of each value that can be generated is also
available.

Information on mathematical law values generated
The minimunn walue iz 1
The maximum value is 10
The probability of each value between Alpha and Beta iz around: 11.1111%.
If ot between Alpha and Eeta, the probability of a value is null

© ZT1 1998-2006 Page 105/189



NetDisturb PART 7 Using the NetDisturb Client

7.4.3.6 Loss: User-defined File

MetDisturb Client - Loss & Duplication Laws

Lizt af the defined Lozs & Duplication Law

Law Mame Law Type Range Mew Law
[Mane]
Law1 Lozs: File [Loss Values] M

Rename
Copy

Delete

Save

Select a law and define itz parameters

Select a type of law: |Loss: File [Lozz Values)

| Law Parameters | k athematical Theary |
Laws Parameters

UL e e

Filenarme: |DneF'erTen.t>:t Browze
Threzhold:

AT

Calculated Range: Mot Applicable

ak | Cancel |

When this law is selected, the loss values are extracted from the user-defined file. This
file must be a text file.

Losses are expressed in integer positive number. Separators used for decoding are End
of Line (CR or CR-LF), semicolon, coma, and tab or space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End
of Line (CR or CR-LF).

To assure performance, the file is read in one shot and stored in memory at law selection
time. The values of the file are used to load the table transmitted to the NetDisturb
driver. In order to not overload the memory resources, maximum read number of loss
values is limited to 40 960.
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If the file size exceeds the table size, only the part that can be memorized will be read.
The rest of the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning to
complete the table.

The NetDisturb driver picks a number in the table (see also 7.4.3.1) for each selected
packet. If this number is greater or equal than the threshold, then the packet is lost.
When the end of the file is reached, the NetDisturb driver restarts with the beginning of
the file in a circular way.

The file sample (OnePerTen.txt) illustrates a loss of 1 packet for 10 packets sent when
the Threshold value Tis 0 < 7< 100.
(The content of the file OnePerTen.txtis:0 0 0 0 0 0 0 0 0 100)

- For any Threshold value greater than 1 and smaller or equal than 100, only the
10™ packet is lost.

- If the Threshold value is greater than 100, no packet is lost.

- If the Threshold value is 0, all packets are lost.

Here is another example of the impact of the threshold value. The content of the file is: 10
20 30 40 50 60 70 80 90 100

Packet # Value Lost result with Value Lost result with Value Lost result with
extracted | Threshold =95 | extracted | Threshold =50 | extracted | Threshold =15
1 10 Continue 10 Continue 10 Continue
2 20 Continue 20 Continue 20 LOST
3 30 Continue 30 Continue 30 LOST
4 40 Continue 40 Continue 40 LOST
5 50 Continue 50 LOST 50 LOST
6 60 Continue 60 LOST 60 LOST
7 70 Continue 70 LOST 70 LOST
8 80 Continue 80 LOST 80 LOST
9 90 Continue 90 LOST 90 LOST
10 100 LOST 100 LOST 100 LOST
11 10 Continue 10 Continue 10 Continue
12 20 Continue 20 Continue 20 LOST
13 30 Continue 30 Continue 30 LOST
14 40 Continue 40 Continue 40 LOST
15 50 Continue 50 LOST 50 LOST
16 60 Continue 60 LOST 60 LOST
17 70 Continue 70 LOST 70 LOST
18 80 Continue 80 LOST 80 LOST
19 90 Continue 90 LOST 90 LOST
20 100 LOST 100 LOST 100 LOST
21 10 Continue 10 Continue 10 Continue

Continue means the packet is not lost and may be handled by the Delay & Jitter Law if
defined and/or may be handled by the Content Impairment Law if also defined
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7.4.3.7

Loss: Percentage

NetDisturb Client - Loss & Duplication Laws

Lizt of the defined Loss & Duplication Law

Law Mame Law Type
[Mone]
Lawal Lozs: Percentage

Select a law and define its parameters

Fange MHew Law

FRename
Copy

Delete

Save

Select a type of law: |Luss: Percentage

| Law Parameters | b athematical Theary
Law Parameters

Filenarne:

Percentage:

A

Calculated Range: 12%

Restore Defaults ...

ak

L)l

When this law is selected, a percentage of packets are lost and the packets to lose are
randomly selected.
The percentage of lost packets is calculated on the basis of 100 received packets or a
multiple of 100. For this reason, the percentage indicated has to be 1 or 2 consecutive
digits, i.e. 12% and 0.00056% are allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified then all the packets are lost.

The value of the percentage must be bounded between 0.00000001% and 100%, and
the lost packets are selected in a random way.
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7.4.3.8 Loss: 1 Packet out of N

NetDisturb Client - Loss & Duplication Laws

List of the defined Logz & Duplication Law

Select a law and define it parameters

Select 3 type of law: [N N R A= A8

Law Mame Law Type Range MNew Law
[Maone)
Lawl Lozs: 1 Packet out of M 145 [20%) T ——

Save

Copy

Delete

Law Parameters I M athematical Theary
Law Parameters

Filename: |

Range [N} ]
I—
I—
I—
I—

Calculated Range: 175 [20%]

Festore Defaults ...

Cancel |

ak

This law allows loosing 1 packet out of N received packets.

The lost packet is the Nth received packet, i.e. considering N is 5, then the 5™, 10™, 15"

... packet and so on are lost.

The value of N must be between 2 and 100,000,000.
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7.4.3.9 Loss: Percentage & Duration

MetDisturb Client - Loss & Duplication Laws

Lizt of the defined Lozs & Duplication Law

Law Mame Law Type Range MHew Law
[Mone]

Law Lozs: Percentage & Duration M, E—

Copp

Delete

Save

Select a law and define itz parameters

Select a type of law: |LDSSZ Percentage & Duration

| Law Parameters | Mathematical Theary |
Law Parameters

Packet Loss of *# during millizeconds.

Packet Loss of 10% during 30000 milizeconds to be followed by a
Packet Loss of 0% during 120000 milizeconds to be followed by a
Packet Loz of 5% during 10000 milizeconds to be followed by a
Packet Lozz of 8% during 5000 milizeconds

L) e el

Calculated Range: Mot Applicable

Ok, Cancel |

When this law is used, a percentage of packets are lost and the packets to lose are
randomly selected. This loss is done for a defined duration.

You can define up to 50 successive doublets: <% Packet loss, Duration> that NetDisturb
will process.

The percentage of lost packets is calculated on the basis of 100 received packets or a
multiple of 100.

For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12%
and 0.00056% are allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified then all the packets are lost.

The value of the percentage must be bounded between 0.00000001% and 100%, and
the lost packets are selected in a random way.
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7.4.3.10 Loss: File (Percentage & Duration)

MetDisturb Client - Loss & Duplication Laws

Lizt of the defined Lozs & Duplication Law

Law Mame Law Type Range MHew Law
[Mare]
Law Lozs: File [Percentage & D... M,

Rename
Copp

Delete

Save

Select a law and define itz parameters

J el

Select a type of law: |LDSSZ File [Percentage & Duration)

| Law Parameters | Mathematical Theary |
Law Parameters

Filename:; |F'etcentageLDss.-’-‘mdD urationS ample. txt

T

Calculated Range: Mot Applicable

[ vt

()4 | Cancel |

When this law is used, the loss and duration values are extracted from the user-defined
file. This file must be a text file.

The percentage of lost packets is calculated on the basis of 100 received packets or a
multiple of 100. For this reason, the percentage indicated has to be 1 or 2 consecutive
digits, i.e. 12% and 0.00056% are allowed BUT NOT 10.2% or 0.00506%.

Duration is expressed with an integer positive number and in milliseconds. Separators
used for decoding are End of Line (CR or CR-LF), semicolon, coma, and tab or space
characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End
of Line (CR or CR-LF).
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To assure performance, the file is read in one shot and stored in memory at law selection
time. The values of the file are used to load the table transmitted to the NetDisturb
driver. In order to not overload the memory resources, maximum read number of loss
and duration values is limited to 200 couples of values.

If the file size exceeds the table size, only the part that can be memorized will be read.
The rest of the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning to
complete the table.

The file sample (PercentageLossAndDurationSample.txt) illustrates a gradual loss from
5% to 50 %. Each step is applied during 10 seconds, except for the maximal loss value
(50%) and the minimal one (0%) which are applied during 20 seconds.

Loss Value Corresponding Duration
extracted Value extracted
5 10000
10 10000
15 10000
20 10000
25 10000
30 10000
35 10000
40 10000
45 10000
50 20000
45 10000
40 10000
35 10000
30 10000
25 10000
20 10000
15 10000
10 10000
5 10000
0 20000
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7.4.3.11 General Rules concerning the Duplication of Packets
This paragraph details some general terms used to describe the Duplication of packets.

7.4.3.11.1  What does Duplication mean with NetDisturb

The duplication refers to the action to send more than once the same packet. If the
packet N should be duplicated, the packet N is sent at least twice consecutively.

7.4.3.11.2 How many times is a packet duplicated

The Minimal Duplication and Maximal Duplication parameters help to select the number
of times the packet should be duplicated. When those parameters have the same value,
the number of duplications is constant. Otherwise, the number of duplications is randomly
selected, where the smallest value is “Minimal Duplication” and the highest value is
“Maximal Duplication”.

7.4.3.12 Duplication: Percentage

MetDisturb Client - Loss & Duplication Laws

List of the defined Lozs & Duplication Law

Law Mame Law Type Range Hew Law

[Mone]

Lawl Duplication; Percentage A% E—
Copy
Drelete
Save

Select a law and define its parameters

Select a type of law: AR R

Law Parameters | b athematical Theary
Law Parameters

Filename:
Percentage:
Finimum O uplication:

b awirnurn Duplication: |3

T

Calculated Bange: Ly 4

Festore Defaults ...
ok | Cancel |
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The duplication of packets enables to transmit the same received packet several times.
The duplicated packets are just inserted after the original packet to be transmitted.

The Percentage of duplicated packets is calculated on the basis of 100 received packets
or a multiple of 100.

For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12%
and 0.00056% are allowed BUT NOT 10.2% or 0.00506%. If the value of 100% is
specified then all the packets are duplicated.

The value of the percentage must be bounded between 0.00000001% and 100%, and
the packets to duplicate are selected in a random way.

The original packet can be duplicated for a number of times defined by a random
selection in the 'Minimum Duplication' and 'Maximum Duplication' range parameters.
When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets
during the process of duplication are copied the same number of times.

Here are a few examples:

- If the Percentage is 10, 10 packets are duplicated each 100 received packets.

- If the Percentage is 5, 5 packets are duplicated each 100 received packets.

- If the Percentage is 2.5, 25 packets are duplicated each 1,000 received packets.

- If the Percentage is 0.012, 12 packets are duplicated each 100,000 received packets.

See also paragraph 7.4.3.11 for the general rules and terms relevant to the duplication of
packets.
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7.4.3.13 Duplication: 1 Packet out of M

NetDisturb Client - Loss & Duplication Laws

Lizt of the defined Loss & Duplication Law

Law Mame Laws Type Fange Mew Law
[Mane]
Lawl Duplication: 1 Packet out o... 1/9(11.1... I —

Copy

Delete

Save

Select a law and defing its parameters

Select a type of law: |Dup|ication: 1 Packet out of M

| Law Parameters | tathematical Theom
Laws Parameters

0L ol

Filznarne:
Range []: IE‘—
Mirirmum Duplication: I'I—
b awirnurn Duplication: |3—
I—
I—

Calculated Range: 19111.11%)

Restore Defaults ...

ak. Cancel |

This duplication of packets enables to transmit the same received packet several times.
The duplicated packets are just inserted after the original packet to be transmitted.

This law duplicates 1 packet out of M received packet and the packet to be duplicated is
the Mth received packet.

The Range (M) parameter indicates which packet is going to be duplicated i.e.
considering M is 9, then the 9", 18", 27" packet and so on are duplicated.
The value of M must be between 2 and 99,999,999.

The original packet can be copied the number of times defined by a random selection in
the 'Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets
during the process of duplication are copied the same number of times.

See also paragraph 7.4.3.11 for the general rules and terms relevant to the duplication of
packets.
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7.4.3.14 Duplication: Uniform Law

The duplication of packets enables to transmit the same received packet several times.
The duplicated packets are just inserted after the original packet to be transmitted.
The decision to duplicate a received packet is made by using the uniform law.

If the value calculated by the law is equal or greater than the Threshold parameter, then
the packet is duplicated.

The original packet is duplicated the number of times defined by a random selection in
the 'Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets
during the process of duplication are copied the same number of times.

MetDisturb Client - Loss & Duplication Laws

Lizt of the defined Lozs & Duplication Law

Law Mame Law Type Range Mew Law
[Mone)

Law1 Duplication: Urifarm Lawv 1to10

[EETE|

Rename
oo |
[Cees |
_se |

Save

Copy

Delete

Select & law and define its parameters

S g =R AR Dl uplication: Llniform Law

Law Pararneters |
Law Parameters

Filename:
Alpha:

Beta: muzt be > Alpha
Minimum Duplication: |1
t aximum Duplication: |3
Threshold:

T

Calculated R ange: From 1 to 10

Information on mathematical law values generated
The minimum value iz 1
The maximum value i 10
The probability of each value between Alpha and Beta is around: 11.1111%.
IF riot between Alpha and Beta, the probability of a walue iz null

Restore Defaults ...

ak. Cancel ‘

When this law is selected, a uniform distribution of numbers between the Alpha and Beta

values is computed and stored in a table. This table and the Threshold value are then
transmitted to the NetDisturb driver.
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The NetDisturb driver picks a number in the table for each selected packet. If this
number is greater or equal than the Threshold, then the packet is duplicated.

The mathematical function used is (click on the “Mathematical Theory” tab or see the
Uniform Law in PART 9 for more information):

Uniform law on («, ) range

f(x)=1/(p-a) ifa<x<p
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range

Beta: max value of the range

Threshold: if the number calculated by the law is equal or greater than the
Threshold value, the packet is duplicated.

See also paragraph 7.4.3.11 for the general rules and terms relevant to the duplication of
packets.

An additional area, called “Information on mathematical law values generated” is
available with this law. Here are provided some information about the minimum and
maximum values. These values are generated by the mathematical law regarding the
user-defined parameters. Moreover, the probability of each value which can be
generated is also available.

Information on mathematical law values generated
The minimum value iz 1
The masimurm value iz 10
The probahbility of each value between Alpha and Beta is around: 1111112
If not between dlpha and Beta, the probability of a value is null
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7.4.3.15 Loss (1 out of N) then Duplication (1 out of M)

The Loss law (1 out of N) is used before the Duplication law (1 out of M).

Loss (1 out of N): this law allows losing 1 packet for N received packets. The lost packet
is the Nth received packet. The value of N must be between 2 and 100,000,000.

For this law, 1 parameter is used: Loss Range (N). Refer to paragraph 7.4.3.8 Loss: 1
Packet out of N for more details.

Duplication (1 out of M): the duplication of packets enables to transmit the same
received packet several times. The duplicated packets are just inserted after the original
packet to be transmitted. The value of M must be between 2 and 100,000,000.

The original packet is duplicated the number of times defined by a random selection in
the 'Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets for
the process of duplication are copied the same number of times.

For this law, 3 parameters are used: Duplication Range (M), Minimum Duplication and
Maximum Duplication. Refer to paragraph 7.4.3.13 Duplication: 1 Packet out of M for

more details.

List of the defined Lazs & Duplication Law

Law Marne Law Type Range Mew Law

[Mane)

Lawl Lozz [1 out of M) then Dupli...  1/5% 140 Fleretie
Copy
Delete
Save

Select a law and define itz parameters

LT TR T | iz [1 aut af M) then Duplication [1 out of k)

| Law Parameters | t athematical Theomy
Law Parameters

Filename: | |
Lozz Range [M): ]

[uplication Range [M]: {10

Firimum Duplication: |1

I axirmum Duplication: |3

Calculated Range: 15 %1710

Restore Defaults ...
ok | Cancel |
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Let's take an example of 100 packets received with Loss Range(N) = 10 and
Duplication Range(M) = 20.

The lost packets are the 10", the 20™, the 30™, the 40" ... the 100™.

The duplicated packets are the 22" (because packet #10 and #20 have been lost), the
44™ (because packet #30 and #40 have been lost and because the first packet of the
next set of 20 none lost packets is the 23™), the 66" (because packet #50 and #60 have
been lost, and the first packet of this 20 packet set is the 45™) and the 88™ (because
packet #70 and #80 have been lost with a 20 packets set starting at 67™).

See also paragraph 7.4.3.11 for the general rules and terms relevant to the duplication of
packets.
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7.4.4 The Delay & Jitter Law Configuration

NetDisturb can delay the IP packets following a mathematical law configured by the user
or using values extracted from an input file. These values apply to the IP packets
matching to the selected mask, if a loss law hasn'’t previously lost the packets.

If the value is constant, it is a Delay. When values vary, that is the case with
mathematical laws, it is a Delay & Jitter value.

Up to 100 Delay & Jitter Laws can be created.

By default the following laws are defined in the Default.wsx context file:

Combo-box

Comment area

Description

(None)

(None)

With this option, no delay or jitter is applied
to the IP flow.

Constant delay

Constant Delay

A 20 ms delay is applied to IP packets

Exponential jitter

Constant Delay &
Exponential Jitter

Delay & Jitter to apply: from 20 to 21 ms.
The delay is 20 ms and the jitter varies from
0to 1 ms.

Uniform jitter

Constant Delay & Uniform
Jitter

Delay & Jitter to apply: from 3 to 102 ms.
The delay is 2 ms and the jitter varies from 1
to 100 ms.

Constant Delay & | Constant Delay & File | The file Random_delay.txt contains jitter
F.(Jitter) (Jitter) values to add to the constant 10 ms delay.
F.(Minimum Cadences) File  (Packet Sending | The file RandomValues.txt contains values

Minimum Cadences)

used as Delay & Jitter.

Router Simulation with
Delay

Router Simulation &
Constant Delay

Constant delay = 20 ms
IP Throughput = 1000 Kb/s
Max memory = 500 KB

Router Simulation &
F.(Cadences)

Router Simulation & File
(Packet Sending Minimum
Cadences)

IP Throughput = 1000 Kb/s

Max memory = 250 KB

Delay & Jitter values are extracted from a
user file (RandomValues.txt).

Delay & F.(Throughput,
Time)

Constant Delay & File
(Throughput, Duration)

Constant delay = 250 ms

Throughput values and Duration of the
Throughput values are extracted from a user
file (ThroughputAndDurationSample.txt).
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7.4.41 Delay & Jitter Law and the Working Mode
Working Mode: Laws apply to the IP Flow

When a Delay & Jitter Law is selected for a given IP Flow, the law applies to all
packets matching the mask that haven’t been lost. For each packet, a new Delay
& Jitter value is extracted from the law or from the file, depending on the type of
law selected. These values are stored in a global table by the NetDisturb driver.
When the table is empty, the NetDisturb Server provides a new table to the
NetDisturb driver with new values provided by the law or the file. The value is the
number of milliseconds the packet is delayed.

Working Mode: Laws apply to each TCP/UDP connection of the IP Flow

When a Delay & Jitter Law is selected for a given IP Flow, the law applies to all
packets matching the mask that haven’t been lost.

These values are stored in a table maintained by the NetDisturb driver.

The NetDisturb Server provides the table once to the NetDisturb driver with
values provided by the law or extracted from the file. The NetDisturb driver loops
on values from this table: when the end of the table is reached, NetDisturb driver
restarts at the beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is used
to classify the packet. Else the IP addresses and protocol are only used.

For each packet, a Delay & Jitter value is extracted from the buffer at the current
index of the packet for the connection i.e. the n ™ packet received for the given
connection is delayed by the n" value of the table. When n reaches the end of the
table, the values extracted restart at the beginning of the table.

7.4.4.2 Delay & Jitter Accuracy

The NetDisturb driver accuracy is +2 milliseconds.

It means that a delay variation of one millisecond between two packets can’t be taken
into account. With such Delay & Jitter, the result is either no Delay & Jitter or a Delay &
Jitter of 2ms at least.

The NetDisturb driver uses the OS timer accuracy to delay the packets. Because
Windows is not a real-time OS, it may append Windows is not able to wake up the

i NetDisturb driver in the timely manner. In such case, the delay and/or jitter value is
increased unexpectedly.
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7.4.4.3 How to create or edit the Delay & Jitter Law

To create or configure a Delay & Jitter Law click on the “Edit” button at the top or bottom
part of the main window.

b azk [+ Trigger] Loszz & Duplication Law Drelay & Jitter Law
Mask | |iMore) | |More)

E dit [NDI"IE] E dit [NDI"IE]

# Lozt or Duplicated
Packetz

# Incoming Packets n 0[0.0%] #Delayed Packets 0[0.03]

The following window is then displayed:

NetDisturb Client - Delay & Jitter Laws

Lizt of the defined Delay & Jitter Law

Law Mame Law Type Range A MewLaw
[Mone]
Constant Delay Constant Delay 20 ms
Expanential Jitter Constant Delay & Exponent... 20mzto 2., 4
Uniforrn Jitter Constant Delay & UrifarmJ...  3msta 10,
Constant Delay & F.[Jitter] Constant Delay & File [Jitter) Mia
F_[tinirmum Cadences) Filz [Facket Sending Minim. .. M8,
Fiouter Simulation with Delay Fouter Simulation & Consta. .. MAA,
Router Simul, & F.[Cadences] Router Simulation & File [P... M8,
Delay & F.[Throughput, Time) Constant Delay & File [Thro... HAA v
=

General | Law Parameters | tathematical Theory

Select a law in the defined law list or add a new law

] | Cancel |

This window allows creating a new law or modifying an existing one.
If "(None)" is selected, only the New Law button is enabled and the tabs to define the
parameters are disabled.
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If you select a preexisting law in the current list-box, then the parameters and the details
about this law can be viewed and the first "General" tab is enabled as in the example

below:
MetDisturb Client - Delay & Jitter Laws

Lizt of the defined Delay & Jitter Law

Select a law and define its parameters

Law Mame Law Type Range A Mew Law
[Mone) -

Conhztant Delay Congztant Delay 20 ms R

E xponential Jitter Conztant Delay & Exponent...  20msto 2. Ename
Uinifarmn Jitker Congtant Delay & Unifarmm ... 3 me o 10, Copy
Conztant Delay & F.[Jiter) Conztant Delay & File [Jitter] M

F.[Minimum Cadences) File [Packet Sending Minin... M i, Delete
Fouter Simulation with Delag Fouter Simulation & Consta... M i,

Raouter Sinul. & F.[Cadences) Router Simulation & File [P... i,

Drelay & F.[Throughput, Time) Congtant Delay & File [Thro... i, b’

Select a type of law; | Congtant Delay

General | | Mathematical Theory
How does it wark
A constant delay iz applied to all packets relevant to the [P Flow not presiouszly lost.

One parameter muszt be defined by the uzer:
- Constant Delay

The Constant Delay iz expreszed in milizeconds, and all packets will be delayed in a constant
manmer withaut jitter.

aK Cancel

This window is composed of two areas:

o List of the defined Delay & Jitter Law: a list-box displays the defined laws and five
buttons allow managing the laws: New Law, Rename, Copy, Delete and Save.

e The first step is to choose the law type amongst the list of the pre-defined Content
Impairment laws. Then there are 3 tabs to define and to help the user to set up the
parameters of the selected law.

- (tab 1) General (explaining how does the impairment law work)
- (tab 2) Law Parameters
- (tab 3) Mathematical Theory (only available with Delay & Jitter Laws

using a mathematical law)
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7.4.4.3.1 List of the Delay Laws defined

The list-box displays for each defined law the summary of the characteristics, except for
(None) corresponding to 'No Delay & Jitter Law' selected:
- Law Name: name of the law
- Law Type: the type of Delay law chosen amongst the pre-defined
list (more details available in paragraph 7.4.4.3.2 Select a law and
define its parameters)
- Range: range of values generated by the specified laws.

To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with
'New Law' as name of the law:

Lizt af the defined Delay & Jitter Law

Law M ame Law Type Range L
Constant Delay Constant Delay 20 mz
E wponential Jitker Conztant Delay & Exponent... 20msto 2. Renanme
[rifarm Jitter Conztant Delay & Uniform J... 3msto 10,
Constant Delay & F.[Jitter] Constant Delay & File [itter] M A Copy
F.[Minimum Cadences) File [Packet Sending kinim... M
Router Simulation with Delay Router Simulation & Consta... I A, Delete
Router Simul. & F.[Cadences) Router Simulation & File [F... I A,
Delay & F.(Throughput, Time] Constant Delay & File [Thro... M A

Constant Delay b Save

Then click on 'New Law' label to rename this entry or press the Rename button:

Lizt af the defined Dielay & Jiter Law

Constant Delay 20 mz C ave

£

Law M ame Law Type Range A Mew Law
Ewponential Jitter Conztant Delay & Exponent... 20msto 2.

[rifarm Jitter Conztant Delay & Uniform J... 3msto 10, Fenanme
Conztant Delay & F.[Jitter] Conztant Delay & File [Jitter] [ FraY

F.[Minimnum Cadences) File [Packet Sending kinim... M Copy
Raouter Simulation with Delay Rauter Simulation & Consta... I A,

Fouter Simul. & F.[Cadences) Router Simulation & File [F... I A, Delete
Delay & F.[Throughput, Time] Conztant Delay & File [Thro... [ FraY

Rename: to rename the Law. This button should be used to change the Law name.

Copy: this button copies the current selected law at the end of the list with a new name.
The following example shows the new list-box after copying the existing Exponential
Jitter law:
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Lizt af the defined Dielay & Jitter Law

Laws Mame Law Type Fange | Mew Law
Consztant Delay Conztant Delay 20 mz

E wponential Jitker Conztant Delay & Exponent.. 20msto 2. =

IIniform Jitter Constant Delay & Unifarm J... 3 msto 10... ﬂ
Canstant Delay & F.[Jitter] Caonstant Delay & File [Jiter] M A4, m
F.[Mirirum Cadences] File [Packet Sending Minim... I A, -
Fouter Simulation with Delay Router Simulation & Consta... I A, Delete
Fouter Simul. & F.[Cadences) Fouter Simulation & File [P... M A ]

Delay & F.[Throughput, Time] Constant Delay & File [Thro... M

Copy of Exponential Jitter Conztant Delay & Exponent.. 20msto 2. Save

Delete: this button should be used to remove a Law from the current list.
First select in the list-box the law to delete and then press the Delete button. A
confirmation window is then displayed:

NetDisturb Client X

\:{/ Do wou confirm that wou want to delete the law "Copy of Exponential Jitker"?

wo |

Save: to save all changes related to the laws.
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7.4.4.3.2 Select a law and define its parameters

Once a law has been created, then you can define or modify the parameters of the law:

The first step is to choose the law type amongst the list of the pre-defined Content
Impairment laws. Then there are 3 tabs to define and to help the user to set up the
parameters of the selected law.

- (tab 1) General (explaining how does the impairment law work)
- (tab 2) Law Parameters
- (tab 3) Mathematical Theory (only available with Delay & Jitter Laws

using a mathematical law). This tab gives some details on the theory
of the mathematical law used.

= Select a type of law
A combo box allows selecting a law among the following pre-defined laws:

e Constant Delay
Parameter = constant delay

e Constant Delay & Exponential Jitter
Parameters: constant delay, A

e Constant Delay & Uniform Jitter
Parameters: constant delay, alpha, beta

e Constant Delay & File (Jitter)
Parameters: constant delay, filename

e File (Packet Sending Minimum Cadences)
Parameter: filename

e Router Simulation & Constant Delay
Parameters: IP throughput, max memory, constant delay

e Router Simulation & File (Packet Sending Minimum Cadences)
Parameters: IP throughput, max memory, filename

e Constant Delay & File (Throughput & Duration)
Parameters: constant delay, filename

© ZT1 1998-2006 Page 126/189



NetDisturb PART 7 Using the NetDisturb Client

= The “General” tab (tab 1)
Details on the law type chosen and on the way to choose the parameters are provided on
this tab as shown on the figure below:

General | | Mathermatical Theary |

Howe does it work,

YWhen thiz law iz used, MetDizturb defines the minimum cadence when the packets are to be
zent over the output interface. This iz done without considenng the moments where the
packetz were received from the input interface.

Thiz law iz mainly uzed for incoming constant flow to add a variable jitter defined by the user.
One parameter must be defined by the uzer:

- Filename  zer File containing the cadence walues

The firgt packet initializes the TR time [reception time for packet # 1) Then the value T52 iz
calculated as follows: TS2 = TR1 + D1, where T52 comesponding to the time when the
gecond packet has to be zent over the output interface and D1 corezponding to the first
cadence value read from the file. The second packet iz received at the TRZ time.

[F TRE < TS2 then the zecond packet iz queued with a delay defined as: TS2-TR2

[F TR2 »=T52 theh the secand packet iz zent immediately aver the autput interface.

Then the new value TS53 iz calculated: TS3=T52 + D2 . where T53 comezponding to the
time when the third packet has to be sent over the output interface and D2 coresponding to
the zecond cadence value read from the file \When the end of the file iz reached, the process
cohtinues and loopz at the beginning aof the file.

Example: the file containg the values 10, 20... Let's suppoze that the packets are received
every 12 mz over the input interface. The first packet received is sent without delay over the
autput interface. The zecond packet received iz zent without delay. 'why? Becausze the
receiving time iz equal to 12 me after the first packet haz been received and that's the
cadence iz equal ko 10 ms - firgt walue of the file. The third packet iz zent with a B mz delay
after the zecond packet. Why? The receiving time iz equal to 24 ms after the first packet has
been received and the cadence iz equal to 10 + 20 - zecond value of the file = 30 ms.

And zoon .

= The “Law Parameters” tab (tab 2)
This tab is described for each law type here after.

= The “Mathematical Theory” tab (tab 3)
This tab is available with the following laws only:
- Constant Delay & Exponential Jitter
- Constant Delay & Uniform Jitter

This tab provides the main explanations of the mathematical theory of the law as shown
on the figure below:
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= Action buttons

The "Delay & Jitter Laws" window handles a temporary list of laws until the user press the
OK or Cancel button.

| b4 athematical Theory |

The probahility density function of the exponential law is

Ae™** 1 >0,

}

A —
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where & >0 isthe parameter of the distribution (the rate parameter).
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The small values are more often generated that big ones.
The more & is big the more the maximum value generated
is small.

The cumulative frequency fram a given value a=0 to a given
value b=a is the integral of 1) in this interval.

Button

Action

Restore Defaults ...

resets all parameters of the current law.

OK

saves all modifications made if you didn't save them
before. Moreover, the selected law in the list of the
defined laws becomes the selected law in the
combo-box of the IP Flow window.

Cancel

ignores all modifications made if you didn't click on
the Save button before. In that case, the last law
selected in the combo-box of the IP Flow window is
kept.

How to create a new Delay & Jitter Law:

aRhwN=

Click on the "New Law" button,

Then click on the “Rename” button to modify the name of the law.
Choose one of the pre-defined law in the combo box

Select the "Law Parameters" tab,

Enter law parameter(s). The "General" tab and the "Mathematical Theory" tab

contain information which can be useful to define the parameters.

&

other laws.

7. Press “OK” to quit the “Delay & Jitter Laws” window and to select this new law as

Press the “Save” button to save the changes and to continue to create or modify

the law to be applied on the corresponding IP Flow.
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7444 Constant Delay

A constant delay is applied to all packets relevant to the IP Flow not previously lost.

NetDisturb Client - Delay & Jitter, Laws

Lizt of the defined Delay & Jitter Law

Laws Mame Law Type Range Mew Law

[Mone]

20 iz

Constant Delay

Rename
Copy

Delete

Save

Select a law and define its parameters

Select a type aof law: | Conztant Delay

Law Parameters | bl athematical Theaory
Law Parameters

L)

Filenarne:

Congtant Delap (me]: |20

T

Calculated Range:

Restore Defaults ... |

ak | Cancel |

The “Constant Delay (ms)” parameter must be defined, and all packets will be delayed in
a constant manner.
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7.4.4.5 Constant Delay & Exponential Jitter

When this law is selected, an exponential distribution of the jitter is computed from the
Lambda parameter. This distribution is stored in a table. This table is then transmitted to
the NetDisturb driver, finally coupled with a Constant Delay (expressed in ms) that will
be added to the calculated jitter.

NetDisturb Client - Delay & Jitter Laws

List of the defined Drelay & Jitter Law

Law Mame Law Type Fange Mew Law

E

Constant Delay & Exponent...

Rename
Copy

Delete

Save

Select alaw and define itz parameters

Select a type of law: |E0nstant Delay & Exponential Jitter

| Law Parameters |
Law Parameters

Filename:
Lambda:
Constant Delay (ms]: |20

AN

i

Calculated Fange: From 20 ms to 124 ms

Infarmation on mathematical law values generated
The minimurm value is: O
The maxirnum value is: 104

0.005 * of generated values are sitted after the value: 99

The probability of the integer value |1 [ 01z around: 9.957 4%
For a cumulative frequency:

fram 1 [integer » 0] equal to |1 % pou should chooge a

lambda equal to: 0.0100503

from |1 [integer > 0] to infirity equal ta |1 % you should chooze a

lambda equal to: 46051702
Restore Defaults ...
K | Cancel |

o

The mathematical function used is (click on the “Mathematical Theory” tab or see the
Exponential Law in PART 9 for more information):

Exponential law (1 > 0)
f(x) = Ae ™dx if x>0
f(x)=0 if x<0

For this law, one parameter is defined:
Lambda parameter of the law

An additional area, called “Information on mathematical law values generated” is
available with this law. Here are provided some information about the minimum and
maximum values. These values are generated by the mathematical law regarding the
user-defined parameters. Moreover, the probability of each value which can be
generated is also available. In order to help the user to choose the lambda parameter, by
giving domain of values and a cumulative frequency, NetDisturb can give you an
approximation of the lambda parameter.
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Infarmation on mathematical law values generated
The minimum value iz 0
The mazimum walue iz;: 104

0.005 % of generated values are sitted after the value: 99

The probahility of the integer value |1 [> 0] iz around: 9. 957 4%
For a cumulative frequency;

from 1 [integer » 0] equal ta |1 % you should choose a
larnbda equal to: 00100503
fram |1 [imteger > 0] to infinity equal to |1 % you should choose a

larnbda equal to: 46051702

7446 Constant Delay & Uniform Jitter
When this law is used, a uniform distribution of jitter values is calculated from the Alpha
and Beta parameters.
This distribution is stored in a table. This table is then transmitted to the NetDisturb
driver, finally coupled with a Constant Delay (expressed in ms) that will be added to the

calculated jitter.

NetDisturb Client - Delay & Jitter Laws

Ligt of the defined Delay & Jitter Law

Law Manne Law Type Range News Law

[None]
Law1 Constant Delay & Uniform ... 21 msto 1.

[

Rename
_co |
[ ez |
_sae |

Save

Copy

Delete

Select a law and define itz parameters

1= Yl W0 T | Constant Delay & Uniform Jitker

Law Parameters |
Law Parameters

Filenarne: |

Alpha: 1

Beta: 100

Constant Delay [ms]: |20

Calculated Flange: From 21 ms to 120 ms

|nformation an mathematical law values: generated
The minimumn value iz 1
The maximum walue iz 100
The probability of ach value between Alpha and Beta iz around: 101701 %.
If riot between Alpha and Eeta, the probability of a value is null

Restore Defaults ...
Ok | Cancel |

The mathematical function used is (click on the “Mathematical Theory” tab or see the
Uniform Law in PART 9 for more information):
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Uniform law on («, #) range

fx)=1/(f-a) if a<x<p
f(x)=0 else

For this law, two parameters are defined:
Alpha min value of the range
Beta max value of the range

An additional area, called “Information on mathematical law values generated” is
available with this law. Here are provided some information about the minimum and
maximum values. These values are generated by the mathematical law regarding the
user-defined parameters. Moreover, the probability of each value which can be
generated is also available.

Information on mathematical law values generated
The minirnunn value iz 1
The masimurm value iz 100
The probability of each value between Alpha and Beta iz around: 1.0101 3%,
|f not between Alpha and Beta, the probability of a walue iz null

7.4.4.7 Constant Delay & File (Jitter)
When this law is selected, the delay rate is obtained from a file.

Total delay applied to the packet = Constant Delay (expressed in ms) + delay read from
the file for this packet.

The Jitter values file must be a text file.

Delays are expressed in integer positive numbers. The unit is the millisecond. The
separators used for decoding are: end of line (CR or CR-LF), semicolon, coma, and tab
or space characters. If a line starts with a sharp (#) character, the rest of the line is
ignored i.e. up to the End of Line (CR or CR-LF).

One Jitter value is picked for each packet handled. When the end of the file is reached,
the NetDisturb driver restarts with the first values of the file.
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MetDisturb Client - Delay & Jitter Laws

List of the defined Delay & Jitter Lavs

Lave M ame

[Mone)
Law

Law Type

Congtant Delay & File [Jitter)

Select a law and define itz parameters

Fange

(RPE

e Law

Rename
Capy

Delete

Save

Select a type of law: |C0nstant Delay & File [Jitter]

J L[l

| Law Parameters | Mathematical Theom |
Law Parameters

Filemarne: |Jitter1 0.bst

Cansztant Delay [mz):

T

Calculated Ranage: Mot Applicable

Restore Defadlts ...

ok |

Cancel |

For performance reasons the file is read in one shot, and stored in memory when the law
IP Flow is set in the Run state. The values are used to load the table transmitted to the
NetDisturb driver. In order to not overload the memory resources, the maximum number

of delays read is limited to 40,960.

If the file size exceeds the table size, only the part that can be memorized will be read.
The rest of the file will be used for the next loading. If the file size is too small to fulfill the
table, fulfilment is done by read back the file from its beginning.
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7.4.4.8 File (Packet Sending Minimum Cadences)

When this law is used, NetDisturb defines the minimum cadence when the packets are
to be sent over the output interface. This is done without considering the moments where
the packets were received from the input interface.

This law is mainly used for incoming constant flow to add a variable jitter defined by the
user. The file containing the values must be a text file. Sending times are expressed by
integer positive numbers (unit is the millisecond).

The separators used for decoding are: end of line (CR or CR-LF), semicolon, coma, and
tab or space characters. If a line starts with a sharp (#) character, the rest of the line is
ignored i.e. up to the End of Line (CR or CR-LF).

NetDisturb extracts the values from the file in a circular way and one value is picked for
each packet handled.

NetDisturb Client - Delay & Jitter Laws

List of the defined Delay & Jitter Law

Law Mame Law Type Range MNews Law
[None]
Lawl File [Packet Sending Minim... MAA F—
Copy
Delete
Save
Select a law and define itz parameters
Select a type of law: |File [Packet Sending Minimum Cadences] j
| Law Parameters | Mathematical Theory |
Law Parameters
Filename: |Hand0mVaIues.txt Browse |

T

Calculated Range: Mot Applicable

[ et

aK | Cancel |

The first packet initializes the TR1 time (reception time for packet # 1).

Then the value TS2 is calculated as follows: TS2 = TR1 + D1, where TS2 corresponding
to the time when the second packet has to be sent over the output interface and D1
corresponding to the first cadence value read from the file. The second packet is
received at the TR2 time.
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If TR2 < TS2 then the second packet is queued with a delay defined as: TS2-TR2
If TR2 >= TS2 then the second packet is sent immediately over the output interface.

Then the new value TS3 is calculated: TS3 = TS2 + D2 , where TS3 corresponding to the
time when the third packet has to be sent over the output interface and D2 corresponding
to the second cadence value read from the file.

When the end of the file is reached, the process continues and loops at the beginning of
the file.

Example: the file contains the values 10, 20...

Let's suppose that the packets are received every 12 ms over the input interface. The
first packet received is sent without delay over the output interface.

The second packet received is sent without delay. Why? Because the receiving time is
equal to 12 ms after the first packet has been received and that's the cadence is equal to
10 ms - first value of the file.

The third packet is sent with a 6 ms delay after the second packet. Why? The receiving
time is equal to 24 ms after the first packet has been received and the cadence is equal
to 10 + 20 - second value of the file = 30 ms.

And soon ...

© ZT1 1998-2006 Page 135/189



NetDisturb PART 7 Using the NetDisturb Client

7449  Router Simulation & Constant Delay

This law is used to simulate a real network by offering:

¢ Alimited IP Throughput on the output interface in Kbps.

¢ A Constant Delay (to simulate a network transit delay)

e The loss of packets as soon as the virtual output queue is full (the Maximum Memory
parameter expressed in Kilobytes is the virtual output queue size). When the output
queue is virtually full, all new incoming packets are not transmitted to the output
interface.

The example displayed below illustrates the 3 parameters used by the “Router Simulation
& Constant Delay” law: IP Throughput, Maximum Memory and Constant Delay.

MetDisturb Client - Delay & Jitter Laws

Ligt of the defined Delay & Jiter Law

Law Name Law Type Range Mew Law
[Mone)
Law1 Fouter Simulation & Consta... R

Fiename
Copy

Drelete

f e

Save

Select alaw and define itz parameters

I N (e R W ETRE R oter S imulation & Congtant Delay

| Lavs Parameters | M athematical Theor
Laws Parameters

Filenarme:
IP Throughput [Kb/z]: (1024
Congtant Delay [me):  |600

td awirnurn Memory [KB]: (0

i

1T

Calculated B ange: Mot Applicable

Festore Defaults ...

ak. Cancel |

The output queue is a virtual queue because there isn't any real queue associated to the IP Flow.

(continue)
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When the IP Flow is started i.e. when the ‘Run’ button is pressed, the internal remaining size is the
Maximum Memory parameter value.

Each time a packet is received, the internal remaining size parameter is decreased by the packet size.
When the remaining size parameter is 0, the queue is marked as full.

Any new packet is lost until the remaining size becomes positive. When the packet is sent, the relevant
queue size parameter is increased.

In the meantime each packet to send is first moved in the output queue and if needed, the number of
packets delayed is increased.

This is why there may be packets not yet sent when the IP Flow is stopped. Those packets continue to be
sent until the output queue is free.

You shouldn’t be surprised if packets continue to be sent even if no packet has been received: it is in most
cases the output queue that is not yet empty.
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7.4.410 Router Simulation & File (Packet Sending Minimum Cadences)

This law is used to simulate a real network by offering:

A limited IP Throughput on the output interface in Kbps.

A loss of packets as soon as the output queue is full (the Maximum Memory
parameter expressed in Kb/s is the output queue size). When the output queue is full,
all new incoming packets will not be transmitted to the output interface.

The minimum cadences (values read from the text file) when the packets are sent
over the output interface whatever the moments when the packets were received from
the input interface (to simulate a real network transit delay). Please refer to the "File
(Packet Sending Minimum Cadences)" Law for more information. The values are
expressed with an integer positive number. The unit is the millisecond. The
separators used for decoding are: end of line (CR or CR-LF), semicolon, coma, and
tab or space characters. One Delay & Jitter value is picked for each packet handled.
When the end of the file is reached, the NetDisturb driver restarts with the first values
of the file. If a line starts with a sharp (#) character, the rest of the line is ignored i.e.
up to the End of Line (CR or CR-LF)

The example displayed below illustrates the 3 parameters used by the “Router Simulation
& Constant Delay” law: IP Throughput, Maximum Memory and the user defined file
containing the Delay & Jitter values.

NetDisturb Client - Delay & Jitter Laws

List of the defined Delay & Jiter Law

Law Mame Law Type Range Mew Law
[Mane]
Law Router Simulation & File [P Mia T —
Copy
Delete
Save
Select a law and define itz parameters
Select a type of law: |Houter Simulation & Filz [Packet Sending Minimurn Cadences) ﬂ

| Law Parameters | Mathematical Theany |
Law Pararneters

Filename: |F|and0m\-"alues.h-ct Browse I
IP Throughput (Kb/s): (1024
F aximum Memory [KEB):|0

—
—

Calculated Range: Mot Applicable

Festore Defaults ...

ok | Cancel |
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7.4.4.11 Constant Delay & File (Throughput & Duration)

This law is used to change the output throughput from time to time. It is a throughput
simulation law where the throughput varies.

The throughput and the duration of the throughput are positive and integer values. The
values are extracted from the user-defined file. This file must be a text file.

Separators used for decoding are End of Line (CR or CR-LF), semicolon, coma, tab or
space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End
of Line (CR or CR-LF)

There are a couple of values to read:

e The first value is the throughput. The unit of the throughput is the Kbps.

e The second value read is the duration of the throughput. The duration unit is the
millisecond.

To assure performance, the file is read in one shot and stored in memory at law selection
time. The values extracted from the file fill a table transmitted to the NetDisturb driver. In
order to not overload the memory resources, the maximum read number of values is
limited to 40,960 i.e. 20,480 couples.

If the file size exceeds the table size, only the part that can be memorized will be read.
The rest of the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning to
complete the table.

The NetDisturb driver extracts a couple of values from the table to get the throughput to
apply and its duration. When the duration expires, the next couple of values is extracted
from the table, and so on.

A constant delay can be added to each packet, to simulate the network delay, for
example the satellite upload or download frame delay.
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MetDisturb Client - Delay & Jitter Laws

Lizt of the defined Dielay & Jitter Law

Law Mame Law Tupe Range Mew Law
[Mone)
Law Constant Delay & File [Thro... Ml -

Copy

Delete

Save

Select a law and define its parameters

J L leRlE

Select a type of law: |Eunstant Delay & File [Thraughput & Duration)

Law Parameters | M athernatical Theory |

Law Parameters

Filename: |Thru:uughpub‘1'mdDurati|:unS armple. tat

Constant Delay [mz]:

T

Calculated Range: Mot Applicable

Flestore Defaults ...

ok ‘ Cancel |
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7.4.5 The Content Impairment Law Configuration

NetDisturb can change the packets content following a mathematical law configured by
the user or using values extracted from an input file. These values apply to the IP
packets matching to the selected mask, if a loss law hasn’t previously lost the packets.

Up to 100 Content Impairment Laws can be created. By default the following laws are

defined in the Default.wsx context file:

Combo-box Comment area Description

(None) (None) With this option, no impairment is applied to
the IP Flow.

1 out of 10 1 Packet out of N Range (N): 10

Percentage Percentage Percentage: 5

Normal Law Impairment Normal Law (Laplace- | The values are between 0 to 44. The

Gauss) threshold is 10. Parameters of the law

Average:100, Standard deviation:10

Uniform Law Impairment | Uniform Law Domain values [1 to 100] Threshold = 20

For each law coming from the Default.wsx context file, the default packet content
impairment parameters are used. See 7.4.5.7 Packet Content Impairment Type for more
details.

7.4.5.1 Content Impairment Law and the Working Mode

Contrary to the other types of disturbance, the Content Impairment laws are not
concerned by the Working Mode. When a Content Impairment law is selected over a
given IP Flow, the law applies to all packets matching the mask. For each new packet, a
new value is extracted from the law or from the file, depending on the type of law
selected. These values are stored in a global table by NetDisturb. When the table is
empty, NetDisturb Server provides a new table to the NetDisturb driver with new values
depending on the law.

This value is compared to the Threshold: if the value is greater or equal than the
Threshold, the packet content is impaired.

7.4.5.2 How to create or edit the Content Impairment Law

To create or configure a Packet Content Impairment Law click on the “Edit” button at the
top or bottom part of the main window.

Click on the right arrow to access the edit button of the Content Impairment Law.

b azk [+ Trigger] Loszz & Duplication Law Drelay & Jitter Law
|[N ane] ﬂ |[N ane] ﬂ |[N ane] ﬂ
[N l:lr'IE] E dit [N l:lr'IE] E dit [N l:lr'IE] E dit
] # Losgt or Duplicated a 3
# Incoming Packets 1] st or ug;;i;g 0[0.0%] #Delayed Packets 0[0.03]
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Loszz & Duplication Law Drelay & Jitter Law Content Impairment Laww

| [Mone] ﬂ | [Mone] ﬂ | [Mone]
[Mane] Edit [Mone] Edit [Mone]

# Lost or D”ﬁiﬁiﬁi 0[0.0% #Delayed Packets 0[0.0%] #Modified Packets

0[0.0%]

The following window is then displayed:

NetDisturb Client - Content Impairment Laws

List of the defined Content [mpairment Law

Law Marne Law Tope Range Mew Law
1 Packet out of 10 1 Packet out of M 1A010%)

Percentage Percentage e

Marmal Law Impairment Mormal Law [Laplace-Gaussz) Oto 170

Unifarm Law Impairment | niform Law Tk 100

General I Law Parameters I t athematical Theory | Content Impairment

J |1

Select a law in the defined law list or add a new law

Ok Cancel ‘

This window allows creating a new law or modifying an existing one.

If "(None)" is selected, only the New Law button is enabled and the tabs to define the
parameters are disabled.
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If you select a preexisting law in the current list-box, then the parameters and the details
about this law can be viewed and the first "General" tab is enabled as in the example

NetDisturb Client - Content Impairment Laws

below:

Lizt of the defined Cantent [mpairment Laws

Law Mame Law Tupe Range Mew Law
[Mone]

1 Packet out of 10 1 Packet out of M 110 [10%] I
Percentage Percentage 4

Marmal Law Impairment Marmal Law [Laplace-Gauss] Oto170 Copy
|dniform Law [mpairment Uniform Law 1to100

Delete

Select a law and define its parameters

Select a type af law: |‘l Packet out of M

J L [eelE

General | | M athermatical Theary
How does it wark,
Thiz law impairs the content of 1 packet out of M received packets.

One parameter muzt be defined by the user:
- Range [M]

The impaired packet iz the Nth received packet, i.e. considering M iz 12, then the 12th, 24th,
36th packet and g0 on are impaired.

The value of M must be between 2 and 100,000,000,
Go to the "Content Impairment™ tab and click on the "Modify Parameters"

button. The dialog box opened allows defining the parameters on how the
packet content will be impaired.

(1] 4 | Cancel

This window is composed of two areas:

o List of the defined Content Impairment Law: a list-box displays the defined laws and
five buttons allow managing the laws: New Law, Rename, Copy, Delete and Save.

e The first step is to choose the law type amongst the list of the pre-defined Content
Impairment laws. Then there are 4 tabs to define and to help the user to set up the
parameters of the selected law.

- (tab 1)
- (tab 2)
- (tab 3)

- (tab4)

General (explaining how does the impairment law work)

Law Parameters

Mathematical Theory (only available with Content Impairment Laws
using a mathematical law)

Content Impairment
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7.4.5.2.1 List of the Content Impairment Laws defined

The list-box displays for each defined law the summary of the characteristics, except for
(None) corresponding to 'No Content Impairment Law' selected:
- Law Name: name of the law

- Law Type: the type of Content Impairment law chosen amongst the pre-defined
list (more details available in 7.4.5.2.2 Select a law and define its
parameters)

- Range: range of values generated by the specified laws.

To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with
'New Law' as name of the law:

Lizt af the defined Cantent Impairment Law

Law M ame Law Type Range Mew Law
[Maone]

1 Packet out of 10 1 Packet out of M 10 [10%] Renanme
Percentage Percentage %

Haormal Law Impairment Mormal Law [Laplace-Gauss] Otol70 Copy

Idriform Law Impairment Uriform Law 1to100

1 Packet out aof M Delete

Rl

Then click on 'New Law' label to rename this entry or press the Rename button:

Lizt of the defined Cantent Impairment Law

Law Mame Law Type Fange Mew Law
[Mane]

1 Packet out of 10 1 Packet out of M 10 10%)] Flanamme
Percentage Percentage LT

Mormal Law Impairment Mormal Lawve [Laplace-Gauss] Oto170 Copy

| Inifarrn Law Innpairment | rifiarrn Law 1100
e La 1 Packet out of M 175 [20%] Delete

Save

Sl

Rename: to rename the Law. This button should be used to change the Law name.

Copy: this button copies the current selected law at the end of the list with a new name.
The following example shows the new list-box after copying the existing Percentage law:
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Lizt af the defined Cantent Impairment Law

Save

Law Mame Law Type Range Mew Law
[Mane]

1 Packet out of 10 1 Packet out of M 10 10%] Flananme
Percentage Percentage L

Mormal Law Impairment Mormal Law [Laplace-Gauss] QOtol170 m
Idraform Law Impairment Iriform Law 1to 100 -
Mew Law 1 Packet out of M 1/5 [20%)] Delete
Copy of Percentage Fercentage A

Delete: this button should be used to remove a Law from the current list.
First select in the list-box the law to delete and then press the Delete button. A
confirmation window is then displayed:

MetDisturb Client X

\in’{) Do o confirm that you want o deleke the law "Copy of Percentage"?

Yes Mo |

Save: to save all changes related to the laws.
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7.45.2.2 Select a law and define its parameters

Once a law has been created, then you can define or modify the parameters of the law:
The first step is to choose the law type amongst the list of the pre-defined Content
Impairment laws. Then there are 4 tabs to define and to help the user to set up the
parameters of the selected law.

- (tab 1) General (explaining how does the impairment law work)
- (tab 2) Law Parameters
- (tab 3) Mathematical Theory (only available with Content Impairment Laws

using a mathematical law). This tab gives some details on the theory
of the mathematical law used.
- (tab4) Content Impairment

= Select a type of law

A combo box allows selecting a law among the following pre-defined laws:
e 1 Packet out of N
Parameter: range(N)

e Percentage
Parameter: percentage

e Uniform law
Parameters: alpha, beta, threshold

e Normal law (Laplace-Gauss)
Parameters: average, standard deviation, threshold
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= The “Gene

ral” tab (tab 1)

Details on the law type chosen and on the way to choose the parameters are provided on
this tab as shown on the figure below:

General | | | |

How does it wark:
The number of packets ta impair iz defined by the Laplace-Gauss law.

Diztribution of Laplace-Gauss Law is:

)
)= —=—e 27

A2 o

where i is the average and (F iz the standard deviation.

Three parameters must be defined by the uzer:

- Awverage positive value
- Standard Dewiation  positive value such az [Standard Deviation <= Average/3)
- Threzhold if the number calculated by the law 1z egual or greater than the

threshold value, then the packet iz impaired.

Go to the "Content Impairment™ tab and click on the "Modify Parameters"
button. The dialog box opened allows defining the parameters on how the
packet content will be impaired.

= The “Law Parameters” tab (tab 2)

This tab is des

cribed for each law type here after.

= The “Mathematical Theory” tab (tab 3)

This tab is ava

ilable with the following laws only:

- Normal Law
- Uniform Law

This tab provides the main explanations of the mathematical theory of the law as shown
on the figure below:
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| | b athematical Theory | |

Distribution of Lanlace-G auss Law is:

2

)
bid 2
S 1o
flx)= e
\r"rQ_ﬂ' 0
where 4 isthe average and o is the standard deviation.
AIS)
9]
18
........ +—+ 'S
68.27%

95 45%

99,73%
- The more o is small the mare drawn values are near M
- BE.2T% of drawn valuesare N [M — o, 2+ 0]
- 85 45% of drawn values arein [ — 20 g+ 20
- 08.73% of drawn values are in [# — 30 4+ 30

= The “Content Impairment” tab (tab 4)
This tab is described in paragraph 7.4.5.7 Packet Content Impairment Type.

= Action buttons
The "Content Impairment Laws" window handles a temporary list of laws until the user
press the OK or Cancel button.

Button Action
Restore Defaults ... |resets all parameters of the current law.
OK saves all modifications made if you didn't save them before.

Moreover, the selected law in the list of the defined laws
becomes the selected law in the combo-box of the IP Flow
window.

Cancel ignores all modifications made if you didn't click on the Save
button before. In that case, the last law selected in the combo-
box of the IP Flow window is kept.

How to create a new Content Impairment Law:

Click on the "New Law" button,

Then click on the “Rename” button to modify the name of the law.

Choose one of the pre-defined law in the combo box

Select the "Law Parameters" tab,

Enter law parameter(s). The "General" tab and the "Mathematical Theory" tab

contain information which can be useful to define the parameters.

Go to the "Content Impairment" tab and click on the "Modify Parameters" button to

specify the parameters on the content impairment type.

7. Press the “Save® button to save the changes and to continue to create or modify
other laws.

8. Press “OK” to quit the “Content Impairment Laws” window and to select this new

law as the law to be applied on the corresponding IP Flow.

aRhwN=

o
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7453 1 Packet out of N

NetDisturb Client - Content Impairment Laws

Ligt of the defined Content Impairment Law

Law Mame Law Type

[Maone]

1 Packet out of M

Select a law and defing itz parameters

Mew Law

Rename

Delete

Save

Select a type of law: |1 Packet out of M

Law Parameters | b athematical Theory |
Law Parameters

Filename: |

Range [M]: IE—
I—
I—
I—
I—

Calculated B ange: 175 [20%)

Festore Defaults ...
] |

Cancel |

| e

This law allows impairing the content of 1 packet out of N received packets. It affects a

same packet based on its order.

The impaired packet is the Nth received packet, i.e. considering N is 12, then the 12",

24™ 36" packet and so on are lost.

The value of N must be between 2 and 100,000,000.
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7454  Percentage

NetDisturb Client - Content Impairment Laws

Lizt of the defined Content Impairment Law

Law Mame

[Mane]
Lawl

Select a type of lave: |FEE=ERE

Select a law and define itz parameters

Law Type Range MHew Law

Percentage R .

Copy

Delete

Save

==
[ e |
_Com |
[t |
_see |

Law Parameters
Filename:

Percentage:

Calculated R ange:

Law Pararneters | M athernatical Theory |

THITT

5%

Restore Defaults ...

0k

Cancel |

When this law is selected, a percentage of packets are impaired and the packets to

impair are randomly selected.

The percentage of impaired packets is calculated on the basis of 100 received packets or
a multiple of 100. For this reason, the percentage indicated has to be 1 or 2 consecutive
digits, i.e. 12% and 0.00056% are allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified then all the packets are impaired.

The value of the percentage must be bounded between 0.00000001% and 100%, and
the impaired packets are selected in a random way.
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7455 Uniform Law

When this law is selected, a uniform distribution of numbers contained between the
Alpha and Beta values is computed and stored in a table. This table and the threshold
(also supplied by the user) are then transmitted to the NetDisturb driver.

NetDisturb Client - Content Impairment Laws

List of the defined Content Impairment Law

Laws Name Law Type Range e Law

[Mone)

Law Uniform Law Tto 10 e —
Copy
Delete
Save

Select a law and define itz parameters

Select a tupe of law: |{RTTEE T RET

Law Parameters | |
Law Parameters

Filenarne: |

Alpha; ’1—

Beta: 10

Threshald: 5
l—
l—

Calculated R ange: From 1 to 10

|nformation on mathematical law values generated
The minimum value is 1
The maximum walue iz 10
The probability of each value between Alpha and Beta iz around: 1111113,
If hot betwean Alpha and Beta, the probability of a value is null

Restore Defaults ..

ak. Cancel |

The NetDisturb driver picks a number in the table (see also 7.4.3.1) for each selected
packet. If this number is greater or equal than the threshold, then the packet is impaired.

The mathematical function used is (click on the “Mathematical Theory” tab or see the
Uniform Law in PART 9 for more information):

Uniform law on («, ) range

f(x)=1/(p-a) ifa<x<pf
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range

Beta: max value of the range

Threshold: if the number calculated by the law is greater or equal than the
Threshold value, the packet is impaired.
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An additional area, called “Information on mathematical law values generated” is
available with this law. Here are provided some information about the minimum and
maximum values. These values are generated by the mathematical law regarding the
user-defined parameters. Moreover, the probability of each value which can be
generated is also available.

7456

Information on mathematical law values generated
The minirmun walue iz 1
The maximurn value iz 10

The probability of each walue between Alpha and Beta iz around: 1111113,

If ot bebween Alpha and Beta, the probability of a value iz null

Normal (Laplace-Gauss) Law

NetDisturb Client - Content Impairment Laws

Lizt of the defined Content Impairment Law

Law Mame Law Type
[Mone)
Lamw Mormal Law [Laplace-Gauss)

Select alaw and define itz parameters

Select a type of law: {28k EN RN R TR |

Fahge

Ota 17

Mew Law

Rename
Copy

Delete

Save

[ ke ]
==
_ oo |
SN
_see |

Law Parameters |
Law Parameters

Filename: |

Average: 10

Standard Deviation: |1

Threzhold: 10

Calculated Range: From O to 17

Information on mathematical law values generated
The minimum value iz 0
The maximum walue iz 17
99.73% of the values are included in [ 7:13]

The probability of the integer value |1 ig around: < 0.0001%

Restore Defaults ..

Ok Cancel |
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The NetDisturb driver picks a number in the table (see also 7.4.3.1) for each selected
packet. If this number is greater or equal than the threshold, then the packet is impaired.

The mathematical function used is (click on the “Mathematical Theory” tab or see the
Normal Law in PART 9 for more information):

Normal law on («, #) range

f(x)=1/(f-a) ifa<x<p
f(x)=0 else

For this law, three parameters are defined:

Average: min value of the range
Standard Deviation: max value of the range
Threshold: if the number calculated by the law is greater or equal

than the Threshold value, the packet is impaired.

An additional area, called “Information on mathematical law values generated” is
available with this law. Here are provided some information about the minimum and
maximum values. These values are generated by the mathematical law regarding the
user-defined parameters. Moreover, the probability of each value which can be
generated is also available.

Information an mathematical law values generated
The minirmurn value is; 0

The mawimumn walue iz 17F
99.73% of the walues are included in [ 7:13]

The probability of the integer value |1 iz around: € 00001 %
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7.4.5.7 Packet Content Impairment Type

First, go to the "Content Impairment" tab. A figure shows the correspondence between
the parameters to be specified and the Ethernet frame. This tab displays also a summary
of the defined parameters for the content impairment type. The button "Modify
Parameters" allows modifying these parameters.

| Caontent [mpairment |

impaired are randomly chosen by MetDizturb among [M] Bytes which are selected
from the Starting Point [5]

Up to 1514 Bytes

-}

-
(P) Bytes |

% ............ {H} Eytgg ................ ..,:
(S Starting Point

Defined Parameters
[5):0
[M]: R andom % alue between [1] and [1513-5]
Fandom % alue between [1] and [M]

CRC recalculations after impairment: ez

Modify Parameters

Impairment summary: One bit randomly zelected and modified for each of the [P] Eytes
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The following window is then displayed when you click on the "Modify Parameters"
button:

NetDisturb - Content Impairment Type

zelected from the Starting Point [S]

impaired are randomly chosen by MetDigturb among (N] Bytes which are

%]

Upto 1514 Bytes

(P) Bytes

________________ R

() Bytes
(S: Starting Point

Byte i

“ >

Define the Starting Paint [S] fram where the impairments will start
[5]): |0 [ alue from O to 1513)

Define the number of Bytes [M] to be selected fram the Starting Point

[v Randam Yalue between [1] and [1513 - 5]

;e

Define the number of Bytes [P) to be impaired
[v Random Yalue between [1] and (M)

—

Tepe of impairment to apply

" |rvert bits I_ [1 to 8] for each of the [P] Bytes
Irveert bits per pair [1-2, 3-4, B-6, 7-8] far each of the [F) Bytes
Inwert Bytes per pair

~
~
' Ore bit randarnly selected and modified for each of the [P] Bytes
~

Option
impairments

Cancel

]

|Jze this pattern to replace the content of the [P] Bytes that should be impaired

"] CRLC recalculations [ IP & Protocol [TCP, UDP, IGMP, CkP)] after applyin@

@
©,
®
@
®

This window is composed of 6 areas:

(1) A figure showing the correspondence between the parameters (S), (N) and (P) and

the Ethernet frame.

(2) The first area allows defining the Starting Point (S) from where the impairment will

start.

(3) The second area offers two options to specify the number of Bytes (N) to be

selected from the Starting Point.

= either the number of Bytes (N) is randomly selected
= or the number of Bytes (N) is fixed. If the value is 0, that means up to the end

of the frame.
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- (4) The third area allows setting the number of Bytes (P) to be impaired. Here two
options are available:
= either the number of Bytes (P) is randomly selected
= or the number of Bytes (P) is fixed. If the value is 0, that means all bytes are
impaired.

- (5) This area of this section defines the type of impairment to apply on the selected
bytes. There are five type of impairment available:
= Invert a specified number of bits for each of the (P) Bytes (sequential inversion
from the least significant bit to the most significant bit)
Example: inversion of 7 bits for each of the (P) Bytes
the initial byte value is:

EA (Hex)
11101010 (Bin)

7 bits should be inverted:
10010101 (Bin)
95 (Hex)

= Invert bits per pair for each of the N bytes
Example:
the initial byte value is:
39 (Hex)
00111001 (Bin)

bits are inverted per pair:
00110110 (Bin)
36 (Hex)

= Invert Bytes per pair
Example:
the initial bytes sequence is : AO BF E4 C7
after the inversion, the sequence is: BF A0 C7 E4

»= One bit randomly selected and modified for each of the (P) Bytes
Example:
the initial byte value is:
AF (Hex)
10101111 (Bin)

a bit randomly selected is inverted (here the third bit):
10101011 (Bin)
AB (Hex)

= Use a V pattern to replace the content of the (P) Bytes that should be
impaired. If the V pattern is bigger than (P) Bytes to replace, only the (P) first
Bytes of the V pattern are used. If the V pattern is smaller than (P) bytes, all or
part of the V pattern is used several times to replace the (P) bytes.

- (6) Finally, the possibility to recalculate the CRC is offered. The CRC recalculation
can be necessary for some protocols. NetDisturb recalculates the CRC for a restricted
list of protocol (IP and protocols TCP, UDP, ICMP, IGMP)
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How does it work ?

a) The calculation of the CRC depends on the localization of the impairment
and the type of the modified frame. This is done automatically.

b) List of the headers generating a calculation of the CRC:

IP Header (16 bits CRC)

The checksum field is coded on 16 bits and allows checking the
packet validity of the layer 3. Before doing the calculation, this field is
set to 0 and only the IP header is considered.

i. UDP Header (16 bits CRC, if the CRC is different from 0) and TCP

Header (16 bits CRC)

The checksum field is coded on 16 bits and allows checking the
TCP/UDP packet validity of the layer 4.

The checksum field is the 16 bit one's complement of the one's
complement sum of all 16-bit words in the header and text. If a
segment contains an odd number of header and text bytes to be
checksummed, the last octet is padded on the right with zeros to
make a 16-bit word for checksum purposes. The pad is not
transmitted as part of the segment. While computing the checksum,
the checksum field itself is replaced with zeros.

The checksum also covers a 96-bit pseudo header prefixed to the
TCP header. This pseudo header contains the Source Address, the
Destination Address, the Protocol, and the TCP length.

ICMP Header (16 bits CRC) and IGMP Header (16 bits CRC)

The checksum field is coded on 16 bits and allows checking the
ICMP or IGMP packet validity of the layer 3. Before doing the
calculation, this field is setto 0
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7.4.6 Loss/Duplication, Delay/Jitter Dynamics
The next figure shows the impact of a Loss & Duplication law and a Delay & Jitter law on

a set of packets.

Incoming Packets

B8 [02] [03] [04] [o5] [08] [o7] (B8] B8 (10
B | | -

i I

I |
Tim &
B[] . i

Loss law with parameter Threshold = 15

v

Loss Walues

Yalues 03 112 | &7 |09 (158 | 13 |02 |23 | 158 | 13
#Packet 02 04 o7 10

-

Delay ard jitter law

\ 4

Delay & Jitter Values
values |20 |30 |s0 |45 |25 |23
#Packet 02 | 04 07 | 10
Result

v

Ciutgoing Packets

B |02 o] B8] |07 10

- 1 1 1 1 1 I 1 | | | | »

: - ;
: T
- boHA30| | 4+34450 - LASAHZE | panany

b A6k 25
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7.4.7 Loss with Duplication and Delay/Jitter Dynamics
The next figure shows the impact of a Loss & Duplication law with a Delay & Jitter law on

a set of packets.

Incoming Packets

B4 [02] [03] [04] [o5] (@8] [o7] (6] S

10

S .
ey

g

Time
(=40}

Loss & Duplication law with parameter Threshold = 15
- and Duplicatation rate = 1

Loss & Dupplication Walues
values |05 |12 |27 | oo | 18 [;;'f';' 20 los |12 | 12
#Packet 0z 04 10
Delay and Jitter law
Delay & Jitter Values
vales oo T a0 [s0 [ 25 [4o [ss [ 4s
#Packet e | 04 10
|
Reosult
Cutgoing Packets
BE CEE B [
e b 5 n % .1
: l T;'ua
B [ - - ons] M2
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7.5 Use of the Aggregates

7.5.1 What is an aggregate?

An aggregate is an association of several IP Flows (at least 2) sharing the same Delay &
Jitter Laws.

To be defined, the aggregate has to have a Delay & Jitter Law for at least one direction
(A=>B and/or B=>A).

The IP Flow order in the aggregate defines the priority of packets to delay. While the top
IP Flow packets gets the highest priority, the other IP Flows packets are queuing until
there are no higher priority packets.

All the IP Flows related to the aggregate must have their own Mask and possibly a Loss
& Duplication Law, but they lose their own Delay & Jitter Law for the benefit of the law
defined in the aggregate.

For a given IP Flow belonging to an aggregate, the non-lost packets are subjected to the
Delay & Jitter Law of the aggregate.

A priority level applies to packets according to the IP Flow they belong to. The priority is
decreasing according to the Flow number, i.e. the packets of the Flow # X get a higher
priority than the packets of the Flow # X+1, etc.

All the packets of the Flow # X will be handled before the packets of the Flow # X+1 are
taken into account. By waiting to be handled, the packets of the Flow # X+1 are put into a
queue. When this queue of a Flow is full, the new packets of this Flow are lost.

All the IP Flows of an aggregate start and stop simultaneously. To start an aggregate, all
the IP Flows defined for this aggregate must have a defined mask.

7.5.2 When do we need to use an aggregate?
We use an aggregate when we wish to have different priorities for the various IP Flows to
be impaired and when we wish to apply the same Delay & Jitter Law to these IP Flows.

Example of the simulation of a satellite access (IPv4 and IPv6) with a varying time
bandwidth and a priority rule for the IP packets

In this example, we define an aggregate with three IP Flows with the following properties,
that defines the order of treatment for the received IP packets:

1) The first IP Flow is related to HTTP packets and we associate a Loss Law,

2) The second IP Flow is related to the TCP packets and we associate a Duplication
Law,

3) The third IP Flow is related to the UDP packets without applying a Loss &
Duplication Law.

So the HTTP packets are first processed with the IP Flow # 01, then the TCP packets are
handled with the IP Flow # 02 and the UDP packets are finally processed with the IP
Flow # 03.
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To implement this example, take the following steps:

e Step 1: you must define the Mask and the Loss & Duplication Law for the three IP
Flows:
- IP Flow #01:
= Mask: Source Port List = 80
» Loss & Duplication Law: select 1 predefined loss law
- IP Flow #02:
= Mask: Protocol = TCP
= Loss & Duplication Law: select 1 predefined duplication law
- IP Flow #03:
» Mask: Protocol = UDP
= No Loss & Duplication Law

e Step 2: you create now an aggregate (blue color for example) with the following
Delay & Jitter Law: the ‘Constant Delay &File (Packet Sending Minimum
Cadences)’ law allowing to simulate the bandwidth variation according to the time
(a file containing a couple of integer and positive values <Throughput (in Kbps) |
Duration (in ms)> must already exist).

e Step 3: you can now apply the blue aggregate to the three IP Flows.

e Step 4: Run "IP Flow # 01" to start. When an IP packet is received, NetDisturb
checks if this packet can be associated to one of the IP Flows of the aggregate, if
yes it will apply the Loss & Duplication Law before the Delay & Jitter Law of the
aggregate.
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7.5.3 How to configure the aggregates
Click the "Show Aggregates >>" menu to display the aggregates section on the right of

the window.

E},‘ NetDisturb Client - Impairment Tool for IP Networks

File Edit Actions ‘Working Modes Statistics Help - <« Hide Aggregates
— IF Flaws — IF Flow #01 — Aggregates
.\ (Mone) ~ || #
Q ‘ ’_ Mask [+ Trigger] Loss & Duplication Law Delay & Jitter Lave "—IJ
%ﬁg | =1 =] gl (SRS
[Mo mask] hd
- | #03
Q gl [Mo packet handled] Edit [Mo Losz, Mo Duplication] [Mo Delay and no Jitter]
Jiie S [ =] wos
# Incoming Packets 1] il en DUl 0[0.0%] # Delayed Packets 0[0.0%]
— Paae | 000% 0 | mmm B
g  Interface & [MAC) 00 08 A1 36 1C 74— @ — Interface B (MACH 0008 41 36 11 59— - || #0E
Incaming Outgaing
Mone - | #OT7
Q g # Packets/Second Ops et 1 Packets/Second Op/s
Throughput 0.00 b/ —) Throughput 0.00 b Mone v | %03
Q g| Interface rouanpd i IoUanpY £ Interface
: : x| #es
’7 g| ST}:‘)P Outgaing Incoming ST;)P 0
4mm one: A
# Packets/Second Opss ETe # Packets/Second Opls ‘ .
a Throughput | 0,00 b/s o Thioughput | 000 b/s - || w11
el Q <2
g| Mask [+ Trigger] Loss & Duplication Law Delay & Jitter Lave - | 3
o\ [No mask] = = | [ oe ]| m4
’7 gl [Mo packet handled] Edit [Mo Loss, Mo Duplication] [No Delay and no Jitter] | ’m‘ #5
Q gl # Incorming Packets Hlostor D“ggccakz‘z D[00% ¥ Delaved Packets YRS || A
Fun Other IP Flowes gl | |Cther
Btatistics Synthesis by Flow (4 _
— Total Synth
o l?I'Sl'ﬁoucﬂﬁput Reception Received Pkis Matching Pkts — Sent Pkts  Throughput Transmizsion Alarrns ;
FRun All ‘ From AtoB| 000 bis Opis 0p 0n Opl 000k Dpis | ~CPU Usagey N Configue Admregates
FromBto A" 000 bis 0 pis [T Op Op| 000k Opis |_ 4% |

Then press the "Configure Aggregates" button, and the center part of the main window
now displays the section to configure the aggregates as shown below:

&2 NetDisturb Client - Impairment Tool for IP Networks - Default.WSX

File Edit Actions Working Modes

— [P Flowg ————y

o
§
§

Statistics

— Configure Aggregates
— How to Configure the Aggregates?

Help - «« Hide Aggregates

Step 2 -
1] Select one of the 8 colours below [one
colour per aggregate). The aggregate
contain multiple [P Flows, sharing the
zame Delay & Jitter laws. Find out more

Mfith this

Jitker law

configure the Delay &

i the & to B direction.

Aggregate's Law Configuration 4 > B
Delay & Jitter Law
| Na Delay, No Jitter)

object, you

of the aggregate J
[Ma Delay and no Jitter]

— Aggregates

detailz about Aggregate in the right box Edit
g| "what iz an Aggregate?’.
’7 g| 2_] Edit or zelect the aggregate Delay &
Jitter !aw far the & to B direction. Syl s AR
g| 3 Edit or select the agoregate Delay & - The aggregate is a consecutive set of P
Jitter law for the B to & direction. Flows sharing the same Delay & Jitter laws.
g| Repeat steps 1. 2 an 3 for each AB |- AllP Flows of an aggregate share only one
aggregate you are going to use. aggregate's Delay &_Jitter law. Thz_ere i_s one
g| Nate: Only configured aggregates wil # aggregate Delay & Jitter law per direction.
g| Interface | appear in the list of agoregates. - The IP Flow order in the aggregate defines | Interface
- - the prionity of packets to delay. While the top
Q ” ou validate the changes in the IP Flows packets get the highest priority, the ”
gl & configuration of the aggregates via the 4mmm | other IP Flows packets are queuing until B
button OK. You can ignore changes via there is no higher priority packets.
g| the Cancel buttan. B to A | They may be lost if too many packets are
Step 1 - Aggregate to Configure WEIHIAG) .
g| & - Orne color is related to one aggregate.
gl Step 3 - Aggregate's Law Configuration B > A
Q e _ dith thiz abject, you Drelay & Jitter Law
configure the Delay & P
Q g' e _ ._Jitter laws of thg aggregate |[ND Delay. No Jitter] j
’7 g' ~ - in the B to A direction. [Mo Delay and o Jitter) Edit
e ok | Cancel |
Statistics Synthesis by Flow g| Total Sorthesi
— Total Synthesis
Throughput Reception Received Pkitz  Matching Pkts  Sent Pkt Throughput Transmission Alams
‘ ‘ FromAto B[ 0.00 bis 0pis Op 0p Upl 0.00bis 0pis | —CPU Usage
FromBto Al g.00 bis 0piz Op Op Opl 0.00bis 0piz |_ 1% |

You can define up to 8 aggregates and one aggregate is associated with one color.
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Four steps are necessary to parameter an aggregate.
The step 2 and the step 3 are optional, but at least one Delay & Jitter Law should be

defined.

0

=
=
-

—Step 1 - Agaregate to Configure

Step 1: Select first a color among 8 for the aggregate

ﬁiii

"fith thiz object, pou
configure the Delap &
Jitter law of the aggregate
in the & to B direction.

— Step 2 - Aggregate's Law Configuration & > B

Drelay & Jitter Law
| Mo Delay, Mo Jitter)

B

[Mo Delay and no Jitter) Edit

Step 2 (optional): Select or define a Delay & Jitter Law in the A = B direction

Once a law has been selected or defined, a tick mark is displayed on the right of the color
box, as shown below:

Interface

=)

&

— Configure Agagreqates

— Howa b Configure the Aggregates?

1] Select one of the 8 caolours below [ohe
colour per aggregate]. The aggregate
caontain multiple 1P Flows, sharing the
zame Delag & Jitter laws. Find out more
detailz about Aggreqgate in the right box
"what iz an Aggregate?

2] Edit or select the agaregate Delay &

Jitter lawe for the & to B direction.

3] Edit ar select the aggregate Delay &

Jitter lawe for the B to & direction.
Repeat steps 1, 2 an 3 for each
aggregate you are going to use.

Mate: Only configured agaregates will

appear in the list of aggregates.

'ou validate the changes in the
configuration of the agareqgates via the
button OF. ou can ignore changes via

the Cancel button.

Step 1 - Agdfedse ta Configure
{;- a

e e

Step 2 - Aggregate's Law Configuration & » B
Delay & Jitter Law
Testh

wdith thiz object, pou
configure the Dielay &
Jitter law of the aggregate
in the & to B direction.

[
Edit

Congtant Delay
20 mz

—"what iz an Agareqgate?

- The agareqate iz a consecutive set of IP
Flows gharing the same Delay & Jitter laws,

- AP Flows of an aggregate zhare only one
agareqgate’s Delay & Jitter law. There is one
aggregate Delap & Jitker law per direction,

P

I

!

Interface

=)

E

- The IP Flow order in the aggregate defines
the priarity of packets to delay. “while the top
|P Flow packetz get the highest priority, the
ather IP Flows packets are gueling until
there iz no higher priority packets.

They may be logt if too many packets are
waiting.

- One color iz related o one aggregate,

Btod

Step 3 - Agaregate's Law Configuration B » &
Wwith this bject, pou Delay & Jitter Law
caonfigure the Delay & |[N|:| Delap, Na Jitter] j

Jitter laws of the aggregate
[Mo Delay and na Jitter] Edit

it the B to & direction.

oK

Cancel

Step 3 (optional): Select or define a Delay & Jitter Law in the B =» A direction
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Step 3 - Aggregate's Law Configuration B » A

Mwith this object, you Delay &.litter Law
configure the Delay & . -
._Jitter law af thn_a aggregate |[ND Delay. No Jitter] J
in the B to A direction. (Mo Delay and no Jitter] Edit

Once the law has been selected or defined, if the tick mark was not already present, it
will be displayed on the right of the color box, as shown above.

e Step 4: Click OK to save the aggregate
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7.5.4 How to associate a colored aggregate to an IP Flow
Click the combo-box as shown below - in this example two aggregates have been
defined: light Bleu and Yellow. Then select the colored aggregate:

— Aggregates
|| iMone] l q#m

(lionel A wp2

#03

| e—

Once the aggregate is selected, a colored mark is displayed on the right of the IP Flow.
For the following example, the light Blue aggregate is associated to the IP Flow # 01, and
the yellow aggregate is associated to the IP Flow # 02.

— P Flawws —————— I Flow #0Z — Aggregates
- || 01
Q gl ﬁ taszk [+ Trigger] Loss & Duplication Law Delay & Jitker Law "—IJ
Run 02 o -]

hd |[N0 Loz, No Duplication)
iz o

Q g| Edit [Mo Loss, Mo Duplication] Edit

=l

Constant Delay

Aggregate

|

; # Lozt or Duplicated - o
,7 gl # Incoming Packets 1] ostor uPD;céi;S 0[00%) #Delaped Packets 0[0.0 %]
g| —Interface & (MAC): 0008 41 36 1C 74 @ —Interface B (MAC): 000841 36 11 59—
’7 g| Incoming Outgoing
# Packets/S econd Opés il # Packets/Second Opfs
Q Throughput | 0.00b/s —) Thioughput | 0.00b/s
Interface Interface
g| el Outgoing Incoming STOE
- 4 4 B
Q g| # Packets/Second Dpis - # Packets/Second Op/s
a Thioughput | 0.00b/s @D Throughput | 0.00b/s

BilliiiP | Qq
g| Maszk [+ Trigger] Logs & Duplication Law

Delay & Jitter Law

’7 g| |[No mask,] J

Packets

Run Cther IP Flows g|

’7 gl [Mo packet handled) Edit [Mo Loss, Mo Duplication] [Mo Delay and no Jiteer]
g| & neamiig Feekels 0 # Lozt ar Duplicated 0[0.0%]

# Delayed Packets

Aggregate

|

000

Etatistics Syrihesis by Flow (O

— T atal Synthesiz

Alarmns

Throughput Reception  Received Pkts  Matching Pkts ~ Sent Pkts  Throughput Transmission ’
Riur Al FromAto B[ 0.00b/s 0pis On On Op| 000bis Opis | [Pl [Jsage; | Configue Agoregates
FramBto AT 000 bis 0 pfs Op Op Opl 000ks 0 pis 2% |

_ruone j #14
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For the following example, the light Blue aggregate is associated to the IP Flow # 01,
and the yellow aggregate is related to the IP Flow # 02.

|F Flows

QR
Run #02 li lir

The colored mark located on the right may have two states:

- full color, for example r‘ meaning that a mask is defined for this IP Flow

- or hatched color, for example g meaning that a mask is not defined for this
IP Flow and can't be started.

You can associate the same colored aggregate to several IP Flows as in the example
below where 3 IP Flows are associated to the yellow aggregate:

— P Flowys

ar
e A

o
GRS N
iz o\

Note that the label of the buttons change when an aggregate is associated to several IP
Flows (except for the first one): the label of the "Run #02" and "Run #03" buttons change
to "+ #02" and "+ #03"

To start the aggregate, press the "Run #xx" button.

— [T lowsz

Stop #01

+ #02

To stop the aggregate, press the "Stop #xx" button.
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7.5.5 How to disassociate an IP Flow belonging to a colored aggregate
— Agoregates

Example: i 7

A light blue light aggregate is associated with three IP Flows (#01,

#02 et #03).

#1

#02

You can only dissociate an IP Flow belonging to an aggregate if || ]~/ #03
this IP Flow is the first or the last of the aggregate _
_.r.::re || #0a

— Aggregates ————— — Aggregates ————— — Aggregates

#01 [ ]| #m [ ]~ %0
o | || = ] =
1] 03 _| #03 [ [~ =
04 [ thone) | || #04 ; ol #0e

With this configuration you can | The IP Flow #02 can't be

disassociate the IP Flow #01. disassociated  because the | = = , .
previous IP Flow (#01) and the With this configuration, you can
next IP Flow (#03) are | disassociate the IP Flow #03.

associated to the aggregate.
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7.6 The NetDisturb Client Statistics

The traffic on the two interfaces is displayed in the central part of the window when an IP
Flow is selected, with a section for each interface A and B.

Each section includes one receiving area (incoming) and one sending area (outgoing).
The GUI displays the following statistics:

@ — Interf ECL 000 10 7
Outgoing

[nizoming

# Packets/Second 551 p/s Ao B r)‘ # Packets/Second 497 pfs N
Interface Throughput | 0.939 Mb'=z ‘ T hroughput N0 kb/z nterface
” —— Qutgoing ——— i Incaming
: N # Packets/Second 3B p/s \E # Packets/Second| 1104 pis B
\ Throughpot | 1,40 M/t.;yf B to & \ T hravghput 'I_W
R""‘--._.__.--—"'f @ —

# Packets/Second This field presents the instant number of packets per second
for the IP Flow.

Throughput This field displays the instant throughput in bit/s, kb/s or
Kib/s, Mb/s or Mib/s, according to the sampling period
defined in the NetDisturb Client configuration.

7.7 The Errors Detected by the NetDisturb Driver

If errors occur at the NetDisturb driver level, the ‘Alarm’ button located in the right
bottom of the client area is red colored.

Total Synthesis in _EEEEEEE
Imcoming Throughput  Incoming Pkt Matching Pkts Outgoing Pkt Outgoing Throughput

From &10 B | 553 Mbiz| 4174 pis 1693451 1695344 p 169344 p | 633 M| 4174 pis

Alarms

FromBto 2| 35 7 Khis 17 piz 3396 32280 336 R | 367 Hbis 17 piz 24 9

|— CPU Llsagel

Click on the "Alarms" button to get details about the errors and the following window is
displayed:
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NetDisturb Client - Alarms Summary

Alarmz Linked to the Direction from Interface & to Interface B

[nizoming from A Outgoing to B
# Lost Packets: 0 # Lost Packets: 0
# Lozt Bytes: 0 At B
# Driver Emmors: 0 ‘ H Lost Bytes: 0
# Mizzing Buffer Errors: n 4 Driver Entors: 0
# Lozt TCRAJDP Connections: 0

Alarmz Linked ta the Direction friam [nterface B ta Interface &

Cutgoing ko A Incoming from B
# Lost Packets: 0 B lod H Lost Packets:
- # Lost Bytes:
# Lost Bytes: 0 — # Diriver Ermors:

# Mizzing Butfer E marz:

# Driver Errars: !
RAEAT (0TS # Lost TCPAJDF Connections:

] Clear Alarmz | IJpdate Alarms Surmmary |

o ol ol ol O

The alarms are classified per direction: A=» B and B = A.
The Information displayed is different depending of the direction (incoming or outgoing).

Incoming from A For the incoming direction:
# Lost Packets: U e Number of lost packets
# Last Butes: 0 e Number of lost bytes
# Driver Ermors: 0| e Number of errors returned by the driver of the
# Missing Buffer Errorg: n Interface
# Lost TCPAUDP Connections: 0| o Number of buffers that were missing to keep all
packets
¢ Number of ignored connections
Outgaing to B For the outgoing direction:
# Lost Packets: 0| e Number of lost packets
¢ Number of lost bytes
# Lost Bytes: 0/ e Number of errors returned by the driver of the
Interface

#t Driver Errors:
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7.7.1 Details for the Incoming Errors

Incoming from A
# Lost Packets:
# Lozt Butes:
# Driver Errors:
# Mizzing Buffer Errors:
# Lozt TCPAUDP Connections:

o R e R e Y s e |

» # Lost Packets
Number of lost packets due to memory allocation errors or interface access errors.

» # Lost Bytes
Number of lost bytes (total packet size including the MAC header) due to memory
allocation errors or interface access errors.

» # Driver Errors
This error counter is the number of alarms returned by the NIC driver indicating that
some errors have occurred from the started time of the NIC. Errors can be due to one
of the following reasons:
e CRC error
e NIC or Driver Buffer overrun error

» # Missing Buffer Errors
When a packet is received and memory allocation done by the NetDisturb driver
failed, this counter is increased. You can increase the number of buffers allocated by
the NetDisturb driver by changing registry parameters (see paragraph 9.2 to
increase the number of buffers)

» # Lost TCP/UDP Connections
This counter is handled only when the working mode "Laws apply to each IP Flow" is
selected. When a packet is received for a new connection but that new connection
cannot be added because the maximum number of connections configured has been
reached or due to a memory allocation error, this counter is increased for each
packet received (see paragraph 9.2 to increase the number of connections).

7.7.2 Details for the Outgoing Errors

Outgaing to B
# Lost Packets: 1]
# Lost Bytes: o
# Driver Errars: 1]

» # Lost Packets
Number of lost packets due to memory allocation errors or interface access errors.

» # Lost Bytes
Number of lost bytes (total packet size including the MAC header) due to memory
allocation errors or interface access errors.

» # Driver Errors
This error counter is the number of alarms returned by the NIC driver indicating that
some errors have occurred from the started time of the NIC. Errors can be due to one
of the following reasons:
e CRC error
e NIC or Driver Buffer overrun error
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7.7.3 Alarm Management
Four buttons are used to manage these alarms.

» Details button

This button opens a window with details for the alarms:

e Timestamp
e Number of errors
e Errortype

» Clear Alarms button

E},‘ NetDisturb Client - Details of Alarms - B to A

05/26/2004 18:18:18.214 Incoming B: 2 driver emors
05/26/2004 18:18:24. 215 Incaning B:6 driver emars
05/26/2004 18:18:26.215 Incoming B: 2 driver emors
05/26/2004 18:18:28.216 Incoming B: 2 driver emars
05/26/2004 18:18:32.217 Incoming B:6 driver emors
05/26/2004 18:18:34.217 Incoming B:2 driver emars
05/26/2004 18:18:36.217 Incoming B: 4 driver emors
05/26/2004 18:18:40.218 Incoming B:2 driver emars
05/26/2004 181842219 Incoming B: 2 driver emors
05/26/2004 13:15:44.219 Incoming B:E driver emars
05/26/2004 18:18:46.235 Incoming B: 2 driver emors
05/26/2004 18:18:50.220 Incoming B: 2 driver emors
05/26/2004 18:19:00.222 Incaring B: 2 driver emrars
05/26/2004 18:19:02.223 Incoming B: 6 driver emors
05/26/2004 18:19:04.223 Incaming B: 10 driver emrors
05/26/2004 18:19:06.223 Incoming B: 2 driver emors
05/26/2004 18:20:54.245 Incoming B:2 driver emars
05/26/2004 18:20:56.245 Incoming B: 2 driver emors
05/26/2004 18:20:58.24E Incoming B:4 driver emars
05/26/2004 18:21:00.246 Incoming B: 2 driver emors
05/26/2004 18:21:08.248 Incoming B: 2 driver emars
05/26/2004 18:21:10.248 Incoming B: 2 driver emors
05/26/2004 18:21:14.249 Incoming B: 4 driver emors
05/26/2004 18:21:20.266 Incaoming B: 2 driver emars
05/26/2004 18:21:24.251 Dutgoing &: 2 driver emors

05/26/2004 18:21:24.251 Outaoing A:2 packets lost (596 butes)

- BX

The ‘Clear Alarms’ button resets the alarms list and number for all direction and

interfaces.

» Update Alarms Summary button
The ‘Update Alarms Summary’ button interrogates the NetDisturb driver to refresh the

error list.

» OK button

The OK button closes the Alarms List window and reset the status of the "Alarms" button

in the Client Window.

&larm
The Alarm Button changes from red to gray

until new errors occur.
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PART 8 Using the NetDisturb Server

The NetDisturb Server links the NetDisturb driver and the NetDisturb Client. In
addition, it performs the following tasks:

= To get a thorough view of the traffic on the two interfaces and on the impairments
made.

= To follow the command entered by the connected client, to see the driver
configuration, and the applied mask and laws.

= To configure the password for Administrator connections.

The NetDisturb Server window is composed of three sections:

E!'E‘ MetDisturb Server - Yersion 4.5

Impairment Interface Configuration and Statistics

Interface & MAC addr 00-08-41-36-1C-74 Interface B MAC addr 00-08-41-36-11-53

# Handled Packets: 0o [0% # Handled Packets: 0| [0X%)

# Lozt Packets: I [ 0%] # Lozt Packets: 0o (0%

# Delayed Packets: 0 [0%] # Delayed Packets: 0] (0%

Dezequenced: a 0] Dezequenced: o (0%

# Fragmented packets: 0 [ 0% # Fragmented packets: 0 [ 0]
|Fizoming on & Cukgaoing omn A Incoming on B [utgoing on B
0 #Packets per Second 1] 0 # Packets per Second 1]
n # Packets n n # Packets n
0.00 b Thraughput 0.00 by's 0.00 bz Thraughput 0.00 bz

Active relaving Active relaving

Current Parameters
Refrezh Period [in zecond): 1z # Buffers: 2

Interface Mode: | Different  Application

_ ] of Las: IP Flow Lervel
Sampling to Compute Throughputs: | 2 5 Traces: | Active Desequencing: Enabled :

Current Client Connection

Client; Admiriztrator ¢ Show Current Trace | Rezet Counters |
| Parameters

Contest: Show Contest | Rezet Trace

17hd2mnd 3z Laws apply to the [P o,

17hEEmnT 3z Mazk (Mo maszk]' zelected for Flow #02 Interfface &
17hEamn2 3z Mazk (Mo maszk]' zelected for Flow #02 Interfface &
17hEamn2 3z Mazk (Mo maszk]' zelected for Flow #02 Interfface &
17hBBmn25s Mazk ‘mazk 1' zelected for Flow #02 Interface A
17h55mnd s Mazk 'UDPF' selected for Flow #02 Interface &
17h55mnd1 2 Mazk 'UDF' zelected for Flow #02 Interface &
17h57mnd?s Mazk 'UDF' zelected for Flow #02 Interface &
17REPmna7s Mazk (Mo mazk]' selected for Flow #02 Interface B
17REPmna7s Mazk [Mo mazk)] selected for 'Other IP Flows' Interface &,
17REPmna7s Mazk [Mo mazk)] selected for 'Other [P Flows' Interface B
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= Impairment Interface Configuration and Statistics

This section displays the used NICs. Statistics (percentages or absolute values) are
associated to each impairment parameter: number of handled, lost, delayed,
desequenced and fragmented packets.

The # Fragmented Packets statistics shows the number of packets rejected by the
NetDisturb driver because it can’t handle IP packet with the fragment flag set.

This section displays also the numbers of incoming and outgoing packets, the number of
packets per second and the throughput.

The indication on the relaying process is presented as follows:

No packets handled (red color) The NetDisturb driver doesn’t handle any
packet (physical cut off of the Ethernet
link).

Active relaying process (green color) |The NetDisturb driver is running, the
relayed packets are processed following
the selected masks and the defined
impairment laws.

= Current Parameters

Current Parameters
Refresh Period [in second): @ 1: # Buffers: @' 2 Interface Mode: lEE}IZ?IifhEerE!nI: & pplication

_ . ] of Laws: IF Flow Lewvel
Sampling ta Compute Thru:uughputs@' 2s Traces:@-.-'-\ctwe Dezequencing: @. Enabled : @

This section reminds the current configuration and includes:

(1) The refresh period to display statistics for the NetDisturb Server.
(2) The sampling period used to calculate the throughput displayed by the NetDisturb
Server.
(3) The number of buffers for laws values related to TCP/UDP connections.
(4) The Trace mode: active or inactive
(5) The Interface Mode: always different in that version.
(6) The desequencing mode: Enabled or Disabled
(7) The method to apply the laws:
- ‘IP Flow level’ means Laws apply to the IP Flow
- or ‘TCP/UDP connections’ means Laws apply to each TCP/UDP connection of
the IP Flow
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= Current Client Connection

This section shows the currently connected client, the opened context and the trace list.
In this section the following buttons can be pressed:

= Show Current Trace: allows opening the trace file in order to examine the
commands entered by the Client. The program path used to display the traces must
be configured in the parameters of NetDisturb Server.

= Reset Counters: allows the reset of the NetDisturb Server Interface counters. This
action has no incident for the NetDisturb Client. This button is available only when
the driver is running.

= Show Context: displays the content of the current context.

= Reset Trace: allows clearing the traces displayed in the window bottom part. It does
not affect the trace file.

= Parameters: allows opening of the Parameters window for the NetDisturb Server.
The available parameters are the administrator password and the viewer for the
traces as shown below:

Parameters §|

Farameter for the Client Connection

Administrator Paszward: |

Select the Application to Display Traces
| =

Cancel |
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9.1 The Default Context Values

e Refreshing time for statistics display 1s
e Sampling period for throughput computing 2s
e Relaying process Relaying packets without
operations on both interfaces
e Mode Internet
e Interface mode Different
e Traces Active
e Driver relaying status Running
e Buffer number 2
e Flow mode Mono-flow
e For the 16 definable masks
Mask Not defined
Loss & Duplication law Not defined
Delay & Jitter law Not defined
Content Impairment law Not defined
e Other IP Flows
Loss & Duplication law Not defined
Delay & Jitter law Not defined
Content Impairment law Not defined

9.2 The NetDisturb Registry Values

This paragraph describes the Registry parameters for the NetDisturb Client,
NetDisturb Server and NetDisturb driver.

You should be careful when changing in one of these values because inappropriate
value may render NetDisturb unusable. We recommend to backup the Registry
before or at least to save the key’s values before any change.

You need administrator rights access to change the Registry database. The system
‘regedit.exe’ program can be used to check and modify the Registry.

Each parameter in the Registry is identified by a name, a type and a value.

The parameters are located in a hierarchical key tree.

This paragraph gives the key location, the parameter name with its type and possible set
of value, and default value when applicable.
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9.2.1 The Registry parameters related to the NetDisturb Client
This part is related to the NetDisturb Client parameters located in the Registry. Some
parameters refer to the dialog with the NetDisturb Server and should be changed

accordingly.

9.2.11

Parameters Configuration

Key = HKEY_LOCAL_MACHINE\SOFTWARE\ZT\NetDisturbClient

Name

Type

Value

AcroReadInfo

REG_SZ

Date of the help file (the user should not change it)

AcroReadTimer

REG_DWORD

Internal timeout related to the Adobe Reader®

ExchangeTimeout

REG_DWORD

Internal timeout related to the NetDisturb Client to
NetDisturb Server dialog (default is 5000 ms)

Help Menu

REG_DWORD

Index in the help file (the user should not change it)

IPAddress

REG_SZ

NetDisturb Server IP Address
(default: 127.0.0.1)

ServerPath

REG_SZ

Full server path to the script sub directory
(There is no default value but a typical value is:
C:\Program Files\NetDisturb\Server\Script\)

TCPPort

REG_SZ

RPC port number used to dialog with the NetDisturb Server
part (default: 2020)

TracelLevel

REG_DWORD

Trace level generated by the Client (see note)
(default: 0)

TraceFileName

REG_SZ

File name where traces are saved in when the TracelLevel flag
is saved.
(default: empty)

UserName

REG SZ

Latest user name

Note:

e (0001
e 0002
e 0008
e 0010
e (0100
e 1000

O The level of trace is a set of flags. When the flag is set (1) the level is active. When the flag is
reset (0) the level is inactive. Ex: TraceLevel=5, the flag 4 and 1 are active, other are inactive.

O Traces are displayed to the standard debug port.

O Flag values are shown in hexadecimal:

Errors level

Information level

Verbose level

Time: add timestamp information

File: trace are saved in a file too (the TraceFileName entry is used)

RPC: add the RPC trace information

Example: If TraceLevel = 113 means Error and Information level of traces are saved

also in a file and including the timestamp for each trace.

9.21.2

The Most Recent File list

This list is for information only.

It is handled by the system and you must not change it.

Key = HKEY_CURRENT_USER\Software\ZTI\NetDisturbClient\Recent File List

Name Type Value
File1 REG _SZ The most recent path context file used
File2 REG _SZ A more recent path context file used
File3 REG _SZ A more recent path context file used
File4 REG _SZ The oldest path context file used
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9.2.2 The Registry parameters related to the NetDisturb Server

Key = HKEY_LOCAL_MACHINE\SOFTWARE\ZTI\NetDisturbServer

Name Type Value

ApplicationName REG SZ Trace viewer

IHMRefresh REG_DWORD | Period of refresh, in second.
(default is 1)

Interface A REG _SZ MAC address of the latest selected Interface A

Interface B REG _SZ MAC address of the latest selected Interface B

Password REG_SZ Password required for the ‘Administrator’ user
(default: empty)

Sampling REG_DWORD | Sampling period to compute throughput
(default: 2)

TCPPort REG_SZ RPC port number used to dialog with the Client part
(default: 2020)

TracelLevel REG_DWORD |Trace level generated by NetDisturb Server (see

note)
(default: 0)

Note:

O The level of trace is a set of flags.

When the flag is set (1) the level is active. When the

flag is reset (0) the level is inactive. Ex: TracelLevel=5, the flag 4 and 1 are active, other

are inactive.

O Traces are displayed via the standard debug mechanism (for trace display program such
as dbmon or DebugMon).
O Flag values are shown in hexadecimal:

e (0001
e (0002
e (0008
e (0100
e (0200
e 1000
e  Example:

Error level
Important level
Information level
Verbose level (1)
Verbose level (2)
Put trace generated in the NetDisturb Server trace window

If TraceLevel = 1001 means Error level of traces shown in the window trace.

9.2.3 The Registry parameters related to the NetDisturb driver

Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturb

Key (Windows NT only) = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Disturb

Name Type Value
DisplayName REG_SZ Name of the service
(Default is ”NetDisturb Impairment”)
ErrorControl REG_DWORD |1
ImagePath REG_SZ system32\drivers\disturb.sys
Start REG_DWORD |3
Type REG_DWORD |1
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9.2.4 The NetDisturb Driver Traces

There is another key related to the level of traces generated by the NetDisturb driver.
These traces can be captured via a tool such as DebugMon of OSR Inc.
(www.osronline.com Download section).

Changing the level of the traces may block your PC until you reboot. The level of the
traces provided by the NetDisturb driver should be modified only with the help of the
technical ZT| support (support@zti-telecom.com).

Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturb\Parameters

TracelLevel REG_DWORD | Trace level generated by the NetDisturb Driver (see
note)

(default: 0)

Note: the level of trace is a set of flags. Values aren’t provided here to avoid mishandling of
the NetDisturb driver. Please contact ZTI technical support if you need more details.

9.2.5 The Windows Registry (Windows XP and Windows Server 2003)

The goal of this modification of the Windows system parameters is to enable the RPC
service that is required by the NetDisturb Server and Client to dialog.

Key = HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows NT\RPC

Name Type Value
RestrictRemoteClients | REG_ DWORD | 0x00000000
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9.3 The Mathematical Laws used by NetDisturb

9.3.1 Uniform law
Distribution of Uniform Law is:

1

X)=—64 or Alpha < x < Beta
U Beta — Alpha % P
f(x)=0 for x < Alpha or x > Beta
where Alpha is the inferior parameter and Beta the superior one.
1 * °
Beta-aipha i
>
7
C
<))
o)
& &
Aloha Beta
Values

Values between Alpha and Beta have the same probability to be drawn = 1 / (Beta —
Alpha). When this law is used, the unit is the millisecond for the starting time of a
connection or byte for the data volume to send.
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Example of values generated by NetDisturb in the interval [800, 850]

Uniform Law

=

o7

= 1/(Beta — Alpha)
- Values generated
S

=

& .

=

L]

Density
0.015
|

0.010
|

0005
|

0.000
|

T T T T T T
700 750 ao0 830 900 950

Values

Density of probability for the values generated by NetDisturb

9.3.2 The Uniform Correlated Law

The Uniform Correlated law is the same law as Uniform law. Only the process differs: the
difference is related to the two thresholds used by the NetDisturb driver (see the “Loss
laws configuration” paragraph for more details).
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9.3.3 Exponential law
9.3.3.1 THEORY

The probability density function of the exponential law is:

Ae ™ p >0,
flaz; A) = ' '
’ 0 , T < 0.
where A > 0 is the parameter of the distribution (the rate parameter).
Exponential law, lambda=0.15 Exponential law, lambda=0.50
z 2 =

0z

0.05
1

0.1

0.00
|
0.0

T T T T T T T T 1 T 1 1 T T
0 10 20 30 40 50 50 0 10 20 a0 40 50 60

Values Values

The graphs above represent the theoretical density of the exponential distribution with
A=0.15 and A=0.50.

When we use the exponential distribution to draw random numbers, most the drawn
values are theoretically small and the probability to draw big numbers is smaller.

As a result of the increase of A, the incline of the distributions curve increases. Therefore
the probability to draw small numbers is bigger than the one to draw big numbers.

9.3.3.2 PRACTICE

The exponential function is implemented in NetDisturb to generate numbers following an
exponential distribution.

When this law is used, the unit is the millisecond for the starting time of a connection or
byte for the data volume to send.

Using this function with 2=0.15 as a parameter, we drew such numbers and then we
plotted, by using a mathematical tool (R software), the distribution of those. Then we got
the following graph.
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¥ times

0oz o004 008 008 010 012

0.00

Exponential law, lambda=0.15, 50000 nhumbers

‘i

— numbers generated by NetDisturb
numbers generated by R

20 40 60

Yalues

The green curve represents the distribution of random numbers generated by R and the
red one represents the distribution of those generated by NetDisturb. They are very

similar.

As shown in the theoretical part, the probability to have small numbers is much bigger
than the probability to have big ones.

For example, we generate 50000 numbers following the exponential law with A=0.15. As
the numbers generated by the exponential function are of type “double”, we round them
up to the nearest integer (e.g. 10.3 rounded up to 10 and 12.8 to 13). The histogram

below summarizes the results.

X times

7000

6000 -

5000 -

4000 -

3000 -

2000 -

1000 -

Exponential law, lambda=0.15,
50,000 drawn numbers

| NWﬂﬂﬂﬂﬂnnnnnnnmm.. ——
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~ - N N N O O T F T 0O o0 o
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The generated values are on the abscissa axe, and how many times each value is
generated on the ordinate axe.
Otherwise, we can represent the same result by a curve.

Exponential law, lambda=0.13, 50000 numbers

¥ times
1000 2000 3000 4000 5000 6OOO
| | | | |

]
|

T T T T T
0 20 40 80 80

Values

In order to see the effect of the parameter A we repeat the same operation as before with
2=0.15 and 1=0.50 and we plot both curves:

Exponential law

o — Lambda=0.15
= 4 Lambda=0.50
[ia]
L]
=2
]
L
L]
=2
o]
=TI
(1))
qr
£ 2]
= &
L]
=2
L]
L]
L]
=2
o]
o =
| | | | | |
] 10 20 30 40 50

Values

As the legend shows, the red curve represents the result of using the exponential law
with A=0.15 as parameter, and the green one the result of using the same law with
A=0.50. We observe that the more the parameter A is big, the more the maximum number
generated is small and the other numbers generated are smaller too.

The table below summarizes the probability (in percent) to draw a value using the

exponential  function of NetDisturb with different values for A in
{0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9,1}.
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~ Actually A
generated values | 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0 4.946 9.358 |14.126|18.294/22.334/25.850|29.722|33.220]36.050[36.050
1 8.956 |16.044(22.426|26.874(30.432(33.538|35.274(36.732(37.956|37.956
2 8.200 |13.368(16.178|17.974({18.654(18.488|17.546|16.548(15.364|15.364
3 7.394 [10.904|12.478|12.324/11.476/9.908 |8.934 [7.468 |6.308 |6.308
4 6.524 (9.148 [9.048 (8.176 |6.790 |5.580 |4.280 |3.334 [2.574 |2.574
5 6.198 |7.432 16.468 |5.314 |4.078 |3.028 |2.134 |1.498 [1.056 [1.056
6 5.556 |6.136 |4.848 |3.680 [2.496 [1.642 [1.070 |[0.636 |0.408 |0.408
7 5.034 |4.998 |3.718 |2.466 |1.554 |0.868 |0.504 |0.306 |0.166 |0.166
8 4.512 14.130 |2.766 [1.622 |0.838 |0.502 [0.252 |0.148 |0.058 |0.058
9 4.084 |13.312 |2.074 [1.050 |0.470 |0.272 [0.142 |0.052 |0.042 |0.042
10 3.698 [2.778 |1.484 |0.810 |0.322 |0.174 |0.068 |0.032 [0.008 |0.008
11 3.306 |2.266 |1.146 |0.418 |0.208 |0.054 |0.040 [0.010 |0.004 |0.004
12 2.964 |1.812 10.822 |0.346 |0.144 |0.034 |0.022 |0.010 |0.006 |0.006
13 2.832 |1.542 10.600 |0.236 |0.078 |0.036 |0.008 |0.006 |0 0
14 2.584 |1.252 (0.484 |0.124 |0.056 [0.012 |0 0 0 0
15 2.078 10.976 ]0.330 |0.098 |0.030 |0.004 |0.004 |0 0 0
16 1.900 |0.836 |0.242 |0.072 |0.012 [0.004 |0 0 0 0
17 1.810 |0.658 |0.210 |0.032 |0.014 |0.006 |0 0 0 0
18 1.646 |0.558 |0.144 |0.030 |0.004 |0 0 0 0 0
19 1.484 |0.420 |0.108 |0.018 ]0.008 |0 0 0 0 0
20 1.360 |0.352 |0.112 [0.014 |0 0 0 0 0 0
21 1.220 10.344 |0.048 |0.004 |0.002 |0 0 0 0 0
22 1.088 |0.288 |0.034 |0.008 |0 0 0 0 0 0
23 1.004 |0.184 |0.022 |0.004 |0 0 0 0 0 0
24 0.976 |0.184 |0.018 |0.010 |0 0 0 0 0 0
25 0.780 ]0.130 ]0.020 |0 0 0 0 0 0 0
26 0.750 10.100 ]0.018 ]0.002 |0 0 0 0 0 0
27 0.692 10.080 |0.008 |0 0 0 0 0 0 0
28 0.568 [0.064 [0.004 |0 0 0 0 0 0 0
29 0.552 10.074 |0.010 |0 0 0 0 0 0 0
30 0.540 |0.044 10.002 |0 0 0 0 0 0 0
31 0.442 10.032 |0 0 0 0 0 0 0 0
32 0.446 10.038 |0.004 |0 0 0 0 0 0 0
33 0.376 10.026 |0 0 0 0 0 0 0 0
34 0.386 [0.036 |0 0 0 0 0 0 0 0
35 0.280 |0.016 |0 0 0 0 0 0 0 0
36 0.27410.012 |0 0 0 0 0 0 0 0
37 0.280 10.016 |0 0 0 0 0 0 0 0
38 0.212 10.014 |0 0 0 0 0 0 0 0
39 0.184 10.006 |0 0 0 0 0 0 0 0
40 0.182 /0.012 |0 0 0 0 0 0 0 0
41 0.166 |0 0 0 0 0 0 0 0 0
42 0.142 10.004 |0 0 0 0 0 0 0 0
43 0.15210.004 |0 0 0 0 0 0 0 0
44 0.110 ]0.004 |0 0 0 0 0 0 0 0
45 0.110 ]0.002 |0 0 0 0 0 0 0 0
46 0.110 |0.004 |0 0 0 0 0 0 0 0
47 0.096 |0 0 0 0 0 0 0 0 0
48 0.078 |0 0 0 0 0 0 0 0 0
49 0.088 |0.002 |0 0 0 0 0 0 0 0
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0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0
0
0
0

0
0
0

0
0

0

0

0

0

0.072 0

0.060 |0

0.060 |0

0.048 |0

0.034 |0

0.036 |0

0.022 0

0.044 0

0.018 |0

0.018 |0

0.030 |0

0.016 |0

0.008 |0

0.016 |0

0.018 |0

0.010 |0

0.014 0

0.014 |0

0.014 |0

0.018 |0

0.014 |0

0.010 |0

0.004 |0

0.006 |0

0.002 |0

0.004 |0

0.008 |0

0.008 |0

0.006 |0

0.002 |0

0.004 |0

0.002 |0

0.002 |0

0.004 |0

0.002 |0

50
51

52

53
54
55
56
57
58
59
60
61

62
63
64
65
66
67

68
69
70
71

72
73
74
75
76
77
78
79
80
81

82

83
84

85
86
87
88
89
90
91

92
93
94
95
96
97

98
99

100

101
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102 0 0 0 0 0 0 0 0 0 0
103 0 0 0 0 0 0 0 0 0 0
104 0.002 |0 0 0 0 0 0 0 0 0
105 0 0 0 0 0 0 0 0 0 0

In fact, the generated values are of type double. Here is example of values generated by
the exponential law of NetDisturb with . =0.1:

0.227489
1.961810
1.217468
13.854097
0.474025
5.870118
2.353334
0.766254
4.868133
0.802894

To represent those values in a simple way we round up double to the nearest integer, for
example:

represented
real values

values
0.227489
1.961810
1.217468
13.854097
0.474025

0
2
1
1
0
5.870118 6
2
1
9
1

4

2.353334
0.766254
4.868133
0.802894

As a result, the values of the first column approximately correspond to the “x” in the
theoretical representation of the exponential law.

The effect of this approximation is more important when we draw values near “0”. Thus
the probability in the table to generate “0” is smaller than “1”.
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Exponential law, lambda=0.15
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This graph is plotted with real values generated by NetDisturb. We observe that the
probability for x="0" (=A) is bigger than for x=“1". Here are below graphs plotted with
small values for A.

Exponential law,Jambda=0.1 Exponential law,Jambda=0.01
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Exponential law Jambda=0.001 Exponential law,lambda=0.0001
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Maximum* drawn value = 22180 Maximum* drawn value = 221807

*Maximum drawn value by the software, theoretically there is no maximum for the exponential law!
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9.3.4 Laplace-Gauss law

When this law is used, the unit is the millisecond for the starting time of a connection or

byte for the data volume to send.
The probability density function of the Laplace-Gauss Law is:

_(x—a)

i n 2 2
) 27 o °

where 4 is the average and o is the standard deviation..

AL(S)

O

— ”: :
68,27%
95.45%
99,73%

- The more o is small the more drawn values are near u
- 68.27% of drawn values are in [y — o ; u+ o]

- 95.45% of drawn values are in [y — 20 ; u+ 20]

- 99.73% of drawn values are in [x — 30 ; 1+ 30]

u ando must be defined such as: x>0 and x>3c with >0
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