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NetDisturb Foreword

The content of this User Guide is provided for informational use only. It is subject to
change without notice, and must not be used as a commitment by ZTI.

ZTI could not be liable for any direct or indirect damages caused by the software or User
guide imperfection.

The elaboration of this guide has been made to be as accurate as possible. We hope that
you will find all the information required to use our software in a convenient way. Failing
to do so, do not hesitate to contact us at support@zti-telecom.com.

Except when allowed by license agreement between ZT| and User, no part of this guide
or the software may be reproduced, transmitted in any form or by any means.

To contact us:

ZTI

1 boulevard d’Armor
BP 20254

22302 Lannion Cedex
France

Phone:  +33 29648 4343

Fax: +33 2 9648 1485
Web: http://www.zti-telecom.com/or http://www.zti.fr/
Email: contact@zti-telecom.com (marketing & sales)

support@zti-telecom.com (technical support)

Copyrights
Copyright ZT1 1998-2008. All rights reserved. The software described in this manual is furnished under a
France Telecom licensed product. License Agreement and may only be used in accordance with

the terms of this agreement.

No part of this manual may be copied, reproduced, translated or recorded by any mean without prior written consent
from ZTI.

All products and company names mentioned in this document are trademarks or registered trademarks of their
respective owners.
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Software License Agreement

This is an agreement between you (legal entity or physical person) and ZT]I.

e COPYRIGHT

The enclosed Software and documentation (here after called the Products) remains the property of ZTI.
French copyright laws and international treaties protect this product.
ZTI grants you the right to use the products according to the following:

e USE OF THE SOFTWARE

You may:
e Install the software on the hard disk of your system in accordance with the software protection
described in the next paragraph.
e Make one backup copy of the software provided that this copy is not used or installed on any
computer.
e Use the Products correctly.
In accordance with copyright and patent laws, the Licensee undertakes:
e To use the Products only for its own use
Not to modify the Products
Not to make illegal copy of the Products
Not to give, rent, sublicense or sale the Products
To protect and respect ZTI and its Products reputation.

e SOFTWARE PROTECTION

NetDisturb software is licensed on a workstation basis. You will need to purchase a separate license for
each machine that you install it on. Each licensed copy of the software installed on a workstation has:

o aunique Site Code that requires the corresponding unique Site Key to be entered

o oraunique USB Software Protection key, to be plugged before

to run the software.

e LIMITED WARRANTY

The Software is supplied without any express or implied warranty regarding the performances or results
obtained by the use of the Products.

ZTIl warrants that the software media (i.e. CD-ROM) will be free of material defects for a ninety (90) days
period following your purchase. The limited warranty applies to the media and not to the information
contained on it. If the media does not comply with this limited warranty, the only remedy is the replacement
of the media software

In no event, ZTI will be liable for any kind of direct or indirect damages caused by the Products.

e COURT OF LAW

French laws will govern this agreement.
The court of GUINGAMP-France shall finally settle all disputes arising out of or in connection with this
Agreement.

For further information, please contact: ZT| customer support department.

ZTI

1 boulevard d'Armor
BP 20254

22302 Lannion Cedex
France

Phone: +33 29648 4343

Fax: +33 2 9648 1485

Email:  support@zti-telecom.com or support@zti.fr
Web: http://www.zti-telecom.com or http://www.zti.fr
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Part 0 Preface

0.1 Organization of this manual

This user guide is aimed at helping you to discover and use NetDisturb. This manual is
organized as follows:

e Part 1: Product Overview
Briefly describes the key features of the NetDisturb software.

e Part 2: What's new in NetDisturb version 4.6

Is a general overview of new features, main improvements provided with NetDisturb
version 4.6.

e Part 3: Install NetDisturb

Presents the product requirements, how to install the software downloaded from the
Internet or from the CD-ROM, provides important information to upgrade from previous
versions and explains how to choose the most suitable NetDisturb package.

e Part 4: How to handle your license?
Describes how to proceed for the license transfer

e Part 5: Uninstall NetDisturb
Describes how to uninstall the software.

e Part 6: Run NetDisturb
Describes how to run the NetDisturb Server and NetDisturb Client.

e Part 7: Using the NetDisturb Client
Describes how to use the NetDisturb Client.

e Part 8: Using the NetDisturb Command Line Interface
Describes how to use the NetDisturb Command Line Interface (CLI), including the
commands and their parameters.

e Part 9: Using the NetDisturb Server
Describes how to use the NetDisturb Server.

e Part 10: Annexes

Describes additional information about the mathematical laws used by NetDisturb, the
default context value and the parameters saved in the Registry database.
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In this document, you will find the following symbols: They mean:

A Warning

p Zoom or Advice

j Note or Remark

0.2 Minimum System Requirements

To appropriately operate NetDisturb you need the following minimum system

requirements:

e Windows 2000, XP or Server 2003

* Pentium processor with 256 MB memory at least

e Two identical Ethernet NICs: Ethernet, Fast Ethernet, or Gigabit Ethernet network
interface card.

o 1024 x 768 display, DPI setting = Normal size (96 DPI) and Font size = Normal

e 20 MB free hard disk space

Acrobat Reader is needed to display the NetDisturb Help. If Acrobat reader
’@ hasn’t been installed, a warning message is displayed to inform that NetDisturb
is available but without the help file.

ﬂ._ PC multiprocessors and processor with hyper-threading are also supported.

0.3 Technical Support

ZTI Technical Support can assist you with all your technical problems from installation to
troubleshooting.

Before contacting our Technical Support, please read the relevant sections of the product
documentation and the “Read Me First” file.

Before contacting our technical support, make sure you record the following information:

Product name and version.

Trial License or unlimited licensed product.

System configuration.

Problem details: settings, error messages...

If the problem is persistent, give the details of how to create the problem.

You can contact Technical Support by:

Email Send as many details as possible to support@zti-telecom.com or support@zti.fr

Fax Send as many details as possible to +33 2 9648 1485

Telephone |Telephone support is available from 09:00 am to 06:00 pm (GMT Time +01:00 or
+02:00), Monday to Friday. Call on +33 2 9648 4343
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Part1 NetDisturb Overview

NetDisturb is an IP network emulator software that can generate impairments like:
latency, delay, jitter, bandwidth limitation, lost, duplicate packets and impaired the
content over the IP networks (IPv4 and IPv6). NetDisturb allows the user to disturb
flows on an IP network and so to study the behavior of applications, devices or
services in a disturbed network environment.

NetDisturb is inserted between two Ethernet segments (on the same IP network or

two different IP networks) and operates bi-directional packet transfer on Ethernet,
Fast Ethernet and Gigabit network interface cards.

Local control Remote control

.
i
. .
i Yo
. .,
e e
.
‘%

Ethernet NIC
10/100/1000 Mbps N

Ethernet NIC E
10/100/1000 Mbps i—a

Throughput

IP flows

Packet Content Impairment

Loss Jitter
Delay

NetDisturb
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1.1 Product Requirements

* Platform: Pentium PC running Windows 2000, XP or Server 2003 with Microsoft
TCP/IP installed and at least 256 MB Ram. Wy Vicrosat

* Hyper-threading and PC multiprocessors are 151 Windows
also supported.

* Two Identical Network Interfaces Cards (NIC): Ethernet, Fast

Ethernet, or Gigabit Ethernet network interface card.

* 1024 x 768 display, DPI setting = Normal size (96 DPI) and Font
size = Normal.

1.2 Configurations

Based on Client Server architecture, the NetDisturb software is made of two parts:
a Server and a Client. The Server handles the impairment characteristics and the
Client manages the Server using a simple graphical interface.

This allows two configurations where the Server and the Client parts may be installed
on the same PC host (local control), or the Server part is located on one PC and the
Client part is located on a second PC (remote control). In this second configuration,
the Client dialogs with the Server by using a Wan (for example: PSTN or ISDN) or a
LAN link.

Both configurations require two identical Ethernet Cards for the Server.

PC Windows 98, NT4, 2000, XP or Server 2003
PC Windows 2000, XP NetDisturb Client

or Server 2003 Client application and GUI

NetDisturb Client
| Client application and GUI | II WAN /LAN
NetDisturb Server PC Windows 2000, XP or Server 2003
| Server application and GUI | NetDisturb Server

| Server application & GUI |

| Driver "Disturb.sys" |

Driver "Disturb.sys”

| Ethernet NDIS driver |
| Ethernet NIC (A) | | Ethernet NIC (B) | | Ethernet NDIS driver
7y A
| Ethernet NIC (A)| | Ethernet NIC (B)
LAN (A) LAN (B) i A
E!Fernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps LAN (A) LAN (B)
4 - »
Ethernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps
Client and Server on the same PC Client and Server on 2 PCs

The "Disturb.sys" driver is located in the kernel of the operating system and is
installed above the NIC drivers. This driver is used by NetDisturb to handle the
exchanges with the NICs.
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1.3 Products features
What are the major features of NetDisturb V4.67?

1.3.1 Key features

o Client-Server Architecture based on the SOAP mechanism which uses the HTTP
protocol and the XML format for the exchanges between the client and the server.

« NetDisturb is an Ethernet Bridge to avoid any network configuration.

o Impairments: Latency, Loss, Duplication, bandwidth limitation, Delay and Jitter,
Content Impairment (mathematical laws and user-defined files)

e 16 configurable IP flows per direction with optional trigger condition

« Aggregates of IP flows can be defined (set of IP flows sharing the same Delay &
Jitter Law)

e Unidirectional or bi-directional packet impairments

e Change the Law and the mask on-the-fly

Connections per IP flow: impairments are applied to the IP flow or to each

connection of the IP flow

Ethernet / Internet modes (packets out of sequence)

Easy to use and intuitive Graphical User Interface

Statistics display and export detailed statistics in a file

Command Line Interface (CLI) to use NetDisturb in test beds

Ability to handle Ethernet Jumbo frames (payload up to 17976 bytes)

Ability to impair the remaining network traffic that could be either only the IP

packets or all the Ethernet frames.

NetDisturb is based on the notion of IP flows.

A flow is a set of packets with a set of common packet properties, and can be
unidirectional or bi-directional.

Flows are part of sessions (successions of flows and "think times") related to some
homogeneous user activity (e-commerce, mail, MP3 file, web, etc.).

- ~ - -
- - -
= ~ - ’f’

-
- -~ =
Start of session == FI'OWI ~--" End of session
arrivals

v
1 == s - - 1

An IP flow is described by using a n-tuple.

In the typical case, the following 5-tuple is used: IP addresses, protocol and port
numbers.

An IP flow is composed of connections (such as TCP connections to make FTP transfer
by example).

To define the n-tuple for an IP flow, NetDisturb uses the notion of mask. A mask is
the combination of the following optional parameters:
Frame Type (ARP Frame or IP Frame:IPv4, IPv6 or IPv4 & IPv6)
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Ethernet header
. MAC destination address
. MAC source address

List of VLAN-ID (Ethernet frames 802.1Q)

IP Header

. Destination IP address

. Source IP address

. Protocol (ICMP, TCP, UDP, SIP, RTP...)
. Differentiated services (TOS)

List of Ports (for TCP or UDP packets)

. Destination port list

. Source port list

ﬂ._ A trigger can be associated optionally with the mask.

With NetDisturb you can define up to 16 masks, i.e. 16 IP flows. An additional item
named "Other IP Flows" is in charge to handle all IP flows that have not been user
defined. For this item no mask can be defined, but impairments can be applied.

NetDisturb manages up to 10 000 connections - all flows included.

The client window below illustrates the management of IP flows by NetDisturb.

%! NetDisturb Client - Impairment Tool for IP Networks - C:\Program Files\MNetDisturbAClient\Default. WSX

o

File Edit Actions “WorkingModes Statistics Help - Show Aggregates ==
— |P Flows ————IF Flow #04: RSP
Fun #01 | [vLan alll
Mask [+ Trigger] Lozz & Duplication Law Drelay & Jitker Law ’:D
+ a0z [icwp ol
|RsvP r| |%ofLoss & Time =l | N
Fun #03 | [P al _ . E
Magk Edit Logz Percentage Edit Constant Delay & File [, 0 X
Run #04 li ,( I # Diuration [Throughput, Duration) T
. # Lost or Duplicated 2 =
o GG IF gl I # Incoming Packets i] aster uppézakzs 0[0.0%] #Delayed Packets U] (A =
+ ROG | TCP g| I r Interface A [MAC] 00 08 A1 36 10 74 @ rInterface B (MACY 00 03 41 36 11 59—
Incoming Outgaing
Fun #0O7
Q gl # Packets/Second Op/s ABE # Packets/Second Op/s
gj Throughput | 0.00b/s —) Throughput | 0.00 br's
Interface Interface
gl SIAE Outgaing Incoming oL
—_—— A - :
Q g| # Packetz/Second Op/s E— # Packets/Second Opfs
al Throughput [ 0.00B78 y Thioughput | 0.00 b/
gl Mask [+ Trager] Laozz & Duplication Law Delay & Jitter Law )
g| RSVP j |Burst Uriform Loss j | J :
Mazsk : Loz Burst Uniform Law : Congtant Dielay & File -
Q gl Ell el [Throughput, Duration) Szt ?
Q gl # Incoming Packets i} HLostor Duﬁgﬁiﬁg 0[0.03%) #Delayed Packets [ (| =)
Fun || Cther Frames  w gl
atistics Synthesis by Flow
Bt b viow Q| Total Synthesis - . : — &)
Throughput Reception Received Phits  Matching Pkts — Sent Pkts  Throughput Transmission i
Run Al | From Ato B | 000 bis Opiz On Op Opl 000k O prf=z CPU Usage
FromBto & [ 000 ke 0 pis ap 0p Opl 000k 0 pis |_ 2% ]
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The graphical user interface represents the NIC cards as "Interface A" and "Interface
B" as illustrated below.

A—B _
Ethernet NIC Ethernet NIC o
_ 10/100/1000 Mbps 10/100/1000 Mbps
o A<—B

NetDisturb

Interface A Interface B

(e

For each direction A > B or B > A, 16 flows can be defined by the user. And for each
IP flow, loss & duplication and / or delay and / or content impairment laws can be
applied as shown in the figure below.

Interface A

IP Flow #01 |
A—>B ;
] Loss law & [] pelay & Jitter law & [] content Impairment law '
| Mask #01: defined —p»> ; ]
T [CINo loss 1 No delay [ No content Impairment E
V] O L] g
Mask #15: not defined ;
Mask #16: not defined [JLoss law & [] Delay & Jitter law & [] content Impairment law ;

i Other [P flows ~——p No loss 1 No delay No content Impairment : Interface B

DTS Ethernet NIC i_____________________________________________________________________________________________________.............E Ethernet NIC o
10/100/1000 Mbps) |~~~ rowseii e I10110011ooo Mbgsl

16 user defined
IP Flows

X

A<B 16 user defined
Loss law & [] pelay & Jitter law & [] content Impairment law Mask #01: not defined | 7;6,2,03/;”6
[INo loss 1 No delay 1 No content Impairment || ¥~ pask #02: defined
V] T o Mask #03: not defined E
[JLoss law [] Delay & Jitter law [] content Impairment law facRalc o lEii=d E
<@— Other IP fI
[V No loss & No delay & [ No content Impairment therlPflows
In the above example, NetDisturb has been configured with the following

parameters:
Direction A > B

The Mask #01 defines the "IP Flow #01", and a loss law is applied to the
packets of this flow,

The Mask #03 defines the "IP Flow #03", a delay law and a content
impairment law are applied to the packets of this flow,

As no loss, no delay and no content impairment law is applied to the 'Other
IP flows', all non-matching packets with the masks #01 and #03 are
relayed directly from A to B.

Direction B 2> A

The Mask #02 defines the "IP Flow #02", and a loss law is applied to the
packets of this flow,

The Mask #15 defines the "IP Flow #15", a delay law and a content
impairment law are applied to the packets of this flow,

As no loss and delay law is applied to the 'Other IP flows', all non-matching
packets with the masks #02 and #15 are relayed directly from B to A.
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1.3.2 How does it work?

The Figure 1 illustrates how NetDisturb handles incoming packets from the A
interface to the B interface.

Incoming =1

packet
packet match >
the mask?
A4
Outgoing
SN packet
No
Yes
Other IP Flows
Packet No .
Interface A lost Interface B
I Yes Yes
4 ves (delayed) (content impaired

Figure 1 - NetDisturb Incoming Packets Management

Depending on the active user-defined IP flows, NetDisturb identifies if the incoming
packet belongs to an IP flow before applying loss, delay or content impairment
treatments.

If this packet matches with the mask of an IP Flow (IP Flow #i for example), then
NetDisturb identifies if this packet must be lost/duplicated and/or delayed and/or if
its content must be impaired.

If this packet does not match any mask (a mask defines an IP flow), then
NetDisturb applies the treatments for the 'Other IP Flows' and identifies if this
packet must be lost/duplicated and/or delayed and/or if its content must be impaired.
For each packet received on an interface, NetDisturb analyzes in order the masks
from 1 to 16 before considering this packet to belong to the "Other IP Flows".

So NetDisturb can apply impairments on the IP flows defined by the user either
unidirectional (A > B or B > A) or bi-directional (the same impairments are being
applied for both directions: A > B and B > A).
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1.3.3 Introduction of a Trigger for the Mask

One of the features of NetDisturb is the use of a trigger to link the launch of the
impairments with an event.

The Trigger is an intermediate step after the frame has been classified in an IP Flow
and before the frame is impaired.

The Trigger includes various parameters:
e The activation condition based on the Ethernet frame content.
e The delay before applying the impairments
e The impairment duration (0 = no limit).
e The number of cycles for the trigger (O=unlimited) if the impairment duration
is not null.

Thus two main categories of triggers are defined:

e The Trigger time-limited to be applied on the impairments

e« The Trigger time-unlimited to be applied on the impairments (a loop counter can
be used)

As soon as the activation condition is performed, the impairment on the IP flow can
be immediate or delayed with a duration expressed in milliseconds (delay of
impairment).

If the impairment is immediate, the frame that has triggered can be included or not
(if the delay before impairment is null).

The impairment can be time Ilimited according to a duration expressed in
milliseconds.

When NetDisturb is running an IP flow with a defined trigger, four states are
possible:

= Waiting for the Trigger: the impairments do not apply. This state is the initial state
of the Trigger.

= The Trigger was found: the impairments still do not apply because a delay is
defined before the impairments. This state changes to the next state when the
activation condition is reached.

= The Trigger is active: the impairments are applied.
= The Trigger is finished: the impairments do not apply any more. This is the final
state of the Trigger.

ﬂ._ A Trigger can remain active permanently if no duration limit was defined.
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1.3.4 Packet impairments
Pre-defined Loss and Duplication laws:

e Loss: Constant Law
Parameter: number of packets

e Loss: Uniform Law
Parameters: alpha, beta, threshold

e Loss: Burst Uniform Law
Parameters: alpha, beta, threshold(n), threshold(n + x), depth

e Loss: File (Loss Values)
Parameters: file name, threshold

e Loss: Percentage
Parameter: percentage

e Loss: 1 Packet out of N
Parameter: range(N)

e Loss: Percentage & Duration (time-limited losses percentage)
Parameter: percentage, duration

e Loss: File (Percentage & Duration)
Parameter: file name

e Duplication: Percentage (send n times the received packet)
Parameters: percentage, Min < n < Max

e Duplication: 1 Packet out of M (duplicate 1 packet n times every M received
packets). Parameters: range(M), Min < n < Max

e Duplication: Uniform Law
Parameters: alpha, beta, threshold

e Loss (1 out of N) then Duplication (1 out of M): the loss law (1 Packet out
of N) is used first before the duplication law (1 Packet out of M)

Pre-defined Delay & Jitter laws:

e Constant Delay
Parameter = constant delay

e Constant Delay & Exponential Jitter
Parameters: constant delay, A

e Constant Delay & Uniform Jitter
Parameters: constant delay, alpha, beta

e Constant Delay & File (Jitter)
Parameters: constant delay, user file

e File (Packet Sending Minimum Cadences)
Parameter: user file
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e Router Simulation & Constant Delay
Parameters: IP throughput, max memory, constant delay

e Router Simulation & File (Packet Sending Minimum Cadences)
Parameters: IP throughput, max memory, user file

e Constant Delay & File (Throughput & Duration)
Parameters: constant delay, user file

Pre-defined Content impairment laws:

e 1 Packet out of N
Parameter: range(N)

e Percentage
Parameter: percentage

e Normal Law (Laplace-Gauss)
Parameters: average, standard deviation, threshold

e Uniform Law
Parameters: alpha, beta, threshold

1.3.5 Working modes

NetDisturb offers two working modes by applying impairments:
- Enable/Disable desequencing of the packets in a flow,
- Impairment laws apply to the IP flow or to each TCP/UDP connection of the IP
flow.

These modes are used together.
For example, NetDisturb set with the following modes simulates the Internet
network with disturbed flows:

- Enable desequencing of the packets in a flow

- Impairment laws apply to the IP flow

Another example: to disturb VoIP communications in the same way on an Ethernet
network, use NetDisturb with the following modes:

- Disable desequencing of the packets in a IP flow

- Impairment laws apply to each TCP/UDP connection of the IP flow

Enable/Disable Desequencing Packets

Impairment may introduce changes in the packet sequence - for example by
introducing different delays for the packets of a flow.

One of the Ethernet characteristics is to keep packets received in order. Internet
hasn’t got this constraint regarding the packet order: some packets can use one
route while others use another one, with the consequence the receiver may get
packets unordered.

NetDisturb can simulate the Internet network (enable desequencing packets) or can
react as Ethernet does (disable desequencing packets).
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Impairment laws apply to the IP flow or to each TCP/UDP connection of the
IP flow

NetDisturb can analyze IP packets to dispatch them into the TCP or UDP connection
they belong to. This mode makes possible to apply the same impairment values to
each packet of each connection. For instance if the impairment has been defined with
a loss law: lose the third packet for 10 packets received.

e Impairment laws to be applied to the IP flow

When this option is selected, every received packet matching the mask for this flow is
considered to belong to the same flow. Processing is carried out in “continue”. With
the previous example of loss law (lose the 3rd packet on 10 received), NetDisturb
will lose the 3rd packet for ten received packets whatever the TCP/UDP connection
belongs to.

e Impairment laws to be applied to each TCP/UDP connection of the IP flow

When this option is selected, NetDisturb analyses each received packet in order to
associate this packet to a TCP or UDP connection already existing by using these
parameters: protocol, IP addresses and port numbers. If the connection doesn’t exist,
a new one is created. With the previous example of loss law (lose the 3rd packet on
10 received), NetDisturb will lose the 3rd packet for ten received packets of each
TCP or UDP connection. Up to 10,000 connections can be handled simultaneously by
NetDisturb.

1.3.6 IP Flows and Aggregates

Up to 8 aggregates of IP flows can be defined. An aggregate is a consecutive set of IP
flows sharing the same Delay & Jitter Laws. All IP flows of an aggregate share only
one aggregate's Delay & Jitter law (with one law per direction).
The IP flow order in the aggregate defines the priority of packets to delay. While the
top IP flow packets get the highest priority, the other IP flow packets are queuing
until there are no higher priority packets.
In the Figure 2 below, two aggregates have been defined:

- The light blue colored aggregate collects three IP flows (#01 and #02)

- The dark blue aggregate collects the IP flows #04, #05 and #06.

% NetDisturb Client - Impairment Tool for IP Networks - C:\Program Files\NetDisturb\Client\Default. WSX

File Edit Actions Working Modes Statistics Help - «# Hide Aggregates
— IF Flawy —————— ~IP Flow #04: RSVF —Aggregates
Fun #01 || YLAN - | #M
4 | g? Mask [+ Trigger] Loss & Duplication Law Delay & Jitter Lav 1::’ u—‘J
+ R02 IChP - || #02
|H5VF j |°/= of Loss & Time j ‘ J N l:l
SIP E #03
lun 803 gl Mask Edit Loss: Percentage Edit Constant Delay & Fils [0 0 X d
[— ,7 R I oL &DD urratlund [T hroughput, Curation) l-:r> ’i‘ 4
. ozt or Duplicates < <
+#05 |uor g'l # Incoming Packets 0 Packets 0[0.0%] #Delayed Packets 0[0.0%] ’—_|_| =
+ #06 | TCR g|| Interface & (MAC] 00 08 41 36 1C 74 @ Interface B (MAC): 00 08 41 36 11 59 _| ~ || #06
Incoming Outgoing
Fiun #07 None; - || #07
4 « # Packets/Secand Opfs (e # Packets/Secand Opfs
Throughput | 0.00 b/ —) Throughput | 0.00 b/ one) | || #os
4 g' Interface et i el i Interface
Mone: || #09
4 g| U2l Outgoing Incoming SI06
& 4 B None) | v || #10
4 « # Packets/Secand Upfs B # Packets/Secand Op/s
o Thioughput | 0,00 brs @” Throughput | 0,00 b/s || 1
ey Q <] w2
gl Mask [+ Trigger] Loss & Duplication Law Delay & Jitter Law = ~| #13
| g| |H5VF j |Bursl Uniform Loss j ‘ N ‘ [hone) j #14
E
Mazk Lass: Burst Unitarm Law 0 Constant Delay & File -
Run#ts] (=Y Edit Foit | fpretont Delaviiie  Joasnem: )T( #5
4 g' 1 Incoming Packets 0 Bllaste Duggz‘z':t‘: 0[0.0%] # Delayed Packets 000z =) x| #E
Fun ||Cther Frames g| - | | Cther
5atistics Syrthesis by Flow
¥ ¥ gl — Total Synthesis = = — Vi
Throughput Reception Received Pkis Malching Pits  Sent Pits  Throughput Transmission ,
Fun Al FromataB|  0.00 bis Opis 0p (i Opl 000k 0vis | ~CPU Usagey |  Configure Aggregates
From Bto A [ 000 bis 0pis 0p Op Op| 000b/s Opfs |— 4% I

Figure 2 - Two aggregates defined
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1.3.7 Statistics & Alarms

Different statistics are calculated and displayed by NetDisturb:
For each IP Flow (and for both directions)

Statistics synthesis by Flow

Total synthesis & Alarms

These statistics can be saved in a file for a later use.

Statistics for each IP Flow

For each direction (A - B or B > A) NetDisturb displays:

The number of packets matching the mask

The number and the percentage of lost or duplicated packets

The number and the percentage of delayed packets

The number and the percentage of the packets where the content has been
impaired

b azk [+ Trigger] Loszz & Duplication Law Delay & Jitker Law

=

ﬂ |Huuter5imulatinn with D elay ﬂ :
=l 5 x
T

1723137 (94 %] # Delayed Packets | 11805 [5.4 %] iy

| JOF ﬂ | Percentage of Lozs

P3|

184342

bl azk R outer Simulation &

Constant Delay

Lozz: Percentage

# Lozt or Duplicated
Packetsz

# Incoming Packets

| TT=xmz1

Lozz & Duplication Law Drelay & Jitter Law Content Impairment Law

L=l

1050 [20 ]

Marmal Law Impairment

ﬂ |Fh:uuter Simulation with Delay ﬂ

=l

1050 [230 %] # Modified Packets

|F.[P‘ercentage & Time]

Mormal Lav
[Laplace-Gauss]

R outer Simulation &
Constant Delay

Losz File
[Percentage & Duration]

# Lozt or Duplicated

Fackets # Delayed Packets

2443 [70 %]

And a complete view of traffic statistics (number of packets and throughput)
over the A and B interfaces as shown in Figure 3 below:

— Interface A (MAC) 0008 A1 3611 BE — @ — Interface B (MALC): 0002 A1 36 1C 74
Incaoming Cutgoing
# Packetz/Second 801 pis AloB # Packetz/Second B3 pis
Throughput | 1.74 Mb/s ‘ Throughput | 1.37 Mbiz
Interface Interface
< | -
Cutgaing [nzoming
A # Packets/Second 283 p/s _ # Packets/Second 320 p/s H
Throughput | 117 Mb/sz Bio s Throughput | 1.32 Mb/sz

Figure 3 — Complete view of Traffic Statistics between interface A and B
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Statistics Synthesis by Flow

The synthesis for all IP Flows displays for each flow and for each direction:
The incoming throughput and number of received packets per second
The number of packets matching the mask
The number of lost packets

The number of delayed packets

The number of modified packets

The outgoing throughput and the number of sent packets per second

File Actions  \Working Modes  Statistics  Help - Show Aggregates =»

— |P Flows E==|E===| [ [INCOMING THF:... | INCOMI...| LOST PACKETS | DELAYED PAC... [MODIFIED PA_ | OUT... [OUTGOING THROU.. |

Stop #01 | [UDPPOrt 2008 gl ftoB 6 5ETKbis SOpk 4352 2613 [50 W] 1720 [E0 %] T340 %] 1732 214 Kbk 18 pis

B\ Bios 2 193Kbes 17ps 1565 000 %] 1585 (100 %] 000 %] 1565 193 Kb 17 pis

Funs02 | [uoPPort 2010 gl ftoF 0O 000bs Ops o 0 [0 %] 0[o %] 0[00 %] 0 O000bis Opis

B2\ Bia o oo0bs Ops o 000 %) 000 %] 000 %] 0 000bis Opis

|7UDPIP 2011 AtoB B SBEKhis B1pis 4354 524 [12 W] 0[O %] O[D0%] 3830 519 Kbis 495 pis

Sce st 0 gl nlja{ Bloh & S19Khs 465ps 3830 2207 [B0 %) O[@0%] 153 [40 %] 1533 210Kbés 18 pis

#tB 0O 000bs Opis o 0[0.0 %] 000 %] 0 [0.0 %] 0 000bs Opiks

LIDP/Part 2012

AILEL o gl “04{ Elod 0 000bs Ops o 0[00 %] 0[o %] 0 [00 %] 0 O000bis Opis

li AtoB B 587 Kbis S0pk 4351 524 [12 %] 2827 [22 %] 000 %] 2826 506 Kb 43 pis

SIoglogy Lo Fort 2013 gl ﬂDS{ Blad 6 S06Kbs 43ps 2826 100 [5.0 %) O[D0%] 353 [@5%] 3636 485 Kb M phs

li AtoB 0 000bs Ops o 000 %) 000 %] 0[0.0 %] 0 000bis Opis

RUpHLR | HDPPort 2014 gl ﬂDE;{ Blah 0 000bs Ops o 000 %] 000 %] 0 [0.0 %] 0 000bis Opis

li AtoB B 58I Kb S0ps 4353 000 %] 4353 [100 %] O[00%] 4352 583 Kb 50 phs

StoplHl7]j§ UDPPart 201 = gl “U?{ Blod 7 507 Khis S0ps 4352 522 [12 %] O[@0%] 383 [38%] 38230 511 Kbis 499 pis

#tB 0O 000bs Opis o 0[0.0 %] 000 %] 0 [0.0 %] 0 000bs Opis

Pun #08 || UDP/Part 2015 gl “US{ Elod 0 000bs Ops o 0[00 %] 0[o %] 0 [00 %] 0 O000bis Opis

li ftoB 6 BE7 Khis SOpis 4352 2656 [50 W] 000 %] O[00%] 1796 218 Kb 19 pis

Stop LIl UDP Part 2017 gl nna{ Blad 3 210Kbs 10ps 1705 000 %] 000 %] 5[0z %] 1796 210Kbs 19 pis

AtoBF 0O 000bs Ops o 0[0 %] 0[o %] 0[00 %] 0 O000bis Opis

Fun #10 | | UDP/Part 2018 gl mu{ Etod 0 O000bs Ops o 0[00 %] 0[o %] 0[00 %] 0 O000bis Opis

li ftoB B SB7 Khis SO pss 4351 218 (5.0 ] 0[O %] O[D0%] 32 558 Khis 498 pis

SLopitl iy LD Port 2013 gl #1 { Blak 7 G56Khs 48ps 432 206 [5.0 %) 000 %] O[00%] 3026 531 Khis 496 pis

ftoF 0O 000bs Ops o 0 [0 %] 0[o %] 0[00 %] 0 0O00bs Opis

Fiun #12 ) UDPFort 2020 gl “12{ Blod 0O 000bs 0Ops o 0 [0 ) 0 [0 %] O@O0% 0 000bs  Opis

AtoB 6 587 Kbis S0piks 4352 000 %] 000 %] O[0.0%] 4352 587 Kbis 50 pis

Stop #13 || UDPPart 2021 gl “13{ Blofd 7 507 Khis S0pis 4353 00 %] 0o %] 0[D0%] 4353 587 Kbis 50 pis

li AtoB 0 000bs Ops o 000 %) 000 %] 0[0.0 %] 0 000bis Opis

SRl | |0 Port 2022 gl n”’{ Blah 0 000bs Ops o 000 %) 000 %] 0 [0.0 %] 0 000bis Opis

AtoB B 503 Khis Sips 4352 O[D0%] 4352 [00 %] 218 [50 %] 4381 503 Khis 51pks

Stop #15 || UDP/Part 2023 gl mS{ Blah 7 SG3Khis d0ps 33 O[00%] @33 [00 %] M3 [100 %] H3Z 565 Khis 498 pis

#tB 0O 000bs Opis o 0[0.0 %] 000 %] 0 [0.0 %] 0  000bs Opks

Run #16 | | UDP/Port 2024 gl “15{ Etod 0 O000bs Ops o 0[00 %] 0[o %] 0 [00 %] 0 000k Opis

ftoB  E045% Mbis 400 pis 34845 0[0.0 %) 000 %] 0[0.0 %] 34845 458 Mbis 400 pis

Stop Gther IP Flows gl """ { Btod 5545% Mbis 400 pis 34340 000 %] 000 %] 0[00 %] 39340 455 Mbds 900 pis

| It — T otal Synthesis Al
Throughput Reception  Feceived Pkt Matching Plts  Sert Pkts  Throughput Transmission armns

Run Al | Stop Al ‘ From #10B | 917 Mars| 800 n/s B9664 o G964 b 3224 p| 827 Mbis| 722 pis | LR Usage

FramBto & g 23miws|  T19pi 62837 p 62836 S9620p | 7.81 Moiz| 651 pis |_ 81 % |

Figure 4 — Statistics Synthesis by Flow example

Total synthesis

At the bottom of the Client window, the total synthesis displays the following

parameters for both directions (A > Bor B > A):

Number of packets received
Number of matching packets
Number of packets sent

Throughput and number of packets per second received

Throughput and number of packets per second transmitted

Total Syntheziz
Throughput Reception  Received Pkts Matching Pktz Sent Pktz Throughput Transmission
From Ato B 116 Me/z| 491 pis 28675 B 28675 p 2838 p | 12 Mbis] 487 pis CPU Usage
FramBia & | 446 Moz 745 pis §1630 p 81504 p B1E30p | 416 Mbis|  T45pis 16 % |
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Alarms

The alarms encountered by the NetDisturb driver can be displayed by the user and
are classified per direction for both interfaces:

Incoming direction

Outgoing direction

e Number of lost packets

e Number of lost bytes

e Number of errors returned by the Driver at
the Interface

e Number of missing buffers to keep packets

e Number of ignored flows (when the multi-
flows option is active).

Number of lost packets
Number of lost bytes

e Number of errors returned by the Driver at
the interface

MetDisturb Client - Alarms Summary

|coming from &,
$# Lost Packets:
# Lozt Butes:
# Diriver Errors:
# Mizzing Buffer Emrors:
# Lozt TCPAUDP Conkections:

o ol ol ol O

Alarmz Linked to the Direction from [nterface & to lnterlface B

ozl

Outgoing to B
#t Lost Packets: 1]
AtoB
- # Lost Bytes: 1]
# Driver Errors: 1]

Alarmz Linked to the Direction from [nterface B to Interface &

COutgoing bo & [nzoming from B
# Lost Packets: ] Bt & # Lost Packets: !
. it Lozt Bytes: 1]
# Lost Bytes: 1] 4 # Driver Errors: 0
i # Mizzing Buffer Errars: 1]
# Drriver Ermors:

VBT Eer | # Lost TCPAJDP Connections: 1]

k. Clear &larms | |Ipdate &larmz Surmman
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1.4 Performances

To illustrate the key performances of NetDisturb, 2 examples are presented
hereafter (by using an Intel Xeon 5140 2.33 GHz with Windows XP SP2).

Example 1: use of 2 Fast Ethernet NICs

NetDisturb

Interface A A—B_ Interface B N
Ethernet NIC Ethernet NIC > | Measured Throughput = 93.2 Mbps
100 Mbps 100 Mbps
A<B

Bi-processor PC 2.4 Ghz & Windows XP (SP1)

NetDisturb is configured with 16 IP flows (no loss and no delay for each flow).
With Fast Ethernet NICs, the throughput measured is 97Mbps in one direction.

Example 2: use of 2 Gigabit Ethernet NICs

NetDisturb e LB 41 packets por second
(direction A > B)

Interface A A=>B Interface B

Ethernet NIC Ethernet NIC "
~ 1000 Mbps 1000 Mbps P +Q = 100,000 packets per second
h A<-B
A : rm—— Q = number of IP packets per second
Bi-processor PC 2.4 Ghz & Windows XP (SP1) (direction B > A)

By using 2 Gigabit NICs, NetDisturb can handle up to 150,000 packets per second
with 16 IP flows defined (for both directions).

These two examples show some performances of NetDisturb. This will avoid heavy
investments in expensive hardware solutions.
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Applications

o« Performance & Acceptance Tests: Qualify and evaluate the behavior of IP
equipments (phone, fax, gateway, etc.) and applications (audio and video
streaming, etc.) on IP networks.

« Configuration and control of IP Equipments for product verification and test:
Define different QoS levels in an Intranet or Internet environment to configure
terminals, gateways and routers.

o Test Laboratories: NetDisturb provides repeatable QoS on different flows using
configuration mode and values (loss, duplicate, delay, packet content
impairment) defined by the user, and so re-create real world problems in the lab.

o Applications test: NetDisturb allows testing applications such as Voice over IP,
streaming audio and video, and other distributed applications.

o Emulation of symmetric or asymmetric network conditions (LAN, MAN, WAN):
latency, jitter, packet loss, bandwidth limitations, etc. to test IP applications
(VoIP, streaming audio & video, etc.), services and products sensitive to various
real conditions.

Some publications mentioning the use of NetDisturb

The Communications and Information network Association of Japan (CIAJ) which
represents manufacturers supplying network devices and terminals has published a
report in 2002: Report on speech quality investigation of VoIP Terminals (gateways
and IP phones): http://www.ciaj.or.jp/tusin/pressrelease/voip_1le.html
"We adopted NetDisturb, ... as a network simulator because of its ease of installation
and operation in Windows".

3GPP Technical Specification Group Services and System Aspects TSG-S4

- Test Plan for the Adaptative Multi-Rate Wide-Band (AMR-WB) and Narrow-Band (AMR-
NB) in packet switched networks.

- Test Plan for 3G packet switched conversation tests (comparison of quality offered by
different speech coders over packet switched networks)
NetDisturb is used as the simulated network.
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The following illustrations describe the system that is simulated for these tests.

Terminal 1

/e

Packets send

Tos

Packets received
from 3

Aldr Transmission
Perturbations

Adr Transmission
Perturbations

Terminal 5

—» ]

Packets

received from |

L gl I
Packets send

To

Packet switch audio communication simulator

This is simulated by using 5 PCs as shown below, with PC# 3 using NetDisturb as
network simulator.

PCI1: PC?2: PC3: PC4: PC5:
VOIP Air Alr Interface VOIP
\ / Network Network

)

Hub 1 Hub 2

Simulation platform
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1.5 Customer references

Present on the market since 1998, NetDisturb is used in more than 40 countries.
See some worldwide references of satisfied customers:

Alcatel, ANZ Bank, AT&T, Bell Canada, Cisco, Commtech Wireless, Department of
Defense, Equant, France Telecom, Gensight, Global Crossing, Iwatsu, Juniper,
Motorola, Nortel Networks, NEC, NTT, Panasonic, Philips, PIKA Technologies,
Polycom, Psytechnics, Raytheon, Schlumberger, Scopus, Tekelec, TF1l, Toshiba,
UTStarcom, WL Gore, Xerox, etc. as well as many universities and telecom institutes.

1.6 Conditions of use

NetDisturb is licensed on a per workstation basis. You will need to purchase a
separate license for each machine that you run it on.

Each licensed copy of the software gets one corresponding USB Software Protection
Key that should be inserted on the target PC before starting the NetDisturb server.

1.7 Delivery

Includes CD with documentation, printed installation guide, one USB Software
Protection Key, technical support and software maintenance (including major and
minor software upgrades) for a period of twelve months from the date of purchase.

To download the trial version of NetDisturb, please visit us at:
http://www.zti-telecom.com/pages/main-ip.htm
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Part 2 What's new in NetDisturb version 4.6?

This part is a general overview of new features and improvements provided with
NetDisturb version 4.6 and important information to upgrade from previous versions.

More details regarding features and improvements included in the different versions of
NetDisturb can be found in the version.txt file located in the installation directory (default
settings: C:\Program Files\NetDisturb).

The new features and improvements provided with NetDisturb version 4.6 are listed
below:

= The licensed version of the software uses a USB Software Protection Key. The
USB Software Protection Key is the most flexible way to transfer your license to
any other PC.

= The Command Line Interface has been added to the NetDisturb Client part. It
enables the integration of NetDisturb in Command Line tests beds.

= The exchanges between NetDisturb Client and NetDisturb Server’s parts are based
on the SOAP interface. It allows going through Firewall in an easier way.

= The previous versions of NetDisturb were allowing handling only the remaining IP

packets. From version 4.6, NetDisturb is also able to impair the complete

remaining Ethernet frames such as IP Frames, MPLS, Appletalk, IPX frames,

and so on.

NetDisturb manages the jumbo Ethernet Frame up a size of 17976 bytes.

The context files and the User data files are now located on the NetDisturb Client

PC and the user is allowed to change the file location i.e. not only the default

directory (C:\Program Files\NetDisturb\Client) can be used but any.

The laws could be changed ‘on-the-fly’.

Multiple corrections have been included in the laws management.

43

43

To get more details about how to switch from the old software license mechanism to the
new USB Software Protection Key, please refer to the paragraph 4.3.

version 4.5 are reused automatically. When saved, they get the new

j The contexts created with version 4.2, version 4.3 RC3, and version 4.4 and
NetDisturb v4.6 file format.
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Part 3 Install NetDisturb

NetDisturb requires less than 20 MB of free disk-space. The installation procedure is a
standard installation program for Windows 2000, XP and Windows Server 2003.
* To run NetDisturb your computer’s screen resolution must be at least 1024x768, the DPI
setting should be set up with the “Normal size (96 DPI)” value and the Font size should be
A set up with the "Normal" value.
* To install NetDisturb under Windows 2000, XP or Server 2003, you must log on with
your administrators rights.

3.1 Forewords before upgrading from versions 4.2, 4.3, 4.4 and 4.5

NetDisturb version 4.6 has introduced a new Software Protection using a USB key but
previous users of NetDisturb can continue to use their Software License Key. When
upgrading from a previous version of NetDisturb, do not uninstall the previous
version to keep your existing license.

When upgrading from an older NetDisturb version, the installation procedure of
NetDisturb moves the user’s files and the context files, located in the previous default
NetDisturb Server directory, into NetDisturb Client directory. All files related to a context
(defined using the extension .txt and .wsx) are copied, but the files installed with
NetDisturb version 4.6 will overwrite those files.

3.2 Forewords before upgrading from versions 4.1 and under

You don’t need to uninstall the previous version of NetDisturb to keep your license
scheme. However, this license will not enable you to use NetDisturb version 4.6,
because the license date of version 4.1 and under is too old. You should contact ZTlI
(contact@zti-telecom.com) to get back a new unlimited license number when upgrading to
version 4.6 with the new site code.

3.3 How to install the software downloaded from the Internet
The installation procedure is a standard installation program.

e If you have downloaded the file NetDisturb.zip from our website, you must first unzip
this file in a temporary directory. It contains the Setup_NetDisturb.exe file and the
related documentation.

e Then run “Setup_NetDisturb.exe” from the temporary directory to launch the setup
procedure.

}) NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.

3.4 How to install the software from the CD-ROM

The installation procedure is a standard installation program. On the CD-ROM, you will
find the “Setup_NetDisturb.exe” file.

ﬂ NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.

3.5 How to install the NetDisturb Client only (from the CD-ROM)

On the CD-ROM, a second setup allows installing the NetDisturb Client on a machine.
This is useful if you want to install the NetDisturb Server and the NetDisturb Client on
two different machines.

To install the NetDisturb Client on a machine (Windows 98, 2000, XP or Server 2003),
run “Setup_NetDisturbClient.exe” and follow the setup instructions to proceed with the
installation.
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3.6 During the installation

Follow the instructions until reaching the NetDisturb package selection window.

3.6.1

B NeiDisturb V4.6 Setup X

Pleasze select the MetDisturb package to install. -, / -
The MetDisturb package to inztall depends on the license you own,

MNetDisturb Trial The MetDisturb Trial package is a fully functional version that is
lirnited to 15 daps uge.

Cuztomers with a Software | This package iz designed for customers uzing the Software
Protechon Key Protection F.ey and far the owners of the previous versions of
M etDizturb.

Customerz with Software | The MetDisturb USE Software Protection ey package requires a
Protection using a USE Key| USE Key available from the version 4.6 of MetDisturb,

NetDisturb packages in a few words

To use the NetDisturb software, there are 3 license schemes:

y
A\

The NetDisturb Trial package allows you to use NetDisturb during 15 days after
the first run. When the trial period has expired, the license should be purchased.
The NetDisturb Software Protection Key package has been designed for users
owning a Software License key and for the users of the previous versions of
NetDisturb. It keeps your current installation and files, without additional
requirement.

For new users, the NetDisturb USB Software Protection Key package requires
a USB key with the NetDisturb license. The USB Software Protection Key is
provided with NetDisturb from version 4.6. This package allows the installation of
NetDisturb on several PCs but the only PC able to run NetDisturb is the one
having the USB Software Protection key plugged in.

As previous users, you may be interested to move to a USB Software Protection
Key: please contact your distributor or ZT| to get more details about the license
migration program (see 4.3 NetDisturb & USB Software Protection Key for more
details).

This software is licensed on a per workstation basis. This means that you will need
to get a separate license for each machine you will run it on. The license may be a
software license key (for previous users) or the USB Software Protection key. Each
new licensed copy of the software gets a USB Software Protection key that can be
moved from one installation to the other.

The USB Software Protection key contains only the license information. The
software is available on a separate CD-ROM.
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3.6.2 Which package should I install?
Depending on your needs, please find here below the package most suitable for you.

3.6.2.1 I want to evaluate NetDisturb V4.6

In that case, choose the “NetDisturb Trial” package. You will be able to use NetDisturb
during 15 days only.

3.6.2.2 | already use NetDisturb ...

j This paragraph is dedicated to the users owning a previous version of NetDisturb.

... and | want to upgrade and keep my permanent license

In that case, choose the “Customers with a Software Protection Key” package. Your
installation will be upgraded and your existing permanent Software Protection Key will be
kept.

... and | want to upgrade and use the USB Software Protection Key | bought

In that case, choose the package “Customers with Software Protection using a USB Key”.
Plug the USB Software Protection Key before launching NetDisturb.

3.6.2.3 | just bought NetDisturb ...
j This paragraph is related to the users purchasing NetDisturb V4.6.

... and I chose the Electronic Software Delivery (ESD)

In that case, choose the package “Customers with a Software Protection Key”. When you
launch the software for the first time, press the “Enter” key when the ZTI logo appears.
Then, get the site code and mail it to us with your details and your purchase order
reference at contact@zti-telecom.com. We will send you back the site key enabling your
permanent Software Protection Key. More details about the way to proceed are available
in paragraph “4.2.1 Installation of the Software Protection Key’.

... and I received the CDROM & USB Software Protection Key

In that case, choose the package “Customers with Software Protection using a USB Key”.
Plug the USB Software Protection Key before running NetDisturb.

... and I will receive CDROM & USB Software Protection Key in a few days

In that case, choose the package “Customers with a Software Protection Key”. You will
get a fully functional but time-limited Software Protection Key.
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3.7 What has been installed on my computer?

The default settings install NetDisturb in the following directory:
C:\Program Files\NetDisturb with the following subdirectories:
C:\Program Files\ NetDisturb \Client
C:\Program Files\ NetDisturb \Driver
C:\Program Files\ NetDisturb \Server

3.7.1 IMPORTANT STEP: | must configure the driver before running NetDisturb

The setup procedure realizes the installation of the NetDisturb driver transparently. It will
be installed positioned on top of each Ethernet or wireless NIC if the driver of the NIC is
NDIS compatible. The NetDisturb driver sets in the kernel of Windows 2000, XP or
Server 2003 and handles the exchanges between two NICs. The NetDisturb driver linked
to the selected NICs is available and transparent. It doesn’t appear in the protocol list.

Now there is an important manual operation to do before using NetDisturb:

1. In order to avoid unexpected traffic generated by the protocol stack on the NICs,
you should unselect all protocols first (TCP/IP, Client or Microsoft Networks, etc.).

2. To unselect protocols from a NIC used by NetDisturb, use the “Control
Panel/Network and Dial-up Connections” or the “Control Panel/Network
Connections” program and uncheck all protocols.

General | Authentication | Advanced

Connect using:
ES CMet PROZ200WL PCI Fast Ethemnet

This connection uses the following items:
[] %= Microscit TCRAP version & ~
[ == Network Moritor Driver

[ %= MOM| Protocal Analyzer
[ %= Intemet Protocol ITCPAPT s
<

Install...

Description

Show icon in notification area when connected
Motify me when this connection has limited or no connectivity

[ Ok H Cancel ]

Example of NIC with all protocols unchecked
3.7.2 Start Menu Shortcuts Created

Start > All Programs > NetDisturb

NetDisturb (start both Server and Client)

1) NetDisturb Server Only

2) NetDisturb Client Only

USB Key Viewer (USB Software Protection Key version only)
Uninstall NetDisturb

Read Me First

User Guide

143330030
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3.8 How to reinstall another package?

If you already have installed one of the NetDisturb V4.6 packages, click
Setup_NetDisturb.exe and select, in the window below, the new package you want to
install.

% NetDisturb V4.6 Setup X

Pleaze select the NetDizturh package to install. : _// -
The MetDisturb package to install depends on the license you own,

MetDisturb Trial The MetDisturb Trial package is a fully functional version that is
lirited ta 15 davs use.

Cuztomers with a Software | Thizs package iz designed for cuztomers uzing the Software
Protechion Key Protection K.ey and for the owners of the previous versions of
M etDisturb,

Customers with Software | The MetDisturb USB Software Protection Key package requires a
Protection using a LISE Key| USE Key available from the verzsion 4.6 af MetDisturb.

3.9 How to transfer the software to another computer?

Install the software on the target computer. You don’t need to do any particular operation
with the “Customers with Software Protection using a USB Key” and “NetDisturb Trial”
packages.

With NetDisturb & USB Software Protection Key, you do need to plug the USB key
before running the software on the target computer.

With the package “Customers with a Software Protection Key”, install the software on the
target computer and refer to the paragraph “4.2.2 Software Protection Key Transfers” to
know how to transfer the Software Protection Key.
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Part4 How to handle your license?

4.1 NetDisturb Trial

You don’t need any license to install the NetDisturb Trial package. After the first run of
NetDisturb Server, the NetDisturb Trial package can be used during 15 days.

4.1.1 NetDisturb Server License Information window

When you run NetDisturb Server, the information about your trial license is displayed, as
shown below.

MetDisturb Server - License Information

To get more detailz about HetDizturb or to get an unlimited license:

- Pleaze contact your local distributor
- or Send an email to contacti@zh-telecom_com
- or Call on +33 2 9648 4343 [GMT+01:00).

Your trial icense will expire in 15 days.
Thanks for using our zoftwarel

You are now able to use NetDisturb during the next 15 days.

4.1.2 End of the fifteen-day trial period
Once the trial period is over, you can’t use NetDisturb anymore, see below:

MetDisturb Server - License Expired

Your tnial licenze has expired.

To get more detailz about HetDizturb or to continue using
MetDisturb with an unlimited licenze:

- Pleaze contact your local distributor
- or Send an email to contacti@zhi-telecom. com
- or Call on +33 2 9648 4343 [GMT +01:00).

Thank you for using our softwarel

When you press the OK button, NetDisturb will stop running.

To continue to use NetDisturb please contact you local distributor or ZTI to get an
unlimited license.
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4.2 NetDisturb & Software Protection Key

Licensed users of NetDisturb that are already using the Software Protection Key should
not need to refer to the section 4.2.1. To transfer the owned Software Protection Key to
another PC or to another directory, please go directly to section 4.2.2.

4.2.1 Installation of the Software Protection Key
This software is licensed on a per workstation basis. This means that you will need
to get a separate license for each machine you will install it on. Each licensed copy
j of the software installed on a system has a unique Site Code that requires a
- corresponding unique Site Key to work. A period of 15 days is automatically
enabled at the first installation of the software. If you try to install the software
again, the Software Protection Key will disable the trial period.

If you want to configure your Software Protection Key before the time-limited period end,
press Enter just after launching the NetDisturb when the following message is displayed:

15 days left out of 15

Press the <Enter> key to configure your license.

Then, you will see the following Software Protection Key configuration window:

gﬁ NetDisturb - License Configuration Q|E|B|

Program License Help

g
% 15 days left out of 15
=4

Site Code: DEES 1085 DOAC BE3E BC

Site Key: |

To authorize this program for this site, send your name, site
code, company name and e-mail to:

m

phone: +33 2 96 46 43 43

fax: +3329648 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, vou can uze the
"License” menu at the top of thiz dialog

You can bring up thiz configuration dialog when the program starts by |

At the end of the trial period when you launch NetDisturb, the same Software Protection
Key configuration window appears, but saying “Program not authorized” instead of
showing the remaining days of use.

To get the Site Key and obtain a permanent license, please send an email to
contact@zti-telecom.com or contact@zti.fr with the following information:
a. The Site Code (you can copy and paste the Site Code displayed in the
license window)

b. The name of the software: NetDisturb
C. The OS used

d. Your details

e.

The purchase order's number and date of purchase
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?:ﬁ NetDisturb - License Configuration g|§|®

Program License Help

5
% Program not authorized
L =
Site Code: D20 1814 DOAD F258 21
Walidate
Site Keyw: |

To authorize this program for this site, send your name, site | A
code. company name and e-mail to: =

ZTl

phone: +33 2 96 48 43 43

fam: +33 296 48 14 85
e-mail: contact@szti-telecom.com

To move a license to anether directery or computer, you can use the
"Licenze” menu at the top of thiz dialeg.

“ou can bring up this configuration dialog when the program starts by | »

We will then email you the Site Key. You can now close the license's window.

After you have received the email with the Site Key, open the Software Protection Key
configuration window again by pressing the Enter key as explained before. Copy the Site
Key in and then click "Validate". After validation of the Site Key, you will get the following
message:

Congratulations!

i You are now licensed to run this software.
Press OK to continue or Cancel if you want to run your software later.

Cancel |

= Important: one Site Code is associated with one Site Key, and only one. A Site
Code is unique for each PC installed. For security reasons, as soon as you
validate a Site Key (trial or unlimited), the Software License program generates a
new Site Code automatically.

= For any question or further information, please contact our technical support:

Email: support@zti-telecom.com or support@zti.fr
Phone: +33 2 9648 4343
Fax: +33 2 9648 1485

When you launch NetDisturb with a permanent Software Protection Key, you will
see the following window:

Unlimited license

Preszs the <Enter> key to configure pour license.
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4.2.2 Software Protection Key Transfers
A Software Protection Key transfer is not a duplication of any type. Please contact
ZTI or your authorized distributor for site Software Protection Key information and
for several Software Protection Keys purchase.

Software Protection Keys can be transferred using one of the following methods:

= Direct transfer: move the Software Protection Key to another directory of the
same PC or between two PCs linked to the same network.

= Transfer by media: move the Software Protection Key from a source PC to a
target PC by using a floppy disk or USB key.

4221 Direct Transfer: move the Software Protection Key from one local directory to
another
This transfer mechanism must be used to move a Software Protection Key in two cases:

- From a source to a target directory of the same PC

- From a source to a target directory of networked PCs

e First, copy the program (copy the NetDisturb folder) to the target directory.
For example from “C:\Program Files\NetDisturb” to “C:\Temp\NetDisturb”

e Then run the program from its original directory (from “C:\Program Files\NetDisturb”). \When
the Software Protection Key configuration window appears, press Enter and select
“License > Transfer to directory ...” in the License menu as shown below:

'Eﬁ NetDisturb - License Configuration E“E|B|

Program Qia=3==8 Help

[E; ‘| Transfer to directary...

==

cil  Transfer out to another computer. ..

I .
7 Kill license

To authorize this program for this site, send your name, site |
code, company name and e-mail to:

Al

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@ztitelecom.com

To move a license to another directory or computer, you can use the
“Licenze™ menu at the top of thiz dialog.

“ou can bring up this configuration dialeg when the program startz by »

e Provide the path name of the target program (for example C:\Temp\NetDisturb\Server\
NetDisturbServer.exe)
e The Software Protection Key is now transferred to the new directory.
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4.2.2.2 Transfer by Media (USB key) from a source PC to a target PC
p A USB key or a floppy disk is needed for this kind of transfer.

To transfer the Software Protection Key from the source PC (PC #1) to the target PC (PC
#2), proceed as described in the following order:

1) First install the program on the target PC (PC #2).

2) Run the software on PC # 2 and kill the time-limited Software Protection Key in order to
get an unauthorized license on this PC.

If the "Transfer in from another computer ..." item of the license menu is disabled, you
must kill the Software Protection Key.

How to kill the Software Protection Key?

When the Software Protection Key configuration window appears, press Enter and select
“License > Kill license” in the license menu.

Eﬁ% NetDisturb - License Configuration E|ﬁ|®

Program QEE=y=-8 Help

[5; ‘| Transfer to directory...

==

5ii  Transfer put to another computer...

Yalidate
H kil license

To authorize this program for this site, send your name, site A
code, company name and e-mail to:

Tl

phone: +33 2 96 48 43 43

fax: +33 296 48 14 85
e-mail: contacti@zti-telecom com

To move a license to another directory or computer, you can use the
"Licen=e” menu at the top of thiz dialog.

Y'ou can bring up thiz configuration dialog when the program starts by | s

A message box will appear:

Kill License

\:g/ Are pou sure pou want to delete vour current licenze?

Warning
After deleting vour license, pou will need to purchaze a new license to
continue uzing thiz program.

Yes
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Press 'Yes' to kill the Software Protection Key and a confirmation code is displayed:

rour kill confirmation code iz:

|FDDE CaaF 7445 DE5E FDAT F7A1 B4

‘r'ou ghould write down thiz number in caze pou need to
prove that the license was actually deleted.

Click 'OK' and the Software Protection Key window displays now "Program not
authorized™":

f.:ﬁ NetDisturb - License Configuration T”E|&‘

Program License Help

EA10

L =

Frogram not authorized

Site Code: D347 5CO3 DO&4 7C54 85

Yalidate
Site Key: |

To authorize this program for this site, send your name, site
code, company name and e-mail to: |

|
phone: +33 29648 43 43
fax: +33 29648 14 85

e-mail: contacti@zti-telecom.com

To move a licenge to another directory or computer, vou can use the
"Licenze” menu at the top of thiz dialog.

“ou can bring up thiz configuration dialeg when the program starts by | s

3) Select “License > Transfer in from another computer ...” from in the Software
Protection Key License menu:

f-:ﬁ NetDisturb - License Configuration '__”E|g|

Walidate
Q

To authorize this program for this site, send your name, site
code, company name and e-mail to: |

Tl

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a license to anether directory or computer, you can uze the
"Licenze™ menu at the tep of this dialeg.

“ou can bring up thiz configuration dialog when the program startz by«
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The "Transfer License In (Step 1 of 3)" window is displayed:

Transfer License In (Step 1 of 3)

Transfer In enables pou to tranzter a license to this program from
a licensed copy on anather computer.

Foar this process you will need 1 floppy disk and access to a
licensed copy of this program on another computer.

Inzert & Hoppy digk into your computer's """ dive and press
"Mext' at the bottom of thiz dialog bos.

If wou are uzing a drive ather than drive "A", enter itz path here:

|,.f.-.,;\ Browse...

Cancel

4) Insert a floppy disk or use a USB key as requested in step 1 of 3 and specify the path.
Then press “Next >”: the "Transfer License In (Step 2 of 3)" window is displayed:

Transfer License In (Step 2 of 3)

Mo the license needs to be copied to the floppy disk:

1. Remove the floppy dizk and take it to the computer with
the licenzed copy aof this program.

2 Run the licensed copy of this program and select
"Tranzter Out".

3. Bring the disk back to thiz computer and press "MWest'.

If there iz a significant delay between transfers [for example, you

are moving a licenze from your work, cormputer to your home

computer), you can zuspend the transfer process and continue

later :

Continue Tranzfer Later

Cancel
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5) Go to the source PC (PC #1) and insert the media (USB key or floppy disk). Then start
the program on PC #1. When the license configuration window appears, press Enter and
select “License > Transfer out to another computer ...” as shown below:

?ﬁ NetDisturb - License Configuration :”E|B|

Program QN8 Help

EF = Transfer to directory...

L="1=

[l Transfer out to another computer...

Kill license

code, company name and e-mail to:

pall

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can use the
“Licenze” menu at the top of this dialog.

“fou can bring up this configuration dialog when the program starts by

To authorize this program for this site, send your name, site  »

w

The following window is displayed:

Transfer License Out (Step 1 of 2)

to an unlicenzed copy on another computer.

ECIEEH.

computer's "4 dive and press "Mext".

Cancel

Tranzfer Dut enables you to transfer a licenge from thiz program

To begin, run the unlicensed copy on the remote computer,
select "Transfer License [n", and follow the instructions on the

When pou are ready, inzert the transfer floppy disk inka pou

If you are uzing a drive other than drive "&", enter itz path here:

LR Browsze...

Input the media path (USB key or floppy disk) and then press "Next >". When the license

is put on the media, you get the “Program not authorized” message:

'Eﬁ NetDisturb - License Configuration :”E|B|

Program License Help

EF A

==

Frogram not autharized

Site Code: D3A7 5C03 DOA4 7C54 86

Walidate
Site Key: |

To authorize this program for this site, send your name, site A
code, company name and e-mail to: |

Al

phone: +33 29648 4343

fax: +33296 48 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can use the
“Licen=e” menu at the top of this dialog.

“fou can bring up this configuration dialog when the program starts by »
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You can check that the Software Protection Key is not available anymore on the source
PC since the NetDisturb software license is on a workstation basis. Contact us to get
information on a Site Software Protection Key (contact@zti.fr or contact@zti-
telecom.com).

6) Remove the media from PC #1 and return to PC #2.

Click the 'Next' button on the step 2 of 3 of the “Transfer license in” window (on PC #2) to
complete the transfer.

The permanent Software Protection Key is now transferred from the source PC to the
target PC, and you get the following message:

Transfer License In (Step 3 of 3) g|

Congratulations!
The licenze has been successfully transfered.

Press "Finish'" to continue.

Click Finish to continue.

4.3 NetDisturb & USB Software Protection Key

The USB Software Protection Key is the most flexible way to transfer your license to any
other PC. Plug it in the computer you want to use NetDisturb on.

If you are a user of a previous version of NetDisturb (version 4.5 and under) and if the
USB Software Protection key interests you, please contact the Sales Offices (sales@zti-
telecom.com) to get some information about how to exchange your Site Key to a USB
Software Protection key.

Part 5 Uninstall NetDisturb

To uninstall NetDisturb, please select “Uninstall NetDisturb” in the “Start > Programs >
NetDisturb” menu.

All installed components of NetDisturb will be removed including the NetDisturb driver.
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Part 6 Run NetDisturb

As NetDisturb is made of 2 parts (NetDisturb Server and NetDisturb Client), you need
to run these two programs in the following order:

1. NetDisturb Server
2. NetDisturb Client

To run this software in this order, click on:

Start » All Programs » NetDisturb » NetDisturb (start both Server and Client)

6.1 First Run
1) The NetDisturb Server startup

NetDisturb Server is started automatically when using the NetDisturb (start both Server
and Client) shortcut.

You may also start the server independently, for instance when you are using a
p remote configuration where NetDisturb Server doesn’t run on the same PC as

NetDisturb Client. To start the NetDisturb Server alone, use the Windows start

menu: Start » All Programs » NetDisturb » 1) NetDisturb Server Only

After a few seconds and depending on your license, you will get one of the following license
windows:

fifteen-day trial version license Software License version

MetDisturh Server - License Information rz|

To get more detailz about HetDisturb or to get an unlimited license:
- Please contact your local distributor S #
- or Send an email to contacti@zti-telecom.com -
-or Call on +33 2 9648 4343 (GMT+01:00).

Your trial license will expire in 15 days.
Thanks for using our software!

nlimited license

Prezs the <Enter> key to configure your license.

USB Software Protection key

When you use a USB Software Protection key, there is no window!
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The next window displayed is NetDisturb Server

E¢E NetDisturb Server - Version 4.6 |Z||E|E|

Impairment Interface Configuration and Statistice

Interface & : not selected Interface B : not selected
# Handled Packets: # Handled Packets:
# Lost Packets: # Lost Packets:
# Delayed Packets: # Delaved Packets:
Dezequenced: Deseguenced:
# Fragmented packets: # Fragmented packets:
|hcarming o A Outgaing oh & Incaming on B [utgaing on B
# Packetsz per Second # Packets per Second
# Packets # Packets
Throughput Throughput
[ Motamsmission | [ Mokansmission ]

Rezet Counters
Current Parameters

Riefrezh Period [in second); {t Buffers: o
) ; Application of Laws:
Sampling to Compute T hroughputs: Desequencing:

Current Client Connection

Client: [Mo client connected) Show Current Corbext Rezet Logs

If NetDisturb has detected some configuration issues, a list of NICs, which can’t be used
by NetDisturb, will be displayed as shown below:

NetDisturb Server, fE

'T 'BroadZam Embedded' MIC can't be used by MetDisturb since it has its TCPYIP stack activated.

Al MICs that you wank ta use with MetDistorb must have all pratocal stacks unchecked,
Please use the Control Panel ko configure wour MICs and then restart MetDisturb to apply wour changes.,

Use NetDisturb Client to select the network interfaces (or NICs).
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2) NetDisturb Client startup

NetDisturb Client is started automatically when using the NetDisturb (start both Server
and Client) shortcut. The default connection parameters used to exchange between
NetDisturb Client and NetDisturb Server are:

e NetDisturb

Server IP address or Host Name = 127.0.0.1

(127.0.0.1 = default local IP address if the NetDisturb Server and the NetDisturb
Client are installed on the same machine).

e HTTP Port Number = 8080

p You may also start the NetDisturb Clients part alone, to connect to a remote
NetDisturb Server. To start the NetDisturb Client alone, use the Windows start

menu: Start » All Programs » NetDisturb » 2) NetDisturb Client Only

When NetDisturb Client starts, it will ask you to enter the parameters to connect
to the NetDisturb Server machine:

5-_'1.',' MetDisturb Client - Connection to the server

MHetDisturb Server [nformation
The dialog with the gerver iz bazed on SOAF which iz ugsing HT TF pratocal. To connect ta
the MetDisturb Server proceed as follows:

- Firat, zpecify the [P addresz or Host Mame of the MetDizturb Server.
- Then, enzure that the HT TP part entered iz corect [the default port number = B080).

|F addresz or host name: |1 27.001

HTTF port number: 2030

Cancel |
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p On the first run, there is no Interface defined. NetDisturb Client will tell you how
to configure those 2 interfaces.

NetDisturb Client

\y There is no Interface selected.

To select the 2 Interfaces required by MetDisturb, please go to the Interface Selection area using the menu Actions fConfiguration of MetDisturb Client
in the next window.

Click “OK” and the NetDisturb Client main window will appear:

&3 MetDisturb Client - Impairment Tool for IP Networks [ZII@[‘S__(I
File Edit Actions ‘“Working Modes  Statistics  Help - Show Aggregates ==
— |P Flowes — |P Flow #07
4 | g Maszk [+ Trigger] Loss & Duplication Law Delay & Jitter Law }::)
gl |[N ane) j |[None] ﬂ |[N ane) ﬂ :
4 [NDHB] Edit [None] Edit [NDHB] Edit x
_Fun i Q —— _ —— - T
# Incoming Packets 0 sl ey Dy et 0[00%] #Delayed Packets 0[0o] =
gl Packets
gl — Interface A [MAC): [hot defined) @ — Interface B [MAC): [hat defined)
,7 g| Incoming Outgoing
# Packets/5econd 0pis AtoB # Packets/Second 0p/s
gl Thioughput | 0.00 b/s —) Thioughput | 0.00 b/s
Interface Interface
4 gl STOP STOP

Outgaing Ihcoming

,7 A 4= B
4 gl # Packets/Second Opds ST # Packets/Second 0pds
gl Throughput | 0.00 br's é] Throughput | 0,00 b/s
gl Mazk [+ Trigger] Lazz & Duplication Law Delay & Jitter Law
gl | [Mone) j | [Mone) j | [Mone) j

O =] Edi [lepc] Edi =] Edit
4 gl # Incoming Packetz ] HLost or Duggcc:it:tg 0[0.0%) #Delayed Packets 1]

Other P Fliows +| Y

Statistics Syrthesis by Flow

Haxmz][]

at

— Total Syntheziz A
Throughput Reception  Received Pkts  Matching Pkts  Sent Pkts  Throughput Transmission TS
From Ato B[ 0.00kiE O pis 0n 0p Opl 0.00kis URis | —CPU Usage

FromBto & qo0 ks 0wz Onp On Opl  0.00kis Elm'sl- 2% ]

Then, you need to select the NICs (interface A and interface B) that the NetDisturb

Server is going to use.
NetDisturb

Interface A A—B Interface B

Ethernet NIC Ethernet NIC g
p 10/100/1000 Mbps 10/100/1000 Mbps
) A+—B
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Select “Configuration” in the Actions menu. The Parameters configuration window is
displayed:

NetDisturb Client - Parameters Configuration

Dizplay Canfiguration

Refresh Period: [framn 13 ko B0 )

Sampling period for the throughput calculation: |2 [framn O to GO £
" Inztant Throughput f+ fverage Throughput uzing Sampling Mechanizm

Cancel

d

MetDisturb Meazurement Units
Chooge one aof the unit below [defined by [EEE Std 260.1-2004] to uze with the throughput statistics.

* sze kilobyte kB and kilobit per second [kbs] where Tkbds:= 1,000 bits/s
" Usze kibibyte [KiB] and kibibit per zecond [Kib/s) where 1Eib/z= 1,024 bits/s

Farameter about the 'Laws Apply to each TCRAJDF Connections of the 1P Flow' Menu Selection
Mumber of Buffers containing the Laws Values: |2 [from 2 to 700]

When the Wwiorking Mode 'Laws Apply to each TCRAUDP Connection of the I[P Flow' iz zelected,
each TCPAJDP connection found in the |P Flow should impaired in the zame way. To reach thiz aim,
the walues generated by the laws are stored in internal buffers.

There iz the zame number of buffers for Logz & Duplication laves az for Delay & Jitter laws. Each buffer
lozated in the Kernel memory -a rezource to uze sparingly- iz able to contain 20480 values.

For example, when 2 iz the Mumber of Buffers containing the Laws Walue' value, 4 buffers of 20430
values are allocated, consuming 320 EEytes of Kemel memany per [P Flow, that iz 5440 Ebytes due
to the 17 [P Flows.

Thiz iz why the 'Mumber of Buffers containing the Laws Yalues' value should be configured carefully.

|nterface Selection

Interface &; | ﬂ
Interface B: | ﬂ

At the bottom of this window in the "Interface Selection" part, select one NIC for Interface
A and another NIC for Interface B, and then confirm with “OK”.

You should see in the combo-box (Interface A or Interface B) all available and operational
NICs. If you don’t see any NICs, please follow the steps below:
- Verify that your NICs are installed and operational.
- Enable the needed NICs.
j-,. - Stop the NetDisturb Client.
- Stop the NetDisturb Server.
- Reboot your system if necessary.
- Start the NetDisturb Server.
- Start the NetDisturb Client.
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Then you should see your installed NICs in the Interface A and B combo-boxes (see the
example below):

NetDisturb Client - Parameters Configuration

Dizplay Configuration

Refresh Period: |1 [Frarm 73 ba B0 £

Sampling period for the throughput calculation; |2 [Frarn O ba B0 5] c |
ancel

[

" Ingtant Throughput {* Average Throughput using S ampling Mechanizm

MetDisturb Meazurement Units

Chaose ane of the unit below [defined by |[EEE Std 260.1-2004) ta uze with the throughput statistics.
* Usze kilobyte [kB) and kilobit per second [kb/'s) where 1kbds = 1,000 bitss

™ Use kibibyte [KiB] and kibibit per second [Kibds] where 1KibAs:= 1,024 bits/s

Parameter about the ‘Laws Apply to each TCR/UDP Connections of the [P Flow' Menu Selection
Mumber of Buffers containing the Laws VYaluss, |2 [from 2 ta 100]

‘When the Working Mode 'Laws Apply to each TCPAUDP Connection of the 1P Flow' is selected,
each TCRAJIDP connection found in the [P Flow should impaired in the zame way. To reach this aim,
the walues generated by the laws are stored in inkernal buffers.

There iz the zame number of buffers for Lozs & Duplication laws as for Delay & Jitker lavws. Each buffer
lozated in the Kermel memorny -a resource to uze spanngly- iz able to contain 20480 values.

For example, when 2 iz the ™umber of Buffers containing the Laws Walue' value, 4 buffers of 20480

values are allozated, conzuming 320 KBytes of Kermel memaory per [P Flow, that iz 5440 Fbytes dus
tothe 17 1P Flows,

Thiz iz why the Mumber of Buffers containing the Laws Yalues' value should be confiqured carsfully.

Interface Selection

Interface A |EE=m N LA

Interface B: |Interface 2 (100 Mb/s) 00-08-41-36-11-59 |

As soon as the configuration is done, the NetDisturb Server recognizes “Interface A” and
“Interface B”.
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The MAC Addresses of the selected interfaces are displayed in the NetDisturb Client
and NetDisturb Server windows:

%Y NetDisturb Client - Impairment Tool for IP Networks

File Edit Actions ‘Working Modes
I Flowws

Statistics  Help - Show Aggregates

B

— P Flows H#01

| LY
B | joN
Frio &
BTt | joN
B | SN
B | joN

S
B joN
e | SN
Bty | joN

S
| Sl joN
B | SN
Bttt | joN
ST &
| G joN
_fun Jfotrer P Fows =] O

Btatistics Synthesis by Flow [

Fun &l ‘

ask [+ Trigger] Logz & Duplication Law Delay & Jitter Law =)
|[N0ne] ﬂ |[N0ne] j |[N0ne] ﬂ :
(L] Edi (bl Edit (Bege] Edit | X
T
#Incaming Packets | #lesi @uEEEt D[00%] #Delaped Packets 0007 =)
e Packets /—P\
nterface & [MAC): 0008 A1 36 1C 74 —) @ anterface B [MAC] 000841 3611 59 —)
0nd AtoB Op/
# Packetz/Second [ # Packetz/Second e
T hroughput 0.00 bis - Throughput 0.00 b/s
Interface Interface
ST':)P Outgoing l Incoming ST;P
# Packets/Second Opds .y # Packets/S econd Op/s
Thiaughput [ 0.00 b/s g Throughput [ 0,00 b/s
Mazk [+ Trigger] Loss & Duplication Law Delay & Jitter Law xﬁl
|[N0ne] ﬂ |[N0ne] j |[N0ne] ﬂ :
[lore] Edi Hae] Edit (Hare] Edit | X
T
# Incoming Pack etz i} # Lost or Duppgiigg 000 %) #Delayed Packets 000 %] m

— Tatal Synthesis
Throughput Reception
0.00 bis Opiz

0.00 bis

From & to B

From B to A Opls

Received Pkt Matching Plis Sent Pktz  Throughput Transmission
Onp Op Opl 0.00his Opiz
Op On Opl 000k Opfz

Alarms

2%

|—CF'U Usagel

Graphical user interface for the NetDisturb Client with two Ethernet NICs configured

Eﬁ MetDisturb Server - ¥ersion 4.6

Clignt:

S ampling to Compute Throughputs:

# Handle: 5 [ : m

# Lost Packets: 0 [ 0%] # Lost Packets: 0| [0%)

# Delayed Packets: 0 [ 0] # Delayed Packets: 0] (0%

Dezequenced: 0 1 Desequenced: 0 |

# Fragmented packets: 0 %] # Fragmented packets: 0 0%]
Incoming on Outgoing on A Incoming on B Outgoing on B
0 #Packets per Second 0 0 #Packets per Second 0
i # Packets 0 1] # Packets i
0.00 bfs Throughput 0.00b/s 0.00b/s Throughput 0.00 b/s
[ Mopackethanded ] [ MNopackethanded ]

Feset Counters

Curent Parameters
Fiefresh Period [in second):

Tz
2%

# Buffers:

Cument Client Connection

Client connected

Dezequencing:

2
Dizabled

Application of Laves:

Show Current Contest

IP Flaw Lerveel

“Raseilam

Graphical user interface for the NetDisturb Server with two Ethernet NICs configured
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6.2 Detailed Description of the Server and Client Startup

6.2.1 The NetDisturb Server Startup Modes

The level of provided functionalities depends on the availability or not of the NetDisturb
driver. If the NetDisturb driver is lacking, a message warns the user. In that case it is
possible to continue in the “restricted mode” where only a few functions are available.

6.2.2 The NetDisturb Client Startup Options

When starting the NetDisturb Client, the Connection to Server parameters window is
displayed.

E.',‘ MetDisturb Client - Connection to the server

MetDizturb Server |nformation

The dialog with the zerver iz bazed on SOAF which iz using HT TP protocal. To connect to
the HetDizturb Server proceed as followes:

- First, specify the P addresz or Host Mame of the MetDizturb Server.
- Then, enzure that the HTTP part entered iz corect [the default port number is B080).

|F addresz or host name; |1 27.0.01

HTTF port number: 2030

Cancel |

This parameters window is made of two sections:

The NetDisturb Client needs the following information in order to connect to the
NetDisturb Server:

1. The NetDisturb Server IP address
2. The NetDisturb Server HTTP port number

In case of a connection failure (if one of the parameters is invalid), an error window pops
up. To go back to the identification window, just click on the OK button.

NetDisturb Client

N

The connection with NetDisturb Server can't be established,
Please make sure that:

11 The IP Address or the Host Mame is correct,

21 The HTTP pork number is walid and the Firewall is allowing this port.

3 The MetDisturb Server is running.

43 Mo other NetDisturb Client is already connected to the MetDisturb Server machine,
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Part 7 Using the NetDisturb Client

The NetDisturb Client is the main NetDisturb User Interface.

With NetDisturb Client you can:

= Select packet stream to process and configure impairments to apply,

= Run / Stop traffic following the configured impairments,

= Open, save... contexts,

= Configure the NetDisturb Server and NetDisturb driver.

All parameters entered in the NetDisturb Client are automatically transmitted to the

NetDisturb Server.

To use NetDisturb:
,Q = First run NetDisturb Server
= Then run NetDisturb Client

7.1 The NetDisturb Client Main Window

The NetDisturb Client main window is displayed after client identification. Traffic and
impairment representation on the Client main window is based on the following scheme:

Incoming i=1

Yy

\ 4

Outgoing

packet
Y
s IP Flow #1i
running?
No
Yes
IP Flow #i
Yes No
pa?l?:tsér;etch Packet e Content No

the mask? lost Impairment
i Yes Yes
¢ Yes (delayed) *(content impaired)

4
i=i+1
No i>16
Yes
Other [P Flows
Packet o No Content No
Interface A lost Impairment

i Yes
iYes (delayed) * (content impaired

packet

Interface B

Treatments synoptic for selected packets in a flow from A to B

(B to A direction may be configured from the same manner, but isn’t shown on this scheme)
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The NetDisturb Client main window is composed of five areas:
&Y NetDisturb Client - Impairment Tool for IP Networks - c:w-iles\NetDisturh\cuem\nefaun.wsx SIS

— |P Flows #01: TCP/Port 2009  Agaregates

Stop #01 \ . . (Mane) #1
g I M/aiting for the trigger Lozz & Duplication Law Delay & Jitter Law "—|J
Stop #02 || TCPiPart 2010 #02
|TEF' 2009 j |F'erc:entage of Logz j |F|0uter Simulation with Delay j _l

#03 TCPPort 2011 . . .
- o g| I Mask + Trigger Logs: Percentage Flouter Simulation &

Haxmz ][]

+ w04 [Tcrronzmz (] Loty Dty li‘ 04
. # Lost or Duplicated
Stop H05 ,m g| # Incoming Packets o Packets 0 # Delayed Packets o #05
Stap #06 |[TorPor 2014 Interface A& (MAC): 00 02 A1 35 1C 74 - @ rInterface B (MAC] 00 08 41 36 11 59— #0E
Incoming Outgaing
Stop #07 || TCPiPart 2015 #07
g' I # Packets/Second Op/s itolt # Packets/Second 0pfs :l
+ #08 po1e Throughput | 0.00 b/ —) Throughput | 0.00 b/ #03
2 g I Interface R s R s Interface

Stap #09 TTToFFOT2017 - 3 [ - “ #09
stop #10 | [Terport zme O & Outgaing e Izl B #10

op 0l Mone;

# Packets/Second Opis - # Packets/Second Opiz ¢ 2

Stop #11 || TCPPort 2019 g| |— Throughput 0.00 bds 9 Throughput 0.00 bds I:I #11

vz [TcPPon 2020 ([ @ [ ]=|im2
Stop #13 || TCPiPart 2021 g| M azk [+ Trigger] Lozs & Duplication Law Delay & Jitter Law E-:' #13
Stop #14 || TCPPort 2022 TCP | |[Mone] «| |Router Simulation with Delay ~ ~| N #14

[qNy . [~ | - JIFHS_H_& |-
asl one outer Simulation

+ #15 TCPPort 2023 g| |— et Dely | # #3

Stop #16 || TCR/Port 2024 g| |— # Incoming Packets i} # Lostor Duppgiizg 0[0.0%] #Delaped Packets 0[0.0%] =) I:l e
+ Cther [Cther Frames - g| |— I:l Cther|

Statistics Syrthesis by Flow g|

Throughput Reception Received P 5 Pkts  Sent Pkis  Throughput Transmission Alarms

Stop &l ‘ From AtaB| 000 ks Opis Op Opl 000bis 0= | —CPU Usage
From Bto & 476 pis 1 pis In 2p 2pl 476 his 1 pis |_ 3% ]

- (1) The menu is a standard application menu. The items of the menu are detailed in
paragraph 7.2 Menu Description.

- (2) The ‘IP Flows’ area lists mnemonic-names of flows. This area is used to either start
and to stop each IP Flow or to start and stop all flows at the same time. The magnify
button is used to selected flow individually. The last two flows have a predefined
behavior:
= The "Other IP Flows"/"Other Frames" object allows applying specific loss, delay

laws and content impairment laws to non-previously filtered IP packets.
» The "Statistics Synthesis by Flow" magnify summarizes the flows #01 to #16.
These areas are explained in paragraph 7.3.

- (3) This central-part shows traffic statistics on each IP Flow #01 to #16 or the ‘Other IP
Flows’. It is used to create, delete and modify loss/duplication laws, delayl/jitter laws,
content impairment laws or IP masks. The content impairment laws are available by
clicking on the white and blue arrows located on the right side of this central-part.

- (4) The 'Aggregates' area allows defining up to 8 aggregates (an aggregate is a
consecutive set of IP flows sharing the same Delay & Jitter law). An aggregate is
defined with a color and a Delay & Jitter law can be defined for each direction (A <> B
and/or B> A).

- (5) The total synthesis area is a reference area where global statistics information is
presented. It includes ‘Alarms’ returned by the NIC drivers or by the NetDisturb driver
when memory errors occur. The CPU usage value is provided for information.
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7.2 Menu Description

7.2.1 File Menu

Ml
open...
Save
Save As...

1 Defaulk, WS

2 Delavandlitker WSy
3 Deployment WSk

4 \WAN Simulakion, WS

Ezxit

In order to keep the parameters configuration for further tests sessions, the NetDisturb
Client and Server use context files. The context files are saved with the .wsx extension.
They are usually saved in the Script folder of the NetDisturb Server directory.

A context file contains:
- The impairment parameters (selected mask & laws),
- The configuration values.

The default context is opened at each run of the NetDisturb Client. The most recent files
list is kept from sessions to sessions.

7.21.1 File/New
This command opens a new default context (no impairment parameters).

7.2.1.2 File/Open

This command allows opening an existing context file ((WSX files). The older version
contexts are imported silently.

7.2.1.3 File/Save

This command allows saving the parameters and laws in a context file (WSX file). The
version 4.4 contexts can’t be used by an older version of NetDisturb.

7.2.1.4 File/Save as...

This command allows saving parameters and laws in a context file, which name is
requested in a standard dialog box. The version 4.4 contexts can’t be used by an older
version of NetDisturb.

7.2.1.5 File/Recent Files
The 4 most recent files used are displayed at this place.

7.2.1.6 File/Exit

This command stops the NetDisturb Client. If changes where made you get the
opportunity to save them in a context file.
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7.2.2 Edit Menu

Copy
Paste

Maorve IP Flow #02: HTTPS UP
Maove IP Flow #02: HTTPS DiCWh

Insert before IP Flow #02: HTTPS
Delete IP Flow #02: HTTPS
Reset IP Flow #02: HTTPS

The edit menu helps to handle the IP Flows.

7.2.2.1 Edit/Copy

The Copy item makes a copy of the current IP Flow into memory for further use. Copy
includes the current selected Mask, Loss & Duplication Law, Delay & Jitter Law and
Content Impairment Law for the both directions. The IP Flow mnemonic is also
concerned.

7.2.2.2 Edit/Paste

The Paste item changes the current IP Flow parameters by the previously memorized IP
Flow parameters (use of the previous Copy command). It applies to the Mask, the Loss &
Duplication Law, the Delay & Jitter Law and Content Impairment Law for the both
directions, and to the IP Flow mnemonic name.

7.2.2.3 Edit/Move xxx Up

The Move Up item moves the selected IP flow to one position up. The Move Up item
includes the item’s mnemonic on which the operation applies. For example ‘Move IP Flow
#03 Up’ switches IP Flow #03 with IP Flow #02, where the content of IP Flow #03 is
moved into the second item, while the content of IP Flow #02 is moved into the third
position. The IP Flow mnemonic is also concerned.

7.2.2.4 Edit/Move xxx Down

The Move Down item moves the IP flow location to one position down. The Move Down
item includes the item’s mnemonic on which the operation applies. For example ‘Move IP
Flow #04 Down’ switches IP Flow #04 with IP Flow #05, where the content of IP Flow #04
is moved into the fifth position, while the content of IP Flow #05 is moved into the fourth
position. The IP Flow mnemonic is also concerned.

7.2.2.5 Edit/Insert before xxx

The ‘Insert before ...’ item makes a room available at current item location, whose
mnemonic is added. The items located after the current item move one position down; this
includes the current item. The current item becomes empty. The 16" item is lost. If the
current item is the 16", no change appends to the 15" previous but the current — the 16" -
is reset.
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7.2.2.6 Edit/Delete xxx

The ‘Delete before ...’ item deletes the current item and moves the lower items to one
position up. The 16™ item becomes empty.

7.2.2.7 Edit/Reset xxx
The ‘Reset before ..." item set the content of the current item with default values. The IP
Flow mnemonic is empty.

7.2.2.8 Edit menu and the Aggregates

The aggregate configuration of the IP Flow is not changed by an action from
L the Edit menu.
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7.2.3 Actions Menu

Zonfiguration

Reset
Reset

7.2.3.1

Caunkers
Server

Actions/Configuration

Select the "Configuration" item in the Actions menu to display the Parameters
Configuration window:

MetDisturb Client - Parameters Configuration

Dizplay Configuration

Refresh Penod: [From 12 to BO =]

Cancel
" Instant Throughput ' Average Throughput uzing S ampling Mechanism

MHetDisturb Measurement Uitz
Chooze one of the unit below [defined by [EEE Std 260.1-2004] ta uze with the throughput statistics.

&+ ze kilobpte [kB) and kilobit per second [kbs] where 1kbAs:= 1,000 bitz/s
" Uze kibibpte [KiB] and kibibit per second [Kibds) where 1Eibds= 1,024 bits/s

Farameter about the 'Laws Apply to each TCPAUDP Connectionz of the |P Flow' kMenu Selection
Mumber of Buffers containing the Laws Valuss: |2 [From 2 ko 100]

YWhen the \Working Mode ‘Laws Apply to each TCRAUIDP Connection of the 1P Flow' iz zelected,
each TCPAUDP connection found in the [P Flow should impaired in the zame way. To reach this aim,
the walues generated by the laws are stared in internal buffers.

There iz the zame number of buffers for Losz & Duplication laws az for Delay & Jiter laws, Each buffer
lozated in the Femel memony -a rezounce to use sparingly- iz able to contain 20480 wvalues.

For example, when 2 iz the Mumber of Buffers containing the Laws Walue' value, 4 buffers of 204280

values are allocated, conzuming 320 KButez af Kernel memary per IP Flaw, that iz 5440 Kbytes due
to the 17 1P Flows.

Thiz iz wihy the 'Mumber of Buffers containing the Lavws Walues' value should be configured carefully.

|nterface S election

S ampling period far the throughput calculation: |2 [Frarm O to B0 £

Interface A |Interface 2100 Mbdz] 00-07-E3-11-23-E4 ﬂ

Interface B: |Interfau:e 1 (1000 Mbs) 00-07-E3-11-25-50 ﬂ

This window is divided in five parts: Display configuration, Measurement Units, Parameter
about the 'Working Mode / Laws apply to each TCP/UDP connection of the IP Flow'
selection and Interface Selection:

= Display configuration

Fro

m this section you can:

Define the refresh period for the display of GUI's counters
Define the sampling period for the throughput calculation

Define the way the throughput will be processed (instant or average). The average
throughput is based on the latest x seconds statistics (x is the sampling period).

Instant computing means computing with value of the latest second.
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ﬂ' Define an average throughput with a sampling period of 0 allows obtaining an average
" throughput on the whole period of the NetDisturb use (since the last Reset).

= Parameters applying to measurement units
e Use kilobit: in this case a kilobit/s (kb/s) is equal to 1,000 bits/s.

Display Meaning

10 b/s 10 bits per second

1 kb/s 1 Kilo bits per second (1,000 b/s)

1 Mb/s 1 Mega bits per second (1,000,000 b/s)

1 Gb/s 1 Giga bits per second (1,000,000,000 b/s)

1 Tb/s 1 Tera bits per second (1,000,000,000,000 b/s)
1.23765 1.23 x 10765 bits per second

e Use kibibit: in this case a kibibit/s (Kib/s) is equal to 1024 bits/s.

Display Meaning
10 b/s 10 bits per second
1 Kib/s 1 Kibibits per second (1,024 b/s)
1 Mib/s 1 Mibibits per second (1,048,576 b/s)
1 Gib/s 1 Gibibits per second (1,073,741,824 b/s)
1 Tib/s 1 Tibibits per second (1,099,511,627,776 b/s)
1.23765 1.23 x 10765 bits per second

= Parameter about the 'Working Modes / Laws apply to each TCP/UDP connection

of the IP Flow' selection

This parameter (number of buffers containing the law values) is used when the
following working mode is selected: "Laws apply to each TCP/UDP connection of the
IP Flow" (see paragraph 7.2.4.2), i.e. each TCP/UDP connection found in the IP Flow
should be impaired in the same way. To reach this goal, the values generated by the
laws are stored in internal buffers. There is the same number of buffers for the Loss &
Duplication laws as for the Delay & Jitter laws. Each buffer located in the kernel
memory of the NetDisturb Server machine — a resource to use sparingly, is able to

contain 20,480 values.

Data compression is useful when the NetDisturb Client and NetDisturb Server
exchange For example when 2 is the number of buffers, 8 buffers (2 per direction) of

j-,- 20,480 values are allocated, consuming 640 Kbytes of kernel memory per IP Flow, that
is 10,880 Kbytes due to the 17 IP Flows handled by NetDisturb. That is why the
'Number of Buffers containing the Laws values' should be configured carefully.

p Content Impairment Laws are not concerned by the working modes.

= Interface selection

This section allows selecting the Ethernet NIC to use for the interfaces A and B.

7.2.3.2 Actions/Reset Counter

The Reset Counter impacts both the local Client and Server counters. All statistical

counters and percentages are set to 0.
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7.2.3.3 Actions/Reset Server

The Reset Server item stops the Server Part. When the Server stops, the NetDisturb
driver is stopped too. Then the Client is closed and you should restart the NetDisturb
Server and Client manually.

p To stop and free pending packets, you should reset the server. When you stop the IP
Flow, pending packets remain in the output queue.

7.2.4 Working Modes Menu

Working Modes

Enable Desequencing Packets (Internet-like)
v Disable Desequencing Packets (Ethernet-like)

v Laws to be applied to the IP Flow
Laws to be applied to each TCPUDP Connection of the TP Flow

The impairments may introduce changes in the packet sequence. It is an option to keep
the packet sequence or not.

The NetDisturb driver analyzes the IP packets to split them into the TCP or UDP
connection they belong to. This mode makes possible to apply the same impairment
values to each packet of each connection, e.g. to loose the third packet of each
connection for example.

7.2.41 Working Modes/ Enable & Disable Desequencing Packets

One of the Ethernet characteristics is to keep packets received in order. Internet hasn’t’
this constraint regarding the packet ordering: some packets can use one way while others
another one, with the consequence the receiver may get packets unordered.

The NetDisturb Driver can simulate an Internet network or can react as Ethernet does.

How NetDisturb creates an out-of-order case?
It may append a delay applied to one packet makes this packet to be sent before
previous ones, because the delay to apply to the latest packet is smaller than the
inter-packet delay and the delay applied to older packets are reduced to be sent
before the new packet.

In such case, what’s happening when the Disable Desequencing Packets is selected?
When a packet should be sent before previous ones and the Desequencing option
is disabled, the packets remain in order. The delay of the older packets is changed
to take into account the delay of this new packet i.e. all older packets in the queue
get the same time-to-send value that the new packet. When the time-to-send is
reached, all packets are sent in order, creating a burst of packets when the queue
is big.

7.2.4.2 Working Modes/Laws apply to the IP Flow or to each TCP/UDP Connection of the
IP Flow

e Laws to be applied to the IP Flow

When the ‘Laws Apply to the IP Flow’ option is selected, every packet matching the
masks requirements is considered belonging to the same flow. Processing is carried
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out in “continue”. When you define to loose 1 packet on 3, the third received packet is
lost, whatever the TCP/UDP connection it belongs to.

e Laws to be applied to each TCP/UDP connection of the IP Flow

When this option is selected the NetDisturb driver analyses each IP packet trying to
put the IP packet into a TCP or UDP connection by using the following parameters:
protocol, IP addresses and port numbers. If the connection doesn’t exist, a new one is
created.

Let’s take the same example as above: loose 1 packet on 3.
In that case, the third packet of each TCP or UDP connection will be lost.
Up to 10,000 connections can be handled simultaneously.

A flow disappears automatically when the TCP connection is closed and after a
configurable timer for the UDP connections.
This timer is configurable in the Registry parameters of the NetDisturb driver.

= Buffers

The number of buffers defines the number of values (delay or loss) kept by the
NetDisturb driver and used for each Connection of an IP Flow.

One buffer contains 20,480 values and the minimum number of buffers is 2.

With this working mode, the NetDisturb Server generates delay and loss values as
much as the NetDisturb driver can keep.

When the NetDisturb driver detects a new flow, it gets its own pointer to loose and
delay values exclusive of the other flows. This pointer starts at the beginning of the set
of values. In case of connection with a large number of packets, the pointer increases
fast; when connections have few packets their pointer increases slowly. When the
pointer reached the latest value, it restarts at the beginning in a circular way.

7.2.5 Statistics Menu

Skatistics

Skark
Configuration

The NetDisturb Client statistics can be saved in a text file. The values saved are shown
in the ‘Statistics Synthesis’ view (see 7.3 for more details). They are saved at the same
rate they are visually refreshed.

You can select the configuration dialog box to save the statistics of each IP Flow in the
statistics file.

7.2.5.1 Statistics/Start

Start to save statistics in the file. An abstract of each selected connection (Mask name,
Lost, Delay and Content Impairment law) is saved at the beginning of the file, followed by
the list of statistics, one column per statistics.

Each following record gets the format:
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Column separated by a tab

Comment

MM/DD/YYYY hh:mm:ss.mmm

Month/Day/Year Hour:Minute:Second.millisecond

H#xx

Connection number

Statistic value

One value per selected statistic

When the statistics are saved, the file can be opened for reading but it can’t be changed.

The throughput values are expressed in Kbps or Kibibit per second (More information are
available in paragraph 7.2.3.1 Actions/Configuration

7.2.5.2 Statistics/Stop

Stop to save statistics in the file. The file can be renamed or copied.

7.2.5.3 Statistics/Configuration

This option allows defining various configuration parameters.

NetDisturb Client - Export Statistics

Filename |

Tick the |P Flow to E=port
[P Flow(z]

1 5013 [ 13
2 [ 6 10 14
3 71 11 [ 15
4 a8l 12 16
[ Other IP Flows

Al |

@I_ [ncluding Taotal Synthesiz

Mone |

Tick the related Statistics to export

-

1 1 1 1 1 71 7

| Cancel |

®_ Browse

Percentage
Incoming Throughput
Incoming Packets
Lozt Packets
Delaped Packets
Modified Packets
Outgoing Packets

Outgoing Throughput

Statistics can start if at least the filename, one flow and one Statistics item are selected.

- (1) Filename: The filename edit box contains the target file name where statistics will
be written. If the file still exists, it will be overwritten.

- (2) Tick the IP Flow(s) to Export: This section is used to select IP Flows to include in
the statistics file. IP Flow #01 to IP Flow #16, plus the "Other IP Flows" can be
selected. The Total Synthesis (3) refers to the bottom part of the Client Windows (Part

7 in the detailed description 7.1).

- (3) Include the Total Synthesis: This option is used add the total synthesis items into

the data saved.
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- (4) Tick the related Statistics to export: This section is used to select the statistic items
to save:

= Rx (Receive) and Tx (Transmit) Throughput
These statistics include the volume throughput (in kb/s or Kib/s) and the packet
throughput (packet per second).

= Packets Filtered, Lost, Delayed or Modified
These statistics include the number of packets and the percentage.

= Packet Sent
This statistic includes the number of packets.

7.2.6 Help Menu

Contents
About...

7.2.6.1 Help/Contents

This command opens the NetDisturb User Guide as a PDF file. So you need a PDF
reader to view the contents.

7.2.6.2 Help/About

This command displays the version number and copyright of the software.

7.2.7 Hide or Show Aggregates Menu
This menu has two states:

File Edit Actions Working Modes Statistics Help - Show Aggregates »»

Or
File Edit Actions Working Modes Statistics Help - «« Hide Aggregates
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By clicking on the 'Show Aggregates' menu, the NetDisturb Client window is enlarged on
the right and shows the aggregates area:

5},‘ NetDisturb Client - Impairment Tool for IP Networks - Context. WSX
File Edit Actions WorkingModes Statistics Help - «« Hide Aggregates

— |F Flows ——————— IF Flow #01: FTF - Aggregates
Fun #0071 #
M | g |— Mask [+ Trigger] Loss & Duplication Law Drelay & Jitter Law “—Ij
+ #02 sP - | #O2
|— ‘FTF’ j |Percenlage Loss j ‘ J l:l

#03 POPR3 - - || #03
* gl |— Maszk Edit Percentage Loss E it Constant Delay & File with hggregats :l

Fun H04 ,W gl Throughput and Duration =l
4 # Lost or Duplicated = 2
Bun #05 li\u’NC gl I B Incorning Packets o Packets 0[00%] #Delayed Packets 000 ’—4||:| 105

+ #06 |RSVP all [ Interface & (MAC): 00 08 A1 36 1C 7A - @ rIrterface B (MAC) 00 0841 36 11 53— [ RIEE

Ihcoming Outgaing

Q Tone: || #OT

g' # Packets/Second Opfs Al # Packets/Second Opfs

Tone: A
Q Qq . Thioughput | 0.00 b/s — Thioughput | 000b/s || #08
Lunten [ % . -]
=l Outgoing Incoming Sutel

pasikiaie A L ol B Mone) | = || #10

gl # Packets/Second 0pds H Packets/Second Opfs

o Throughput | 0.00 bs B@A Thioughput | 000 bs MIEL
Juied Q <|[m2
gl tdaszk [+ Trigger] Loss & Duplication Law Dielay & Jitter Law J - || #13

[oy (Mo mask] =l | B = RN
,7 g [Mo packet handled] Edit (Mo Duplication, Na Loss) (Mo Delay and no Jitter) Aggregate - || #15
Q g' # Incoming Packets ] #Lostor Duppgiigg 0[O0  #Delayed Packets 0[0.0% = | [E98

Fun COther IP Floves gl - | |Cther
Btatistics Synthesis by Flow C4 S
— Tatal Synthesis
4 Throughput Reception Received Pits Matching Pits  Sert Pts  Throughput Transmission|  Alamms p
‘ From &t0 B 0.00 bis Opis [T [T Op 000k Upis | _CPL |Jsage; | Configure Aggregates

Fun &l
FromBto A | oo pis 0pls op ap Opl 000k Upfsl- 1% |

By clicking on the 'Hide Aggregates' menu, the NetDisturb Client window is reduced by
hiding the aggregates area:

etDisturb Client - Impairment Tool for IP Networks - Context. WSX
Edit  Actions Working Mades  Statistics  Help
— P Floyss ——————y IF Flow #01. FTP

Fun #01 LN
4 | g E task [+ Trigger] Logs & Duplication Law Delay & Jitter Law
+ ®02 SIP
|FTP ﬂ |F’ercenlage Loss ﬂ | J
#03 POP3 -

* g r Mazk E dit Percentage Loss Edit Constant Delay & File with
Fun #04 ,W g Throughput and Duration
# Lost or Duplicated 5 =,
Fun 5 ,r g I # Incoming Packets 1} Packets O[0.0%] #Delaped Packets 0[0.0%]

+ #06  [RSVP oy | Interface & MAC] 00 08 A1 36 1C 74 @ — Interface B (MAC] 00 08 41 36 11 59—

,7 g Incoming Outgoing
Opis AloB Opis

# Packets/Second # Packets/Second

File

Aagregure

g T hraughput 0.00 bis # Throughput 0.00 bds
Interface Interface
g S1A0 Outgoing Ihcaming S1A0
— ) - :
4 g # Packets/Second Op/z 1t Packets/Secand 0pds

o Throughput | 0.00 b/s B@A Throughput | 0.00b/s
g Mask. [+ Trigger] Loss & Duplication Law Delay & Jitter Law
jeN |iNo mask) = E | El

,7 g [Mo packet handled] Edit | Mo Duplication, Mo Loss) [Mo Delay and no Jiter) Aggregate

4 g 1t Incoming Packets ] #Lastor Duppgcci:: 0[0.0% #Delaped Packets 0[0.0%

Fiun Cther IP Flowes g

Etatisties Synthesis by Flaw 4 Tt S
— Total Syrithesis
Throughput Reception  Received Pkts  Matching Ptz Sent Ptz Throughput Transmission Alarms
Fiun &0 ‘ FromAtoB| 000k Opi= Op Op Opl  0.00hi= 0 pis CPU Usage
FromBto A ook 0k Op On Opl 000k Opfs |_ 2% |
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7.3 The IP Flows

This section describes the IP Flow Client part area.

7.3.1 General Description

— [P Flowz

Fun il [[reve [
Runtioz[[iowe
e | S
Runtioe [[smre QY
Runtins|[rors Y
Runsios [[mer &
Fun #07 | [vian1os O
runsioefere &
S | S
Run 10 |[mssacs
Runtitt{[eer &Y
Rungiz|[rrme
runtia][re O
Rungite|[Temet &
Runtiis|[we O
Fun #16 |[retsios

Statistics Synthesis by Flow CL

Fun Al

Left buttons (Run #xx/Stop #xx) _un 01 |
Each IP Flow can be started or stopped individually.

The button ‘Run/Stop #xx’ indicates the status of the
IP Flow will get if the button is pressed. This button is
grayed when Interface A and B aren’t defined.

Edit area

IP Flow #01 to IP Flow #16 can be named with a
mnemonic that helps to remember impairment
parameters or filter mask used.

Magnify buttons I(
This button is used to access the details
configuration and statistics of a specific IP Flow.

The color changes to show the current status of the
flow.

Ethernet/IP Frames —“ Other Frames | O

The "Other IP Flows"/"Other Frames" Flow is in
charge to handle the remaining traffic that wasn’t
fitered by the previous IP Flows. It can’t be
renamed: its specific characteristics are described in
paragraph 7.3.3.

Statistics Synthesis flow s Syrthesis by Flow o8
When selecting this view by pressing the magnify
button, the user can get an abstract of the activity of
all flows. Details can be found in paragraph 7.3.4

Run Al ‘ ‘
Bottom buttons

The ‘Run All' button starts all IP Flows, except the IP
Flows that don’t have a filter defined.

The ‘Stop All' button stops all running IP Flows.
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7.3.2 Status of the IP Flows

Idle status
The idle status is the default status of the IP Flow. It is indicated by the button ‘Run
#XX' and by the magnify with a white color as shown:

Run #02 | [HTTP q

If IP Flow details are shown, the edit part and magnify button is ,

whatever the status is:
Run #02 LY

Active Status
The active status is indicated by the button ‘Stop #XX’ pressed and the magnify

button as shown:
Stop #02 || HTTF| LY

When the current IP Flow is in active state, the active status is indicated by the
button ‘Stop #XX' remains pressed but the label and the magnify are , as

shown:
Stop H#02 | LN

7.3.3 The “Other Frames”/“Other IP Flows”

This object is in charge to handle the remaining traffic. This is why the filter mask isn’t
available for this Flow.

The traffic filtered by this flow could be one of the following:

The traffic is the IP frames that haven’t been filtered by IP
Fun ||Other IF Flows Q| Flows #01 to #16. Only the IP Frames are eligible when

this option is selected.

The traffic consists in all Ethernet frames that haven’t been

l—_| filtered by IP Flows #01 to #16. The IP frames as well as all
M Other Frames = g the othery Ethernet frames (such as IPX or MPLS frames)
will be filtered when this option is selected.

ﬂ This flow can be used to filter other IP packets not defined by previous IP Flows.

The same operations apply to this ‘17" flow as other flows (Run/Stop, Run All / Stop All,
etc.)

The colored rules described in paragraph 7.3.2 are relevant to this object.
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7.3.4 The Statistics Synthesis View

To get this view you have to press the magnify button of the ‘Statistics Synthesis by Flow’
item.

%! NetDisturb Client - Impairment Tool for, IP Networks - C:\Program Files\NetDisturb\Client\Default. WSX E|§|g|
File Actions  Working Modes  Statistics  Help - Show Aggregates ==
— P Flaws E==|E==| [ [INCOMING THROUGHFUT]INCOMING P | LOST PACKETS | DELAYED PACKETS | MODIFIED PACKETS
Dnsf[rsve X Jwofan o doob o b 0 o0 % oo ops
sz [ewe X mefpon o Do0bs 0 0 om0 % e ops
_Bun03][s SN Dooe 0 0 omo % e oms
_Bun 04 | swre SN P Do b 0 b 0 omo % oo oD
_Fun 205 | [PoP3 (SN % ao0bs 0 0 o0 4 e oo
_Fun 205 | [ e Qq |nos{pit o D00k 0 e ; o0 4 e oo
A | T OV 2 i S Do0b 0 0 om0 % oo o oo
_Fun sog | ore [N P Donbt o 0 0100 %] 0100 %] oo
_Fun g | A |wsf{zel o Goobe o b 0 oo oo ops
ngio|ssas A mofpel 3 doob o b 0 o0 % oo ops
A1 |[eor SV PR Doobe 0 b 0 omo % om0 oD
_Rungz][nrre A |wofgih Do0b 0 ; e e 2p
_Amngta][Fre A |mafteh o Do0b 0 ; om0 % e 2w
Auntd [[Tere Qe Soobe By s omwg SEo 0w
Fun 15 | [we Qq (ms] Gooes 0 b 0 oo oo o
Fun 416 | [Netmos O Donbe 0 0 000 %) 000 %) oo
_Fun_|[otver P Fiows - %{ Dooes 0 0 o0 4 o0 ope
| R e Synth@l’ﬂ?ouqhnm Feception  Received Ptz Matching Pktz  Sent Pkts  Throughput Transmizsion Alaims
Run al | | Fram Ata B | 0,00 bis 0 s Op Op Op| 0.00ks 0 piz CPL Usage
FromBta A1 000 bis 0 piz Om Om Opl 000k 0 piz |_ 2% ]
On this screenshot no IP Flow is running.
Detailed Description:
E|E= [ = [INCOMING THROUGHPUT[INCOMING P...| LOST PACKETS | DELAYED PACKETS | MODIFIED PACKETS
ﬂm{ﬂ to B 0 000 ks O pks 1] 0 [0.0 %] 0 [0.0 %] 000
B tod 0 000 bis  0pks 1 000 %] 0 [0.0 %] 0o

-

The two arrows allow scrolling the statistics synthesis window in order to view the hidden
statistics. In order to change the order of the columns, simply drag and drop them. These
columns can be also resized.

There is one line per direction of the exchange. The upper line refers to the Interface A to
Interface B direction. The second line is the opposite direction.

%: This column shows the percentage of packets from A to B or from B to A which
correspond to the selected filter criteria regarding the total number of packets treated by
NetDisturb (respectively from A to B or from B to A).
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Incoming Throughput: This column shows the instant or average throughput, depending
on the Display Configuration chosen (more details are available in paragraph 7.2.3.1
Actions/Configuration).

The Incoming Throughput shown in the upper line refers to data received by the ‘Interface
A’ applying the IP Filter mask (or ‘Interface B’ for the second line respectively).

Incoming Packets: This column presents the number of packet received. It is a
cumulated value.

Lost Packets: This column presents the number of packet lost, and the percentage of
those packets regarding the global number of packets filtered, for the relevant direction. In
case of duplication, this counter shows the number of generated packets by the
duplication process.

Delayed Packets: This column presents the number of packet delay, and the percentage
of those packets regarding the global number of packets filtered (Incoming Packets
column), for the relevant direction.

Modified Packets: This column presents the number of packets of which the content has
been impaired, and the percentage of those packets regarding the global number of
packets filtered (Incoming Packets column), for the relevant direction.

Outgoing Packets: This column presents the number of packet sent from one interface
to the other. It is the number of packets filtered (column Incoming Packets) minus the
number of packets lost (Lost Packets column), for the relevant direction.

Outgoing Throughput: This column shows the instant or average throughput, depending
on the Display Configuration chosen (more details are available in paragraph 7.2.3.1
Actions/Configuration). The Outgoing Throughput column shown in the upper line refers
to data sent to the Interface B (or Interface A for the second line respectively).

By default, all of the statistical columns are displayed. The NetDisturb Client offers the
possibility to hide the non-mandatory columns. To access to the configuration window
showed below, right click on the statistical area to open it. When a column is selected, this
one is inserted at the end of the tab.

B NetDisturb Client - Choose Statistics @

Select the statistics columng to dizplay
Percentage of Packets filkered (%)
Incaming Throughput

Outgoing Throuhgput

Incoming Packets

Outgoing Packets

Delayed Packets

Lost Packets

Modified Packets

Apply | Cancel |

< < <] =] < %<«

p The display preferences (order, size and visibility) of the statistical columns are
saved into the context file
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When some IP Flows are active, corresponding lines are colored as shown below:

The yellow color is related to the A=»B direction
The white color is related to the B=»A direction

E},‘ MetDisturb Client - Impairment Tool for IP Networks - context LDP 2009-2024. WSX

File Ackions  Working Modes  Statistics  Help - Show Aggregates ==
— P Flows F==|E==| [%[INCOMNG THF... [INCOM...] LOST PACKETS | DELAYED PAC... [MODIFIED PA..[ OUT...[OUTGOING THROU.. |
Stop #01 | [UDPFort 2008 gl AloB B SSTKhiz SOpiz 4352 2613 [B0 %] 1730 [40 %] 173 4.0 %] 1738 214 kbl 18 pis
B0\ Biog 2 193 Kbes 17ps 1565 0[DO%] 1565 (100 %) O[D0%] 1565 193 Kbis 17 pis
Frun #02 || UDPiPort 2040 gl AtoB 0O 000k 0Opls u] 0[O0 %] O [0.0 %] 0 [0.0 %] u] 000 biz O pfs
B2 gwma o ooobs Ops o 000 %] 0 [0.0 %] 0[0.0 %] 0  00O0biz Opfs
LloB 6 S530Khis S1pis 4354 524 [12 %] 000 %] 0[D0%] 3830 510 Kbis 495 pis
UDPPart 2011
Stop B2 ° gl ﬂDS{ Blod 6 S19Khis 45ps 3830 2207 [B0 %) D00 %] 153 [40 %] 1533 210 Kbis 18 pis
HloB 0 D00 Opis ] 0[0.0 %] 000 %] 0 [0.0 %] 0 000biz Opis
fug 0 | DFeort 2012 gl 1404{ Blad 0O 000bis Opis ] 000 %] 000 %] 000 %] 0  000bis Opis
’7 HloB 6 52T Khis SOpiz 4351 524 [12 %] 3827 (28 %] 0[00%] 3826 505 Kbiz 43 pis
Stop #05 || UDR#Fort 2013 gl ﬂDE{ BloA 6 S05Khis 43pis 38258 140 [5.0 %] O[O0 %] 363 [5%] 3636 495 Kbis A pis
’7 HlB 0 0DO0bis Opis 0 | 000 %] 000 %] 0  D0O0bis Opis
Bl | UDFeort 2014 gl ﬂDE{ Elod O 000bis Opis o 000 %] 0[O0 %] 000 %] 0  0O0bis Opis
’7 AloB 6 S23Khis SOpi 4353 0[00%] 4353 [100 %] 0[00%] 4352 583 Kbiz 50 pis
Stop #O7 || UDRAFort 2015 gl 31U?{ Blah 7 587 Kbiz S0piz 4352 522 [12 %] 000 %] 383 [EE%] 3830 511 Kbiz 44 pis
AlB 0 D00 Opis o 000 %] 000 %] 0[0.0 %] 0 00O0biz Opfs
Fiun #08 | | UDP/Part 2016 gl 31UE‘{ Blod 0O 000biE Opk o0 000 %] 000 %] 000 %] 0  000biz Opfs
HloB 6 58T Khis S0 pis 4352 2556 [50 %) 000 %] O[D0%] 1795 218 Kbis 19 pis
Stop #09 || UDRAFort 207 gl ﬂDEI{ Blod = Z19Kbis 19ps 1708 000 %) 000 %] 5[03%] 1705 210 Kbis 19 pis
’7 AlB 0 D00 Opis o 000 %] 0[O0 %] 0[0.0 %] 0  00O0biz Opis
BugiDy | UDF ot 2016 gl #10{ Etod 0O O000bi Opis ] 0[0.0 %] 000 %] 0 [0.0 %] 0 000biz Opis
’7 AloB 6 52T Khis SOpiz 4351 219 [5.0 %] 0 [0.0 %] 0[00%] 4132 558 Kbiz 4% pis
Stop #11 || UDRAFort 2018 gl #n { Blod 7 S55Kbiz 43piz  &4132 206 [5.0 %) 000 %] O[D0%] 2926 531 Kbiz 45 pis
AlB 0 D00 Opis o 000 %] 000 %] 0[0.0 %] 0  00O0bis Opis
Fun #12 |[upeport 2020 Q 1112{ Btod 0 000bs Opis o 0 [0.0 %] 0100 %] O@pO% 0 000bE  Opi
HloB 6 58T Khis S0pis 4363 000 %] 000 %] 0[D0%] 4353 587 Kbis 50 pis
Stop #13 | | LDR/Port 2001 gl 1113{ Blaf 7 637 Kbis &0pis 4263 00 %) 000 %] 0[D0%] 4353 527 Kbis 50 pis
’7 HlB 0 D00l Opis o 000 %] 0[O0 %] 0[0.0 %] 0  0O0bis Opis
Bup K1y | UDFFart 2022 gl #14{ Etod 0O O000biz Opis ] 0 [0.0 %] 000 %] 0[0.0 %] 0  000biz Opis
AloB 6 503 Khis S1pis 4352 0[00%] 4352 [100 %] 218 [5.0 %] 4351 503 Kbis &1 pis
Stop #15 | | UDP/Part 2023 gl ﬂ15{ Elod 7 568 Khis 4Qpiz 4133 0[00%] 4133 [100 %] 913 [10.0 %] H132 565 Kbis 45 pis
AlB 0 0DO00hs Opis 0 000 %] 000 %] 0  000bis Opis
Fun #16 | | UDP/Part 2024 gl 1115{ Blof 0O 000bs Opis 0 000 %] 000 %] 0  D0O0bis Opis
AloB 50458 Mbis 400 pis 34545 0[00 %] 34845 452 Mbis 400 pis
Stop [ RS gl """ { Btod 55452 Mbis 400 pis 458 Mbis 400 pis
| ’i — Total Synthesis - - - — Al
Throughput Reception  Received Pkts  Matching Pkts — Sent Pkts  Throughput Transmission NS
Fun Al | Stop Al ‘ From AtoB| 917 Mass| 500 pis B9664pn|  GIEG4n B3224p | B.27Mbis| 72205 | _CPU Usage
FromBto A| g 23merz|  T19pis B253T B 62836 p S9520p | 7.81 Mavs| 651 pis 81 % |
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7.4 The Impairment Parameters and associated Commands

The impairment parameters are defined by using a Loss & Duplication law and/or a Delay
& Jitter law and/or Content Impairment law. These parameters can be modified from the
top (for A to B direction) and bottom part (for B to A direction) of the NetDisturb Client
main window.

b azk [+ Trigger] Lozz & Duplication Law Drelay & Jitker Law E;‘

|L|DF' z ﬂ |F'ern:entage of Lozs j |Fh:uuter Simulation with Delay j N
E

3 bl azk 1 Lozz: Percentage | R outer Simulation & | X
Constant Delay iy

# Incoming Packet’s 4 [1adasy RLosterDupleated | yo0ya0 104 ) # Delayed Packets | 11805[5.4 %) 6

| IS

Packats|  2443[70%] # Delayed Packets | 1050(30 %) #Modified Packets | 1050 [30 %]

r:: Lozs & Duplication Law Delay & Jitter Law Content Impairment Law

N |F.[F"en:entage & Time] j |F||:|uter Sirulation with Delay j Mormal Lawe Impairment -
E

X Lozz File Router Simulation & Marmal Lav |
T [Percentage & Duration) Conztant Delay [Laplace-Gauss]

F:{ # Lozt or Duplicated

Top area of the main Client window

This area is separated in four sections:
= Mask [+ Trigger]

= Loss & Duplication Law

= Delay & Jitter Law

= Content Impairment Law

Each section is composed of 6 objects:

- (1) The Edit button allows defining and modifying the mask or the impairment law.

- (2) The combo-box allows selecting the defined mask or law

- (3) The resume of the mask or law selected in the combo-box

- (4) Alabel and a counter showing the number of packets processed

- (5) The left arrow allows showing the Mask area

- (6) The right arrow allows hiding the mask area and displaying the Content Impairment
area

e Mask [+ Trigger]

On the left part, the IP Filter mask is presented. This parameter allows selecting packets
to process and eventually a trigger to apply. The number of packets that match the mask
is displayed (# Incoming Packets) below the list box.

e Loss & Duplication Law

This central part presents the loss and/or duplication law applied to the selected packets.
With a loss law, it displays the number of lost packets and the ratio of packets lost on the
number of filtered packets for the current IP Flow. With a duplication law, it displays the
number of generated packets by the duplication process and the ratio of generated
packets on the number of filtered packets for the current IP Flow. In the case of the "Loss
(1 out of N) then Duplicate (1 out of M)" law, it displays the number of lost packets added
to the number of generated packets by the duplication process.
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e Delay & Jitter Law

The right part presents the delay law applied to the filtered packets that were not lost. The
number of delayed packets and the percentage of delayed packets on number of filtered
& no lost packets are displayed.

e Content Impairment Law

By clicking on the left white and blue arrow button, NetDisturb presents the content
impairment law applied to the filtered packets that were not lost. The number of modified
packets and the percentage of modified packets on number of filtered & no lost packets
are displayed.

p Once created a new mask or a new law, it will be available to be applied to both
directions (A 2 BorB 2 A).

7.4.1 Selection of a Filter Mask or an Impairment Law

To change the selection of the mask or the law, select the requested mask or law from the
list displayed in the combo-box. The mask or the law is automatically selected.

7.4.2 The Mask [+ Trigger] Configuration
A mask is a set of parameters to select the packets that would be impaired.

A mask is composed of a combination of several items where each one of them is
optional (except the Frame Type):

Frame Type (ARP Frame or IP Frame: IPv4 or IPv6 or IPv4 & IPv6): mandatory
MAC header:

- MAC Destination address (with the operators 'Equal' and 'Different’)
- MAC Source Address (with the operators 'Equal' and 'Different')
- VLAN-ID list (802.1Q) (with the operators 'Equal' and 'Different')

IP header:

IP Destination address (with the operators 'Equal' and 'Different')

IP Source Address (with the operators 'Equal’ and 'Different')

Protocol (with the operators 'Equal’ and 'Different')

Differentiated Services or ToS (with the operators 'Equal' and 'Different'’)

Ports (only available with the UDP or TCP protocol):

- Destination Port List (with the operators 'Equal' and 'Different’)
- Source Port List (with the operators 'Equal' and 'Different')

Optional Trigger condition (only available if the IP Flow doesn't belong to an
aggregate) with 3 parameters:

- Offset (decimal value)
- Pattern (hexadecimal string)
- Result (hexadecimal string)
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The analysis starts at the Offset position of the Ethernet frame, where the content
ANDed with the Pattern (up to the pattern length) should be equal to the Result to set
the trigger condition.

When the Trigger condition occurs the following parameters are considered before
applying the impairments.

e Trigger parameters:

- Delay before applying the impairments

- Impair or not the frame that has triggered
- Duration of the impairments

- Number of cycles for the trigger

The format for the parameters with a list (i.e. VLAN list or Port list) is detailed in the
paragraph 7.4.2.5.

By default, the following IPv4 masks are included with the default context called
'Default.wsx':

Combo-box Comment area Description

(None) No parameter This mask disables the IP Flow because no packet can match
a Mask without selection criteria.

TCP Mask This filter considers only IP packets with a protocol set to TCP.

UDP Mask This filter considers only IP packets with the UDP protocol.

HTTP Mask This filter considers IP packets with the TCP protocol and the
destination ports 80 or 8080.

HTTPS Mask This filter considers IP packets with the TCP protocol and the
destination port 443.

ICMP Mask This filter considers only IP packets with ICMP (01) protocol.

SMTP Mask This filter considers IP packets with the TCP protocol and the
destination port 25.

NETBIOS Mask This filter considers IP packets with the TCP protocol and
destination ports 137, 138 or 139.

VolP Mask This filter considers IP packets with the UDP protocol and the
destination port 1250.

TFTP Mask This filter considers IP packets with the UDP protocol and the
destination port 69.

VNC Mask This filter considers IP packets with the TCP protocol and
destination port 5900.

Printer/Port Mask This filter considers IP packets with the TCP protocol and
destination port 9100.

TELNET Mask This filter considers IP packets with the TCP protocol and the
destination port 23.

GRE Mask This filter considers IP packets with the GRE (x2F) protocol.

SIP Mask This filter considers IP packets with the SIP (x29) protocol

(continue)

© ZT1 1998-2008 Page 68/194



NetDisturb Part 7 Using the NetDisturb Client

FTP Mask This filter considers IP packets with the TCP protocol and the
destination ports 20 or 21.

BGP Mask This filter considers IP packets with the TCP protocol and
destination port 179.

MS-SQL-S Mask This filter considers IP packets with the destination port 1433.

VLAN Mask This filter considers IP packets when the VLAN ID is included
between 1 and 5.

POP3 Mask This filter considers IP packets with the TCP protocol and the
destination port 110.

NTP Mask This filter considers IP packets with the TCP protocol and the
destination port 123.

RSVP Mask This filter considers IP packets with the RSVP (x2E) protocol.

SCTP Mask This filter considers IP packets with the SCTP (x84) protocol.

’@ Supplementary masks may be added depending of the product release.

To define or edit an existing mask, press the Edit button as indicated below:

b azk [+ Trigger] Lozz & Duplication Law Drelay & Jitter Law
| [Mone] - | [Mone) j | [Mone) j
[Mane] [Mane] : [Mane] :
(e ] co can |

# Lozt or Duplicated
Fackets

# Incaoming Packets 0 D[00%] #Delayed Packets 0003
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Then the following window will appear:

MetDisturb Client - Edition of Mask [+ Trigger]

Lizt of the defined Maszks
Mazk Name | Frame Type | MAC Headsr | P Header| Ports | Trigger | A Mew Mask

[Hone]
TCP [Pwd Mo Yes Mo Mo
UDF IPvd Na Yas Na Mo _ Renane |
HTTP [Pwd Mo Yes Ve Mo 1 Copy |
HTTFS [Pvd Mo Yes Yes Mo
ICHF [Pwd Mo Yes Mo Mo Delete |
SKMTP [Pvd Mo Yes Yes Mo
METEIOS [Pwd Mo Yes Ve Mo
WolP [Pvd Mo Yes Yes Mo
TFTF [Pwd Mo Yes Y'es Mo bt |

Frame Type | MAC Header | IP Headerl Puarts I Trigger Condition | Trigger Parameters |

o = r r

| | k. | Cancel

This window allows creating a new mask or modifying an existing one.

If "(None)" is selected, only the New Mask button is enabled and the tabs to define the
parameters are disabled.
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If you select a preexisting mask in the current list-box, then the parameters of this mask
can be viewed and the first "Frame Type" tab is enabled as in the example below:

MetDisturb Client - Edition of Mask [+ Trigger]

Lizt af the defined Mazks

task Mame | Frame Type | MAC Header | IP Header | Paorts | Trigger | o Mew Mask |
: Ferame |

IDOF [Pvd Mo Yes Mo Mo

HTTF P4 Mo Tez ez Mo Copy |

HTTPS [Pvd Mo Yes Yes Mo

|CHF [Pwd Mo Yes Mo Mo Delete |

SMTP [Pvd Mo Yes Yes Mo

METBIOS [Pwd Mo Yes Y'es Mo

WalP [Pvd Mo Yes Yes Mo

TFTF [Pwd Mo Yes Ve Mo W |

Frarne Tppe Trigger Condition RN Rl |
Irmpartant
* & M azk combines different optional parameters: ARP frame or [P frame with 1P Version,
MAL header including the YLAM-D, IP header with one or more protocolz and a zet of
Differentiated Services, and a list of parts.
* The zame mazk can be uzed faor the directions & to B and B oA, Accaording to the
direction from which pou edit the mazk, the following parameters will be inverted: destination
and gource addrezses [MAC & IP], destination and source of parts lists.

* The first step iz to select between the ARP frame and P frame which includes [P Werzion
and the get of IP Header parameters usable in thiz mask. MAC header parameters, protocal
and Differentiated Services values are independant of the |F Yersion,

Select the Frame Type - - -
IF Frames with IF Yerzion packets to include

" ARP Frames i |Pyd i |PvE " IPvd and IPvE

Beset all Figlds | | oK. Cancel

This window is composed of two areas:

e List of the defined Masks: a list-box displays the defined masks and five buttons allow
managing the masks: New Mask, Rename, Copy, Delete and Save.

e 6 tabs to define the parameters of the selected mask and optional trigger parameters:
The first 4 tabs concern the mask and the two last tabs are related to the trigger:

- (tab 1: mask) Frame Type
- (tab 2: mask) MAC Header
- (tab 3: mask) IP Header

- (tab 4: mask) Ports

- (tab 5: trigger) Trigger Condition
- (tab 6: trigger) Trigger Parameters (enabled if a Trigger Condition has been defined)
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7.4.2.1 List of the defined Masks

The list-box displays for each defined mask the summary of the characteristics, except for
(None) corresponding to 'No Mask' selected:

- Mask Name: name of the mask

- Frame Type: ARP|IPv4 |IPVv6 | IPv4 & IPv6
- MAC Header: Yes|No

- IP Header: Yes | No

- Ports: Yes | No

- Trigger: Yes | No

To manage the Mask list, various buttons are available:

New Mask: this button should be used to add a new Mask in the defined Mask list.

After pressing the New Mask button, a new entry is added at the end of the list-box with
'New Mask' as name of the mask:

Lizt af the defined Masks

Mazk Hame | Frame Type | MAC Header | IP Header | Portz | Trigger |
GRE [Pwd Mo Yes Ma Ma

SIF [Pwd Ma Yes Ma Ma =

FTP P4 No Yz Yes  No _Rename |
BGP [Pwd Mo Yes Yes Mo Copy
kS-50L-5 [Pwd Mo Mo Yes Ma

WLAM [Pwd Yes Mo Ma Ma Delete
POP3 [Pwd Mo Ve Yes Mo

HTP [Pwd Mo Yes Yes Mo

RSWP [Pwd Mo Yes Ma Ma

MNew Mazk No v Save

Then click on 'New Mask' to rename this entry or press the Rename button:

Lizt of the defined tazkz

Mazk Mame | Frame Type | MAC Header | IP Header| Forts | Trigger | MNew Mask
GRE [Pwd Mo Yes Mo Mo
SIP [Ped Mo ez Mo Mo =
FTP = No Yes Yes Mo _ Rename |
BGF [Pwd Mo Yes e Mo Copy
k5-50L-5 [Pwd Mo Mo e Mo
WLAN [Ped Tez [ Mo Mo Delete
POP3 [Pwd Ma Yes Yes MHa
HMTF [Pwd Mo Yes e Mo
ASWE [Pwd Mo Yes Mo Mo

IPyd No No Mo Mo v Save

Rename: to rename the Mask. This button should be used to change the Mask name.
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Copy: this button copies the current selected mask at the end of the list with a new name.
The following example shows the new list-box after copying the existing UDP mask:

Lizt of the defined Masks

Mask Mame | Frame Type | MAC Header | IP Header | Paorts | Trigger | o MewMask
GRE [Pwd Mo Yes Ma Ma

SIF [Pwd Mo Yes Mo Mo =

FTP IPyd No ‘Yes Yes  No _Rerame |
BGP IPvd Ma Yes Yes Mo
kS-50L-5 [Pwd Mo Mo Yes Ma

WLAM [Pwd Yes Mo Mo Mo Delete
POP3 [Pwd Mo Yes Yes Mo

HTF [P+d Mo ez ez Mo

RSWP [Pwd Mo Yes Ma Ma

|:|:||:|_I,I af JOP  1Pwd ‘ez w Save

Delete: this button should be used to remove a Mask from the current list.
First select in the list-box the mask to delete and then press the Delete button. A
confirmation window is then displayed:

MeiDisturb Client [|

\_?r/. Do o confirm that wou wank to deleke the mask "Copy of UDP"?

Yes Mo |

Save: to save all changes related to the masks.

7.4.2.2 Six tabs to define the parameters of the Mask and the Trigger

Once a mask has been created, then you can define or modify the parameters of the
mask and the related trigger by using the following tabs:

- (tab 1: mask) Frame Type
- (tab 2: mask) MAC Header
- (tab 3: mask) IP Header

- (tab 4: mask) Ports

- (tab 5: trigger) Trigger Condition
- (tab 6: trigger) Trigger Parameters (enabled if a Trigger Condition has been defined)

A mask is defined by the combination of four types of parameters: Frame Type, MAC
header, IP header and Ports.

Each parameter of a mask is optional except the frame type. When a parameter is set
then the parameter have to be present in the IP Frame to match the mask.

Each mask is defined in reference to a direction in order to identify which interface the
source and destination addresses belongs to. If the processes are also applied to the
other direction, the NetDisturb driver reverses automatically the source and destination
addresses and ports.
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7.4.2.2.1 Mask: the "Frame Type" tab

List of the: defined Masks

NetDisturb Client - Edition of Mask [~ Trigger]

task Mame | Frame Type | MALC Header | IP Header | Ports | Trigger | #
GRE IPrd Ma Yes MNa Ma
SIP IPvd Mo Yes Mo Mo =
FTF IPva No Yes Yes MNo _ Rename |
BGF |Ped Ma Vs Yes Ma Copy
M5-54L-5 IPvd Mo Mo ez Mo
WLAN IPvd Yes Mo Mo Mo Delete
FOP2 |Ped Mo Yes Yes Mo
MNTP IPr4 Mo Yes Yes Mo
RSWVP |Pvd Mo YVes Mo Mo

Save

The first step is to select the frame
type: ARP Frames or IP Frames
with the related IP version (IPv4 or
IPv6 or IPv4 and IPv6).

Frame Type

Trigger Condition

Trigger Parameters |

Impartant

* A Mask combines different optional parameters: ARP frame or IP frame with IP Version,
MAC header including the YLAMAD, IP header with one or more pratocaols and a get of
Differentiated Services, and a list of ports.

# The zame mask can be uzed for the directions A to B and B to A According to the
direction from which you edit the mask, the following parameters will be inverted: destination
atd source addresses (MAC & IP). destination ahd source of ports lists.

* The first step is to select between the ARP frame and [P frame which includes 1P Version
and the set of IP Header parameters uzable in this mask. MAC header parameters, protocol
and Differentiated Services values are independant of the P Yerzion.

Select the Frame Type ; - .
IP Framesz with [P "ersion packets to include

" ARP Frames o |Pvd Py " |Pvd and IPvE

Reset al Fields | oK

Cancel |

List of the defined Masks

Mask Mame | Frame Type | MAC Header | IP Header| Ports | Trigger |~ MNewMask
GRE IPvd Mo Yes Mo Mo

SIP IPvd Mo Yes Mo Mo m

FTF IPvd No Yes Yes Mo _Rename |
BGP IPwd Mo Yes Yes Mo Copy
M5-50L-5 IPvd Mo Mo ez Mo 4
WLAN IPd Yes Mo Mo Mo Delete
FOP3 IPvd Mo Yes Yes Mo

HNTP IPrd Ma Yes Yez Mo

RSWP IPvd Mo Yes Mo Mo

Mask 1 ARP Mo Mo Mo Mo W Save

The choice of the IP version will
affect the parameters handled by
NetDisturb in the "IP Header" tab.

NetDisturb Client - Edition of Mask [+ Trigger]

Frame Type | M4C Header | IP Header | Parts | Trigger Condition | Trigger Parameters |
Impartant
* A Mask combines different optional parameters; ARFP frame or P frame with P Version,
MALC header including the WLAN-ID, [P header with one or more pratocols and a set of
Differentiated Services, and a list of ports.
* The zame mask can be uzed for the directions A to B and B to A According to the
direction from which you edit the mask., the following parameters will be inverted: destination
ahd source addresses [MAC & IP). destination and source of ports lists.

* The first step is to select between the ARP frame and [P frame which includes IP Wersion
and the zet of IP Header parameters uzable in thiz mask. MAC header parameters, protocol
and Differentiated Services values are independant af the [P Yersion.

IP Frames with [P %ersion packets to include
" 1Pvd " IPvE " IPv4 and IPvE

Feset al Fields | oK

Cancel

If the frame type selected is ARP,
the other tabs are disabled i.e. ARP
filtering is not concerned by the
other parameters offered by the
NetDisturb mask.
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7.4.2.2.2 Mask: the "MAC Header" tab

MetDisturb Client - Edition of Mask [+ Trigger]

Lizt af the defined Mazks

Mazk Mame | Frame Type | MAC Header | IP Header| Paorts | Trigger | o MNew Mask |
GRE [P+d Mo Tez Mo Mo
SIF [Pwd Mo Yes Mo Mo F
FTP IPd No Yes Yes  No _ Renane |
BGP [Pvd Mo Yes Yes Mo Copy |
MS-50L-5 [P+d Mo Mo ez Mo
WLAM [Pwd Yes Ma Mo Mo Delete |
POP3 [Pvd Mo Yes Y'es Mo
HTP [Pvd Mo Yes Yes Mo
RSWE P4 Mo Tez Mo Mo
b azk 1 [Pwd MHao Mo MHao MHao W Save |
| MALC Header | | Trigger Condition R EEIE =T |
MAC Addresses
D estination: |E'3IU~3| j |
Source: |E'3IU~3| ﬂ |
eq. 01:23:4567. 8940
WLAM [B02.10]
WLANAD List [Equal | |

B WLANAD List , you can enter:

11 A range of values [ie 120-250 means fram 120 to 250].
2] Individual values separated by zemicaolon [i.e. S00;600].
3] Bath [i.e. 500;550-560;599).

Reset all Fields | | oK.

Cancel

MAC Addresses

e Destination with the Equal or Different operator

e Source with the Equal or Different operator

A destination or source MAC address has the following format (12 hexadecimal digits

grouped by 2 and separated by the colon character):
XK 20K XK XX XX XX

Here is an example:

Destination Equal (to) 00:0B:DB:95:3D:BF

and

Source Different (of) 00:80:C8:81:37:66

The IP packets having a MAC destination address equal to 00:0B:DB:95:3D:BF or a
MAC source address different of 00:80:C8:81:37:66 will belong to this IP flow.
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VLAN-ID list

e VLAN-ID List with the Equal or Different operator (enter a decimal value or a list —
see 7.4.2.5 for more details).
The VLAN-ID can be used only with Ethernet type 8100 frames. In that case, the
IEEE 802.1Q format is assumed.

Dest. | Src. TFID | TCI Standard Ethernet Frame

TPID means Tag Protocol Identifier. It is equal to 8100.
TCI means Tag Control Information. It includes the VLAN-ID as shown:

TClI —- Priority | CFI VLAN ID

16 hitz 3 hit= 1 hit 12 hitz

ﬂ' You can input individual values separated by a semicolon or a range of values or a mix of
" both.

ﬂ' When the VLAN ID is 0, any VLAN value matches: the value 0 is used to select the
" VLAN property of the flow not a particular VLAN flow.

7.4.2.2.3 Mask: the "IP Header" tab

Depending of the IP version (IPv4, IPv6 or IPv4 and IPv6) previously selected in the
Frame Type tab, the format of some fields of this tab will be different.

e [f IP version = IPv4 then the IP Header tab is as follows:

| | | |F Header |
P Addreszes

Destinatior: |E|:|ual j | |
Source: |E|:|ual ﬂ | |

addreszs £.0. R K. K. X mnask &g, R, K. K, W

Trigger Condition ENTsEEE L=

Other IF figlds

Protacol |E|:|ual J |5 " Predefined Pratocols
rotocal: -

Individual walues in a lJzer List are separated by a

gemicolon e 61118 .
Differentiated * Predefined D5

Services [DS]: |E|:|ua| j | ﬂ " UzerDS

* |Jzer Pratocolz

= |IP Addresses

Three objects are defined for the Destination or Source address:

- Operator: Equal or Different

- |IP address (enter a decimal value: ex. 192.168.0.17)

- Mask for the IP address (enter a decimal value: ex. 255.255.255.0)
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0

The reference for the Source and Destination addresses depends on the
original Interface ‘Edit selection. In case the ‘Edit’ button from the Interface A
was pressed, the direction from Interface A to Interface B is the reference
direction. If the mask is re-edited from the Interface B, then the Source and
Destination fields are inverted automatically by the NetDisturb Client to match
the new direction.

= Other IP fields

Protocol with three objects defined:

- Operator: Equal or Different

- The combo-box allows selecting one or several predefined protocols, or input a
list of values separated by a semicolon you want to use

- The option to choose "Predefined Protocols" or "User Protocol List"

Other IF figlds

ﬂ * Predefined Protocols

Protocol: |Equal - | |0 ICMP. 06 TCF
feea | J | " szer Pratocolz

Ta enter speci| ¥ 01 ICMP -
Uszer Listop[ 02 IGMP

Differentiated [~ 04 IFinIP * Predefined DS
gervices D5} IE%2 | |5 g5 1ep v | UserDs

Example by selecting the "Predefined Protocols" option

Other [P fieldz

" Predefined Protocals
{+ Uszer Protocols

Frotocol |Equal  w| |01.0B1217

Individual vwalues in a User List are separated by a
semicalon e 51118

Differentiated {*+ Predefined DS
Semvices [DS): |E|:|ual j | ﬂ " Uszer DS

Example by selecting the "User Protocol List" option

Differentiated Services (DS) (TOS byte) with three objects defined:
- Operator: Equal or Different
- The combo-box allows selecting one or several predefined values, or input a list
of values separated by a semicolon you want to use
- The option to choose "Predefined DS" or "User DS List"

Other P figlds

" Predefined Pratocals

Protocol: |Equal » | (01061217
e | J | ¢ Llzer Protocaols

Individual walues in a llger List are separated by a
zemicolon e 51118

Differentiated * Predefined DS
Services (D3] [Equal  «| |10 Class 1 Gold [5F11) -] O Lssr DS

[ 00 Default PHE [Perhop ... &

[ 08 Class 1

Save Changes | Beze LCancel

v 10Class 1 Gald [&F11]
[ 12 Class 1 Silver [4F12) bl

Example by selecting the "Predefined DS" option
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Other P fields
Protocal [Equal | |01:08:1217

Individual walues in a Uzer List are zeparated by a
semicalon e 51118 )
Differentiated " Predefined DS

Services [DSL Equal  «| |13:45.97.215 & Lsar DS

" Predefined Protocaols
{* Uszer Pratocols

Example by selecting the "User DS List" option

e If IP version = IPv6 then the IP Header tab is as follows:

| | | IP Header | Trigger Condition SETEEE M= ==
IP Addresses

D estination; |E'3IU~3| ﬂ | |

Source:; |Equal ﬂ | |
addrezs e.g. dddd::ddd:dddd nin [IP+E bit mazk]

Other IP fields

Frotocol |Equal J |5 " Predefined Protocals
rotocal; -

Individual values in a U=er List are separated by a

semicolon e 51118 _
Differentiated ' Predefined DS

Services [D5); |Equal ﬂ | ﬂ £ Uszer DS

& Lzer Protocaols

The main difference with the previous case concerns the format of the IPv6
address and the IPv6 mask.

Refer above for details on the other fields.

e If IP version = IPv4 and IPv6 then the IP Header tab is as follows:

| | | IP Header | Trigger Condition TR EEEEEE
Destination: | J | |
Sounce; | J | |
Other [P figlds .
Pratocaol: |Equal j |E‘. " Predefined Pratocols

— - : {* |zer Pratocals
[ndividual walues in a Uszer List are separated by a
gemicolon e 61118 _
Differentiated * Predefined 05

Services [D5]; |E|:|ua| j | j ™ User DS

In this case, the IP address fields are disabled because no sense..

Refer above for details on the other fields.
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7.4.2.2.4 Mask: the "Ports" tab

| | | Parts [M Trigger Parameters

Puarts [available with LUDP and TCF)

Drestination Part List; |Equal ﬂ |
Source Port Lizt: |E|:|ual j |

Syntaw far the Destination or Source Porks List

A Port List may be:

114 range of values [i.e 20-25 means from port 20 to port 28],

21 Individual walies separated by a zemicaolon [i.e. 7:9:80).

3] Denied indirvidual values if the symbal 1= iz before [iLe. 1=21].
414 range of values and individual values [i.e. ¥;9;20-25;80:435].

814 range of valuesz with denied individual walues [i.e. 10-50:1=20:1=21 which meanz from 10
to B0 without 20 or 21]

Ports (to be applied only on the TCP or UDP protocol)

e Destination Port List (enter a decimal value or a list — see 7.4.2.5 for more details)
e Source Port List (enter a decimal value or a list — see 7.4.2.5 for more details)

The reference for the Source and Destination port depend on the original Interface ‘Edit
selection. In case the ‘Edit’ button from the Interface A was pressed, the direction from
Interface A to Interface B is the reference direction. If the mask is re-edited from the
Interface B, then the Source and Destination fields are inverted automatically by the
NetDisturb Client to match the new direction.

7.4.2.2.5 Trigger: the "Trigger Condition" tab

Frame Type | MAC Header | IP Header | Ports | Trigger Pararneters |

v Usze the Trigger to Apply Impairments [only available i the 1P Flow is not in an aggregatef
About Trigger

* The trigger iz bazed on the Ethermet frame content. The analyziz starts at the OFffset position
aof the frame, where the content AMDed with the Pattern - up ta the Pattern lenagth - should be
equal to the Result to set the Trgger condition.

*w'hen the Trigger condiion occurs, the impairment{z] will apply for this frame [or not] and
following, in BOTH directions.

Trigger D efinition
Offzet; |0 [Decimal] [0 = first byte of the Ethernet frame]

Patterr: | [Hexadecimal]

Result: | [Hexadecimal]

The Trigger is designed to associate the beginning of the impairment to the content of the
Ethernet frames and to limit the duration of the impairment.

The Trigger is activated when the content of an Ethernet frame matches a given result. To
check if the content of the Ethernet frame matches the expected result, a logical AND
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operation is made between the content of the Ethernet frame and a given Pattern. The
Ethernet frame analysis starts at the given Offset value of the frame up to the length of
the given Pattern. The result of the logical AND operation is compared to the given
Result: the Trigger is activated when both are equal.

When the Trigger is activated, the beginning of the impairment refers to both Interfaces (A
to B, Bto A).

When a Trigger is set in the mask of each direction, the Trigger activated starts
impairment(s) on both directions. Additional parameters of the Trigger apply also to both
directions.

Q NetDisturb doesn’t check if the Trigger is relevant to the parameters of the Mask.

The following example assumes that the impairment should start when a FTP connection
is requested. The definition of the pattern is:

e The protocol should be TCP
e The port number should be 21 (FTP)

To define a Trigger that fulfills this requirement, the Pattern analysis starts at the protocol
field of the IP Header that is located at the 23™ bytes of the Ethernet frame. The port
number is located at the 37™ bytes of the frame. The bytes between the protocol and the
port number are not significant.

The definition of this trigger is:

Offset = 23
Pattern = FF 00 00 00 00 00 00 00 00 00 00 00 00 00 FF
Result = 06 00 00 00 00 00 00 00 00 00 00 00 00 00 15

The Pattern parameter and the Result parameter should be entered in hexadecimal.

In this example, a VLAN can’t be used with these values because it adds 2 bytes
p before the IP Header. When a VLAN is used the protocol field is the 25" byte of the
Ethernet frame.

With this simple Trigger, let’'s see what’s happening with three common Ethernet frames.

The analysis of the Ethernet frames made by NetDisturb is described below. In this
example, the first frame is an ARP Request frame, the second frame is the ARP Reply
and the third frame is the TCP SYN. The part of the frame under analysis is highlighted.
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Frame #1 = FTP Response: 221 Good Bye!

Offset Content

0000 00 11 43 03 a2 18 00 02 55 54 ce 6f 08 00 45 00
0010 00 36 c8 d6 40 00 80 06 af ff cO0 a8 00 78 cO0 a8
0020 00 23 00 15 09 02 b8 85 7b 14 19 70 dc bf 50 18
0030 fb d2 10 54 00 00 32 32 31 20 47 6f 6f 64 62 79
0040 65 21 0d Oa

The analysis process is the following:

Frame part to analyze: 06 af £ff cO a8 00 78 cO a800 23 00 15 09 02 b8 85 7b 14

19 70 dc bf 50 18
Logical AND with the Pattern

Pattern: FF 00 00 00O 00 00 0O 00 00 0O 00 FF
00 00 00 00 00 OF

Frame after the AND : 06 00 00 00O 00 00 00O 00 00O 00 00 15
00 00 00 00 00O 08

Result expected: 06 00 00 00 00 00O OO 00 00 00 00 15
00 00 00 00 00 O1

The Result is not equal to the frame after the AND operation
activated.

00 00 00 00 00 0O

00 00 00 00 00 0O

00 00 00 00 00 00

. The Trigger isn’t
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Frame #2 = TCP FIN ACK

Offset Content
0000 00 11 43
0010 00 28 c8
0020 00 23 00
0030 fb d2 ff

03
d7
15
25

a2
40
09
00

18 00
00 80
02 b8
00 00

02
06
85
00

55 54
b0 Oc
Tb 22
00 00

The analysis process is the following:

Frame part to analyze:

Pattern:

Frame after the AND

Result expected:

06
22

FF
00

06
00

06
00

b0
19

00
00

00
00

00
00

ce
c0
19
00

6f 08 00 45 00
a8 00 78 c0 a8
70 dc bf 50 11
00

Oc cO a8 00 78 cO a8 00 23 00 15 09 02 b8 85 7b
70 dc bf 50 11

Logical AND with the Pattern

00 00 00 00 00 00O 00O 00O 00O OO0 FF 00 00 00 00 0O

00 00 00 OF

00 00 00 00O 00 00 0O 0O 0O OO0 15 00 0O 00O 00 OO0

00 00 00 01

00 00 00 00 00 00O 00O 0O OO 00 15 00 0O 00 00 OO0

00 00 00 01

The Result is equal to the frame after the AND operation. The Trigger is activated!
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7.4.2.2.6 Trigger: the "Trigger Parameters"” tab

This tab is accessible only if the Trigger Definition has been made in the "Trigger
Condition" tab.

| | | Trigger Condition |
Trigger Parameters

Delay before applying the Impairment|z]: |3|:|— [mz] [0 = no Delay]
-

Diuration of the mpairment(z); IW [mz] [0 = Unlimited]
MHumber of Cycles for the Trigger: |5— [mz] [0 = Unlirmited]

* The Trigger Parameters applies at the zame time in bath directions of the IP Flows e Ato B
and B to A).

*w'hen the Mumber of Cycle iz reached, the P Flow zhould be stopped and restarted to allow
the impairments activation.

The Trigger can be configured:
e To add an initial delay before the impairment.

e To include the Ethernet frame that matches the Result in the list of frames to
impair or to leave this frame without impairment.

e To limit the impairment in time.

e To limit the number of loops of the impairment based on the Trigger analysis.

These configuration parameters are detailed below.

Delay before applying the Impairment

When a frame has activated the Trigger, an additional delay can be added before
NetDisturb starts the impairment.

This delay is expressed in milliseconds. By default, this delay value is 0, which means
that NetDisturb starts the impairment immediately.

When this delay is higher than zero, the impairment will start after the given delay. In the
meantime, the frames are relayed without being impaired.

When this delay is zero, the parameter ‘Impair the Frame that has triggered’ can be set
up.
A delay greater than zero is needed with some application protocols (i.e. video) when

there is some information to exchange before starting the exchange of the most important
frames.

Impair the Frame that has triggered

When the 'Impair the Frame that has triggered’ is checked, the frame that has activated
the Trigger is included in the set of frames to impair. By default, the frame isn’t included.
As example, it is useful to let the first frame without impairment when this frame starts the
connection to impair i.e. a TCP frame with the SYN flag for any TCP connection. In this
case, if the TCP SYN frame had been lost, the connection would not have been able to
start so there wouldn’t be any frame to impair for this TCP connection.
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Duration of the Impairment

The Duration of the Impairment parameter limits the impairment in the time. By default,
this duration is zero so the impairment continues until the IP Flow is stopped.

When this duration is greater than zero the beginning of the Impairment(s) starts when the
first frame is impaired. The Delay before applying the Impairment isn’t included in this
duration. When the impairment duration reach the Duration of the Impairment value, the
impairment stops except if the Number of Cycles for the Trigger parameter is not zero.

When the impairment stops, the next frames matching the mask are transferred from the
incoming Interface to the outgoing Interface immediately.

Number of Cycles for the Trigger

The Number of Cycles for the Trigger parameter is available when the Duration of the
Impairment is not zero.
By default, the number of cycles is 0 i.e. the Trigger cycle is unlimited.

When a Number of Cycles for the Trigger is specified, the Trigger cycle restarts at the
beginning of the frame analysis process until the number of cycles is reached.

When the Number of Cycles for the Trigger is reached, the impairment(s) stops: he
next frames matching the mask are transferred from the incoming Interface to the
outgoing Interface immediately.

7.4.2.2.7 The Trigger Dynamics

This paragraph gives some examples for the use of Trigger parameters to explain the 4
states of a Trigger:

1. Waiting for the trigger. The Trigger gets this state
before it has been found. There are 2 cases when a | ~IF Flow #01
Trigger gets this state: either the IP Flow has just \Waiting for the trigger
been started or the Duration of Impairment has been I

| [

reached and the Number of Cycles hasn’t been
reached. Ethernet frames are relayed without
impairment.

2. The trigger has been found. The Trigger gets this | [ IF Flow #01
state when the Ethernet frame has been found and a I

The tngger haz been found
The impairmentz aren't yet applying

| [

Delay before Impairment has not yet expired.
Ethernet frames are relayed without impairment.

3. The trigger is active. A Trigger gets this state | ~IF Flow #01
when the Impairment applies, either after the I

. The trigger iz active
Ethernet frame has been found without Delay before

The impairmentz are appling
Impairment or when the Delay before Impairment | ]
has expired. Ethernet frames are impaired.

4. The trigger is finished. A Trigger gets this state | P Flow #01
when the Number of Cycles has been reached. This
state is a permanent state until the IP Flow is I

The trigger iz finizhed
The impairments don't apply anymore

| [

stopped. Ethernet frames are relayed without
impairment.
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The Figure 5 illustrates the configuration of a Trigger without Duration. When the Trigger
has been reached, the Impairment remains active until the IP Flow is stopped.

Impaimment State

TRIGGER ACTIVE

WAIT-TRIGGER
Ho lopaio eyt ) r______

P Time

Funthe [P Flowe THyger Stop the 1P Flowy
Artivated

Figure 5 - Trigger without Duration

The Figure 6 illustrates the configuration of a Trigger with a Delay and no Impairment
Duration. When the Trigger has been reached, the Impairment(s) starts after the Delay
and remains active until the IP Flow is stopped.

Impaimment State
F Y
TRIGGER ACTIVE
N WAIT-TRIGGER TRIGGER
Ho lmgsairment f———-—- s U e
Delay before
Impaimment(s i
[ =] I Time
Fun the IP Flow Trgger Delay Stop the 1P Flowy
Artivated Expired

Figure 6 - Trigger with Delay and no Impairment Duration

The Figure 7 illustrates the configuration of a Trigger with the Duration of the Impairment
not zero and an unlimited Number of Cycles.

Impaiment State
&
TRIGGER ACTIVE TRIGGER ACTIVE
Inpaimeent [~ """ T TTTTTTTTTTTTT
WAIT-TRIGGER WAIT-TRIGGER —
Ho lmpairment | ____ > - W;iIT-TRIL-L-E R
=Time
Run the IP Flow Trigger Duration Trigger Duration
Activated Reached Activated Reached

Figure 7 - Trigger with Impairment Duration
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The Figure 8 - Trigger with the Impairment Duration and 1 Cycle illustrates the
configuration of a Trigger with the Duration of the Impairment not zero and a Number of
Cycles limited to 1.

Impaimment State
F 3

TRIGGER ACTIVE

Inpaimest [~- "~~~ TTTTTTTTTTTTTTTT
WAIT-TRIGGER
Holmpairment | _____ - IRIGGER
FIHISHED
™ Time
Runthe IP Flow Trigger Duration Stop the IP Flow
Activated Reached

Figure 8 - Trigger with the Impairment Duration and 1 Cycle

The Figure 9 illustrates the configuration of a Trigger with a Delay Applying before the
Impairment not zero, the Duration of the Impairment not zero and a Number of Cycles set
to 2.

i peiimentitate CYCLE #1 CYCLE #2
F3 {._._._._._._._._._._.><._._._._._._._._._._.>
1 TRIGGER &CTHE | TRIGEER ACTRE |
Irmpairrnert 777777 T TTTTTTTTTTTTTTT ] 1 1
- W T-TRIGGER - W IT-TRIGEER .
Mo Impairmert | ___ TRIG GEFR TRIG GEFR TRIGGER
FOUHD FOUND FINIGHED!
Celaybeire o Celaybefre o
Imp airmenti=) Imp airmenti=)
B .
T T ™ Time
Funthe IP Flow Trigger Duration Trigger Duration Stop the
Activate d E:':id Reached fetiated Ef;'i 4 Feached IP Flow

Figure 9 - Trigger with a Delay, Impairment Duration and a limited number of Cycles

7.4.2.3 The Action Buttons

To handle the Mask and Trigger parameters different buttons are available at the bottom
of the window:

Reset all Fields | | oK. | Cancel

Reset all Fields: to reset all the values previously entered.

OK: saves all modifications made if you didn't save them before. Moreover, the mask
selected in the list of the defined mask becomes the selected mask in the combo-box of
the IP Flow window.

Cancel: to ignore all modifications made if you didn't click on the Save button before. In
that case, the last mask selected in the combo-box of the IP Flow window is kept.
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7.4.2.4 To Create a New Mask with its parameters in a few steps
1) Click on the "Edit" button as shown below:

b ask [+ Trigger] Logz & Duplication Law Delay & Jitter Law ﬁ,'}

| [Mone] ﬂ | [Mone] j | [Mone) j :
[N I:Ir'IE] Edi [N I:Ir'IE] E dit [N I:lr'IE] Edit X

T

# Incoming Packets 0 Blodia Duppgiigg 0[003%] #Delayed Packets 0[0.0% =

2) The "Edition of Mask [+ Trigger]" window is displayed.

MetDisturb Client - Edition of Mask [+ Trigger]

Ligt of the defined Mazks

b azk Mame

TCF
UDP
HTTP
HTTPS
ICMP
SMTP
NETEIDS
YolP
TFTF

Frame Tupe

[Pvd Mo
[Pvd Mo
[P+d Mo
[Pwd Mo
[Pvd Mo
[Pvd Mo
[P+d Mo
[Pwd Mo
[Pvd Mo

kMAC Header | IP Header

Yes
Yes
Tez
Yes
Yes

©

Yes

Partz

Mo
Mo
ez
Yes
Mo

Yes
ez
Yes
Y'es

Trigger |

Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo

hd

M ew b azk

Fiename
Copy

Delete

i

Ok

Canicel

Frarne Type | MAC Header | IP Headerl Puarts I Trigger Condition | Trigger Parameters |
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Then press the New Mask button and a new entry (New Mask) is added at the end of the

list.

Lizt af the defined Mazks

tazk Hame | Frame Type | MAC Header | IP Header | Portz | Trigger | '
GRE [P+d Mo Tez Mo Mo

SIF [Pwd Mo Yes Mo Mo F

FTP IPd No Yes Yes  No _ Renane |
BGP [Pvd Mo Yes Yes Mo Copy |
MS-50L-5 [P+d Mo Mo ez Mo

WLAM [Pwd Yes Ma Mo Mo Delete |
POP3 [Pvd Mo Yes Y'es Mo

HTP [Pvd Mo Yes Yes Mo

RSWF [P+d Mo Tez Mo Mo

M ew bazk Save |

Frame Type Trigaer Condition SR E R EEERT=EE |

Irpartant

* & b azk combines different optional parameters: 48P frame or [P frame with 1P Vergion,
kAT header including the YLAW-ID, IF header with ane or more protocaols and a set of
Differentiated Services, and a list of ports.

* The zame mazk can be uzed far the directions A ta B and B to A, Accarding ta the
direction fram which pou edit the magk. the following parameters will be inverted: destination
and zource addrezses [MAL & IF], destination and source of ports lists.

* The first gtep iz to zelect between the ARP frame and IP frame which includes [P ersion
and the zet of IP Header parameters uzable in this mask. MAC header parameters, protocol
and Differentiated Services walles are independant of the |P Werzion,

Select the Frame Type - - -
IP Frarmes with IP Yerzion packetz to include

" ARP Frames (o |Pod " |PwE " |Pv4 and IPvE

Beszet all Figlds oK Cancel

MetDisturb Client - Edition of Mask [+ Trigger]

3) Press the Rename button and enter a new identifier.

Lizst af the defined Masks

task Name | Frame Type | MAC Header | IP Header| Paorts | Trigger | | Mewbask

GRE [Pwd Ma Yes Ma Ma

SIP IPvd No Yes No N@ ,
FTP [Pwd Mo Yes Yes i

BGP [Pwd Mo Yes Yes Ma =TT
kS-50L-5 [Pwd Ma Mo Yes Ma

WLAM [Pwd Yes Mo Mo Mo Delete
FOF3 [Pwd Mo Yes Yes Mo

HTP [Pwd Mo Yes Yes Ma

RSWE [Pwd Ma Yes Ma Ma

FEMEEE | IPwd Mo Mo Mo Mo w Save
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For example input Test as new identifier of the mask and then click on the line to validate.
You have then the enabled tabs as shown below:

MetDisturb Client - Edition of Mask [+ Trigger]

Lizt of the defined Mazks

Mazk Mame | Frame Type | M4C Header | IP Header| Ports | Trigger | o MNew Mask |
GRE [Pvd Mo Yes Mo Mo

SIP [P+d Mo Tez Mo Mo

FTP IPd Na Yes Yes Mo _ Renane |
BGP [Pvd Mo Yes Y'es Mo Copy |
M5-50L-5 [Pvd Mo Mo Yes Mo

WLAK [P+d ez Mo Mo Mo Delete |
POP3 [Pwd Mo Yes Yes Mo

HTP [Pvd Mo Yes Y'es Mo

RSWF [Pwd Mo Yes Mo

b azk. 1 e

77N E
| Frame Tw | Trigger Candition [N =l e == |
Important

* & Mazk combines different optional parameters: ARP frame or [P frame with [P WYerzion,
AL header including the YLAN-ID, IF header with ane or more protocols and a zet of
Differentiated Services, and a list of ports.

* The zame mazk can be used faor the directions A to B and B to A, According to the
direction fram which vou edit the magk. the following parameters will be inverted: destination
and source addresses [MAC & IP], destination and source of parts lists.

* The first gtep iz to select between the ARP frame and IP frame which includes [P Wersion
and the zet of IP Header parameters uszable in this mask. MAC header parameters, protocal
and Differentiated Services values are independant of the [P Werzion.

Select the Frame Type - - -
IP Framesz with |P “erzion packets to include

" ARP Frames o |Pvd " |PvE " IPv4 and IPvE

Beszet all Fields 6 ok Cancel

N

4) Now the tabs are enabled and you can define the parameters for this mask (Frame
Type, MAC Header, IP Header and Ports) and if needed the Trigger Condition and
Trigger Parameters.

5) Press the "Save" button to save the parameters and return at step 2 if you want
continue to edit or create a new mask.

6) Press "OK" or "Cancel" to quit the "Edition of Mask" window.
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7.4.2.5 List of Values

Some parameters in the Mask can be a list of values. To match the mask, the IP packet
should include one value from the list. The syntax of the list allows a set of individual
values or ranges of values. Both individual values and ranges can be mixed. Values are
expressed in decimal.

The separator between individual values or range of values is the (;) semicolon character.
The syntax used is very near the syntax of the printer for a set of pages.

7.4.2.5.1 Individual Value
An individual value is one and only one value.

Example: 135

7.4.2.5.2 List of Individual Values
A list of values is multiple individual values, each value separated by a semi-coma.

Example: 25;80;110;435

7.4.2.5.3 Range of Values

A range of values is a set of values indicated by the first and the last of the range (first
and last included). The first value is separated from the last value by a dash.

Example: 2009-2020;3000-3100

7.4.2.5.4 Complex List
Here is an example including individual values and range of values.

List: 12; 13; 25-30; 50-100; 120
Values matching: 12, 13, 25 to 30 included, 50 to 100 included, and 120
Values not matching: <12, 14 t0 24, 31 to 49, 101 to 119, > 121
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7.4.3 The Loss & Duplication Law Configuration

NetDisturb is able to loose and/or duplicate packets. Three modes are available:

e NetDisturb losses the selected IP packets following either the mathematical law
configured or a percentage or a 1 out of N law or discrete values extracted from a

user file.
e NetDisturb

is able to duplicate

P

packets following either the Uniform

mathematical law configured by User or a percentage or a 1 out of M law.

e NetDisturb is able to loose packets following a 1 out of N law and then duplicate

the non-lost packets following a 1 out of M law.

Up to 100 Loss & Duplication laws can be created.

By default the following laws are defined in the Default.wsx context file:

Combo-box (law identifier)

Comment area

Description

(None)

(None)

With this option, no duplication and no loss
law apply to the IP Flow.

Loss Law

Constant Loss

Loss: Constant Law with
the button “To Lose 12
packets”

12 packets are lost each time the user
activates this button.

Uniform Loss

Loss: Uniform Law

Domain values [1 to 100] Threshold = 30

Burst Uniform Loss

Loss: Burst Uniform Law

Domain values [10 to 1000]
Threshold (n) = 350 Threshold (n+x) = 380
Depth =2

F.(Loss Values)

Loss: File (Loss Values)

Sample file: OnePer100.txt
Loss of 1 packet per 100 packets

Percentage of Loss

Loss: Percentage

Percentage: 15

Loose 1 Packet out of 10

Loss: 1 Packet out of N

Range (N): 10

% of Loss & Time

Loss: Percentage &
Duration

Period of 30 seconds of loss (up to 10 %)
alternating with period of 2 minutes without
loss.

F. (Percentage & Time)

Loss: File (Percentage &
Duration)

Sample file: PercentageLossAndDurationSample.txt

Loss up to 50 % with steps of 5% each 10
seconds.
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Duplication Law

Percentage of Duplication

Duplication: Percentage

Percentage = 10 %
Minimal Duplication = 1

Maximal Duplication = 3

Duplicate 1 Packet out of
20

Duplication: 1 Packet out
of M

Range (N): 20
Minimal Duplication = 1

Maximal Duplication = 3

Uniform Duplication

Duplication:; Uniform Law

Alpha: 1 — Beta: 50
Threshold: 10
Minimal Duplication = 1

Maximal Duplication = 1

Duplication if not lost

Loss (1 out of N) then
Duplication (1 out of M)

Loss Range (N): 100
Duplication Range (M): 50
Minimal Duplication = 1

Maximal Duplication = 3
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7.4.3.1 Loss & Duplication Law and the Working Mode

Working Mode: Laws apply to the IP Flow

When a Loss & Duplication law is selected on a given IP Flow, the law applies to all
packets matching the mask. For each new packet, a new value is extracted from
the law or from the file, depending on the type of law selected. These values are
stored in a global table by NetDisturb. When the table is empty, NetDisturb
Server provides a new table to the NetDisturb driver with new values depending
on the law.

This value is compared to the Threshold: if the value is greater or equal than the
Threshold, the packet is lost. Otherwise, the packet may be delayed.

Working Mode: Laws apply to each TCP/UDP connection of the IP Flow

When a Loss & Duplication law is selected for a given IP Flow, the law applies to
all packets matching the mask.

These values are stored in a table maintained by NetDisturb.

The NetDisturb Server provides once a table to the NetDisturb driver with values
depending on the law. NetDisturb loops on values from this table: when the end of
the table is reached, the NetDisturb driver restarts at the beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is used to
classify the packet. Else the IP addresses and protocol are only used.

For each packet, a loss value is extracted from the loss value buffer, at the current
index of the packet of the given connection. When the end of the table is reached,
values extracted restart at the beginning.

This value is compared to the Threshold: if the value is greater or equal than the
Threshold, the packet is lost. Otherwise, the packet continue to be handled and
may be delayed.
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7.4.3.2 How to create or edit the Loss & Duplication Law

To create or configure a Loss & Duplication Law click on the “Edit” button at the top or
bottom part of the main window.

b azk [+ Trigger] Lozz & Duplication Law Drelay & Jitter Law
| [Mone] ﬂ | [Mone] | [Mone] ﬂ
[Mone] Edit [Mone] [Mone] B

# Lost or Duplicated 2 "
g Reosd “ﬁ;ﬁi:ts D0 %] # Delayed Packets 000 %]

# Incoming Packets

|ﬂqhmzﬂ

The following window is then displayed:

NetDisturb Client - Loss & Duplication Laws

Ligt of the defined Loss & Duplication Law

Law Marme Law Type Range A Mew Law
Constant Loss Logs: Congtant Law R

Uniform Loss Lozs: Uniform Law Tto 100

Burst Uniform Loss Lozs: Burst Uniform Law 100 1000

F.[Lozs Values) Lozs: File [Losz Yalues) M 4
Percentage of Loss Loss: Percentage 15%

Loogze 1 Packet out of 10 Loszs: 1 Packet out of M 1A10(10%)

% of Logs & Time Loss: Percentage & Duration M

F.[Percentage & Time] Loss: File [Percentage & D... M v

General | Laws Parameters | b athematizal Theory

Select a law in the defined law list or add a new law

Ok, | Cancel |

This window allows creating a new law or modifying an existing one.

If (None) is selected, only the New Law button is enabled and the tabs to define the
parameters are disabled.
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If you select a preexisting law in the current list-box, then the parameters and the details
about this law can be viewed and the first "General" tab is enabled as in the example
below:

NetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Select a law and define its parameters

Law Mame Law Type Range A Mew Law
[Mone]
Constant Lozs nstant Law

R
Uniform Lo Lozs: Uniform Law Tto100 w
Burst Uniform Loss Loss: Burst Uniform Law 10 to 1000 Copy
F.[Loss Values) Loszz: File [Loss Values) [
Percentage of Lozs Lozz: Percentage 15% Delete
Loose 1 Packet out of 10 Loss: 1 Packet out of M 1A0[10%)]
% of Lozz & Time Lozz: Percentage & Duration [
F.[Percentage & Time) Lozs: File [Percentage & D... B b’

Select a type of law: |Loss: Conatant Law

General | | Mathematical Theary

How does it work,

The number of packets ta loge [M] iz defined by the uzer.

A button with the label "'Tao lose M packets" is dizplayed that the user can activate.

Each time thiz button is pressed, the next M packets of the IP flow are lost,

When preszed, this button remains dizabled as long as the number of packets to be lost i not
reached.

Ok | Cancel ‘

This window is composed of two areas:
List of the defined Loss & Duplication Law: a list-box displays the defined laws and five
buttons allow managing the laws: New Law, Rename, Copy, Delete and Save.

e The first step is to choose the law type amongst the list of the pre-defined Content
Impairment laws. Then there are 3 tabs to define and to help the user to set up the
parameters of the selected law.

- (tab 1) General (explaining how does the impairment law work)
- (tab 2) Law Parameters
- (tab 3) Mathematical Theory (only available with Loss & Duplication Laws

using a mathematical law)
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7.4.3.2.1 List of the Loss & Duplication Laws defined

The list-box displays for each defined law the summary of the characteristics, except for
(None) corresponding to 'No Loss & Duplication Law' selected:

- Law Name: name of the law

- Law Type: the type of Loss & Duplication law chosen amongst the pre-defined
list (more details available in paragraph 7.4.3.2.2 Select a law and
define its parameters)

- Range: range of values generated by the specified laws.
To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with
'New Law' as name of the law:

Lizt of the defined Lozs & Duplication Law

Law Mame Law Type R ange A Mew Law |
Lonze 1 Packet aut af 10 Logz: 1 Packet out of M 110 [10%]
% of Lozs & Time Logz: Percentage & Duration M A, Flenanme |
F.[Percentage & Time] Logz: File [Pemcentage & D M s,
Percentage of Duplication Duplication: Percentage 10% Copy |
Duplicate 1 Packet aut af 20 Duplication: 1 Packet out o, 1420 [5%]
[dnifarm Duplication Dhuplication: Uniformn Law 1 to B0 Delete |
Duplication if not lost Logz [1 out of M) then Duph... 1100817
Mew Law anztant Law P

" Save |

Then click on 'New Law' label to rename this entry or press the Rename button:

Lizt af the defined Lozs & Duplication Law

Law Marme Law Type Ranage A Mew Law
Looge 1 Packet auk af 10 Logz: 1 Packet out of M 10 [10%]
% of Lozz & Time Loss: Percentage & Duration M4 _
F.[Percentage & Time] Logz: File [Percentage & D... [ Fra3
Percentage of Duplication Duplication: Percentage 10% Copy
Duplicate 1 Packet aut af 20 Duplication: 1 Packet auta..  1/20([5%]
Irifarm Duplication Dhuplication: Lnifarmn Laws 1to b0 Delete
Dhuplication if not lost Logz [1 out of M) then Dupl... 1100817
] Lozz: Congtant Law M

o Save

Rename: to rename the Law. This button should be used to change the Law name.
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Copy: this button copies the current selected law at the end of the list with a new name.
The following example shows the new list-box after copying the existing Uniform Loss
law:

Lizt of the defined Lozs & Duplication Law

Save

Lava Mame Law Type Range A Mew Law
Percentage of Lozs Lozs: Percentage 18%

Longe 1 Packet aut af 10 Logz: 1 Packet out of M 1A010%] Flemanme
% of Lozs & Time Logz: Percentage & Duration M,

F.[Pemcentage & Time] Logz: File [Percentage & D M/, m
Percentage of Duplication Duplication: Percentage 10% -
Duplicate 1 Packet aut af 20 Duplication: 1 Packet auta..  1/20([5%] Delete
Inifarm Duplication Dhuplication: Unifarmn Laws 1to b0

Drupliczation if nok lost Logs [1 out of M) then Dupl... 110081

Copy of Unitorm Lozs Lozz: Uriform Law 1o 100

Delete: this button should be used to remove a Law from the current list.
First select in the list-box the law to delete and then press the Delete button. A
confirmation window is then displayed:

NetDisturb Client X

\‘:,p Lo wou confirm that you want to delete the law "Copy of Uniform Loss"?

Yes Mo |

Save: to save all changes related to the laws.
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7.4.3.2.2 Select a law and define its parameters

Once a law has been created, then you can define or modify the parameters of the law:

The first step is to choose the law type amongst the list of the pre-defined Content
Impairment laws. Then there are 4 tabs to define and to help the user to set up the
parameters of the selected law.

- (tab 1) General (explaining how does the impairment law work)
- (tab 2) Law Parameters
- (tab 3) Mathematical Theory (only available with Loss & Duplication Laws

using a mathematical law). This tab gives some details on the theory
of the mathematical law used.

= Select a type of law
A combo box allows selecting a law among the following pre-defined laws:

e Loss: Constant law
Parameter: number of packets

e Loss: Uniform law
Parameters: alpha, beta, threshold

e Loss: Burst Uniform law
Parameters: alpha, beta, threshold(n), threshold(n + x), depth

e Loss: File (Loss Values)
Parameters: filename, threshold

e Loss: Percentage
Parameter: percentage

e Loss: 1 Packet out of N
Parameter: range(N)

e Loss: Percentage & Duration (time-limited loss percentage)
Parameters: percentage, duration

e Loss: File (Percentage & Duration)
Parameters: percentage, filename

e Duplication: Percentage
Parameters: percentage, Min < n < Max

e Duplication: 1 Packet out of M
Parameters: range(M), Min < n < Max

e Duplication: Uniform Law
Parameters: alpha, beta, threshold

e Loss (1 out of N) then Duplication (1 out of M): the loss law (1 out of N) is
used first before the duplication law (1 out of M)
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= The “General” tab (tab 1)
Details on the law type chosen and on the way to choose the parameters are provided
on this tab as shown on the figure below:

General | | I athemnatical Theary |
Howe does it work,
The Lozs law [1 aut of N] iz used before the Duplication law (1 aut of M),

Four parameters muszt be defined by the uzer:
- Lozs Range [M)

- Duplication B ange (]

- Minimurm Duplication

- M asimnurn Duplication

Loszs (1 aut of NI this law allows loging 1 packet far M received packets. The lost packet is
the Mth received packet. The value of N must be between 2 and 100,000,000,
For thiz lawv, 1 parameter iz uzed: Lozs Fange (M)

Duplication [1 out of kM); the duplication of packets enables to transmit the same received
packet several times,

The duplicated packets are just ingerted after the onginal packet to be transmitted.

The value of M must be between 2 and 100,000,000,

The ariginal packet iz duplicated the number of times defined by a random zelection in the
" inimum Duplication' and "M aximum Duplication’ range parameters.

When Minimurn Duplication' iz equal to Maximum Duplication’, all eligible packets far the

procezs of duplication are copied the same number of times.

For thiz law. 3 parameters are uged; Duplication Range [#]. Minimurn Duplication and

M axirnurn Duplication.

= The “Law Parameters” tab (tab 2)
This tab is described for each law type here after.

= The “Mathematical Theory” tab (tab 3)
This tab is available with the following laws only:
- Loss: Uniform Law
- Loss: Burst Uniform Law
- Duplication: Uniform Law
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This tab provides the main explanations of the mathematical theory of the law as

shown on the figure below:
| | kathematical Theary |

Distribution of Unifarm Law is:

1
)= ———— Jor Alpha < x < Beta
) Beta — Alpha

Fixd =10 Jor x < Alpha or x> Bata

where Alpha is the inferior parameter and Beta the superiar one.

L
*

Heta-alpha

Density

& 5
Aloha Bets
Yalles
“falues between Alpha and Beta have the same probabilty to be
drawn =1/ (Beta — Alpha)

= Action buttons
The "Loss & Duplication Laws" window handles a temporary list of laws until the user
press the OK or Cancel button.

Button Action
Restore Defaults ... Reset all parameters of the current law.
OK Save all modifications made if you didn't save them

before. Moreover, the selected law in the list of the
defined laws becomes the selected law in the combo-
box of the IP Flow window.

Cancel Ignore all modifications made if you didn't click on the
Save button before. In that case, the last law selected in
the combo-box of the IP Flow window is kept.

How to create a new Loss & Duplication Law:

1. Click on the "New Law" button,

2. Then click on the “Rename” button to modify the name of the law.

3. Choose one of the pre-defined law in the combo box

4. Select the "Law Parameters" tab,

5. Enter law parameter(s). The "General" tab and the "Mathematical Theory" tab
contain information that can be useful to define the parameters.

6. Press the “Save” button to save the changes and to continue to create or modify

other laws.
7. Press “OK” to quit the “Loss & Duplication Laws” window and to select this new law
as the law to be applied on the corresponding IP Flow.
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7.4.3.3 Loss: Constant Law

When this law is selected, the NetDisturb driver will lose the number of packets defined.

NetDisturb Client - Loss & Duplication Laws

Lizt of the defined Loss & Duplication Law

Law Mame Law Type Range MHew Law
[More]
Lawl Lozs: Constant Law NA&

Rename
Copy

Delete

Save

Select a law and define its parameters

Select a twpe of law: |LUSS: Constant Law

| Law Parameters | M athermatical Theory
Law Parameters

Filename:

UL B

# packets:

THTT

Calculated Range: Mot Applicable

Restore Defaults ..

Ok | Cancel |

For this law, only one parameter must be defined: # packets
A button with the label "To lose N packets" is displayed that the user can activate. Each
time this button is pressed, the next N packets of the IP flow are lost. When pressed, this
button remains disabled as long as the number of packets to be lost is not reached.

b azk [+ Trigger] Logz & Duplication Law Delay & Jitter Law

(Mask1

j ||-':'S j |[N|:|ne]
| @ | (Maone]

# Incaming Packets 1] W 0[0.0%] # Delaped Packets

Packets

&
Je

0[0.0%]

|ﬂ4nmzﬂ
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7.4.3.4 Loss: Uniform Law

When this law is selected, a uniform distribution of numbers contained between the Alpha
and Beta values is computed and stored in a table. This table and the threshold (also
supplied by the user) are then transmitted to the NetDisturb driver.

NetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Law Mame Law Type Fange Mew Law
[Mone]
Law1 Lass: Unifarm Law 1ta10
Copy
Delete
Save
Select a law and define its parameters
Select a type of law: |Loss: Uriform Law ﬂ
| Law Parameters |
Law Parameters
Filename: |
filpha: 1
Beta: n must be > Alpha
Threshold: B

Calculated Range: From 1 to 10

Information on mathematical law values generated
The minimum value iz 1
The maximurn swalue iz 10
The probability of each value between Alpha and Beta is around: 11.1111%.
If not between Alpha and Beta, the probability of & value iz null

Restare Defaults ...
(]9 | Cancel |

The NetDisturb driver picks a number in the table (see also 7.4.3.1) for each selected
packet. If this number is greater or equal than the threshold, then the packet is lost.

The mathematical function used is (see the Uniform Law in Part 10 for more information):

Uniform law on (e, ) range
f(x)=1/(f-a) ifa<x<p
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range

Beta: max value of the range

Threshold: if the number calculated by the law is greater or equal than the
Threshold value, the packet is lost.
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An additional area, called “Information on mathematical law values generated” is available
with this law. Here are provided some information about the minimum and maximum
values. The mathematical law generates these values using the user-defined parameters.

Moreover, the probability of each value that can be generated is also shown.

Information on mathematical law walues generated
The minirmum walue iz 1
The masirmur walus iz 10

The probability of each value between Alpha and Beta iz around: 11. 11112

IF not between Alpha and Beta, the probability of a value iz null

7.4.3.5 Loss: Burst Uniform Law

NetDisturb Client - Loss & Duplication Laws

List of the defined Loss & Duplication Law

Law Mame Law Type Fange
[Mane)
Law Loss: Burst Uniform Law Tt 10

Select a law and define itz parameters

ST R WETR | oz B urst U niform Law

Mew Law

Fename
Copy

Delete

Save

==
[fem
_com |
[oea
=

Law Parameters |
Laws Parameters

Filename: |

Alpha: ’1—

Beta: ’10— izt be » Alpha
Threshold [n]: N

Threshold [r+x]: 2

Depth: ’5—

Calculated Range: From 1 to 10

Infarmation on mathematical law values generated
The minimum walue iz 1
The masimum value iz 10
The probability of each value between Alpha and Beta iz around: 11.1111%.
If not between Alpha and Beta, the probability of a wvalue is null

Restore Defaults ...

ok Cancel |

When this law is selected, the loss of packets is uniformly distributed with burst of loss
enabled. The burst is limited by the Depth parameter: this is a set of consecutive packets.

When the law generates a value equal or greater than the Threshold(n) parameter, the
first packet of the set of packets is lost.
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For the next packets of the set, the value of the law is compared to the Threshold(n+x)
parameter until the law generates the no loss value, or when the number of lost packets
equals the Depth value.

As for the Uniform Law, the Burst Uniform Law calculates a table of numbers uniformly
distributed between Alpha and Beta. This table is transmitted to the NetDisturb driver
with two thresholds T1 (Threshold (n)) and T2 (Threshold (n+x)) and the Depth value
(D).

The T1 threshold is the first loss factor. The T2 threshold is the second loss factor, used
in correlation with T1 and for a maximum number of packets defined by the D parameter.
T2 may be greater or lower than T1. This law allows generating burst losses. Processing
is applied as follows:

= The NetDisturb driver picks a number from the table for each packet (see also
7.4.3.1)
= For the packet n, the NetDisturb driver picks one number from the table (current
number) and loses this packet if this number is greater or equal than T1.
= If the packet n is lost, the following packets (up to n+D) will be lost if the picked up
number is superior to T2. This threshold (T2) is used to process the following D
(depth) packets with the following rules:
e |f the packet n+i (with i < D) is not lost, the threshold comes back to T1 (the burst
loss is stopped).
e |If the packets (from n+1 up to n+D) are all lost, the threshold comes back to T1
(the burst loss is stopped).

The mathematical function used is (click on the “Mathematical Theory” tab or see the
Uniform Law in Part 10 for more information):

Uniform law on («, #) range

fx)=1/(f-a) ifa<x<pf
f(x)=0 else

For this law, five parameters are defined:

- Alpha: min value of the range
- Beta: max value of the range
- Threshold(n): first loss factor

- Threshold(n+x): second loss factor

- Depth: burst limit

An additional area, called “Information on mathematical law values generated” is available
with this law. Here are provided some information about the minimum and maximum
values. The mathematical law generates these values using the user-defined parameters.
Moreover, the probability of each value that can be generated is also shown.

Information on mathematical law values generated
The minimum value iz 1
The masimurm value iz 10
The probahbility of each value between Alpha and Beta is around: 1111112
If not between dlpha and Beta, the probability of a value is null
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7.4.3.6 Loss: User-defined File

NetDisturb Client - Loss & Duplication Laws

Ligt of the defined Loss & Duplication Law

Law Mame Law Type Fange Mew Law

[Mone]

Lawl Loss: File [Loss Yalues] NAA Fename

Copy

Delete

Save

Select alaw and define itz parameters

Select a type of law: |Lu:u$$: File [Losz Walues]

| Law Parameters | kM athematical Theomy |
Law Parameters

MR

Filename: |DneF‘erTen.t:-:t Browse
Threzhold:

T

Calculated B ange: Mot Applicable

ResereDeails |
ak | Cancel ‘

When this law is selected, the loss values are extracted from the user-defined file. This
file must be a text file.

Losses are expressed in integer positive number. Separators used for decoding are End
of Line (CR or CR-LF), semicolon, coma, and tab or space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of
Line (CR or CR-LF).

To assure performance, the file is read in one shot and stored in memory at law selection
time. The values of the file are used to load the table transmitted to the NetDisturb driver.
In order to not overload the memory resources, maximum read number of loss values is
limited to 40 960.
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If the file size exceeds the table size, only the part that can be memorized will be read.
The rest of the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning to
complete the table.

The NetDisturb driver picks a number in the table (see also 7.4.3.1) for each selected
packet. If this number is greater or equal than the threshold, then the packet is lost. When
the end of the file is reached, the NetDisturb driver restarts with the beginning of the file
in a circular way.

The file sample (OnePerTen.txt) illustrates a loss of 1 packet for 10 packets sent when
the Threshold value Tis 0 < 7< 100.

(The content of the file OnePerTen.txtis:0 0 0 0 0 0 0 0 0 100)

- For any Threshold value greater than 1 and smaller or equal than 100, only the
10™ packet is lost.
If the Threshold value is greater than 100, no packet is lost.

If the Threshold value is 0, all packets are lost.

Here is another example of the impact of the threshold value. The content of the file is: 10
20 30 40 50 60 70 80 90 100

Packet # Value Lost result with Value Lost result with Value Lost result with
extracted | Threshold =95 | extracted | Threshold =50 | extracted | Threshold =15
1 10 Continue 10 Continue 10 Continue
2 20 Continue 20 Continue 20 LOST
3 30 Continue 30 Continue 30 LOST
4 40 Continue 40 Continue 40 LOST
5 50 Continue 50 LOST 50 LOST
6 60 Continue 60 LOST 60 LOST
7 70 Continue 70 LOST 70 LOST
8 80 Continue 80 LOST 80 LOST
9 90 Continue 90 LOST 90 LOST
10 100 LOST 100 LOST 100 LOST
11 10 Continue 10 Continue 10 Continue
12 20 Continue 20 Continue 20 LOST
13 30 Continue 30 Continue 30 LOST
14 40 Continue 40 Continue 40 LOST
15 50 Continue 50 LOST 50 LOST
16 60 Continue 60 LOST 60 LOST
17 70 Continue 70 LOST 70 LOST
18 80 Continue 80 LOST 80 LOST
19 90 Continue 90 LOST 90 LOST
20 100 LOST 100 LOST 100 LOST
21 10 Continue 10 Continue 10 Continue

y

Continue means the packet is not lost and may be handled by the Delay & Jitter Law if
defined and/or may be handled by the Content Impairment Law if also defined
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7.4.3.7 Loss: Percentage

MetDisturb Client - Loss & Duplication Laws

Lizt of the defined Lozs & Duplication Law

Laws Mame Law Type
[Mone]
Law Loss: Percentage

Select a law and define itz parameters

MHew Law

Rename
Copy

Delete

Save

Select a tupe of law: |Loss: Percentage

| Law Parameters | M athematical Theany
Law Parameters

Filerarme: |

Percentage: ,121—
,_
,_
,_
,_

Calculated Range: 12%

ok

Restore Defaults ...

L e

Cancel ‘

When this law is selected, a percentage of packets are lost and the packets to lose are

randomly selected.

The percentage of lost packets is calculated on the basis of 100 received packets or a
multiple of 100. For this reason, the percentage indicated has to be 1 or 2 consecutive
digits, i.e. 12% and 0.00056% are allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified then all the packets are lost.

The value of the percentage must be bounded between 0.00000001% and 100%, and the

lost packets are selected in a random way.

© ZT1 1998-2008

Page 107/194



NetDisturb Part 7 Using the NetDisturb Client

7.4.3.8 Loss: 1 Packet out of N

NetDisturb Client - Loss & Duplication Laws

Lizst of the defined Lozs & Duplication Law

Lav Mame Law Type Range Mew Law
[Mane)
Law1 Loss: 1 Packet out of M 1/5 [20%)] R —

EET=
=
_Com |
[ |
_ser |

Caopy

Delete

Save

Select a law and define its parameters

Select a type of law: || N R = e

Law Parameters | M athematical Theary

Law Parameters

Filename:
Fange [M]:

T

Calculated Range: 1/5 [20%])

Restore Defaults ..

(1] 8 Cancel |

This law allows loosing 1 packet out of N received packets.

The lost packet is the Nth received packet, i.e. considering N is 5, then the 5", 10", 15"
... packet and so on are lost.

The value of N must be between 2 and 100,000,000.
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7.4.3.9 Loss: Percentage & Duration

MetDisturb Client - Loss & Duplication Laws

Lizgt of the defined Loss & Duplication Law

Law Mame Law Type Range Mew Law
[Maone]
Law1 Lozz: Percentage & Duration M,

Rename
Copy

Delete

Save

Select a law and define itz parameters

Select a type of law: |L|:|ss: FPercentage & Duration

| Law Parameters | b athematical Theomy |
Law Parameters

Packet Losz of # during millizeconds.

Packet Lozs of 10% dunng 20000 milizeconds to be fallowed by a
Packet Logzz of 0% dunng 120000 milizeconds to be followed by a
Packet Lozs of 5% dunng 10000 miliseconds to be followed by a
Packet Lozs of 8% dunng 5000 millizeconds

L ED L) e el

Calculated Range: Mot Applicable

QK Cancel |

When this law is used, a percentage of packets are lost and the packets to lose are
randomly selected. This loss is done for a defined duration.

You can define up to 50 successive doublets: <% Packet loss, Duration> that NetDisturb
will process.

The percentage of lost packets is calculated on the basis of 100 received packets or a
multiple of 100.

For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12% and
0.00056% are allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified then all the packets are lost.

The value of the percentage must be bounded between 0.00000001% and 100%, and the
lost packets are selected in a random way.
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7.4.3.10 Loss: File (Percentage & Duration)

MetDisturb Client - Loss & Duplication Laws

Lizgt of the defined Loss & Duplication Law

Law Mame Law Type Range Mew Law
[Maone]
Law1 Lozz: File [Percentage & D... M,

Rename
Copy

Delete

Save

Select a law and define itz parameters

J L[l

Select a type of law: |L|:|ss: File [Percentage & Duration)

| Law Parameters | b athematical Theomy |
Law Parameters

Filenarme: |PercentageLossAndDuratiu:nnS ample. tut

T

Calculated Range: Mot Applicable

[ vt

oK ‘ Cancel |

When this law is used, the loss and duration values are extracted from the user-defined
file. This file must be a text file.

The percentage of lost packets is calculated on the basis of 100 received packets or a
multiple of 100. For this reason, the percentage indicated has to be 1 or 2 consecutive
digits, i.e. 12% and 0.00056% are allowed BUT NOT 10.2% or 0.00506%.

Duration is expressed with an integer positive number and in milliseconds. Separators
used for decoding are End of Line (CR or CR-LF), semicolon, coma, and tab or space
characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of
Line (CR or CR-LF).
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To assure performance, the file is read in one shot and stored in memory at law selection
time. The values of the file are used to load the table transmitted to the NetDisturb driver.
In order to not overload the memory resources, maximum read number of loss and
duration values is limited to 200 couples of values.

If the file size exceeds the table size, only the part that can be memorized will be read.
The rest of the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning to
complete the table.

The file sample (PercentageLossAndDurationSample.txt) illustrates a gradual loss from
5% to 50 %. Each step is applied during 10 seconds, except for the maximal loss value
(50%) and the minimal one (0%), which are applied during 20 seconds.

Loss Value Corresponding Duration
extracted Value extracted
5 10000
10 10000
15 10000
20 10000
25 10000
30 10000
35 10000
40 10000
45 10000
50 20000
45 10000
40 10000
35 10000
30 10000
25 10000
20 10000
15 10000
10 10000
5 10000
0 20000
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7.4.3.11 General Rules concerning the Duplication of Packets
This paragraph details some general terms used to describe the Duplication of packets.

7.4.3.11.1 What does Duplication mean with NetDisturb
The duplication refers to the action to send more than once the same packet. If the packet

N should be duplicated, the packet N is sent at least twice consecutively.

7.4.3.11.2How many times is a packet duplicated

The Minimal Duplication and Maximal Duplication parameters help to select the number of
times the packet should be duplicated. When those parameters have the same value, the
number of duplications is constant. Otherwise, the number of duplications is randomly
selected, where the smallest value is “Minimal Duplication” and the highest value is
“Maximal Duplication”.

7.4.3.12 Duplication: Percentage

MetDisturb Client - Loss & Duplication Laws

Lizt of the defined Loss & Duplication Law

Law Marne Law Type Range Mew Law

[Mone]
Law1 Duplication: Percentage 9% Rename

[
===
_com |
[ |
s |

Copy

Delete

Save

Select a law and define itz parameters

== e N E PR D uplicstion: Percentage

Lavs Parameters | Mathernatizal Theory
Laws Parameters

Filznarme:
Percentage:
Minimum Duplication: |1

b amimum Duplication:; |3

T

Calculated R ange: h¥

Restore Defaults .

Ok Cancel |

The duplication of packets enables to transmit the same received packet several times.
The duplicated packets are just inserted after the original packet to be transmitted.
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The Percentage of duplicated packets is calculated on the basis of 100 received packets
or a multiple of 100.

For this reason, the percentage indicated has to be 1 or 2 consecutive digits, i.e. 12% and
0.00056% are allowed BUT NOT 10.2% or 0.00506%. If the value of 100% is specified
then all the packets are duplicated.

The value of the percentage must be bounded between 0.00000001% and 100%, and the
packets to duplicate are selected in a random way.

The original packet can be duplicated for a number of times defined by a random
selection in the 'Minimum Duplication' and 'Maximum Duplication' range parameters.
When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets
during the process of duplication are copied the same number of times.

Here are a few examples:

- If the Percentage is 10, 10 packets are duplicated each 100 received packets.

- If the Percentage is 5, 5 packets are duplicated each 100 received packets.

- If the Percentage is 2.5, 25 packets are duplicated each 1,000 received packets.

- If the Percentage is 0.012, 12 packets are duplicated each 100,000 received packets.

See also paragraph 7.4.3.11 for the general rules and terms relevant to the duplication of
packets.
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7.4.3.13 Duplication: 1 Packet out of M

NetDisturb Client - Loss & Duplication Laws

Ligt of the defined Lozz & Duplication Law

Law MNarme Law Type Range Mew Law
[Mane]
Law1 Duplication: 1 Packet out o, 1/9[17.7... E—

Copy

Delete

Save

Select alaw and define it parameters

Select a type of law: |Dup|ication: 1 Packet out of M

| Law Parameters | b atheratizal Theary
Laws Parameters

1) e e

Filenarme:

Fiange [M]: q
tinimum Duplication; |1
b amimum Duplication; |3

—
—

Calculated Range: 1/9[11.11%)

Restore Defaults ...
OF. | Cancel ‘

This duplication of packets enables to transmit the same received packet several times.
The duplicated packets are just inserted after the original packet to be transmitted.

This law duplicates 1 packet out of M received packet and the packet to be duplicated is
the Mth received packet.

The Range (M) parameter indicates which packet is going to be duplicated i.e.
considering M is 9, then the 9", 18", 27" packet and so on are duplicated.
The value of M must be between 2 and 99,999,999.

The original packet can be copied the number of times defined by a random selection in
the 'Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets
during the process of duplication are copied the same number of times.

See also paragraph 7.4.3.11 for the general rules and terms relevant to the duplication of
packets.
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7.4.3.14 Duplication: Uniform Law

The duplication of packets enables to transmit the same received packet several times.
The duplicated packets are just inserted after the original packet to be transmitted.
The decision to duplicate a received packet is made by using the uniform law.

If the value calculated by the law is equal or greater than the Threshold parameter, then
the packet is duplicated.

The original packet is duplicated the number of times defined by a random selection in the
'Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication', all the eligible packets
during the process of duplication are copied the same number of times.

MNetDisturb Client - Loss & Duplication Laws

Lizt of the defined Lozs & Duplication Law

Law Mame Law Type Range Mew Law
[Mone)

Lawl Duplication: Unifarmn Law Tto10

[eatar]

Rename
_Com |
[o==5
_see |

Save

Copy

Delete

Select a law and define its parameters

Select a type of |aw: AR =E= e KIS v VN =T

Law Parameters |
Law Pararneters

Filename: | |
Alpha: 1
Beta: 10 muzt be > Alpha

tdimimum Duplication: |1
b awimum Duplication: |2
Threzhold: 3]

Calculated Range: From 1 to 10

|nformation on mathematical law value: generated
The minimurm walue iz 1
The masimum value iz 10
The probability of each value between Alpha and Beta iz around: 1111113,
If hiot between Alpha and Beta, the probability of a value is null

Restore Defaults ..

ak. Cancel |
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When this law is selected, a uniform distribution of numbers between the Alpha and Beta
values is computed and stored in a table. This table and the Threshold value are then
transmitted to the NetDisturb driver.

The NetDisturb driver picks a number in the table for each selected packet. If this
number is greater or equal than the Threshold, then the packet is duplicated.

The mathematical function used is (click on the “Mathematical Theory” tab or see the
Uniform Law in Part 10 for more information):

Uniform law on («, ) range

fx)=1/(p-a) ifa<x<p
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range

Beta: max value of the range

Threshold: if the number calculated by the law is equal or greater than the
Threshold value, the packet is duplicated.

See also paragraph 7.4.3.11 for the general rules and terms relevant to the duplication of
packets.

An additional area, called “Information on mathematical law values generated” is available
with this law. Here are provided some information about the minimum and maximum
values. The mathematical law generates this values using the user-defined parameters.
Moreover, the probability of each value that can be generated is also available.

Information on mathematical law values generated
The minimunn walue iz 1
The maximum value is 10
The probability of each value between Alpha and Beta iz around: 11.1111%.
If ot between Alpha and Eeta, the probability of a value is null
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7.4.3.15 Loss (1 out of N) then Duplication (1 out of M)
The Loss law (1 out of N) is used before the Duplication law (1 out of M).

Loss (1 out of N): this law allows losing 1 packet for N received packets. The lost packet
is the Nth received packet. The value of N must be between 2 and 100,000,000.

For this law, 1 parameter is used: Loss Range (N). Refer to paragraph 7.4.3.8 Loss: 1
Packet out of N for more details.

Duplication (1 out of M): the duplication of packets enables to transmit the same
received packet several times. The duplicated packets are just inserted after the original
packet to be transmitted. The value of M must be between 2 and 100,000,000.

The original packet is duplicated the number of times defined by a random selection in the
'Minimum Duplication' and 'Maximum Duplication' range parameters.

When 'Minimum Duplication' equals 'Maximum Duplication’, all the eligible packets for
the process of duplication are copied the same number of times.

For this law, 3 parameters are used: Duplication Range (M), Minimum Duplication and
Maximum Duplication. Refer to paragraph 7.4.3.13 Duplication: 1 Packet out of M for

more details.
ot clen oo upator o

Ligt of the defined Loss & Duplication Law

Law MName Law Type Fange Mew Law

[Mane]

Law Lozs [1 out of M) then Dupli..  1/5& 1410 E—
Copy
Delete
Save

Select a law and define itz parameters

S ENC W R oss (1 out of M] ther Duplication [1 out of M)

| Law Parameters | athematical Theory
Law Parameters

Filename:

Lozz Range [M):
Duplication Range [M]: {10
Minirum Duplication: |1

Mamimum Duplication: |3

T

Calculated Range: 1/5 %110

Restare Defaults ..
Ok | Cancel |

Let's take an example of 100 packets received with Loss Range(N) = 10 and
Duplication Range(M) = 20.

© ZT1 1998-2008 Page 117/194



NetDisturb Part 7 Using the NetDisturb Client

The lost packets are the 10", the 20™, the 30™, the 40" ... the 100™.

The duplicated packets are the 22" (because packet #10 and #20 have been lost), the
44™ (because packet #30 and #40 have been lost and because the first packet of the next
set of 20 none lost packets is the 23'), the 66™ (because packet #50 and #60 have been
lost, and the first packet of this 20 packet set is the 45™) and the 88" (because packet #70
and #80 have been lost with a 20 packets set starting at 67™).

See also paragraph 7.4.3.11 for the general rules and terms relevant to the duplication of
packets.

7.4.4 The Delay & Jitter Law Configuration

NetDisturb can delay the IP packets following a mathematical law configured by the user
or using values extracted from an input file. These values apply to the IP packets
matching to the selected mask, if a loss law hasn’t previously lost the packets.

If the value is constant, it is a Delay. When values vary, that is the case with mathematical
laws, it is a Delay & Jitter value.

Up to 100 Delay & Jitter Laws can be created. The Default.wsx context file copied by the
NetDisturb installer contains the following laws:

Combo-box Comment area Description

(None)

(None)

With this option, no delay or jitter is applied
to the IP flow.

Constant delay

Constant Delay

A 20 ms delay is applied to IP packets

Exponential jitter

Constant Delay &
Exponential Jitter

Delay & Jitter to apply: from 20 to 21 ms.
The delay is 20 ms and the jitter varies from
0to 1 ms.

Uniform jitter

Constant Delay & Uniform
Jitter

Delay & Jitter to apply: from 3 to 102 ms.
The delay is 2 ms and the jitter varies from 1
to 100 ms.

Constant Delay & | Constant Delay & File | The file Random_delay.txt contains jitter
F.(Jitter) (Jitter) values to add to the constant 10 ms delay.
F.(Minimum Cadences) File  (Packet Sending | The file RandomValues.txt contains values

Minimum Cadences)

used as Delay & Jitter.

Router Simulation with
Delay

Router Simulation &
Constant Delay

Constant delay = 20 ms
IP Throughput = 1000 Kb/s
Max memory = 500 KB

Router Simulation &
F.(Cadences)

Router Simulation & File
(Packet Sending Minimum
Cadences)

IP Throughput = 1000 Kb/s
Max memory = 250 KB

Delay & Jitter values are extracted from a
user file (RandomValues.ixt).

Delay & F.(Throughput,
Time)

Constant Delay & File
(Throughput, Duration)

Constant delay = 250 ms

Throughput values and Duration of the
Throughput values are extracted from a user
file (ThroughputAndDurationSample.txt).
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7.4.41 Delay & Jitter Law and the Working Mode

Working Mode: Laws apply to the IP Flow

When a Delay & Jitter Law is selected for a given IP Flow, the law applies to all
packets matching the mask that haven’t been lost. For each packet, a new Delay &
Jitter value is extracted from the law or from the file, depending on the type of law
selected. These values are stored in a global table by the NetDisturb driver. When
the table is empty, the NetDisturb Server provides a new table to the NetDisturb
driver with new values provided by the law or the file. The value is the number of
milliseconds the packet is delayed.

Working Mode: Laws apply to each TCP/UDP connection of the IP Flow

When a Delay & Jitter Law is selected for a given IP Flow, the law applies to all
packets matching the mask that haven’t been lost.

These values are stored in a table maintained by the NetDisturb driver.

The NetDisturb Server provides the table once to the NetDisturb driver with
values provided by the law or extracted from the file. The NetDisturb driver loops
on values from this table: when the end of the table is reached, NetDisturb driver
restarts at the beginning.

If the packet is TCP or UDP, the 5-tuple IP addresses, protocol and ports is used to
classify the packet. Else the IP addresses and protocol are only used.

For each packet, a Delay & Jitter value is extracted from the buffer at the current
index of the packet for the connection i.e. the n™ packet received for the given
connection is delayed by the n™ value of the table. When n reaches the end of the
table, the values extracted restart at the beginning of the table.

7.4.4.2 Delay & Jitter Accuracy

The NetDisturb driver accuracy is +2 milliseconds.

It means that a delay variation of one millisecond between two packets can’t be taken into
account. With such Delay & Jitter, the result is either no Delay & Jitter or a Delay & Jitter
of 2ms at least.

The NetDisturb driver uses the OS timer accuracy to delay the packets. Because
- Windows is not a real-time OS, it may append Windows is not able to wake up the
" NetDisturb driver in the timely manner. In such case, the delay and/or jitter value is

increased unexpectedly.
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7.4.4.3 How to create or edit the Delay & Jitter Law

To create or configure a Delay & Jitter Law click on the “Edit” button at the top or bottom
part of the main window.

kM azk [+ Trigger] Logz & Duplication Law Delay & Jitter Law E:J
|[N one] j | [Mare] j |[N ane] N
[Mane] Edit [Mane] Edit [Mane]
T
# Incoming Packets 1] bl Duﬁgﬁiﬁ: 0[0.0 %] #Delaved Packets 0[0.0%] Ty

The following window is then displayed:

NetDisturb Client - Delay & Jitter Laws

List of the defined Delay & Jitter Law

Law Mame Law Type Range A MewLaw
Congtant Delay Cotgtant Delay 20 mz
Exponential Jitker Constant Delay & Exponent...  20msta 2. 4
Uniform Jitter Constant Delay & Uniform J... 3ms to 10...
Constant Delay & F_[Jitter] Constant Delay & File [Jitter) Mia,
F[tinimurm Cadences) File: [Facket Sending Minim. .. Mia,
Router Simulation with Delay Router Simulation & Consta... MNia,
Router Simul. & F.[Cadences) Router Simulation & File [P.. M
Delay & F.[Throughput, Time) Constant Delay & File [Thro... M b
[

General | Law Parameters | I athematical Theary

Select a law in the defined law lizt or add a new law

(0] | Cancel |

This window allows creating a new law or modifying an existing one.

If "(None)" is selected, only the New Law button is enabled and the tabs to define the
parameters are disabled.
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If you select a preexisting law in the current list-box, then the parameters and the details
about this law can be viewed and the first "General" tab is enabled as in the example
below:

NetDisturb Client - Delay & Jitter Laws

Lizt of the defined Delay & Jitter Law

Select a law and define itz parameters

Law Mame Law Type Range A Mew Law
[Mone] - -

Caonstant Delay Caonstant Delay 20 mz =

E xponential Jitter Constant Delay & Exponent...  20msto 2. sname
Unifarmn Jitker Constant Delay & Uniform J... - 3msto 10, Copy
Conzstant Delay & F.[Jitter) Constant Delay & File [Jitter) [{E

F.[kinimum Cadences) File [Packet Sending Minim... [ E Delete
Router Sirmulation with Delay Router Sirmulation & Congta... [N E

Router Simul. & F.[Cadences) Router Simulation & File [P... [HE

Delay & F_[Throughput, Time) Conztant Delay & File [Thro... [FE b

Select a type of law: | Constant Delay

General | | Mathematical Theory
How does it work
A conztant delay iz applied to all packets relevant to the [P Flovw not previously lost.

One parameter must be defined by the uzer;
- Constant Delay

The Constant Delay iz exprezsed in milizeconds, and all packets will be delayed in 5 constant
manmer withaut jitter.

ak Cancel ‘

This window is composed of two areas:

e List of the defined Delay & Jitter Law: a list-box displays the defined laws and five
buttons allow managing the laws: New Law, Rename, Copy, Delete and Save.

e The first step is to choose the law type amongst the list of the pre-defined Content
Impairment laws. Then there are 3 tabs to define and to help the user to set up the
parameters of the selected law.

- (tab 1) General (explaining how does the impairment law work)
- (tab2) Law Parameters
- (tab 3) Mathematical Theory (only available with Delay & Jitter Laws using a

mathematical law)
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7.4.4.3.1 List of the Delay Laws defined

The list-box displays for each defined law the summary of the characteristics, except for
(None) corresponding to 'No Delay & Jitter Law' selected:

- Law Name: name of the law

- Law Type: the type of Delay law chosen amongst the pre-defined list (more
details available in paragraph 7.4.4.3.2 Select a law and define its
parameters)

- Range: range of values generated by the specified laws.

To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with
'New Law' as name of the law:

Lizt of the defined Delay & Jitter Law

Laws Mame Law Type Range M
Conzstant Delay Constant Delay 20 ms
Ewpanential Jitker Constant Delay & Exponent..  20msto 2. Flemanme
[ rifarrn Jitter Conztant Delay & Unifarm J... 3mzto 10,
Constant Delay & F.[Jitter] Conztant Delay & File [Jitter] M/, Copy
F.[Minimum Cadences) File [Packet Sending kirim... Mt
Rauter Simulation with Delay Raouter Simulation & Consta... M4, Delete
Raouter Simul. & F.[Cadences) Fouter Simulation & File [F... M,
Delay & F.[Throughput, Time] Conztant Delay & File [Thro... M/,

Constant Delay hl Save

Then click on 'New Law' label to rename this entry or press the Rename button:

Lizt of the defined Delay & Jitter Law

Lava Mame Law Type Range A Mew Law
Exponential Jitker Constant Delay & Exponent... 20mzto 2.
[ riifarrn Jitter Conztant Delay & Unifarm J... 3mzta 10, Flemanme
Congtant Delay & F.[Jitter] Conztant Delay & File [itter] M,
F.[Minirmum Cadences] File [Packet Sending kinim... M/, Copy
Router Simulation vith Delay Router Simulation & Consta... Mt
Rauter Simul. & F.[Cadences) Rauter Simulation & File [P... M4, Delete
Delay & F.[Throughput, Time] Conztant Delay & File [Thro... M,
Y Lam Constant Delay 20 mz

o Save

Rename: to rename the Law. This button should be used to change the Law name.
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Copy: this button copies the current selected law at the end of the list with a new name.
The following example shows the new list-box after copying the existing Exponential Jitter

law:

Lizt af the defined Delay & Jitter Laws

Law Mame

Congtant Delay

Ewponential Jitker

Iriform Jitter

Constant Delay & F.[Jitter]
F.[Minirmum Cadences]

R aouter Simulation with Delay
Fouter Simul. & F.[Cadences]
Delay & F.[Throughput, Time]

Copy of Exponential Jitker

Save

Law Type Fange A MewLaw
Consztant Delay 20 mz

Conztant Delay & Exponent... 20msto 2. =
Constant Delay & Uniform J... Imeto 10... ﬂ
Constant Delay & File [Jitker) Mt Copy
File [Packet Sending kinim... M,
Fouter Simulation & Consta... Mt Delete
Fouter Simulation & File [P... Mt

Constant Delay & File [Thro... Mt

Constant Delay & Exponent...  20msto 2.

Delete: this button should be used to remove a Law from the current list.
First select in the list-box the law to delete and then press the Delete button. A
confirmation window is then displayed:

NetDisturb Client X

-

:.:j Do wou confirm that wou want to delete the law "Copy of Exponential Jitker'?

w |

Save: to save all changes related to the laws.
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7.4.4.3.2 Select a law and define its parameters

Once a law has been created, then you can define or modify the parameters of the law:

The first step is to choose the law type amongst the list of the pre-defined Content
Impairment laws. Then there are 3 tabs to define and to help the user to set up the
parameters of the selected law.

- (tab 1) General (explaining how does the impairment law work)
- (tab2) Law Parameters
- (tab 3) Mathematical Theory (only available with Delay & Jitter Laws using a

mathematical law). This tab gives some details on the theory of the
mathematical law used.

= Select a type of law
A combo box allows selecting a law among the following pre-defined laws:

e Constant Delay
Parameter = constant delay

¢ Constant Delay & Exponential Jitter
Parameters: constant delay, A

e Constant Delay & Uniform Jitter
Parameters: constant delay, alpha, beta

e Constant Delay & File (Jitter)
Parameters: constant delay, filename

e File (Packet Sending Minimum Cadences)
Parameter: filename

¢ Router Simulation & Constant Delay
Parameters: IP throughput, max memory, constant delay

e Router Simulation & File (Packet Sending Minimum Cadences)
Parameters: IP throughput, max memory, filename

e Constant Delay & File (Throughput & Duration)
Parameters: constant delay, filename
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= The “General” tab (tab 1)
Details on the law type chosen and on the way to choose the parameters are provided on
this tab as shown on the figure below:

General | | bl athematical Theory

How does it worl,

When thiz law iz used, NetDizturb defines the minimum cadence when the packets are to be
zent over the output interface. Thiz iz done without conzidenng the momentz where the
packets were received from the input interface.

Thiz law iz mainly uzed far incoming congtant flow to add a wvaniable jiter defined by the uzer.
One parameter must be defined by the uzer:

- Filename  User File containing the cadence values

The first packet initizlizes the TR time [reception time for packet # 1]. Then the value TS52 iz
calculated as follows: TS2 = TR + D1, where T52 carrezpanding ta the time when the
zecond packet has to be zent over the output interface and D1 corezponding o the first
cadence value read from the file. The second packet iz received at the TRZ time.

[f TRZ < T52 then the second packet iz queued with a delay defined az: TS2-TR2

[f TRZ »=T52 then the second packet iz zent immediately over the output interface.

Then the new value TS3 iz calculated: TS3=T52 + D2 , where T53 comezponding to the
time when the third packet haz to be zent over the output interface and D2 coresponding to
the second cadence walue read from the filevhen the end of the file iz reached, the process
cohtinues and loopz at the beainking aof the file.

Example: the file containz the walues 10, 20... Let's suppoze that the packets are recenved
every 12 me over the input interface. The first packet received iz zent without delay over the
output interface. The zecond packet received is sent without delay. why? Because the
receiving time iz equal to 12 mg after the first packet hasz been received and that's the
cadence iz equal to 10 mz - firgt walue of the file. The third packet iz zent with a & mz delay
after the second packet. "Why? The receiving time iz equal to 24 ms after the first packet has
been received and the cadenice iz equal ta 10 + 20 - zecond value of the file = 30 ms.

And zoon .

= The “Law Parameters” tab (tab 2)
This tab is described for each law type here after.

= The “Mathematical Theory” tab (tab 3)
This tab is available with the following laws only:
- Constant Delay & Exponential Jitter
- Constant Delay & Uniform Jitter

This tab provides the main explanations of the mathematical theory of the law as shown
on the figure below:
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| | b4 athematical Theory |

The probahility density function of the exponential law is
Ae™* x>0
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where >0 isthe parameter of the distribution (the rate parameter).
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The small values are more often generated that big ones.
The more & is big the more the maximum value generated
is small.

The cumulative frequency fram a given value a=0 to a given
value b=a is the integral of 1) in this interval.

= Action buttons

The "Delay & Jitter Laws" window handles a temporary list of laws until the user press the
OK or Cancel button.

Button Action
Restore Defaults ... resets all parameters of the current law.
OK saves all modifications made if you didn't save them

before. Moreover, the selected law in the list of the
defined laws becomes the selected law in the
combo-box of the IP Flow window.

Cancel ignores all modifications made if you didn't click on
the Save button before. In that case, the last law
selected in the combo-box of the IP Flow window is
kept.

How to create a new Delay & Jitter Law:

1. Click on the "New Law" button,

2. Then click on the “Rename” button to modify the name of the law.

3. Choose one of the pre-defined law in the combo box

4. Select the "Law Parameters" tab,

5. Enter law parameter(s). The "General" tab and the "Mathematical Theory" tab
contain information that can be useful to define the parameters.

6. Press the “Save” button to save the changes and to continue to create or modify

other laws.
7. Press “OK” to quit the “Delay & Jitter Laws” window and to select this new law as
the law to be applied on the corresponding IP Flow.
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7.4.4.4 Constant Delay
A constant delay is applied to all packets relevant to the IP Flow not previously lost.

NetDisturb Client - Delay & Jitter Laws

Lizt of the defined Delay & Jitter Law

Law Mame Law Type Range Mew Law

[Mone]

Constant Delay 20 msz

R ename
Copy

Delete

Save

Select a law and define itz parameters

Select a type af law: | Conztant Delay

Law Parameters | b athematical Theory
Lavs Parameters

L)

Filename:

Conztant Delay [mg] |20

Al

Calculated Range:

Restore Defaults ... |

] | Cancel |

The “Constant Delay (ms)” parameter must be defined, and all packets will be delayed in
a constant manner.
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7.4.4.5 Constant Delay & Exponential Jitter

When this law is selected, an exponential distribution of the jitter is computed from the
Lambda parameter. This distribution is stored in a table. This table is then transmitted to
the NetDisturb driver, finally coupled with a Constant Delay (expressed in ms) that will
be added to the calculated jitter.

NetDisturb Client - Delay & Jitter Laws

Lizt of the defined Delay & Jitter Law

Law Mame Law Type Fange Mew Law

Rename
Copy

Delete

Save

Select a law and define itz parameters

Select a tupe of law: |E0nstant Delay & Expanential Jitter

| Law Parameters |
Law Parameters

Filenarne:
Lambda:
Constant Delay [mg]: |20

L el

i

Calculated Range: From 20 ms to 124 ms

Infarmation on mathematical law values generated
The minimurn value is: 0
The maximumn value iz 104

0.005 % of generated values are sitted after the walue: 99

The probability of the integer value |1 [> O)is around: 995742
For a cumulative frequency:

from 1 [integer » 0] equal to |1 % you should chooze a

lambda equal to: 0.0100503

from |1 [integer » 0] ta infinity equal to |1 % you should choose a

lambda equal to: 4.6051702
Restore Defaults ..

K Cancel |

i

The mathematical function used is (click on the “Mathematical Theory” tab or see the
Exponential Law in Part 10 for more information):

Exponential law (1 > 0)
f(x) = Ae ™dx if x>0
f(x)=0 if x<0

For this law, one parameter is defined:
Lambda parameter of the law

An additional area, called “Information on mathematical law values generated” is available
with this law. Here are provided some information about the minimum and maximum
values. The mathematical law generates the values using the user-defined parameters.
Moreover, the probability of each value that can be generated is also available. In order to
help the user to choose the lambda parameter, by giving domain of values and a
cumulative frequency, NetDisturb can give you an approximation of the lambda
parameter.
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Infarmation on mathematical law values generated
The minimum value iz 0
The mazimum value is: 104

0.005 * of generated values are sitted after the value: 99

The probahility of the integer value |1 [> 0] iz around: 9.957 4%
For a cumulative frequency:

from 1 [integer » 0] equal to |1 % vou should choose a

larmbda equal to: 0_01 00503

fram |1 [integer > 0) ba infinity equal ta |1 % pou should choose a

lanbda equal to: 4 6051702

7.4.4.6 Constant Delay & Uniform Jitter

When this law is used, a uniform distribution of jitter values is calculated from the Alpha
and Beta parameters.

This distribution is stored in a table. This table is then transmitted to the NetDisturb
driver, finally coupled with a Constant Delay (expressed in ms) that will be added to the

calculated jitter.
s Clent bty trian

List of the defined Delay & Jitter Law

Law Mame Law Type Range Mew Law
[Maone)
Lawl Constant Delay & Uniform J... 2T msto ..

Rename
Copy

Delete

Save

[ales]
==
_cow |
[Bezz |
s |

Select a law and define ity parameters

= Er e (e =R A E O Constant Delay & niform Jitter

Law Parameters |
Law Paramaters

Filenarne:

Alpha:

Beta:

Constant Delay [ms):

i

Calculated Range: From 21 ms to 120 ms

Infarmation on mathematical law values generated
The minimum value i 1
The masirmunn walue iz 100
The probability of each walue between Alpha and Beta iz around: 1.0101%.
If nat between Alpha and Beta, the probability of a walue is null

Restore Defaults ...

). Cancel |
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The mathematical function used is (click on the “Mathematical Theory” tab or see the
Uniform Law in Part 10 for more information):

Uniform law on («, #) range

f(x)=1/(f-a) if a<x<p
f(x)=0 else

For this law, two parameters are defined:
Alpha min value of the range
Beta max value of the range

An additional area, called “Information on mathematical law values generated” is available
with this law. Here are provided some information about the minimum and maximum
values. The mathematical law generates the values using the user-defined parameters.
Moreover, the probability of each value that can be generated is also available.

Information on mathematical law valies generated
The minimurm value i 1
The maximum value iz 100
The probability of each value between Alpha and Beta iz around: 100101 3.
If ot between Alpha and Beta, the probability of a value i null

7.4.4.7 Constant Delay & File (Jitter)
When this law is selected, the delay rate is obtained from a file.

Total delay applied to the packet = Constant Delay (expressed in ms) + delay read from
the file for this packet.

The Jitter values file must be a text file.

Delays are expressed in integer positive numbers. The unit is the millisecond. The
separators used for decoding are: end of line (CR or CR-LF), semicolon, coma, and tab or
space characters. If a line starts with a sharp (#) character, the rest of the line is ignored
i.e. up to the End of Line (CR or CR-LF).

One Jitter value is picked for each packet handled. When the end of the file is reached,
the NetDisturb driver restarts with the first values of the file.
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NetDisturb Client - Delay & Jitter Laws

List of the defined Delay & Jitter Law

Law Mame Law Type
[Mone)
Lawl Conztant Delay & File [Jitter)

Select a law and define itz parameters

Range

A2

Mew Law

Rename
Capy

Delete

Save

Select a type of law: |C0nstant Delay & File [Jitter)

J L[l

| Law Parameters | Mathematical Theary |
Law Parameters

Filenarne: [itteri DLkt

Conztant Delay [mz):

T

Calculated Fanage: Mot Applicable

Restore Defaults ...

ok |

Cancel |

For performance reasons the file is read in one shot, and stored in memory when the law
IP Flow is set in the Run state. The values are used to load the table transmitted to the
NetDisturb driver. In order to not overload the memory resources, the maximum number

of delays read is limited to 40,960.

If the file size exceeds the table size, only the part that can be memorized will be read.
The rest of the file will be used for the next loading. If the file size is too small to fulfill the
table, fulfilment is done by read back the file from its beginning.
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7.4.4.8 File (Packet Sending Minimum Cadences)

When this law is used, NetDisturb defines the minimum cadence when the packets are to
be sent over the output interface. This is done without considering the moments where
the packets were received from the input interface.

This law is mainly used for incoming constant flow to add a variable jitter defined by the
user. The file containing the values must be a text file. Sending times are expressed by
integer positive numbers (unit is the millisecond).

The separators used for decoding are: end of line (CR or CR-LF), semicolon, coma, and
tab or space characters. If a line starts with a sharp (#) character, the rest of the line is
ignored i.e. up to the End of Line (CR or CR-LF).

NetDisturb extracts the values from the file in a circular way and one value is picked for
each packet handled.

NetDisturb Client - Delay & Jitter Laws

Ligt of the defined Delay & Jitter Law

Law Marme Law Type Range Mew Law
[None]
Lawl File [Packet Sending Mirir. .. MAA E—
Capy
Delete
Save
Select a law and define its parameters
Select a type of law: |Fi|e [Packet Sending Minimum Cadences) j

| Law Parameters | Mathematical Theory |
Law Parameters

Filenarme: |F|andom\~falues.tkt Browse |

T

Calculated Range: Mot Applicable

[Foeboi..

113 | Cancel |

The first packet initializes the TR1 time (reception time for packet # 1).

Then the value TS2 is calculated as follows: TS2 = TR1 + D1, where TS2 corresponding
to the time when the second packet has to be sent over the output interface and D1
corresponding to the first cadence value read from the file. The second packet is received
at the TR2 time.

© ZT1 1998-2008 Page 132/194



NetDisturb Part 7 Using the NetDisturb Client

If TR2 < TS2 then the second packet is queued with a delay defined as: TS2-TR2
If TR2 >= TS2 then the second packet is sent immediately over the output interface.

Then the new value TS3 is calculated: TS3 = TS2 + D2 , where TS3 corresponding to the
time when the third packet has to be sent over the output interface and D2 corresponding
to the second cadence value read from the file.

When the end of the file is reached, the process continues and loops at the beginning of
the file.

Example: the file contains the values 10, 20...

Let's suppose that the packets are received every 12 ms over the input interface. The first
packet received is sent without delay over the output interface.

The second packet received is sent without delay. Why? Because the receiving time is
equal to 12 ms after the first packet has been received and that's the cadence is equal to
10 ms - first value of the file.

The third packet is sent with a 6 ms delay after the second packet. Why? The receiving
time is equal to 24 ms after the first packet has been received and the cadence is equal to
10 + 20 - second value of the file = 30 ms.

And soon ...
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7.4.4.9 Router Simulation & Constant Delay

This law is used to simulate a real network by offering:

¢ Alimited IP Throughput on the output interface in Kbps.

¢ A Constant Delay (to simulate a network transit delay)

e The loss of packets as soon as the virtual output queue is full (the Maximum Memory
parameter expressed in Kilobytes is the virtual output queue size). When the output
queue is virtually full, all new incoming packets are not transmitted to the output
interface.

The example displayed below illustrates the 3 parameters used by the “Router Simulation
& Constant Delay” law: IP Throughput, Maximum Memory and Constant Delay.

NetDisturb Client - Delay & Jitter Laws

Lizt of the defined Delay & Jitter Law

Laws Mame Law Tupe Range Mew Law
[Mone]
Lawrl Router Sirulation & Consta... RES

Fename

[l
=
_com |
Bz |
S |

Copy

Delete

Save

Select a law and defing itz parameters

fot=] Yol R (ol R A Tl oLiter Simulation B Constant Delay

| Law Parameters | b athernatizal Theary
Law Parameters

Filenarne: | |
IF Throughput (Kb/s): [1024
Conztant Delay [mz): W
b amimum Memony KB IEI—
l—
I—

Calculated Range: Mot Applicable

Restore Defaults ...

Ok Cancel |

The output queue is a virtual queue because there isn’'t any real queue associated to the IP Flow.

(continue)
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When the IP Flow is started i.e. when the ‘Run’ button is pressed, the internal remaining size is the
Maximum Memory parameter value.

Each time a packet is received, the internal remaining size parameter is decreased by the packet size.
When the remaining size parameter is 0, the queue is marked as full.

Any new packet is lost until the remaining size becomes positive. When the packet is sent, the relevant
queue size parameter is increased.

In the meantime each packet to send is first moved in the output queue and if needed, the number of
packets delayed is increased.

This is why there may be packets not yet sent when the IP Flow is stopped. Those packets continue to be
sent until the output queue is free.

You shouldn’t be surprised if packets continue to be sent even if no packet has been received: it is in most
cases the output queue that is not yet empty.
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7.4.4.10 Router Simulation & File (Packet Sending Minimum Cadences)

This law is used to simulate a real network by offering:

¢ Alimited IP Throughput on the output interface in Kbps.

e A loss of packets as soon as the output queue is full (the Maximum Memory
parameter expressed in Kb/s is the output queue size). When the output queue is full,
all new incoming packets will not be transmitted to the output interface.

e The minimum cadences (values read from the text file) when the packets are sent over
the output interface whatever the moments when the packets were received from the
input interface (to simulate a real network transit delay). Please refer to the "File
(Packet Sending Minimum Cadences)" Law for more information. The values are
expressed with an integer positive number. The unit is the millisecond. The separators
used for decoding are: end of line (CR or CR-LF), semicolon, coma, and tab or space
characters. One Delay & Jitter value is picked for each packet handled. When the end
of the file is reached, the NetDisturb driver restarts with the first values of the file. If a
line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of
Line (CR or CR-LF)

The example displayed below illustrates the 3 parameters used by the “Router Simulation
& Constant Delay” law: IP Throughput, Maximum Memory and the user defined file
containing the Delay & Jitter values.

NetDisturb Client - Delay & Jitter Laws

List of the defined Delay & Jitter Law

Law Mame Law Type Flange MHew Law
[Nane]
Law Fiauter Simulation & File [P... M .
Copy
Delete
Save
Select a law and define itz parameters
Select a type of law: |Houter Simulation & File [Packet Sending Minimum Cadences) j

| Law Parameters | Mathematical Theary |
Law Parameters

Filename: |Fland0mVaIues. 8 Browse |
IP Throughput (Kbfg): (1024
Marirmum Memory (KB]:

=

[

Caloulated Ranae: Mot Applicable

Restore Defaults ...

QK. | Canecel |
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7.4.4.11 Constant Delay & File (Throughput & Duration)

This law is used to change the output throughput from time to time. It is a throughput
simulation law where the throughput varies.

The throughput and the duration of the throughput are positive and integer values. The
values are extracted from the user-defined file. This file must be a text file.

Separators used for decoding are End of Line (CR or CR-LF), semicolon, comma, tab or
space characters.

If a line starts with a sharp (#) character, the rest of the line is ignored i.e. up to the End of
Line (CR or CR-LF)

There are a couple of values to read:

e The first value is the throughput. The unit of the throughput is the Kbps.

e The second value read is the duration of the throughput. The duration unit is the
millisecond.

To assure performance, the file is read in one shot and stored in memory at law selection
time. The values extracted from the file fill a table transmitted to the NetDisturb driver. In
order to not overload the memory resources, the maximum read number of values is
limited to 40,960 i.e. 20,480 couples.

If the file size exceeds the table size, only the part that can be memorized will be read.
The rest of the file will be used for the next loading.

If the file size is too small to fulfill the table, the file is read again from the beginning to
complete the table.

The NetDisturb driver extracts a couple of values from the table to get the throughput to
apply and its duration. When the duration expires, the next couple of values is extracted
from the table, and so on.

A constant delay can be added to each packet, to simulate the network delay, for example
the satellite upload or download frame delay.
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MetDisturb Client - Delay & Jitter Laws

Lizt of the defined Delay & Jiter Law

Law MName Law Type Range e Law

[Mone)

Lawl Constant Delap & File [Thro... /A Fiename

Copy

Delete

Save

Select a law and define itz parameters

J L [eelE

Select a type of law: |Ennstant Drelay & File [Throughput & Duration]

| Law Parameters | t athematical Theory |
Law Parameters

Filenarme: |Thmugh|:uub’-‘mdDuratinn5 arnple. txt

Constant Delay [ms]. |20

T

Calculated Range: Mot Applicable

Festore Defaults ...

Ok ‘ Cancel |

The constant delay of 20ms is the minimum delay applying to each packet of the flow.
The values extracted from the file are added to the constant delay, helping to create a
jitter.

If Vis the set of values extracted from the file, k the constant delay, the delay D
for the packet n is calculated as shown below:

D(n) =V(n) + k

D(n+1) = V(n+1) + k

The jitter or Inter Packet Delay Variation (IPDV) is calculated by the formula:
D(n+1) - D(n) => V(n+1) +k —V(n) -tk = V(n+1)-V(n)

The jitter is generated by the values extracted from the file.
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7.4.5 The Content Impairment Law Configuration

NetDisturb can change the packets content following a mathematical law configured by
the user or using values extracted from an input file. These values apply to the IP packets
matching to the selected mask, if a loss law hasn’t previously lost the packets.

Up to 100 Content Impairment Laws can be created. By default the following laws are
defined in the Default.wsx context file:

Combo-box Comment area Description
(None) (None) With this option, no impairment is applied to
the IP Flow.
1 out of 10 1 Packet out of N Range (N): 10
Percentage Percentage Percentage: 5
Normal Law Impairment Normal Law (Laplace- | The domain of values is [0..100]. Parameters
Gauss) of the law are :

= Average:30
= Standard deviation:10
= threshold: 40

Uniform Law Impairment | Uniform Law Domain values [1 to 100] Threshold = 20

For each law coming from the Default.wsx context file, the default packet content
impairment parameters are used. See 7.4.5.7 Packet Content Impairment Type for more
details.

7.4.5.1 Content Impairment Law and the Working Mode

Contrary to the other types of disturbance, the Content Impairment laws are not
concerned by the Working Mode. When a Content Impairment law is selected over a
given IP Flow, the law applies to all packets matching the mask. For each new packet, a
new value is extracted from the law or from the file, depending on the type of law
selected. These values are stored in a global table by NetDisturb. When the table is
empty, NetDisturb Server provides a new table to the NetDisturb driver with new values
depending on the law.

This value is compared to the Threshold: if the value is greater or equal than the
Threshold, the packet content is impaired.
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7.4.5.2 How to create or edit the Content Impairment Law

To create or configure a Packet Content Impairment Law click on the “Edit” button at the

top or bottom part of the main window.

Click on the right arrow to access the edit button of the Content Impairment Law.

The following window is then displayed:
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MetDisturb Client - Content Impairment Laws

List of the defined Content Impairment Law

Law Mame Law Type

Range Mew Law
1 Packet out of 10 1 Packet out of M 1A010%)
Percentage Percentage L4
Harmal Law Impairment Marmal Law [Laplace-G auss] Ota 170
Unifarm Law Impairment Uniformn Law 1to 100

J LR E

General I Law Parameters I Mathematical Theary | Content [rpairrnet

Select a law in the defined law hst or add a new law

ok Cancel |

This window allows creating a new law or modifying an existing one.

If "(None)" is selected, only the New Law button is enabled and the tabs to define the
parameters are disabled.

© ZT1 1998-2008 Page 141/194



NetDisturb Part 7 Using the NetDisturb Client

If you select a preexisting law in the current list-box, then the parameters and the details
about this law can be viewed and the first "General" tab is enabled as in the example

below:
MetDisturb Client - Content Impairment Laws

Lizt of the defined Cantent Impairment Law

Law Mame Law Tupe Range Mew Law
[Mone]

1 Packet out of 10 1 Packet out of M 110 [10%] I
Percentage Percentage e

Marmal Law Impairment Marmal Law [Laplace-Gauss) Oto 170 Copy
Uniform Law Impairment Uniform Law 1to 100

Delete

Select a law and define its parameters

J L JeRlE

Select a type of law: |1 Packet aut of M

General | | tathematical Theary
How does it work

This law impairs the content of 1 packet out of M received packets.
One parameter muszt be defined by the user:
- Range [M]

The impaired packet is the Nth received packet, i.e. conzidening M iz 12, then the 12th, 24th,
36th packet and =0 on are impaired.

The value of M must be between 2 and 100,000,000,

Go to the "Content Impainment” tab and click on the "Modify Parameters™
button. The dialog box opened allows defining the parameters on how the
packet content will be impaired.

(]9 | Cancel |

This window is composed of two areas:

e List of the defined Content Impairment Law: a list-box displays the defined laws and
five buttons allow managing the laws: New Law, Rename, Copy, Delete and Save.

e The first step is to choose the law type amongst the list of the pre-defined Content
Impairment laws. Then there are 4 tabs to define and to help the user to set up the
parameters of the selected law.

- (tab 1) General (explaining how does the impairment law work)

- (tab2) Law Parameters

- (tab 3) Mathematical Theory (only available with Content Impairment Laws
using a mathematical law)

- (tab4) Content Impairment
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7.4.5.2.1 List of the Content Impairment Laws defined

The list-box displays for each defined law the summary of the characteristics, except for
(None) corresponding to 'No Content Impairment Law' selected:

- Law Name: Name of the law

- Law Type: The type of Content Impairment law chosen amongst the pre-defined
list (more details available in 7.4.5.2.2 Select a law and define its
parameters)

- Range: Range of values generated by the specified laws.

To manage the Law list, various buttons are available:
New Law: this button should be used to add a new Law in the defined Law list.

After pressing the New Law button, a new entry is added at the end of the list-box with
'New Law' as name of the law:

Lizt of the defined Content [mpairment Law

Lava Mame Law Type Range Mew Law
[Mane]

1 Packet aut af 10 1 Packet aut af M 1A010%] Flemanme
Percentage Percentage A%

Marmal Law Impairment Maormal Law [Laplace-Gauss] Ot 170 Copy

Idriform Law Impairment Iriform Law 1to 100
1 Packet out aof M 175 [20%]

Delete

£ Rl

Save

Then click on 'New Law' label to rename this entry or press the Rename button:

Lizt of the defined Content Impairment Law

Laws Mame Law Type Range Mew Law
[Maone]

1 Packet aut af 10 1 Packet aut af M 110 [10%] Renanme
Percentage Percentage R

Marmal Law [mpairment Marmal Law [Laplace-Gauss) Ot 170 Copy
Iriform Law Impairment I niform Law 1to100

1 Packet aut of 4 1/8 [20%] Delete

Save

Ll

Rename: to rename the Law. This button should be used to change the Law name.
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Copy: this button copies the current selected law at the end of the list with a new name.
The following example shows the new list-box after copying the existing Percentage law:

Lizt af the defined Cantent Impairment Law

Copy of Percentage Percentage

Save

Law Marme Law Type Fange Mew Law
(More)

1 Packet out of 10 1 Packet out of 4 10 [10%] R
Percentage Percentage TEA ﬂ
MHaormal Law [mpairment Marmal Law [Laplace-Gauss] Ota 170 Capy
[Iifarm Lawe Impairment I rifarrn Laws 1ta 100
Mew Law 1 Packet out of M 1/5 [20% Delet

Delete: this button should be used to remove a Law from the current list.
First select in the list-box the law to delete and then press the Delete button. A
confirmation window is then displayed:

MetDisturb Client X

\:,5/ Do ol confivm Ehat wou want ba delete the law "Copy of Percentage"?

Yes Mo |

Save: to save all changes related to the laws.
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7.4.5.2.2 Select a law and define its parameters
Once a law has been created, then you can define or modify the parameters of the law:

The first step is to choose the law type amongst the list of the pre-defined Content
Impairment laws. Then there are 4 tabs to define and to help the user to set up the
parameters of the selected law.

- (tab 1) General (explaining how does the impairment law work)
- (tab 2) Law Parameters
- (tab 3) Mathematical Theory (only available with Content Impairment Laws

using a mathematical law). This tab gives some details on the theory
of the mathematical law used.
- (tab 4) Content Impairment

= Select a type of law

A combo box allows selecting a law among the following pre-defined laws:
e 1 Packet out of N
Parameter: range(N)

¢ Percentage
Parameter: percentage

e Uniform law
Parameters: alpha, beta, threshold

e Normal law (Laplace-Gauss)
Parameters: average, standard deviation, threshold
= The “General” tab (tab 1)
Details on the law type chosen and on the way to choose the parameters are provided on
this tab as shown on the figure below:

General | | | |
How does it work
The number of packets to impair is defined by the Laplace-G ausz law.

Diztribution of Laplace-G auzs Law is:

_r-pf?
)= e 29°

27 o

where if is the average and (F iz the standard deviation.

Three parameters must be defined by the user:

- bverage poszitive value
- Standard Deviation  positive value such as [Standard Deviation <= Average.3)
- Threzhold if the number calculated by the law iz equal or greater than the

threzhold value, then the packet is impaired.

Go to the "Content Impairment™ tab and chck on the "Modify Parameters™
button. The dialog box opened allows defiming the parameters on how the
packet content will be impaired.
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= The “Law Parameters” tab (tab 2)
This tab is described for each law type here after.

= The “Mathematical Theory” tab (tab 3)
This tab is available with the following laws only:
- Normal Law
- Uniform Law

This tab provides the main explanations of the mathematical theory of the law as shown
on the figure below:

| | M athematical Theary |

Distribution of Laplace-Gauss Law is:

(=)

n i

ix:l:mff

where 4 isthe average and o is the standard deviation.

AT(S)

ezcr

29,73%
- The maore & is small the more drawn valuesare near M
- B2.27% of drawh valuesare in [ — o, 2+ 0]
- 95.45% of dravn values are in [4 — 20 4+ 20
- 99.73% of drawn values are in [H4 — 3o, u+ 3o |

= The “Content Impairment” tab (tab 4)
This tab is described in paragraph 7.4.5.7 Packet Content Impairment Type.

= Action buttons
The "Content Impairment Laws" window handles a temporary list of laws until the user
press the OK or Cancel button.

Button Action
Restore Defaults ... |resets all parameters of the current law.
OK saves all modifications made if you didn't save them before.

Moreover, the selected law in the list of the defined laws
becomes the selected law in the combo-box of the IP Flow
window.

Cancel ignores all modifications made if you didn't click on the Save
button before. In that case, the last law selected in the combo-
box of the IP Flow window is kept.
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How to create a new Content Impairment Law:

Click on the "New Law" button,

Then click on the “Rename” button to modify the name of the law.

Choose one of the pre-defined law in the combo box

Select the "Law Parameters" tab,

Enter law parameter(s). The "General" tab and the "Mathematical Theory" tab

contain information that can be useful to define the parameters.

Go to the "Content Impairment” tab and click on the "Modify Parameters" button to

specify the parameters on the content impairment type.

7. Press the “Save” button to save the changes and to continue to create or modify
other laws.

8. Press “OK” to quit the “Content Impairment Laws” window and to select this new

law as the law to be applied on the corresponding IP Flow.

ahwN=

o
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7.4.5.3 1 Packet out of N

MetDisturb Client - Content Impairment Laws

Lizt of the defined Content Impairment Law

Law Mame Law Type Range Mew Law
[Maone)

1 Packet out of M 1./5 [20%)

Rename
Copy

Delete

Save

Select 3 law and define itz parameters

Select a type of law: |1 Packet out af M

Law Parameters | t athematical Theary | |
Law Parameters

Filenarne:
Range [M]:

L)

THTT

Calculated Range: 1/9 [20%)

Restore Defaults ...
ak | Cancel |

This law allows impairing the content of 1 packet out of N received packets. It affects a
same packet based on its order.

The impaired packet is the Nth received packet, i.e. considering N is 12, then the 12",
24™ 36" packet and so on are lost.

The value of N must be between 2 and 100,000,000.
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7.4.5.4 Percentage

NetDisturb Client - Content Impairment Laws

Lizt of the defined Content Impairment Law

Law Mame Law Type Range Mew Law

[Mone]
Law Percentage A%

Rename

(=T
[Bem ]|
_ oo |
[oeE=
_se |

Copy

Delete

Save

Select alaw and define itz parameters

Select a type of law: [IRENEERE

Law Parameters | b athematical Theomny |
Law Parameters

Filename:

Percentage:

THT

Calculated Range: h¥

Restore Defaults ..

QF. Cancel |

When this law is selected, a percentage of packets are impaired and the packets to impair
are randomly selected.

The percentage of impaired packets is calculated on the basis of 100 received packets or
a multiple of 100. For this reason, the percentage indicated has to be 1 or 2 consecutive
digits, i.e. 12% and 0.00056% are allowed BUT NOT 10.2% or 0.00506%.

If the value of 100% is specified then all the packets are impaired.

The value of the percentage must be bounded between 0.00000001% and 100%, and the
impaired packets are selected in a random way.
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7.4.5.5 Uniform Law

When this law is selected, a uniform distribution of numbers contained between the Alpha
and Beta values is computed and stored in a table. This table and the threshold (also
supplied by the user) are then transmitted to the NetDisturb driver.

NetDisturb Client - Content Impairment Laws

List of the defined Content Irmpairmet Law

Law Mame Law Type Fange Mew Law
[Mone]
Lawi Uniform Law 1tal0 T —
Copy
Delete
Save

Select a law and define its parameters

Select a twpe of law: [EETHIERETS

Law Parameters | |
Law Parameters

Filename: |

filpha: ,1—
Beta: ’10—
Threshold: ’5—

Calculated Range: From 1 to 10

Information on mathematical law values generated
The minimum value iz 1
The maximurn swalue iz 10
The probability of each value between Alpha and Beta is around: 11.1111%.
If not between Alpha and Beta, the probability of & value iz null

Restare Defaults ...

QK Cancel |

The NetDisturb driver picks a number in the table (see also 7.4.3.1) for each selected
packet. If this number is greater or equal than the threshold, then the packet is impaired.

The mathematical function used is (click on the “Mathematical Theory” tab or see the
Uniform Law in Part 10 for more information):

Uniform law on («, #) range

fx)=1/(f-a) ifa<x<pf
f(x)=0 else

For this law, three parameters are defined:

Alpha: min value of the range

Beta: max value of the range

Threshold: if the number calculated by the law is greater or equal than the
Threshold value, the packet is impaired.
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An additional area, called “Information on mathematical law values generated” is available
with this law. Here are provided some information about the minimum and maximum
values. The mathematical law generates these values using the user-defined parameters.

Moreover, the probability of each value that can be generated is also shown.

Information an mathematical law valuss generated
The minimurm walue iz 1
The maximum walue iz 10
The probability of each value between Alpha and Beta iz around: 11.1111%.
If not between Alpha and Beta, the probability of a value iz ol

7.4.5.6 Normal (Laplace-Gauss) Law

NetDisturb Client - Content Impairment Laws

Ligt of the defined Content Impairment Law

Law M ame Law Type Range Mew Law
[Mone]
Law Mormal Law [Laplace-Gauss] Ot 17 o —

==
=
o |
Bz |
s |

Copy

Delete

Save

Select a law and define itz parameters

Select a type of law: S8y NN R TR EE |

Law Parameters | |
Law Parameters

Filenarne: |
Average: |1D—
Standard Deviation: |1
Threshold: 10

Calculated Range: From 0 to 17

Infarmation on mathematical law values generated
The minimurm value is; 0
The rnaxinum walue is: 17
99, 73% aof the walues are included in [ 7:13]

The probability of the integer value |1 iz around: < 0.0001%

Restore Defaults ...

(u]: Cancel |
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The NetDisturb driver picks a number in the table (see also 7.4.3.1) for each selected
packet. If this number is greater or equal than the threshold, then the packet is impaired.

The mathematical function used is (click on the “Mathematical Theory” tab or see the
Normal Law in Part 10 for more information):

Normal law on («, f) range

fx)=1/(f-a) ifa<x<p
f(x)=0 else

For this law, three parameters are defined:

Average: min value of the range
Standard Deviation: max value of the range
Threshold: if the number calculated by the law is greater or equal

than the Threshold value, the packet is impaired.

An additional area, called “Information on mathematical law values generated” is available
with this law. Here are provided some information about the minimum and maximum
values. The mathematical law generates these values using the user-defined parameters.
Moreover, the probability of each value that can be generated is also shown.

|nfarmation o mathematical law values generated
The minimurn value is;. 0

The masimum walue iz 1F
99.73% af the values are included in [ F213]

The probatility of the integer value |1 iz around: < 00007 %
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7.4.5.7 Packet Content Impairment Type

First, go to the "Content Impairment" tab. A figure shows the correspondence between the
parameters to be specified and the Ethernet frame. This tab displays also a summary of
the defined parameters for the content impairment type. The button "Modify Parameters"
allows modifying these parameters.

| | | Content [mpairrment |

impaired are randomly chozen by MetDisturb among [M] Bytes which are selected
fram the Starting Point [5]

Upto 1514 Bytes
> >

(P) Bytes

oivo % ............ {H} Bytgs ................ ..i
{8 Starting Point '

Defined Parameters
510
[M]: Bandom Y alue bebween (1] and [1513-5]

R andom “falue between [1] and [M]
Impairment summary: One bit randomly selected and modified for each of the [P] Bytes

CRC recalculations after impairment: vz

b odity Parameters
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The following window is then displayed when you click on the "Modify Parameters" button:

MetDisturb - Content Impairment Type §|

impaired are randomly chosen by MetDisturb among [N] Bytes which are
zelected from the Starting Point [S]

Upto 1514 Bytes
N i

(P) Bytes

LAl 0 1 ©

o F ............ [H} B!rtgs ................ ..,:
(8- Starting Point '

Define the Starting Paint (S] from where the impairments will stark
[5) |0 [ alue from O ko 1513]

Define the number of Bytes [M] to be selected from the Starting Point

[v Random Yalue between (1] and (1513 - 5)

My

Define the number of Bytes [P] to be impaired
[v Randor Walue between (1] and (M)

—

Type of impairment to apply

" |reeert bits I_ [1 to &) for each of the [F] Bytes

" lrevert bits per pair [1-2, 3-4, 5-6, 7-8] for each of the [P) Bytes @
" lrevert Bytes per pair

' Orne bit randarnly selected and rodified for each of the [P] Bytes
~

|Jze this pattern ta replace the content of the [P] Bytes that should be impaired

Option

impairments

]

] CRC recalculations [ [P & Protocol [TCP, UDP, IGMP, ICMP]] after applying thf:

Cancel

This window is composed of 6 areas:

- (1) A figure showing the correspondence between the parameters (S), (N) and (P) and

the Ethernet frame.

- (2) The first area allows defining the Starting
start.

- (3) The second area offers two options to
selected from the Starting Point.

Point (S) from where the impairment will

specify the number of Bytes (N) to be

= either the number of Bytes (N) is randomly selected
= or the number of Bytes (N) is fixed. If the value is 0, that means up to the end

of the frame.
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- (4) The third area allows setting the number of Bytes (P) to be impaired. Here two
options are available:
= either the number of Bytes (P) is randomly selected
= or the number of Bytes (P) is fixed. If the value is 0, that means all bytes are
impaired.

- (5) This area of this section defines the type of impairment to apply on the selected
bytes. There are five type of impairment available:
= Invert a specified number of bits for each of the (P) Bytes (sequential inversion
from the least significant bit to the most significant bit)
Example: inversion of 7 bits for each of the (P) Bytes
the initial byte value is:

EA (Hex)
11101010 (Bin)

7 bits should be inverted:
10010101 (Bin)
95 (Hex)

= Invert bits per pair for each of the N bytes
Example:
the initial byte value is:
39 (Hex)
00111001 (Bin)

bits are inverted per pair:
00110110 (Bin)
36 (Hex)

= Invert Bytes per pair
Example:
the initial bytes sequence is : AO BF E4 C7
after the inversion, the sequence is: BF A0 C7 E4

= One bit randomly selected and modified for each of the (P) Bytes
Example:
the initial byte value is:
AF (Hex)
10101111 (Bin)

a bit randomly selected is inverted (here the third bit):
10101011 (Bin)
AB (Hex)

= Use aV pattern to replace the content of the (P) Bytes that should be impaired.
If the V pattern is bigger than (P) Bytes to replace, only the (P) first Bytes of the
V pattern are used. If the V pattern is smaller than (P) bytes, all or part of the V
pattern is used several times to replace the (P) bytes.

- (6) Finally, the possibility to recalculate the CRC is offered. The CRC recalculation can
be necessary for some protocols. NetDisturb recalculates the CRC for a restricted list
of protocol (IP and protocols TCP, UDP, ICMP, IGMP)
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How does it work?

a) The calculation of the CRC depends on the localization of the impairment
and the type of the modified frame. This is done automatically.

b) List of the headers generating a calculation of the CRC:

IP Header (16 bits CRC)

The checksum field is coded on 16 bits and allows checking the
packet validity of the layer 3. Before doing the calculation, this field is
set to 0 and only the IP header is considered.

i. UDP Header (16 bits CRC, if the CRC is different from 0) and TCP

Header (16 bits CRC)

The checksum field is coded on 16 bits and allows checking the
TCP/UDP packet validity of the layer 4.

The checksum field is the 16 bit one's complement of the one's
complement sum of all 16-bit words in the header and text. If a
segment contains an odd number of header and text bytes, the last
octet is padded on the right with zeros to make a 16-bit word for
checksum purposes. The pad is not transmitted as part of the
segment. While computing the checksum, the checksum field itself is
replaced with zeros.

The checksum also covers a 96-bit pseudo header prefixed to the
TCP header. This pseudo header contains the Source Address, the
Destination Address, the Protocol, and the TCP length.

ICMP Header (16 bits CRC) and IGMP Header (16 bits CRC)

The checksum field is coded on 16 bits and allows checking the ICMP
or IGMP packet validity of the layer 3. Before doing the calculation,
this field is set to 0
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7.4.6 Loss/Duplication, Delay/Jitter Dynamics
The next figure shows the impact of a Loss & Duplication law and a Delay & Jitter law on

a set of packets.

Incoming Packets

02

03] |04

10

05| [06] [o7] (B8] [
i1

L

*_

"
B [

Tim &
L

Loss law with parameter Threshold = 15

v

Loss Yalues
values [0S |12 |27 oo (12 |12 o2 |22 |12 | 12
#Packet 02 04 07 10

Delay and jitter law

v

Delay & Jitter Values

Values |20 |30 |50 |45 |25 |23
#Packet 0z | 04 o7 | 10
Result
Cutgoing Packets
B [0z 04| [08] [o7 10
L 1 1 1 1 1 I 1 1 1 1 1 Tim:
- E+A+30| | b+3A+50 - bAHIAHES | (jman)

bA+6AH25
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7.4.7 Loss with Duplication and Delay/Jitter Dynamics

The next figure shows the impact of a Loss & Duplication law with a Delay & Jitter law on
a set of packets.

Incoming Packets

B8 [02] [03] [04] [o5] (e8] |o7] (6] B8

10

| B

SO I
B ] (o

{A=d0)

Loss & Duplication law with parameter Threshold = 15
- and Duplicatationrate = 1

v

Loss & Dupplication Values

]a]
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#Packet 0z 04

15 | 1=
10

Delay and Jitter law

4

Delay & Jitter Values
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#Packet oz | e 10
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7.5 Use of the Aggregates

7.5.1 What is an aggregate?

An aggregate is an association of several IP Flows (at least 2) sharing the same Delay &
Jitter Laws.

To be defined, the aggregate has to have a Delay & Jitter Law for at least one direction
(A=>B and/or B=>A).

The IP Flow order in the aggregate defines the priority of packets to delay. While the top
IP Flow packets gets the highest priority, the other IP Flows packets are queuing until
there are no higher priority packets.

All the IP Flows related to the aggregate must have their own Mask and possibly a Loss &
Duplication Law, but they lose their own Delay & Jitter Law for the benefit of the law
defined in the aggregate.

For a given IP Flow belonging to an aggregate, the non-lost packets are subjected to the
Delay & Jitter Law of the aggregate.

A priority level applies to packets according to the IP Flow they belong to. The priority is
decreasing according to the Flow number, i.e. the packets of the Flow # X get a higher
priority than the packets of the Flow # X+1, etc.

All the packets of the Flow # X will be handled before the packets of the Flow # X+1 are
taken into account. By waiting to be handled, the packets of the Flow # X+1 are put into a
queue. When this queue of a Flow is full, the new packets of this Flow are lost.

All the IP Flows of an aggregate start and stop simultaneously. To start an aggregate, all
the IP Flows defined for this aggregate must have a defined mask.

7.5.2 When do we need to use an aggregate?

We use an aggregate when we wish to have different priorities for the various IP Flows to
be impaired and when we wish to apply the same Delay & Jitter Law to these IP Flows.

Example of the simulation of a satellite access (IPv4 and IPv6) with a varying time
bandwidth and a priority rule for the IP packets

In this example, we define an aggregate with three IP Flows with the following properties,
that defines the order of treatment for the received IP packets:

1) The first IP Flow is related to HTTP packets and we associate a Loss Law,

2) The second IP Flow is related to the TCP packets and we associate a Duplication
Law,

3) The third IP Flow is related to the UDP packets without applying a Loss &
Duplication Law.

So the HTTP packets are first processed with the IP Flow # 01, then the TCP packets are
handled with the IP Flow # 02 and the UDP packets are finally processed with the IP Flow
# 03.
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To implement this example, take the following steps:

e Step 1: you must define the Mask and the Loss & Duplication Law for the three IP
Flows:
- IP Flow #01:
» Mask: Source Port List = 80
» Loss & Duplication Law: select 1 predefined loss law
- IP Flow #02:
= Mask: Protocol = TCP
= Loss & Duplication Law: select 1 predefined duplication law
- IP Flow #03:
» Mask: Protocol = UDP
= No Loss & Duplication Law

e Step 2: you create now an aggregate (blue color for example) with the following
Delay & Jitter Law: the ‘Constant Delay &File (Packet Sending Minimum
Cadences)’ law allowing to simulate the bandwidth variation according to the time
(a file containing a couple of integer and positive values <Throughput (in Kbps) |
Duration (in ms)> must already exist).

e Step 3: you can now apply the blue aggregate to the three IP Flows.

e Step 4: Run "IP Flow # 01" to start. When an IP packet is received, NetDisturb
checks if this packet can be associated to one of the IP Flows of the aggregate, if
yes it will apply the Loss & Duplication Law before the Delay & Jitter Law of the
aggregate.
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7.5.3 How to configure the aggregates

Click the "Show Aggregates >>" menu to display the aggregates section on the right of
the window.

%Y NetDisturb Client - Impairment Tool for. IP Networks
File Edit Actions ‘Working Modes Statistics  Help - «« Hide Aggregates

IP Flovwg ——————y P Flow #01 — Agaregates

T - || #01

Q g Mazk [+ Trigger] Logz & Duplication Law Delay & Jitter Law "ﬂIJ
M v | #02

Q |[N0ne] j | [Maone] j |[N0ne] j

L] A (i) Edit Lepg] Edit [epg] Edit =%
gz e |
'7 g| # Incoming Packets 1] Loty Duppgii:‘: 0[0.0%] #Delayed Packets 0[0.0x] 1 a0s
g| Interface A (MACE 00 08 A1 35 1C 74 @ r—Interface B (MACE 00 08 A1 3611 59— -|| #06

Heaxmz][]

'7 Incoming Outgaing
Tone - | ®O7
g| # Packets/Second Op/s iltolB # Packets/Second Op/s
3 5 =
_funsmed Q iorface Thioughput | 0006/ Thoughput | 0006/ || o
Loz o [ | -] s
'7 g| ST:P Outgaing Incoming ST;JP T
\ __N -
# Packets/Second Opds # Packets/Second Opds (Mone)

Al Thioughput | 0.00b/s Blas Thioughput | 0.00b/s Mk
— 2 -] w2
[ g| Mask [+ Trigger] Loss & Duplication Law Dielay & Jitker Law - || #3
O [iMone) | [iNone] | [iNone] = || w4
,7 g| [None] M [None) M [None) Edit | ’W‘ #5
JLEL N #Incoming Packets g| Blestebupted 0[0.0%] #Delaved Packets 0[n0% || G

Packets

Fun ||Cther IP Flowws g| w | |Cither
Btatistics Syrihesis by Flow (4]

— Total Synthesis Al
Throughput Reception Received Pkts  Matching Pis  Sent Pits  Throughput Transmission I ) z
Fur &1l From &to B 0.00 ks Opis 0p Op Opl 000kE Opis | ~CPU Usagdl | Configure Aogregates
FromBto A 000k Onis i i 0pl 000bis Onis |_ 2%

Then press the "Configure Aggregates" button, and the center part of the main window
now displays the section to configure the aggregates as shown below:

%Y NetDisturb Client - Impairment Tool for. IP Networks
File Edit Actions ‘Working Modes Statistics  Help - «« Hide Aggregates

IP Flovwg ———————  Configure Aggregates — Agaregates
,i — How to Configure the Aggregates? Step 2 - Aggregate's Law Configuration > B ——————— A1
g| 1] Select one of the 8 colours below [one e Dielay & Jitter Law
colour per aggregate). The agaregate ith this object. you __(None) #02
containg multiple [P Flows, sharing the corfigure the Delay & |[N0ne] j

zame Delay & Jitter laws. Find out more Jitter law of the agaregate 203
g| f in the & to B direction. [Mone] Edit

details about Aggregate in the right box
g| "what iz an Aggregate? #04

2] Edit or select the aggregate Delay &
g| Jitter law for the & to B direction. #03

—'what iz an Aggregate?

3) Edit or select the aggregate Delay & - The aggregate is a consecutive set of IP
Q g| Jitter lawi for the B to A direction. @ e =08

Flowsz sharing the zame Delay & Jitter laws.

g| Fepeat stepz 1, 2 and 3 for each AtoB | AllP Flows of an aggregate share only one 207
aggregate you are going to use. aggregate’s Delay &_Jitter law. Thn_are i_s one
g| Nate: Only configured aggregates wil ‘ aggregate Delay & Jitter law per direction. 208

Interface | appear in the list of aggregates. - The IP Flow arder in the aggregate defines | Interface

the priority of packets to delay. While the b
Q g| ” ‘f'ou validate the changes in the © prionty af packets o deay. Whie the 'op ” #03

IP Flows packets get the highest priority, the

'7 configuration of the aggregates by ' ther IP Fl ket d unti
Q g| A preszing the button DK, Click on Cancel e I [PAEE o GRS L] B #0

there iz no packet of the higher priority.

g| to ignare changes. B toA | They may be lost if too many packets are #11
@ waiting.

Step 1 - Aggregate to Configure

,7 g| & _ - Orne color iz related to one aggregate. #12

Step 3 - Aggregate's Law Configuration B > 4 ———
g| - . | Rafith this object, you Delay & Jitter Law L8

configure the Delay & -
Q g| L _ ._Jitter law of thn_a aggregate |[None] J "ﬂIJ #4
'7 g| ~ - in the B to & direction. [Mane] Edit 5
g| (Mone) #16
()8 | Cancel | | J

tatistics Synthesis by Flow C4 ot Shesis
Throughput Reception  Received Pkis  Matching Pkt Sent Pkts  Throughput Transmission Alams

‘ From & to B 0.00 bis 0 s Op Op Opl 000k 0 piz CPU Usage
FromBto A qo0pys Opi= Op Op Op| 0.00hks Opfs 3% |

otter
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You can define up to 8 aggregates and one aggregate is associated with one color.

Four steps are necessary to parameter an aggregate.
The step 2 and the step 3 are optional, but at least one Delay & Jitter Law should be

defined.

I+

~
~
P~

— Step 1 - Aggregate bo Configure

Step 1: Select first a color among 8 for the aggregate

ﬁiii

“fith thiz object, pou
configure the Delay &
Jitter law of the agaregate
in the & to B direction.

—Step 2 - Aggregate's Law Configuration & > B

Delay & Jitter Law
|[No Delay, Mo Jitter]

=i

[Mao Delay and no Jitter] Edit

Step 2 (optional): Select or define a Delay & Jitter Law in the A = B direction

Once a law has been selected or defined, a tick mark is displayed on the right of the color
box, as shown below:

Interface

=)

&

— Configure dgaregates

— How to Configure the Aggregates?

1] 5elect one of the 8 colours below [one
colour per agareqate). The agaregate
contain multiple 1P Flows, sharing the
zame Delay & Jitter laws. Find out more
detailz about Agaregate in the right bos
"wihat iz an Agareqgate?'.

2] Edit ar select the aggregate Delay &
Jitter law for the & bo B direction.
3] Edit or select the aggregate Delay &
Jitter law for the B bo & direction.

Fepeat steps 1, 2 an 3 for each
aggregate you are going to uze.

Mate: Only configured agaregates wil
appear in the lizt of aggregates,

ou walidate the changes in the
configuration of the agaregates via the
button QK. vou can ignore changes via
the Cancel buttan.

Step 1 - Agdiemste to Canfigure
(: a

-

. Blie e

Step 2 - Adggregate's Law Configuration & » B
Delay & Jitter Law
|Test5

Wfith thiz object, poy
configure the Delay &
Jitter law of the aggregate
inthe & to B direction.

[~
Edit

Constant Delay
20 ms

—*W'hat iz an Agaregate?

- The aggreqate is a consecutive set of IP
Flovas zharing the game Delay & Jitter laws,

- Al [P Flowes of an aggregate share only one
agagregate’s Delay & Jitter law. There iz ohe
agaregate Delay & Jitker law per direction,

v

i

!

Interface

=)

B

- The IP Flove arder in the aggregate defines
the priority of packets to delay. While the top
IP Flow packetsz get the highest priority, the
ather IP Flows packets are queuing until
there iz no higher prionity packets.

They may be logt if too many packets are
waiting.

- One color is related bo one aggregate.

B tos

Step 3 - Agagregate's Law Configuration B » A

"afith this object, you Drelay & Jitker Law

configure the Delay & :
Jitter law of the aggregate |[ND Delay. Mo Jitter]
inthe B to A direction.

[~

[Mo Delay and na Jitter] it

oK

Cancel
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e Step 3 (optional): Select or define a Delay & Jitter Law in the B =» A direction

Step 3 - Aggregate's Law Configuration B » &

"Wfith this object, wou Delay & Jitter Law
configure the Delay & ' -
._Jitter law of thn_a aggregate |[ND Delay. No Jitter] J
if the B to A direction. (Mo Delay and na Jiter) Edit

Once the law has been selected or defined, if the tick mark was not already present, it will
be displayed on the right of the color box, as shown above.

e Step 4: Click OK to save the aggregate
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7.5.4 How to associate a colored aggregate to an IP Flow

Click the combo-box as shown below - in this example two aggregates have been
defined: light Bleu and Yellow. Then select the colored aggregate:

— Aggregates
oo <)

| (Hone! \-‘l’ #02

#03

| m—

Once the aggregate is selected, a colored mark is displayed on the right of the IP Flow.
For the following example, the light Blue aggregate is associated to the IP Flow # 01, and
the yellow aggregate is associated to the IP Flow # 02.

i‘,‘ NetDisturb Client - Impairment Tool for IP Networks
File Edit Actions ‘Working Modes Statistics Help - «« Hide Aggregates

IP Flavys ————— ~IF Flow #02: UDF —Aggregates
- | #01
Q | g| ﬁ Mask [+ Trigger] Logz & Duplication Law Dielay & Jitter Law E:' "—|J
Run #02 | [uoe| [ o =1 oo =l I C |~][#e
i one i
E ~ || #03
Q gl Edit [Mane) Edit Constant Delay & File [, o0 X
li g| [Throughput, Duration] ’;—b =i e
o # Lozt or Duplicated = 2
li g| # Incoming Packets 0 Packets 0[0.0%] # Delayed Packets 00o] __(None) || #05
o —Interface & (MACE 0003 A1 36 1C 74 @ —Irterface B (MAC] 00 03 A1 36 11 59 ~ || #08
Incoming Outgoing
T - | #07
Q g| # Packets/Second Opts il # Packets/Second 0pfs
Throughput | 0.00 b —p Throughput | 0.00 b/ Mone) | = || #o8
Q g| Interface e £ IR £ Interface
__N - || #09
li i: ST';)P Outgoing Incoming ST:P i
_ I -
# Packets/S econd Opis Er— # Packets/Second 0pfs (Hone)
o Thioughput | 0,00 b/s é] Throughput | 0.00 b/s Mk
iy « <|[m2

g| Mask [+ Trigger] Logs & Duplication Law Delay & Jitter Law
Qq |upF = finone) =l =
’ [Mone] " Constant Delay & File reqatd -
g| el Sl [Throughput, Duration) Fegret #s
e A #Incoming Packsts p flLostorDupicated 0[00%] # Delayed Packets 0[00% o||[ 18

Fun ||Cther IP Flows « g| - | | Tther
tatistics Synthesis by Flow [ }
— Total Synthesiz A
Throughput Reception. Received Pkts  Matching Pkt Sent Ptz Throughput Transmission IS "
From &toB | 0.00ks 0 pis 0n 0p Opl 0.00hkis 00/ | —CPU Usage; | Confioure Agdregates

Rur &l
FromBto & | goopes 0pi=s Op op Op| 000k 0 piz |_ 1% |

| (Mane) j #14

Haxmz[]
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For the following example, the light Blue aggregate is associated to the IP Flow # 01,
and the yellow aggregate is related to the IP Flow # 02.

IF Flows

AR
Run #02 li Iil_

The colored mark located on the right may have two states:

- full color, for example r‘ meaning that a mask is defined for this IP Flow

- or hatched color, for example g meaning that a mask is not defined for this
IP Flow and can't be started.

You can associate the same colored aggregate to several IP Flows as in the example
below where 3 IP Flows are associated to the yellow aggregate:

— P Flowgs

ar
por Q[

=
bl N
boios &

Note that the label of the buttons change when an aggregate is associated to several IP
Flows (except for the first one): the label of the "Run #02" and "Run #03" buttons change
to "+ #02" and "+ #03"

To start the aggregate, press the "Run #xx" button.

— [P Flows

Stop &0

+ #02

To stop the aggregate, press the "Stop #xx" button.
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7.5.5 How to disassociate an IP Flow belonging to a colored aggregate

— Agagreqates
Example: f
A light blue light aggregate is associated with three IP Flows (#01,

#02 et #03). T =
You can only dissociate an IP Flow belonging to an aggregate if [ | +| #2
this IP Flow is the first or the last of the aggregate

__nr.crs || #04

#01

— Aggregates ———— — Aggregates —————— — Agoregates

| w2 li #02 lﬁ #02

#03 | #03 [ |~ #0:
#0¢ v || #04 ]| wo
With this configuration you can | The P Flow #02 cant be
disassociate the IP Flow #01. disassociated ~ because the

previous IP Flow (#01) and the With this configuration, you can
next IP Flow (#03) are | disassociate the IP Flow #03.

associated to the aggregate.
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7.6 The NetDisturb Client Statistics

The traffic on the two interfaces is displayed in the central part of the window when an IP
Flow is selected, with a section for each interface A and B.

Each section includes one receiving area (incoming) and one sending area (outgoing).
The GUI displays the following statistics:

ALC): 00 08 @ — Interf AC) 000 10 7
[nzoming Cutgoing
# Packets/Second 951 piz AtoB |/ # Packets/Second 437 plz N
Interface Throughput | 0.99 Mbds # T hroughput N0 kb nterface
=) Dt unnin -
—— Outgoing——— ncaming
. \ # Packets/Second 366 p/s | # Packets/Second 1104 p/s 2
\o Thioughput | 1.40 M W" Blod \ Throughput | 1.61 Mb/
e e

# Packets/Second This field presents the instant number of packets per second
for the IP Flow.

Throughput This field displays the instant throughput in bit/s, kb/s or
Kib/s, Mb/s or Mib/s, according to the sampling period
defined in the NetDisturb Client configuration.

7.7 The Errors Detected by the NetDisturb Driver

If errors occur at the NetDisturb driver level, the ‘Alarm’ button located in the right bottom
of the client area is red colored.

Total Synthesis in _EEEEEEE
Incaming Throughplt  Incoming Pkts  Matching Pkt Outaoing Ptz Outgaing Thraudhput Alarms
From AtoB | 655 Mais! 4174 pis 168345 p 16583544 p 169344 p | 633 Mb/s| 4174 piz e
CPU Uzage
FromBta Al 367 Kkis| 17 pis 386 b 3228 b IEEE R | 367 Whis| 17 pis |_ 4 4%, |

Click on the "Alarms" button to get details about the errors and the following window is
displayed:
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MetDisturb Client - Alarms Summary

Alarmz Linked to the Direction from [nterface & ta lnterface B

|ncoming from &, Outgoing to B
# Lost Packets: 0 # Lost Packets: 1]
# Lost Butes; 0 AtoB
# Drriver Emrors: 1] — # Lost Bytes: 0
# Mizzing Buffer Errors: ] # Diiver Enors: 0
# Logt TCRAUDP Conkections: 1] |

Alarmz Linked to the Direction from Interface B to Interface &

Outgoing bo & [nzoming from B
f# Lost Packets: ] B to & # Lost Packets:
. # Lozt Bytes:
# Lost Butes: ] _ # Diniver Errors:

# Mizzing Buffer Ermarg:

# Driver Ermors: U |
Al (Sl # Lost TCR/UDP Connections:

k., Clear &larms | Ilpdate Alarms Summarny |

ol ol ol ol O

The alarms are classified per direction: A=» B and B = A.
The Information displayed is different depending of the direction (incoming or outgoing).

Incoming from A For the incoming direction:
# Lost Packets: 0 e Number of lost packets
# Lot Bytes: 0 e Number of lost bytes
# Driver Emors: 0| e Number of errors returned by the driver of the
# Missing Buffer Errorg: 0 Interface
# Lost TCPAUDP Connections: o/ o Number of buffers that were missing to keep all
packets
o Number of ignored connections
Outgaing to B For the outgoing direction:
# Lost Packets: 0 e Number of lost packets
¢ Number of lost bytes
# Lost Bytes: 0 e Number of errors returned by the driver of the
Interface

# Driver Ermors:
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7.7.1 Details for the Incoming Errors
[nzaming from A
B Lost Packets:
# Lost Bytes:
# Driver Errors:
# Mizging Buffer Errors:
# Lost TCPAUDP Connections:

o ol ol ol O

» # Lost Packets
Number of lost packets due to memory allocation errors or interface access errors.

» # Lost Bytes
Number of lost bytes (total packet size including the MAC header) due to memory
allocation errors or interface access errors.

» # Driver Errors
This error counter is the number of alarms returned by the NIC driver indicating that
some errors have occurred from the started time of the NIC. Errors can be due to one
of the following reasons:

e CRC error
e NIC or Driver Buffer overrun error

» # Missing Buffer Errors
When a packet is received and memory allocation done by the NetDisturb driver
failed, this counter is increased. You can increase the number of buffers allocated by
the NetDisturb driver by changing registry parameters (see paragraph 10.2 to
increase the number of buffers)

» # Lost TCP/UDP Connections
This counter is handled only when the working mode "Laws apply to each IP Flow" is
selected. When a packet is received for a new connection but that new connection
cannot be added because the maximum number of connections configured has been
reached or due to a memory allocation error, this counter is increased for each packet
received (see paragraph 10.2 to increase the number of connections).

7.7.2 Details for the Outgoing Errors

Outgaing to B
# Lost Packets: 1]
# Lost Bytes: 1]
# Driver Errars: 1]

» # Lost Packets
Number of lost packets due to memory allocation errors or interface access errors.

» # Lost Bytes
Number of lost bytes (total packet size including the MAC header) due to memory
allocation errors or interface access errors.
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» # Driver Errors

This error counter is the number of alarms returned by the NIC driver indicating that
some errors have occurred from the started time of the NIC. Errors can be due to one

of the following reasons:
e CRC error

e NIC or Driver Buffer overrun error

7.7.3 Alarm Management

Four buttons are used to manage these alarms.

» Details button

This button opens a window with details for the alarms:

e Timestamp
e Number of errors
e Error type

&.‘,‘ NetDisturb Client - Details of Alarms - B to A

05/26/2004 18:18:18.214 Incoming B:2 driver errorz
05/26/2004 18:18:24.215 Incoming B:E driver errors
05/26/2004 18:18:26.215 Incoming B:2 driver errors
05/26/2004 18:18:28.216 Incoming B:2 driver errors
0R/26/2004 18:18:32.217 Incoming B:E driver errors
05/26/2004 18:18:34.217 Incoming B2 driver erors
05/26/2004 18:18:36.217 Incorming B:4 driver errars
05/26/2004 18:18:40.218 Incoming B:2 driver errors
05/26/2004 18:18:42. 219 Incoming B:2 driver errars
05/26/2004 18:18:44.219 Incoming B:E driver errors
05/26/2004 18:18:46.235 Incoming B:2 driver errors
05/26/2004 18:18:50.220 Incoming B:2 driver errors
05/26/2004 18:19:00.222 Incoming B:2 driver errors
05/26/2004 18:19:02. 223 Incoming B:E driver errors
05/26/2004 18:19:04.223 Incoming B:10 driver errors
0R/26/2004 18:19:06.223 Incoming B:2 driver errors
05/26/2004 18:20.54.245 Incoming B: 2 driver errors
05/26/2004 18:20:56.245 Incorming B:2 driver errars
05/26/2004 18:20:58. 246 Incoming B:4 driver erors
05/26/2004 18:21:00.246 Incoming B:2 driver errars
05/26/2004 18:21:08.248 Incoming B:2 driver errors
05/26/2004 18:21:10.248 Incoming B:2 driver errors
05/26/2004 18:21:14.249 Incoming B:4 driver errorz
05/26/2004 18:21:20.266 Incoming B:2 driver errors
05/26/2004 18:21:24.251 Outgoing A&:2 driver errors
05/26/2004 18:21:24. 251 Dutaoing A:2 packets lost (596 butes]

- BX

» Clear Alarms button

The ‘Clear Alarms’ button resets the alarms list and number for all direction and

interfaces.

» Update Alarms Summary button

The ‘Update Alarms Summary’ button interrogates the NetDisturb driver to refresh the

error list.

» OK button

The OK button closes the Alarms List window and reset the status of the "Alarms" button

in the Client Window.

The Alarm Button changes from red

to gray

until new errors occur.
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Part 8 Using the NetDisturb Command Line Interface

NetDisturb version 4.6 is offering a Command Line Interface (CLI) allowing the
integration of NetDisturb in test beds which are controlled through batch processes. The
Command Line Interface is provided by NetDisturbCLl.exe which is located in the
NetDisturb Client directory.

With the Command Line Interface, you can load a context, start and/or stop the IP Flows,
manage the statistics and shutdown NetDisturb.

8.1 General rules

8.1.1 Command Line Interface’s Execution

The Command Line Interface can be run from any location, from Command Prompt or
from a batch file.

8.1.2 How to use the Command Line Interface
Each command line is made as follows: NetDisturbCLI /(Action) [Parameters]

Each command is prefixed using a /.

A Both — or / can be used as prefix.

One or more commands can be sent at a time as shown hereafter:
NetDisturbCLlI /Start 10 /Stop 9
(see paragraph 8.3 for more details about the priority between commands)

8.1.3 Options

Some commands may require a parameter. For example NetDisturbCLI /Start 10 will
start the IP Flow #10, where 10 is the mandatory parameter of the command start.

When the parameter is a file, the file name path may be absolute or relative. You should
take into account that the relative path must refer to the NetDisturb Client directory.

f If the file name or the path is including spaces, don’t forget to use quotes
i.e. “c:\Program Files\NetDisturb\Client\Default.wsx’
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8.2 Commands and parameters

The commands with their parameters are displayed in priority order.
The result of the command is a text including a prefix word. It indicates the command
execution result and is followed by an additional text. The 3 prefixes are the following:

OK: means the command was executed successfully
Warning: means the command was executed but was not necessary
Error: means the command was not executed successfully

The prefixes are subjected to change and could be extended in the
next versions. These prefixes are referring to the version 1.0 of
NetDisturbCLI.

8.2.1 Display the usage (/?)

Command: NetDisturb /?
Displays the commands list which describes each command and its
parameters.

Result:

&+ Command Prompt

C:~Program Files“\NetDisturb~Client>MetDisturhCLI .exe -7
NetDisturh Command Line Interface Uersion 1.8.1
Copyright (C> ZII 28087

MetDizturbCLI Usage:
Command Parameter Explanation

7 This help
sContext Load the context from the file "PATH’

sStart ALL RBun all IP Flows i.e. ‘Start All’ button

sStart " RBun IP Flow ¥ where ¥ dis in the range [1..171]

sStop ALL Stop all IF Flows i.e. 'Stop All’ button

/Stop Y Stop IP Flow ¥ where ¥ is in the range [1..1%7]

sTrace Start Start to save Statistics

s/Trace Stop Stop to save Statist

sTrace PATH Set the target Statistics file using the "PATH’ parameter
#Run Load and Start MNetDisturh Server

AQuit Quit (MetDisturh Client and NetDisturb Serverd

AQuit Cllient] Quit (NetDisturh Client only?

C:sProgram FilessHNetDisturbwClient>

Figure 10 - Command Line Interface Help

Neither error message nor warning message can be displayed with this command.
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8.2.2 Stop and shutdown NetDisturb Client and NetDisturb Server (/Quit)

Command: NetDisturb /Quit
Stops NetDisturb Server and NetDisturb Client then shutdowns both
applications.

Result:

c+ Command Prompt

C:“FProgram Files“NetDisturh~Client>NetDisturbCL]I.exe Aguit
OK: MetDisturh Client and Server have heen stopped.
C:=~Program Files“NetDisturbh~Clientl>_

Figure 11 — Stops NetDisturb Server and NetDisturb Client, then shutdowns both applications

Error message: None

Warning message: None

8.2.3 Stop and shutdown NetDisturb Client only (/Quit Client)

Command: NetDisturb /Quit Client
Stops and shutdowns NetDisturb Client.

Result:
(53 ND c I.iE Iﬂ

C:“Program Files“NetDiszturbh~Client>*HetDiszsturbCLI.exe ~guit Client

OK: HetDisturb Client has heen stopped.
C:sProgram Files“NetDisturh~Client>_

Figure 12 — Stops and shutdowns NetDisturb Client

Error message: None

Warning message: None
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8.2.4 Open and Start NetDisturb Server (/Run)

Command: NetDisturb /run
Opens and starts NetDisturb Server.

Result:

e+ Command Prompt

C:=~Program Filess\NetDisturb~Client>NetDisturhCLI _exe ~run
OK: ' . ~Server~MetDisturbhServer_exe’ has been started

C:~Program Filess\NetDisturbh~Client>

Figure 13 — Opens and starts NetDisturb Server

Error message:
= Error: Can’t create ‘..\Server\NetDisturbServer.exe’: Windows error message
The <Windows error message> gives the reason why NetDisturb Server did not start.

Warning message: None

8.2.5 Load the context file (/Context filename)

Command: NetDisturb /context filename
Loads a NetDisturb context like in the menu File/Open of the NetDisturb
Client GUI.

Result:

&+ Command Prompt

C:=“Program Files“NetDisturbh»Client>NetDisturhCLI .exe »Context Default.wsx
OK: command Open Context sent sucessfully.

C:=“Program Files“NetDisturbh~ClientX>_

Figure 14 — Defines the context file and loads it

& Note that any changes in the previous context will be lost.

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: NetDisturb Client was unable to handle the context file ‘filename’.
This message indicates that NetDisturb Client was not able to handle the file. It may be
due to an error in the file name or in the path.

= Error: At least one IP Flow is still running. Please stop all running IP Flows to be able to
change the context.

Warning message: None
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8.2.6 Set the file name where to store the statistics (/Trace filename)

Command: NetDisturb /trace filename
Defines the file that will store the statistics generated by NetDisturb Client
To start or stop the statistics saving process, please refer to paragraphs
8.2.7 and 8.2.8.

Result:

e+ Command Prompt

C:~Program Files“\NetDisturh~Client>MetDisturbCLI .exe ~Trace trace.txt
OK: command Set Capture Statistics File sent sucessfully.

C:~Program Filess\NetDisturbh~Client>

Figure 15 — Defines the statistics file name

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: NetDisturb Client is saving the statistics. The statistics file name can not be
changed.
This message indicates that NetDisturb Client was not able to set the statistics file name
because the statistics saving process is still running. The saving process should be
stopped before changing the file name.

Warning message: None

8.2.7 Start saving the statistics (/Trace start)

Command: NetDisturb /trace start
Sends a request to NetDisturb Client to start saving statistics into a file.

Result:

e+ Command Prompt

C:~Program Files“\NetDisturh~Client>NetDisturbCLI .exe Trace start
OK: command Start Capture Statistics sent sucessfully.

C:~Program Filess\NetDisturbh~Client>

Figure 16 — Starts saving the statistics into a file

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: NetDisturb Client was not able to open the target statistics file.
This message indicates that an error was encountered when opening the file that should
store the statistics. The two main causes are: a wrong path was specified or the file is
write-protected.

Warning message:
= Warning: NetDisturb Client is already saving the statistics.
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8.2.8 Stop saving the statistics (/Trace stop)

Command: NetDisturb /trace stop
Sends a request to NetDisturb Client to stop saving statistics into a file.

Result:

e+ Command Prompt

C:=“Program Files“\NetDisturb~Client>NetDisturhCLI _exe ~Trace stop
OK: command Stop Capture Statistics sent sucessfully.

C:~Program Filess\NetDisturbh~Client>

Figure 17 — Stops saving the statistics into a file

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

Warning message:
=  Warning: NetDisturb Client is not saving the statistics.

8.2.9 Stop an IP Flow (/Stop X)

Command: NetDisturb /stop X
Sends a request to NetDisturb Client to stop the IP Flow X, where X
should be in the range [1..17] (the value 17 corresponds to ‘Other IP
Flows’/'Other Frames’ flow).

Result:

¢+ Command Prompt

C:~Program Filess\NetDisturbh~Client*NetDisturbCLI ~Stop B1
0OK: command Stop IPFlow sent sucessfully.

C:“Program Filess\NetDisturh~Client>_

Figure 18 — Stops the IP Flow #01

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before stopping an IP Flow.

= Error: The IP Flow X is out of range. Allowed range: from 1 to 17 included.
The IP Flow number must be in the range from 1 to 17.

= Error: NetDisturb Client was unable to stop the IP Flow X.
More details should be available into the internal log file about the reason why NetDisturb
Client couldn’t stop the IP Flow.

Warning message:
= Warning: The IP Flow X is already stopped.
The command doesn’t change the status of the IP Flow because it was stopped.
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8.2.10 Stop all IP Flows (/Stop all)

Command: NetDisturb /stop all
Send a request to NetDisturb Client to stop all IP Flows.

Result:

¢+ Command Prompt

C:~Program Files“MetDisturh~Client>MetDisturbCLI ~Stop All
0OK: command Stop all IPFlows sent sucessfully.

C:“FProgram Files“MNetDisturh~Client>

Figure 19 — Stops all IP Flows

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before stopping an IP Flow.

Warning message: None

8.2.11 Start an IP Flow (/Start X)

Command: NetDisturb /start X
Send a request to NetDisturb Client to run the IP Flow X, where X should
be in the range [1..17] (the value 17 corresponds to ‘Other IP Flows’/'Other
Frames’ flow).

Result:

&+ Command Prompt

C:“Program Files“NetDisturh~Client>NetDisturhCLI ~Start B1
0K: command Start IPFlow sent sucessfully.

C:~Program Files:MetDisturh-~Client>

Figure 20 — Runs the IP Flow #01

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

=  Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before starting an IP Flow.

= Error: The IP Flow X has no mask defined..
A mask should be selected before starting an IP Flow.

Warning message:
=  Warning: The IP Flow X is already started.
The command doesn’t change the status of the IP Flow because it is running already.
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8.2.12 Start all IP Flows (/Start all)

Command: NetDisturb /start all
Send a request to NetDisturb Client to start all IP Flows.

Result:

¢+ Command Prompt

C:~Program Files:MetDisturbh~Client>NetDisturbCLI ~Start All
OK: command Start all IPFlows sent sucessfully.

C:“FProgram Files“MNetDisturh~Client>

Figure 21 — Runs all IP Flows

Error messages:
= Error: No NetDisturb Client loaded. The command can’t be sent.
This message indicates that NetDisturb Client has not been started yet.

= Error: No Interface selected. The command can’t be executed.
The interfaces used by NetDisturb should be selected before starting IP Flows.

= Error: The IP Flow X has no mask defined..
A mask should be selected before starting an IP Flow.

Warning message: None

8.3 Commands execution order

When using multiple commands in the Command Line Interface, some high priority
commands ignore the other commands sent (see Table 1 below).

Moreover priorities exist between each command: the Table 1 below is showing the
execution order when multiple commands are sent.

Priority (highest->lowest) Command Ignore other commands
Highest 1? Yes
/Quit Yes
/Run No
/Context No
[Trace No
/Stop # or All No
Lowest /Start # or All No

Table 1 - Commands execution order
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Part9 Using the NetDisturb Server

The NetDisturb Server links the NetDisturb driver and the NetDisturb Client. In
addition, it performs the following tasks:

= To get a thorough view of the traffic on the two interfaces and on the impairments
made.

= To follow the command entered by the connected client, to see the driver
configuration, and the applied mask and laws.

= To configure the password for Administrator connections.

The NetDisturb Server window is composed of three sections:

E!'E NetDisturb Server - ¥ersion 4.6

|mpairment Interface Configuration and Statistics

Interface & MAC addr 00-07-E3-11-23-E4 Interface B MAC addr 00-07-E£3-11-25-50
# Handled Packets: 1 [100%) # Handled Packets: 0O [0
# Lozt Packets: 0 [ 0] # Lozt Packets: 0o [10x
# Delayed Packets: 0 [ D] # Delaved Packets: 0| [0%)
Dezequenced: 0 [ 0%] Desequenced: 0 10%
# Fragmented packets: 0 [ D] # Fragmented packets: 0] [0%)
[nzoming on b COutgoing on A [nzoming on B Cutgoing on B
0 #Packets per Second 1] 0 #Packets per Second 1]
1 # Packets 1] 1] # Packets 1
0.00 bz Throughput 0.00 brs 0.00 br's Thraughput 0.00 bz
Active relaying EEE Achive relaying

Reszet Counters

Current Parameters

Refrezsh Period [in second): 1s  HBuffers: 2 o
_ _ Application of Laws: |F Flow Lewvel
Sampling to Compute Throughputs: | 22 Deseguencing: Enahled
Current Clent Connection
Clignt: Client cornected Show Current Contest FReset Logs

12h8 I mnds ------- MetDizturb Client connected - - - - - - -
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= Impairment Interface Configuration and Statistics

This section displays the used NICs. Statistics (percentages or absolute values) are
associated to each impairment parameter: number of handled, lost, delayed,
desequenced and fragmented packets.

The # Fragmented Packets statistics shows the number of packets rejected by the
NetDisturb driver because it can’'t handle IP packet with the fragment flag set.

This section displays also the numbers of incoming and outgoing packets, the number of
packets per second and the throughput. The indication on the relaying process is
presented as follows:

No packets handled (red color) The NetDisturb driver doesn’t handle any
packet (physical cut off of the Ethernet
link).

Active relaying process (green color) |The NetDisturb driver is running, the
relayed packets are processed following
the selected masks and the defined
impairment laws.

The Reset Counters button allows the reset of the NetDisturb Server Interface
counters. This action has no incident for the NetDisturb Client. This button is available
only when the driver is running.

= Current Parameters

Current Parameters
Refrezh Period [in zecand]; @ 1z ﬂBuffers:@ 2

_ \ Application af Laws@F‘ Flaw Level
Sampling to Compute @hputs: 2z Desequencing: Enabled@

This section reminds the current configuration and includes:

(1) The refresh period to display statistics for the NetDisturb Server.
(2) The sampling period used to calculate the throughput displayed by the NetDisturb
Server.
(3) The number of buffers for laws values related to TCP/UDP connections.
(4) The out-of-order i.e. desequencing mode: Enabled or Disabled
(5) The method to apply the laws:
- ‘IP Flow level’ means Laws apply to the IP Flow
- or ‘TCP/UDP connections’ means Laws apply to each TCP/UDP connection of
the IP Flow

= Current Client Connection

This section shows the currently connected client, the opened context and the trace list.
In this section the following buttons can be pressed:
= Show Context: displays the content of the current context.

= Reset Trace: allows clearing the traces displayed in the window bottom part.
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10.1 The New Context Values

o Refreshing time for statistics display 1s
e Sampling period for throughput computing | 2s
e Relaying process Relaying packets without
operations on both interfaces
e Working Mode Enable Desequencing Packets
Laws apply to the IP Flow
e Traces Active
e Driver relaying status Running
e Buffer number 2
e Flow mode Mono-flow
e For the 16 definable masks
Mask Not defined
Loss & Duplication law Not defined
Delay & Jitter law Not defined
Content Impairment law Not defined
e Other IP Flows
Loss & Duplication law Not defined
Delay & Jitter law Not defined
Content Impairment law Not defined

10.2The NetDisturb Registry Values

A\

This paragraph describes the Registry parameters for the NetDisturb Client,

NetDisturb Server and NetDisturb driver.

You should be careful when changing in one of these values because inappropriate
value may render NetDisturb unusable. We recommend to backup the Registry
before or at least to save the key’s values before any change.

You need administrator rights access to change the Registry database. The system
‘regedit.exe’ program can be used to check and modify the Registry. A name, a type and
a value identify each parameter in the Registry. The parameters are located in a
hierarchical key tree.

This paragraph gives the key location, the parameter name with its type and possible set
of value, and default value when applicable.
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10.2.1 The Registry parameters related to the NetDisturb Client

This part is related to the NetDisturb Client parameters located in the Registry. Some
parameters refer to the dialog with the NetDisturb Server and should be changed
accordingly.

10.2.1.1 Parameters Configuration
Key = HKEY_LOCAL_MACHINE\SOFTWARE\ZT\NetDisturbClient

Name Type Value
AcroReadInfo REG SZ Date of the help file (the user should not change it)
AcroReadTimer REG_DWORD | Internal timeout related to the Adobe Reader®

ExchangeTimeout REG_DWORD |Internal timeout related to the NetDisturb Client to
NetDisturb Server dialog (default is 5000 ms)

Help Menu REG DWORD |Index in the help file (the user should not change it)
IPAddress REG_SZ NetDisturb Server IP Address
(default: 127.0.0.1)
PortNumber REG_SZ HTTP port number used to dialog with the NetDisturb Server
part (default: 8080)
TraceLevel REG_DWORD | Trace level generated by the Client (see note)
(default: 0)
TraceFileName REG_SZ File name where traces are saved in when the TracelLevel flag
is saved.

(default: empty)

Note:
O The level of trace is a set of flags. When the flag is set (1) the level is active. When the flag is
reset (0) the level is inactive. Ex: TraceLevel=5, the flag 4 and 1 are active, other are inactive.
O Traces are displayed to the standard debug port [using the WIN32 API OutputDebugString()].
O Flag values are shown in hexadecimal:
e 0001 Errorslevel
e 0002 Information level
e 0008 Verbose level
e 0010 Time: add timestamp information
e 0100 File: trace are saved in a file too (the TraceFileName entry is used)
e 1000 SOAP: addthe SOAP trace information
Example: If TraceLevel = 113 means Error and Information level of traces are saved
also in a file and including the timestamp for each trace.

10.2.1.2 The Most Recent File list
This list is for information only.

It is handled by the system and you must not change it.

Key = HKEY_CURRENT_USER\Software\ZTI\NetDisturbClient\Recent File List

Name Type Value
File1 REG _SZ The most recent path context file used
File2 REG _SZ A more recent path context file used
File3 REG _SZ A more recent path context file used
File4 REG _SZ The oldest path context file used
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10.2.2 The Registry parameters related to the NetDisturb Server
Key = HKEY_LOCAL_MACHINE\SOFTWARE\ZT\NetDisturbServer

Name Type Value

ApplicationName REG_SZ Trace viewer

IHMRefresh REG_DWORD | Period of refresh, in second.
(defaultis 1)

Interface A REG_SZ MAC address of the latest selected Interface A

Interface B REG_SZ MAC address of the latest selected Interface B

Sampling REG_DWORD | Sampling period to compute throughput
(default: 2)

PortNumber REG_SZ HTTP port number used to dialog with the Client part
(default: 8080)

TracelLevel REG_DWORD |Trace level generated by NetDisturb Server (see
note)
(default: 0)

TraceFileName REG_Sz File name where traces are saved in when the
TraceLevel flag is saved.
(default: empty)

Note: See the note of the Registry parameters related to the NetDisturb Client here above.

10.2.3 The Registry parameters related to the NetDisturb driver
Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturb

Key (Windows NT only) = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Disturb

Name Type Value
DisplayName REG_SZ Name of the service
(Default is ’NetDisturb Impairment”)
ErrorControl REG_DWORD |1
ImagePath REG_SZ system32\drivers\disturb.sys
Start REG_DWORD |3
Type REG_DWORD |1

10.2.4 The NetDisturb Driver Traces

There is another key related to the level of traces generated by the NetDisturb driver.
These traces can be captured via a tool such as DebugMon from OSR Inc.
(www.osronline.com -> go to the Download section).

Changing the level of the traces may block your PC until you reboot. The level of the
traces provided by the NetDisturb driver should be modified only with the help of the
technical ZTI| support (support@zti-telecom.com).

Key = HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetDisturb\Parameters

TracelLevel REG_DWORD | Trace level generated by the NetDisturb Driver (see
note)

(default: 0)

Note: the level of trace is a set of flags. Values aren’t provided here to avoid mishandling of
the NetDisturb driver. Please contact ZTI technical support if you need more details.
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10.3 The Mathematical Laws used by NetDisturb

10.3.1 Uniform law
Distribution of Uniform Law is:

1

X)=——— for Alpha < x < Beta
() Beta — Alpha
f(x)=0 for x < Alpha or x > Beta
where Alpha is the inferior parameter and Beta the superior one.
Set&-;.l’phg .‘ b
=
‘®
c ' [
[ ' !
(m)] ) '
5 5
Aloka Beta
Values

Values between Alpha and Beta have the same probability to be drawn = 1 / (Beta —
Alpha). When this law is used, the unit is the millisecond for the starting time of a
connection or byte for the data volume to send.
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Example of values generated by NetDisturb in the interval [800, 850]

Uniform Law

=

o

= 1/(Beta — Alpha)
- Values generated
a

=

]

S Dt

=

Density
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Values

Density of probability for the values generated by NetDisturb

10.3.2 The Uniform Correlated Law

The Uniform Correlated law is the same law as Uniform law. Only the process differs: the
difference is related to the two thresholds used by the NetDisturb driver (see the “Loss
laws configuration” paragraph for more details).
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10.3.3 Exponential law

10.3.3.1 THEORY

The probability density function of the exponential law is:

Ae™™ x>0,
fen={"0" 1150

where A > 0 is the parameter of the distribution (the rate parameter).

Exponential law, lambda=0.15 Exponential law, lambda=0.50
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The graphs above represent the theoretical density of the exponential distribution with
1=0.15 and A=0.50.

When we use the exponential distribution to draw random numbers, most the drawn
values are theoretically small and the probability to draw big numbers is smaller.

As a result of the increase of A, the incline of the distributions curve increases. Therefore
the probability to draw small numbers is bigger than the one to draw big numbers.

10.3.3.2 PRACTICE

The exponential function is implemented in NetDisturb to generate numbers following an
exponential distribution.

When this law is used, the unit is the millisecond for the starting time of a connection or
byte for the data volume to send.

Using this function with A=0.15 as a parameter, we drew such numbers and then we
plotted, by using a mathematical tool (R software), the distribution of those. Then we got
the following graph.
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Exponential law, lambda=0.15, 50000 numbers
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The green curve represents the distribution of random numbers generated by R and the
red one represents the distribution of those generated by NetDisturb. They are very

similar.

As shown in the theoretical part, the probability to have small numbers is much bigger
than the probability to have big ones.

For example, we generate 50000 numbers following the exponential law with 1=0.15. As
the numbers generated by the exponential function are of type “double”, we round them
up to the nearest integer (e.g. 10.3 rounded up to 10 and 12.8 to 13). The histogram

below summarizes the results.

7000

Exponential law, lambda=0.15,
50,000 drawn numbers
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61 1

The generated values are on the abscissa axe, and how many times each value is

generated on the ordinate axe.
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Otherwise, we can represent the same result by a curve.

Exponential law, lambda=0.15, 50000 numbers
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In order to see the effect of the parameter A we repeat the same operation as before with
A=0.15 and A=0.50 and we plot both curves:

Exponential law
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As the legend shows, the red curve represents the result of using the exponential law
with A=0.15 as parameter, and the green one the result of using the same law with
A=0.50. We observe that the more the parameter A is big, the more the maximum
number generated is small and the other numbers generated are smaller too.

The table below summarizes the probability (in percent) to draw a value using the
exponential  function of NetDisturb with different values for A in
{0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9,1}.

~ Actually A
generated values | 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0 4.946 [9.358 [14.126|18.294|22.334(25.850[29.722]|33.220/36.050(36.050
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1 8.956 |16.044(22.426|26.874(30.432/33.538/35.274(36.732|37.956/37.956
2 8.200 |13.368|16.178|17.974(18.654/18.488|17.546|16.548/15.364/|15.364
3 7.394 |10.904({12.478|12.324({11.476/9.908 8.934 |7.468 |6.308 |6.308
4 6.524 19.148 19.048 |8.176 |6.790 [5.580 |4.280 |3.334 [2.574 |2.574
5 6.198 [7.432 |6.468 |5.314 4.078 [3.028 [2.134 |1.498 |1.056 |1.056
6 5.556 |6.136 |4.848 |3.680 [2.496 [1.642 [1.070 |0.636 |0.408 |0.408
7 5.034 14.998 [3.718 |2.466 |1.554 |0.868 |0.504 |0.306 |0.166 |0.166
8 4.512 4.130 |2.766 |1.622 |0.838 |0.502 |0.252 |0.148 |0.058 |0.058
9 4.084 3.312 |2.074 |1.050 |0.470 |0.272 |0.142 |0.052 |0.042 |0.042
10 3.698 |2.778 |1.484 |0.810 |0.322 |0.174 |0.068 |0.032 |0.008 |0.008
11 3.306 |2.266 |1.146 |0.418 |0.208 |0.054 |0.040 |0.010 |0.004 |0.004
12 2.964 [1.812 |0.822 |0.346 |0.144 |0.034 |0.022 |0.010 |0.006 |0.006
13 2.832 |1.542 |0.600 |0.236 |0.078 |0.036 |0.008 |0.006 |0 0
14 2.584 |1.252 |0.484 |0.124 |0.056 |0.012 |0 0 0 0
15 2.078 10.976 |0.330 |0.098 |0.030 |0.004 |0.004 |0 0 0
16 1.900 |0.836 |0.242 |0.072 |0.012 |0.004 |0 0 0 0
17 1.810 ]0.658 |0.210 ]0.032 |0.014 0.006 |0 0 0 0
18 1.646 |0.558 |0.144 |0.030 |0.004 |0 0 0 0 0
19 1.484 |0.420 |0.108 |0.018 |0.008 |0 0 0 0 0
20 1.360 |0.352 |0.112 |0.014 |0 0 0 0 0 0
21 1.220 |0.344 |0.048 |0.004 |0.002 |0 0 0 0 0
22 1.088 |0.288 |0.034 |0.008 |0 0 0 0 0 0
23 1.004 |0.184 |0.022 |0.004 |0 0 0 0 0 0
24 0.976 |0.184 |0.018 |0.010 |0 0 0 0 0 0
25 0.780 |0.130 |0.020 |0 0 0 0 0 0 0
26 0.750 |0.100 |0.018 |0.002 |0 0 0 0 0 0
27 0.692 |0.080 |0.008 |0 0 0 0 0 0 0
28 0.568 |0.064 10.004 |0 0 0 0 0 0 0
29 0.552 0.074 |0.010 |0 0 0 0 0 0 0
30 0.540 |0.044 |0.002 |0 0 0 0 0 0 0
31 0.442 10.032 |0 0 0 0 0 0 0 0
32 0.446 |0.038 |0.004 |0 0 0 0 0 0 0
33 0.376 10.026 |0 0 0 0 0 0 0 0
34 0.386 |0.036 |0 0 0 0 0 0 0 0
35 0.280 |0.016 |0 0 0 0 0 0 0 0
36 0.274 10.012 |0 0 0 0 0 0 0 0
37 0.280 |0.016 |0 0 0 0 0 0 0 0
38 0.21210.014 |0 0 0 0 0 0 0 0
39 0.184 10.006 |0 0 0 0 0 0 0 0
40 0.18210.012 |0 0 0 0 0 0 0 0
41 0.166 |0 0 0 0 0 0 0 0 0
42 0.142 /0.004 |0 0 0 0 0 0 0 0
43 0.152 10.004 |0 0 0 0 0 0 0 0
44 0.110 |0.004 |0 0 0 0 0 0 0 0
45 0.110 10.002 |0 0 0 0 0 0 0 0
46 0.110 |0.004 |0 0 0 0 0 0 0 0
47 0.096 |0 0 0 0 0 0 0 0 0
48 0.078 |0 0 0 0 0 0 0 0 0
49 0.088 |0.002 |0 0 0 0 0 0 0 0
50 0.072 |0 0 0 0 0 0 0 0 0
51 0.060 |0 0 0 0 0 0 0 0 0
52 0.060 |0 0 0 0 0 0 0 0 0
53 0.048 |0 0 0 0 0 0 0 0 0
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NetDisturb
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In fact, the generated values are of type double. Here is example of values generated by
the exponential law of NetDisturb with A =0.1:

0.227489

1.961810

1.217468

13.854097

0.474025

5.870118

2.353334

0.766254

4.868133

0.802894

To represent those values in a simple way we round up double to the nearest integer, for

example:

real values

represented
values

0.227489

1.961810

1.217468

13.854097

4

0.474025

5.870118

2.353334

0.766254

4.868133

0.802894

0
2
1
1
0
6
2
1
9
1

As a result, the values of the first column approximately correspond to the “x” in the
theoretical representation of the exponential law.
The effect of this approximation is more important when we draw values near “0”. Thus

the probability in the table to generate “0” is smaller than “1”.
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Exponential law, lambda=0.15
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This graph is plotted with real values generated by NetDisturb. We observe that the
probability for x="0" (=A) is bigger than for x="1". Here are below graphs plotted with
small values for A.
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Exponential law Jambda=0.001 - Exponential law,lJambda=0.0001
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*Maximum drawn value by the software, theoretically there is no maximum for the exponential law!

© ZT1 1998-2008 Page 193/194



NetDisturb

Part 10 Appendices

10.3.4 Laplace-Gauss law

When this law is used, the unit is the millisecond for the starting time of a connection or

byte for the data volume to send.
The probability density function of the Laplace-Gauss Law is:

_(x—p)

" 55 2
X)=———e
) k0 g

where 4 is the average and o is the standard deviation..

AL(S)

O

F—t l“l': :
68,27 "%
95,45%
899,73%

- The more o is small the more drawn values are near u
- 68.27% of drawn values are in [y - o ; u+ 0o

- 95.45% of drawn values are in [u — 20 ; u+ 20]

- 99.73% of drawn values are in [x — 30 ; 1+ 30 ]

1 and o must be defined such as: x>0 and u>3c with >0
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