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Part 0 Preface

0.1 Organization of this manual

This user guide is aimed at helping you to discover and use NetDisturb. This manual is
organized as follows:

e Part 1: Product Overview
Briefly describes the key features of the NetDisturb software.

e Part 2: What's new in NetDisturb version 4.6

Is a general overview of new features, main improvements provided with NetDisturb
version 4.6.

e Part 3: Install NetDisturb

Presents the product requirements, how to install the software downloaded from the
Internet or from the CD-ROM, provides important information to upgrade from previous
versions and explains how to choose the most suitable NetDisturb package.

e Part 4: How to handle your license?
Describes how to proceed for the license transfer

e Part 5: Uninstall NetDisturb
Describes how to uninstall the software.

e Part 6: Run NetDisturb
Describes how to run the NetDisturb Server and NetDisturb Client.

In this document, you will find the following symbols: They mean:

& Warning

p Zoom or Advice

j Note or Remark
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0.2 Minimum System Requirements

To appropriately operate NetDisturb you need the following minimum system
requirements:

* Windows 2000, XP or Server 2003
e Pentium processor with 256 MB memory at least

e« Two identical Ethernet NICs: Ethernet, Fast Ethernet, or Gigabit Ethernet network
interface card.

e 1024 x 768 display, DPI setting = Normal size (96 DPI) and Font size = Normal.
e 20 MB free hard disk space

hasn’t been installed, a warning message is displayed to inform that NetDisturb

j Acrobat Reader is needed to display the NetDisturb Help. If Acrobat reader
is available but without the help file.

ﬂ._ PCs with multiprocessors or processor with hyper-threading are also supported.

0.3 Technical Support

ZTI Technical Support can assist you with all your technical problems from installation to
troubleshooting.

Before contacting our Technical Support, please read the relevant sections of the product
documentation and the “Read Me First” file.

Before contacting our technical support, make sure you record the following information:

e Product name and version.

e Trial license or unlimited licensed product.

e System configuration.

e Problem details: settings, error messages...

e |f the problem is persistent, give the details of how to create the problem.

You can contact Technical Support by:

Email Send as many details as possible to support@zti-telecom.com or support@zti.fr

Fax Send as many details as possible to +33 2 9648 1485

Telephone | Telephone support is available from 09:00 am to 06:00 pm (GMT +01:00 or +02:00),
Monday to Friday. Call on +33 2 9648 4343

© ZTI, 1998-2008 Page 4/44
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Part1 NetDisturb Overview

NetDisturb is an IP network emulator software that can generate impairments like:
latency, delay, jitter, bandwidth limitation, lost, duplicate packets and impaired the
content over the IP networks (IPv4 and IPv6). NetDisturb allows the user to disturb
flows on an IP network and so to study the behavior of applications, devices or
services in a disturbed network environment.

NetDisturb is inserted between two Ethernet segments (on the same IP network or

two different IP networks) and operates bi-directional packet transfer on Ethernet,
Fast Ethernet and Gigabit network interface cards.

Local control Remote control

.
i
. .
i Yo
. .,
e e
.
‘%

Ethernet NIC
10/100/1000 Mbps N

Ethernet NIC E
10/100/1000 Mbps i—a

Throughput

IP flows

Packet Content Impairment

Loss Jitter
Delay

NetDisturb
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1.1 Product Requirements

* Platform: Pentium PC running Windows 2000, XP or Server 2003 with Microsoft
TCP/IP installed and at least 256 MB Ram. Wy Vicrosat

* Hyper-threading and PC multiprocessors are 151 Windows
also supported.

* Two Identical Network Interfaces Cards (NIC): Ethernet, Fast

Ethernet, or Gigabit Ethernet network interface card.

* 1024 x 768 display, DPI setting = Normal size (96 DPI) and Font
size = Normal.

1.2 Configurations

Based on Client Server architecture, the NetDisturb software is made of two parts:
a Server and a Client. The Server handles the impairment characteristics and the
Client manages the Server using a simple graphical interface.

This allows two configurations where the Server and the Client parts may be installed
on the same PC host (local control), or the Server part is located on one PC and the
Client part is located on a second PC (remote control). In this second configuration,
the Client dialogs with the Server by using a Wan (for example: PSTN or ISDN) or a
LAN link.

Both configurations require two identical Ethernet Cards for the Server.

PC Windows 98, NT4, 2000, XP or Server 2003
PC Windows 2000, XP NetDisturb Client

or Server 2003 Client application and GUI

NetDisturb Client
| Client application and GUI | II WAN /LAN
NetDisturb Server PC Windows 2000, XP or Server 2003
| Server application and GUI | NetDisturb Server

| Server application & GUI |

| Driver "Disturb.sys" |

Driver "Disturb.sys”

| Ethernet NDIS driver |
| Ethernet NIC (A) | | Ethernet NIC (B) | | Ethernet NDIS driver
7y A
| Ethernet NIC (A)| | Ethernet NIC (B)
LAN (A) LAN (B) i A
E!Fernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps LAN (A) LAN (B)
4 - »
Ethernet 10/100/1000 Mbps Ethernet 10/100/1000 Mbps
Client and Server on the same PC Client and Server on 2 PCs

The "Disturb.sys" driver is located in the kernel of the operating system and is
installed above the NIC drivers. This driver is used by NetDisturb to handle the
exchanges with the NICs.

© ZTI, 1998-2008 Page 6/44
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1.3 Products features
What are the major features of NetDisturb V4.67?

1.3.1 Key features

o Client-Server Architecture based on the SOAP mechanism which uses the HTTP
protocol and the XML format for the exchanges between the client and the server.

« NetDisturb is an Ethernet Bridge to avoid any network configuration.

o Impairments: Latency, Loss, Duplication, bandwidth limitation, Delay and Jitter,
Content Impairment (mathematical laws and user-defined files)

e 16 configurable IP flows per direction with optional trigger condition

« Aggregates of IP flows can be defined (set of IP flows sharing the same Delay &
Jitter Law)

e Unidirectional or bi-directional packet impairments

e Change the Law and the mask on-the-fly

Connections per IP flow: impairments are applied to the IP flow or to each

connection of the IP flow

Ethernet / Internet modes (packets out of sequence)

Easy to use and intuitive Graphical User Interface

Statistics display and export detailed statistics in a file

Command Line Interface (CLI) to use NetDisturb in test beds

Ability to handle Ethernet Jumbo frames (payload up to 17976 bytes)

Ability to impair the remaining network traffic that could be either only the IP

packets or all the Ethernet frames.

NetDisturb is based on the notion of IP flows.

A flow is a set of packets with a set of common packet properties, and can be
unidirectional or bi-directional.

Flows are part of sessions (successions of flows and "think times") related to some
homogeneous user activity (e-commerce, mail, MP3 file, web, etc.).

- ~ - -
- - -
= ~ - ’f’

-
- -~ =
Start of session == FI'OWI ~--" End of session
arrivals

v
1 == s - - 1

An IP flow is described by using a n-tuple.

In the typical case, the following 5-tuple is used: IP addresses, protocol and port
numbers.

An IP flow is composed of connections (such as TCP connections to make FTP transfer
by example).

To define the n-tuple for an IP flow, NetDisturb uses the notion of mask. A mask is
the combination of the following optional parameters:
Frame Type (ARP Frame or IP Frame:IPv4, IPv6 or IPv4 & IPv6)
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Ethernet header

. MAC destination address
. MAC source address

List of VLAN-ID (Ethernet frames 802.1Q)

IP Header

. Destination IP address

. Source IP address

. Protocol (ICMP, TCP, UDP, SIP, RTP...)
. Differentiated services (TOS)

List of Ports (for TCP or UDP packets)

. Destination port list

. Source port list

ﬂ._ A trigger can be associated optionally with the mask.

With NetDisturb you can define up to 16 masks, i.e. 16 IP flows. An additional item
named "Other IP Flows" is in charge to handle all IP flows that have not been user
defined. For this item no mask can be defined, but impairments can be applied.

NetDisturb manages up to 10 000 connections - all flows included.

The client window below illustrates the management of IP flows by NetDisturb.

%! NetDisturb Client - Impairment Tool for IP Networks - C:\Program Files\MNetDisturbAClient\Default. WSX

o

File Edit Actions “WorkingModes Statistics Help - Show Aggregates ==
— |P Flows ————IF Flow #04: RSP
Fun #01 | [vLan alll
Mask [+ Trigger] Lozz & Duplication Law Drelay & Jitker Law ’:D
+ a0z [icwp ol
|RsvP r| |%ofLoss & Time =l | N
Fun #03 | [P al _ . E
Magk Edit Logz Percentage Edit Constant Delay & File [, 0 X
Run #04 li ,( I # Diuration [Throughput, Duration) T
. # Lost or Duplicated 2 =
o GG IF gl I # Incoming Packets i] aster uppézakzs 0[0.0%] #Delayed Packets U] (A =
+ ROG | TCP g| I r Interface A [MAC] 00 08 A1 36 10 74 @ rInterface B (MACY 00 03 41 36 11 59—
Incoming Outgaing
Fun #0O7
Q gl # Packets/Second Op/s ABE # Packets/Second Op/s
gj Throughput | 0.00b/s —) Throughput | 0.00 br's
Interface Interface
gl SIAE Outgaing Incoming oL
—_—— A - :
Q g| # Packetz/Second Op/s E— # Packets/Second Opfs
al Throughput [ 0.00B78 y Thioughput | 0.00 b/
gl Mask [+ Trager] Laozz & Duplication Law Delay & Jitter Law )
g| RSVP j |Burst Uriform Loss j | J :
Mazsk : Loz Burst Uniform Law : Congtant Dielay & File -
Q gl Ell el [Throughput, Duration) Szt ?
Q gl # Incoming Packets i} HLostor Duﬁgﬁiﬁg 0[0.03%) #Delayed Packets [ (| =)
Fun || Cther Frames  w gl
atistics Synthesis by Flow
Bt b viow Q| Total Synthesis - . : — &)
Throughput Reception Received Phits  Matching Pkts — Sent Pkts  Throughput Transmission i
Run Al | From Ato B | 000 bis Opiz On Op Opl 000k O prf=z CPU Usage
FromBto & [ 000 ke 0 pis ap 0p Opl 000k 0 pis |_ 2% ]
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The graphical user interface represents the NIC cards as "Interface A" and "Interface
B" as illustrated below.

A—B _
Ethernet NIC Ethernet NIC o
_ 10/100/1000 Mbps 10/100/1000 Mbps
o A<—B

NetDisturb

Interface A Interface B

(e

For each direction A > B or B > A, 16 flows can be defined by the user. And for each
IP flow, loss & duplication and / or delay and / or content impairment laws can be
applied as shown in the figure below.

Interface A

IP Flow #01 |
A—>B ;
] Loss law & [] pelay & Jitter law & [] content Impairment law '
| Mask #01: defined —p»> ; ]
T [CINo loss 1 No delay [ No content Impairment E
V] O L] g
Mask #15: not defined ;
Mask #16: not defined [JLoss law & [] Delay & Jitter law & [] content Impairment law ;

i Other [P flows ~——p No loss 1 No delay No content Impairment : Interface B

DTS Ethernet NIC i_____________________________________________________________________________________________________.............E Ethernet NIC o
10/100/1000 Mbps) |~~~ rowseii e I10110011ooo Mbgsl

16 user defined
IP Flows

X

A<B 16 user defined
Loss law & [] pelay & Jitter law & [] content Impairment law Mask #01: not defined | 7;6,2,03,;”6
[INo loss 1 No delay 1 No content Impairment || ¥~ pask #02: defined
V] T o Mask #03: not defined E
[JLoss law [] Delay & Jitter law [] content Impairment law facRalc o lEii=d E
<@— Other IP fI
[V No loss & No delay & [ No content Impairment therlPflows
In the above example, NetDisturb has been configured with the following

parameters:
Direction A > B

The Mask #01 defines the "IP Flow #01", and a loss law is applied to the
packets of this flow,

The Mask #03 defines the "IP Flow #03", a delay law and a content
impairment law are applied to the packets of this flow,

As no loss, no delay and no content impairment law is applied to the 'Other
IP flows', all non-matching packets with the masks #01 and #03 are
relayed directly from A to B.

Direction B 2> A

The Mask #02 defines the "IP Flow #02", and a loss law is applied to the
packets of this flow,

The Mask #15 defines the "IP Flow #15", a delay law and a content
impairment law are applied to the packets of this flow,

As no loss and delay law is applied to the 'Other IP flows', all non-matching
packets with the masks #02 and #15 are relayed directly from B to A.

© ZTI, 1998-2008
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1.3.2 How does it work?

The Figure 1 illustrates how NetDisturb handles incoming packets from the A
interface to the B interface.

Incoming =1

packet
packet match >
the mask?
A4
Outgoing
SN packet
No
Yes
Other IP Flows
Packet No .
Interface A lost Interface B
I Yes Yes
4 ves (delayed) (content impaired

Figure 1 - NetDisturb Incoming Packets Management

Depending on the active user-defined IP flows, NetDisturb identifies if the incoming
packet belongs to an IP flow before applying loss, delay or content impairment
treatments.

If this packet matches with the mask of an IP Flow (IP Flow #i for example), then
NetDisturb identifies if this packet must be lost/duplicated and/or delayed and/or if
its content must be impaired.

If this packet does not match any mask (a mask defines an IP flow), then
NetDisturb applies the treatments for the 'Other IP Flows' and identifies if this
packet must be lost/duplicated and/or delayed and/or if its content must be impaired.
For each packet received on an interface, NetDisturb analyzes in order the masks
from 1 to 16 before considering this packet to belong to the "Other IP Flows".

So NetDisturb can apply impairments on the IP flows defined by the user either
unidirectional (A > B or B > A) or bi-directional (the same impairments are being
applied for both directions: A > B and B > A).

© ZTI, 1998-2008 Page 10/44
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1.3.3 Introduction of a Trigger for the Mask

One of the features of NetDisturb is the use of a trigger to link the launch of the
impairments with an event.

The Trigger is an intermediate step after the frame has been classified in an IP Flow
and before the frame is impaired.

The Trigger includes various parameters:
e The activation condition based on the Ethernet frame content.
e The delay before applying the impairments
e The impairment duration (0 = no limit).
e The number of cycles for the trigger (O=unlimited) if the impairment duration
is not null.

Thus two main categories of triggers are defined:

e The Trigger time-limited to be applied on the impairments

e« The Trigger time-unlimited to be applied on the impairments (a loop counter can
be used)

As soon as the activation condition is performed, the impairment on the IP flow can
be immediate or delayed with a duration expressed in milliseconds (delay of
impairment).

If the impairment is immediate, the frame that has triggered can be included or not
(if the delay before impairment is null).

The impairment can be time Ilimited according to a duration expressed in
milliseconds.

When NetDisturb is running an IP flow with a defined trigger, four states are
possible:

= Waiting for the Trigger: the impairments do not apply. This state is the initial state
of the Trigger.

= The Trigger was found: the impairments still do not apply because a delay is
defined before the impairments. This state changes to the next state when the
activation condition is reached.

= The Trigger is active: the impairments are applied.
= The Trigger is finished: the impairments do not apply any more. This is the final
state of the Trigger.

ﬂ._ A Trigger can remain active permanently if no duration limit was defined.

© ZTI, 1998-2008 Page 11/44
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1.3.4 Packet impairments
Pre-defined Loss and Duplication laws:

e Loss: Constant Law
Parameter: number of packets

e Loss: Uniform Law
Parameters: alpha, beta, threshold

e Loss: Burst Uniform Law
Parameters: alpha, beta, threshold(n), threshold(n + x), depth

e Loss: File (Loss Values)
Parameters: file name, threshold

e Loss: Percentage
Parameter: percentage

e Loss: 1 Packet out of N
Parameter: range(N)

e Loss: Percentage & Duration (time-limited losses percentage)
Parameter: percentage, duration

e Loss: File (Percentage & Duration)
Parameter: file name

e Duplication: Percentage (send n times the received packet)
Parameters: percentage, Min < n < Max

e Duplication: 1 Packet out of M (duplicate 1 packet n times every M received
packets). Parameters: range(M), Min < n < Max

e Duplication: Uniform Law
Parameters: alpha, beta, threshold

e Loss (1 out of N) then Duplication (1 out of M): the loss law (1 Packet out
of N) is used first before the duplication law (1 Packet out of M)

Pre-defined Delay & Jitter laws:

e Constant Delay
Parameter = constant delay

e Constant Delay & Exponential Jitter
Parameters: constant delay, A

e Constant Delay & Uniform Jitter
Parameters: constant delay, alpha, beta

e Constant Delay & File (Jitter)
Parameters: constant delay, user file

e File (Packet Sending Minimum Cadences)
Parameter: user file

© ZTI, 1998-2008 Page 12/44
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e Router Simulation & Constant Delay
Parameters: IP throughput, max memory, constant delay

e Router Simulation & File (Packet Sending Minimum Cadences)
Parameters: IP throughput, max memory, user file

e Constant Delay & File (Throughput & Duration)
Parameters: constant delay, user file

Pre-defined Content impairment laws:

e 1 Packet out of N
Parameter: range(N)

e Percentage
Parameter: percentage

e Normal Law (Laplace-Gauss)
Parameters: average, standard deviation, threshold

e Uniform Law
Parameters: alpha, beta, threshold

1.3.5 Working modes

NetDisturb offers two working modes by applying impairments:
- Enable/Disable desequencing of the packets in a flow,
- Impairment laws apply to the IP flow or to each TCP/UDP connection of the IP
flow.

These modes are used together.
For example, NetDisturb set with the following modes simulates the Internet
network with disturbed flows:

- Enable desequencing of the packets in a flow

- Impairment laws apply to the IP flow

Another example: to disturb VoIP communications in the same way on an Ethernet
network, use NetDisturb with the following modes:

- Disable desequencing of the packets in a IP flow

- Impairment laws apply to each TCP/UDP connection of the IP flow

Enable/Disable Desequencing Packets

Impairment may introduce changes in the packet sequence - for example by
introducing different delays for the packets of a flow.

One of the Ethernet characteristics is to keep packets received in order. Internet
hasn’t got this constraint regarding the packet order: some packets can use one
route while others use another one, with the consequence the receiver may get
packets unordered.

NetDisturb can simulate the Internet network (enable desequencing packets) or can
react as Ethernet does (disable desequencing packets).
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Impairment laws apply to the IP flow or to each TCP/UDP connection of the
IP flow

NetDisturb can analyze IP packets to dispatch them into the TCP or UDP connection
they belong to. This mode makes possible to apply the same impairment values to
each packet of each connection. For instance if the impairment has been defined with
a loss law: lose the third packet for 10 packets received.

e Impairment laws to be applied to the IP flow

When this option is selected, every received packet matching the mask for this flow is
considered to belong to the same flow. Processing is carried out in “continue”. With
the previous example of loss law (lose the 3rd packet on 10 received), NetDisturb
will lose the 3rd packet for ten received packets whatever the TCP/UDP connection
belongs to.

e Impairment laws to be applied to each TCP/UDP connection of the IP flow

When this option is selected, NetDisturb analyses each received packet in order to
associate this packet to a TCP or UDP connection already existing by using these
parameters: protocol, IP addresses and port numbers. If the connection doesn’t exist,
a new one is created. With the previous example of loss law (lose the 3rd packet on
10 received), NetDisturb will lose the 3rd packet for ten received packets of each
TCP or UDP connection. Up to 10,000 connections can be handled simultaneously by
NetDisturb.

1.3.6 IP Flows and Aggregates

Up to 8 aggregates of IP flows can be defined. An aggregate is a consecutive set of IP
flows sharing the same Delay & Jitter Laws. All IP flows of an aggregate share only
one aggregate's Delay & Jitter law (with one law per direction).
The IP flow order in the aggregate defines the priority of packets to delay. While the
top IP flow packets get the highest priority, the other IP flow packets are queuing
until there are no higher priority packets.
In the Figure 2 below, two aggregates have been defined:

- The light blue colored aggregate collects three IP flows (#01 and #02)

- The dark blue aggregate collects the IP flows #04, #05 and #06.

% NetDisturb Client - Impairment Tool for IP Networks - C:\Program Files\NetDisturb\Client\Default. WSX

File Edit Actions Working Modes Statistics Help - «# Hide Aggregates
— IF Flawy —————— ~IP Flow #04: RSVF —Aggregates
Fun #01 || YLAN - | #M
4 | g? Mask [+ Trigger] Loss & Duplication Law Delay & Jitter Lav 1::’ u—‘J
+ R02 IChP - || #02
|H5VF j |°/= of Loss & Time j ‘ J N l:l
SIP E #03
lun 803 gl Mask Edit Loss: Percentage Edit Constant Delay & Fils [0 0 X d
[— ,7 R I oL &DD urratlund [T hroughput, Curation) l-:r> ’i‘ 4
. ozt or Duplicates < <
+#05 |uor g'l # Incoming Packets 0 Packets 0[0.0%] #Delayed Packets 0[0.0%] ’—_|_| =
+ #06 | TCR g|| Interface & (MAC] 00 08 41 36 1C 74 @ Interface B (MAC): 00 08 41 36 11 59 _| ~ || #06
Incoming Outgoing
Fiun #07 None; - || #07
4 « # Packets/Secand Opfs (e # Packets/Secand Opfs
Throughput | 0.00 b/ —) Throughput | 0.00 b/ one) | || #os
4 g' Interface et i el i Interface
Mone: || #09
4 g| U2l Outgoing Incoming SI06
& 4 B None) | v || #10
4 « # Packets/Secand Upfs B # Packets/Secand Op/s
o Thioughput | 0,00 brs @” Throughput | 0,00 b/s || 1
ey Q <] w2
gl Mask [+ Trigger] Loss & Duplication Law Delay & Jitter Law = ~| #13
| g| |H5VF j |Bursl Uniform Loss j ‘ N ‘ [hone) j #14
E
Mazk Lass: Burst Unitarm Law 0 Constant Delay & File -
Run#ts] (=Y Edit Foit | fpretont Delaviiie  Joasnem: )T( #5
4 g' 1 Incoming Packets 0 Bllaste Duggz‘z':t‘: 0[0.0%] # Delayed Packets 000z =) x| #E
Fun ||Cther Frames g| - | | Cther
5atistics Syrthesis by Flow
¥ ¥ gl — Total Synthesis = = — Vi
Throughput Reception Received Pkis Malching Pits  Sent Pits  Throughput Transmission ,
Fun Al FromataB|  0.00 bis Opis 0p (i Opl 000k 0vis | ~CPU Usagey |  Configure Aggregates
From Bto A [ 000 bis 0pis 0p Op Op| 000b/s Opfs |— 4% I

Figure 2 - Two aggregates defined
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1.3.7 Statistics & Alarms

Different statistics are calculated and displayed by NetDisturb:
- For each IP Flow (and for both directions)
- Statistics synthesis by Flow
- Total synthesis & Alarms

These statistics can be saved in a file for a later use.

Statistics for each IP Flow

For each direction (A - B or B > A) NetDisturb displays:
- The number of packets matching the mask
- The number and the percentage of lost or duplicated packets
- The number and the percentage of delayed packets

- The number and the percentage of the packets where the content has been

impaired

b azk [+ Trigger] Loszz & Duplication Law

Delay & Jitker Law

=

| JOF ﬂ | Percentage of Lozs

P3|

184342

bl azk R outer Simulation &

Constant Delay

Lozz: Percentage

P

# Lozt or Duplicated

# Incoming Packets Packets

ﬂ |Huuter5imulatinn with D elay ﬂ N
E

1723137 (94 %] # Delayed Packets | 11805 [5.4 %] iy

<

Lozz & Duplication Law Drelay & Jitter Law

Marmal Law Impairment

ﬂ |Fh:uuter Simulation with Delay ﬂ

=l

1050 [230 %] # Modified Packets

|F.[P‘ercentage & Time]

Mormal Lav
[Laplace-Gauss]

R outer Simulation &
Constant Delay

Losz File
[Percentage & Duration]

# Lozt or Duplicated

Fackets # Delayed Packets

2443 [70 %]

| TT=xmz1

Content Impairment Law

L=l

1050 [20 ]

= And a complete view of traffic statistics (number of packets and throughput)

over the A and B interfaces as shown in Figure 3 below:

— Interface A (MAC) 0008 A1 3611 BE — @ — Interface B (MALC): 0002 A1 36 1C 74
Incaoming Cutgoing
# Packetz/Second 801 pis AloB # Packetz/Second B3 pis
Throughput | 1.74 Mb/s ‘ Throughput | 1.37 Mbiz
Interface Interface
< | -
——— Outgoing —— [nzoming
A # Packets/Second 283 p/s _ # Packets/Second 320 p/s H
Throughput | 117 Mb/sz Bio s Throughput | 1.32 Mb/sz

Figure 3 — Complete view of Traffic Statistics between interface A and B
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Statistics Synthesis by Flow

The synthesis for all IP Flows displays for each flow and for each direction:
- The incoming throughput and number of received packets per second
- The number of packets matching the mask
- The number of lost packets
- The number of delayed packets
- The number of modified packets
- The outgoing throughput and the number of sent packets per second

File Actions  \Working Modes  Statistics  Help - Show Aggregates =»

— |P Flows E==|E===| [ [INCOMING THF:... | INCOMI...| LOST PACKETS | DELAYED PAC... [MODIFIED PA_ | OUT... [OUTGOING THROU.. |

Stop #01 | [UDPPOrt 2008 gl ftoB 6 5ETKbis SOpk 4352 2613 [50 W] 1720 [E0 %] T340 %] 1732 214 Kbk 18 pis

B\ Bios 2 193Kbes 17ps 1565 000 %] 1585 (100 %] 000 %] 1565 193 Kb 17 pis

Funs02 | [uoPPort 2010 gl ftoF 0O 000bs Ops o 0 [0 %] 0[o %] 0[00 %] 0 O000bis Opis

B2\ Bia o oo0bs Ops o 000 %) 000 %] 000 %] 0 000bis Opis

|7UDPIP 2011 AtoB B SBEKhis B1pis 4354 524 [12 W] 0[O %] O[D0%] 3830 519 Kbis 495 pis

Sce st 0 gl nlja{ Bloh & S19Khs 465ps 3830 2207 [B0 %) O[@0%] 153 [40 %] 1533 210Kbés 18 pis

#tB 0O 000bs Opis o 0[0.0 %] 000 %] 0 [0.0 %] 0 000bs Opiks

LIDP/Part 2012

AILEL o gl “04{ Elod 0 000bs Ops o 0[00 %] 0[o %] 0 [00 %] 0 O000bis Opis

li AtoB B 587 Kbis S0pk 4351 524 [12 %] 2827 [22 %] 000 %] 2826 506 Kb 43 pis

SIoglogy Lo Fort 2013 gl ﬂDS{ Blad 6 S06Kbs 43ps 2826 100 [5.0 %) O[D0%] 353 [@5%] 3636 485 Kb M phs

li AtoB 0 000bs Ops o 000 %) 000 %] 0[0.0 %] 0 000bis Opis

RUpHLR | HDPPort 2014 gl ﬂDE;{ Blah 0 000bs Ops o 000 %] 000 %] 0 [0.0 %] 0 000bis Opis

li AtoB B 58I Kb S0ps 4353 000 %] 4353 [100 %] O[00%] 4352 583 Kb 50 phs

StoplHl7]j§ UDPPart 201 = gl “U?{ Blod 7 507 Khis S0ps 4352 522 [12 %] O[@0%] 383 [38%] 38230 511 Kbis 499 pis

#tB 0O 000bs Opis o 0[0.0 %] 000 %] 0 [0.0 %] 0 000bs Opis

Pun #08 || UDP/Part 2015 gl “US{ Elod 0 000bs Ops o 0[00 %] 0[o %] 0 [00 %] 0 O000bis Opis

li ftoB 6 BE7 Khis SOpis 4352 2656 [50 W] 000 %] O[00%] 1796 218 Kb 19 pis

Stop LIl UDP Part 2017 gl nna{ Blad 3 210Kbs 10ps 1705 000 %] 000 %] 5[0z %] 1796 210Kbs 19 pis

AtoBF 0O 000bs Ops o 0[0 %] 0[o %] 0[00 %] 0 O000bis Opis

Fun #10 | | UDP/Part 2018 gl mu{ Etod 0 O000bs Ops o 0[00 %] 0[o %] 0[00 %] 0 O000bis Opis

li ftoB B SB7 Khis SO pss 4351 218 (5.0 ] 0[O %] O[D0%] 32 558 Khis 498 pis

SLopitl iy LD Port 2013 gl #1 { Blak 7 G56Khs 48ps 432 206 [5.0 %) 000 %] O[00%] 3026 531 Khis 496 pis

ftoF 0O 000bs Ops o 0 [0 %] 0[o %] 0[00 %] 0 0O00bs Opis

Fiun #12 ) UDPFort 2020 gl “12{ Blod 0O 000bs 0Ops o 0 [0 ) 0 [0 %] O@O0% 0 000bs  Opis

AtoB 6 587 Kbis S0piks 4352 000 %] 000 %] O[0.0%] 4352 587 Kbis 50 pis

Stop #13 || UDPPart 2021 gl “13{ Blofd 7 507 Khis S0pis 4353 00 %] 0o %] 0[D0%] 4353 587 Kbis 50 pis

li AtoB 0 000bs Ops o 000 %) 000 %] 0[0.0 %] 0 000bis Opis

SRl | |0 Port 2022 gl n”’{ Blah 0 000bs Ops o 000 %) 000 %] 0 [0.0 %] 0 000bis Opis

AtoB B 503 Khis Sips 4352 O[D0%] 4352 [00 %] 218 [50 %] 4381 503 Khis 51pks

Stop #15 || UDP/Part 2023 gl mS{ Blah 7 SG3Khis d0ps 33 O[00%] @33 [00 %] M3 [100 %] H3Z 565 Khis 498 pis

#tB 0O 000bs Opis o 0[0.0 %] 000 %] 0 [0.0 %] 0  000bs Opks

Run #16 | | UDP/Port 2024 gl “15{ Etod 0 O000bs Ops o 0[00 %] 0[o %] 0 [00 %] 0 000k Opis

ftoB  E045% Mbis 400 pis 34845 0[0.0 %) 000 %] 0[0.0 %] 34845 458 Mbis 400 pis

Stop Gther IP Flows gl """ { Btod 5545% Mbis 400 pis 34340 000 %] 000 %] 0[00 %] 39340 455 Mbds 900 pis

| It — T otal Synthesis Al
Throughput Reception  Feceived Pkt Matching Plts  Sert Pkts  Throughput Transmission armns

Run Al | Stop Al ‘ From #10B | 917 Mars| 800 n/s B9664 o G964 b 3224 p| 827 Mbis| 722 pis | LR Usage

FramBto & g 23miws|  T19pi 62837 p 62836 S9620p | 7.81 Moiz| 651 pis |_ 81 % |

Figure 4 — Statistics Synthesis by Flow example

Total synthesis

At the bottom of the Client window, the total synthesis displays the following

parameters for both directions (A > Bor B > A):

- Throughput and number of packets per second received

- Number of packets received
- Number of matching packets
- Number of packets sent

- Throughput and number of packets per second transmitted

Total Syntheziz
Throughput Reception  Received Pkts Matching Pktz Sent Pktz Throughput Transmission
From Ato B 116 Me/z| 491 pis 28675 B 28675 p 2838 p | 12 Mbis] 487 pis CPU Usage
FramBia & | 446 Moz 745 pis §1630 p 81504 p B1E30p | 416 Mbis|  T45pis 16 % |
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Alarms

The alarms encountered by the NetDisturb driver can be displayed by the user and
are classified per direction for both interfaces:

Incoming direction

Outgoing direction

e Number of lost packets

e Number of lost bytes

e Number of errors returned by the Driver at
the Interface

e Number of missing buffers to keep packets

e Number of ignored flows (when the multi-
flows option is active).

Number of lost packets
Number of lost bytes

e Number of errors returned by the Driver at
the interface

MetDisturb Client - Alarms Summary

|coming from &,
$# Lost Packets:
# Lozt Butes:
# Diriver Errors:
# Mizzing Buffer Emrors:
# Lozt TCPAUDP Conkections:

o ol ol ol O

Alarmz Linked to the Direction from [nterface & to lnterlface B

ozl

Outgoing to B
#t Lost Packets: 1]
AtoB
- # Lost Bytes: 1]
# Driver Errors: 1]

Alarmz Linked to the Direction from [nterface B to Interface &

COutgoing bo & [nzoming from B
# Lost Packets: ] Bt & # Lost Packets: !
. it Lozt Bytes: 1]
# Lost Bytes: 1] 4 # Driver Errors: 0
i # Mizzing Buffer Errars: 1]
# Drriver Ermors:

VBT Eer | # Lost TCPAJDP Connections: 1]

k. Clear &larms | |Ipdate &larmz Surmman
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1.4 Performances

To illustrate the key performances of NetDisturb, 2 examples are presented
hereafter (by using an Intel Xeon 5140 2.33 GHz with Windows XP SP2).

Example 1: use of 2 Fast Ethernet NICs

NetDisturb

Interface A A—B_ Interface B N
Ethernet NIC Ethernet NIC > | Measured Throughput = 93.2 Mbps
100 Mbps 100 Mbps
A<B

Bi-processor PC 2.4 Ghz & Windows XP (SP1)

NetDisturb is configured with 16 IP flows (no loss and no delay for each flow).
With Fast Ethernet NICs, the throughput measured is 97Mbps in one direction.

Example 2: use of 2 Gigabit Ethernet NICs

NetDisturb e LB 41 packets por second
(direction A > B)

Interface A A=>B Interface B

Ethernet NIC Ethernet NIC "
~ 1000 Mbps 1000 Mbps P +Q = 100,000 packets per second
h A<-B
A : rm—— Q = number of IP packets per second
Bi-processor PC 2.4 Ghz & Windows XP (SP1) (direction B > A)

By using 2 Gigabit NICs, NetDisturb can handle up to 150,000 packets per second
with 16 IP flows defined (for both directions).

These two examples show some performances of NetDisturb. This will avoid heavy
investments in expensive hardware solutions.
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Applications

o« Performance & Acceptance Tests: Qualify and evaluate the behavior of IP
equipments (phone, fax, gateway, etc.) and applications (audio and video
streaming, etc.) on IP networks.

« Configuration and control of IP Equipments for product verification and test:
Define different QoS levels in an Intranet or Internet environment to configure
terminals, gateways and routers.

o Test Laboratories: NetDisturb provides repeatable QoS on different flows using
configuration mode and values (loss, duplicate, delay, packet content
impairment) defined by the user, and so re-create real world problems in the lab.

o Applications test: NetDisturb allows testing applications such as Voice over IP,
streaming audio and video, and other distributed applications.

o Emulation of symmetric or asymmetric network conditions (LAN, MAN, WAN):
latency, jitter, packet loss, bandwidth limitations, etc. to test IP applications
(VoIP, streaming audio & video, etc.), services and products sensitive to various
real conditions.

Some publications mentioning the use of NetDisturb

The Communications and Information network Association of Japan (CIAJ) which
represents manufacturers supplying network devices and terminals has published a
report in 2002: Report on speech quality investigation of VoIP Terminals (gateways
and IP phones): http://www.ciaj.or.jp/tusin/pressrelease/voip_1le.html
"We adopted NetDisturb, ... as a network simulator because of its ease of installation
and operation in Windows".

3GPP Technical Specification Group Services and System Aspects TSG-S4

- Test Plan for the Adaptative Multi-Rate Wide-Band (AMR-WB) and Narrow-Band (AMR-
NB) in packet switched networks.

- Test Plan for 3G packet switched conversation tests (comparison of quality offered by
different speech coders over packet switched networks)
NetDisturb is used as the simulated network.
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The following illustrations describe the system that is simulated for these tests.
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2l

Terminal 1

/e

Packets send

Tos

-

ackets received
from 3

P

Aldr Transmission
Perturbations

Adr Transmission
Perturbations

Terminal 5

—» ]

Packets

received from |

« [0

Packets send

To

Packet switch audio communication simulator

This is simulated by using 5 PCs as shown below, with PC# 3 using NetDisturb as

network simulator.

PC1:
VOIP

=
\

Hub 1

PC2: PC3: PC4: PC5:
Air Air Interface VOIP

/ Network Network

Simulation platform
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1.5 Customer references

Present on the market since 1998, NetDisturb is used in more than 40 countries.
See some worldwide references of satisfied customers:

Alcatel, ANZ Bank, AT&T, Bell Canada, Cisco, Commtech Wireless, Department of
Defense, Equant, France Telecom, Gensight, Global Crossing, Iwatsu, Juniper,
Motorola, Nortel Networks, NEC, NTT, Panasonic, Philips, PIKA Technologies,
Polycom, Psytechnics, Raytheon, Schlumberger, Scopus, Tekelec, TF1l, Toshiba,
UTStarcom, WL Gore, Xerox, etc. as well as many universities and telecom institutes.

1.6 Conditions of use

NetDisturb is licensed on a per workstation basis. You will need to purchase a
separate license for each machine that you run it on.

Each licensed copy of the software gets one corresponding USB Software Protection
Key that should be inserted on the target PC before starting the NetDisturb server.

1.7 Delivery

Includes CD with documentation, printed installation guide, one USB Software
Protection Key, technical support and software maintenance (including major and
minor software upgrades) for a period of twelve months from the date of purchase.

To download the trial version of NetDisturb, please visit us at:
http://www.zti-telecom.com/pages/main-ip.htm

© ZTI, 1998-2008 Page 21/44




NetDisturb Read Me First

Part 2 What's new in NetDisturb version 4.6?

This part is a general overview of new features and improvements provided with
NetDisturb version 4.6 and important information to upgrade from previous versions.

More details regarding features and improvements included in the different versions of
NetDisturb can be found in the version.txt file located in the installation directory (default
settings: C:\Program Files\NetDisturb).

The new features and improvements provided with NetDisturb version 4.6 are listed
below:

= The licensed version of the software uses a USB Software Protection Key. The
USB Software Protection Key is the most flexible way to transfer your license to
any other PC.

= The Command Line Interface has been added to the NetDisturb Client part. It
enables the integration of NetDisturb in Command Line tests beds.

= The exchanges between NetDisturb Client and NetDisturb Server’s parts are based
on the SOAP interface. It allows going through Firewall in an easier way.

= The previous versions of NetDisturb were allowing handling only the remaining IP

packets. From version 4.6, NetDisturb is also able to impair the complete

remaining Ethernet frames such as IP Frames, MPLS, Appletalk, IPX frames,

and so on.

NetDisturb manages the jumbo Ethernet Frame up a size of 17976 bytes.

The context files and the User data files are now located on the NetDisturb Client

PC and the user is allowed to change the file location i.e. not only the default

directory (C:\Program Files\NetDisturb\Client) can be used but any.

The laws could be changed ‘on-the-fly’.

Multiple corrections have been included in the laws management.

43

43

To get more details about how to switch from the old software license mechanism to the
new USB Software Protection Key, please refer to the paragraph 4.3.

version 4.5 are reused automatically. When saved, they get the new

j The contexts created with version 4.2, version 4.3 RC3, and version 4.4 and
NetDisturb v4.6 file format.
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Part 3 Install NetDisturb

NetDisturb requires less than 20 MB of free disk-space. The installation procedure is a
standard installation program for Windows 2000, XP and Windows Server 2003.
* To run NetDisturb your computer’s screen resolution must be at least 1024x768, the DPI
setting should be set up with the “Normal size (96 DPI)” value and the Font size should be
A set up with the "Normal" value.
* To install NetDisturb under Windows 2000, XP or Server 2003, you must log on with
your administrators rights.

3.1 Forewords before upgrading from versions 4.2, 4.3, 4.4 and 4.5

NetDisturb version 4.6 has introduced a new Software Protection using a USB key but
previous users of NetDisturb can continue to use their Software License Key. When
upgrading from a previous version of NetDisturb, do not uninstall the previous
version to keep your existing license.

When upgrading from an older NetDisturb version, the installation procedure of
NetDisturb moves the user’s files and the context files, located in the previous default
NetDisturb Server directory, into NetDisturb Client directory. All files related to a context
(defined using the extension .txt and .wsx) are copied, but the files installed with
NetDisturb version 4.6 will overwrite those files.

3.2 Forewords before upgrading from versions 4.1 and under

You don’t need to uninstall the previous version of NetDisturb to keep your license
scheme. However, this license will not enable you to use NetDisturb version 4.6,
because the license date of version 4.1 and under is too old. You should contact ZTlI
(contact@zti-telecom.com) to get back a new unlimited license number when upgrading to
version 4.6 with the new site code.

3.3 How to install the software downloaded from the Internet
The installation procedure is a standard installation program.

e If you have downloaded the file NetDisturb.zip from our website, you must first unzip
this file in a temporary directory. It contains the Setup_NetDisturb.exe file and the
related documentation.

e Then run “Setup_NetDisturb.exe” from the temporary directory to launch the setup
procedure.

}) NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.

3.4 How to install the software from the CD-ROM

The installation procedure is a standard installation program. On the CD-ROM, you will
find the “Setup_NetDisturb.exe” file.

ﬂ NetDisturb is made of two parts: NetDisturb Client and NetDisturb Server. This setup
will install both Client and Server parts on the same system.

3.5 How to install the NetDisturb Client only (from the CD-ROM)

On the CD-ROM, a second setup allows installing the NetDisturb Client on a machine.
This is useful if you want to install the NetDisturb Server and the NetDisturb Client on
two different machines.

To install the NetDisturb Client on a machine (Windows 98, 2000, XP or Server 2003),
run “Setup_NetDisturbClient.exe” and follow the setup instructions to proceed with the
installation.
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3.6 During the installation

Follow the instructions until reaching the NetDisturb package selection window.

3.6.1

B NeiDisturb V4.6 Setup X

Pleasze select the MetDisturb package to install. -, / -
The MetDisturb package to inztall depends on the license you own,

MNetDisturb Trial The MetDisturb Trial package is a fully functional version that is
lirnited to 15 daps uge.

Cuztomers with a Software | This package iz designed for customers uzing the Software
Protechon Key Protection F.ey and far the owners of the previous versions of
M etDizturb.

Customerz with Software | The MetDisturb USE Software Protection ey package requires a
Protection using a USE Key| USE Key available from the version 4.6 of MetDisturb,

NetDisturb packages in a few words

To use the NetDisturb software, there are 3 license schemes:

y
A\

The NetDisturb Trial package allows you to use NetDisturb during 15 days after
the first run. When the trial period has expired, the license should be purchased.
The NetDisturb Software Protection Key package has been designed for users
owning a Software License key and for the users of the previous versions of
NetDisturb. It keeps your current installation and files, without additional
requirement.

For new users, the NetDisturb USB Software Protection Key package requires
a USB key with the NetDisturb license. The USB Software Protection Key is
provided with NetDisturb from version 4.6. This package allows the installation of
NetDisturb on several PCs but the only PC able to run NetDisturb is the one
having the USB Software Protection key plugged in.

As previous users, you may be interested to move to a USB Software Protection
Key: please contact your distributor or ZT| to get more details about the license
migration program (see 4.3 NetDisturb & USB Software Protection Key for more
details).

This software is licensed on a per workstation basis. This means that you will need
to get a separate license for each machine you will run it on. The license may be a
software license key (for previous users) or the USB Software Protection key. Each
new licensed copy of the software gets a USB Software Protection key that can be
moved from one installation to the other.

The USB Software Protection key contains only the license information. The
software is available on a separate CD-ROM.
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3.6.2 Which package should | install?
Depending on your needs, please find here below the package most suitable for you.

3.6.2.1 I want to evaluate NetDisturb V4.6

In that case, choose the “NetDisturb Trial” package. You will be able to use NetDisturb
during 15 days only.

3.6.2.2 | already use NetDisturb ...
j-,. This paragraph is dedicated to the users owning a previous version of NetDisturb.

... and | want to upgrade and keep my permanent license

In that case, choose the “Customers with a Software Protection Key” package. Your
installation will be upgraded and your existing permanent Software Protection Key will be
kept.

... and | want to upgrade and use the USB Software Protection Key | bought

In that case, choose the package “Customers with Software Protection using a USB Key”.
Plug the USB Software Protection Key before launching NetDisturb.

3.6.2.3 | just bought NetDisturb ...
j This paragraph is related to the users purchasing NetDisturb V4.6.

... and | chose the Electronic Software Delivery (ESD)

In that case, choose the package “Customers with a Software Protection Key”. When you
launch the software for the first time, press the “Enter” key when the ZTI logo appears.
Then, get the site code and mail it to us with your details and your purchase order
reference at contact@zti-telecom.com. We will send you back the site key enabling your
permanent Software Protection Key. More details about the way to proceed are available
in paragraph “4.2.1 Installation of the Software Protection Key’.

... and | received the CDROM & USB Software Protection Key

In that case, choose the package “Customers with Software Protection using a USB Key”.
Plug the USB Software Protection Key before running NetDisturb.

... and I will receive CDROM & USB Software Protection Key in a few days

In that case, choose the package “Customers with a Software Protection Key”. You will
get a fully functional but time-limited Software Protection Key.

© ZTI, 1998-2008 Page 25/44



NetDisturb Read Me First

3.7 What has been installed on my computer?

The default settings install NetDisturb in the following directory:
C:\Program Files\NetDisturb with the following subdirectories:
C:\Program Files\ NetDisturb \Client
C:\Program Files\ NetDisturb \Driver
C:\Program Files\ NetDisturb \Server

3.7.1 IMPORTANT STEP: | must configure the driver before running NetDisturb

The setup procedure realizes the installation of the NetDisturb driver transparently. It will
be installed positioned on top of each Ethernet or wireless NIC if the driver of the NIC is
NDIS compatible. The NetDisturb driver sets in the kernel of Windows 2000, XP or
Server 2003 and handles the exchanges between two NICs. The NetDisturb driver linked
to the selected NICs is available and transparent. It doesn’t appear in the protocol list.

Now there is an important manual operation to do before using NetDisturb:

1. In order to avoid unexpected traffic generated by the protocol stack on the NICs,
you should unselect all protocols first (TCP/IP, Client or Microsoft Networks, etc.).

2. To unselect protocols from a NIC used by NetDisturb, use the “Control
Panel/Network and Dial-up Connections” or the “Control Panel/Network
Connections” program and uncheck all protocols.

General | Authentication | Advanced

Connect using:

ES CMet PROZ200WL PCI Fast Ethemnet

This connection uses the following items:
[] %= Microscit TCRAP version & ~
[ == Network Moritor Driver

[ %= MOM| Protocal Analyzer
[ %= Intemet Protocol ITCPAPT s
<

Install...

Description

Show icon in notification area when connected
Motify me when this connection has limited or no connectivity

[ Ok H Cancel ]

Example of NIC with all protocols unchecked
3.7.2 Start Menu Shortcuts Created

Start > All Programs > NetDisturb

NetDisturb (start both Server and Client)

1) NetDisturb Server Only

2) NetDisturb Client Only

USB Key Viewer (USB Software Protection Key version only)
Uninstall NetDisturb

Read Me First

User Guide

1433303030
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3.8 How to reinstall another package?

If you already have installed one of the NetDisturb V4.6 packages, click
Setup_NetDisturb.exe and select, in the window below, the new package you want to
install.

% NetDisturb V4.6 Setup X

Pleaze select the NetDizturh package to install. : _// -
The MetDisturb package to install depends on the license you own,

MetDisturb Trial The MetDisturb Trial package is a fully functional version that is
lirited ta 15 davs use.

Cuztomers with a Software | Thizs package iz designed for cuztomers uzing the Software
Protechion Key Protection K.ey and for the owners of the previous versions of
M etDisturb,

Customers with Software | The MetDisturb USB Software Protection Key package requires a
Protection using a LISE Key| USE Key available from the verzsion 4.6 af MetDisturb.

3.9 How to transfer the software to another computer?

Install the software on the target computer. You don’t need to do any particular operation
with the “Customers with Software Protection using a USB Key” and “NetDisturb Trial”
packages.

With NetDisturb & USB Software Protection Key, you do need to plug the USB key
before running the software on the target computer.

With the package “Customers with a Software Protection Key”, install the software on the
target computer and refer to the paragraph “4.2.2 Software Protection Key Transfers” to
know how to transfer the Software Protection Key.
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Part4 How to handle your license?

4.1 NetDisturb Trial
You don’t need any license to install the NetDisturb Trial package. After the first run of
NetDisturb Server, the NetDisturb Trial package can be used during 15 days.

4.1.1 NetDisturb Server License Information window

When you run NetDisturb Server, the information about your trial license is displayed, as
shown below.

MetDisturb Server - License Information

To get more detailz about HetDizturb or to get an unlimited license:

- Pleaze contact your local distributor
- or Send an email to contacti@zh-telecom_com

- of Call on +33 2 9648 4343 (GMT+01:00).

Your trial icense will expire in 15 days.
Thanks for using our zoftwarel

You are now able to use NetDisturb during the next 15 days.

4.1.2 End of the fifteen-day trial period
Once the trial period is over, you can’t use NetDisturb anymore, see below:

MetDisturb Server - License Expired

Your tnial licenze has expired.

To get more detailz about HetDizturb or to continue using
MetDisturb with an unlimited licenze:

- Pleaze contact your local distributor
- or Send an email to contacti@zhi-telecom. com
- or Call on +33 2 9648 4343 [GMT +01:00).

Thank you for using our softwarel

When you press the OK button, NetDisturb will stop running.

To continue to use NetDisturb please contact you local distributor or ZTI to get an
unlimited license.
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4.2 NetDisturb & Software Protection Key

Licensed users of NetDisturb that are already using the Software Protection Key should
not need to refer to the section 4.2.1. To transfer the owned Software Protection Key to
another PC or to another directory, please go directly to section 4.2.2.

4.2.1 Installation of the Software Protection Key
This software is licensed on a per workstation basis. This means that you will need
to get a separate license for each machine you will install it on. Each licensed copy
j of the software installed on a system has a unique Site Code that requires a
- corresponding unique Site Key to work. A period of 15 days is automatically
enabled at the first installation of the software. If you try to install the software
again, the Software Protection Key will disable the trial period.

If you want to configure your Software Protection Key before the time-limited period end,
press Enter just after launching the NetDisturb when the following message is displayed:

15 days left out of 15

Press the <Enter> key to configure your license.

Then, you will see the following Software Protection Key configuration window:

gﬁ NetDisturb - License Configuration E|E|B|

Program License Help

g
% 15 days left out of 15
=4

Site Code: DEES 1085 DOAC BE3E BC

Site Key: |

To authorize this program for this site, send your name, site
code, company name and e-mail to:

m

phone: +33 2 96 46 43 43

fax: +3329648 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, vou can uze the
"License” menu at the top of thiz dialog

You can bring up thiz configuration dialog when the program starts by |

At the end of the trial period when you launch NetDisturb, the same Software Protection
Key configuration window appears, but saying “Program not authorized” instead of
showing the remaining days of use.

To get the Site Key and obtain a permanent license, please send an email to
contact@zti-telecom.com or contact@zti.fr with the following information:
a. The Site Code (you can copy and paste the Site Code displayed in the
license window)

b. The name of the software: NetDisturb
C. The OS used

d. Your details

e.

The purchase order's number and date of purchase
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?:ﬁ NetDisturb - License Configuration g|§|®

Program License Help

5
% Program not authorized
L =
Site Code: D20 1814 DOAD F258 21
Walidate
Site Keyw: |

To authorize this program for this site, send your name, site | A
code. company name and e-mail to: =

ZTl

phone: +33 2 96 48 43 43

fam: +33 296 48 14 85
e-mail: contact@szti-telecom.com

To move a license to anether directery or computer, you can use the
"Licenze” menu at the top of thiz dialeg.

“ou can bring up this configuration dialog when the program starts by | »

We will then email you the Site Key. You can now close the license's window.

After you have received the email with the Site Key, open the Software Protection Key
configuration window again by pressing the Enter key as explained before. Copy the Site
Key in and then click "Validate". After validation of the Site Key, you will get the following
message:

Congratulations!

i You are now licensed to run this software.
Press OK to continue or Cancel if you want to run your software later.

Cancel |

= Important: one Site Code is associated with one Site Key, and only one. A Site
Code is unique for each PC installed. For security reasons, as soon as you
validate a Site Key (trial or unlimited), the Software License program generates a
new Site Code automatically.

= For any question or further information, please contact our technical support:

Email: support@zti-telecom.com or support@zti.fr
Phone: +33 2 9648 4343
Fax: +33 2 9648 1485

When you launch NetDisturb with a permanent Software Protection Key, you will
see the following window:

Unlimited license

Preszs the <Enter> key to configure pour license.
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4.2.2 Software Protection Key Transfers
A Software Protection Key transfer is not a duplication of any type. Please contact
ZTI or your authorized distributor for site Software Protection Key information and
for several Software Protection Keys purchase.

Software Protection Keys can be transferred using one of the following methods:

= Direct transfer: move the Software Protection Key to another directory of the
same PC or between two PCs linked to the same network.

= Transfer by media: move the Software Protection Key from a source PC to a
target PC by using a floppy disk or USB key.

4.2.21 Direct Transfer: move the Software Protection Key from one
local directory to another
This transfer mechanism must be used to move a Software Protection Key in two cases:

- From a source to a target directory of the same PC
- From a source to a target directory of networked PCs

e First, copy the program (copy the NetDisturb folder) to the target directory.
For example from “C:\Program Files\NetDisturb” to “C:\Temp\NetDisturb”

e Then run the program from its original directory (from “C:\Program Files\NetDisturb”). \When
the Software Protection Key configuration window appears, press Enter and select
“License > Transfer to directory ...” in the License menu as shown below:

'Eﬁ MetDisturb - License Configuration [:“E|B|

Program QE[a=j=-8 Help

E; ‘| Transfer to directary...

==

Sil  Transfer out to another computer..,

C -
7 Kill license

To authorize this program for this site, send your name, site |~
code, company name and e-mail to:

£l

phone: +33 2 96 48 43 43

fam: +33 29648 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, yvou can uze the
“Licenze™ menu at the top of thiz dialog.

“ou can bring up thiz configuration dialog when the program startz by |

e Provide the path name of the target program (for example C:\Temp\NetDisturb\Server\
NetDisturbServer.exe)
e The Software Protection Key is now transferred to the new directory.
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4.2.2.2 Transfer by Media (USB key) from a source PC to a target PC
p A USB key or a floppy disk is needed for this kind of transfer.

To transfer the Software Protection Key from the source PC (PC #1) to the target PC (PC
#2), proceed as described in the following order:

1) First install the program on the target PC (PC #2).

2) Run the software on PC # 2 and kill the time-limited Software Protection Key in order to
get an unauthorized license on this PC.

If the "Transfer in from another computer ..." item of the license menu is disabled, you
must kill the Software Protection Key.

How to kill the Software Protection Key?

When the Software Protection Key configuration window appears, press Enter and select
“License > Kill license” in the license menu.

Eﬁ% NetDisturb - License Configuration E|ﬁ|®

Program QEE=y=-8 Help

[5; ‘| Transfer to directory...

==

5ii  Transfer put to another computer...
o T —
H Kill license

To authorize this program for this site, send your name, site A
code, company name and e-mail to:

Yalidate

Tl

phone: +33 2 96 48 43 43

fax: +33 296 48 14 85
e-mail: contacti@zti-telecom com

To move a license to another directory or computer, you can use the
"Licen=e” menu at the top of thiz dialog.

Y'ou can bring up thiz configuration dialog when the program starts by | s

A message box will appear:

Kill License

\Ej Are pou sure pou want to delete vour current licenze?

Warning
After deleting vour license, pou will need to purchaze a new license to
continue uzing thiz program.

Yes
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Press 'Yes' to kill the Software Protection Key and a confirmation code is displayed:

rour kill confirmation code iz:

|FDDE CaaF 7445 DE5E FDAT F7A1 B4

‘r'ou ghould write down thiz number in caze pou need to
prove that the license was actually deleted.

Click 'OK' and the Software Protection Key window displays now "Program not
authorized™":

f.:ﬁ NetDisturb - License Configuration T”E|&‘

Program License Help

EA10

L =

Frogram not authorized

Site Code: D347 5CO3 DO&4 7C54 85

Yalidate
Site Key: |

To authorize this program for this site, send your name, site
code, company name and e-mail to: i

|
phone: +33 29648 43 43
fax: +33 29648 14 85

e-mail: contacti@zti-telecom.com

To move a licenge to another directory or computer, vou can use the
"Licenze” menu at the top of thiz dialog.

“ou can bring up thiz configuration dialeg when the program starts by | s

3) Select “License > Transfer in from another computer ...” from in the Software
Protection Key License menu:

f-:ﬁ NetDisturb - License Configuration Z”E|g|

Walidate
Q

To authorize this program for this site, send your name, site
code, company name and e-mail to: i

Tl

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a license to anether directory or computer, you can uze the
"Licenze™ menu at the tep of this dialeg.

“ou can bring up thiz configuration dialog when the program startz by«
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The "Transfer License In (Step 1 of 3)" window is displayed:

Transfer License In (Step 1 of 3)

Transfer In enables pou to tranzter a license to this program from
a licensed copy on anather computer.

Foar this process you will need 1 floppy disk and access to a
licensed copy of this program on another computer.

Inzert & Hoppy digk into your computer's """ dive and press
"Mext' at the bottom of thiz dialog bos.

If wou are uzing a drive ather than drive "A", enter itz path here:

|,.f.-.,;\ Browse...

Cancel

4) Insert a floppy disk or use a USB key as requested in step 1 of 3 and specify the path.
Then press “Next >”: the "Transfer License In (Step 2 of 3)" window is displayed:

Transfer License In (Step 2 of 3)

Mo the license needs to be copied to the floppy disk:

1. Remove the floppy dizk and take it to the computer with
the licenzed copy aof this program.

2 Run the licensed copy of this program and select
"Tranzter Out".

3. Bring the disk back to thiz computer and press "MWest'.

If there iz a significant delay between transfers [for example, you

are moving a licenze from your work, cormputer to your home

computer), you can zuspend the transfer process and continue

later :

Continue Tranzfer Later

Cancel
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5) Go to the source PC (PC #1) and insert the media (USB key or floppy disk). Then start
the program on PC #1. When the license configuration window appears, press Enter and

select “License > Transfer out to another computer ...” as shown below:

?ﬁ NetDisturb - License Configuration :”E|B|

Program QN8 Help

EF = Transfer to directory...

L="1=

[l Transfer out to another computer...

Kill license

code, company name and e-mail to:

pall

phone: +33 2 96 48 43 43

fax: +33 2 96 48 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can use the
“Licenze” menu at the top of this dialog.

“fou can bring up this configuration dialog when the program starts by

To authorize this program for this site, send your name, site  »

w

The following window is displayed:

Transfer License Out (Step 1 of 2)

to an unlicenzed copy on another computer.

ECIEEH.

computer's "4 dive and press "Mext".

Cancel

Tranzfer Dut enables you to transfer a licenge from thiz program

To begin, run the unlicensed copy on the remote computer,
select "Transfer License [n", and follow the instructions on the

When pou are ready, inzert the transfer floppy disk inka pou

If you are uzing a drive other than drive "&", enter itz path here:

LR Browsze...

Input the media path (USB key or floppy disk) and then press "Next >". When the license

is put on the media, you get the “Program not authorized” message:

'Eﬁ NetDisturb - License Configuration :”E|B|

Program License Help

EF A

==

Frogram not autharized

Site Code: D3A7 5C03 DOA4 7C54 86

Walidate
Site Key: |

To authorize this program for this site, send your name, site A
code, company name and e-mail to: |

Al

phone: +33 29648 4343

fax: +33296 48 14 85
e-mail: contact@zti-telecom.com

To move a license to another directory or computer, you can use the
“Licen=e” menu at the top of this dialog.

“fou can bring up this configuration dialog when the program starts by »
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You can check that the Software Protection Key is not available anymore on the source
PC since the NetDisturb software license is on a workstation basis. Contact us to get
information on a Site Software Protection Key (contact@zti.fr or contact@zti-
telecom.com).

6) Remove the media from PC #1 and return to PC #2.

Click the 'Next' button on the step 2 of 3 of the “Transfer license in” window (on PC #2) to
complete the transfer.

The permanent Software Protection Key is now transferred from the source PC to the
target PC, and you get the following message:

Transfer License In (Step 3 of 3) g|

Congratulations!
The licenze has been successfully transfered.

Press "Finish'" to continue.

Click Finish to continue.

4.3 NetDisturb & USB Software Protection Key

The USB Software Protection Key is the most flexible way to transfer your license to any
other PC. Plug it in the computer you want to use NetDisturb on.

If you are a user of a previous version of NetDisturb (version 4.5 and under) and if the
USB Software Protection key interests you, please contact the Sales Offices (sales@zti-
telecom.com) to get some information about how to exchange your Site Key to a USB
Software Protection key.

Part 5 Uninstall NetDisturb

To uninstall NetDisturb, please select “Uninstall NetDisturb” in the “Start > Programs >
NetDisturb” menu.

All installed components of NetDisturb will be removed including the NetDisturb driver.
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Part 6 Run NetDisturb

As NetDisturb is made of 2 parts (NetDisturb Server and NetDisturb Client), you need
to run these two programs in the following order:

1. NetDisturb Server
2. NetDisturb Client

To run this software in this order, click on:

Start » All Programs » NetDisturb » NetDisturb (start both Server and Client)

6.1 First Run
1) The NetDisturb Server startup

NetDisturb Server is started automatically when using the NetDisturb (start both Server
and Client) shortcut.

You may also start the server independently, for instance when you are using a
p remote configuration where NetDisturb Server doesn’t run on the same PC as

NetDisturb Client. To start the NetDisturb Server alone, use the Windows start

menu: Start » All Programs » NetDisturb » 1) NetDisturb Server Only

After a few seconds and depending on your license, you will get one of the following license
windows:

fifteen-day trial version license Software License version

MetDisturb Server - License Information §|

To get more details about MetDisturb or to get an unlimited license:
- Please contact your local distributor S ’
- or Send an email to contact@zti-telecom.com h
-or Call on +33 2 9648 4343 [GMT+01:00).

Your trial license will expire in 15 days.
Thanks for using our softwarel

Unlimited license

Press the <Enter> key to conhigure your licenze.

USB Software Protection key

When you use a USB Software Protection key, there is no window!
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The next window displayed is NetDisturb Server

EE NetDisturb Server - Version 4.6 |Z||§|E|

Impairment Interface Confiquration and Statistics

Interface & naot zelacted Interface B nat zelacted
# Harndled Packets: # Handled Packets:
# Lost Packets: # Lost Packets:
# Delayed Packets: # Delaped Packets:
Dezequenced: Degequenced:
# Fragmented packets: # Fragmented packets:
|ncoming on A Qutgoing on A, Inicoming on B Outgoing on B
# Packets per Second # Packets per Second
# Packetz # Packets
Throughput Throughput
[ Mowamsmission 1 [ Howamsmission ]

Feset Counters
Current Farameters

Refresh Perniod [in second]: # Buffers: -
) i Application of Laws:
Sampling to Compute T hroughputs: Desequencing:

Current Client Connection

Client: [Mo client connected) Shows Current Contest Reset Logs

If NetDisturb has detected some configuration issues, a list of NICs, which can’t be used
by NetDisturb, will be displayed as shown below:

NetDisturb Server, El

'? ‘BroadCom Embedded’ MIC can't be used by MetDisturb since it has its TCPJIP stack activated.

All MICs that you wank to use with MetDisturb must have all protocol stacks unchecked,
Flease use the Contral Panel ko configure waur MICs and then restart MetDisturb b apply wour changes.

Use NetDisturb Client to select the network interfaces (or NICs).
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2) NetDisturb Client startup

NetDisturb Client is started automatically when using the NetDisturb (start both Server
and Client) shortcut. The default connection parameters used to exchange between
NetDisturb Client and NetDisturb Server are:

e NetDisturb

Server IP address or Host Name = 127.0.0.1

(127.0.0.1 = default local IP address if the NetDisturb Server and the NetDisturb
Client are installed on the same machine).

e HTTP Port Number = 8080

p You may also start the NetDisturb Clients part alone, to connect to a remote
NetDisturb Server. To start the NetDisturb Client alone, use the Windows start

menu: Start » All Programs » NetDisturb » 2) NetDisturb Client Only

When NetDisturb Client starts, it will ask you to enter the parameters to connect
to the NetDisturb Server machine:

E.‘,‘ MetDisturb Client - Connection to the server

MHetDisturb Server [nformation

The dialog with the server iz bazed on SOAP which iz using HTTP protocol. To connect to
the MetDizturh Server proceed as followes:

- First, zpecify the IP addreszs or Host Mame of the MetDizturb Server.
- Then, enzure that the HTTP port entered iz correct [the default port number iz 3080,

P addresz ar host name: |'| 27.001

HTTP port number; a0g0

Cancel |
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p On the first run, there is no Interface defined. NetDisturb Client will tell you how
to configure those 2 interfaces.

NetDisturb Client

‘i‘) There is no Interface selected,

To select the 2 Interfaces required by MetDisturb, please go to the Interface Selection area using the menu ActionsfConfiguration of MetDisturb Client
in the next window,

Click “OK” and the NetDisturb Client main window will appear:

%! NetDisturb Client - Impairment Tool for. IP Networks |’._||E|g|
File Edit Actions ‘Working Modes Statistics Help - Show Aggregates ==

— |P Flowes — |P Flaw #01
4 | g Maszk [+ Trigger] Lozs & Duplication Law Delay & Jitter Law }:a
gl |[N one) j |[N0ne] j |[N one) j :
sl (ane) Edit leze) Edit (ane) Edit | X
] Q _ T
# Incoming Packets 1] 1 Lzt o Puplfeelzd 0[0.0%] #Delayed Packets 000 =
gl Packets
gl — Interface & [MALC] [not defined) @ — Interface B [MAL]; [not defined)
,7 g| Incoming COutgoing
# Packets/Second Opds skl # Packets/Second 0pts
3| Thioughput | 0.00 b/s —) Throughput | 0.00 bés
Interface Interface

gl SUrel Outgaing Incoming ELA0
4 g A L B
# Packets/Second Opfs P # Packets/Second Op/s
oV Thoughput | 0,00 b/s é} Thioughput | .00 b/s
gl Maszk [+ Trigger] Loszs & Duplication Law Delay & Jitter Law
gl | [Mone] j | [Mone] ﬂ | [Mone] j
gl [Mane] Edit [Mone) Edit [Mane] E dit
4 gl # Incoming Packets i} HLost or Duppgiigi 0[0.0%) #Delayed Packets 000
Other P Flows «| O

Statistics Synthesis by Fiow (4

HJaxmz][]

— T otal Synthesiz Al
Throughput Reception  Received Pt Matching Pkts  Sent Pkts  Throughput Transmission I
From&to B 000 ks 0wz Op Op Opl  0.00kis Opis CPU Uzage

FromBto Al g oo ks 0pis Op Op Opl  0.00kis ansl_ 2% ]

Then, you need to select the NICs (interface A and interface B) that the NetDisturb

Server is going to use.
NetDisturb

Interface A A—B Interface B

Ethernet NIC Ethernet NIC "
5 10/100/1000 Mbps 10/100/1000 Mbps
) A<B

© ZTI, 1998-2008 Page 40/44



NetDisturb Read Me First

Select “Configuration” in the Actions menu. The Parameters configuration window is
displayed:

NetDisturb Client - Parameters Configuration

Digplay Configuration

Refresh Period: [framn 13 ko B0 )
Sampling period for the throughput calculation: |2 [from Os to 6O =]

Cancel
" Instant Throughput ¢ fverage Throughput uzing Sampling Mechanizm

M etDisturb M eazurement nits
Chooze one of the unit below [defined by [EEE Std 260.1-2004] to use with the throughput statistics.

* sze kilobyte kB and kilobit per second [kbs] where Tkbds:= 1,000 bits/s
" Usze kibibyte [KiB] and kibibit per second [Kib/s] where 1Kib/s:= 1,024 bitz/s

Parameter about the 'Laws Apply to each TCPAUDP Connectionz af the [P Flow' bMenu Selection
Mumber of Buffers containing the Laws Values: |2 [from 2 to 700]

YWhen the Waorking Mode 'Laws &pply to each TCPAJDP Connection of the [P Flow' iz selected,
each TCPAJDP connection found in the |P Flow should impaired in the zame way. To reach thiz aim,
the walues generated by the laws are stored in internal buffers.

There iz the zame number of buffers for Logz & Duplication laves az for Delay & Jitter laws. Each buffer
lozated in the Eernel memary -a rezource bo uge sparingly- iz able o contain 20480 values.

For example, when 2 iz the Mumber of Buffers containing the Laws Walue' value, 4 buffers of 20430
values are allocated, conzuming 320 KB ytes of Kermel memony per [P Flow, that iz 5,440 Ebytes due
to the 17 [P Flows.

Thiz iz why the 'Mumber of Buffers containing the Laws Yalues' value should be configured carefully.

|nterface Selection

Interface &; | ﬂ
Interface B: | ﬂ

At the bottom of this window in the "Interface Selection" part, select one NIC for Interface
A and another NIC for Interface B, and then confirm with “OK”.

You should see in the combo-box (Interface A or Interface B) all available and operational
NICs. If you don’t see any NICs, please follow the steps below:
- Verify that your NICs are installed and operational.
- Enable the needed NICs.
j-,. -  Stop the NetDisturb Client.
-  Stop the NetDisturb Server.
- Reboot your system if necessary.
- Start the NetDisturb Server.
- Start the NetDisturb Client.
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Then you should see your installed NICs in the Interface A and B combo-boxes (see the
example below):

NetDisturb Client - Parameters Configuration

Dizplay Canfiguratian

Fiefresh Perind: |1 [fram 15 ko B0 =]
Sampling period for the throughpot calculation: |2 [from Os to BO 2] e I
ancel

" Instant Throughput * Average Throughput using Sampling Mechanism

MetDisturb Measurement Units

Choose one of the unit below [defined by [EEE Std 260.1-2004) to uze with the throughput statistics.
* Usze kilobyte [kB) and kilobit per second [kb/'s) where 1kbds:= 1.000 bitss

™ Usze kibibyte [KiB] and kibibit per second [Kib/s) where 1KibAs= 1,024 bits/s

FParameter about the 'Laws Apply to each TCRAIDP Connectionz of the [P Flow' kMenu S election
Mumber of Buffers containing the Laws Valuss, |2 [frorn 2 o 100)

When the Working Mode 'Laws Apply to each TCRAUDP Connection of the 1P Flow' iz zelected,
each TCPAJDP connection faund in the [P Flow should impaired in the same way. Ta reach this aim,
the waluez gernerated by the lawe are ztored in inkernal buffers.

There iz the same number of buffers for Lazs & Duplication laws as faor Delap & Jitker laws. Each buffer
lozated in the Kermel memon -a resource to uze zparingly- is able to contain 20480 values.

For example, when 2 iz the ™umber of Buffers containing the Laws Walue' value, 4 buffers of 20480
values are allozated, consuming 320 KBytes af Kernel memary per [P Flow, that i 5440 Fbytes dus
b the 17 1P Flows,

Thiz iz why the Mumber of Buffers containing the Laws Yalues' value should be configured carsfully.

Interface Selecton

Interface & [EEECR MY

Interface B: |Interfac:e 2100 Mb/z) 00-03-41-36-11-53 j

As soon as the configuration is done, the NetDisturb Server recognizes “Interface A” and

“Interface B”.

© ZTI, 1998-2008

Page 42/44



NetDisturb

Read Me First

The MAC Addresses of the selected interfaces are displayed in the NetDisturb Client
and NetDisturb Server windows:

%2 NetDisturb Client - Impairment Tool for IP Networks

File Edit Actions ‘Working Modes Statistics  Help - Show Aggregates s=
IP Flows — [P Flow #01
4 | g task [+ Trigger] Laoss & Duplication Law Delay & Jitker Lave fﬁ'
gl |[N0ne] ﬂ |[N0ne] j |[N0ne] ﬂ :
Sunzeef (None) Edi (Nare) Edi (Nane) Edit | X
gl # Lost or Duplicated I‘If;
,7 gl # IncomM UPD;ZESS 0[00 %] # Delayed Packets 0[0.0 %]
gl nterface & (MAC): 000841 36 1C 74 —) @ anterface B [MAC] 000841 361159 D
gl 0p/ AtoB Op/
# Packetz/Second P/ # Packetz/Second pis
oV Throughput | 000 b/s —) Throughput | 0.00b/s
Inteface Interface
gl sTOP Outgaing Incoming sTop
4 o8 A L o B
# Packets/Second Opss S # Packets/Second Op/s
joN Thoughput | 000 B/s g Thoughput | 0.00b/s
gl task [+ Trigger] Loz & Duplication Law Delay & Jitter Law =
gl |[N0ne] ﬂ |[N0ne] j |[N0ne] ﬂ :
al (et Edi el Edi (] Edt | X
s x
4 gl 1 Incoming Pack ets i} #Lostor Duppgzigg 0[0.0%] #Delaped Packets 0000 %] X:ﬁ
Fun | |Cther IP Flowes - gl

Btatistics Synthesis by Flow 4

— Tatal Synthesiz

Alarms

Throughput Reception  Received Pits  Matching Pits — Sent Pits  Throughput Transmission
Fun &1 ‘ From Ato B 0.00 bis Opfz Op Op Opl 000k O piz CPU Usage
FramBto A gpoops Opis Op Op Op| 0.00hkis Opis 2% |

Graphical user interface for the NetDisturb Client with two Ethernet NICs configured

Eﬁ NetDisturb Server - Yersion 4.6

Cliett:

Sampling to Compute Throughputs:

# Handle: 5 4
# Lozt Packets: i} 0%)
1t Delaped Packets: 0 0%
Desequenced: 0 0%
# Fragmented packets: 0 %]
|ncoming on & Outgoing on &
0 # Packets per Second il
a # Packets 0
0.00 bz Throughput 0.00 b/s

Reset Counters

Current Parameters
Riefresh Peniod [in second):

1z
2z

# Buffers:

Dezequencing:

Current Client Connection

Clignt connected

#

# Lost Packets: o [0x]

# Delayed Packets: o) (0%

Desequenced: (U]

# Fragmented packets: ] 0%
Incoming on B Outgoing on B
0 #Packets per Second 0
i} # Packets a
0.00b/s Throughput 0.00 b's

2
Dizabled

Application of Laves:

Show Current Contest

IP Flow Level

TRt logs

Graphical user interface for the NetDisturb Server with two Ethernet NICs configured
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6.2 Detailed Description of the Server and Client Startup

6.2.1 The NetDisturb Server Startup Modes

The level of provided functionalities depends on the availability or not of the NetDisturb
driver. If the NetDisturb driver is lacking, a message warns the user. In that case it is
possible to continue in the “restricted mode” where only a few functions are available.

6.2.2 The NetDisturb Client Startup Options
When starting the NetDisturb Client, the Connection to Server parameters window is

displayed.

E.‘,‘ MetDisturb Client - Connection to the server

MetDisturb Server [nformation

The dialog with the zerver iz bazed on S0AP which iz using HTTF protocol. To connect to
the MetDizturh Server proceed as followes:

- Firzt, gpecify the IP addreszs or Host Mame of the MetDisturb Server.
- Then, enzure that the HTTF port entered iz correct [the default port number iz 3080).

|F addresz ar host name: |'| 27.001

HTTP port number; a0g0

Cancel |

This parameters window is made of two sections:

The NetDisturb Client needs the following information in order to connect to the
NetDisturb Server:

1.

The NetDisturb Server |IP address

2. The NetDisturb Server HTTP port number

In case of a connection failure (if one of the parameters is invalid), an error window pops
up. To go back to the identification window, just click on the OK button.

NetDisturb Client X

The connection with MetDisturb Server can't be established,
! Please make sure that:

13 The IP Address or the Host Mame is correct.

21 The HTTP port number is walid and the firewall is allowing this port,

3 The MetDisturb Server is running,

4% Mo other MetDisturb Client is already connected to the MetDisturb Server machine.
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